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Taylor-Freeme said it would seek a guarantee from the GOZ 
that there would be no further farm expropriations. 
Taylor-Freeme insists Lands Minister John Nkomo has agreed 
to this in principle 

Presidential Land Review Committee Report of August 2003 
that there be a single non-racial commercial farmers union. 


4. (C) Comment: Formal talks between the two commercial 
farmer bodies would be an important step toward 
reconciliation in Zimbabwe\'s tattered agricultural sector. 

It is a long-shot 

Taylor-Freeme has admitted to us that a merger could divide 
his union and drive dissenters to the militant Justice for 
Agriculture (JAG). Ultimately 

knows time is not on the CFU\'s side. From a variety of 
sources 

about one farms per week. This is a far slower pace of 
acquisition than that of 2002 

out of members at some point. 

Dell 
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lies\" on which it tried to sell itself to domestic and 
international audiences: (1) the economy is getting better 

(2) land reform has been a success 

corruption 

dead. Coltart expressed concern that relentless official 
propaganda was beginning to exact a toll on domestic and 
international audiences. Growing engagement with the GOZ by 
Canada and Nigeria 

that ZANU-PF was going to win the election regardless of 
international efforts. He urged the USG to coordinate with 
others 

not to re-engage. In the same vein 

the UN Security Council or UNGA to increase pressure on the 
GOZ. Coltart predicted that ZANU-PF would nat relent in 
repressive trends even after winning a rigged election. 


3. (C) Central to the ruling party 

its rule was the dishonesty of its \"election reforms 

Coltart dismissed as superficial. He acknowledged that 
reducing the voting period from two days to one day was a 
potential boon to the MDC 

alignment of the new electoral commission and the 
delimitation commission were clear indications of the ruling 
party 

commission to weight redrawn districts heavily in favor of 
rural constituencies in contradiction of the clear urban 

drift of the population. Recent high-level front-page 
admonitions against violence targeted only intra-party 
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violence and were in no way meant to stem violence directed 
against the MDC. He maintained that the judiciary was 
&completely compromised8 and he had little positive to say 
about the MDC 

Zimbabwe 

interference. 


Best Case Scenario: Forcing Negotiations 


4. (C) According to Coltart 

MDC could hope for under the circumstances was that a massive 
stay-away by voters in March would delegitimize the elections 
sufficiently to provoke resounding condemnation by the 
international community 

would force Mugabe to come to the negotiating table. Coltart 
stressed the likely difficulty of evaluating the fairness of 

the upcoming elections if it were contested 

view of the isolation and remoteness of many rural 
constituencies. He urged donors to support local election 
observation efforts with funds for cameras and video 
equipment. 


5. (C) Coltart reported that 

doubts himself 

consensus within the MDC backing the leadership 

to boycott the elections. The decision further burnished the 
party 

limited access to media constrained the party 

exploit the boycott and associated issues with the 
electorate. Coltart predicted that publicized GOZ plans to 
afford the MDC access to the media would stall or yield 
insubstantial access. 


Assistance Needed 


6. (C) Responding to the Ambassador\'s inquiry on how the USG 
could be helpful 

generosity to democratic forces in Zimbabwe and lamented the 
relative parsimony of others 

USG to broaden its support for civil society 

the Amani Trust 

Legal Resources Foundation 

the Zimbabwe Election Support Network as particularly worthy 
aid recipients. 


Comment 


7. (C) One of the MDC\'s most intellectual and energetic 
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interlocutors 

rights representation in the courts and bitter legislative 
combat in the Parliament. He may overestimate the influence 
of international pressure on the ruling party and probably 
sells the judiciary and MDC municipal administration short. 
His strict rejectionist line on GOZ electoral reforms mirrors 
the MDC 

potential opportunities or nuance recently articulated by 
Tsvangirai aide 


SIPDIS 

GOZ 

opposition access to official media 

one-day voting 

violence - will continue to vex the MDC tactically and may 
require additional adjustments in the party\'s approach. For 
now 

accentuate continuing shortcomings and abuses to fuel 
international pressure on the GOZ 

exploit openings afforded by reforms to energize the 
electorate. Within the leadership 

likely continue to revolve around efforts to stimulate 
international pressure while others engage the ruling party 
and press on the domestic front. 


Dell 


20923 

service determined to create a new corporate image for 
itself 

in our midst by the implementation of a range of appropriate 
monitoring and control mechanisms such as internal check 
programs 

and prosecution regimes.\" Noting that the Ghanaian government 
has committed itself to a Wzero tolerance policy on 
corruption\" 

Ministry of Finance and Economic Planning to secure office 
space outside the main CEPS headquarters 

the internal affairs unit to operate more efficiently and 
judiciously. 


4. The participation of the Customs representative from Paris 
enabled CEPS officers to learn more about the Customs Mutual 
Assistance Agreement (CMAA) 

the USG and GOG signed in December 2003 that is intended to 
assist both countries in the prevention and investigation of 
customs offenses. Although the CMAA had been in effect for 
nearly nine months at the time of the training 

none of the CEPS training participants were aware that it 
existed. By the end of the training 

informed about the nature of the CMAA and how they could 
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incorporate it into their investigations. 


5. On August 28 

to the Ghana Police Service (GPS) to support its ongoing 
community policing program. This program 

the assistance of ICITAP in 2002 

one district in Accra. With the addition of forty bicycles to 

its existing stock 

policing program to the capital of the Ashanti region 

Kumasi. At the ceremony to hand over the bicycles 

Director for the Ministry of Interior 

thanked the USG for its ongoing support of this program and 
encouraged the police officers to use the bicycles to 
strengthen community policing in Ghana. A representative of 
the GPS and Embassy\'s PolOff also made remarks to acknowledge 
the donation. 


6. The handover received widespread local news coverage 
well as requests from both the GPS and the Ministry of 

Interior for further assistance to the police. The GPS 
reportedly plans to train the Kumasi police on the bicycles 

by the end of September. The extensive press coverage of the 
bike handover has reinforced to the public our partnership in 
improving law enforcement. These INL programs should help 
reinforce the anti-corruption message and capabilities in 
Ghana 

LANIER 
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policies.\" Official sources largely praised the release of 
the new list as a sign of transparency. We think it does 
more to underscore just how much is considered secret in 
Vietnam. End Summary 


2. (U) Under Vietnamese law 

what types of documents must be classified \"top secret\" and 
\"confidential\" in consultation with the Minister of Public 
Security. The Minister of Public Security alone determines 
what items must be classified as \"restricted 

Vietnam\'s three-tier classification system. Under current 
criminal law 

\"hostile\" to the GVN could result in the charge of 
espionage 

prison. Those who intentionally leak state secrets to other 
recipients could face up to 15 years in jail. 
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3. (U) On July 7 

list of confidential and top secret State documents from the 
Office of the Government (OOG) 

1994 that had never been published. National security 

issues 

Central Bank funds are listed as top State secrets. Wartime 
military mobilization plans 

internal and external policies\" and government personnel 
changes are identified as confidential topics. Other 
confidential items include news and documents on the content 


SIPDIS 
of negotiations with foreign parties 
money printing data and plans for arms imports and exports. 


4. (U) The Prime Minister\'s list was the most wide-ranging 
of a number of recent decrees and directives on the 
classification of documents. In January 

as \"top secret" all documentation of trials in connection 
with national security issues 

statistics in relation to death penalty cases. In April 

the Minister of Public Security determined that readers 
essays and letters sent to the Tap Chi Cong San" (Communist 
Review) that are critical of the Party and State are 
restricted 

Party policies and orientations and the Party\'s guidelines 
on the journals operations. The Public Security Minister 
also classified career reports of cadres at the departmental 
level and higher. 


5. (U) In June 

as \"restricted\" documents and information on national 
strategic issues concerning internal and external relations 
and security collected by journalists working for the 
National Television of Vietnam 

letters and petitions from viewers regarding national 
security. In August 

confidential and top secret State documents from the 
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National Politics Publishing House. Confidential documents 
include sensitive news and documents related to the history 
of the Communist Party of Vietnam 

information and career reports of high-ranking leaders and 
controversial information about the country's path to 
socialism. The list of top secret State items includes 

Party documents on certain political and economic issues 
security 

and Party guidelines on the publishing house\'s operations. 
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6. (SBU) Senior journalists from State-controlled newspapers 
welcomed the Prime Minister\'s decision to promulgate the 
list of OOG confidential and top secret State documents. 
Senior Colonel Tran Nhung of Quan Doi Nhan Dan (People\'s 
Army) newspaper said it was a positive step reflecting the 
Party\'s tendencies towards increased transparency. Nguyen 
Chi Dzung 

Journal of the Office of the National Assembly (ONA) 

that the promulgation might help to facilitate publication 

of more important documents and information. Dzung said 
that 

provide the press with information on different issues by 
offering the excuse that they were \"State secrets.\" 


7. (SBU) Le Tho Binh 

the Ho Chi Minh City-based Legal Affairs Journal 
promulgation of new lists of State secrets did not help to 
lessen the Party\'s current tight control over information 
dissemination. The Prime Minister\'s list itself was still 

very vaguely worded 

apprehension\" on the part of journalists. Binh noted that a 
number of items on the list were generally referred to as 
documents that \"have not yet to be released and/or will not 
be released.\" 


8. (SBU) Comment: Because this is the first time the GVN 
has published the list of Office of the Government documents 
requiring classification 

there has been any relaxation of these regulations. The 
publication of this list represents only the smallest of 
advances 

dissemination of information. The broad range of issues 

that remains classified lays bare the CPV\'s enduring desire 
for secrecy rather than any real move toward openness. 
MARINE 
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regime to gain credibility\" with their road map. However 
the regime\'s declining regard for a UN or international 
community role means that the New York meetings are unlikely 
to produce meaningful results inside Burma. Nonetheless 
tighter international consensus would be a helpful outcome. 
End Summary. 


2. (C) COM and P/E chief met on September 21 with Leon de 
Riedmatten 
Razali. De Riedmatten will join Razali for a round of 
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Burma-related meetings in Washington and New York September 
27-October 1. According to de Riedmatten 

\"six or seven\" unsuccessful requests to visit Burma since his 
March trip 

nothing to offer and fear subsequent criticism\" should Razali 

visit and leave empty-handed. 


3. (C) De Riedmatten said that UNSYG Kofi Annan will chair 
consultations on Burma in New York on September 29 
session \"restricted to fourteen or so countries 

the United States. Senior UN official Danilo Turk will chair 
a larger Burma session the following day 

reinvigoration of the International Consultative Group on 
Myanmar (ICGM). Prior to the New York meetings 
Riedmatten said 

with Deputy Secretary Armitage 

well as officials at the NSC 

time in Washington \"in order to avoid drawing too much 
attention to his Burma dialogue with the United States.\" 


4. (C) Although Burma is not invited to the UNSYG-chaired 
meeting 

because countries in the Southeast Asia region believe their 
participation \"will jeopardize relations with the regime.\" 

De Riedmatten said there were already indications that China 
which prefers the \"safer\" Bangkok process 

New York invitation. 


5. (C) De Riedmatten said that Razali would approach the New 
York meetings as a way to achieve a greater consensus on 
\"what is absolutely necessary for the (Burmese) regime to 
gain credibility\" with their road map. He added that it 

would be important for the Western countries and the Asian 
countries to reach some agreement on how to approach the 
regime. \"It will be helpful if the neighborhood agrees on 

the fundamentals 

bring to the table with the SPDC.\" De Riedmatten emphasized 
that 

New York meetings depends entirely on the interest and 
engagement of the international community. \"At the moment 
Burma is far from a top priority 

we need to pull together\" on this issue. 


6. (C) The COM observed that the regime will never agree to 
even the most minimal steps necessary for forward movement 
such as releasing ASSK and allowing the NLD to operate 
freely. De Riedmatten agreed 

squarely focused on concluding political arrangements with 
the ethnic cease-fire groups and \"has no intention\" of giving 
space to the pro-democracy movement. 
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7. (C) Comment: De Riedmatten has had low expectations for 
several months that the New York meeting(s) will produce 
meaningful results inside Burma (ref A). The recent 
appointment of two active duty military officers 

absolutely no foreign affairs experience 

and Deputy Foreign Minister (ref C) are additional signs of 
the regime\'s declining regard for a UN or international 
community role in helping to achieve an inclusive political 
dialogue. However 

be helpful and perhaps the UNSYGVs August 17 statement on 
Burma 

create a framework for the New York discussions and efforts 
to define what would make a legitimate political transition. 
Martinez 
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during the Singapore trip. End Comment.) 


3. (C) According to de Cruz 

reason for visiting Singapore was to undergo \"keyhole 
surgery\" to remove gall bladder stones (Note: The Burmese 
regime\'s official press did not address the medical aspects 
of the trip. End Note). However 

official business 

President Nathan 

Goh. PM Lee also hosted an official dinner for Khin Nyunt 
and his entourage. 


4. (C) General Khin Nyunt stuck to carefully crafted talking 
points 

SPDC\'s road map to democracy. The Burmese PM was upbeat 
describing the National Convention as \"off to a good start 

but acknowledged that discussions with the cease-fire ethnic 
groups were \"delicate.\" Khin Nyunt said that Aung San Suu 
Kyi (ASSK) and the NLD had refused to attend the Convention 
(which Khin Nyunt said will reconvene in January 2005) and 
\"have been making problems ever since by discrediting the 
road map process.\" De Cruz opined that Khin Nyunt\'s derisive 
comments about the NLD 

about the party\'s contact with the ethnic groups 

ominous sign that the SPDC is prepared to crack down further 
on the pro-democracy movement. 


5. (C) Khin Nyunt also made a pitch for an increase in 
Singaporean investment in Burma. According to Ambassador de 
Cruz 

support greater economic investment 

regional competition and a poor business climate inside Burma 
would continue to impede would-be investors. (Note: De Cruz 
said that about only 125 Singaporean investors currently 

operate in Burma 
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investment has dwindled to less than USD six million per 
year. End Note.) 


6. (C) Ambassador de Cruz said that senior GOS officials told 
Khin Nyunt that Singapore supported the SPDC\'s road map 
process 

more inclusive 

participation 

especially the United States and the EU 

as credible. PM Lee also told Khin Nyunt that the SPDC 
needed to work with the United Nations 

Envoy Razali. 


7. (SBU) Comment: The regime gave standard 

press coverage to Khin Nyunt\'s Singapore trip 

photos of the smiling Prime Minister with his new Singaporean 
counterpart and emphasizing the latter\'s purported comments 
that Singapore \"understands the challenges and problems!" 
Burma faces with its democratization process. Regardless of 
what was said behind closed doors 

GOS statement in which PM Lee noted that he had raised 
international and regional concerns about the situation in 
Burma 

successful effort to garner ASEAN support for the regime\'s 
road map. Embassy Singapore observes that the visit 
characterized by the GOS as a perfunctory introductory call 
received minimal local press coverage and the GOS 

absence of any agreements or real substance 

the Burmese regime\'s more glorified view of events. End 
Comment. 


8. (U) This message has been coordinated with Embassy 
Singapore. 
Martinez 
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are reserves for 

any 

released and the time by which an equivalent amount 
would be restituted to the SPR. 


3. (SBU) Daukoru went on that a side benefit of the 
release of crude from the SPR might be some dampening 
of international oil prices 

He explained that OPEC ministers had recently 
concluded that prices preferably should move within a 
$30-35 band. Despite the last-announced increase in 
quotas 

high." Were prices to remain above $40 

would have to regroup to see if members could put more 


Column 3 
crude on the market. 


4. (SBU) Daukoru said Nigeria is now producing about 
2.2 mbd 

with Nigeria\'s actual 

The need for maintenance at some facilities recently 
reduced capacity output from 2.5 mbd in June of this 
year. 


CAMPBELL 
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USG-supported NGO) noted fewer visible violations during the 
second balloting 

glitches and problems with unauthorized police presence in 
most polling places. For the moment 

power pie appears to remain more important than the 
democratic process. End Summary. 


2. (C) Artak Sargsian (backed by National Assembly Speaker 
and Orinats Yerkir party chairman Artur Baghdasaryan) 
defeated Araik Hairapetian (backed by Procurator General 
Aghvan Hovsepian) in the September 19 parliamentary 
by-election re-run in a Yerevan suburb. The win increased 
the current number of Orinats-Yerkir (Country of Law) members 
of parliament from 21 to 22. The election was re-run after 
the Central Election Commission declared the initial 
elections void due to an extremely small winning margin and 
following accusations of mass irregularities during the 
original August 29 balloting (reftel). In a surprise move 
Hairapetian \"unofficially\" withdrew from the race on 
September 16. His name 

ballot and he managed to grab 37 percent of the votes cast. 
Both candidates 

light industry in central Armenia 

political arenas leading up to the election. Their 

high-profile backers 

statements about their presidential aspirations in 2007 
dominated news reports and speculation leading up to the 
election. Most viewed the election as the first real 

indication of their relative power 

and among the current political elite. 
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3. (C) President Robert Kocharian\'s hand was evident in the 
run-up to the election. Neither party 

office 

the President and NA Speaker produced an agreement to have 
the Procurator General\'s candidate withdraw in exchange for 
future cooperation on upcoming legislative items important to 
Kocharian. In fact 

meeting had taken place and that the issue was among the 
topics they discussed. 


4. (C) Mikael Danielyan 

Commission 

\"typical of our level of democratic development.\" He added 
that the word on the street is that Kocharian agreed that the 
Procurator General\'s candidate would receive an appointment 
as a Deputy Minister by year\'s end in exchange for his 
withdrawal from the race. Embassy sources close to Kocharian 
reported that the electoral stand-off put Kocharian in an 
awkward position that threatened to disrupt the delicate 
balance that he maintains within the GOAM. By finding a 
mutually acceptable outcome for both the Speaker and 
Procurator General\'s office 

dissolution of power before the other legislative coalition 

forces -- the Republican Party and ARF Dashnaksutyun Parties 
-- were politically forced to take sides on the matter. 


5. (SBU) Observers from \"It\'s Your Choice\" said there were 
fewer visible violations during the second balloting on 
September 19 

problems with unauthorized police presence in most polling 
places. They also cited evidence of bribery of voters and 
election officials 

of their comments to the press. Local representatives of 
international offices in Yerevan had clearly hoped for 

greater improvement following last year\'s problematic 
presidential and parliamentary elections. 


6. (C) While the September 19 election did little to change 
the balance of power within the National Assembly 

to have slightly increased the value of Baghdasaryan\'s 
political stock. Even though Kocharian appears to have 
brokered the final deal 

Generals candidate indicates that Baghdasaryan was either 
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more successful in persuading Kocharian to side with his 
candidate or already had more of the President\'s favor in 
comparison to the PG. Either way 

concession prize of a deputy minister spot for the PG\'s 
candidate 

particular election. 


7. (C) The reduction in violations of electoral procedures 
during this poll should not be interpreted as a step forward 
in democratic practices 

race. Power structures within the GOAM demonstrated that 
this election in Armenia was still more about dividing the 
spoils of power and influence than about the democratic 
process. 

EVANS 
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Classified By: A/DCM TOM COUNTRYMAN. REASON: 1.5 (B)(D) 


1. (C) On September 23 

Affairs Renato Ricci told poloff that while his government 
was still confident that Turkey would receive a Vyes on a 
date to begin EU accession negotiations at the December 
Council 

the country's penal code have given \"a boost" to those in 
Europe who oppose Turkish membership 

progress Ankara makes on the Copenhagen Criteria. 


2. (C) Ricci was particularly disappointed because in his 

view \"everything had been going smoothly\" for Turkish 
accession. \"The timing could not have been worse\" for Ankara 
to propose such measures as part of its penal code. \"It is 
almost as if Ankara was trying to sabotage its own 

candidacy 

could see for the harsh tone of the penal code reform was 

that reforms implemented to date 

torture 

human rights did not conflict with Islam. Penal code 
provisions dealing with adultery do have a religious 

foundation 

Turkish parliament may feel that EU pressure concerning such 
laws amount to interference in Turkey\'s internal affairs. 
Certainly the rhetoric of recent days between Ankara and 
certain member state officials would indicate that that is 

the trend 


3. (C) Ricci was preparing for an internal MFA meeting \"at 
the highest levels on September 24 to discuss ltalyWs role 
in putting Turkish accession back on track. One option under 
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discussion was an invitation to PM Erdogan to visit Rome in 
October. Ricci believes the approach taken by UK FM Straw 
was the best - a pragmatic view which focuses on the 

excellent progress made by Turkey on the Copenhagen Criteria 
thus far 

\"culture clashes.\" The Dutch Presidency would also be an 
ally in this approach. 


4. (C) Ricci stressed that if Turkey was not given a date in 
December it would be \"a historic opportunity lost 

result in Turkey slipping further and further into a 
theocracy. HeQins somewhat optimistic 

forward leaning recommendation by the Commission 
\"buts 

suggested that it was important for the United States to 
reiterate its views in the run-up to the December Council 
but in a \"quiet 

the USG criticizing the process in Brussels or views of 
individual member states would hinder 

progress. 
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indigenous religious practices 

Nigerian officials to refer to criminal and ethnic militia 
activity in order to misdirect responsibility and heighten 
the fear and concern of residents. The eastern and western 
conflicts in the Delta are properly attributed primarily to 
ethnic tensions over economic issues 

activity. The Port Harcourt conflict 

\"cultism\" by the GON 

possibilities for personal enrichment through criminal and 
political activity 

tribe. 


NEW MILITARY OPERATIONS 


4. (S/NF) Ambassador and Poloff spoke recently to an 
Australian national who originally came to Nigeria as a 
consultant for Shell Oil and is now freelancing 

claims a close relationship with President Obasanjo by having 
served as Obasanjo\'s intermediary separate from official 
government channels. He said he had been able to arrange 
discussions between Obasanjo and Alhaji Dokubo Asari 
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of one of the militias in Rivers state. The Australian said 

they had reportedly agreed on or about September 7 to a 
ceasefire and to negotiations headed by EFCC Chairman Nuhu 
Ribadu on Ribadu\'s return from an overseas trip. On 
September 16 

negotiations 

Nigerian military had just launched a new campaign \"aimed at 
eliminating him" (Ref C). 


5. (S/NF) Sources in the Asari camp say that the attack was 
\"expected\" and that the fighters were able to disperse into 
the jungle. That and earlier fighting in and around Port 
Harcourt has primarily been a power struggle between two 
major power brokers 

his former henchman Asari. Asari now questions both his 
safety and Obasanjo\'s sincerity 

only conduct negotiations by one of his many cell phones. 
One contact reported that Asari told him \"this is personal 
and | will shock Nigeria." He has also threatened to storm 
Rivers capital Port Harcourt and occupy “Government House 
and assassinate Rivers Governor Odili even at the expense of 
his own life. 


6. (S/NF) A lone press article in the newspaper \"This Day" on 
September 17 reported the fighting 

group and a State Security Service (SSS) officer stationed at 
the Presidential Villa in Abuja confirmed the facts. The 

various reports agree that a major operation was launched by 
\"land 

the Nigerian military. While some sources claim that 200 
soldiers have been killed 

200 \"casualties\" among the military. \"The situation is 

grave 

out of the press.\" This SSS source said Chief of Staff Gen. 
Ogomudia has assumed personal command of the ongoing 
operation and at least 500 soldiers are involved. 
Reinforcements are expected from Calabar 

400 more men. The SSS source related that he was present at 
a September 21 meeting at the Villa where Ogomudia lashed out 
at SSS head Kayode Are and Chief of Army Staff Martin Agwai 
shouting that \"if you don\'t know how to handle this 

do it myself.\" 


7. (C) It appears the fighting has slowed since September 21 

but the situation is still unsettled. According to a 

journalist in Abuja 

been detained 

harm if they pursue the story of the military operation. 

Rumors have emerged about the use of \"chemical weapons\" but 
remain rumors at this point. The use of any sophisticated CW 

is highly unlikely 
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ONE MAN\S ASSESSMENT 


8. (S/NF) The Australian consultant gave Ambassador and 
Poloff an overall assessment of the region that meshes 
closely with Embassy\'s (Ref A). The consultant said that 
Obasanjo has finally realized that the problems in the Delta 
would not succumb to a military solution alone. For this 
reason 

violence. The Australian also claimed that Obasanjo has 
Vrealized that Governor Odili is a crook and a large part of 
the problem. With that in mind 

the source to facilitate bartered settlements for the various 
conflicts. 


9. (S/NF) With the intervention of the \"Coventry Cathedral 
Group\" in Ogoniland 

Delta appeared \"headed for a solution 

averred. Obasanjo reportedly met with MOSOP (Movement for 
the Sovereignty of the Ogoni People) leader Ledum Mittee 
recently and agreed on engagement to resolve ongoing 
disputes. In the western Delta 

many combatants but breaches are becoming more common. The 
ethnic and political dimension of this dispute renders it 

difficult to resolve with an overhaul of the political system 

at some level. The Australian said that Obasanjo is not 
concentrating on this issue at the moment 

the Ijaw and from the OVodua Peoples Congress have not been 
fighting in the area for some months. Still 

incorporating political gains could create friction again in 

the near future (Ref B). 


10. (S/NF) While the east and west appear to be comparatively 
quiet for the moment 

actions demonstrate the potential for this conflict to create 
even bigger headaches than the other two have been. 
According to Obasanjo 

part of the Delta region 

the most troubling problem. While Governor Odili has blamed 
Asari for the violence 

around Port Harcourt were carried out by the leader of 

another militia 

Okrika Peacemakers operating out of Bayelsa since Tom drove 
them from Rivers. 


11. (S/NF) The Australian judges that Obasanjo is hamstrung 
by domestic politics and but is generally receptive to 
innovative measures to limit the violence. He said Obasanjo 
was also receptive to an increased international presence in 
the Gulf to restore the GON\'s sovereignty and the Rule of 
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Law. Obasanjo was looking for increased participation from 
the oil companies too 

powers\" patrolling the region to combat the oil 
thieves/smugglers that the GON is unable to control. 


SOME HISTORY ON GOV. ODILI 


12. (C) When Nigeria held its 1999 election 

hired Asari and another strongman 

PDP victory in Rivers State. A Rivers State security 

official admitted recently that she had been instrumental in 
hiring Asari and was aware of 

Tom. Asari was also able to assist Bayelsa Governor 
Alamieyeseigha in winning his state for the PDP. By the time 
the 2003 elections took place 

thoughts about working for Odili and Obasanjo 

was basing his change of heart on Obasanjo\'s perceived 
neglect of the oil region during his first term in office. 

13. (C) Asari claims to have been a part of rigging the 
Rivers 

and admits to carrying out attacks on government and oil 
installations in the regions. He justifies his attacks by 
saying that he wants to \"liberate\" Okrika-speaking areas 
claiming an 1893 treaty with the UK recognized the 
independence of the region. He says that the way out of the 
Villegal amalgamation\" of the Nigerian state is for a 
national conference and referendum on the continuation of the 
federation. Since his defection from Odili\'s camp 

vowed to \"crush\" Tom and Odili. 

COMMENT 


14. (S/NF) President Obasanjo\'s intentions remain unclear. 

The alleged link between Obasanjo\'s son Gbenga and Gov. Odili 
and their involvement in oil smuggling and other activities 

is said by administration critics to have the President\'s 

blessing. While Governors have enough influence to gain 
military action -- one of the reasons President Obasanjo gave 

for sacking Plateau Governor Dariye was that Dariye did not 
quell militia fighting -- it is also unlikely that the 

military would have launched the September 16 assault on 

Asari against Obasanjo\'s direct orders. 


15. (C) The situation around Port Harcourt remains 
accounts 

thousands wounded or made homeless 

civilians. With Asari 

determination to exact a measure of revenge 

not likely to end soon. 

CAMPBELL 
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material. CPC coverage was relegated to the papers\' inside pages 
while the visit of Washington State Governor Locke and the 
continuing Agent Orange campaign were front-page news. Similarly 
despite numerous opportunities to focus on CPC in official 

meetings 

mild or nonexistent. End summary. 


2. (SBU) Media coverage in HCMC of the IRF report and Vietnam\'s 
designation as a CPC has been subdued. Most HCMC papers have 
simply provided straight reporting of Vietnam News Agency press 
releases. (Note: VNA is directly controlled and operated by GVN 
and serves to release statements by government ministries and mass 
organizations. End note). To date 

editorial denouncing the CPC decision has appeared in any HCMC 
newspaper 

that serves as the mouthpiece for the Ministry of Public Security 

and which is known to generally level the harshest criticism at 

U.S. policy. While Hanoi papers have printed daily interviews 

with religious dignitaries defending Vietnam\'s religious policies 

(Ref A - Hanoi 2625) 

(Laborer) 


3. (SBU) In contrast to CPC 

State Governor Gary Locke received broad 

coverage in nearly all of the major dailies and prominent inside 
coverage by Saigon Giai Phong 

paper in the South. The ongoing GVN-sponsored campaign on Agent 
Orange (Ref B - HCMC 1077) also eclipsed CPC here. In recent days 
all coverage of the CPC decision has virtually disappeared from 
HCMC papers. 


4. (SBU) Subdued reaction to CPC was also the norm in ConGen\'s 
official meetings and private conversations. Typical was a 

meeting the day of the designation 

by a senior member of the Communist Party in HCMC to PolOff was 
that while the decision was regrettable 

relationship was still positive on many other fronts. He then 

shifted the discussion to internal party politics. Other 

officials have opted to avoid the topic altogether. In a meeting 

on September 22nd with the Director of the Department of Culture 
and Information 

no mention of CPC was made. Similarly 

Officials in the Mekong Delta last week 

broached. This is in stark contrast to the incessant "demarches\' 
PAS received at all official meetings in Danang following the 

House passage of the Vietnam Human Rights Act (HR 1587) in July. 


5. (SBU) When our interlocutors sought to discuss CPC 
appeared to be more on damage limitation than on hectoring. One 
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official at the HCMC External Relations Office told us that he 
feared that CPC would be exploited by hardliners in the GVN who 
want to obstruct further progress in bilateral ties. He sought 
guidance as to what the GVN could do to get its views on issues of 
religion out to the U.S. decision makers more effectively and how 
the GVN might avoid sanctions. He fretted that hardliners would 
particularly benefit were the U.S. to impose sanctions 

\"would be forced to retaliate.\" 


WINNICK 
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offer Venezuelans a new alternative\" from the current 
political context. Velazquez predicted a crippling defeat 
for the opposition in the regional elections. 


4. (U) Opposition governors and mayors announced September 22 
the formation of an electoral committee to manage the 

regional elections and negotiate conditions with the CNE. 
Yaracuy state Governor Eduardo Lapi described the opposition 
governors and mayors as \"generals with the troops for this 
battleW and boasted of a decisive win for opposition 
candidates. Lapi announced that he will coordinate the 
committee 

Metropolitan Caracas Mayor Alfredo Pena. Lapi 

COPEI member now with Convergencia 

parties support the formation of the committee. 


5. (U) Notably absent from the group was Carabobo state 
Governor Henrique Salas Feo (Proyecto Venezuela) and 
Anzoategui Governor David de Lima (formerly with the Movement 
to Socialism 

profile dispute over public finances in his state. 
Coordinadora leader and Miranda state Governor Enrique 
Mendoza was present for the announcement and made brief 
remarks in support of the new committee. Lapi said the 
committee will take over CNE negotiations from the 
Coordinadora 

allegations surrounding the recall referendum. 


6. (C) These developments are tactical responses to the 
opposition\'s basic dilemma: How can Venezuelans participate 


Column 3 

in elections they know to be unfair in the light of the 

August 15 \"fraud?\" Ledezma and company are minor political 
groups with no real prospects in the elections. Ledezma had 
in fact 

process in May and was not invited back. Velazquez has only 
nominally associated himself with the Coordinadora 

on the political winds. Regarding the new campaign 
committee 

mayors take center stage in managing their own elections. 
These elected leaders have been meeting regularly for several 
months to discuss common issues and seem to work well 
together. The new committee 

opposition\'s battle-worn leadership. The committee faces a 
tall task 

relatively more unified forces of Chavismo. 


Brownfield 
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resonated well with the EU Troika and press. EU President 
Dutch Justice Minister Donner listed his country\'s 

priorities for the presidency 

problem of terrorist financing 

Assistance and Extradition Agreements into effect 

attacking terrorist \"recruiting/underlying conditions\" in 

society. Donner said the UK has agreed to hold a follow-on 
senior-level JHA meeting during its presidency and hoped 

such meetings would become institutionalized. END SUMMARY. 


JHA TROIKA 


2. Sec. Ridge 

Neely and Department of Justice Senior Counselor at USEU 
Mark Richard met Sept. 18 in The Hague with Dutch Justice 
Minister Donner 

Minister Verdonk 

Justice Minister Frieden 

president 

Faull and EU CT Coordinator de Vries 

Commission 

The agenda covered data protection 

border management and immigration and cyber security. 


3. Donner started the meeting by noting the EU and U.S. were 
achieving maximum results in preventing terrorist attacks by 
working together. He hoped high-level discussions on JHA 


Column 3 

issues 

subsequent presidencies and said the UK had agreed to hold 
another such meeting during its presidency (second half 
2005). He then listed those priorities 

Summit Declaration 


- terrorist financing (improve effectiveness of asset- 
freezing mechanism 

- information sharing among law enforcement agencies to 
prevent and disrupt terrorist activity 

- stronger US-EU Europol cooperation and information 
exchange 

- completion of process for implementation of US-EU Mutual 
Legal Assistance and Extradition Agreements 

- information sharing on lost and stolen passports through 
Interpol 

- travel document security through incorporation of 
interoperable/compatible biometric identifiers 

- address recruiting and \"underlying conditions\" to 
terrorism in society. 


4. Luxembourg Justice Minister Frieden said Luxembourg and 
the UK (the next two EU presidents) agree with the Dutch on 
the need to strengthen cooperation with the U.S. on JHA 
issues. He recommended putting out a roadmap of objectives 
to be achieved leading up to the US-EU Summit during the 
Luxembourg presidency. 


5. Sec. Ridge suggested adding cooperation on CIP to the 
Dutch list. He also urged the parties to look at long-term 
objectives as well as short-term issues 

information an hour before departure; sharing lost/stolen 
passport information in real time; sharing fingerprint data. 
The Secretary noted that many times it would not be 
necessary to negotiate new protocols/agreements on issues 
but rather just get the right people together to share views 
and discuss lessons learned. In response to Frieden\'s 
question about his priorities for the next 12 months 
Secretary said they were application of biometrics in travel 


SIPDIS 
documents and implementation of the US VISIT program. 


6. Vitorino said the U.S. and EU had much to be thankful for 

in CT cooperation 

expressed appreciation for the advance notice of the US 
VISIT/FBI issue. He commended the work of the Public 
Dialogue on Border and Transport Security (PDBTS) and 
suggested focusing on how US-EU agreements on JHA issues 
could help move CT matters in international organizations. 
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7. When Donner suggested developing some sort of permanent 
structure to ensure implementation of the Declaration goals 

de Vries said the parties should not create any redundant or 
competing structures. Vitorino noted there were already the 
PDBTS and existing US-EU JHA Troika mechanisms. Still 
Ridge said enhanced cooperation was desirable and announced 
DHS would put a permanent representative in Brussels to keep 
EU leaders informed of DHS activities and to work on JHA 
issues. 


8. Focusing on data protection 

sharing was essential to make international CT efforts work 
effectively 

protection and security concerns. Donner said it was 

important first to explain the respective systems 

common ground and keep the public informed of developments. 
He stressed that adequacy 

the data requested were key to working together on data 
protection 

Secretary agreed 


SIPDIS 

information and exchanged it quickly with appropriate 
safeguards. Vitorino said U.S. and EU needed to make a 
persuasive case to the public existing safeguards were 
adequate 

Information System and Visa Information System 

allow EU Member States to share travel document data. 
Vitorino said data protection should be included in the 
PDBTS agenda. 


9. Sec. Ridge spoke of several efforts the U.S. had 

undertaken on transport security (sky marshals 

the cockpit door on airliners 

lost/stolen cargoes of hazardous material) and said there 

were lots of practical lessons to be shared. He wondered if 

an EU working group wanted to come to the U.S. to talk about 
lessons learned. De Vries said a technical team was 

possible under the CIP \"first look" as called for in the 

Summit Declaration or under the PDBTS. Sec. Ridge also 
noted CSI was an example of great multilateral cooperation 
and now the U.S. and EU needed to look at air cargo and mass 
transit protections. Vitorino applauded progress on PNR 

but wondered whether PNR data would make its way to the US 
VISIT databank. He urged the U.S. and EU to reach out to 
parliamentarians/representatives and have them take up these 
security issues. He acknowledged steps on port security 

were very complex and politically sensitive (i.e. 

but they must have priority for the Member States. He said 
boats and trains were more important transport systems for 
the EU than air. 
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10. Vitorino spoke of the EU\'s recent efforts on biometric 
identifiers in travel documents and the political limitation 

on the program. He expressed appreciation for Secretaries 
Ridge and Powell\'s successful efforts to obtain a 
Congressional extension of the Oct. 2004 deadline for 
machine-readable passports for VWP countries. Sec. Ridge 
said given current physical impossibility of meeting the 
deadline he \"had reason to be optimistic\" for Congress to 
revisit the deadline Was long as significant progress is 
made. Frieden said it was important to show agreement 
towards a shared goal on this issue and not look like the EU 
was simply making changes because of US requirements. 
Immigration Minister Verdonk raised the question of 
expanding the VWP to include new Member States 

was a very sensitive issue within the EU. The Secretary 
said Congress set the eligibility for VWP and it was 
determined on a state-by-state/bilateral basis. Vitorino 
acknowledged the EU itself had imposed border-crossing 
restrictions on the new Members States 

not be eligible for Schengen participation until 2007 at the 
earliest. On the other hand 

Australia had extended visa waiver privileges to the new 
Member States. On the margins of the meeting 

discussed having DHS experts meet with and inform non-VWP EU 
countries of the specific standards they need to meet in 
order to become eligible for VWP. 


11. Sec. Ridge spoke of the importance of protecting the 
cyber infrastructure because of the potential impact of 
disruption. He noted the U.S. and EU had lots to learn from 
one another in this area and mentioned the upcoming cyber 
security conference in Berlin 

German Interior Ministry 

exchange. The Secretary said U.S. and EU must examine 
systems and safeguards cooperatively and with the private 
sector. De Vries mentioned ENISA 

with cyber security. 


JHA TROIKA - PRESS CONFERENCE 


12. After the Troika meeting 

Vitorino conducted a press conference for more than 80 
journalists 

stressed the ongoing cooperation between the U.S. and EU in 
combating terrorism. In addition 

the importance of information sharing with the EU: \"The 
heart of combating international terrorism 

| believe one shared by our colleagues in the EU 

information sharing. If the right information is shared in 
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a timely basis with the right people 

consequences of terrorist activity.\" Sec. Ridge also 
reassured the European audience Americans share with 
Europeans a belief in the importance of privacy in 
information sharing: \"Exchanging of information will never 
take place independently of the very important discussion on 
how we collectively do it in a way that protects civil 

liberties and privacy.\" 


BILATERALS - MEETINGS WITH JUSTICE 8 INTERIOR MINISTERS & 
FINANCE MINISTRY 8 CUSTOMS 

13. During a bilateral discussion 

of Dutch efforts to re-organize their CT structure (reftel) 

which included developing a color-coded alert system. 

Donner and Interior Minister Remkes said it was important 

for the system not only to inform the public of the threat 

but also to let industry and local government know what was 
expected of them. Assistant Secretary Neely said the most 
effective way to combat \"threat fatiguel was to give the 

public more information about what the threat really was and 
how the government was responding. Sec. Ridge said DHS was 
ready to share lessons learned on the alert system. Donner 
also said the Dutch would try to advance a number of the 
points raised during the JHA Troika discussions bilaterally 

for example on transport security (ISI 

gates) and information exchange. Remkes also raised the 
SAGBATA project 

facilitate responders to biochemical attack 

vehicle for crisis/consequence management cooperation. Sec. 
Ridge welcomed such cooperation and noted NATO was 
considering funding SAGBATA. 


14. Sec. Ridge also met with Finance Ministry State 
Secretary Joop Wijn and Dutch Customs Director Helma 


SIPDIS 

Nepprus to express appreciation for Dutch participation in 
the CSI program 

European country to sign on to the program 

international acceptance of CSI. The Secretary said as new 
technologies become available to secure the transport chain 
like radiological portal monitoring gates 

important to meet with close friends like the Dutch and 
examine what was possible to enhance security. Wijn said 
the Dutch were interested in making sure Rotterdam was the 
safest port possible and expressed interest in CSIVs Green 
Lane!" pilot project in Sweden. 


PRESS ROUNDTABLE 
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15. After his bilateral meetings 

roundtable of 9 journalists from eight European countries. 
The wide-ranging discussion touched on whether the war on 
terrorism could be won 

system in the US and container security initiative among 
other topics. Sec. Ridge emphasized the U.S. wants to 
secure its borders while keeping its doors open. He 
acknowledged the importance of keeping commerce and people 
flowing through our borders - and US VISIT and other 
security mechanisms were balanced and appropriate. Noting 
\"it\'s not just a European issue 

Americans were also keenly sensitive to privacy issues. 


16. This cable has been cleared in draft by DHS. 
SOBEL 
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society\" structures of the transition to protect the freedom 
of the press and generally promote professionalism in press 
operations 

component of free speech). In opening comments 

Modeste Mutinga laid out the HMA agenda 

plans for working commissions to address key areas 
investigate complaints lodged by individuals 

representatives 

to levy fines or impose punitive actions in response to 
violations of media norms. Mutinga also highlighted the 
issue of ensuring access by all parties and other groups to 
government-controlled media. Mutinga reported that the first 
plenary session of media representatives is planned for 
September 29 

resources is hindering full implementation of HMA plans. 


3. (C) In the following discussion and in response to 
questions posed by CIAT members 

takes very seriously its duty to promote liberty of the 

press 

Specifically 

examining several complaints it has received 

allegations of broadcasts that served to inflame ethnic 
tensions. He said the HMA has requisitioned tapes from the 
relevant media outlets 

question confirmed that the tapes have been received and are 
being examined. He said this work should be completed before 
next week 


4. (U) Following the meeting with HMA officers 
Swing reported to the CIAT that the Secretary General had 
successfully obtained agreement in New York from both the 
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Rwandan and DRC governments to implement the long-pending 
Joint Verification Mechanism (JVM). Amb. Swing reported that 
he has received authority to convene the first meeting of the 
JVM in the region October 4. 


5. (U) Amb. Swing also reported that a Ministerial meeting of 
CIAT members had convened in New York September 22. Amb. 
Swing conveyed to the Ambassador copies of the statement 
issued at the conclusion if this meeting 

communique issued by the Secretary General 

regarding the JVM agreement. 


6. (C) Comment: As a repeated former victim of attempts to 
intimidate or otherwise suppress independent press 

seems well-qualified for his role as HMA chair. While 
clearly hindered by a lack of resources 

appear serious about carrying out their mandate as 
effectively as possible. The meeting with the CIAT was 
useful to underscore international interest in media issues 
and bolster a positive HMA agenda 

so-called ¿hate media8 or inflammatory language or 
presentations that feed ethnic conflict. Mutinga later told 
the Ambassador he was pleased with the meeting. The CIAT 
will likely continue to invite relevant interlocutors to 

discuss key issues 

targeted for next week 

York agreements also appear to be good news 

long-held GDRC frustrations to get the JVM going 

the way for increased regional cooperation in other areas. 
End comment. 

MEECE 
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that the AK Party government secretly put into effect a 
decree which gives the US access to seven Turkish harbors 
and six airports. The decree was published in the Official 
Gazette September 1. The US will be allowed to transfer 
troops and military equipment through Turkish airports in 
Ankara 

harbors in Istanbul 

Antalya 

Republican People\'s Party (CHP) submitted a motion to 
parliament asking about the amount of US military equipment 
to be transferred through Turkey 

would use the military equipment and ammunition in Iraq. 
Turkey is turning into a `depot\' in making the US "Greater 
Middle East Initiative\' a reality 

(EDITOR\'S NOTE: When this story first appeared in early 
September 

regulation pertained to the transfer of equipment to the 
seismic research center at Belbasi 
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facility had been used during the Cold War to detect Soviet 
nuclear explosions 

Turkey for civilian use. END NOTE 


Turkmen doctors cite US `brutality\' in TalAfar: A front- 

page story in today\'s \"Tercuman\" features comments by two 
Turkmen doctors who recount tales of US "brutality" during 
the recent military operation there. The doctors claim that 

US forces fired indiscrimately in the city streets during 

the operation 

on the first day of the operation. Although the official 

death toll in the operation was 61 

many more were actually killed 

borns who had to be delivered in the desert after women were 
evacuated. They further claim that US forces shot and 

killed 2 drivers and their assistants in cold blood. The 

doctors charge that the operation in TalAfar began when 

local residents took a decision to carry out 'jihadW against 

US forces who 

measures against TalAfar over the past year. 


FM Gul meets Iraqi counterpart: FM Abdullah Gul 

York to attend the 59th session of the UN General Assembly 
met with Iraqi FM Hoshyar Zebari on Wednesday. Gul 
reiterated to Zebari Turkey\'s concerns over recent efforts 

to change the demographic structure in Kirkuk 

the outlawed PKK in northern Iraq 

for Turkish companies working in Iraq. Zebari asked for 
Turkey\'s support for the upcoming general elections in Iraq. 
The Iraqi FM also urged Turkey\'s help in turning the 
\"\'Regional Initiative on Iraq\" into an international 

conference with the participation of the G-8 

Organization of Islamic Conference (OIC) 

Council members 

also signed a memorandum of understanding (MOU) with Arab 
League Secretary General Amr Moussa. The MOU envisages a 
consultation mechanism to be set up between Turkey and Arab 
countries. 


Security of Turks working in Iraq: \"Hurriyet\" reports an 
unidentified Turkish diplomat in FM Gul\'s delegation in New 
York as saying that the US has pledged to provide a Hummer 
and a US security contingent for every 10 Turkish trucks 
going through the Habur border gate into Iraq. The US 
military escort would be provided only for trucks carrying 

food and humanitarian supplies 

Meanwhile 

the abduction of Turkish nationals working in Iraq 

demanded the release of those taken hostage. 


Local rivals for US Cargill: The economic daily \"Referans\" 
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reports on the looming competition between local sugar 
producers and the US firm Cargill. The Cumra sugar factory 
to be opened in Konya province tomorrow 

Turkish company to produce liquid sugar 

rival for the global giant Cargill. With sales amounting to 

$60 billion 

beet producers 

lobbying for removal of the 10-percent quota on starch-wheat 
based sugar production in Turkey. 


Uighur government in exile: The “East Turkistan Government 
in exile has been in Washington under the protection of the 
US 

mainly of Uighur Turks 

September 14. Beijing has closed all mosques and religious 
schools in East Turkistan 

thousands of Uighur Turks over the past three years 

according to Amnesty International. 


EDITORIAL OPINION: 

\"Turkey Cannot Afford More Mistakes in the EU Process!" 
Selcuk Gultasli analyzed in the Islamist-intellectual 

\"Zaman\" (9/24): \"The last fifteen days were very stressful 
for Turkey. All of Europe was discussing Turkey\'s future 
membership in light of the adultery controversy. Most EU 
members emphasized that Turkey "showed its real face\' in the 
adultery debate. Meanwhile 

led to the Prime Minister\'s course of action on the adultery 
issue. In the end 

Verheugen\'s comment that ‘there are no obstacles left for 
Turkey on its way to the EU.\' We have to evaluate this past 
15 days from both positive and negative angles to figure out 
what it all means.. As \"The Financial Times\" wrote the 
other day 

from presenting new conditions to Turkey. The adultery 
crisis also has given us a chance to distinguish our 
supporters in Europe from those who oppose our membership. 
On the negative side 

of EU members has been severely harmed. This damage will 
linger long after the current crisis passes. Therefore 

next three months are very critical for Turkey 

clear that Turkey cannot afford any more crises on the road 
to the EU.\" 


\"Turkey on the Washington-Brussels Fault Line\" 

Hasan Mesut Hazar commented in the conservative-mass appeal 
\"Turkiye\" (9/24): \"The artificial crisis with the EU ended 

during with the Erdogan-Verheugen meeting. This was an 
expected development 

he announced that there are no obstacles left on Turkey\'s 

path to the EU. Washington is following closely the 
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developments related to Turkey\'s EU accession talks. Up to 
now 

EU through the visible and invisible support of the United 
States 

Turkey\'s EU venture always took place along the Ankara- 
Washington-Brussels fault line. At every critical point 

such as when Turkey entered the EU Customs Union 

Turkey tried to implement the Copenhagen Criteria 

always received Washington\'s strong support. However 
support has not ended speculation that Turkey was being 
forced to "chooseW between the US and the EU. The validity 
of this scenario is matter for debate. First of all 

and the EU are not enemies but allies. It is only natural 

that there will be differences on some policy issues. But 
these differences never affect the strategic coordination 
between the United States and Europe. Whether we like it or 
not 

single power - the US. Moreover 

as well. The strength of the NATO-EU-US alliance is one of 
the most important pillars of the US standing as a 
superpower. Many EU countries feel closer to the US than to 
the European Union. If it weren\'t like this 

not invaded Iraq in the face of strong opposition by France 
and Germany. If we consider all these facts 

that Turkey has no problem in being "caught\' between the US 
and the EU. On the contrary 

the value of the Ankara-Washington- Brussels line. We can 
only hope that Turkey can show its potential more 

effectively as events move forward.\" EDELMAN 
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understanding\" and bolstered by the personal rapport between 
Presidents Bush and Lula. Other high points of the 

discussion follow: 


REGIONAL ISSUES 


2. (C) Garcia affirmed his own role in stressing to Lula the 
centrality of South America to Brazil\'s foreign policy 
agenda. Specifically 

America have included reinforcing Mercosul (which Garcia 
claimed had languished under the previous administration) 
building economic and political stability on the continent 
(Brazil\'s prominent presence in crisis management in 
Venezuela and Bolivia are examples of this effort) 
strengthening relations with Chile. Garcia further said that 
the GOB strategic toolbox for regional stabilization includes 
use of BNDES development bank funding for infrastructure 
projects 

purchases from neighboring countries 
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investment presence in the region of major Brazilian 
industries 


3. (C) The Ambassador asked for a readout of Lula\'s recent 
meeting in Manaus with Venezuelan President Chavez 
GarciaWs thoughts on the way forward in Venezuela in the wake 
of the referendum. Garcia limited his response to the Manaus 
meeting 

attention on cooperation in the Amazon region 

emphasis on the Amazon Treaty Organization 

re-energized and headquartered in Brasilia. 


NONPROLIFERATION 


4. (C) Ambassador raised the question of Brazilian adherence 
to the IAEA Additional Protocol. He said that he believes 

the dialogue on nuclear issues between the GOB and IAEA will 
become \"calmer\" ("mais tranquilo") in coming months. Garcia 
observed that Brazil\'s constitution of 1988 expressly 

prohibits national development of nuclear weapons; that 
Brazil's nuclear program is \"totally transparent\"; and that 
BrazilVs regional and international non-proliferation 

credentials are strong (Garcia cited the success of the 
Brazil-Argentina ABACC mechanism for nuclear monitoring and 
confidence measures). 


5. (C) For those reasons 

deserves patience as it works through its concerns toward 
possible AP adherence 

sometimes casts Brazil in the same suspicious company as Iran 
and North Korea. Ambassador replied that no serious analyst 
would place Brazil in such a suspect category 

continued intense concern about nuclear security 

hesitation on the AP question fuels conspiratorial 

speculation among uninformed commentators. 


BRAZIL'S DEVELOPMENT 


6. (SBU) In conclusion Garcia opined that Brazil continues to 
face several fundamental challenges on its road to real 
development. These include: (1) stimulating substantial and 
lasting growth of the economy; (2) encouraging much fairer 
distribution of income; (3) diminishing Brazil\'s 

vulnerability to external economic shocks; (4) achieving 
lasting macroeconomic stability 

and institutionalize democracy. Garcia opined that managing 
all the challenges effectively will require decades of 
competent and energetic governance. 


7. (C) Comment: Garcia seemed to enjoy our conversation and 
expressed interest in further contact. He was expansive and 
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thoughtful 

study in Brazilian and European universities much in 
evidence. While Garcia\'s intellectual influence on Lula\'s 
foreign policy likely remains strong 

Lula\'s administration that Garcia would dominate foreign 
policy -- even edging out FM Amorim -- does not appear to us 
borne out by events. While Garcia accompanies Lula on most 
foreign trips 

and has undertaken sensitive missions to Bolivia and 
Venezuela 

policy are decisive. Nonetheless 

channel to\"the professor\" (as he prefers to be called); his 
access to and influence over a president who has also been 
Garcia\'s close friend for decades make such engagement 
uniquely useful. 


Danilovich 
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external factors. The driving force of the increase was 
however 


3. The second quarter\'s overall domestic demand increased by 5.8 
percent from 2003. Household consumption expanded by 2.8 percent 
its second consecutive increase after a two-year decline caused 

by austerity measures of the GOS. This change reflects the 
gradual growth in nominal wages that the Central Bank expects to 
expand by between 7.9 and 9.5 percent in 2004. In addition 

gross fixed capital formation rose by 0.9 percent from the first 
quarter of 2004 and by 3.5 percent from 2003. Gross investments 
(gross fixed investment plus change in stocks) increased by a 
sharp 13.8 percent 

investments such as the Peugeot auto plant. 


4. Exports continued to rise 

2003 during the second quarter. There was little change in the 
trade balance 

from only 12 percent in the first quarter of 2004. The 
significant increase is likely a result of capital purchases 
related to foreign direct investment. 


5. The unexpected growth prompted the Slovak Statistics Office 
to improve its GDP growth forecast to 5.5 percent for 2004. Many 
analysts followed suit 

5.0 percent. The Ministry of Finance and Central Bank 
maintained their projections of 4.7 and 4.4 percent growth 
respectively. 


WEISER 
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MAY BE WAIVED IF THE ADOPTEE IS A NATURAL CHILD OF ONE OF 
THE PARENTS. ANY PERSON WHO HAS A PRIOR HISTORY OF CHILL 
ABUSE IS NOT PERMITTED TO ADOPT. THERE IS NO AGE LIMIT FOF 
ADOPTING PARENTS. NO COUPLE MAY ADOPT MORE THAN THREE 
CHILDREN UNLESS A SUBSEQUENT PROSPECTIVE ADOPTEE IS THE 
BIOLOGICAL CHILD OF ONE OF THE PARENTS. NO ADOPTIVE PARE 
MAY MARRY THE ADOPTED CHILD. THERE IS NO MEDICAL 
INELIGIBILITY GROUNDS FOR ADOPTIVE PARENTS. 


C. PROSPECTIVE ADOPTIVE PARENTS NEED NOT BE PERMANENT C 
LONG-TERM RESIDENTS OF THE DRC. 


D. IT CAN TAKE FROM A MINIMUM OF THREE MONTHS TO A MAXIMU 
ONE YEAR TO COMPLETE THE ADOPTION PROCESS FROM CHILD 
MATCHING TO VISA ISSUANCE. 


E. THERE ARE NO ADOPTION AGENCIES IN DRC. HOWEVER 
ORPHANAGES MUST BE LISENCED OR ACCREDITED BY THE GOVEF 
IT IS CUSTOMARY AND ACCEPTED PRACTICE TO ENGAGE CONGOL 
LAWYERS TO CARRY OUT ADOPTION PROCEEDINGS. LAWYERS AF 
AUTOMATICALLY ACCREDITED BY THE GOVERNMENT BY VIRTUE O 
THEIR PROFESSIONAL TRAINING. 


F. COURTS FEES FOR AN ADOPTION CASE AVEERAGE BETWEEN $1 
AND $300. LAWYERS FEES CAN RANGE FROM $1 

FEES CAN BE KEPT TO A MINIMUM IF 

CONSULATION 

SUCH AS BIRTH 


G. THERE IS A KEY LEGAL DIFFERENCE BETWEEN CONGOLESE ANI 
AMERICAN OR OTHER WESTERN ADOPTION. WHILE ADOPTION EXI 
AND IS LEGAL IN CONGO 

BIOLOGICAL FAMILY. THEREFORE 

A COMPLETE SEVERANCE FROM THE BIOLOGICAL FAMILY, THE RO 
OF THIS UNIQUE CHARACTER OF THE LAW STEM FROM THE FACT 1 
MOST LOCAL ADOPTIONS RESULT FROM POOR FINANCIAL 
CIRCUMSTANCES WITHIN A FAMILY AND NOT NECESSARILY THE TF 
ORPHAN STATUS OF A CHILD. THIS UNIQUE PROTECTION 

DOES NOT INTERFERE WITH ADOPTION PROCEDURES NOR DOES I 
RENDER LEGAL ADOPTIONS IN DRC INVALID FOR U.S. VISA 
ISSUANCE. THERE ARE NO LAWS PROHIBITING FOREIGN NATIONAI 
FROM ADOPTING CONGOLESE CHILDREN. THE ADOPTION PROCES 
DRC HAS THREE STEPS: 


- STEP ONE: OBTAINING CONSENT. 

THE COURT WILL REQUIRE CONSENT TO THE ADOPTION BE SETTL 
BEFORE GRANTING A JUDGMENT. BIOLOGICAL PARENTS 

FAMILY MEMBERS IF ONE OR BOTH PARENTS ARE DECEASED 
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GIVE THEIR CONSENT. IF NO FAMILY MEMBERS ARE IDENTIFIED 
THE COURT WILL STEP IN TO DETERMINE CONSENT. ANY CHILD OV 
THE AGE OF 15 MUST GIVE HIS OR HER OWN CONSENT. 


- STEP TWO: THE HEARING. 

AFTER OBTAINING THE PROPER CONSENT 

PARENTS REQUEST A HEARING IN OPEN COURT. ALONG WITH THE 
REQUEST FOR HEARING 

OF THEIR BIRTH CERTIFICATES AND THE BIRTH CERTIFICATE OF Tt 
PROSPECTIVE ADOPTEE. THE COURT WILL REQUIRE PROOF THAT 
AND ALL INTERESTED FAMILY MEMBERS HAVE BEEN INFORMED OF 
ADOPTION AND HAVE RECEIVED NOTICE OF THE COURT HEARING. 
ADOPTING PARENTS AND PROSPECTIVE ADOPTED CHILD (IF OVER 
10) MUST APPEAR PERSONALLY IN COURT BEFORE THE JUDGE. O” 
INTERESTED PARTIES MAY ATTEND OR SUBMIT DOCUMENTS TO TF 
COURT. AFTER THE INITIAL HEARING 

INVESTIGATION TO DETERMINE THAT ALL CONDITIONS HAVE BEEN 
AND THAT ALL DOCUMENTS SUBMITTED ARE LEGITIMATE. 


- STEP THREE: THE JUDGEMENT. 

ONCE THE INVESTIGATION IS COMPLETED AND ALL REQUIREMENT: 
HAVE BEEN SATISFIED 

ADOPTION. THE DATE OF THE ADOPTION WILL BE THE DATE OF TF 
FIRST COURT APPEARANCE. THE ADOPTED CHILD\'S NAME ON THE 
JUDGMENT WILL INCORPORATE HIS/HER ORIGINAL NAME ALONG W 
THE NEWLY ADOPTED FAMILY NAME. A CHILD UNDER AGE 18 WILL 
TAKE THE NATIONALITY OF THE ADOPTING PARENTS. INDIVIDUALS 
OVER 18 ARE FREE TO CHOOSE WHICH NATIONALITY THEY WILL T/ 
THE ADOPTING PARENTS MUST REGISTER THE JUDGMENT AT THE 
LOCAL CITY HALL OR MAGISTRATE WITHIN ONE MONTH OR THE 
ADOPTION IS NULL AND VOID. 


H. THE ADOPTING PARENTS MUST SUBMIT COPIES OF THEIR OWN 
BIRTH CERTIFICATES 

ADOPTEE 

CONDUCT FROM THEIR CITY HALL OR LOCAL EMBASSY OR CONSUI 
IF NOT CONGOLESE. 


2. THE DRC PERMITS INTERNATIONAL ADOPTION TO ALL COUNTRIE 
3. CONCLUSION: ADOPTIVE PARENTS APPLYING FOR VISAS FOR 
CHILDREN ADOPTED FROM CONGO SHOULD BE SURE TO PRESENT 
FOLLOWING THREE DOCUMENTS TO THE CONSULAR OFFICER: THE 
JUDGMENT OF ADOPTION; CERTIFICATE OF NO APPEAL; AND PROC 
THAT THE ADOPTION JUDGMENT WAS REGISTERED IN THE \"COMN 
(CITY HALL) WITH THE JURISDICTION OVER THE CHILD. NOTE: 
CERTIFICATES OF \"GUARDIANSHIP 

CONSTITUTE A LEGAL ADOPTION. 
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mechanism 

satisfy European skeptics. Picking an actual date that 
avoids linkage to national referenda on the EU constitution 
will also be tricky 

possibilities. The U.S. can play a helpful role by 
encouraging the Turks to \"play by European rules.\" END 
SUMMARY. 


2. (S) Rob Swartbol (protect) 

Balkenende\'s senior foreign policy advisor 

Sobel on September 24 that the apparent resolution of the 
Turkish penal code question opened the way for the European 
Commission to recommend in its October 6 report that Turkey 
be given a date for starting accession negotiations. 

Swartbol cautioned 

word -- getting from the report to a positive European 

Council decision in December would still require a lot of 

hard work from the Dutch presidency. Swartbol also noted 
that while Verheugen tends to view the Turkey question as a 
\"black and white\" issue 

the report are likely to take a more nuanced view. 


3. (C) Speaking candidly and \"off the record 

predicted that while the Turks would probably get a date in 
December 

unusual elements: 1) a \"to do list\" of areas where the Turks 
needed to do more work to ensure that legislative decisions 
are properly implemented (he noted torture 

freedom 

mechanism that would allow negotiations to be suspended in 
response to Turkish backsliding (he suggested that the 
Commission would have responsibility for monitoring Turkish 
progress in this regard); and 3) a \"front loaded\" schedule of 
negotiations in which tough issues -- like immigration and 
agriculture policies -- were dealt with early on. 


4. (C) Swartbol also noted that countries like France and 
Austria would not accept a Council decision on starting 
negotiations that appeared to prejudge the outcome. 
Therefore 

include language stating that negotiations were beginning 
\"with the ultimate goal of Turkish EU membership\" or a 
similar formulation. He acknowledged that the Turks might 
find such language difficult to swallow -- particularly if it 
appeared noticeably different from previous Council 
formulations -- but argued that Ankara should \"accept the 
yes.\" The Turks 

they are a unique case (in fact 

it) 

unrealistic. At the same time 

personally studying the Rome Treaty carefully to find 
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precedent language to use when referring to sensitive issues 
such as the \"handbrake\" mechanism. Swartbol said that he had 
found language normally used with regard to the question of 
starting negotiations that might also be applicable for 

monitoring ongoing talks. 


5. (C) In addition to the issues mentioned above 

suggested that setting the date to begin negotiations would 
be a difficult topic for the EU. For domestic political 
reasons 

EU Constitution want them to occur close to the start of 
Turkish accession negotiations. Two window he suggested 
might be possible were July 

the spring and fall referenda 


6. (C) According to Swartbol 

its hand until very close to the December 17 Council meeting. 
Negotiations within the EU could well last until the day of 

the Council itself 

Council meeting would probably be the key decision point in 
the next few months. (He noted 

meeting between Schroeder and Chirac also bore close watching 
on this issue.) In response to a question from the 

Ambassador 

the Turks during this period by encouraging Ankara to \"play 

by European rules.\" He stressed that after the Commission 
report was released in October 

in Europe would become even more energized 

exploit any Turkish missteps. Swartbol also noted that it 

was important for the U.S. to recognize the delicacy of this 
issue within the EU. When the October 6 report comes out 

for example 

that the report forced a decision on the EU; on the other 

hand 

basis for the EU to consider the issue would not be unwelcome. 
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less expensive armaments that upgrade existing capabilities. 


2. (SBU) While Italy\'s participation in U.S.-led 
international cooperative programs (e.g. Joint Strike 
Fighter) has deepened the bilateral defense relationship 
Italian officials expect Italy\'s contributions to global 
security to translate into more technology transfer. Over 
the past year 

counterparts better understand the policy guidelines and 
technical mechanisms underpinning how the USG protects 
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critical technologies. Nevertheless 

austerity 

transfer--and industrial return--are more likely to end up on 
the chopping block 

to Italy\'s national security. This is no less true for the 
many intra-European programs in which Italy participates. 


3. (C) Italy will remain committed to its security 
partnership with the U.S. whether future governments are 
center-right or center-left. Mainstream opposition leaders 
all believe that the national interest is best served by 
balancing Italy\'s support for deeper EU integration with a 
close transatlantic relationship. Moreover 
administrations initiated Italy\'s involvement in U.S.-led 
international programs and authorized significant 
acquisitions of U.S. military equipment. Even though a 
future center-left government would likely consider \"buying 
European\" when a solution is available to fit a military 
requirement 

still be managed successfully with the right mix of 
technology transfer and industrial return. Our ace in the 
hole is that U.S. products typically best meet Italian 
mission requirements. End Summary. 


Strong Attraction to U.S. Products 


4. (SBU) Italy\'s political and military leadership is 

committed to further enhancing defense ties with the U.S. 
Since 2001 

in U.S. weapons systems and technology 

EU\'s largest importers of our products. The bulk of Italy\'s 
investments have gone toward the procurement of air platforms 
to improve long range deployment and surveillance (Boeing 767 
tankers and General Atomics UAVs) and enhance air-to-air 
(lease of F16 fighter jets) and air-to-ground (membership in 
Joint Strike Fighter-JSF program) capabilities. Italy has 

also acquired several U.S.-manufactured missile systems 
(Maverick 

already owns 19 Lockheed Martin C-130J aircraft (three more 
are on delivery) which were purchased in the late-1990s under 
a center-left government 

U.S.-led theater missile defense program known as MEADS 
(Medium Extended Air Defense System)--also a center-left 
initiative. 


5. (SBU) Defense Minister Martino\'s commitment to military 
modernization and improved interoperability is one of the key 


drivers behind the focused effort to integrate U.S. systems 
into Italy\'s capabilities mix. Additionally 
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Defense (CHOD) 

advocate of military transformation. His 
determination--formerly as National Armaments Director and 
now as the CHOD--to equip Italy\'s armed services with the 
right tools to meet new international security challenges has 
often translated into spending Italian defense Euros on U.S. 
systems (Note: Di Paola served under previous center-left 
administrations 

Minister 

he reaches mandatory retirement in 2009. End Note). 


6. (SBU) A cadre of senior military staff in the MoD\'s 
SEGREDIFESA (General Defense Secretary) 

as the National Armaments Director (NAD) 

diligently over the past few years on rebalancing Italian 
defense spending to include more U.S. components. Many of 
these senior officers have had extensive training in the 
U.S. 

schooled in the weapons systems that support them. Their 
efforts 

been buttressed by PM BerlusconiVs commitment to 
strengthening Italy\'s strategic partnership with the U.S. 
Budget austerity has also required obtaining the most bang 
for Italy\'s defense buck. The MoD is not entirely immune 
from Italian industry pressure in making acquisition 
decisions 


7. (SBU) LTG Gianni Botondi 

March after serving as Di Paola\'s deputy 

back-seat role to the CHOD on procurement matters. Although 
most of Botondi\'s procurement experience has been on European 
cooperative programs 

tough in evaluating Italy\'s procurement options. Botondi 

told Defense News earlier this year that Europe\'s defense 
industry must not become a fortress by excluding ties to 

non-EU countries 


8. (SBU) Italy procures defense systems for its armed forces 
largely from indigenous manufacturers (predominately defense 
conglomerate Finmeccanica; see ref A for a description of the 
company and its business strategy) or from those foreign 

firms with which Italian industry has cooperative development 
and production arrangements. U.S.-ltalian corporate 
partnerships have therefore served as springboards for 
launching an expanded defense industrial relationship. For 
example 

and Boeing--further strengthened in January 2003 when the two 
firms agreed to form a \"strategic alliance\"--have generated 
growing U.S.-Italy defense industrial cooperation. Hundreds 
of Finmeccanica engineers have worked in Seattle on the 
Boeing 767 commercial jetliner as Alenia Aeronautics 
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Finmeccanica subsidiary 

aircraft\'s inception. This relationship played into Italy\'s 
decision to purchase the 767 tanker in 2002. 


9. (SBU) Looking to the future 

significant JSF buy (potentially 

aircraft hits the production stage. This requires making the 
transition from at best generation 2.5 (F16s) fighter 

aircraft to the generation 4 JSF within ten years. Preparing 
for the future will involve applying lessons learned today in 
flying the F16 to the JSF. Italy is interested in other 
advanced \"Cadillac\" systems such as airborne early warning 
and network centric warfare applications. However 

875 million cut to the defense budget sustained this year 
and the prospect of more cuts next year 

trend in military procurement will likely be toward acquiring 
less expensive armaments which still upgrade capabilities. 
The U.S. Longshot bomb guidance system 

anti-tank systems 

three such items that either have or could capture Italian 
attention. A fifteen-year military acquisition plan slated 

for release later this Fall will provide additional insight 

into Italy\'s priorities. 


Cooperative Programs Deepen Partnership But Problems Linger 


10. (C) Italy\'s Level II participation in JSF (USD 1.02 

billion) and its stake in MEADS underscore that U.S.-led 
international cooperative programs are an important piece of 
Italy\'s defense industrial strategy. Italy joined these 

programs in expectation that Italian industry would acquire 
workshare on advanced technological defense applications 
thereby helping it stay competitive in an increasingly tough 
global defense market. The learning curve 

regard to the \"best athlete\" JSF model 

Italian defense industries were slow to adapt to program 
parameters. The Ministry of Productive Activities (MPA) in 
particular 

has complained to the Embassy that Italy was not receiving a 
healthy rate of return on its JSF investment. Unfortunately 
enriching the MPA\'s understanding of the JSF program has been 
impeded both the ineptness of the Ministry\'s Director General 
responsible for defense industrial issues 

personal rivalries between MPA and MoD officials have stymied 
Lockheed Martin from briefing the MPA on JSF. Despite sharp 
MPA dissatisfaction with the pace of JSF contract awards 
clumsy efforts on the part of Ministry officials to advance 

their cause 

government\'s overall appreciation of the program\'s benefits 
to Italy. 
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11. (SBU) Indeed 

Bernardis 

JSF was beginning to yield significant returns. He cited USD 
138 million in contracts already guaranteed and prospective 
guarantees for an additional USD 515 million in work. 
Bernardis also said that Italian engineers working on JSF in 
the U.S. were increasingly gaining access to information 
documents 

the past had cited to the Embassy as a sore point. Although 
the Parliament is generally predisposed to putting domestic 
industrial base considerations above defense modernization 
staffer to a key House of Deputies Defense Committee member 
told us he did not expect the legislature to obstruct future 
JSF cooperation 

sustainability MOU in 2006. MPA support for the MOU will be 
crucial 


12. (SBU) Although MEADS cooperation temporarily broke down 
earlier this year over Italy\'s complaint that it was not 

receiving its fair share of \"noble work\" 

back on track. We expect Italy to sign by October a 
memorandum of understanding with the U.S. for the program\'s 
design and development phase. Nevertheless 

threat (while he still held the NAD post) that Italy would 
consider walking away from the program if Italian industry 

was not folded into some of the most sensitive production 
areas (for example 

not a bluff. Program funding--including the approximately 

USD 600 million that has been budgeted for MEADS--is 
increasingly being scrutinized for how it will help Italian 
industry. In an era of budget austerity 

sufficient industrial return are more likely to end up on the 
chopping block 

Italy\'s national security. 


13. (SBU) As Italy\'s aging fleet of Atlantic naval patrol 
aircraft is nearing the end of its life expectancy 

is evaluating whether to take a stake in the U.S. Navy\'s 
Multi-Mission Aircraft (MMA) program 

for which was recently awarded to Boeing (Note: Boeing will 
use its 737 aircraft as the platform. End Note). The MoD has 
conveyed to the Embassy that it will need a \"better deal\" 
than that obtained on JSF for it to play ball on MMA. 
Specifically 

greater say in programmatic decision making 

participation in an executive steering committee; a more 
concrete industrial participation package; and up front 


information on what Italy can/cannot have access to in terms 
of technology sharing. For its contribution 
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want 

and could push for a measure of political control over the 
program. The Italian Air Force 

replacement program for the Atlantics or let the deep water 
mission lapse 

because it wants to piggyback an Air Advanced Warning System 
onto the MMA platform. The CHOD 

\"joint program\" 

to be convinced that the industrial payback--including 
involvement in mission systems work--is substantial before 
they push another major commitment to a U.S.-led 
international program. 


14. (SBU) Italy is also interested in exploring with us 
opportunities for joint work on missile defense. U.S.-Italy 
negotiations on a framework missile defense agreement should 
begin this Fall. While Italy would not shy away from 
opportunities on the infrastructure side of the ledger 

most interested in getting involved on the upstream 
development side where technology transfer payoffs are 
potentially higher. The Italian MoD will play host to a 

major international conference on missile defense in 
September 2005. 


Technology Transfer: The Holy Grail 


15. (SBU) Italian officials have made clear their 
expectation that Italy\'s contributions to global security 
should translate into a more productive technology transfer 
exchange with the U.S. \"We are with you in Iraq 
Afghanistan 

sensitive U.S. technology 

of sophistication. Moreover 

us--without offering any hard evidence--that the USG shares 
less with Italy than with other allies who have been less 
supportive of U.S. policy goals 

In military circles 

Group (membership is restricted to national armament chiefs 
from Italy 

signing last year of a Declaration of Principles (DoP) with 
the U.S. 

While suspicions remain that Italy is not getting a fair 
shake 

taken to correct mistaken assumptions and inform Italian 
officials about the policy guidelines and technical 
mechanisms underpinning how the USG protects critical 
technologies. 


16. (SBU) We are encouraged that bilateral interagency 
meetings on our respective export control systems and an ad 
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hoc export control working group established under the DoP 
are helping to lessen misunderstanding and improve the GON's 
knowledge of what we expect in terms of protection from the 
risk of third country transfers (refs B and C). We are no 
longer talking past each other on the protection of virtual 
information 

the right systems in place 

enforcement mechanisms. ltaly takes seriously the question 
of controls and recognizes that \"leakage\" would put at risk 
its involvement in programs this government continues to 
believe are in the national interest. A future center-left 
government could redirect Italy\'s defense industrial 
priorities (more on this below) 

let controls on technology lapse and risk compromising 
cooperation with the U.S. 


U.S. Market Penetration--Expecting Some Quid Pro Quo 


17. (SBU) Italian producers of military equipment and 
technology are engaged in an intensive effort to penetrate 

the U.S. market. While the chairman of Italy\'s Association 

for Aerospace Systems and Defense has complained that small 


and medium sized companies are unhappy with their access to 
the U.S. market 

ahead with a well-conceived market penetration strategy. On 
the one hand 

out UK conglomerate GKNVs fifty percent stake in former joint 
venture partner Westland) is partnering with Lockheed and 
Bell to market the US101 twin engine helicopter in the U.S. 
Finmeccanica is also working to forge a stronger industrial 
partnership with the UK defense giant BAE 

firm hopes will inter alia offer better access to the U.S. 
market. The firms are negotiating final details needed to 
launch Eurosystems 

alliance. 


18. (SBU) There is no direct linkage between access to the 
U.S. market and Italy\'s procurement of U.S. defense 
equipment/systems. Nevertheless 

eye on the dynamic and has been critical of some U.S. program 
choices 

contractor) to buy the Spanish CASA CN-235 maritime patrol 
aircraft for the Coast Guard\'s integrated deep water program 
instead of the maritime variant of the Alenia-Lockheed C27J. 
The MPA plays an important three-pronged role in Italy\'s 
defense procurement system. It funds domestic R&D programs 
to maintain/strengthen Italy\'s defense industrial base 
contributes to projects that have a guaranteed \"just retour\" 
and 
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for such projects in exchange for tne MoD carrying the burden 
on international cooperative programs (which the MPA is 
prohibited from financing). This funding shuffle was used in 
part to finance Italy\'s JSF contribution 

on added responsibility for the Eurofighter. The MPA still 
favors a robust defense industrial relationship with the U.S. 
However 

by some there as an unfair playing field should ratchet up 

its approach to cooperation could change. 


Keeping an Eye on Europe 


19. (SBU) Italy 

partnership with the U.S. 

cooperation on defense-industrial issues. It has backed 
mechanisms 

designed to spur greater European defense industrial 
restructuring and integration. The Berlusconi Government has 
been a proponent of the European Defense Agency 

Minister Martino believes can be an important mechanism for 
rationalizing defense spending and improving European 
competitiveness in the global arms market. Over the last 

year 

Defense Policy toward complementarity with NATO. By the same 
logic 

way that is compatible with NATO and the capabilities 
commitments reached at Prague in 2002. 


20. (SBU) European programs are an important element of 
Italy\'s defense procurement mix. The Eurofighter continues 
to gobble up some 13 percent of the annual procurement budget 
and will remain a drain until at least 2010. Despite 

increasing frustration within the MoD over cost overruns and 
program delays 

Il option because the penalties for doing so outweigh 
projected cost savings. Italy 

multilaterally 

intra-European programs including the METEOR missile (with 
Germany 

torpedo (with France) 

(with France and the UK) 

and an anti-torpedo detection and reaction system (with 
France). On UAV technology 

recently told Defense News that Italy is looking more to 
Europe than the U.S. for partnerships because of concerns 
about technology transfer restrictions. Alenia 

already spent 35 million Euros on its own Sky-X technology 
demonstrator UAV 


Neuron unmanned combat air vehicle demonstrator program 
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according to the executive. 


Comment 


21. (C) As Italy moves toward building a professional 

military that is more mobile 

rationalization of defense spending will no longer be an 
option--especially given budgets that are stagnant or even 
decreasing. As requirements are matched to scarce resources 
solutions will be found where the technological and workshare 
payoff is compatible with Italy\'s national security 

interests. The Berlusconi Government has privileged U.S. 
defense solutions and cooperative programs because top 
political and military leaders have converged around two 
fundamental concepts: equipping the military with the tools 

to be able to operate with the U.S. and investing in the 

future of Italy\'s defense industrial base. There is 

increasingly less elasticity in the relationship between the 

two. 


22. (C) Under a potential center-left government 

remain committed to its security partnership with the U.S. 
Mainstream center-left leaders 

national security-type positions 

national interests are best served by balancing Italy\'s 

support for deeper EU integration with a close transatlantic 
relationship. Nevertheless 

administration--especially one led by EU Commissioner Romano 
Prodi--probably will be tempted to go with a European 

solution when one is available to fit a military need (Note: 

In opposition 

Minister Martino\'s decision not to take a stake in the 

European A400M transport program. End Note). This will be 
especially true if the creation of the European Defense 

Agency results in more political pressure to pool EU 

resources to \"buy European\" (ref D). It is noteworthy that 
Michele Nones 

industrial matters and a former adviser to previous 

center-left administrations 

government\'s approach has damaged Italy\'s standing in Europe 
and saddled it with some systems that are not interoperable 
with those of its EU partners. Marketing U.S. defense 
equipment/systems to Italy would become more challenging with 
a center-left government in power. Nevertheless 

with European suppliers could be managed successfully with 
the right mix of technology transfer and industrial return. 

Our ace in the hole is that Italy appreciates our proven 

products that usually best meet Italian mission requirements. 
End Comment. 
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unity of the state 
independence.\" End Summary. 


2. (U) At least four local television stations have applied to 
Turkey\'s Radio and Television Board (RTUK) for the right to 
broadcast Kurdish-language news and cultural programs. A reform 
package passed in 2002 initially paved the way for such 
applications 

dialects traditionally used in daily life by Turkish citizens.\" 

Nearly two years after the reforms were passed 

national TRT channel initiated programming in Kurdish and other 
minority languages (Ref A). Now local channels are waiting to 

see if they will be authorized to do the same. 


3. (SBU) Three of the local station applicants 

and Soz TV 

opened in Batman in 1994 and is that city\'s only local 
television station. Gun TV\'s General Manager told poloff on 
September 3 that his station had originally applied in March 
2004 for permission to air Kurdish-language broadcasts 
they did not receive any reply 

second application 

Cagri TV applied in June after Kurdish language broadcasts 
started on TRT. ART applied on August 23. 


RTUK: Can we check your references? 


4. (SBU) Cagri staff said they had heard a \"positive signal" 
from RTUK in August 

They were optimistic. As of early September 

TV representative had not received any communication from RTUK 
beyond acknowledgement that their applications were being 
reviewed. In fact staff at Cagri TV and Gun TV seemed to be 
learning more about the status of their applications through the 
press than through official channels. On August 20 

example 

MIT (Turkey\'s intelligence service) and the Interior Ministry 
about the applications. The Interior Ministry 

Governor\'s offices 

dialects mentioned in the applications were spoken in their 
respective provinces. [Note: This confirmation likely fulfills 

a formality required by the official application process. End 
Note.] A Gun TV representative told poloff that if the 
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station\'s application were approved 
two 45-minute Kurdish-language programs per week. 


Mixed Messages 


5. (U) While the staff of Gun TV was encouraged that their 
application was being considered 

a day before our September 3 meeting that they would soon be 
shut down for a month by RTUK for a live broadcast they aired 
previously. In a September 1 RTUK press release 

notice that Gun TV would be shut down for a month (dates 
unspecified) for a broadcast that was \"against the values of 
Ataturk 

nation\'s existence." 


6. (SBU) The Gun General Director explained that the station 
had broadcast live coverage of a symposium on local 
administration 

organizers had received the appropriate permission for the event 
from the Governor 

least one telephone participant based in Europe debated the 
issues in a panel format. One of the participants gave a 
presentation in Kurdish with simultaneous translation into 
Turkish. According to our contact 

spoke in Turkish had more critical things to say about the 
government than did the Kurdish speaker 

combination of the language and the content led to the shutdown 
notice. They expect the one-month penalty to start some time in 
September. In response to this penalty 

said 

temporarily shut down for \"broadcasting separatist material.\" 
\"You would expect other journalists in Turkey to support us 

said 

staffers feel very \"lonely.\" 

7. (SBU) Comment: The Turkish authorities are dragging their 
feet on these applications. If any of the applications are 
approved 

Turkey\'s reform process. It took two years from the passage of 
reforms for Kurdish language broadcasts on TRT to begin 

equal amount of time 

allowing Kurdish language instruction centers to open (Ref B). 
There is a certain irony to Gun TV\'s application being reviewed 
in one RTUK hand 

End comment. 
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Effective Enforcement of Intellectual Property Rights in 
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the U.S. and Turkey\" exposed Turkish judges and 
prosecutors to the U.S. IPR enforcement system 
highlighted the concerns of U.S. and Turkish 
rightholders 

favorable media coverage. The European Union Affairs 
General Directorate of the Justice Ministry has prepared 
an action plan for improved IPR enforcement as a result 
of the conference. End Summary. 


2. The Turkish Justice Ministry 

Trademark Office and the Embassy collaborated on a 
workshop on effective enforcement of intellectual 
property rights (IPR) on September 9 and 10. The 
principal audience 

Turkey\'s seven specialized IPR courts and 6 prosecutors 
with experience in IPR cases 

the sessions. 


3. Key participants in the conference included: the 
Ambassador and Justice Minister Cicek 

opening remarks; Michael Smith 

States Patent and Trademark Office; Marvin Garbis 
United States District Judge; Andrea Sharrin 
Attorney 

Ayse Saadet Arikan 

Ministry of Justice. 


4. In the opening session 

recent positive steps on copyright and trademark 
enforcement in Turkey (reftel) 

a key element of Turkey\'s effort to attract foreign 
investment. The Justice Minister emphasized that IPR 
protection is necessary to encourage creativity and 
would support technology transfer and greater FDI in 
Turkey. Both speeches were picked up by local print 
media 

media interview given by Smith and Garbis on September 
10. 


5. The workshop included panels on Turkey\'s specialized 
courts; comparison of U.S. and Turkish methods of 
prosecution and of the roles of the judiciary in each 
country; a mock hearing on a request for interim relief; 
a fact pattern on civil 

and an IPR industry panel. This last panel included 
speakers from: AMPEC (representing certain motion 
picture rightholders); the Brand Protection Group 
(selected trademark holders); the Business Software 
Alliance; Mu-YAP (music producers affiliated with IFPI); 
and EDISAM (publishers). We believe this panel 

with a reception hosted by the Ambassador during the 
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conference 

educate judges and prosecutors as to their enforcement 
concerns. There was a particularly useful discussion 
during this panel on difficulties in securing search 
warrants and injunctions against pirates and 
counterfeiters. 


6. We have received positive feedback from the Justice 
Ministry 

during this workshop 

of action for strengthening IPR enforcement. Dr. Arikan 
told Econ Specialist that the Ministry has shared this 
action plan with the Turkish Patent Institute 

Finance Ministry Revenue Department 

Undersecretariat 

Dr. Arikan said the most important action item was a 
Justice Ministry decree which would require the 
prosecutors to notify Tax Crime Information Directorates 
about court decisions in IPR cases. The Ministry\'s plan 
of action also includes the following measures: 


-- Expanding the specialized IPR courts\' scope to cover 
unfair competition 


-- Reviewing industrial property legislation to make 
individuals as well as organizations liable to 
penalties; 


-- Continuing training of judges and prosecutors 
well as law enforcement officers on IPR issues; 
-- Including more IPR information in the Justice 
Ministry\'s web page; 


-- Budgeting funds to rent warehouses for seized 
products 
concealing evidence; 


-- Opening the lines of communication to associations 
representing the right owners in IPR seminars 
condition that the judicial independence is maintained; 


-- Issuing a decree requiring prosecutors to notify Tax 
Crime Information Directorates about court decisions in 
IPR cases. This would trigger an inspection into tax 
evasion by convicted pirates and counterfeiters. 


Edelman 
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sector. There are no indications that the Plan has uncovered 
any actual tax evasion 

through fines. The fines are often accompanied by temporary 
business closures 

violation of due process 

(without providing specifics) that the Plan is a rousing 
success. The raids underscore the business community\'s 
vulnerability to heavy-handed government interference. END 
SUMMARY. 


2. (C) In May 2003 

tax collections 

the Chief of SENIAT\'s \"fiscalizacion\" (on-site audit) 
division 

had two main objectives. The first was to create what he 
termed \"subjective risk 

create the impression that payment was absolutely expected 
something he said has never been the case in Venezuela. The 
second objective was three-fold: to inform the public about 
expectations and the law 

record-keeping obligations 

when necessary. 


3. (C) To carry out the plan 

National Guard troops 

type throughout the country simultaneously. The decision as 
to what type of business will be audited next is made outside 
of the audit division 

(Comment: We would bet that SENIAT head Jose Vielma Mora 
makes these decisions himself 

consultations with higher political levels in the GOV. End 
comment.) He stated that an audit could be organized in as 
little as two days. SENIAT launched a new tactic the second 
weekend of September 

malls armed with the authority to assess fines of up to USD 
64.32 to customers who left stores without a legal receipt. 
Molina said that \"many\" fines were assessed. 


4. (C) Ronald Evans 

leading U.S.-based international law firm Baker & McKenzie 
(and also the President of the Venezuelan Financial Law 
Association and a member of the VENAMCHAM tax committee) 
told econoff on September 10 about the audit of his firm by 
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SENIAT 

unannounced with six National Guardsmen 

from the state television station. They brought personal 
computers 

computers. After protest that this would violate client 
confidentiality 


SIPDIS 

attorneys would preside over a file-by-file review to 

determine which contained the firm\'s own tax information. A 
complete one-day computer shutdown was required to accomplish 
this 

continue basic operations. After the review 

a fine of USD 7800 

failure to properly fulfill all formal tax accounting 

requirements. A 48-hour closure was mandated 

another one-day computer shutdown. Employees were allowed to 


work 

shutdown fell on the day when Baker & McKenzie was to perform 
its end of fiscal year accounting. It requested a one-day 
postponement 

already \"programmed.\" 


5. (C) SENIAT\'s Molina stated that about 3300 businesses had 
been audited under the Plan in 2004 

those visited in the greater Caracas area had been closed 
(from one to three days) 

said that the closures were - as in the case of Baker & 
McKenzie - for failure to fulfill formal requirements rather 

than tax evasion 

the complete accounting ledgers on site as required. He 
indicated that personal knowledge of the business/owner by 
the auditors was sometimes a factor in a decision not to 

close a business 

rate was lower outside of Caracas. Molina estimated that 

2004 collections from the Plan were in the range of USD 1.9 
million 

for the year. (NOTE: statistics from the Venezuelan-American 
Chamber of Commerce - VENAMCHAM - state that 66% of audited 
businesses have been temporarily closed as a result of the 
Plan 

began was USD 1.7 million.) 


THE COMPLAINTS - ILLEGAL AND EXCESSIVE 
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6. (C) Based on his contacts with other businesses 

said that the circumstances of Baker & McKenzie\'s audit were 
fairly representative. However 

as far as he knows 

closure and fine in court. It argued that the closure 

violates its right to due process 

disproportionate to the alleged offenses 

violates the constitutional principle of efficient tax 

collection. Evans says other companies agree with those 
charges 

to fight 

has spoken publicly about the audit issue 

the SENIAT audit of bakeries 

already struggling to make a profit because of the price 
controls on bread products. Vielma Mora sent Evans an email 
which 

showed econoff the email 

gigantic breach of evasion\" by bakeries - before any audits 
were completed. VENAMCHAM Executive Vice President Antonio 
Herrera 

complained to Vielma Mora that SENIAT\'s actions had created 
an impression of unequal treatment 

and discouraged investment. 


7. (C) The GOV has responded to some of these complaints. 
According to VENAMCHAM Finance Committee staffer Maria 
Angelina Velasquez 

the VENAMCHAM tax and foreign trade committees 

\"tone down!" its audits by no longer bringing camera crews and 
possibly reducing the number of National Guard troops who 
accompany the auditors. Molina 

there were no plans to stop audits with troops 

had taken place without any such protection resulted in 
\"cacerolazos\" (pot-banging protests) and physical abuse 

in one incident in which a woman (not from the business being 
audited) kicked him. Molina also disputed the charges of 
illegality and inefficiency 

completely justified in the tax code 

efficient and effective than ever. 


8. (C) The stated purpose of Plan Zero Evasion is laudable - 
to reduce tax evasion in a country where such behavior is 
rampant. However 
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change when SENIAT is not discovering evasion and generating 
minimal revenue suggests that the purpose is different. The 
raids underscore to the business community its vulnerability 
to GOV harassment and the importance of staying in its good 
graces. Targeting multinational and prominent local firms 
also helps bolster the GOV\'s image as a \"revolutionary 
government" unafraid to take on vested interests. The much 
ballyhooed Plan Zero Evasion also 

profile of Vielma Mora 

participant in Chavez\'s failed 1992 coup. 

Brownfield 
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Classified By: Andrew Schofer 
reasons 1.4 (b) 
and (d) 


1. (C) SUMMARY: Hannie Pollman-Zall (protect) 

Director of the Western and Central European Department 
Poloff on September 23 that if the Turks thought the European 
reaction to the adultery law proposal was bad 

seen nothin\' yet.\" Ankara 

fully appreciate to what extent the EU will intrude into 

internal Turkish affairs in the course of accession 
negotiations. Helping the Turks understand this reality is 

an area where the U.S. could play a helpful role. On Cyprus 
Pollman-Zall suggested the Cypriot actions are driven more by 
a desire to revise the Annan plan than by an interest in 
keeping Turkey out of the EU. End Summary. 


TURKEY MIGHT HEAR NO FIRST 


2.(C) Speaking with Poloff on September 23 

Pollman-Zall noted that the many Turks still do not 
appreciate how intrusive the EU will become in EU affairs if 
and when accession negotiations begin. If the Turks thought 
the recent flap over the proposed adultery law was bad 
added 

was speaking just as the positive news from Erdogan\'s 
meetings in Brussels was breaking. End note.) \"If the Turks 
think the EU has been meddling in their internal affairs\" 

she said 

until they see what it means to be in the EU full time.\" 


3. (C) With regard to the question of starting accession 


Column 3 

negotiations 

would remain inconclusive up until 

December 17 Council meeting. If the Council is unable to 
reach a decision 

second Council meeting would need to be called to resolve the 
issue. Even in December 

report in October 

may still be arguing \"No\". While Cyprus would \"not dare to 
stand alone 

group of like minded doubters.\" Eventually 

would buckle under pressure if momentum for a positive 
decision was strong enough. Pollman-Zall recalled that she 
had seen EU Heads of State \"back colleagues into a corner 
physically to press them to join a consensus\" in the past 
and predicted that 

give Turkey a grudging \"yes\" on starting negotiations. 
Pollman-Zall denied having seen an actual draft of 
Commissioner Verheugen\'s report 

following its development closely and providing regular 
input. 


4. (C) When asked how the U.S. might play a useful role 
guiding Turkey so it is easier for the EU to make the right 
decision 


a) The U.S. could send a message to Turkey to \"stop being so 
childish about recognizing Cyprus." Turkey has got to 
realize that the EU 

from EU meetings 

way to recognize the Government of Cyprus. This would 
necessarily involve recognizing the whole island 

admitted 

Turkish part. Clearly Turkey needs good lawyers to find a 
way to do this without de facto un-recognizing Turkish 
Cyprus 

who could help the good Turkish lawyers find a way to say 
this A" 


b) The U.S. could help Turkey understand that if it hopes to 
join the EU 

rules. Even if Turkey is a big country with a long history 
she said 

must be followed. \"Shouting about internal affairs is not 
compatible with EU membership 


CYPRUS 


5. (C) Cyprus 

EU\'s trade/aid package primarily to leverage concessions on 
revisions to the Annan plan for governance of the island 
rather than to influence the EU\'s decision on Turkey. As of 
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September 23 (in a fast moving negotiation) the Dutch believe 
neither the Greek Cypriots nor Turkish Cypriots want a deal 
on the package after earlier indications that the Turkish 

side was going along. Pollman-Zall thought the discussions 
could move into the Luxembourg or British Presidencies. 


6.(C) Pollman-Zall observed that the negotiations over 
Cyprus aid/trade have become very complicated and \"could 
change again with one phone call in an hour.\" The Dutch 
still want to link trade and aid packages as a strategy 

the Turkish Cypriots seem now to be rejecting the aid package 
because they read the current draft as excluding all Turkish 
Cypriots from any benefits 

said that the text was originally written to intentionally 
exclude Turkish Anatolian settlers in Cyprus from benefits 
so as to discourage further economic immigration from 
Anatolia by those seeking to capitalize on a 300 million euro 
EU aid program. The text 

\"legally established nationals 

Cypriots 

Turkish Cypriots to accept 

Note.) 


7. (C) In closing 

status of the USG Cyprus aid package. She mentioned: a) the 
$30 million for Small and Medium Enterprises (SME); b) the 
airport in the North; c) phytosanitary issues. 

SOBEL 
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defection of the LTTE\'s Eastern military commander Karuna in 
March because those children did not receive a formal letter 

of release from the LTTE. End note.) During the first six 
months of 2004 

children recruited by the LTTE (488) more than filled any 

void left by the number of children formally released by the 
Tigers (449) over the same six-month span. Releases are more 
or less distributed evenly by gender. Of the 488 children 
recruited during this period 

\"re-recruitment\" of children previously released 

in the East. According to UNICEF 

\"re-recruitment\" occurred at or near schoolgrounds and were 
often accompanied by violence 

parents or children who attempted to resist. 


3. (U) UNICEF officers are frank about the LTTEVs failure 
to honor its commitments under the Action Plan 

human rights agreement the LTTE has signed since the 
beginning of the ceasefire in 2002. In July UNICEF Resident 
Representative Ted Chaiban sent a letter to the diplomatic 
community noting a disturbing spike in recruitment over May 
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and June (likely to fill the void created by Karunal's cadres) 
and asking for international pressure on the LTTE to honor 
its commitments. On September 9 Chaiban issued a press 
release noting that progress under the Action Plan is \"at 
risk when the LTTE does not take its commitment to end 
recruitment seriously.\" 


4. (C) Bo Victor Nylund 

Protection Section 

have helped increase the number of releases 

the desired effect in ending recruitment. According to 

Nylund 

credibility as a legitimate political actor and not because 

it had any intention of fulfilling its obligations. That 

said 

community may be the best way to getthe LTTE to honor its 
commitments. The Tiger leadership denies that it actively 
recruits children--despite vivid eyewitness accounts from 
parents to the contrary--claiming instead that the children 
volunteer for service out of a genuine desire to contribute 

to the goal of an ethnic homeland and thus--at least 

according to the LTTE--cannot be turned away. The LTTE has 
\"no political commitment" to end underage recruitment 
charged 

especially of the young 

loyalty needed to wage successful guerrilla warfare. For 

that reason 

returned by the LTTE seem to miss the sense of belonging and 
self-importance the organization apparently gave them and say 
they want to return. Most of the children formally released 
Nylund observed 

e.g. 

physical or mental limitations. 

5. (C) Comment: The Tigers may want to enhance their 
standing as a legitimate politcal alternative to the 

Government 

UN-sponsored Action Plan that could give their claims to 
represent Tamil interests some credibility. The Tigers\' 
continued refusal to honor the one human rights commitment 
they have made under the ceasefire so far is not a promising 
indicator of how they will address other commitments they may 
make if negotiations resume. We will continue to encourage 
our colleagues in the diplomatic community to call the Tigers 
publicly on their cynical and self-interested willingness to 

put the most vulnerable members of the Tamil population in 
harm\'s way. 


LUNSTEAD 
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remarks 

analysis\" ofthe comments. He added that Zapatero never 
mentioned the United States by name in his comments in Tunis. 
(Note: On September 9 in Tunis 

in Iraq would improve if other countries were to withdraw 

their troops as Spain did. End note.) Pons reminded Charge 
and Econcouns that every Friday the Council of Ministers 
meets and First Vice President de la Vega gives a press 
conference afterward. He expected de la Vega to comment on 
President Bush\'s remarks. 


2. (SBU) At the press conference following the Council of 
Ministers meeting 

\"Our decision to withdraw the troops was made with the 
overwhelming support of the Spanish people 

months before the attacks in Madrid. We have three decades 
of experience fighting ETA 

continue to do so firmly and consistent with national and 
international law.\" She concluded by saying the Spanish 
government would not formally protest the president\'s remarks. 


3. (SBU) But the Socialist Party\'s spokesperson on 
Congress\'s foreign affairs committee 

(normally a strong supporter of close U.S.-Spain relations) 
reacted in a less measured fashion 

Bush said is untrue 

(from Iraq) was a commitment of the Socialist Party in the 
event the UN did not assume responsibility for the situation 

in Iraq. Since this did not happen 

withdraw the troopsA" According to Estrella 

withdrawal of Spanish troops that Wemboldened the terrorists\" 
in Iraq because \"before the war and the invasion there was no 
terrorism there.Y It has been the \"illegal war and the way 

in which political change has occurred that has plunged the 
country into chaos and is fueling terrorism.\" Bush should 
\"correct\" his policies in Iraq rather than \"transfer 
responsibility to those who have fulfilled their campaign 
promises consistent with international law.\" 


4. (U) President Zapatero thus far has not reacted to 
President Bush\'s comments. 


5. (C) Comment: The Zapatero government and the Socialist 
Party remain intensely sensitive to the charge that the 
Socialists won the March 14 election as a result of the March 
11 terrorist attacks in Madrid. In that sense it is little 

surprise Spanish officials -- even the normally pro-U.S. 
Estrella -- have reacted defensively to the president\'s 
comments. 

MANZANARES 
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8. Iza mentioned the three things he wants for Ecuador - 
transparency 

misperception that he opposes it) and an end to corruption. 
Concerning the upcoming October 17 municipal elections 
feels that Pachakutik will gain some posts. 


9. By mounting large protests 

social groups could disrupt the next round of FTA 
negotiations in Guayaquil 

Worse 

million signatures and forcing an FTA referendum 

display of no confidence in Gutierrez\'s chosen economic 
track 

trade negotiations. CONAIE has enjoyed little success lately 
in organizing mass protests 

more bluster than fact. On corrupt bankers 

seem to be jumping on the bandwagon of criticizing the US. 
The leaders are ignorant of the complexity of the cases and 
of the GoE\'s poor response to continuous USG requests for 
needed information. 

KENNEY 
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administration in the Work Program of the ICAO 
Protection and Operational Security and Environment 
forgetting of course the rest of the ICAO programs 
especially in favor of the harmonized development of 
international civil aviation 

interest for the majority of ICAO countries 

priority for less-developed countries 

in our cultural area.\" 

MANZANARES 
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Spanish). These interdictions led to the arrest of more than 

10 

number arrested in 2003 according to officials. Of the total 
number of persons arrested 

Malians 

and Latin American countries 

rescued 171 illegal immigrants 

drowned and 35 \"disappeared\" in Mediterranean waters. The 
arrival of numerous pateras this summer made national news 
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headlines and raised concerns over the status of 
undocumented 

the porous nature of Spain\'s southern border. 


Labor & Economic issues 


4. (U) There are 800 

temporary work contracts in Spain 

from the Spanish Ministry of Labor and Social Affairs. The 

labor ministry also estimates that immigrants filled four out 

of ten new jobs created in Spain in 2003. The most recent 

data on immigrant employment from 2003 shows that immigrants 
from Colombia and Ecuador held 40.6 percent of all temporary 
contract jobs while the percentage of temporary immigrant 
workers from Eastern Europe 

declined. 


5. (U) Immigrant workers support a massive informal or 
\"underground\" economy according to recent economic studies 
(reftel). Economists suggest that informal economic activity 
accounts for 23 percent of Spain\'s GDP and approximately 120 
billion euros (USD 143 billion) in unreported economic 
earnings. They suggest that the participation of illegal 
immigrant workers in the underground economy has increased 
substantially since 2001. Reducing unreported economic 
activity and employment of illegal immigrants is a key 

concern for the GOS because of its efforts to link 

immigration policy to improvements in the labor and economic 
conditions. 


6. (U) In response to the challenge of illegal immigration 

and undocumented immigrant workers 

(PP) government passed measures under Spain\'s Law on Foreign 
Aliens (Ley de Extranjeria) before leaving office that 

required undocumented immigrants to have three years of 
residence in Spain before they could obtain legal resident 
status. The measures also restricted immigrants from joining 
political parties and labor unions. In recent months 

immigrant groups in Madrid and Barcelona have protested the 
law arguing that it has left nearly 100 

without work permits and denied them the right to free 
association or the ability to negotiate better work 

contracts. They demanded that the new Socialist government 
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reject the PP measures by rescinding the Law on Foreign 

Aliens and expediting work visas that would give legal status 

in Spain to all undocumented workers and their family members. 


The Socialists 


7. (U) Developing a policy to integrate immigrants into the 
labor market and manage the flow of illegal immigrants were 
priorities of the Spanish Socialist\'s (PSOE) electoral 
program. On September 14 

Social Affairs 

plan on illegal immigration to a congressional committee on 
economic and social affairs. Caldera proposed granting 
legal status only to those undocumented immigrants who 
demonstrated work ties to Spain for a minimum of one year and 
physically resided in Spain for a yet-undetermined time 
period. 


8. (U) The new proposal involves a one-time immigration 
process 

result in renewable 

undocumented immigrants currently in Spain who met labor 
legislation requirements. Under the proposed requirements 
illegal immigrants would have to reveal their employers 
voluntarily and prove that they had been working for them 
illegally for a minimum of one year to receive work permits 
and temporary resident status. Companies guilty of hiring 
illegal immigrants would be required to pay social security 
taxes retroactively for the immigrant\'s period of employment. 
Newly arrived immigrants 

history or domiciles (so-called \"clandestine\" immigrants) 
would not be eligible for normalization 

Minister Caldera. Caldera issued a report to the 
congressional committee outlining the new policy and said 
that proposal would be open to debate by all parliamentary 
groups 

was optimistic that the new plan would be approved by 
congress in October. 


9. (U) The GOSVs new plan has been sharply criticized by the 
opposition Popular Party and was met with mixed reviews by 
labor union leaders as well as the EU Immigration Commission. 
PP Secretary General Mariano Rajoy said the plan amounted to 
\"papers for all" illegal immigrants and argued that the 

proposal would benefit clandestine immigrants and criminal 
mafias. PP immigration spokesperson Angeles Munoz reiterated 
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the charge that the government\'s proposal was another attempt 
by the ruling Socialist party to \"radically change the 

policies put in place by the PP.\" Munoz said the 
governmentYs normalization policy would exclude the majority 
of out-of-status contract workers because only 8% of such 
workers have contracts that last more than a year. 


10. (U) Some labor unions and immigrant associations have 
also questioned the normalization criteria in Caldera\'s 
proposal. Immigration spokesperson for the Commissiones 
Obreras (CCOO) labor union Lola Granados added that most 
agriculture 

that last less then a year 

requirement would not help many immigrant workers in these 
industries. A spokesperson for the Association of Moroccan 
Immigrant Workers in Spain (ATIME) rejected the one-year 
formula and the requirement to reveal illegal hiring 

practices. ATIME said the government should have consulted 
with immigrant groups to establish consensus on the criteria 
for normalization before they announced the plan in congress. 
The General Worker\'s Union (UGT) expressed the concern that 
any changes in Spain immigration policy that did not 
strengthen immigrants\' labor rights would give immigrants 
false expectations. 


11. (U) Vice President of the European Commission on 
Immigration 

August that Spain\'s proposal would increase illegal 
immigration to other regions ofthe EU. Palacio commented 
that under the new Spanish proposal 

Spain could use temporary work status to emigrate to other 
parts of Europe Union where they would face equally uncertain 
job prospects. This concern was reiterated by the Catalan 
Convergence and Union (CiU) party 

also impose measures to prevent illegal immigrants from using 
their temporary residence status under the normalization plan 
to emigrate to other European countries 

within the Schengen visa space. 


12. (U) As the largest net recipient of immigrants in Europe 
Spain is the gateway into Europe for immigrants from North 
Africa and Latin America. Although the GOS contends that its 
proposed plan will resolve the backlog of undocumented 
immigrant cases and curb illegal employment in Spain\'s 
underground economy 

businesses 

new measures would penalize businesses for hiring illegal 
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workers by making them pay retroactive social security tax 
and may cause illegal immigrants to lose their jobs if they 
inform on their employers. The proposal also fails to 

address labor concerns on whether illegal immigrants can join 
unions or protect their employment status if they hold 
contracts for less than a year. In addition 

proposal could create an unintended pull effect of new 
immigrants into Spain and create problems with the EU on 
coordinating common immigration policies. The GOS proposal 
in its present form may not survive a robust domestic debate 
among businesses 

generate greater uncertainty about the direction of Spain\'s 
immigration policies within the European Union. 
MANZANARES 
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5. (U) While the Quito race is essentially a two-man show 
Ecuador\'s national parties are fielding candidates. PRIAN 
the party of billionaire banana magnate / two-time 
presidential runner up Alvaro Noboa 

Cruz 

traditionally weak in the highlands 

Eduardo de la Cadena. Predictably 

lies in meeting party founder (and fugitive from justice) 
Abdala Bucaram. Finally 

fields former Housing Minister Ermel Fiallo. None of the 
three garners even five percent support in recent polling 
however. 


Polls Show Moncayo Pulling Ahead 


6. (U) Recent polls taken at the beginning of September show 
incumbent Mayor Paco Moncayo enjoying a 12-15 point lead over 
former Mayor Rodrigo Paz. One poll indicated that Moncayo 
enjoys more support among women voters (55%) than men (46%). 
Moncayo also had high approval (56%) among youthful voters 
(ages 18-24 years). 


7. (U) Polls also show a coattails effect benefiting the ID 
prefectural candidate for Pichincha 

leads Paz\'s prefectural counterpart 

22%. PSP candidate Napoleon Villa 

brother-in-law 

rumors of corruption. 


Paz: Unfair Playing Field 
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8. (SBU) In a September 21 meeting with PolCouns 

accused Moncayo of using his incumbency as an unfair 
advantage to evade campaign finance limits. Those limits are 
artificially low 

the mayoral race in the capital (second only to the $44 

limit for the mayorship of Guayaquil). According to the 
electoral watchdog group Citizen Participation 

already exceeded his limit 

September 21. Paz claimed Moncayo is using municipal funds 
to publicize public works under his administration. 


Electoral Issues 


9. (U) Moncayo\'s popularity derives largely from a series of 
public works transportation projects and the successful 
clean-up of Quito\'s historic center. Critics fault him for 
getting off to a slow start at the outset of his political 

career 

successes. Paz promises to do Moncayo one better on public 
works 

airport. Paz has used the issue of citizen insecurity in the 
face of rising crime rates to attack Moncayo\'s performance. 
Paz told PolCouns he believes Moncayo 

has presided over the city at a time of rising crime rates 

is vulnerable on the security issue. PazY campaign has 
focused on poorer neighborhoods where crime concerns are 
highest. 


Comment 


10. (SBU) The Embassy enjoys good working relationships with 
both Moncayo and Paz. Either would continue to be supportive 
of Embassy administrative concerns 

construction of a new Chancery compound 

already been helpful. 


11. (SBU) The Democratic Left Party carries the burden and 
enjoys the advantages of incumbency in these races. It has 
most to lose in Pichincha 

plum political stepping-stone to national office. A loss of 

the mayorship or prefect would represent a stunning blow to 
the party\'s national standing. By all accounts 

reversal appears highly unlikely 

to repeat his term. 

KENNEY 
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a judge in Guayaquil reaffirmed his decision to deny the 
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attorney general\'s request to extradite Joseph Day to the 
U.S. on child pornography charges. Day will be tried in 
Ecuador on charges of minor corruption. (There are currently 
no laws penalizing child pornography 

Government is drafting a law to criminalize child pornography 
and use of the Internet for this purpose.) The media reports 
that after being tried in Ecuador 

U.S. for a trial on child pornography charges. This case 
appears in "El ComercioW and several other newspapers 
frequently and has raised public consciousness about child 
pornography. 


8. (U) At the ILO/DINAPEN training 

the importance of fighting CSEM. He said training the police 
was vital. Media was present 

Department next week of any mention on television or in the 
newspaper of Baca\'s speech. 


9. (U) Comment. PolOff recently gave Ecuadorian officials 

the Tier 2 Watch List action plan. We will continue to work 
with them and NGOs to encourage them to comply and provide 
the Department with a report by November 15. The Embassy 
will encourage congresspeople to speak out against TIP and 
enact the pending anti-TIP legislation in a quick manner. We 
also will follow up with the ILO and DINAPEN to monitor the 
training series in other provinces. End Comment. 
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brother Gilmar 

Renan Borbua. All were PSP founders and had the boss\'s ear. 
They had convinced Gutierrez that his and the PSP\'s actual 
popularity dwarfed that reported in opinion polls (an August 
\"Monitor\" poll 

percent in the Pichincha province prefect race). They 
believed that GoE funds 

party further in October. Xavier Ledesma 

administration\'s secretary general but not PSP 

three\'s position 


3. (C) Their analyses were ridiculous 

decried. In one 

one stipend that Ecuador\'s poor received by $15 

would win the votes of the entire affected population. 
\"Serious\" Cabinet officials 

Mauricio Yepez 

had pointed out holes in the PSP logic 

Gutierrez appeared ready to adopt the populist measures. 
Worse 

him focused on good governance and sound economics. Should 
the PSP fare as poorly as Baca thought it would 
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was likely to blame him and the financial team 

more spending would have delivered more votes. A putsch or 
mass resignation would surely follow. 


4. (C) Baca did not want to go. \"We\'re doing some great 
things now 

progress combating trafficking in persons (Septel). But the 
inner circle 

public service difficult. Baca saw no immediate solution. 


5. (C) COMMENT: We have long lamented that PSP party hacks 
and assorted hangers-on crowd Gutierrez\'s office and craft 
his agenda. They are most often behind the president\'s worst 
decisions 

Bucaram in Panama to picking fights with respected 
journalists. Yet Gutierrez mostly has resisted their efforts 

to derail the GoE\'s admirable fiscal probity. In 

working-level outreach and in coming calls on the president 
we will emphasize the dangers of populist economic policies 
while lauding Ecuador\'s recent fiscal responsibility. END 
COMMENT. 

KENNEY 
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challenges 

attention to our small Coast Guard (CG) and the large 
challenges it is facing in the Straits 

our neighbors across the Red Sea.\" Allimi said that incidents 
of piracy 

risen to alarming rates and could bring with them untold 
dangers in terms of terrorist infiltration and reestablishing 

of cells already destroyed by U.S.-Yemeni cooperation over 
the past three years. WI am afraid 

the good work we have done over the past few years could be 
rolled back if we don\'t do something quickly about the rising 
threat from the sea.\" Allimi said that boats were regularly 
dumping illegal immigrants coming mainly from the Somali 
coast and that only some of those are being caught and 
interrogated before being returned. \"Many are simply poor and 
seek jobs but others are here for drug-trafficking 

prostitution and arms smuggling. The situation is ripe for 
exploitation by new terrorist cells and criminals.\" 


4. (S) MOD Chief of Staff 

support his colleague\'s plea for maritime cooperation and 
assistance saying that the Yemeni CG has been able to detect 
smuggling and dumping of illegal aliens but usually too late 

to stop operations and 

intervene effectively. \"With all the Coalition naval vessels 
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inthe area 

to alert us but also to interdict and stop these boats 
Qassemi. \"Perhaps 

would get the message that they can\'t get away with this any 
more.\" 


5. (S) Both Allimi and Qassemi offered that a joint 
operations center should be set up 

elsewhere (perhaps Djibouti) so that U.S. and Yemeni forces 
could monitor and jointly react to piracy 

possible infiltration by terrorists trying to use Yemen as a 
safe-haven or base. \"At a minimum 

CG needs to be able to communicate with U.S. ships in the 
region to alert and be alerted by them to approaching illegal 
or hostile boats.\" Qassemi suggested that practical steps 
ought to be taken to translate what is clearly a common 
interest for the U.S. and Yemen into an actionable strategy. 


6. (S) General Smith agreed with his Yemeni hosts and said 
that he had no problem with the maritime coordination being 
proposed. General Helland 

said that he would be willing 

sit down for a working level meeting with General Qassemi and 
Minister Allimi to discuss the proposal in detail. The 

meeting ended with General Smith assuring Allimi and Qassemi 
that \"we\'re all in this together\" and that the U.S. and Yemen 
shared common threats and a common goal of dealing with 
security challenges in order to allow for the implementation 

of the broader 

and development. 


7. (S) Generals Smith and Helland concluded their visit by 
attending a live-fire demonstration by CSF forces of a 
take-down of a sheltered target. Under the supervision of 
their CUTF (HOA) CT trainers 

their exercises flawlessly and were commended by the visiting 
U.S. Generals. Colonel Yahya Saleh 

Generals Smith and Helland for the training which 

saved many lives in the recent take-down of rebel al-Houthy. 


KRAJESKI 
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Minister\'s announcement would make the SNO network available 
by early next year 

the services market in February. Deputy Minister of 
Communications Roy Padayachee also claims to have 
confirmation that Nexus will drop its legal action and that 

the SNO parties are moving forward. To date there has been 

no public comment on the Minister\'s proposed shareholding 
structure or her approval of the SNO license. 


6. (U) Meanwhile 

awaiting the Minister\'s October press conference where she 
has said she will elaborate on the telecom liberalizations to 
take place February 1 


FRAZER 
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\"disappointing\" 

said the document 

the third draft. In public 

the following items as the significant issues of the fourth 
draft: 


- The scorecard definition of accreditation is incomplete 
with major omissions 
apply the scorecard to real businesses. 


- Some targets are punitive and fail to account for special 
circumstances. 


- The excessive number of indicators creates unwarranted 
complexity and inflexibility. 


- The Charter lacks clarity on issues 
industry implications. 


- The Charter proposes interference in issues 
no significance to BEE and may actively prejudice 
multinational companies. 


- The appointment and governance of the BEE Council 
rules and procedures 
decisions are undefined. 


- The Charter scorecard contains rigidity and inflexibility 
which do not allow for different business models in a widely 
diverse ICT industry. 


4. (U) AmCham and several representatives of American firms 
in South Africa met with Dali Mpofu 
Working Group and members of the scorecard drafting team. 
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According to IBM Country Manager 

of AmCham\'s points pertaining to the draft\'s ambiguity 
regarding scoring and bonus points and said the Working Group 
would take those into consideration. 


5. (SBU) Mpofu also indicated that he plans to submit a 

fifth draft of the ICT Charter to the Minister of 
Communications by the end of September. The fifth draft 
would not be available for public comment at that time. 
Mpofu expects to receive government\'s feedback by the end of 
October. He said the BEE Council would be formed between 
December 2004 and February 2005. According to Mpofu the 
Council must represent the sector 

labor and include representation from the provinces. (NOTE: 
The composition of sectoral councils has been a major 
sticking point in the financial services sector and promises 

to be a contentious issue in the ICT sector as well. END 
NOTE). 


6. (U) Complete text of AmCham\'s submission to the ICT 
Working Group will be faxed to the South Africa desk. 


FRAZER 
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one of his relatives...(and) will be required to return for 
interrogation a few days later.\" It goes on to say that 
unnamed security forces state that Al-Mutairi will be 
\"acquitted or referred to the Public Prosecution depending 
upon the results of the interrogation.\" Given the very 
public debate on the treatment of detainees in Guantanamo 
and 

attention paid to the results of any interrogation. In 

addition 

detainee Fawzi Al-Odah\'s father 

quoting him for his take on recent developments. Khaled was 
a key proponent of the Supreme Court brief and is listed as a 
party to the case. 


4. COMMENT. In stark contrast to the media reports 
contacts stress that the GOK will adhere to the bilateral 
agreement governing Al-Mutairi\'s transfer. They emphasize 
that any Kuwaiti released to the GOK will be immediately 
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turned over to authorities. Furthermore 

the handling of this transfer will affect the potential 
release of other detained Kuwaitis. With the ultimate goal 
of seeking the extradition of all Kuwaitis in U.S. custody 
they are unlikely to take any action that would rock the 
boat. END COMMENT. 

LeBaron 
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difficult and too dangerous.\" While ruling out military 
assistance 

to provide additional aid funds 

request from the UN for one or two military officers to serve 
in UN headquarters in Baghdad. (Comment: A senior MOD 
source told DCM that the New Zealand UN Mission had been 
instructed to work with the UN to ensure that an 
\"appropriate\" invitation would be issued once the UN was 
ready to return to Iraq. End Comment.) In an interview with 
NZ media September 26 

emphasized that a secure Iraq would serve as a defense for 
New Zealand. He listed a number of areas where the GoNZ 
could assist 

agencies 

multinational force. 


4. (C) Comment: Clark\'s insistence that further GONZ 
assistance would be either solely financial 

of the UN is in keeping in tone with earlier comments. She 
has always studiously refrained from linking NZVs presence in 
Iraq to the US and the Coalition 

that her government\'s decision to deploy to Iraq was taken in 
order to support NZ\'s commitments to the UN and the 
multilateral system. Despite this 

emphasize that 

remain engaged in Iraq in some capacity. While Clark was 
adamant that the troops were returning based on a 
pre-determined schedule (and indeed 

rest after a their grueling six-month deployment) 

pressures have likely played a role. Much of the North 

Island was damaged by severe storms and flooding in the first 
half of 2004. Infrastructure repairs have been hampered by a 
shortage of civil engineers 

fill this critical gap. 

Burnett 
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modify and amend the letter of agreement between the USG and 
the Colombo Plan DAP 

in the following respect: 


The USG will provide USD $175 

reduction projects. The full project description and project 
goals are described in Sections II and III below. All other 
obligations 

agreement dated June 26 

full force and effect. 


Provision of USG grant funding beyond the current fiscal year 
is conditioned upon satisfactory progress toward project 

goals and the availability of funds authorized and 

appropriated on a year-to-year basis by the U.S. Congress and 
approved by the USG Department of State 

International Narcotics and Law Enforcement Affairs (INL). 


Il. PROJECT DESCRIPTION 


A. Training of Religious Leaders Relating to Mosque-Based 
Aftercare Programs -- 100 


Project funding supports travel and training program to 
enable religious leaders to engage with the community on 
providing enhanced support for those most vulnerable 
recovering drug users. 


-- The Colombo Plan DAP will utilize these funds to work with 
religious leaders to train them in relapse prevention and 
aftercare for recovering drug addicts in the community and 
help these leaders develop related programs for working with 
the target population. 


B. Mosque-Based Prevention and Aftercare Program for 
Indonesia -- 75 


Project funding supports the training of religious leaders to 
implement prevention and aftercare programs through places of 
worship in the community and the creation of mosque-based 
centers. 


- The Colombo Plan will work with religious leaders to 
establish 12 mosque-based centers for prevention and 
aftercare programs in the community 

provide training to the organizers on the faith-based 
approach to drug awareness. 


III. Project Goal and Achievement Verification 


The goals of these projects are to enhance the ability of 
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Islamic leaders to provide support within their communities 
to recovering drug addicts through a faith-based approach. 


A. Specifically 

aftercare programs complements the DAP\'s successful method of 
engaging faith-based organizations in drug awareness and 
demand reduction. As communities address the initial stages 
ofthe drug abuse cycle 

achieved results and demonstrated capacity in demand 

reduction. This project enables them to expand their support 

by caring for recovering drug addicts and addressing the 

spectrum of the community\'s vulnerable members. 


B. The Mosque-based prevention and aftercare centers build 
on DAP\'s efforts in utilizing a faith-based approach to drug 
prevention and demand reduction at the community level. 
Muslim- and Buddhist-based training workshops have already 
demonstrated the positive reaction to such a drug awareness 
approach. The proposed 12 centers in Indonesia will further 
support these communities\' efforts at the grassroots level as 
well as showcasing positive USG support for Muslim 
communities. 


The Colombo Plan DAP will submit after-action report on both 
projects in its regularly scheduled reports it submits to the 
Department. 


Done in duplicate at Colombo 
October of 2004 


For the Government of 
the United States of America 


Jeffrey J. Lunstead 
Ambassador 
United States Embassy 


For the Colombo Plan 


Kittipan Kanjanapipatkul 
Secretary General 


SIPDIS 
Colombo Plan 


End Text. 
LUNSTEAD 
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the U.S. suggested wording be changed to \"fiscal year." 
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Poloff responded that the U.S. would not have an issue with 
this change. The Japanese representative said he did not 
have specific instructions from Tokyo 

generally respected the consensus opinion. He pointed out 
that 

participate in program activities versus the U.S. proposal 
focused on the right of decision making 

former type of sanction could be more effective in making 
member states pay their arrears. 


5. (C) SUGGESTED CHANGES TO THE U.S. AMENDMENT: The 
representative from Thailand suggested changes to the U.S. 
amendment 

to participate in decision taking\" be altered to \"not be able 

to participate in program activities 

expense.\" Full text of Thailand\'s proposed changes follow in 
para 6 below. (Poloff noted that the U.S.Y position was 
intended not to block participants from training 

opportunities and did not know how Washington would respond 
to this suggestion.) The Pakistani representative noted that 
the suggested change by Thailand was troubling in that it 
restricted program opportunities again. The Secretary 

General said the proposed change in wording could represent a 
compromise that would allow member countries to retain the 
right of membership by not barring their right of decision 
making and still allow access to training opportunities (if 

the member countries paid their own way). In a response to a 
question from poloff regarding the point at which a member 
country\'s financial support for access to training would 
outweigh the amount of annual dues 

said that for the annual 14 

member states receive 50-60 scholarships valued at 

2 


6. (SBU) Begin text of changes proposed by Thailand: 

VA Member Government that is in arrears in the payment of its 
assessed financial contributions to the organization shall 

not be able to participate in program activities 

its own expense if the amount of its arrears equals or 

exceeds the amount of the contributions due from it for the 
two preceding financial years. The Council may 

nevertheless 

in program activities if it is satisfied that the Member 
Governmenit\'s failure to pay is due to conditions beyond the 
control of the Member Government and upon agreement to an 
approved amortization plan to repay all outstanding 
contributions. A Member Government\'s participation in 
program activities shall be restored 

pursuant to such a plan continue to be paid. Such an 
amortization plan should not exceed seven years in length.\" 
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End text of proposed changes. 


7. (U) The member countries took note of the proposed change 
by Thailand 

they would have to discuss it with their capitals. At the 

end of the meeting 

not set a date for the next working group meeting at that 

time 

representatives present had heard back from their capitals on 
these developments. 


8. (C) ACTION REQUEST: Mission requests Department guidance 
on a response to the suggested wording change by Thailand. 

The Secretary General is keen for a compromise to resolve 

this multiple-year discussion on the issue of the amendment 

and the Thai suggested changes may represent that compromise. 
Mission notes 

in arrears would actually pay for their nationals to 

participate in programs in the absence of financial support 

from the organization. Unless the defaulting governments pay 

for such participation 

proposed amendment would be that those citizens who would 
most benefit from the programs are denied the opportunity 
because their government is in arrears. If Department feels 

that the Thai proposed amendment is not acceptable 

Department may wish to consider a demarche in Bangkok 

would probably have more effect than a representation here to 
the Thai Embassy. END ACTION REQUEST. 

LUNSTEAD 


20989 

consideration of 3500 protectors 

police and staff was a bit larger than what was likely to be 
deployed in the short term 

battalion and an extra Rwandan battalion would bring the 
numbers closer to 2000 than 3500. 


3. (C) On Bakassi 

reiterated Nigeria\'s commitment to working with Cameroon and 
other affected countries to finishing the demarcation of 

borders and transfer of authority. PolCouns asked about 
timing for progress 

Obasanjo\'s recent public reference to working maritime border 
issues at the Gulf of Guinea Commission. Ukonga said she 
thought that Obasanjo meant the Gulf of Guinea Commission 
would be a good place to work out future maritime border 
issues 

Bakassi should wait until the Gulf of Guinea Commission was 
operating. \"In any case 

let this issue be brought before the Gulf of Guinea 
Commission; Cameroon does not like the Gulf of Guinea 
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Commission to begin with 

be in Sao Tome 

boundaries issue) back to the ICJ.\" 


4. (C) U/S Ukonga said she believed Presidents Obasanjo and 
Biya would resume working the issue as soon as the 
Cameroonian election was over 

the Mixed Commission would be soon thereafter 

early November. Ukonga made no mention of Nigerian domestic 
politics 

becoming an issue during Obasanjo\'s election in 2003 

GON was returning the favor by helping keep it from becoming 
an issue in the Cameroonian election next month. There 
remained much work to be done on the maritime boundaries 
said 


5. (U) Minimize considered. 
CAMPBELL 
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the UN at its core;\" 


--continued their push for enhanced status for the European 
Commission (EC) in UN bodies (EU additionality); 


--agreed that engaging the EU in the UN before EU positions 
had been decided was difficult but necessary; 


--stressed strengthening the African Union (AU) in Darfur; 
--were noncommittal on EU next steps in Iraq; 


--predicted the EU would agree to UNSC referral of Iran\'s 
nuclear program if no deal were made by November; 


--did not predict whether a WEOG rotation in the UN Human 
Rights Commission (UNCHR) could be worked out. 


The EU is determined to increase its influence in the UN -- 
one official's speculation about a future permanent EU UNSC 
seat 

goes. We must keep engaging the EU on these issues 
including on additionality 

taken into account. END SUMMARY. 


2. (C) Robert Cooper 
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Foreign and Security Policy 

policy toward the UN: \"effective multilateralism with the 

United Nations at its core.\" A world in which states are 
governed by law is an important EU aspiration 

adding that 

power without law is barbaric. Given this EU view of the 

world 

international action 

\"for getting things done.\" Here Cooper stressed EU consensus 
on the importance of the UN 

something that \"idealists\" (like Sweden) believed in -- even 
the UK 

subject of power 

of \"multilateralism with muscle.\" He said he expected most 
future EU military operations would be \"UN-mandated.\" Even 
exceptions to this rule would likely occur under some sort of 
UN context. 


3. (C) Holmes noted that \"effective multilateralism\" had 
originated as a U.S. concept. He added that the U.S. defined 
\"effective\" as fulfilling a purpose. He said it was not the 
process itself that lent legitimacy 

accomplished. Holmes said 

had done more productive work in the UN than it was often 
given credit for 

debate over Iraq had produced more fog than clarity. Holmes 
remarked that he had seen an improvement in relations among 
UNSC members 

an EU perspective 

Furthermore 

engaged in Iraq when it looked so risky and expensive was 
difficult work. He added that the current Dutch EU 
presidency was pushing hard to that end 

the market will bear 

among member states. On a rational level 

wanted Iraq to be a success--but politicians 

heads of state 


4. (C) On the effect of Iraq on transatlantic relations 

Cooper did not think Europe would ever take a unified stand 
against the U.S. Cooper said the U.S. could usually find 
numerous EU allies (Wat least 101") to support its positions. 
He dismissed the possibility of the EU\'s becoming a 
\"counterweight\" to U.S. influence. 


5. (C) Holmes raised EU additionality (the European 
Commission\'s push for enhanced status in international 
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organizations and UN conferences) in meetings with Fernando 
Valenzuela 

the European Commission (EC) 

of the EU Council\'s Policy Planning and Early Warning Unit. 
Valenzuela 

EC Ambassador to the UN in New York in early 2005 
traditional observer status for the EC in the UN was no 

longer adequate. While stressing several times thatthe EC 
did not dispute that voting rights belong only to UN member 
states 

not elaborate) \"below the level of voting member\" would best 
fit the EC\'s international weight in areas in which the EC 
shares EU decision-making power with EU member states. 
Valenzuela said he was not pushing for any change in UN rules 
-- he wanted a \"pragmatic solution for better results in the 
UNA" Raising the current dispute regarding the World 
Conference on Disaster Reduction (WCDR -- see reftels) 
Valenzuela maintained that EC know-how on dealing with 
international disasters eclipsed that of the EU member 

states 

short of voting. 

6. (C) Holmes explained that 

expertise and does not want to stifle EU participation in UN 
agencies and conferences 

organization made up of member states 

states having the right to be represented in decision-making. 
Going beyond that for the EC would pose not only a legal 
problem but also give the EU an unjustified additional voice 
thus putting the U.S. and other UN member states at a 
disadvantage compared to the EU. In addition 

precedent that would open the way for other regional 
organizations to request similarly advantageous status. 
Holmes emphasized that the issue was not whether the EC could 
contribute its input in EU deliberations but whether a non-UN 
member should have a role in UN decision-making. 


7. (C) Expressing a different view than that of the EC and 
Valenzuela 

the EU Council. Heusgen echoed Valenzuela\'s arguments about 
the ECVs \"special competence\" in many areas 

when the EU gains a \"legal personalityW under the new EU 
constitutional treaty 

unit. Therefore 

after the treaty enters into force. (NOTE: if approved by 
voters in the EU member states that are holding referenda and 
ratified by member-state parliaments 

treaty would probably enter into force in early 2007. END 
NOTE.) Looking ahead 

permanent EU UNSC seat 

would supplement or replace the British and French P-5 seats. 
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8. (C) Holmes stressed to Heusgen the U.S. desire to engage 
the EU in international bodies before the EU has decided on 
positions it is unwilling or unable to change. Heusgen 

agreed that it was difficult for the EU to take outside input 

into account 

among the EU-15 and would be even harder with 25 member 
states. However 

now evolving earlier due to the increasing development of 
EU-wide perspectives among member states and better 
member-state coordination. The establishment of a unified EU 
external relations service under the constitutional treaty 
would enhance this process 

much easier to deal with than under the current six-month 
rotating presidencies. 


9. (C) On Darfur 

the UN on an expanded monitoring force. Cooper said the EU 
wanted to get the AU to function and to make use of the EU 
military planners waiting in Addis Ababa. Holmes said 
continued pressure was needed on Khartoum to allow access for 
the international community -- maintaining the threat of 
sanctions was important to keeping the pressure on. Outside 
the UNSC 

follow through on their commitments to provide needed 
logistical and financial support. Underscoring the depth of 
U.S. concerns 

report in which some 1 

\"devastating\" picture. Heusgen said that the EU Council had 
gotten a mandate from EU FonMins to consider sanctions; a 
working group was examining the matter. In his view 

most important next step would be to increase the number of 
observers -- adding to the 150 observers could do more than 
inserting a poorly trained protection force. Heusgen added 
that the EU would be happy to help with training 

nothing had been decided. 


10. (C) USEU PolMinCouns asked for Cooper\'s views on the 
timeline for elections in Iraq and whether the EU would 
provide any support for the UN protection force. Cooper 
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replied that the EU was \"scrambling around\" for funding 

he thought it would work out in the end. There had been a 
discussion in the Council about EU funds to support the UN 
but the Community budget could not legally be used for 
military operations. External Relations Commissioner Patten 
was casting around for alternatives 

it would be possible to get around this legal prohibition. 

The amount of money--25 million euros 

per member state--was so small that Cooper expected the EU to 
find a way to provide the support. He felt that police 

training would be \"on the margins\" of what may be possible 
for the EU 

in police or judicial training 

member-state backing. There was also the additional question 
of physical security 

continuing to pursue these possibilities. 


11. (C) On Iran 

UK) had each briefed him after most meetings with Iranian 
representatives. Cooper\'s impression 

countries\' read-outs 

the rest of the EU along with their efforts. Ensuring the 
backing of all 25--which Cooper would continue to work 
toward--would be important in the run-up to what he foresaw 
as \"crunch time\" later this fall. If a deal could not be 

worked out with Iran by November 

issue to be referred to the UNSC. In response to Cooper\'s 
question about the likely content of a UNSCR 

that an IAEA Board of Governors (BOG) report recommending 
IAEA referral to the UNSC would assume advance support or at 
least non-opposition at the UN from reluctant members (China 
and Russia)-- who would have had to have agreed to the IAEA 
referral. Meaningful Council action would require more than 

a technical referral; the details of the IAEA referral would 

form the basis for the UNSCR and would outline the areas in 
which Iran needed to take action. Holmes sketched likely 
next steps 

probably be the most severe option a UNSCR would contain. 
Judging from his reading of the EU mood 

had the impression that November\'s BOG meeting would be 
different than previous ones 

coming to acrunch.\" \"But the Iranians are clever at evading 
at the last minute 
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12. (C) Holmes also raised U.S. interest in changing the WEOG 
rotation at the Human Rights Commission. Explaining that the 
U.S. now accepted remaining off for two years out of 21 

was up to other WEOG members to agree to the same 
limitations. Heusgen did not predict how the EU would 

respond 

reform had come up several years ago. At that time 

countries did--after tough discussions--agree to sit out 

terms. 


13. (C) COMMENT: The 25-member-state EU\'s commitment to 
\"effective multilateralism\" and to increasing its influence 

in a strengthened UN have considerable implications for U.S. 
ability to pursue its interests multilaterally. Heusgen\'s 
speculation about an eventual permanent EU UNSC seat 
although long-range 

go. We must keep engaging the EU 

additionality 

account. Our persistence is paying off -- Valenzuela\'s 
approach to Holmes on additionality was more conciliatory 
than EC officials have been in previous meetings 

the Commission is realizing that U.S. red lines will have to 
be taken into account. END COMMENT. 


14. (U) A/S Holmes has cleared this message. 
MCKINLEY 
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necessary. 
Why didn\'t the Commission go along with the Council\'s 
position last November? \"It was a question of power 
observes one German official. In this episode 
Commission has slipped a notch. End Summary. 


Waiting Until 2005 Data 


3. (SBU) According to a top European Commission official 
as well as French and German Finance Ministry officials 
Commission will not issue immediately a new recommendation 
on France and Germany under the Excessive Deficit Procedures 
(EDP) of the SGP. Both cases had been in abeyance 
due to a case the Commission brought against the Council in 
the European Court of Justice. The Commission had 
challenged the Council\'s right not to accept the 
Commission\'s recommendation to proceed under Treaty 
paragraph 104(9) 
sanctions. Instead 
under 104(7) arguing that the previous conclusions under 


Column 3 
this same paragraph had become partially obsolete. 


4. (SBU) In July the Court issued a decision stating that 
the Council could not issue its own conclusions but must 
accept or reject recommendations put forward by the 
Commission. The Commission claimed this as a victory since 
it annulled the CouncilYs conclusions. German members of 
the Council regarded the outcome as 
decision. The Court declared tne Commission\'s argument that 
the Council had to accept its recommendation as 
\"inadmissible.\" 


5. (SBU) Now 
official 
budgets for 2005 for both France and Germany. These are 
scheduled to be submitted to the Commission in early 
December. Should either country not have a credible budget 
that reduces their deficit below the 3% GDP reference value 
the Commission would issue a recommendation under paragraph 
104(9) of the Treaty. If the Council were to adopt such a 
recommendation 
step in the EDP 
Council consideration of 


Council Conclusion of November - De Facto Acceptance 


6. (SBU) If the above scenario plays out 
ourselves essentially where we would have been had the 
Commission accepted the Council\'s conclusions of November 
25 
November 25 
German public commitments to reduce their deficits to below 
3% in 2005 (an extra year from the Council\'s earlier 
conclusions); and (2) willingness to escalate the case under 
104(9) should either country \"fail to act in accordance with 
its commitments.\" 

7. (SBU) Tactically 
Commission in the strong position of holding both countries 
to their own commitments. Such a course of action suggests 
the Commission is 
countries hang in limbo. According to the operative 
outstanding Council conclusions both countries are required 
to reduce their deficits by 2004. Clearly this is not going 
to happen. Technically the appropriate action would be for 
the Commission to issue a new recommendation under 104(7) 
for the Council's consideration 
Luxembourg Finance Ministry officials. This recommendation 
should reflect the new situation and 
Luxembourg official 
This course of action was suggested by the Court. 
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Commission staff 
believe the only appropriate course would be a 
recommendation under 104(9) 
November. 


More Comments 


8. (SBU) The Commission\'s apparent unwillingness to press 
its cases against France and Germany is 
not surprising. The Commission staff believes it can only 
proceed under 104(9) which is unacceptable to the Council 
Revising rules for implementing the SGP 
has suggested (septel) could provide a way out for the 
Commission. The other way would be to use new data to 
\"refresh\" the cases. Delays associated with either approach 
reveal the Commission\'s relatively weak position. 


9. (SBU) The Court case and Commission\'s delay have sown 
acrimony over the SGP. A European Central Bank official 
commented that the SGP has been useful but the controversy 
surrounding it has not been. \"The Commission acted 
unwisely 
with the majority in tne Council last November 
uproar would have ensued 
avoided. A German Finance Ministry official recalled that 
the then Economics and Finance Commissioner Solbes was 
willing to go along with the Council's position. \"It was 
Commission President ProdiW who would not give in 
to this official. It was \"a question of power\" between the 
Commission and Member States. The stuff of history books. 


10. (U)This message coordinated with Embassies Paris 
Berlin 


11. (U)POC: James Wallar 
wallarjg2@state.gov; tel. 49-(69)-7535-2431 
7535-2238 
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to the Stability and Growth Pact (SGP). The Pact is 
composed of provisions from the EU Treaty 
Regulations 
states that tensions have accumulated in the application of 
the SGP leading to a \"loss of credibility and ownership and 
institutional uncertainty.\" 


4. (SBU) The Commission\'s proposals are for a 
\"strengthened\" SGP and a Code of Conduct containing specific 
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economic-analytical tools to allow consistency in budgetary 
surveillance. According to a senior Commission official 
the Commission is seeking to strike a balance between rules 
that can take into account each country's unique economic 
circumstances and those that are sufficiently strict to 
instill necessary budgetary discipline. Another theme 
according to this official 
\"preventative\" measures 
deficits in good economic times 
concentrating on \"corrective\' measures. 


Key Elements of Commission Proposals 


5. (SBU) The Commission proposes to (a) refocus the SGP; 
(b) better coordinate budgetary policies; and (c) improve 
enforcement. 


6. (SBU) With respect to refocusing the SGP the Commission 
suggests: 


i. Placing more focus on government debt and 
sustainability. The Commission suggests making the debt 
criterion of the Treaty operational (e.g. initiate an 
\"excessive debt procedure\" when the debt exceeds the 60% 
reference value) and clarifying the basis on which to ass 
a \"satisfactory pace\" of debt reduction 
assessment of debt sustainability that takes into account 
pensions 

ii. Allowing for more country-specific circumstances in 

defining the medium-term deficit objective of \"close to 

balance or in surplus.\" A country with a higher debt level 

for example 

interpretation of the notion of \"close to zero or in 

surplus\" over the medium-term than a country with a lower 

debt level. 

iii. Considering economic circumstances and developments in 

implementation of the Excessive Deficit Procedure (EDP). 

One option would be to redefine the \"exceptional 

circumstances\" clause that can be invoked to avoid an EDP by 

adding the notion of \"prolonged economic downturn\" as such 

an \"exceptional circumstance.\" Another approach would be to 

allow country-specific deadlines for action rather than the 

standard ten months after the date new budget data is 

released 

cyclical development and debt level. 

iv. Ensuring earlier actions to correct inadequate 

budgetary developments. Under this approach the Commission 

would issue early warnings directly to member states when 

deficits are close to 3% (a point on which Ministers have 

agreed in the Constitutional Treaty) but also in good times 
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if agovernment is not moving close to balance or surplus. 

The Commission also could issue recommendations under the 
Broad Economic Policy Guidelines (BEPG). 


7. (SBU) On coordination budgetary policies 
Commission would like to reinforce the link between BEPG 
budget programs submitted under the SGP and national 
budgetary processes. BEPG address recommendations to member 
states on structural policies 
pension systems and labor and capital markets. The 
Commission believes that economic and budgetary policies 
need to set the \"right priorities toward economic reforms 
innovation 
investment and consumption 
achieving the economic objectives of the Lisbon strategy.\" 


8. (SBU) The Commission suggests that Stability and 
Convergence Programs should define the medium-term budget 
strategy at the beginning of a country\'s budget cycle. At 
present all Stability and Convergence programs are submitted 
to the Commission in early December 
country's own budget cycle. Synchronizing national and EU 
level budget exercises would allow a member state to reflect 
the Commission\'s and Council's assessments of its proposed 
national budget as well as the BEPG\'s in its national 
deliberations. Such sequencing would increase the 
interaction between European and national levels to include 
national parliaments in the debate. 


9. (SBU) With respect to enforcement 
suggests improving the quality 
of fiscal statistics 
(naming 
accountability on budgetary policies (including reports to 
the European Parliament and greater involvement of national 
parliaments). These would complement a change already 
agreed to by Ministers in the context of the Constitutional 
Treaty 
early warnings directly to countries without securing 
Ecofin\'s approval. 


Finance Minister\'s Take 


10. (SBU) At their informal meeting in the Netherlands on 
September 10 
reflecting on the Commission\'s ideas. The thrust of these 
comments is toward strengthening 
implementation of 
the Treaty (i.e. 3% deficit and 60% debt reference values to 
remain) and want only minimum changes to the regulations 
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Vif necessary at all" Specifically 
the Economic and Finance Committee to work out elements on 
the following issues: 


1. Strengthening the preventative arm of the SGP by having 
budget discipline in good times to gradually achieve 
budgetary surpluses 
transparent budget figures and growth assumptions. 

2. Enhancing the focus on debt and its sustainability by 
having debt over the reference value diminish at a 
satisfactory pace 

aging and implications of pension reforms. 

3. Drawing a distinction between measures taken and 
economic forecasting errors when assessing compliance with 
Council decisions; and 

4. Having budgetary policies set the right priorities 

towards structural reforms 

in support of the Lisbon agenda to promote economic growth 
and employment creation. 


Some Views: To Modify or Not to Modify 


11. (SBU) A German Finance Ministry official noted that the 
informal Ecofin seemed to concentrate on areas that would 
strengthen the rules 
the Dutch Presidency that has taken a strict line in 
implementing the SGP. A Commission official explained that 
the Ministers\' statement reflects areas on which there was 
consensus. This official suspects that some member states 
would support more flexibility. According to a senior 
Bundesbank official 
bankers and finance ministers are none too pleased with 
contemplated changes to the rules that they have been 
required to use in drawing up their medium-term budget 
programs. 


12. (SBU) Another German official speculated that the 
Economic and Finance Committee would not suggest any changes 
to the regulations. This position was supported strongly by 
European Central Bank President Trichet at his September 22 
hearing before the European Parliament. A senior 
Bundesbank official 
position would hold. The Dutch 
continue to toe the line against changes 
the leader of this pack 


13. (SBU) Three points in the Commission\'s proposals would 
require a change in regulations according to a Commission 
official. These would be to (a) modify the definition of 
\"exceptional circumstances;\" (b) provide for another 
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timetable for sanctions to be taken rather than the 10 
months from the date that new budget data is released; and 
(c) modify the timetable to correct the excessive deficit to 
reflect a country\'s circumstance rather than requiring it be 
done \"a year after its identification.\" A senior Luxembourg 
Finance Ministry official believed that some of these 
changes would be necessary to bring more clarity in how the 
SGP is being implemented. In his view 
strengthen the SGP nor weaken it. 


14. (SBU) A French Finance Ministry official generally 
supported the main ideas of the Commission\'s paper 
cautioned that the details could prove to be tricky. Tying 
national budget cycles to the EU-level Stability Programs or 
giving more weight to the BEPG are 


Next Steps 


15. (SBU) The Economic and Finance Committee will flesh out 
Ministers\' ideas with a view to having a first discussion at 
the November Ecofin. European Commission staff expect 
discussions to roll into the next year. After the Ecofin 
Council has concluded its deliberations 
present recommendations to the Council for approval. A 
Senior Luxembourg Finance Ministry official thought wrapping 
up the exercise in the first half of next year would be 
\"fortunate.\" He hopes they can conclude the work during the 
Luxembourg Presidency. 


Observations 

16. (SBU) According to a senior German official 
College of the European Commission agreed to taking the 
Council to the European Court of Justice over the excessive 
deficit cases of Germany and France provided that it also 
developed ideas for improving implementation of the SGP. 
This has positioned the Commission to devise new approaches 
to implementing the SGP. In doing so 
way out of the dead end it has found itself by sticking to a 
recommendation that the Council could not adopt last 
November (see septel). While this commitment was taken 
while Commissioner Solbes was in charge of DG Economics and 
Finance 
savvy 
a compromise that member states can live with. The 
Commission has put its cards on the table." 


17. (SBU) We would agree with the Commission staff 
observation that most of their suggestions and those of the 
Finance Ministers could be implemented without any changes 
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in the regulations. The Commission staff already examines 
cyclically adjusted balances as part of their overall 
assessment of a country\'s fiscal position. We would also 
argue that the \"special circumstances\" clause can be 
interpreted to make allowances for the timing of the 
adjustment path to correct the deficit. The German Finance 
Ministry has argued that the unforeseen 
slow done is such a \"special circumstance.\" On the other 
hand 
circumstances\" would allow countries to avoid any EDP and 
more intense budget scrutiny. This would not be helpful. 


18. (SBU) Putting more focus on debt would be a welcomed 
change. After all 
the stock of debt and its dynamics rather than the deficit 
of a single year. Seven of the Euro 12 (or nine of the EU 
25) are over the 60% limit 
100% level (Italy 
established in the 1990\'s when that was the average stock of 
debt for the prospective euro area. That number has gone up 
to 70% in 2003. In its latest World Economic Outlook 
International Monetary Fund confirms that the EU has 
demonstrated an \"unsustainable deficit bias\" since the 
creation of the European Monetary Union. 


19. (SBU) Subjecting member states to peer review when 
budgets are in better shape also makes sense. The authors 
of the IMF report cited above note that a \"key priority in 
the reform of the SGP should be to enforce greater fiscal 
restraint in good times!" in light of the costs of aging 
populations that loom larger and closer. Deutsche Bank 
Research has calculated that a one percentage point increase 
in EU government deficits raises 10 year government bond 
yields by 36 percentage points. Rather than spending money 
on deficit financing it might be better be spent easing 
structural reforms or cutting taxes. 


20. (SBU) Better forecasts and statistics (as in the case 
of Portugal and Greece) are very important. Uncritically 
accepting national budget forecasts is nice 
in the budget surveillance process. A little tough love 
would be better. 


21. (SBU) Providing better consistency between budget 
proposals and structural reforms 
covered in the Broad Economic Policy Guidelines make sense. 
The SGP should not be just a numbers game 
of economic policies designed to promote growth and 
employment. Deficit spending does not mean the money is 
spent wisely. Promoting such consistency would bring EU 
level macro efforts into the national arena 
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member states - amove many member states are likely to 
resist. 


22. (SBU) One issue confronting the Commission is whether 
the rules should be drafted to reflect economic reality or 
whether it is implementation that is to reflect the reality. 
Drafting more precise rules will not solve the issue of 
political will. That 
reside with the Council. 


23. (U)This cable coordinated with Embassies Berlin 
Luxembourg 


24. (U)POC: James Wallar 
wallarjg2@state.gov; tel. 49-(69)-7535-2431 
7535-2238 
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mechanism that was employed so successfully during the 
2002 food crisis. The GOM also reiterated its commitment 
to purchase and import 70 

neighboring countries despite indications that the 

private sector has the capacity to handle commercial 
imports. The GOM is planning to provide free and/or 
subsidized fertilizer and seeds to most farmers 

details have yet to be worked out. Private sector input 
dealers are concerned that delays in defining the scope 
and operation of the government scheme could impair the 
country\'s ability to be ready for the upcoming planting 
season. Despite this new leadership 

Program emergency operations for the January-April 2005 
period remain under-resourced. 


BACKGROUND 


2.The President of Malawi Bingu wa Mutharika called an 
emergency meeting to discuss growing humanitarian food 
needs in Malawi and to map out the way forward in 

the months to come. This meeting follows rising donor 
concerns about lack of GOM leadership on the growing 
humanitarian food needs this year. The meeting was 

well attended by Government Ministers 

government staff. 


3.The president explained the meeting was part of a 
consultative effort between GOM and its development 
partners. The president said the country is facing a 

food shortfall and made an urgent appeal to donors for 
humanitarian food assistance for the coming lean months 
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(October 

not declared. The GOM stated that it believes the 

country\'s humanitarian food needs can be met without such 
a declaration. 


4.At the meeting 

revival of the Food Security Joint Task Force to 

coordinate humanitarian food needs this coming season. 
The Joint Task Force ensured enhanced coordination 
between GOM 

last food crisis in 2001/02 and is credited with improved 
humanitarian response that averted hunger during the food 
crisis. 


5.The President of Malawi will personally chair the Joint 
Task Force meetings in order to issue the attention it 
deserves. In addition 

subcommittee of the Joint Task Force has been revived. 


6.Donor welcomes the leadership 

that 

donors may not be able to mobilize humanitarian food 
resources. 


MALAWI HUMANITARIAN FOOD NEEDS 


7.According to calculations by FAO/WFP Crop and Food 
Suppply Assessment Mission (CFSAM) 

deficit of 600 

cassava and sweetpotatoes are factored in 

deficit decreases to 408 

a combination of commercial imports (formal and informal) 
from neighbouring countries principally Zambia and 
Mozambique and humanitarian food assistance. 


8.Maize imports are primarily by either private sector 
importers responding to market opportunities and GOM 
interventions in the commercial maize sector. Informal 
private sector maize traders play a significant role 

in maize imports as recent monitoring by USAID-supported 
FEWSNET has revealed. 


9.In the month of August alone 

maize moved into Malawi by informal traders 

bicycles and small trucks. Imports will likely increase 

as demand increases in the coming months (Note: These 
import numbers sharply contrast the earlier 2 

month estimate 

dismiss the significant role private traders play in 

maize imports.) 
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10.Using the most likely scenario for Malawi by the 
Malawi Vulnerability Assessment Committee (MVAC) 
humanitarian food assistance news are pegged at 86 
for some 1.6 million people especially in the southern 
part of the country. 


11.Humanitarian food assistance is likely to be met 

through food aid programs managed by WFP and heavily 
supported by the USG. The WFP/Malawi emergency food 
program for the upcoming hungry season remains severely 
under resourced. WFP does not have enough food to 
maintain food aid deliveries during the critical January- 

March 2005 period. WFP indicates it needs 41 

between January and March 2005. WFP has made an urgent 
appeal to donors (including USAID) for immediate 
assistance. 


12.While the situation in Malawi is not yet a crisis 

there is a clear food aid need this season. Post has 
requested USAID/Washington commit further resources to 
the WFP/Malawi program from FY 2005 budget resources. 
Post strongly urges FFP to consider a total food 

allocation to WFP/Malawi of 30 

October 2004 to March 2005 period given the food 
situation on the ground. Sorghum would be more 
appropriate than maize this year in Malawi. 


STRATEGIC GRAIN RESERVE TO BE FILLED BY OCTOBER 


13.The Strategic Grain Reserve (SGR) is set to be 
replenished to the agreed level of 60 

Of this 28 

will replenish 32 

season. Tenders went out and deliveries have started. So 
far 

Agency 

end October 


14.In light of the anticipated WFP/Malawi pipeline break 

in October 

access the SGR maize now 

season. According to established SGR rules 

cannot release SGR maize without donor or GOM pledges of 
replenishment later. So far 

resources to replenish the SGR should WFP use SGR maize. 
The technical details of this arrangement are yet to be 
worked out. 


GOM TO IMPORT 70 


15.GOM is going ahead with the importation of 70 
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commercial maize for sale during the lean period despite 
donors concerns about the importation. GOM has budgeted 
MK 1.5 billion (13.8 million USD) for the exercise and 

the maize will be sourced locally and from neighbouring 
countries of Zambia and Mozambique. 


16.Donor concerns are three fold:(1) this decision will 
put pressure on GOM budget; (2) depending on price 
may disrupt the private sector maize trade 

in meeting humanitarian needs and (3) subsidized maize 
may be diverted by local elites 

the government parastatal 

subsidized maize to the population. 


17.GOM maintains that the 70 

contigency in case of private sector failure to supply 

maize at a critical time. At the September 18 meeting GOM 
commited to only intervening in the maize market in case 
of commercial maize shortage during the lean months and 
GOM has given the donors commitment that it will sell the 
maize to recover costs (e.g. no subsidy). 


18.Much mistrust exists between GOM and private sector 
maize trade. The private sector is uncertain as to 
government intentions while the GOM is unsure of the 
capacity of the private sector to meet maize shortfalls. 


19.Recently 

the REDSO-funded \"RATES\" activity 

between GOM officials and private sector maize players to 
foster dialogue and communication between the GOM and 
private sector. The meeting went well and the two sides 
have agreed to meet again. Mission hopes this marks the 
beginning of a real dialogue between the GOM and private 
sector. 


RASPOLIC 
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EU countries\" are ready to say \"yes\" to Turkey. End Summary 


2. (C) In a September 22 meeting with Assistant Secretary for 
Economic and Business Affairs Tony Wayne 

Ambassador Grela said that the Polish government strongly 
supports giving Turkey a date for EU accession talks. Even 
though Poland is a heavily Catholic country 

public and many Polish clergy have a great deal of sympathy 
for Turkey. One reason is that Turkey was the only country in 
Europe that didn\'t recognize the 19th century Partition of 
Poland. In addition 

Polanescu (as heard) 
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Istanbul that was settled by Poles located there by Russia. 
All these factors contribute to a positive historical feeling 
about Turkey that is deep-rooted and emotional. 


3. (C) Grela argued that the proof of the EU\'s desire to show 
an open and outward looking face depends on the EU\'s ability 
to open itself to possible new members. Poland is interested 
in other new members besides Turkey. Within the EU 

said \"more than 20 members!" favor giving Turkey a date for 
starting accession talks. A number of member states have 
some questions about timetables and conditions 

Polish view the offer for a date needs to be unconditional. 
Grela suggested that it would be better to offer no date or 

to delay a decision than try to impose more conditions. 


4. (C) On Cyprus 

debated 

Northern Cyrpus as well as proposals to allow trade. He said 

the Cypriot Ambassador had shown more flexibility and that he 
(Grela) believed an agreement in principle has been reached 

on EU assistance. Grela said some progress had been achieved 
also on trade but this was more difficult. Nevertheless 

Greala said he was optimistic that bit by bit an agreement 

could be hammered out to help Northern Cyprus. 


5. (C) Grela briefly commented on the Balkans and accession 
talks with Romania and Bulgaria. He said that it is crucial 

that the EU work to integrate the Balkans in the next five 
years. Serbia is key but it is drifting. The EU needs to be 
more engaged there and to show more political will in dealing 
with the question of Montenegro. On Romania and Bulgaria 
European Commission has concerns about its progress on 
closing three acquis chapters particularly in the justice and 
home affairs area. The Commission needs to do more to keep 
both Bulgaria and Romania moving towards their 2007 target 
date (a date that could slip). 


6. (C) Grela said that it is essential thatthe US and the EU 
work together to revive the transatlantic relations 

particularly in the areas of the EU\'s common foreign and 
security policy (CFSP) and European security and defense 
policies (ESDP). Poland wants EU efforts in ESDP to also 
complement those of NATO. Grela said that US/EU cooperation 
in foreign policy should focus on the Middle-East P 
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is after terrorists are identified. For him 
on the bank\'s part has been proven. 


3. (S) In August 
examination done by Ernst 8 Young. The report did not 
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indicate any wrong doings. A/S Zarate requested a copy of 
the report. Al-Gaith said he would share the findings of the 
examination. 


4. (S) Relying on news reports regarding the Al-Rajhi 

family is not a basis 

claims concerning the bank. Al-Gaith defended the banks past 
practices such as freezing Usama bin Laden\'s accounts in 1994. 


5. (S) Zarate noted that the United States Government (USG) 
has real concerns about the financial activities facilitated 

by Al-Rajhi and that these concerns were not an indictment 
against the SAG. Rather 

needs to be addressed. The USG and SAG need to be assured 
that Al-Rajhi is doing everything possible regarding 

compliance and cooperation. Particular accounts of concern 
need to be investigated and the bankYs compliance structure 
needs to be reviewed. Al-Gaith said that information on 
suspect accounts would be shared. 


6. (S) Al-Gaith pointed out that the MOI information 
originated with SAMA. He said that SAMA would look at 
specific accounts if the USG provided information. Zarate 
said he would follow up on the offer to provide specific 
accounts. 


7. (S) COMMENT: Al-Gaith did not appear to support a close 
relationship with the United States Government (USG) 
throughout the meeting (reftel). At the beginning of the 
conversation 

USG\'s allegations and that none of them were substantiated. 


END COMMENT. 
OBERWETTER 
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neither PWC nor its sub-contractors taking any responsibility 
for damage to the truck or injury to the driver. (Note. PWC 
is the prime food and water contractor for US military 
deliveries into Iraq; 641 of PWC\'s 2211 drivers are Turkish. 
End Note.) 


4. (C) DCM told Dingiltepe that any allegations of abuse or 
mistreatment would be taken very seriously. He asked for 
specific details of any and all incidents described by Ms. 
Dingiltepe 

by the Coalition Land Forces Component Command (CFLCC) 
the Indian 

been (Refs B and C). When asked if the Turkish Embassy were 
aware of US military provisions for drivers\' welfare 
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Dingiltepe confirmed that the Turkish Ambassador had received 
a letter from CFLCC Deputy Commander Major General Speer 
outlining these provisions (Ref C). 


5. (C) On September 25 

Yazir 

CFLCC/Embassy team for a briefing on convoy security 
provisions. CFLCC Brigadier General William Johnson stressed 
that all foreign national drivers receive the same level of 
protection as US military forces. He said that military 
equipment and supply convoys travel with one military cargo 
truck for every three civilian cargo trucks 

accompanied by one military gun truck for every ten cargo 
trucks. For civilian sustainment convoys 

military gun truck for every 10 cargo trucks in a thirty 

truck convoy. Drawing on information he had obtained from 
his counterparts responsible for movements from Turkey south 
into Iraq 

cargo/fuel trucks increases from 1:10 in the Habur Gate-Mosul 
run to 1:5 over the more dangerous stretches between Mosul 
and Bayji (aka \"Speicher\") 

Samarra (aka \"Anaconda\"). In conclusion 

emphasized that all convoys travel with at least one security 
vehicle (US military or contract security) for each 10 cargo 
vehicles and 

number of security vehicles. Dingiltepe replied that 

according to the truckers\' union 

insufficient; they are also demanding that there be no more 
than twenty trucks per convoy. BG Johnson added that there 
is additional airborne security that the drivers might not be 
aware of 

necessary. 


6. (C) BG Johnson next addressed some of the allegations 
presented in the Turks earlier meeting with emboffs. BG 
Johnson said that he had instructed that the same level of 
protection must be given to empty trucks as to full ones 
therefore increasing the number of trucks in convoys leaving 
Iraq is unacceptable. Regarding allegations that military 
escorts leave the scene or use cargo trucks as shields when a 
convoy is attacked 

position themselves between the convoy and the attackers so 
that the convoy can keep moving; they do not 

physically leave the convoy. With regard to drivers\' 
complaints about having to drive without headlights at night 
BG Johnson said that the military has found it safest to 

travel at night over some of these stretches. (COMMENT. 
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Although BG Johnson did not address the headlights issue 
directly 

further reduces the convoy\'s profile. END COMMENT.) 


7. (C) The discussion then turned to contracting issues. 
CFLCC Contracting Officer Captain Kirk Dailey explained that 
unlike other US military contracts 

for delivery of food and water 

because this is clearly so costly to the drivers 

the military might need to refine the contract. Dailey added 
that the military does not know how the various subcontracts 
are structured 

ensure adherence to the minimum contract requirements set 
forth in General Speer\'s driver welfare letter. The 
commercial counselor agreed that there needs to be some kind 
of inspection of the subcontracts to ensure that these 
provisions are in place. He also alleged that PWC is making 
drivers sign a paper saying that they will not seek 
compensation from their employers. The truckers 

usually not fluent in Arabic or English 

documents 


8. (C) Labor Counselor Yazir said that the truckers often 
have no contract 

DCM replied that it is unacceptable to the USG that US 
contractors are employing workers without contracts 
Johnson added that if PWC is not adhering to this 

military would address it. Yazir praised General Speer\'s 
driver welfare letter for conformance to international labor 
provisions 

be drafted and given to all contractors and their 
subcontractors. However 

provision for disability benefits in addition to death 

benefits. He stressed that a written contract becomes doubly 
important in cases of disability 

Turkey offers some benefits if there is proof that the person 
became disabled while working in Iraq or Kuwait. 


9. (C) Concerning the allegations that truckers had been 
abused by US forces 

would never condone the mistreatment of drivers 

to pass that message on. DCM asked the Turks to let the 
embassy know as they encountered problems 

notify the Government of Kuwait if abuses were occurring at 
the hands of Kuwaiti companies. BG Johnson said that he 
personally would address these issues with PWC and KBR. 
Dingiltepe concluded by stating that Turkey fully understood 
the important role its nationals were playing in assisting 

the reconstruction of Iraq and that the GOT was not 
contemplating a ban on travel of its citizens to Iraq as 

other countries had done. The purpose of raising drivers\' 
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concerns was to ensure that the rights and interests of 
Turkish nationals was safeguarded. 


10. (C) COMMENT. Post will work with the Turkish Embassy to 
follow up on specific contracting complaints 

compiling at present. We will also try to obtain a copy of 

the PWC document that prohibits drivers from seeking 
compensation. At the same time 

investigate contractors\' compliance with the measures already 
put into place. END COMMENT. 


11. (U) Baghdad minimize considered. 
LeBaron 
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Sekizkok reported that a Turkish truck driver 

had been abducted in Iraq in August and then released on 

Sept. 7. Civi told his story to the Turkish embassy in 

Baghdad. The Turkish embassy then sought to have Civi repeat 
his story to the U.S. Embassy there in order to assist with 

USG counterterrorism efforts 

the U.S. Embassy declined the offer. Sekizkok requested us 

to tell this trucker\'s story in case it would help the 

coalition and the IIG to prevent such incidents in the future. 


3. (SBU) CAVEAT: We present this version of events as they 
were told to us. Embassy does not/cannot vouch for the 
trucker\'s story nor do we call for action on anyone\'s part. 
We are passing on one trucker\'s story in the hope that it may 
be helpful to addressees. END CAVEAT. 


4. (SBU) Mithat Civi is a Turkish truck driver who was 
working for a Kuwaiti company 

Kuwait for Iraq in a convoy of 30 trucks; he was carrying 
fresh fruits and vegetables for the coalition. First the 
convoy traveled to Baghdad 

Fallujah. Still loaded 

about 10 other trucks for Ramadi 

days. 


5. (SBU) On the third day (o/a Aug. 23) 

Ramadi (NFI) ordered him to take his load--alone--to Esat 
near the Syrian border. Civi said that he argued with the 
soldiers 

According to Civi 

their weapons at him 

base near Esat. He arrived safely in East 

claims--U.S. soldiers there sent him back to Ramadi. 


6. (SBU) At Ramadi 
a former Saddam palace that coalition forces were using about 


Column 3 

four to five kilometers from the main Ramadi base. Civi said 
that he requested an escort 

again pointed their weapons at him to make him move on. At 
the former Saddam palace 

him 

why he was traveling alone 

vehicle with the help of sniffer dogs. They found no 
weapons 

rotted and was unusable. Civi claimed that the soldiers then 
forced him--again by pointing weapons at him--to return to 
the main camp at Ramadi. 


7. (SBU) Civi then said that on the way back to the main camp 
he lost his way and 

two sedans stopped him and armed men grabbed him 

one of their vehicles 

blindfolded or hooded 

truck moving along with his vehicle 

another insurgent. The truck later drove off another 

direction. The kidnappers told him that \"30 people\" had been 
watching him and following his movements since he arrived in 
Ramadi. 


8. (SBU) Civi and the insurgents arrived at a house outside 
Ramadi. They roughed him up a bit 

leader--identified to us by Sekizkok as \"Abu Hatt 
Tab\"--ordered the rough treatment to cease 

Civi reported that he was treated well. The kidnappers asked 
Civi what his religion and \"sect\" were. After about 24 

hours 

treated him well. His captors told him that he had been 
kidnapped for political reasons 


9. (SBU) A few days later 

had seen on television that Civi\'s Kuwaiti company 

had announced that it would cease its activities in lraq. 

Civi said his captors were overjoyed and fired their weapons 
into the air in celebration. A \"delegation\" (Sekizkok\'s 

word) of other insurgents soon arrived and transported him to 
a local mosque 

assistance of a Turkish-speaking journalist 

his way to Baghdad. 


10. (SBU) Comment: There are some inconsistencies in Civi\'s 
story that are worth noting. For example 

well enough from the main camp near Ramadi to the former 
Saddam palace 

palace to the camp? Is it reasonable to assume that on at 
least three occasions U.S. soldiers pointed their weapons at 
him whenever he protested their instructions? Still--despite 
the fact that he drove from Kuwait and not from Turkey--a 
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number of elements of Civi\'s story seemed to match some press 
accounts we have seen of Turkish truck drivers\' ordeal at the 
hands of the insurgency. Perhaps it will hold value for our 
counterterrorism analysts. End comment. 

11. (U) Baghdad minimize considered. 

EDELMAN 
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the US military in general. If this is to be the case 

we should ensure that it is the result of a decision clearly 
attributable to Chavez and the GOV 


Brownfield 
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rationalize a planned acquisition of Russian helicopters 

even to explain Chavez\'s absence at the UN General Assembly. 
End summary. 


2. (C) An ambush of a PDVSA exploration group by 
unidentified combatants killed six 

engineer and five military escorts 

September 17 in Apure State near the Colombian border. 
According to press reports 

lives of 51 troops since July 1983. Promising an 
\"overwhelming\" response to the attackers 

Chavez scrambled troops 

the incident 

confirmed that a Venezuelan Mirage jet that the press 
reported had crashed on 17 September was returning from the 
region; the pilot survived by ejecting. 


3. (U) Since the attacks 

suggesting their recent execution have been found. The press 
has speculated that six of these victims were members of the 
group responsible for the ambush. 


4. (U) The Colombian Government quickly cited \"reliable 
intelligence\" implicating the FARC in the attacks 

Colombian Vice President Santos charged that more kidnappings 
occur on Venezuela\'s side of the border than on Colombia\'s. 
(Comment: Santos\'s comments may not be far off the mark 
according to a University de los Andes professor 
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weekly death tolls and kidnapping notices in the local press. 
End comment.) 


5. (U) GOV spokespersons initially mentioned the possible 
involvement of the Bolivarian Liberation Forces (FBL) 
leftwing Venezuelan armed group loyalto Chavez. The FBL 
quickly denied any link to the incident with a full-page 
advertisement in the pro-government tabloid \"Diario Vea.\" 
The Apure State police commissioner confirmed that the FBL 
had been clashing with Colombian ELN guerrillas in the area 
for several months. The national investigative police 
(CICPC) on September 21 accused the FARC 10th front 
CICPC chief in Tachira state claimed the following day that 
the press had misquoted him and that CICPC investigations 
remained inconclusive. 


6. (U) Chavez did not discount the thesis of FARC 

involvement during his September 19 Alo Presidente program 
and warned Colombian guerrillas they would become his enemies 
if they violated Venezuelan sovereignty. Alluding to the 

FBL 

urged them to disarm and meet with him at Miraflores. 


7. (C) On a September 22 visit to the border region 

bristled at Bogota\'s \"suspicious\" quickness to blame the 
FARC. He charged Colombia to assume its responsibility for 
the incident and mused that the attackers probably had 
returned to Colombian territory. In an apparent reference 

to Plan Colombia 

of wan" for the region\'s instability. He also harped on the 
importance of officers maintaining high morale among their 
subordinates and promised greater logistical support as the 
media speculated about the troops\' discontent. 


8. (C) Not baited by Chavez\'s invective 

Uribe the following day publicly expressed confidence that 
Venezuela would work with Colombia to overcome the border 
problem 


Venezuelan foreign affairs ministers 
New York to look for new ways to avoid border violence. 


9. (U) Chavez took advantage of the incident to 
announce he had bought Russian helicopters to protect the 
border from such attacks (SEPTEL). MVR Deputy Nicolas 
Maduro 
attack to explain the cancellation of ChavezYs September 
20-22 trip to the UN General Assembly in New York. 


Comment 


Column 3 


10. (C) After years of allowing guerrillas to operate with 
impunity 

in part by the media storm surrounding the Apure killings. 
Blaming Colombia and the US 

masks the true reasons for Chavez\'s direct involvement in the 
matter. We suspect 

incident has shaken the military 

chances in letting things get out of control. In effect 

Chavez has had to face up to the question of whether his FARC 
policy has now cost the lives of Venezuelan soldiers. This 

is the second incident in less than a year (the first being 

the burn deaths at Fuerte Mara) where Chavez has intervened 
quickly and personally to calm the military. The 

government\'s willingness even to entertain the possibility of 
left-wing guerrilla culpability marks a slight shift in the 

party line. 
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authority of the State and the introduction of the rule of 
right 

installation of an independent justice 

corruption and nepotism and the restoration of public 
finances.\" 


9. (C) Daher Ahmed Farah is well-known in the Djiboutian 
political scene. Farah was arrested several times in 2003 

for comments made against government officials in his party\'s 
journal (MRD) 

journalist 

is comprised mainly of Issa sub-clan Fourlaba ethnic 
Djiboutians. The Fourlaba do not have a wide spread base 
throughout Djibouti 

many votes outside the sub-clan. 


10. (C) Ismael Guedi Hared 

known to be very generous towards his sub-clan 

partisan against the other communities during his tenure in 
public office. If chosen as opposition candidate 

sub-clan will be 100 percent supportive. 


11. (C) Comment: The key point in a discussion of the impact 
of Dini\'s death on Djiboutian politics is whether the 
opposition coalition will remain intact or the four parties 
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go their own direction. The motivation behind PDD President 
Chehem\'s declaration of candidacy is a linchpin to 
deciphering this particular mystery. If Chehem\'s declaration 
was done in collaboration with and the consent of the other 
three opposition parties 

opposition will present an Afar candidate and a Somali 
candidate. Chehem\'s press release to AFP indicated that 
the event of a second round tie-breaking vote he would defer 
to the opposition candidate who gained the most votes. This 
could indicate that the other parties were well aware of this 
action. Ifthe opposite holds 

is breaking from the coalition but leaving a loophole in case 
of success. 

RAGSDALE 
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accept the small notes is having a strong effect on the 
local fishing industry 

food supply. The fishing industry conducts a large 
portion of its transactions with FC 5 and FC 10 notes. 


TRANSPORTATION 
IVECO RESUMES DRC SALES 


9. Local press reported that Italian truck 
manufacturing corporation Iveco has relaunched its DRC 
operations after a decade of inactivity. The company 
which once sold almost 600 vehicles per year 

percent of its assets in the 1991 pillage. Sales 
recently resumed with orders for 26 new trucks from 
Safricas 

maintained a small staff in the DRC after 1991 despite 
their lack of sales. Customers have cited this as a 
factor in their choice to buy from lveco. Afritrans 
director Nazim Rawji stated that \"Iveco stayed in the 
DRC through difficult times. This explains our 
allegiance to the brand." 

LABOR 

CIVIL SERVANTS DEMONSTRATE IN MBUJI-MAYI 


10. Local press reported that approximately 1 
servants demonstrated in the streets of Mbuji-Mayi to 
demand salary increases commensurate with their 
colleagues in Kinshasa. According to union 
representatives 

strike if their demands are not met by the GDRC. 


OCPT MANAGEMENT COMMITTEE REPLACED 


11. The management committee of the Postal and 
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Telecommunications Office (OCPT) has been replaced 
an interministerial decree issued by the Minister of 

Post and Telecommunication and the Minister of 
Portfolio. OCPT workers had been striking for several 
months 

Workers accused the committee of mismanaging OCPT 
operations and withholding their salaries. 


INFRASTRUCTURE 
RENOVATED WATER FACILITIES PILLAGED 


12. Recently renovated Regideso facilities at Kisangani 
were looted by soldiers from a nearby camp at Lukusa 
and local civilians. Refurbished equipment had been 
installed at the pumping facility by the ICRC several 
weeks ago. 


AID 
WORLD BANK GRANTS DRC USD 60 MILLION 


13. In its most recent PMURR disbursement 

Bank granted the DRC USD 60 million for projects 
relating to health 

According to Social Fund (a GDRC body partially 
managing PMURR funds) Manager Finda Koroma 

will be used to create income-generating opportunities 
for Congolese in rural areas. 


FRANCE DONATES 5 MILLION EUROS 


14. International press reported that France agreed to 
donate 5 million euros in budgetary aid to the GDRC. 
The aid will be used to finance election preparations 
and debt servicing. 


15. INFLATION BY CATEGORY (IN PERCENT) 


WEEK ENDING 8/27 9/03 9/10 9/17 
FOOD 7 0 -3 0 
BEVERAGE 0 0 0 0 
NON-FOOD 0 -1 -2 0 
CLOTHING 0 0 0 0 

RENT 0 0 0 0 
TRANSPORT 0 0 0 0 
SCHOOL COSTS 0 0 0 0 
UTILITIES 0 0 0 0 
COMBINED FIGURES 

WEEKLY INFLATION 26 0 -1 0.1 
MONTHLY INFLATION 1.7 0 -1.1 -09 
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16. EXCHANGE RATE DEVELOPMENTS 


827 903 910 917 
CENTRAL BANK RATE 392.045 396.014 401.688 403.634 
PARALLEL MARKET 
-KINSHASA 390-395 390-395 400-405 400-410 
-LUBUMBASHI 380-390 380-385 400-405 400-405 
-MBUJI MAYI 385-395 385-390 400-405 400-405 
-KISANGANI 380-390 380-390 400-410 410-420 


-GOMA 400-410 400-410 410-415 410-420 
-BUKAVU 400-410 400-410 410-415 410-420 
MEECE 
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passed a resolution criticizing human rights abuses 
in Belarus and supported the freezing of assets of 
people indicted by the International Criminal 
Tribunal for former Yugoslavia (ICTY). In contrast 
to Patten 

direct criticism of the U.S. END SUMMARY. 


PATTEN: U.S.TESTOSTERONE 

2. In his last speech before the EP as Commissioner 
for External Relations 

U.S. on Iraq 

future of transatlantic relations. After noting 

that the world was not safer after the overthrow of 
the \"appalling Saddam 

much of the liberated land 

be involved in trying to hold the democratic project 
together 

He stressed that the Commission had already pledged 
200 Million Euros for 2004 and was hoping to secure 
an agreement for an additional 200 Million Euros for 
next year. On transatlantic relations 

worried that \"America\'s unwillingness to discuss 
with foreigners would lead to Europeans mixing up 
sniping at America and building up their common 
foreign and security policy 

side of the Atlantic 

our traditional partners.\" He added that \"the world 
deserves better than testosterone on one side and 
superciliousness on the other.\" 


MEPS ON IRAQ: EUROPE SHOULD ASSIST 
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3. On September 16 MEPs adopted a resolution (533 
votes in favor; 43 against; 26 abstentions) 
reaffirming \"the EU\'s determination to assist the 
transformation of Iraq and its reintegration into 

the international community as a sovereign 
independent and democratic partner country\" and 
supporting the Commission proposal to allocate a 
further 200 million euros of EU contribution for 
IraqVs reconstruction in 2005. MEPs did not include 
any request for election monitoring 

avoided criticism of U.S. policy. 


DARFUR \"TANTAMOUNT TO GENOCIDE\" 


4. On September 16 

(566 for; 6 against; 16 abstentions) a resolution 
condemning Sudan for its support in Darfur of the 
targeting of civilians in both villages of origin 

and centers for displaced people (reftel). The EP 
urged Sudanese authorities \"to end impunity and to 
bring to justice immediately the planners and 
perpetrators of crimes against humanity 

and human rights violations 

as tantamount to genocide.\" 


MEPS CRITICIZE LUKASHENKO 


5. In a resolution adopted by 499 votes in favor to 
20 against with 26 abstentions 

Belarus regime\'s \"indiscriminate attacks on the 
media 

human rights activists.\" MEPs call for free 
parliamentary elections on October 17 and ask the EU 
Council presidency to allow an EP delegation to 
monitor these elections. The resolution also 
criticizes President Lukashenko\'s attempts to seek 
an extension of his presidential term by referendum 
against the provisions of the Belarus constitution. 


GREEN LIGHT TO COMMISSION ON ICTY 


6. In support of the International Criminal Tribunal 
for the former Yugoslavia (ICTY) 

resolution giving the Commission a green light to 

allow the freezing of assets of people indicted by 

ICTY. 


(Drafted by POL: MVANAVERBEKE) 
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\"associations\"). He added that 

allows unions to form 

Calling them \"associations\" could weaken them 

calling them \"unions\" won\'t give them any authority not 
provided for by law. 


5. (SBU) Al-Tayer stated that the UAE had lagged behind other 
countries in the GCC in grappling with the issue of labor 
unions. Even Saudi Arabia was taking steps forward 

noted. Al-Tayer said that Bahrain had the most liberal union 
law that he was aware of 

overwhelming population of foreign workers. Qatar had put a 
clause into its new labor law that unions could establish 
themselves and Oman provided for workers committees. The 
UAE 

comprehensive fashion. (Note: According to MoL U/S Dr. 
Khalid Al-Khazraji 

specifically permits the establishments of unions.) 


6. (C) Although there is a vigorous debate within the UAE on 
how best to create labor unions 

difficult issue for the UAE is the overwhelming foreign 
population in the country (80-85 percent of the total 
population and 98 percent of the private sector work force). 
Al-Tayar said that if the Ministry of Labor wanted to open 
trade union membership to nationals only and close the door 
to expatriate participation 

solve the problem. Asitis 

regulate foreign participation in unions and is looking at 
other countries 

large expatriate worker populations to see how they deal with 
this subject. Speaking rhetorically 

expatriates be should be allowed to vote 

or just participate in unions. He said that even the foreign 
experts that the UAEG has hired find the question 
challenging 

unions (home country and UAE) and with the fact that many 
foreign workers remain in the UAE for only a few years. 


7. (C) The large expatriate workforce also presents 
demographic and security challenges. In an earlier meeting 
Al-Khazraji noted that the UAE national population was 
growing rapidly and that almost 48 percent of the UAE 
national (as opposed to expatriate) population was under 22. 
He added that he thought that the UAE was currently in a 
better position than some of its neighbors 

stressed that bringing these people into the labor force was 
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a challenge that the UAE needed to face. Contacts in the MFA 
and the UAE military and security services have also stressed 
the security challenges caused by the large and diverse 
expatriate population 

Pakistan or Afghanistan. 


8. (C) Comment: The Labor Minister emphasized that the UAE 
is committed to protecting workers rights. It is also clear 
that he and the UAEG are trying to grapple with the issue of 
creating trade unions and balancing security with workers 
rights. The U.S.-educated Al-Tayer 

sector background 

right to join unions and is looking at providing expatriate 
workers with some form of representation in the unions. We 
see the UAEG undertaking a slow deliberative process as it 
draws in a wide range of stakeholders to consider the issue 
of trade unions. Forthe UAE 

sensitive issues and it is more likely that changes will be 
sustainable if the UAE does pay serious attention to the 
issues. We are encouraged that the UAEG is working to get 
\"buy-in\" from various stakeholders as it develops labor laws 
that address its interests and seek to conform with 
international norms. End Comment. 
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strengthened the hand of those who want to slow down the 
process. Erdogan 

press to promote the line that he created the adultery 
controversy as part of a clever strategy to force the EU to 
drop what he came to believe were plans to set new 
requirements for beginning accession talks. End Summary. 


2. (C) Conflict between the GOT and the EU over the GOTYs 
apparent efforts to insert an article criminalizing adultery 

and fornication in the new Penal Code (reftels) was resolved 
September 23 when PM Erdogan told EU Enlargement Commissioner 
Verheugen in Brussels that he would drop the adultery clause 
and move to adopt the new Penal Code quickly. The Turkish 
Parliament met in special session September 26 and adopted 
the Code (details septel). Our EU contacts in Ankara 

mirroring their counterparts in Brussels 

lays the groundwork for the EU in December to set a 2005 date 
to begin the harmonization process (\"accession negotiations\") 
with Turkey. However 

handling of the conflict has raised questions about the 

sincerity of the GOTYs commitment to reform 
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PM\'s deep misunderstanding of the EU. AKP\'s critics 
Turkey and abroad 

true 

any other time since coming to power in 2002. 


3. (C) Contacts from across the AKP spectrum -- including 
party vice chairman for political and legal affairs Dengir 

Firat; chairman of the parliamentary Justice Committee Koksal 
Toptan; and iconoclastic member of the Human Rights Committee 
Ersonmez Yarbay -- told us the idea of adding the 
controversial adultery clause came from Erdogan and his 
immediate circle. Firat said AKP parliamentarians were 
focused on passing the Penal Code as a means to propel 
Turkey\'s EU candidacy 

claimed EU Enlargement Commissioner Verheugen had not been 
clear in warning Erdogan in private about the adultery law 
during his September 4-9 visit to Turkey (ref D). Asa 

result 

public statement vowing to press ahead on the issue. Despite 
mounting EU criticism 

after taking a stand 

Penal Code to allow himself time to soften the opposition to 
the adultery clause. A number of contacts reiterated the 
rumor we reported previously 

Emine who relentlessly pressed him to add the adultery 
clause. 


4.(C) Yarbay 

political-Islam Milli Gorus (National View) movement but at 
the same time a refreshing iconoclast on a wide range of 
issues 

not emerge as a result of pressure by conservative or 
religious AKP members. There was no grassroots demand for 
adding this element to the Penal Code (Note: results of our 
Sept. 24-26 tour of the strongly conservative eastern 
Anatolian province of Erzurum 

anti-adultery sentiment to be high 

contention: it was clear from reactions that too many men 
would find criminalization of adultery hitting too close to 
home. End Note). 

5. (C) There is no need for a criminal law on adultery; there 
has not been an increase in adultery since the previous 
adultery law was revoked in 1996 

Furthermore 

Islam. Although Islam does not distinguish between adultery 
and pre-marital sex (the Turkish word \"zina\" includes both) 
the law would have punished only married people engaging in 
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sex out of wedlock. In addition 

publicly to disclose sins such as adultery. Addressing such 
sins in the courtroom clearly contradicts Islam 

make matters worse 

licensed brothels would not have been found in violation of 
the law. Yarbay scoffed at claims by some party members that 
an AKP poll shows support among party members for 
criminalizing adultery. He said the party poll was 
\"manipulated 

elicit certain responses (Note: Radikal daily newspaper 
published the results of a 1999 survey showing that a 
plurality of Turks believes adultery should be considered 
grounds for divorce. End Note). 


6. (C) Some AKP contacts argued that Turkey\'s European 
critics misinterpreted the adultery proposal and blew the 
issue out of proportion. They view the harsh criticism as 
the result of an orchestrated effort by those who oppose 
Turkey\'s EU candidacy and suspect AKP of having a secret 
Islamist agenda. Firat 

an \"infidel\" by more publicly zealous AKP MPs 

that the EU should not be so suspicious of AKP. Making 
repeated 

that the EU should have raised the issue privately with party 
leaders before going public. 


7. (C) The more conservative chairman of the parliamentary 
Human Rights Committee Mehmet Elkatmis and his grandstanding 
deputy chairman Cavit Torun averred that the adultery law was 
designed to create a deterrent 

spouse would have had to file a complaint to initiate an 
investigation 

statute of limitations. The maximum penalty would have been 
six months to one year imprisonment 

judges routinely convert to a fine. Elkatmis and Torun 

lawyers 

the family structure 

(Note: As a counterpoint 

president of the Human Rights Association 

that the widely held view among Turks that family structure 

is more important in Turkey than in the West is a \"myth.\" 
Moreover 

noted that \"honor killings\" -- the killing by immediate 

family members of women suspected of being unchaste -- are 
also committed under the guise of protecting the family 
structure. End Note). Elkatmis averred that the debate over 
the adultery law obscured the image of a Penal Code draft 
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featuring progress on various human rights fronts. 


8. (C) Ankara-based officials from the EU Commission and a 
number of member-state embassies say Erdogan\'s handling of 
the issue has damaged Turkey\'s image in Europe. They predict 
the EU will still set a date in December for accession talks 

but believe the PM\'s actions have strengthened the hand of 
those who want to place strict conditions on that date. 
Particularly harmful was Erdogan\'s public rebuke of the EU 

for \"pressuring\" Turkey over the issue. How 

the leader of a country that wants to join the EU make such a 
statement? Toptan acknowledged the rebuke was a mistake 
said Erdogan was reacting emotionally to the overheated 
European criticism. However 

Embassy assesses the problem as having deeper roots. Erdogan 
does not appear to understand that joining the EU means 

giving up a portion of sovereignty. He also fails to 

recognize that support for Turkey in the EU is fragile 

did not see that failure to adopt the Penal Code could have 
tipped the scales the wrong way in December. 


9. (C) Erdogan 

to his image domestically from his and his government\'s 
flip-flops on the issue. AKP twice backed down on the 
adultery issue after Erdogan had publicly dug in his heels -- 
first 

Code without the adultery clause (Erdogan was out of the 
country at the time and 

consulted) 

Pro-AKP newspapers have been putting forth the theory that 
Erdogan raised the adultery issue to undercut what some 
Turkish conspiracy theorists alleged were EU attempts to add 
new requirements for Turkey to begin accession talks 
including a rumored EU requirement that Turkey allow the 
Kurds to secede. Under the pro-AKP papers scenario 
cleverly created the controversy in order to trade 
criminalization of adultery for an EU agreement to drop such 
alleged new conditions. One of our MP contacts 

indicated to us he believes this theory 

be trying to sell this line vigorously to its grass roots. 


Comment 
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10. (C) A number of contacts in CHP 

\"secular\" Turks 

face\" during this controversy. They argue that AKP should be 
seen now for what they have always maintained it is: an 
Islamist wolf hiding under (EU embossed) sheep\'s clothing. 
CHP criticism lacks credibility -- the party has engaged in 
knee-jerk opposition to AKP-backed EU reforms and has failed 
to establish itself as a viable alternative to AKP. 


11. (C) However 

advisors who many AKP MPs resentfully consider too close to 
him (including Egemen Bagis and Omer Celik) have revealed 
flaws in judgment more clearly than at any other time since 
Erdogan became PM. His failure to consult party members or 
the EU reflects his growing arrogance and remoteness; party 
members regularly complain to us that Erdogan no longer 
listens to them. His nationalistic decrying of EU 

interference in Turkey\'s internal affairs demonstrates an 
ignorance of what EU membership means. His decision to raise 
the adultery issue shortly before the October 6 EU Commission 
report on Turkey reflects a profound misunderstanding of the 
political landscape of the EU and its member states. 
ErdoganWs political instincts are still well-honed for 

Anatolia 

reading of delicate political balances inside the EU if 

Turkey\'s candidacy is to maintain solid momentum. 
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from the village on September 12 

Syriac community\'s return. The Jandarma were very clever 

said 

that approximately three weeks earlier 

notice to Sarikoy\'s current residents of its intent to evict 

them 

When the Jandarma discovered that the guards had gathered media 
representatives to observe the process 

and planned the September 12 operation. According to our 
contact in Midyat 

to the Jandarma post around 8:30 pm on September 12 

them that Jandarma officers were needed at an operation 
elsewhere in the region 

while they were gone. When the guards were inside the post 
Jandarma allegedly disarmed them 

Sarikoy. The Jandarma were reportedly planning to empty Sarikoy 
houses of the guards\' possessions September 18-19. 
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5. (SBU) For the moment the representatives of the Syriac 
community have stayed put at the Monastery 

concerned about security in the village. They will communicate 
with the Governor and Deputy Governor of Sirnak as they 
contemplate their return. 


6. (SBU) Comment: Sarikoy is not the only place where the 
presence of Kurdish village guards has proved an obstacle to 
returns for displaced persons. Lawyers at the Diyarbakir Bar 
Association told poloff they had been following this case 

like the Syriac community members 

the attention it was receiving from government officials. Other 
village returns (to majority Kurdish villages 

be considerably more politically charged 

expect the Jandarma action in Sarikoy to be a precedent. It is 
noteworthy 

increasing scrutiny by the European Union. End comment. 
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friendly government. The tri-partite Socialist led coalition 

was elected in November 2003 and the new Socialist led 
government in Madrid was elected in March 2004. This is the 
first time in 24 years of Spanish democracy in which both the 
Catalan regional government and the national government have 
been of the same party. Friendly atmospherics aside 
Carnicer also noted that the national government needed all 
of the Catalan votes to pass the national budget 

governs without an absolute majority. Finally 

pointed out that the autonomous regions of Catalonia and 
Andalusia provided many of the votes that allowed the 
Socialists to take power in Madrid. For all of these 

reasons 

receive a change in regional finances that favors Catalonia. 


8. Comment: The Catalan government is in a strong position to 
make demands during the negotiations for the 2005 Spanish 
Budget. President Zapatero\'s government does not have a 
majority in Parliament and will need the Catalan votes to 

pass his budget. As the first budget of Zapatero\'s 
administration 

will compromise and work hard to pass a budget with a broad 
range of support by regional parties. Catalonia is probably 

the autonomous region with the strongest bargaining power due 
to its size and the alignment of its Socialist-led government 
with the national government. Catalonia is likely to gain a 
significant increase in revenue from the budget negotiations. 
However 
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with demands of other regions in a budgeting environment of 
high aspirations but fiscal limits will be a major challenge 

for Zapatero\'s budget negotiators. 

MANZANARES 
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Hurriyet 9/26 

Iran tests strategic missile - Milliyet 9/26 

Israeli media boss wants to buy Al-Jazeera - Sabah 


OPINION MAKERS 

Violence never ends in Iraq: 23 killed - Zaman 

Fallujah a ruined city - Radikal 9/26 

Truckers targeted in Iraq: 10 killed - Cumhuriyet 

Bush 

Iraqi Shiite provinces demand autonomy - Zaman 9/26 

EU rapporteur: Turkey not ready for entry talks - Cumhuriyet 
9/26 

Israel assassinates Hamas leader in Damascus - Zaman 
Israel strikes Hamas in Damascus - Cumhuriyet 

Israel expands occupation of West Bank - Yeni Safak 
Greek Cypriot official blames "TRNC\ for training Chechen 
terrorists - Radikal 

UN: Sudan ready to grant autonomy for Darfur - Yeni Safak 


BRIEFING 


Parliament passes penal code reform: The Turkish Parliament 
adopted a major penal code reform on Sunday 

major obstacle to Ankara\'s bid to start accession talks with 

the European Union. The law 

old penal code 

align Turkish legislation with basic EU political norms. 

The Parliament was recalled from summer recess for Sunday\'s 
session after PM Erdogan agreed to drop plans to criminalize 
adultery in talks with EU officials in Brussels on Thursday. 

The new penal code expands freedom of expression 

greater individual freedoms 

rights abusers and torturers. The law will be submitted to 
President Sezer for approval. 


Brzezinski visits Ankara: On Friday 
Secretary lan Brzezinski discussed cooperation on defense 


SIPDIS 

issues with Turkish military officials in Ankara. The US 
side raised with the Turkish General Staff (TGS) the 
possible redeployment of 48 F-16s from Germany to Incirlik 
Air base. The Turkish side raised the issue of the PKK 
presence in northern Iraq. The meeting was held as 
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preparation for the Turkish-American high level defense 
group meetings to be held late this year. 


Gul meets Powell: FM Abdullah Gul discussed Iraq 
and the safety of Turkish truckers in Iraq at a meting with 
Secretary Powell in New York last Friday. Gul stressed that 
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Turkey and the US are long-time allies who have been 
cooperating on many issues 

between our two countries can be seen from Afghanistan to 
the Balkans 

terrorism 

is not just in the military field. Secretary Powell pledged 
continued US attention to Turkish concerns including Kirkuk 
trucker security 

with his Armenian and Chinese counterparts on Monday. 


Khatemi postpones Turkey visit: President Mohammad Khatami 
has postponed a scheduled visit to Turkey after the Iranian 
parliament blocked two major contracts signed with Turkish 
companies. Khatemi\'s political rivals in parliament passed 
a bill giving them veto power over a deal signed with 
Turkcell 

the first Iranian private mobile phone network. The law 
passed by the Iranian parliament also targets a $200 million 
contract with the Turkish-Austrian consortium TAV for 
construction and operations at Khomeini International 
Airport. 


Peace Monitoring Force to end Mission in Iraq: \"Cumhuriyet\" 
reports that the Peace Monitoring Force 

to ensure peace between rival Kurdish groups in northern 

Iraq 

members of the monitoring group will be pulled back to 
Turkey. 


Turkish Red Crescent Employee Evacuated to Ankara: 
\"Cumhuriyet\" reports that Turkish Red Crescent employee 
Mustafa Pekcan 

terrorist attack against a humanitarian convoy near Mosul 
last week has been successfully evacuated to an Ankara 
military hospital by US forces. The paper reports that 
Pekcan received care in Mosul by both Iraqi and US military 
doctors. 


Kurdish lawmakers due in Brussels: Former DEP lawmaker 
Leyla Zana is to go to Brussels on October 12 to lobby for 
amnesty for members of the PKK/Kongra Gel. Papers speculate 
that Zana will try to persuade the EU to force Ankara to 

grant a "political amnesty\' to PKK members. Zana 
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accompanied by three other Kurdish lawmakers 

the European Parliament and receive the Sakharov Prize in 
Brussels. Zana\'s request for a meeting with EU expansion 
commissioner Guenther Verheugen has not yet been confirmed. 


EDITORIAL OPINION: Iraq; Iran\'s Nuclear Program 


\"President Bush\'s Maneuver on Iraq\" 

Yasemin Congar wrote from Washington in the mass appeal 
\"Milliyet\" (9/27): WOn one hand 

diplomatically to secure more foreign troops in Iraq from 
countries such as Romania 

other hand 

possible pull out from Iraq. There is strong speculation in 
Washington about a relatively quick withdrawal from Iraq in 
the event that President Bush is reelected. This argument 
is based on the observation that the neo-cons have realized 
that forming a stable democracy in Iraq remains a far- 
fetched dream. . The administration is looking at this 
argument 

President Bush has repeatedly said that the US is not 
looking to "escape\' from Iraq 

complete withdrawal by 2008 after establishing peace and 
order there. Nevertheless 

Bush acknowledge the diminishing chances for success in 
Iraq 

Vietnam.Y . In any case 

scenario in Iraq 

that delegates security to local Iraqi forces before order 

is fully established in the country.\" 


\"Iraq was not Enough -- Now it is Iran\'s Turn" 

Zafer Atay commented in the economic-political Dunya (9/27): 
\"Recently 

about how to end Iran\'s nuclear research program. Some say 
that a quick-strike operation will be carried out against 

Iran\'s 8 nuclear facilities. After destroying these 

facilities 

regime will be supported to take over power. In this way 

Iran will be "liberatedW just like Iraq. .There is no doubt 

that the US 

countries 

will not be tolerated. All developing countries claim that 

the goal of their nuclear research is purely civilian. Both 
Pakistan and India exploded their atomic bombs at the same 
time they insisted on their commitment to peace. They then 
applied for membership in the "nuclear club 

was trying to maintain as an exclusive group. Most 

countries involved in nuclear projects open their doors to 

the Atomic Energy Agency (IAEA). Only a few 
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North Korea 

research behind closed doors. We recall that Israel 
attacked an Iraqi nuclear plant in the past. Did Israel 

have the right to carry out such an attack? No 

because Israel also is carrying out a secret nuclear program 
that is not subject to outside control. Despite all this 
secrecy 

UN ever question Israel. Naturally 

peace do not want the world turned into a nuclear waste site 
after a possible war. North Korea 

give up their nuclear programs immediately." 


EDELMAN 
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The reference is to the infamous Colonel Eric 

Rwandan extraction 

various forms of unrest in eastern Congo 

South Kivu. He was a member of former governor Chiribanya\'s 
militia 

recently has reportedly been recruiting -- both with cash and 
force -- Banyamulenge to form a military element. End Note.) 


4. (C) SRSG Swing told Ambassador September 26 that 
President Kabila and (Banyamulenge) VP Ruberwa had been 
working together to find a solution to the refugee situation. 
Both reportedly agreed that the situation had been 
mishandled 

question of the right of these Congolese citizens to return 

to their own country. Therefore the Congolese military had 
been ordered to break up new protests by firing into the air 
and to protect the refugees 

locations in Uvira. Both sites are being protected by an 
outer perimeter of Congolese military 

perimeter of Monuc security forces. UNHCR 

Congolese authorities continue to discuss how to handle the 
group 

other necessary support. 

Comment 


5. (C) It seems clear that the refugees -- and their 

situation -- are being manipulated by various elements. We 
doubt that their return is quite as spontaneous as Enock and 
others would like it to appear 

comments that \"4 

coming back 

vice-Governor of South Kivu had 

refugees as far as the border while at the same time 
province\'s second (PPRD) vice-Governor had been urging a 
cautious 
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fair to say that most Congolese authorities have been almost 
over-emphasizing the potential difficulties involved in the 
refugees\' return 

experience has been that demonstrations such as those in 
Uvira normally are staged by some political element 

case most likely anti-Banyamulenge extremists. Now that the 
refugees are here 

the international community -- and the transition government 
-- be seen to be supporting the right of Congolese citizens 

to return to their own country. 

MEECE 
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problem 

gain legal status or regain lost properties continue to face 
incommodious bureaucratic processes. In Adana 

of that city\'s Jewish community 

biggest problem is its dwindling size in the region due to 
emigration and self-selection 

Summary. 


Protestants in Diyarbakir: no legal status 


2. (SBU) The pastor of a Protestant church in Diyarbakir told 
poloff in a September 3 meeting that his congregation of 
approximately 60 members was able to worship freely 

currently experiencing any harassment. At a May 2004 hearing 
he said 

a church in an unauthorized building. In handing down that 
decision 

precedent stating that sentencing someone for using a house as a 
place of worship without government permission is a violation of 
Article 9 of the European Human Rights Accord. (Note: In an 
August meeting with poloff 

asserted that the decision is an example of progress in the area 
of religious freedom.) 


3. (SBU) While the pastor welcomed the May decision that 
allowed him to keep using the property for religious instruction 
and worship 

worshipers still do not have any legal status as a church. They 
cannot legally hire any employee (such as a pastor) nor provide 
benefits 

in the church\'s name. The building they are using as a church 
also serves as the pastor\'s home. If he should die 

how could he make sure it stays in the hands of his 
congregation? The church does not receive state assistance for 
electricity and water 

status do 

use as a cemetery for the community 
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4. (SBU) According to this pastor 

foundations must have at least one trillion TL (approximately 
USD 665 

to confirm this independently. End Note.) Only one Protestant 
foundation 

formed prior to the establishment of that requirement. The 
pastor said that there are approximately 70 churches dealing 
with the same lack of legal status issue 

representatives of Protestant churches have formed a legal 
commission that has been meeting in Izmir on and off for two 
months to determine how to move forward. At this time they are 
considering their best option to be forming an association 
(dernek). It would be based in Ankara; there would be a number 
of board members there and the churches would function like a 
federation. He will keep us posted as they move forward in this 
process. 


Catholic community in Mersin 


5. (SBU) A Catholic priest in Mersin who has been in Turkey for 
41 years (about 35 of them in Mersin) said that the church was 
trying to form a foundation in order to be able to get title and 
compensation for lost lands. He said that the church 

located adjacent to the Mersin Security Director\'s office and 
municipality building 

cemetery) over the last few decades as Mersin grew 

properties were untitled by government decision and located in 
growing urban areas. The property in Catholic Church use now 
was limited to the church itself 

adjacent additional building. He said that the church had been 
allowed land in a municipal cemetery when its dedicated cemetery 
was lost and that it is Wprotected and respected\" by 

authorities. 


6. (SBU) He was not optimistic that the foundation would make 
much headway and said that \"the Turks do not have a concept of 
reciprocity or give-and-take 

that pejoratively 

explicit 

doubted that many religious institutions 

would make progress because of institutional resistance and 
Diyanet suspicion. 


7. (SBU) He noted that the congregation was about 600-strong 
healthy 

largely self-supporting. He said that security officials were 
allowing Christians in Mersin to have their religion revised on 
their identity cards as \"Christian\" vice the automatic \"Muslim\" 
entry recorded at hospitals 
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confirmed the Christian\'s petition for revision. He said that 

is also occurring elsewhere in the Catholic community in Adana 
(where it is quite small) 

seat - others being Bishops of Istanbul and Izmir) and Antakya. 


8. (SBU) The church had had little trouble receiving money from 
abroad 

funds out 

on the occasions when this had occurred. He said these 
financial issues were not major concerns; rather 

lay in having to rely only on Catholic printed material 
published in Istanbul 

outside Turkey 

citizenship for clergy working in Turkey. Twice 

requests for citizenship had been rejected despite being in 
Turkey 41 years and he had only in 2003 received his first 
5-year residency visa 

in one or two-year increments. 


Freedom to veil 


9. (SBU) A senior Adana AK party leader asserted to PO in an 
August meeting that \"tolerance and freedom!" are much of what AK 
is about. \"It is so important for us 

large Sunni faithful population that feels controlled and 

observed and limited by the State and this is part of what is 
attractive about the possibility of freedom in the EU process 

he explained. \"Educating our women is important to us 

want 

turbans and receiving a modern education 

\"That is why the Prime Minister\'s children are in the U.S. 

are so many other AK Party members female children. You care 
about what they are learning 

what we want.\" [Comment: Secular Turks disagree with this view 
that the turban-style headscarf is purely a religious symbol; 
secular Turks say Islamists use the headscarf as a political 
symbol. End comment.] 


Adana\'s Jewish Community 


10. (SBU) A prominent Adana Jewish leader told PO in August 
that the community\'s synagogue is safe and afforded protection 
by the government. Istanbul congregations had urged the 
community to take more physical security since last year 

the group in Adana felt that the suggested costly physical 
barriers would raise their profile and draw more attention than 
their defensive contribution might merit. He said that the 
synagogue had yet to receive free electricity 

tried to do so. It was not an issue to him. He said that the 
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small Jewish community here was concerned about the recent 
criticism of Israel by PM Erdogan and hoped that it would be an 
\"isolated incident.\" 


11. (SBU) He said the biggest issue was the dwindling of the 

small Cukurova Jewish community as youth emigrate to Istanbul or 
abroad. He mentioned that his nephews and nieces are in 

Belgium 

daughter married and in Istanbul. He said that Jewish faith is 
\"drying up\" in Anatolia and predicted it will not last another 
generation 

government problems.\" He noted that rabbis infrequently come 
down to Adana from Istanbul or abroad and welcomed any American 
Jewish interaction from the small numbers stationed at Incirlik. 


12. (SBU) Comment: There is broad room for improvement on 
implementation of religious freedom reforms in Turkey. With the 
bureaucratic obstacles that are placed in the way of some faith 
groups attempting to obtain legal status 

government send a negative message and create de facto 
restrictions on religious freedom. And despite the acquittal of 
Diyarbakir\'s Protestant pastor 

him to begin with - for holding an unauthorized gathering in an 
\"illegal\" church - is an affront to religious freedom. Finally 

as for societal attitudes 

one breath 

be considered side by side with the less than tolerant views of 
many in the Sunni community toward Alevis 

religions. End comment. 


ALLISON 


21015 

countries should address U.S. concerns. The Dutch side 
repeatedly noted that while the Dutch were not pushing to 
lift the embargo themselves 

compelled to deal with the issue in accordance with the 
wishes of the EU membership. End Summary. 


2. (C) ACUCS VADM James Metzger and PM/DAS Greg Suchan 
briefed a Dutch interagency team on September 15 in The Hague 
on U.S. concerns related to a possible lifting of the EU 

China arms embargo. Dutch MFA Security Policy Chief Maurits 
Jochems hosted the meeting 

colleagues from the MFA Political Affairs and East Asian 

Affairs Departments and Ministry of Economic Affairs 

as representatives from MOD arms transfer office and Dutch 
Military Intelligence Department. VADM Metzger opened the 
meeting by stating that the symbolism of a decision to lift 

the embargo at a time when China was behaving in a 
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threatening manner vis-a-vis Taiwan would clearly send the 
wrong signal to China and would be counter-productive to 
resolving cross strait differences. He noted that U.S. 
concerns go beyond countering immediate military threats to 
include long-term worries about Chinese proliferation to 

third countries. He also said that the U.S. is concerned 

about transfers of seemingly non-lethal systems such as night 
vision devices which could significantly enhance Chinese 
capabilities. 


3. (C) Jochems observed that the Dutch were not responsible 
for raising the issue of a possible embargo lift within the 

EU 

Repeating his comments from a previous meeting with U.S. 
interlocutors (ref A) 

progress the Chinese had already made despite the embargo 
which raised the question of how effective the embargo really 
was. MFA Political Affairs Office Director Jaap Werner 

(MFA\'s agenda manager for the Dutch EU Presidency) said the 
EU was looking to play a part in China\'s impressive economic 
growth. He saw four elements as being key in determining how 
the EU should proceed: the effectiveness of the embargo as 
such 

considerations and the impact of an embargo lift on relations 
with allies such as the U.S. and Japan. He stressed that 
VADM Metzger and DAS Suchan\'s visit was a good opportunity to 
explore U.S. feelings on this issue. MFA East Asian Affairs 
Deputy Director Margriet Bot said the EU felt compelled to 
respond positively to a request from the Chinese 

objected (fairly 

category as Zimbabwe and Sudan. 


4. (C) VADM Metzger presented a U.S. Pacific Command Briefing 
on the possible impact of specific EU technologies on 

regional stability. Jochems noted that European and U.S. 
industrial high-tech cooperation with China was a legitimate 
cause for concern 

opposed lifting the embargo on both human rights and regional 
stability grounds. He suggested 

EU Code of Conduct on arms transfers in place of the embargo 
would restrain EU states from increasing sales to China. DAS 
Suchan countered that it was intuitively obvious that lifting 

the embargo implied an increase in transfers would follow. 

MFA arms transfers Office Director Paul van den lJssel argued 
forcefully that an enhanced Code of Conduct and a Y Toolbox" 
for post-embargo countries such as China would result in 
increased scrutiny of transfers to China. DAS Suchan noted 
U.S. support for the Code of Conduct in general 

was a useful instrument in judging arms transfers to nations 
such as Brazil 

Suchan added that those EU Members that apply the Code (but 
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not the Embargo) to their defense exports to the PRC approve 
seventeen licenses for every one that they deny. In the U.S. 
view 

a null set.\" Bot said the EU hoped to gain some concessions 
from the Chinese on human rights grounds in exchange for an 
embargo lift. Werner asked how an EU lifting of the embargo 
would be received in Washington. DAS Suchan said that on 
political level it would be greeted with Wimmense 
disappointment 

matter of concern in both the executive and legislative 
branches of the U.S. government. Suchan also noted that if 
the EU lifts the Embargo 

to U.S. defense cooperation with Europe 

congress would likely legislate additional impediments to 
defense trade. 


5. (C) Comment: MFA Political Affairs Office Director 
Werner\'s inclusion of U.S. and Japanese interests in his 
criteria for Dutch consideration of this issue is significant 

and positive shift away from earlier suggestions (from Werner 
and others) that the EU had already decided to lift the 

embargo and was concerned only with how to manage the U.S. 
reaction. With the possible exception of MFA\'s East Asia 
Department 

be happy to have the issue off their plate for the rest of 

their EU Presidency (see also ref B). Nevertheless 

Dutch continue to argue that an enhanced Code of Conduct and 
a VW Toolbox" for post-embargo countries will address U.S. 
concerns 

prepared to \"go it alone" if other states make a forceful 

move -- without significant opposition -- to lift the 

embargo. End Comment. 


6. (U) DAS Suchan has cleared this message. 
SOBEL 
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Tanoh and several other NRP officials to discuss the December 
election and the NRP\'s political views. Charge noted that we 
were meeting with all the political parties 

Election Commission and others 

free and fair election in Ghana and to explore what useful 

role the USG might play in the process. 


Background 


3. (SBU) The NRP was founded in 2000 by a break-away group 
from National Democratic Congress (NDC). The NRP got only 
about one percent of the vote in the 2000 national elections 
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and won no seats in parliament. However 

its participation in the election cost the NDC fifteen 
parliamentary seats 

Patriotic Party (NPP) and some independent candidates. Ata 
September 2004 Delegate Congress 

because of its severe financial difficulties it would not 

field a presidential candidate in 2004 

support some parliamentary candidates. Goosie Tanoh 
NRP\'s presidential candidate in 2000 

DCM in the Ghanaian Mission to the United Nations and now 
runs a food exporting company. 


NRP Sitting Out This Election 


4. (C) Tanoh told Charge the NRP would field ten 
parliamentary candidates but would stay out of the 
presidential race and avoid choosing between the NDC and NPP. 
The NRP was in a \"lifetime pursuit\" of better governance in 
Ghana 

power 

greater policy role for local district assemblies 

election of district chief executives 

building and resource devolution at local levels. Tanoh and 
his colleagues highlighted inadequacies and corruption in 
education and health. He said the party was still developing 
its manifesto 

from its left-of-center 2000 election manifesto. 


A Make or Break Election 


5. (C) Tanoh opined that the 2004 election would be close 
and peaceful. He dismissed concerns raised by some in the 
NPP that the NDC was recruiting foreign mercenaries to 
disrupt the upcoming elections. This was unfounded 
fear-mongering by Ghanaian security forces seeking to bolster 
their own importance 

a major post-election realignment. Both the NPP and NDC are 
split by strong internal divisions which are being suppressed 
for the election campaign 

presidential candidate John Evans Atta Mills as an outsider 
and some have a strong dislike for former president J.J. 
Rawlings. Elements in the NPP dislike its candidate 

President John Kufuor 

he leaves the political stage. Whichever party loses this 
election will begin a long tailspin of disintegration\" 

according to Tanoh. With so much at stake 

rampant in both camps - individuals are paying large sums to 
get party tickets 

and voters are being wooed with money and contracts 
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alleged. 


What the USG Can Do? 


6. (C) Charge asked Tanoh what useful role he thought the 
USG and other foreign governments can play in the upcoming 
elections. Tanoh hoped the USG could help convince President 
Kufuor not to exaggerate securty concerns in this election. 

He urged moral supprt for the Election Commission 

criticied as \"very laid back" about election-related 

problems. USG and other foreign obsrvers would help lend 


credibility to the election process 
results are close. 


Comment 


7. (C) Without a single parliamentary seat and unable to 
forge an alliance with other small parties 

present a minor force in Ghanaian politics. As reported 
reftel 

Tanoh before the 2000 election 

with confidence and outlined a clear stance on a range of 
economic and social issues. This week he was low-key and 
cynical. He had difficulty describing the NRP\'s plank and 
appeared to lack hands-on knowledge about party activities. 
He complained about politically-motivated efforts by the NPP 
to undermine his business interests. He and his colleagues 
appear to be waiting on the sidelines of Ghanaian politics to 
play a more prominent role when 

major parties eventually collapse. In our view 

NPP nor the NDC appear on a path toward disintegration any 
time soon. 

LANIER 
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HATRED\" 


Classified By: Ambassador William T. Monroe for 
reasons 1.4(b) and (d). 


1. (C) SUMMARY. Two controversial speeches delivered at 
the Al Aruba Club this past weekend created a political storm 
in Bahrain 

arrest of a prominent human rights activist. The first 
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speech was delivered by an Iraqi Baathist who claimed that 
Kuwait was still part of a Iraq. Both the King and MFA 
officials told us that the speech could harm relations with 

its GCC neighbor and led to GOB\'s decision to close the club. 
A day later 

Human Rights (BCHR) delivered a speech in which he criticized 
the Prime Minister\'s stewardship of the national economy. 
This speech led to his arrest on charges of public incitement 
against the regime and spreading rumors that could disrupt 
national security. Although the GOB insists that the Aruba 
Club was closed due to the damage caused by the Baathist\'s 
speech 

of the Prime Minister. END SUMMARY. 


2. (C) On September 25 at 10:30 p.m. the police summoned 
former BCHR Executive Director Abdulhadi Al Khawaja to the 
Nabeeh Saleh police station for questioning. Upon arrival at 

the station he was arrested and detained. A close friend of 

Al Khawaja 

Al Khawaja was allowed a telephone call to his family but he 

had no access to legal counsel. Al Khawaja\'s wife informed 
BCHR board members that Al Khawaja could be detained up to 45 
days. Concerned citizens and BCHR volunteers quickly 

gathered outside the police station. 


3. (C) BCHR President Nabeel Rajab told EmbOffs on 
September 26 that the police transferred Al Khawaja to Howdh 
Aljaf 

International Airport). Upon his arrival at the center 

Khawaja called his wife to announce that he was going on a 
hunger strike. According to Rajab 

Khawaja for criticizing the Prime Minister for contributing 

to the current level of poverty in the country. Al Khawaja 
made his remarks during the BCHR\'s symposium held at the Al 
Aruba Club on September 24. BCHR has since launched an 
e-mail campaign for the release of Al Khawaja and in support 
of freedom of expression. 


4. (C) On September 26 

demonstrated outside the Public Prosecutor\'s Office. Al 
Khawaja\'s wife went to the detention center to provide him 
with a change of clothing but was denied entrance to the 
facility. On September 25 

the General Organization for Youth and Sports (GOYS) closed 
the Al Aruba Club for 45 days. In its September 26 press 
release 

guilty of repeated administrative violations. 


5. (C) On September 26 
Abdul Ghaffar requested a meeting with the Ambassador to 
discuss the closure of the Al Aruba Club. The Minister 
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attributed the club\'s closure to a September 23 presentation 
given by Iraqi Baathist Aouni Al Kalamji who said that Kuwait 
rightfully was a part of Iraq. Shortly after his speech 

Kalamji left Bahrain. The Minister elaborated that Al 

Kalamji is a well-known Baathist who had fled Iraq in the 
1990s in opposition to Saddam 

couple of years before the recent Iraq war and had been 
welcomed by the Saddam government. 


6. (C) Abdul Ghaffar explained that there were two problems 
with Al Kalamji\'s remarks. First 

acceptability in Bahrain by so blatantly offending the 

Kuwaitis and harming relations between the two countries. 
(Abdul Ghaffar noted that he met with the Kuwaiti Ambassador 
the day before to express his regret.) Second 

Club 

the line by sponsoring a speaker who delivered such a 
political message. The club violated the societies law under 
which it was established 

Minister stressed that this measure would have no impact on 
the democratization process. The Al Aruba Club broke the law 
and the GOB enforced it. 


7. (C) When the Ambassador asked about BCHR\'s September 24 
symposium on poverty atthe Al Aruba Club and the subsequent 
arrest of Al Khawaja 

this incident and quickly made a phone call to get details. 

After receiving a brief report 

Al Khawaja had been arrested for \"instigating hatred.\" He 
had no further details. The Ambassador cautioned that any 
move against a human rights figure would invite USG scrutiny 
and gives the Al Aruba Club case an added human rights 
dimension as well. 

8. (C) In a September 27 meeting with General Abizaid and 
the Ambassador 

because it was a base for Baathists. The King stated that 

the club had been under surveillance for some time and the 
GOB had been waiting for club management to take a misstep. 
He said he would not allow platforms that would hurt the 
interests of Bahrain\'s neighbors and friends. He was 
concerned about sectarianism in Bahrain 

either extremist Sunni or ShiVa ideologies to spread 

it would \"plant the roots of a civil war.\" It was time for 

Bahrain to say \"no\" to demagogues. 


9. (C) We believe the real reason Al Khawaja was arrested is 
his explicit criticism of the Prime Minister\'s stewardship of 
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the national economy. In these early stages of political and 
economic reform 

blurred 

the limits. With its tough response 

signaled that personal attacks on the Prime Minister 
leading member of Bahrain\'s royal family and the King\'s 
uncle 


10. (C) Just one day before Al Khawaja\'s seminar on poverty 
the Crown Prince presided over a splashy conference on 
proposed labor reform in the Kingdom. Ministers 

people 

attended and participated in the event 

live on Bahraini television. Its message of the need for 
economic reform and international competitiveness is not at 
all that different from Al KhawajaWs criticism of the 
economy. But Al Khawaja\'s personalization of the issue 
vis-a-vis the Prime Minister 

sectarian aspects of poverty (i.e. Bahrain\'s majority Shi'a 
are much poorer than its minority Sunni) 

GOB\'s view. 

MONROE 


3. (C) Mills believed Ghanaians would vote NDC because \"we 
tell the truth.\" The truth 

Ghana did not feel their welfare had improved under the 
current NPP government. On the campaign trail 

hearing frequent complaints about high priced utilities and 
school fees 

costs. The NPP was untruthful about its achievements in 
health care 

areas 

allegedly using funds gotten through the Heavily Indebted 
Poor Countries (HIPC) initiative as a slush fund without 
accountability to Parliament. The NPP was milking candidates 
and businessmen for money and nurturing nepotism at top 
levels of government 


4. (C) By contrast 

for \"truth 

significant continuity in foreign policy 

for ECOWAS 

greater effort to resolve the crisis in the Ivory Coast 

given efforts by the former NDC government to help in Liberia 
and Sierra Leone. While the situation in the Ivory Coast was 
not a factor in this election 

increase the presence of illegal arms in Ghana 

be used in fueling disputes between traditional chiefs 


Column 3 
noted. 


5. (C) Poloff asked Mills what an NDC victory would mean 
for the National Reconciliation Commission (NRC) 
completed its hearings (but not yet issued a final report) on 
alleged human rights abuses that took place between 1957 and 
1993 (Note: a majority of the alleged abuses occurred under 
the PNDC\'s rule. End note.) Mills said he would study the 
NRC report and implement the portions that appeared 
\"logical\". While not condemning the NR process 

would not accept thereport wholesale. If the report is 
biased 

the process a fresh start. 


Concerns about Fairness 


6. (C) Mills and other NDC officials revisited 

long-standing suspicions about the fairness and effectiveness 
of the voter registration process organized by the Electoral 
Commission (EC). The Electoral Commission allowed more time 
for registration in the Ashanti region 

ruling NPP 

Many voters from the northern regions working in the south 
were unable to travel to register. The NDC reps alleged that 
a three-day strike by some EC workers demanding better pay 
undermined the NDC in certain regions. In their travels in 
Wa and Bolgatanga 

registration materials. Thousands in Accra were unable to 
reach remote registration areas. The NDC is concerned that 
on election day 


their positions in NDC-dominated regions. 


7. (C) The NDC reps said they have raised these concerns 
repeatedly with the EC 

While Mills thought the EC was not ill-intentioned 

them as \"indifferent\" and hampered by insufficient resources. 
The EC reportedly refused to reopen the registration 

process 

the EC had committed to a \"mopping up\" exercise to register 
voters previously unable to provide the photos needed to 
complete the process. However 

the success of this effort until the EC publishes its final 
registration roster. 


Expects Peaceful Election 


8. (C) Mills expects a peaceful election. He will insist 
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to his party that it conduct itself in a peaceful manner 
emphasized 

against rigging. The police were \"generally very 
cooperative\" 

biased toward the NPP. He emphatically rejected allegations 
made by some in the NPP that the NDC is recruiting foreign 
mercenaries to disrupt the eletions. The NDC had no need of 
mercenaries 

voluntarly after losing the 2000 election. 


What Can the USG Do? 


9. (C) Charge asked what role the USG might constructively 
play in this election process. Mills said the USG could 
encourage the Electoral Commission in its mandate to ensure a 
free and fair election. He hoped we would share concerns 
about the need for adequate election material in all regions. 
Working through the EC 

participation of party poll watchers from the smaller parties 
unable to afford national coverage. Charge said we would 
engage the EC in a similar discussion of the 2004 elections. 


Comment 


10. (C) Mills\' complaints about the registration process 
were similar to concerns expressed in a June meeting with 
Ambassador Yates (reftel). The registration process has had 
some hiccups and other observers have been critical of the 
Electoral Commission for its perceived lack of diligence. We 
will be meeting with the EC and others to better assess the 
status of the registration process 

extended until September 30. Mills\' commitment to a peaceful 
election went a step further than during his June meeting. 

He was less compelling when Charge asked why he thought 
Ghanaians should vote for the NDC. He offered few specifics 
on substantive policy differences with the NPP. He clearly 
sees the current makeup of the National Reconciliation 
Commission as biased against the NDC and hypocritical 
(President Kufuor was part of the PNDC regime 

underscored 

investigated are members of the current NPP government). It 
is not clear what the NDC would do with the NRC process if it 
surprisingly wins the upcoming election. 


LANIER 
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of monetary policy 

increases. Increased inflationary expectations have 
actually reduced forward-looking real interest rates by 
about a percentage point since April 

last cut the nominal interest rate to 16%. This process of 
nominal adjustment would reverse some or all of that slide 
in real interest rates. 


8. (U) Strong revenue growth this year has given the GoB a 
realistic fiscal policy option to help head off increased 
interest rates. On September 22 the GoB announced it had 
increased its primary surplus target for 2004 from 4.25% of 
GDP to 4.5% of GDP. Analysts argue that this should help 
ease the burden on monetary policy in managing inflationary 
expectations 

necessary interest rate increases. Notwithstanding feelings 
by some in President Lula\'s inner circle (notably Chief of 
Staff Jose Dirceu) that the GoB needed to dedicate part of 
its windfall to social and investment programs 

the airwaves September 23 to justify the decision 

it was better to pay down debt with the extra revenue than 
simply spend it. The debt-to-GDP ratio at end-year may be 
as low as 55% 

on the year. 

9. (SBU) One analyst with the Institute for Applied 
Economic Research (IPEA) told Econoff that the GoB really 
had no choice but to exceed the original 4.25% target 
revenues are running so far ahead of predictions while 
expenditures are ultimately capped by the 2004 budget law. 
(For example 

paid on revenues 

point of GDP in revenues 

revenues also have been buoyed by the strong GDP growth. 
Note: The official prediction now is a total federal 
government revenue increase of 1.1% of GDP.) The IPEA 
economist opined that while the GoB might have considered 
trying to spend more 

Congressional approval for a supplemental budgetary 
authorization. This 

uncomfortable position of acknowledging that the Congress\'s 
growth and revenue predictions 

criticized in January as inflated during a sometimes 
acrimonious debate over cautionary spending freezes 

fact closer to the mark than the GoB\'s (Ref B). 


10. (U) Looking forward to next year 

acknowledged in the minutes of its September 14-15 monetary 
policy meeting 

trajectory of inflation has made unrealistic 
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sharper monetary response 

inflation target of 4.5%. It decided to accommodate 
partially that inflationary inertia and announced a new 2005 
inflation target of 5.1%. Subsequent to the Central Bank 
decision 

consumer price index calculated on the 15th of each month 
one of Brazil\'s rich heritage of inflation indices) clocked 

in at 0.49% 


International Markets 


11. (U) The GoB took advantage of a favorable 

international market to launch on September 8 a Euro 750 
million 8-year fixed-rate bond at a spread of 477 basis 

points over the benchmark German treasury note. The issue 
was oversubscribed 

amount from Euro 500 million. The GoB then reopened the 
placement and issued a further Euro 250 million on September 
22 

bond 

year on international markets 

will seek yet another Eurobond placement prior to year\'s end 
to increase international reserves and/or get a head start 

on 2005 borrowing. At both the September 8 and September 22 
auctions 

July issues 

early June financial market turbulence to pave the way for 
private Brazilian borrowers to re-access international 

markets. Standard and Poor\'s (S&P) recognized the progress 
by upgrading Brazil\'s credit rating to BB- 

it had before the 2002 crisis. The move by S&P came eight 
days after Moody\'s had raised its Brazil rating to B1. 


Comment 


12. (SBU) The GoB had only the most fleeting of instants to 
sit back and enjoy the positive macroeconomic moment before 
shifting focus to combat new threats. While inflation is 

not out of hand and remains the lesser concern 

expected to hit 19% of GDP by end-year 

stream enough capacity quickly enough to sustain growth at 
the current rates. Sustaining growth even at more moderate 
rates (3.5% to 4.5% range) will require implementation of 
more of the GoB structural reform agenda 

Public-Private Partnership (PPP) legislation 

and reform of the judiciary. These still are pending 
congressional approval 

Senate vote after the upcoming October municipal elections) 
the closest to passage. Investors also would like to see a 
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lower tax burden and more predictable (and less 
bureaucratic) regulatory environment 

be difficult for the GoB to make substantial progress in the 
short term. Still 

to breathe a collective sigh of relief. And 

adage goes 

should give Lula and his macroeconomic guru 

greater space to pursue their orthodox fiscal and monetary 
policies and the structural reform agenda. 
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to this candidature and looks forward to receiving advice 
from the United States regarding support for Sir Kenneth 
Keith\'s ICJ candidature.\" As noted in ref A 

responded to a June 16 letter from New Zealand Foreign 
Minister Goff seeking support for Sir Kenneth\'s candidacy by 
saying that the United States would give careful 
consideration to his qualifications before the election. 


BURNETT 
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BOP support and foreign investment 

Gono\'s reform efforts will progress only so far. 


4. (SBU) The Cottco CEO took issue with his colleauges by 
posing a hypothetical question: If roundtable 
participants suddenly came into US$ 1 million outside 
Zimbabwe 

them into the country? Only the PG Industries CEO 
suggested he would invest part of the US$ 1 million in 
Zimbabwe 

Zimbabwe is uncompetitive as a foreign investment 
destination. The Cottco rep 

that Zimbabwe has shot itself in the foot 

foreign exchange controls and disregarding property 
rights. He and others argued for broad devaluation. 


5. (SBU) The Barclays CEO opined that the international 
community cares more about political than economic reform 
in Zimbabwe. It is impossible for Gono to impress the 

world with economic management 

country also becomes less repressive and more democratic. 
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At this 

businessmen were cowards for steering clear of politics. 
The Murray & Roberts CEO wondered how much progress on 
democracy and civil liberties it would take to placate a 
skeptical international community. \"What if next March\'s 
parliamentary elections were free and fair? 

rhetorically. The PG Industries CEO expressed hope that 
the International Monetary Fund (IMF) could extend to 
Zimbabwe a token loan next January 

will vote on the country's expulsion 

certain demands 

of the zimdollar. 


Comment 

6. (SBU) We believe the sentiments of our roundtable 
participants are representative of Zimbabwe\'s business 
community. They want a freer 

but are unwilling to put themselves or their firms at 

risk in order to fight for it. Rather 

keep afloat businesses that support thousands of workers 
and the remnants of this once-highflying economy. In 
sum 

the international community 

to the process. 
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9. NAME: KHAN 


- (GENDER: MALE 
- DPOB: DEC. 12 
- ALSO KNOWN IN GERMANY AS BUTT 
DPOB: JUNE 17 
- INDIAN AUTHORITIES HAD ISSUED A WARRANT OF ARREST 
ON IRFAN MOHAMMED KHAN 
HOWEVER 
DETAINEE IDENTITY IS THE SAME. 
- CLASS: POSITIVE UNDER DIFFERENT DOB 


10. NAME: GAMAR UZ 
- AKA: UZ ZAMAN 
- GENDER: MALE 
- DPOB: FEB. 12 
- CLASS: POSITIVE UNDER DIFFERENT DOB 


11. NAME: ANWAR 
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- GENDER: MALE 
- DPOB: 1969 
- CLASS: NEGATIVE 


12. THE SPANISH NATIONAL COURT EXAMINING JUDGE ORDERED 
THE IMPRISONMENT OF THE ABOVE INDIVIDUALS ON CRIMINAL 
CHARGES 
POSSIBLE TERRORIST ASSOCIATION OR COLLABORATION. 


MANZANARES 
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sufficient to dispel valid concerns about the detainees\' 
welfare 

detention without charge means for the prospect of real 
reform in Maldives. 

LUNSTEAD 
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conduct\" concerning the stolen radioactive sources. 


3. (C) Caulier confirmed to Ambassador that these two 
decisions would put Halliburton out of business in 
Nigeria if implemented. Jim Mills 

Business Development Manager in Lagos 

Lagos that government contracts account for 80-85 
percent of Halliburton\'s business. Caulier disclosed 
that such measures would cut Halliburton Nigeria\'s 
expected revenues by 50 percent in 2005 and by 80 
percent in 2006 

new projects coming on line in the oil and gas 
sectors. The mere fact that the measures might be 
implemented 

of an $80 million deal with Shell in coming weeks 
other international majors are beginning to reconsider 
whether to continue to do business with Halliburton 
Energy Services. Caulier 

officials of NNPC\'s National Petroleum Investment 
Management Services (NAPIMS) 

that NAPIMS will hold Halliburton contracts in 
abeyance pending resolution of these issues. Both 
Halliburton officials believe its competitors could 
replace Halliburton within days if its contracts were 
abrogated. 


4. (C) Making matters worse 

September 23 by Halliburton Nigeria\'s Human Resources 
Group that Nigeria\'s Immigration Service is now 

denying temporary work permits to Halliburton 
employees. Caulier said many gray areas characterize 
the GONVs recent decisions 
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Halliburton 

NNPC are unsure whether the decisions affect only 
Halliburton Energy Services Nigeria (which accounts 
for 80 percent of Halliburton\'s actual activity in 
Nigeria) or other Halliburton affiliates as well. 
Caulier said it nonetheless seems that the decisions 
apply strictly to HESN since Halliburton\'s Kellogg 
Brown and Root subsidiary has not received anything 
from the GON suggesting that it 

sanctioned. 


Halliburton Requests Obasanjo Meeting; 
Scrambles to Walk-Back Decisions 


5. (C) While Halliburton Nigeria\'s attorneys Ola 
Alokalora and Oghogho Akpata told colleagues in Lagos 
that President Obasanjo has agreed \"in principle\" to 
meet Halliburton David Lesar 

that Halliburton has no confirmation that the meeting 
requested will occur. Caulier is cautiously 

optimistic 

Obasanjo\'s office. Lagos colleagues were told that 
the meeting is tentatively scheduled for September 30 
or October 1 

meet next week with Nigeria\'s Attorney General and 
with the directors of the NNRA 

Caulier said HESN has also scheduled an emergency 
meeting of its board of directors next week to review 
the situation. Meanwhile 

Lagos 

managing directors to weigh in on its behalf. In this 
vein 

asked Obasanjo\'s Energy Advisor Daukoru 

Director Kupulokun 

in reversing the order that HESN re-export all of its 
radioactive sources within thirty days. Caulier went 
on that if the order is not rescinded or if HESN does 
not receive a waiver from NNRA by October 10 

will begin to ship these items out of Nigeria at that 
time. 


Is Returning the Sources Good Enough? 
Or Is it Too Little 


6. (C) Ambassador asked Caulier what points would 
Halliburton\'s CEO Lesar make to Obasanjo should the 
two meet next week. Caulier said Lesar would probably 
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try to give Obasanjo the full story of behind the 
return of the stolen radioactive substances to 
Houston 

of Halliburton\'s withdrawal from Nigeria. Ambassador 
replied that underscoring the number of jobs that 
could be lost (880 in all 

in foreign investment ($100 million) that could occur 
and the loss of related future tax revenue that would 
ensue 

put on future investment are all considerations that 
Obasanjo might weigh seriously. 


7. (C) In reply to the Ambassador\'s question 

said he thinks the GON is pressing this issue in 

order to use it as leverage in unrelated discussions 

with the USG 

the GON lost face as a result of the unauthorized 

return of the stolen radioactive sources to Houston 

and hence wants to regain its self-respect. He 
explained that Halliburton had not worked with the GON 
in its early efforts to find and retrieve the stolen 
materials. When found in Germany early in the year 
Halliburton USA was notified by its office in Germany 
which arranged for the items to shipped to Houston two 
days before a Nigerian delegation arrived in Germany 
to take possession of the items. (Comment. Obasanjo\'s 
Energy Advisor Daukoru told Econ Counselor September 
24 that Germany\'s and Halliburton\'s action \"infuriated 
Obasanjo\" inter alia because the Nigerian delegation 
had comprised the Attorney General 

Foreign Affairs 

comment.) Caulier affirmed 

had invited the GON to inspect the source material in 
Houston in February 


8. (C) Caulier went on that if the decision calling on 

the HESN to re-export its radioactive sources were to 
be reversed 

import licenses that would allow Halliburton to ship 

the sources to Nigeria. In that event 

HESN would permit the radioactive source container to 
be presented as evidence in court against the several 
individuals who will be prosecuted for theft 

that the source material can be safeguarded. 


9. (C) Maybe because HESN is seeking USG intervention 
Caulier said nothing to the Ambassador on September 24 
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about HESNVs views regarding past USG involvement 
any 

sources. His colleague Mills 

Lagos on September 22 that the \"U.S. statement that it 
was not up to Halliburton to decide what to do with 

the sources 

not been helpful. He further implied the USG had 
somehow delayed Halliburton\'s ability to return the 
sources promptly to Nigeria. Citing the timing of the 
GON decisions (right before President Obasanjo\'s trip 
to the U.S.) 

might be using Halliburton to \"get something from the 
USG. 


10. (C) Ambassador summarized the discussion by noting 
that it was hard to come to grips with the issue 

part because so much that has been said is unofficial. 
He repeated Caulier\'s assertion that the spate of 
anti-Halliburton articles in the Nigerian press may 

have been encouraged by the GON to advance its case. 
He advised Caulier that forward movement will hinge on 
the willingness of Halliburton to cooperate with the 
GON. Halliburton should also highlight the adverse 
consequences of its being compelled to withdraw from 
Nigeria. Lastly 

its public image in Nigeria. Caulier noted these 

points and said he will work closely with the Embassy 
and Consulate to right the situation. 


11. (C) Consulate Lagos understands that when the GON 
initially requested that Halliburton return the 

sources to Nigeria 

so if the GON granted it additional import licenses. 
Should that be true 

the matter. HESNVs previous tax liability and its and 
KBR\'s alleged bribery issues further complicate the 
matter. If this were not enough 

submitted to the U.S. and Nigerian Justice departments 
its notes on the LNG affair. We understand that these 
notes may implicate several prominent Nigerian 
politicians and businessmen 

players involved in this affair--the President 

Attorney General 

NNPC. Just when it needs all the friends it can 

muster 

of enemies who would just as soon see Halliburton exit 
the Nigerian market. We need to weigh carefully any 
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advocacy steps we may take on Halliburton\'s behalf 
given the complexity of the issues involved. 
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but emphasized that this shared history provides an 
opportunity. While no one can change history 

peoples can seek to understand history and to build on it. 
Because of that history the two countries have and will have 
closer relations than if they had not had that history. 

Several million Americans have had experience with Vietnam 
and over one million others were born in Vietnam but live 
now in the United States. These people have a close 
connection with Vietnam and can be a force for making the 
relationship stronger. 


12. The Ambassador went on to note that CPC was a decision 
that the Government of Vietnam did not welcome or accept 
but that he was encouraged that officials of the two nations 
could discuss the issue and work on it in a positive way. 
Religious freedom is a core issue for the American people 
he stressed. The CPC decision flows from the belief in the 
United States that international norms of religious freedom 
should be observed everywhere. Clearly the majority in 
Vietnam can practice their religious beliefs 

areas of Vietnam there are limits on people\'s ability to do 

so and this is what the United States would like to discuss. 
The United States and other countries as well as NGOs want 
to work to improve economic and social conditions in places 
like the Central Highlands in order to reduce tension over 
religion. The Ambassador pledged to do all he could to 
ensure that any discussion of religion took place in a 

manner of mutual respect. \"We should 

brothers who can speak frankly.\" 


13. President Luong replied that he concurred with most of 
these views 

number of Vietnam\'s 80 million people could practice 
different religions. He expressed hope that the Ambassador 
would look at the issue in a positive way and agreed with 
the idea of discussing in a manner of mutual respect. This 
would be in the best interest for the long-term 

relationship 


14. The President concluded the meeting by proposing a 
toast to good bilateral relations. 
MARINE 
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get involved in-country. On Cyprus 

been \"extremely difficult to get any signs of flexibility\" 

from the Greek Cypriots. He was optimistic an aid package 
could be approved 

territory\" or infrastructure on such land; but was less 
confident a trade package could be agreed. On Turkey 
penal code reform is completed 

issue a \"yes 

negotiations. Despite European public opposition 
Schoenfelder argued the EU had already gone too far to say 
\"no\" -- the choices should only be between \"yes\" or \"yes 
if..A" Schoenfelder also shared his views on the EU\'s top 
priorities over the next year. END SUMMARY. 


IRAQ 


2. (SBU) Schoenfelder opened the meeting by saying that the 
Iraq was still the dominant issue in transatlantic relations 
especially with European public opinion. lt was important to 
figure out how to change that. He acknowledged that the 
transfer of sovereignty to the interim government was 
important in addressing this 

questions about when the Iraqis themselves could assume 
responsibility for security and US troops could start pulling 
out. It was in everyone\'s interest to contribute to 

stabilizing Iraq 

financial contribution and German efforts on training Iraqis 
outside of Iraq. But he added that it would cause \"major 
problems\" for the German government domestically to try and 
do any such activities within Iraq. 


CYPRUS 


3. (C) Schoenfelder recalled that he had been visited by a 
Turkish Cypriot delegation (including the agriculture 

minister and mayor of Nicosia) two weeks ago 

made a good impression. He contrasted that with his 
experience in the EU Perm RepsY Committee (COREPER) 
his Greek Cypriot colleague was being Wextremely inflexible" 
clearly on instructions from Nicosia. Schoenfelder 
reaffirmed the rest of the EUVs desire to end the isolation 

of northern Cyprus 

difficult 

agreed and legal arguments continued over whether trade 
measures would also require consensus. The trade package 
remains the more difficult one. Schoenfelder was optimistic 
that 

be approved. But he underlined that even these measures 
would be heavily constrained 
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within the EU that this aid would not be spent on 

infrastructure projects in \"contested territory"; and his 
understanding was that as much as 85 percent of northern 
Cyprus could fit in that category. He also acknowledged that 
the Turkish Cypriots put more importance on the trade package 
than on the financial assistance. 

TURKEY 


4. (C) Schoenfelder said he understood the Commission\'s 
position was clear 

the penal code 

issue a \"yes 

that the Commission would have to prepare a subsequent report 
assessing any such reforms before the Council could take a 
final decision on opening accession negotiations. This would 
risk a delay in such a decision. Schoenfelder also gave a 
rather negative assessment on the value of Turkish accession 
arguing that from the EU point of view it would only cause 
great strains institutionally and on such policies as the 
Common Agricultural Policy (CAP) and regional funds 

the German point of view it would only help stir up extreme 
right-wing politics. Nonetheless 

\"passed the point of no return" in 1999 in Helsinki when EU 
leaders declared Turkey a candidate country. Turkey would 
not be satisfied with an offer of a \"special relationship\" 

with the EU. So EU leaders could not simply say \"no 

had already gone too far for that 

important to treat that way. While it would be a difficult 
decision 

but to say either \"yes\" or yes 

negotiations. (In subsequent discussions 

officials reaffirmed their commitment to push ahead for a 
\"yes\" decision in December.) 


EU PRIORITIES FOR THE COMING YEAR 


5. (SBU) Asked by A/S Wayne about key issues facing the new 
Commission 

issues facing the EU right now were not directly within the 
Commission\'s competence. First was ratification of the EU 
Constitutional Treaty; \"in two years we\'ll know if we can do 

it.\" Second was agreement on the EU\'s Financial Perspective 
for 2007-2013. He forecast very difficult negotiations. 

When A/S Wayne commented that this might present an 
opportunity for significant revision of the CAP 

Schoenfelder\'s response was firm: \"nobody will touch\" the 
agreement of October 2002 made by French President Chirac and 
German Chancellor Schroeder setting the terms of CAP spending 
for this period. In areas more within the Commission\'s 
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realm 

financial markets liberalization 
Round as top priorities. 


6. (U) A/S Wayne has cleared this cable. 
SCHNABEL 
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expect this to be one of a series of both public and internal 
government consultations on reform. End Summary. 


2. (U) On September 23 the Crown Prince\'s Court and the 
Bahrain Economic Development Board (EDB) held a workshop on 
labor reform 

workshop the Crown Prince promised a comprehensive \"national 
economic plan that would include labor and education reform. 
He also pledged that any new labor policy would not be 
implemented without consultation with and notice to the 

private sector. This has been billed as the first in a 

series of public and private government consultations on 

labor reform. 


3. (U) The press widely covered the event and the workshop 
was aired on Bahrain TV along with two documentary films on 
the plight of Bahrain 

commentator remarked in his editorial column that the 
openness with which the workshop was conducted and the frank 
nature of the discussion made it seem more like an opposition 
event than one put on by the government. 


4. (C) Given the politically sensitive nature of 

unemployment 

Agency (BMA) has never published official unemployment 
figures for Bahraini citizens. They do publish the number of 
employed annually 

between Bahraini and expatriate workers. Using those numbers 
the jobless rate would be at 5 to 6 percent 

not comport with reality. It was the Crown Prince who in 

2002 was the first high-level government official to publicly 
admit that Bahraini unemployment was closer to 15 percent. 
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5. (U) Much of the discussion on September 23 focused on the 
analysis and recommendations of a McKinsey and Company report 
commissioned by the EDB and the \"Workshop Pre-Reading\" 
summary of the report distributed before the workshop. 

McKinsey 

16 percent 

the last ten years 

satisfaction. The report also warns jobs must be found for 

the 100 

next decade. 


6. (U) The report calls current reliance on the public sector 

for employment unsustainable 

comprehensive reform 

for growth 

more attractive to the private sector. The report criticizes 
current GOB labor policies 

workers from changing jobs has created a pool of low-wage 
expatriates willing to work long hours for less in order to 

stay in Bahrain. The report also criticizes the GOB\'s 
\"Bahrainization\" policy 

target number of Bahraini employees. The policy achieves the 
goal of more Bahrainis employed but also has more serious 
negative consequences including unneeded \"ghost workers\" and 
government micro-management of the labor market. 


7. (U) Recommendations for labor reform discussed at the 
workshop focused on the need to introduce incentives to hire 
Bahraini workers. McKinsey 

number of expatriate workers and impose employer paid entry 
fees (adjustable based on market demands) that could 
effectively raise the cost of recruiting expatriates by 100 
percent by 2009. Fees collected would go into an account 
that would be used to train Bahrainis. Bahrainization quotas 
would be removed and expatriates would be permitted to move 
freely from job to job in the market. (Note: The Crown 

Prince told the Ambassador 

would be about USD250 per month 

including household help would be affected. End Note.) 
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8. (C) The workshop was important as the opening salvo in 
what should be a series of public and private consultations 
to help the government get reform right. While we clearly 
cannot take credit for the Crown Prince 

at reform 

Trade Agreement (FTA) does provide Bahrain 

some cover as it makes necessary but hard choices. 

9. (C) In starting with labor reform the Crown Prince is 
tackling an important political issue and acknowledging that 
the creation of a highly skilled work force is crucial to 
Bahrain 

increase in the price of expatriate labor will not 

significantly impact the pocketbooks of a Citibank or Chevron 
enough to discourage them is risky 

bids to compete for foreign investment in a vibrant regional 
market. These reforms will have to be part of a strategy 
that includes significant investment incentives. The reforms 
also do not address who will take on the low-wage work in the 
absence of expatriate workers nor the dissatisfaction 
expressed by Bahrainis with the jobs they now have. 
ZIADEH 
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command of ISAF next year 

corps headquarters and up to two reinforced battalions plus 
perhaps a brigade headquarters. Buyukanit hinted that 
canceling future years\' Toros exercise on Cyprus might be 
difficult 

waning in northern Cyprus due to the international 
community\'s disappointing response to the Turkish Cypriots 
positive vote on the Annan Plan. The general thought Iran 
was a \"crazy country 

developments in Kirkuk. Buyukanit appeared to be already 
thinking about issues he will face if he assumes command of 
TGS in 2006 as most observers expect. Engagement with him 
will be important for the future of our security 

relationship. End summary. 


2. (C) The Ambassador congratulated General Mehmet Yasar 
Buyukanit on assuming command of the Turkish Land Forces 
Command (TLFC) when he called on the general September 24. 
Army CSA GEN Schoomaker was looking to identify a time when 

he might invite Buyukanit to visit the US 

Ambassador said he understood Buyukanit would be attending 

the October 5-7 Conference of European Armies where he would 

see USAREUR CG GEN Bell who would welcome thoughts on how to 
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improve our bilateral Army-to-Army relationship. 


3. (C) The Ambassador raised military transformation and 
asked Buyukanit for his thoughts 

the cancellation of the tenders for attack helicopters and 
other systems. Regarding the attack helicopter competition 
Buyukanit noted that he had worked on that project for five 

of its six years during assignments in Ankara. In July 

2003 

there had been an agreement on a new model for the project 
and he had hoped that Congressional notification would occur 
in September. He suggested both sides had made errors that 
derailed the project 

with every proposal from Bell 

Ambassador agreed that the failure of that procurement effort 
was a pity for both sides. Buyukanit said the new request 

for proposals (RFP) would utilize a \"simpler model." TLFC 
had finished working on the RFP and had sent it to the 
Turkish General Staff (TGS) for final review. In response to 

a question 

program was still on track 

ODC Chief Maj.Gen. Sutton urged that Turkey consider the pros 
and cons of the Foreign Military Sale system and direct 
commercial sale. In one recent case 

FMS to be considerably cheaper than DCS. 


4. (C) On TLFC\'s hope for a new main battle tank 

cited two reasons for this program\'s initial failure 

and the co-development requirement which only the Ukraine was 
prepared to meet. Now 

technology and know-how it is acquiring through its M-60 
upgrade program with Israel to the development of a new tank. 
A foreign partner would still be needed 

whatever portion of the tank that Turkey still was not able 

to do itself. 


5. (C) The Ambassador noted that American defense equipment 
was the best in the world and his job included encouraging 
Turkey to buy American products. Beyond the quality and 
commercial considerations 

interest of both countries in having their militaries 

transform in ways that preserve interoperability. In an 

earlier meeting with the Undersecretary of Defense 

Industries 

excessive source code demands threatened to exclude American 
firms from competing. Buyukanit understood 

Israel had refused to release the technology for a few key 
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components of the M-60 fire control system. Buyukanit and 
the Ambassador agreed on the need for transparency 

and open communication to resolve problems related to these 
types of programs. 


6. (C) The Ambassador expressed appreciation for Turkey\'s 
offer to lead ISAF again beginning in February 2005. 

Buyukanit said that TLFC was planning on deploying a 
reinforced headquarters element that is much larger" than 

the typical corps headquarters. While no decisions had yet 
been made on what other forces Turkey would send 

planning on either one or two reinforced battalions plus 
\"maybe\" a brigade headquarters that could command the Turkish 
battalion(s) plus other countries forces. He worried that 

NATO was not planning to hold a force generation conference 
until November 

arrive by February. On funding 

was working on what support might be received from NATO and 
what would be covered by national contributions. Regardless 
\"there will be no problem 


7.(C) The Ambassador said the USG was grateful that Turkey 
and Greece had agreed to cancel their fall exercises on 
Cyprus this year. Buyukanit responded that 

exercises are necessary.\" Ankara recognized that now was a 
sensitive time 

measures to reduce northern Cypriots\' isolation 

thought the measures to date were disappointing and impacting 
on Turkish Cypriot public opinion. The pro-solution camp was 
losing support 

for the positive vote on the Annan Plan. The Ambassador 
noted that the US was providing $30 million in aid directly 

to northern Cyprus and taking other measures to ease the 
north\'s isolation. He offered to provide a list of these 
measures. Buyukanit lamented the continued lack of direct 
flights. The Ambassador explained that there were many legal 
issues involved in direct flights 

While direct flights to/from the United States would not be 
commercially viable 

possible. 


8. (C) Buyukanit thought the UNSYG report on Cyprus was \"not 
perfect 
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lack of Security Council action on the report would likely be 
discussed by the Secretary and FonMin Gul in New York. On 
that and the UNFICYP renewal 

close contact with MFA 


9. (C) Turning to Iran 

country rich in oil and gas needed to develop nuclear power 
let alone the entire fuel cycle 

Iran was a concern for Turkey. Buyukanit responded that 
Iran\'s nuclear program was a concern for the entire region. 
The Ambassador asked whether Iran was continuing to take 
action against the PKK/Kongra Gel as it had on the eve of PM 
Erdogan\'s recent visit to Tehran. Buyukanit said that when 

it came to fighting the PKK/Kongra Gel 

only of Iran but also Syria and Iraq. \"lran is a crazy 

country. It poses a big threat for the region." Tehran has 
supported the PKK/Kongra Gel for many years 

with terrorists staying in Iranian barracks near the Turkish 
border. Many people say Turkey has an important geostrategic 
position 

Turkey were farther north 

by the Caucasus 

that the Iranian threat was not only from potential nuclear 
weapons 

Buyukanit responded that the \"ideological threat" was greater 
than the proliferation threat. Al Qaida and others \"are 

mad 

thought Iran would be a good place to \"impose moderate Islam.\" 


10. (C) The Ambassador informed Buyukanit of the recent 
demarche by Embassy Baghdad to the IIG on taking action 
against the PKK/Kongra Gel. In addition 

encouraging MFA to be more active in engaging the IIG. Our 
Embassy in Baghdad was prepared to help. But getting 
accurate information on developments in Iraq can be a 
struggle. The recent operation in Talafar demonstrated the 
value of getting real-time information to prevent problems. 

In that case 

the Turkish Special Forces 

He understood that the Turkish LNOs on the ground were a bit 
frustrated at the time it took to get into Talafar to see the 
situation for themselves. Having LNOs actively engaged 
improves transparency and reduces misunderstandings. 
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Buyukanit agreed. 


11. (C) Buyukanit asked about developments in Kirkuk. The 
Ambassador stated that no forceful change in the ethnic 
balance in the city should occur. There was a property 
restitution process that 

established 

basis. The US understands Turkey\'s concerns about how 
potentially dangerous the situation in Kirkuk could be for 
IraqWs future 


12. (C) Comment: Buyukanit was extremely pleasant and 
engaging during this one-hour meeting 

the Ambassador\'s call on him last May at First Army 
headquarters in Istanbul. He has been commander of TLFC for 
only four weeks but already appears in command of not only 
the Land Forces but also Turkey\'s national security issues; 

this is not surprising for a former Deputy Chief of TGS and 

the heir apparent to succeed GEN Ozkok as TGS Chief in 2006. 
His comments indicate he is already thinking ahead on the 
issues he will face then: 


--On Cyprus 
exercises on the island as disillusionment with the 
international response to the positive referendum vote grows. 


--On Iraq 
his barometer for lraq\'s future. 


--On Iran 
the dangers it could pose with nuclear weapons 
conventionally and unconventionally 


High-level engagement with Buyukanit could permit us to help 
him refine his thinking on these issues and others of 
importance to us and shape how our relationship develops in 
the future. End comment. 
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scenarios were circulating with the two most prominent 
promoting Shaykh Sabah Al-Ahmad to the position of Amir in 
the very near future. On September 26 

member working in the Prime Minister\'s office told Poloff 
that Shaykh Sabah would not seek to be elevated to either 
Crown Prince or Amir out of respect for the Amir and the 
Crown Prince. The official added that Shaykh Sabah was 
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\"already the de facto ruler\" of the country. End Summary. 


2. (C) On September 25 

daily Al-Qabas 

Al-Sabah said the ruling family was in the process of 
announcing significant resolutions in the upcoming days and 
that the time for change had come. He continued 

is a new phase for the ruling family 

the people and will be in favor of the country and its 
stability.\" Shaykh Salem Al-Ali 

ranking GOK official in order of protocol 

the ill-defined changes to the adoption of Kuwait\'s 
Constitution in 1962. Shaykh Salem said the September 25 
return of the Amir from the U.S. 

treatment 

family consultations. (Comment: A photograph of the Amir 
upon his return to Kuwait 

and showed 

Shaykh Jaber. End Comment.) 


3. (SBU) News reports and Embassy contacts reported September 
26 that the Al-Sabah ruling family planned a September 26 or 

27 meeting of key family members 

decisions made in this meeting could affect the very top 

positions in the GOK 

Several scenarios were circulating but the following were the 

two most prominent: 


4. (SBU) The first scenario: The Amir and Crown Prince step 
down due to health concerns 

Al-Ahmad becomes Amir and Foreign Minister Shaykh Dr. 
Mohammed Al-Sabah becomes the new Crown Prince. Interior 
Minister Shaykh Nawaf becomes the new Prime Minister and 
Energy Minister Ahmed Al-Fahd becomes the Foreign Minister. 


5. (SBU) The second scenario: The changes would be made in 
phases beginning with the Amir appointing Prime Minister 
Shaykh Sabah Al-Ahmad as Crown Prince 

Prince Shaykh Saad Al-Abdullah Al-Salem Al-Sabah steps down. 
In the second phase 

Sabah Al-Ahmad would then become Amir. National Guard Deputy 
Chief Shaykh MishVal Al-Ahmed Al-Jaber Al-Sabah would be 
expected to play a key role in the decision-making process 

for choosing the rest of the Cabinet. All high-level GOK 
reshuffling was expected to take place before the Parliament 
convenes on October 26. 


6. (U) An Al-Qabas reporter following the story on the 26th 
told post that the Sabah family intends to give the younger 
generation the opportunity to advance to senior leadership 
positions including Foreign Minister Shaykh Dr. Mohammed 
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Al-Sabah. (Note: FM Dr. Mohammed will be 49 on October 25th 
and Energy Minister Shaykh Ahmed Al-Fahd is 41. End Note.) 
The family 

government the current Defense Minister Shaykh Jaber 
Al-Mubarak 

between the Al-Jaber and Al-Salem branches. He also 
speculated that Kuwait might adopt a system of government 
similar to that in Jordan where the Amir appoints the Prime 
Minister from among qualified citizens. 


7. (C) Poloff met September 26 with a ruling family member 
who works closely with the Prime Minister. The official 
categorically denied that Shaykh Sabah would even consider 
such a move 

the Crown Prince. He added that Shaykh Sabah was \"already 
the de facto ruler\" of the country. Despite this denial 

local dailies reported September 27 that the Sabah family 
would be meeting that day to discuss disagreements within the 
family. Reversing the story again 

reported on September 28 that the ruling family meeting was 
not held and noted that informed sources speculate that if it 

is held 

senior posts as previously reported. 


8. (C) Comment: Despite rumors appearing in relatively 
fringe media outlets such as Bahrain\'s Gulf Daily News and 
mainstream news sources such as AFP and Radio Sawa 
appears that there may not be any change in leadership at the 
moment. That Shaykh Salem Al-Ali 

ruling family 

front-page news article 

least 

family over the future leadership of the country. Further 
clouding the picture is the fact that Crown Prince Shaykh 
Saad is scheduled to depart Kuwait on September 28 to the 
United Kingdom for a medical checkup. 


9. (C) Comment Continued: Were it to occur now 

power change would likely energize the political system and 
would all but erase efforts by the National Assembly to grill 
Ministers during the upcoming Parliamentary session. It 
would certainly usher Kuwait into a period of more decisive 
decision-making 

LeBaron 
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Lankan business community 
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commercial interests. The possibility of 5 year validity 
U.S. visas is enthusiastically supported by the local 
American Chamber of Commerce. 


LUNSTEAD 
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KHALEEJ\" UNDER THE HEADLINE \"TERRORISM BEYOND BORDERS 
\"ZIONIST TERRORISM\" IS MOVING FROM PALESTINE TO OTHER AR 
CAPITALS. ANOTHER EDITORIAL IN \"AL BAYAN\" POINTED OUT HOV 
VICTIMS OF U.S. AIR STRIKES ARE WOMEN AND CHILDREN 
TERRORISTS. END SUMMARY. 


2. NOTING THAT VICTIMS IN IRAQ ARE WOMEN AND CHILDREN 
BAYAN\" EDITORIALIZED 09/28: (ARABIC DAILY 
ORIENTED 


\"ITVS LIKE A HOLOCAUST WITH NO END. IF THEY HAD KNOWN--AS 
IRAQIS SAY--THAT THE PRICE OF FREEDOM AND THE AMERICAN DF 
IRAQ WOULD BE THESE BLOODBATHS 

FOR IT. THIS SITUATION (KILLING WOMEN AND CHILDREN) HAS BEC 
SHAMEFUL TO THE CONSCIENCES OF THE PEOPLE OF THE WORLD 
SILENT TOWARDS THESE DAILY MASSACRES BEING COMMITTED.\" 


4. CONDEMNING THE ASSASSINATION OF ONE OF HAMAS\' ACTIVIS 
SYRIA AND NOTING THAT SYRIA WILL NEVER ACCEPT THIS ACT 
BAYAN\" EDITORIALIZED 09/27: 


\"SYRIA WILL NOT GIVE IN TO CROSS-BORDER TERRORISM 
THROW AWAY ANY PART OF ITS OCCUPIED LANDS. ALSO 

WILL NOT ABIDE BY THIS NAZI METHOD WHICH THEY ARE USED TO 
THE ZIONIST ENTITY 

NOW 

ZIONIST ENTITY FROM TRYING TO PUT THE REGION ON FIRE AND D 
IT INTO A BIG HURRICANE OF VIOLENCE THAT WILL NOT STOP AT T 
REGION\'S BORDERS BUT WILL EXTEND TO THE WHOLE WORLD.\" 


5. UNDER THE HEADLINE \"TERRORISM BEYOND BORDERS 
EDITORIALIZED 09/27: (ARABIC DAILY 
85 


\". THE ZIONIST TERRORISM MOVED FROM PALESTINE TO THE ARAE 
CAPITALS 

ENSURE THEIR BORDERS AGAINST THE ENEMY AND GOING BACK T 
THE ENEMY INSTEAD OF NORMALIZING RELATIONSHIPS. ANOTHER 
CAPITAL MIGHT BE TARGETED SOON SINCE ALL ARABS ARE LISTEL 
DEATH LISTS WRITTEN BY THE ENEMY.\" 


3. UNDER THE HEADLINE \"SUPPORTING IRAQ 
EDITORIALIZED 09/26: (ARABIC DAILY 
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OFFICIAL 


\". EFFORTS OF THE IRAQI PRIME MINISTER AT THE UNITED NATION 
SUPPORTED BY THE U.S. INORDER TO HOLD AN INTERNATIONAL 
CONFERENCE THAT WILL SUPPORT AND LEGITIMIZE THE IRAQI ELE 
IN JANUARY 2005 

PRESSING REQUIREMENT FROM THE INTERNATIONAL FAMILY TO P 
THE ROAD OF STABILITY AND RECONSTRUCTION. ESPECIALLY NOV 
IRAQ IS FACING A FINAL CONFLICT WITH TERRORISM AND TERROR 


6. NOTING THAT RESISTANCE IS ALL WHAT IS LEFT FOR PALESTINI 
\"AL-KHALEEJ\" EDITORIALIZED 09/26: 


V. WITH THE PALESTINIANS\' TRAGIC SITUATION 

THE ASPECTS IN THE FUTURE 

WHAT SHOULD THE PALESTINIANS DO? WHAT CHOICE DO THEY HA 
RESISTANCE AND WITH ALL MEANS AVAILABLE FOR PROTECTING 
THEMSELVES 
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pushing many Palestinians and Iraqis to resort to terrorism 
because they viewed their predicaments as hopeless. 


6. (C) Minister of State for Foreign Affairs Shaikh Hamdan 
bin Zayed al Nahayan remains our key bilateral point of 
contact. Nevertheless 

be a useful interlocutor. As the MFA\'s senior diplomat 

has served as Minister since 1980 (de facto from 1980 to 
1990 

little role in day-to-day policy making 

UAE at UNGA and in other international fora 

League and NAM. Although critical of U.S. policy toward the 
Israeli-Palestinian conflict 

favorably views the U.S. as an indispensable ally. 

SISON 
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said an expatriate historian intimately familiar with the 
Al Nahyans and family conflict resolution in earlier years. 


First in the succession line: Khalifa Bin Zayed 


6. (C) When Sheikh Zayed departs the scene 
Khalifa will become the UAE\'s new president and Abu Dhabi\'s 
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new ruler. For the past 25 years 

effectively held the purse strings for the Abu Dhabi 
emirate 

seven emirates 

serves as Chairman of the Abu Dhabi Executive Council 
which decides which projects to fund in Abu Dhabi 

ofthe Supreme Petroleum Council 

policy 

which decides how the richest Emirate will invest its vast 
wealth. On the federal level 

Supreme Commander of tne UAE Armed Forces. He enjoys 
strong Al Nahyan extended family support 

cultivated the major Abu Dhabi tribes 

the Bani Yas strongholds of Al Ain and Liwa. Particularly 
significant for these tribesmen is the fact that Khalifa is 

a \"full\" Al Nahyan i.e. both his father and his mother 
are Al Nahyan 

Bani Fatima. 


Second in the succession line: Mohammed Bin Zayed 


7. (C) According to Sheikh Zayed\'s November 2003 decree 
his third eldest son 

follow in his older brother Khalifa\'s footsteps when their 
father leaves the scene. Mohammed 

man of action and vision 

UAE and abroad. As Chief of Staff of the UAE Armed Forces 
he has built his power base in the UAE military and wields 
considerable influence over the country\'s military 
expenditures. He has also sought to build close ties with 
senior policy makers of the UAE\'s principal allies 

U.S. 

regularly 

and greets foreign civilian and military dignitaries in Abu 
Dhabi 

(ref A). Charismatic 

West 

Thanks to him 

the $45 million Abu Dhabi International Airport expansion 
and a major solid-waste disposal facility 

again 

overhauled. \"He is a visionary 

Sukaina Al Wasity 

Department of Civil Aviation. \"You can feel the 
difference 

attention to his Deputy Crown Prince duties 

attendance at weddings and soccer matches in the family 
stronghold of Al Ain. His influential mother 

favored wife Sheikha Fatima 

promoting Sheikh Mohammed\'s political fortunes 
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those of his full brothers. 


No longer in line: Sultan Bin Zayed and Sultan Bin Khalifa 


8. (C) The decree appointing Mohammed as Deputy Crown 
Prince last November removed two potential heirs to the 
Emirate of Abu Dhabi: Sultan Bin Zayed 

and Deputy Prime Minister (ref D); and Sultan Bin Khalifa 
Crown Prince Khalifa\'s eldest son and chief of staff. 
Neither has mounted a challenge to the decree 

any apparent maneuver by either one to get the decision 
reversed at least not while Zayed is alive 

assure us. 


9. (S) Deputy Prime Minister Sultan Bin Zayed (DOB 1955) 
has had periodic bouts with substance abuse and gained 
notoriety for his mismanagement of funds and his failure to 
successfully complete high visibility projects such as Lu 

Lu Island or Abu Dhabi\'s Grand Mosque. (Note: Recently 
Sultan Bin Zayed was in Germany again -- to receive 
further treatment for his substance abuse problem. End 
note.) Sultan Bin Zayed\'s foreign policy views (we have 
been told he vigorously opposed U.S. intervention in Iraq) 
are at odds with those of his senior relatives. While none 
of our contacts thought Sultan was capable of mounting a 
challenge against his half-brother Mohammed 

leading the UAE 

to reinvent himself this past year by actually showing up 

to chair the federal Council of Ministers. Last year 

Sheikh Zayed appointed his fourth oldest son 

Deputy Prime Minister. We believe that move was designed 
to strengthen the Council of Ministers by having it chaired 
by the very capable Hamdan 

Minister of State for Foreign Affairs. Instead 

Sultan (who defied expectations by declining to fade away 
quietly from his Council of Ministers role) have shared the 
chairmanship this past year. In actuality 

figurehead in this capacity. He also greets visiting Arab 
heads of state at the airport 

Dhabi Executive Council. 


10. (S) Another person with a potential claim on the 
succession is that of Sultan Bin Khalifa (DOB 1965) 

Prince Khalifa\'s oldest son and chief of staff of his 

court. A prominent and reportedly corrupt businessman 
Sultan Bin Khalifa serves on the Abu Dhabi Executive 
Council 

of Commerce. Two different contacts of ours told us that 
Sultan Bin Khalifa was undoubtedly upset with the 
presidential decree appointing Mohammed as Deputy Crown 
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Prince. \"Sultan was groomed for the last 10 to 20 years 
for this 

wings\" and no doubt has political ambitions 

not likely to pursue them until after Zayed has departed 
the scene 


Supporting cast 


11. (C) Besides Khalifa and Mohammed 

rulers and sheikhs who are helping shape the political and 
economic landscape in the post-Zayed era. As noted 
earlier 

and de facto Foreign Minister Hamdan Bin Zayed. In April 
Sheikh Hamdan led pioneering trips to East Asia and Germany 
to cement political and economic ties with the UAE\'s key 
trading partners (ref C). In 2003 

agreement with Oman over a long-standing border dispute 
(ref E). Hamdan also headed a high-level delegation to 
Iran in May 2002 

that took the lead on the UAE\'s humanitarian assistance to 
Afghanistan 

speculation that after Zayed\'s death 

will attempt to appoint his son Sultan Bin Khalifa as 

Deputy Crown Prince 

Bani Fatima will engineer the process so that Hamdan 
becomes Deputy Crown Prince. 


12. (C) Younger brother Abdullah 

Culture Minister 

star. His brothers have entrusted him with the Syria and 
Lebanon portfolio. We have been told he may be given the 
Foreign Ministry in the not-too-distant future 

Hamdan to expand his role in running the Council of 
Ministers. Hazza 

close t0 Mohammed and is keen on maintaining close ties 
with the U.S. Although not one of the Bani Fatima 

brother Hamed is playing an increasingly significant role 

in the economic sphere 

to the Supreme Petroleum Council in June. Hamed is young 
dynamic and Western-educated 

Economic Department and sits on the Abu Dhabi Executive 
Council (ref B). This younger generation is 

\"surrounding themselves with can-do people 

long-time expatriate who advises Sheikh Abdullah Bin Zayed. 
As a result 

vision 

that assessment. \"The sheikhs are taking care of things. 
The rulers have been kind to the people 

education 

are hoping that the sheikhs will open up the political 
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space to allow them to participate. 


Dubai and the Northern Emirates 


13. (C) An hour and a half up the freeway from Abu Dhabi 
Dubai Emirate is busy shaping its own political and 
economic future 

federation as well. The dynamic Sheikh Mohammed Bin Rashid 
Al Maktoum 

Maktoum Bin Rashid 

credited with having put Dubai on the world commercial and 
tourism map. Some of Dubai\'s more controversial plans 
like fully legalized land sales to foreigners and 

(possibly) legalized gambling 

deference to Sheikh Zayed\'s wishes. There is much 
speculation that once Sheikh Zayed departs 

more free to push the limits of what is acceptable to 

Federal (read: Abu Dhabi) authorities. Dubai had no 
aspirations to run the UAE 

anything 

in their quest for economic development and expanded trade 
and investment relations by the need to worry about defense 
and foreign policy matters. 


14. (C) While Sheikh Mohammed Bin Rashid has recently made 
an effort to forge closer ties to Sheikh Khalifa 

clear that he is by disposition inclined to ally himself 

more closely with the younger 

thinking Bani Fatima 

Zayed. (Note: Sheikh Mohammed is the federation\'s titular 
Minister of Defense 

forces to Sheikh Mohammed Bin Zayed\'s control. End note.) 
Dubai has its own succession dilemma to resolve once its 
Ruler 

UAE Vice President and Prime Minister 

Dubai 

national leadership beyond the ministerial positions that 

are carefully allotted to each emirate. Thus 

UAE constitution does not specifically state that the Ruler 

of Abu Dhabi should also serve as the President of the UAE 
there is every reason to believe that it will continue to 

be the case even after the passing of Zayed. 


Comment: 


15. (C) The transition of power from UAE President Sheikh 
Zayed to the next generation of Emirati leaders has in 

effect already happened. One key to this smooth transition 
was the presidential decree issued 10 months ago anointing 
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Sheikh Zayed\'s third oldest son 

Prince of Abu Dhabi and third in line to the UAE presidency 
(assuming 

other emirates\' rulers when that time comes). In keeping 
with Al Nahyan tradition 

dispute to become public. In our estimation 

Minister of State for Foreign Affairs 

Zayed 

Mohammed in the lineup. 
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LIRAW (YTL) ON JANUARY 1 

EXPECT QUICK ADOPTION OF THE NEW CURRENCY 

WHICH WILL BE EQUIVALENT TO ONE MILLION \"OLD\" TURKISH 
LIRA. FURTHERMORE 

WILL TARGET POSSIBLE NEGATIVE SIDE EFFECTS FROM THE 
TRANSITION PERIOD SUCH AS PRICE INCREASES FROM ROUNDING 
OFF. THE GOT IS USING THE INTRODUCTION OF THE NEW TL 

TO HIGHLIGHT ITS SUCCESS IN THE REDUCTION OF INFLATION 
SINCE THE 2001 FINANCIAL CRISIS. END SUMMARY. 


2. (U) INA SEPTEMBER 24 PRESS CONFERENCEHELD 
SEPTEMBER 24 

SERDENGECTI ANNOUNCED THE LAUNCH OF A NATIONWIDE 
INFORMATION PUBLIC INFORMATION CAMPAIGN TO INTRODUCE 
THE \"NEW TURKISH LIRA\" (YTL). THE NEW CURRENCY WILL GO 
INTO CIRCULATION ON JANUARY 1 

EQUIVALENT TO ONE MILLION OF THE CURRENT TURKISH LIRA 
(TL) (1 

WILL BE DROPPED FROM THE NAME OF THE CURRECY AND 
TURKISH MONEY WILL BE KNOWN AS \"TL\" AGAIN. 


3. (U) TURKEY'S DECADES OF HIGH INFLATION WAS 
REFLECTED IN AHUGE AMOUNT AND VOLUME OF BANKNOTES IN 
CIRCULATION. THE VALUE OF BANKNOTES IN CIRCULATION 
INCREASED FROM TL 278.6 BILLION ON 31 DECEMBER 1980 TO 
TL 7.6 QUADRILLION AT THE END OF 2002 

INCREASE. AS A RESULT 

DENOMINATIONS MADE THEIR WAY INTO CIRCULATION SINCE 
1981 

1980 

HUNDREDTH OF A LIRA) TO 1 

THE LIRA CIRCULATES IN DENOMINATIONS OF 250 

500 

20 

ABOUT $14 
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PRACTICAL PROBLEMS FOR VISITORS 

BUSINESSES ALIKE. NEW BANKNOTES WILL BE ISSUED IN 
DENOMINATIONS OF 1 

COINS WILL BE WORTH 1 

THERE WILL ALSO BE A 1 NEW LIRA COIN. 


4. (U) IN CONVERSIONS TO -- AND TRANSACTIONS WITH -- 

THE NTL 

NEW KURUS ARE TO BE ROUNDED OFF TO ONE NEW KURUS. 
VALUES LOWER THAN A HALF NEW KURUS SHALL NOT BE TAKEN 
INTO ACCOUNT. MANY CONSUMERS AND NEWSPAPERS HAVE 
EXPRESSED A FEAR THAT MERCHANTS WILL TAKE ADVANTAGE OF 
THE CURRENCY CHANGE TO RAISE PRICES 

BELIEVED TO HAVE HAPPENED WHEN EU COUNTRIES INTRODUCEL 
EURO NOTES IN 2001. CBTR OFFICIALS 

THEY THOUGHT THE RISKS OF THIS WERE MINIMAL 

THAT THE SIMPLE DROPPING OF SIX ZEROS REDUCED THE 
OPPORTUNITIES FOR CONFUSION AND ABUSE. MANY LARGE 
STORES ARE ALREADY DISPLAYING PRICES IN BOTH YTL AND 

TL. 


5. (SBU) CBRT VICE-GOVERNOR SUKRU BINAY TOLD ECON 
OFFICERS THAT THE BANK EXPECTS THE TOTAL COST OF THE 
SWITCHOVER OPERATION TO THE ECONOMY TO AMOUNT TO AROL 
USD 160 MILLION (INCLUDING THE COST OF PRINTING AND 
DISTRIBUTING NEW NOTES). OLD BANKNOTES WILL CO- 
CIRCULATE WITH YTL NOTES UNTIL THE END OF 2005 

OLD COINS WILL BE REMOVED FROM THE MARKET AS OF JANUARY 
4 

BE CONVERTED BY THE END OF FEBRUARY 2005. HE THOUGHT 
THAT THE PROCESS WOULD BE SPEEDED-UP THANKS TO THE 
RELIGIOUS HOLIDAY (BAYRAM) IN FEBRUARY 2005 

IN CIRCULATION HISTORICALLY INCREASES DURING BAYRAMS. 
BINAY DOES NOT EXPECT ANY PROBLEM TO OCCUR IN FINANCIAL 
OPERATIONS 

JANUARY 1 

WILL BE CLOSE ON DECEMBER 30 AND 31 FOR ADJUSTMENTS 

BUT THAT ALL OTHER FINANCIAL MARKETS WILL STAY OPEN 
THOSE DAYS. HE SAID BANKS 

REGULATORY BOARDS 

COMPLETED THEIR SOFTWARE CONVERSIONS. BINAY ALSO NOTE! 
THAT HE DID NOT EXPECT ANY INFLATIONARY IMPACT ON THE 
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ECONOMY DUE TO ROUNDING UP. TO THE CONTRARY 
EXPECTED THAT PRIVATE BUSINESSES WOULD ROUND DOWN 
PRICES WHEN CONVERTING INTO NEW TL DUE TO THE HIGHLY 
COMPETITIVE RETAIL ENVIRONMENT -- PARTICULARLY FOR LOW 
PRICE CONSUMER GOODS. 


6. (U) THE MAIN YTL IMPLEMENTATION CHALLENGES ARE IN 
INFORMATION TECHNOLOGY AND PAYMENTS SYSTEMS 

AND STATISTICAL INFORMATION 

CIRCULATION PLANNING 

BANKNOTES. ALSO FROM JANUARY 1 

DATA WILL BE IN YTL 

YTL WILL BE IN CIRCULATION DURING 2005. 


7. (SBU) UNLIKE THE CBRT 

EXPECT SOME MINOR PROBLEMS IN EARLY JANUARY 2005 

AS PROBLEMS WITH AUTOMATIC CASH REGISTERS AND ATM'S. 
OLD PEOPLE AND INHABITANTS OF RURAL AREAS REPORTEDLY 
FEAR THAT THEY WILL LOSE THEIR WEALTH. ACCORDING TO A 
PRESS SURVEY 

SALARIES WILL DIMINISH. CBRT VICE-GOVERNOR BINAY TOLD 
US THAT THEY WERE AWARE OF THESE ISSUES 

FOCUS THEIR INFORMATION CAMPAIGN MOSTLY ON THESE 
SEGMENTS OF SOCIETY. 


8. (U) IMAGES AND SECURITY FEATURES OF THE NEW 
CURRENCY HAVE NOT YET BEEN MADE AVAILABLE TO THE 
PUBLIC 

THE TURKISH PRESS RECENTLY REPORTED THAT THE EU HAD 
WARNED TURKEY REGARDING A RESEMBLANCE OF YTL COINS TO 
EURO COINS THAT COULD CAUSE A PROBLEM IN TELLER 
MACHINES. TURKISH OFFICIALS SAID TURKEY WAS TRYING TO 
MINIMIZE THE RESEMBLANCE TO AVOID PROBLEMS. BINAY SAID 
INTERNATIONAL COINAGE EXPERTS WERE STUDYING THE ISSUE 
AND WOULD REPORT TO THE EU COMMISSION. 


9. (SBU) THE INTRODUCTION OF THE NEW TL IS A 

PRAGMATIC MEASURE DESIGNED TO MAKE THE CURRENCY LESS 
UNWIELDLY. THE GOT IS NEVERTHELESS TRYING TO 

CAPITALIZE ON THE INTRODUCTION OF THE NEW TL AS A 
SYMBOL OF THE SUCCESS OF ITS DISINFLATION CAMPAIGN 
GLOSSING OVER THE FACT THAT THE REDUCTION IN INFLATION 
HAS BEEN ACCOMPLISHED BY THE INDEPENDENT CENTRAL BANK 
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RATHER THAN BY THE GOT. 


10. (U) EXTENSIVE BACKGROUND INFORMATION ON 
SWITCHOVER ISSUES CAN BE FOUND ON THE CENTRAL BANK\'S 
WEBSITE: HTTP: /WWW.TCMB.GOV.TR AND AT 

HTTP://WWW YTL.GEN.TR. 
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perhaps renegotiation of a SOFA is desirable. Lenoir\'s 
conclusion was that the SOFA would be the product of 
consultations rather than imposition even if its terms 
remained unchanged. 


COMIFOR 

5. (C) Lenoir agreed completely on the need for a 
coordination mechanism to manage potential areas of 
overlapping or unclear responsibilities between the NATO HQ 
and EUFOR. He said he has been making precisely such an 
argument since planning began for the Althea mission. He 
declined to endorse DSACEUR as the appropriate mechanism 
arguing that such an arrangement created the impression that 
EU forces were somehow being Wchopped to NATO.\" Still 
insisted that there is a need to find a way for NATO to call 
upon EUFOR for assistance or support if needed. The issue of 
who will exercise the overarching authority ascribed to 
COMIFOR is one of the difficult questions that Lenoir said 
have been \"kicked down the road" by EU political 
decisionmakers. 


Reserves 

6.(C) The EU planner was adamant that ambiguity in the 
decision chain for deploying reserves was \"no way to plan a 
military operation.\" He agreed with the U.S. call for 
agreement on the procedures between NATO and the EU 
though difficult discussions might ensue. (Note: Other more 
senior officials 

with the ambiguity and \"parallel decision-making.\" End Note) 


POLAD and UNSCR 

7. (C) After conferring with colleagues 

that Bruce Maclean\'s nomination as POLAD to NATO HQ in 
Sarajevo would be welcome. High Representative Ashdown looks 
forward to working with Maclean again we were told. On the 
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issue of an exchange of letters between NATO and the EU to 
codify arrangements established by anew UNSCR 
expressed his personal view that such an exchange would be 
unnecessary 

saw no disadvantage. 


McKinley 
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gasoline prices have gone up over 20 percent since the GON tried 
again to stop its subsidy on imported gasoline September 24 (Ref 
A) 

a year. Each time 

from opposition politicians) and the price increase was somewhat 
lowered 

end the subsidy either. The NLC may have the GON over a barrel 
this time 

(Refs B and C) and much of its economic team in Washington for 
meetings (Ref D) 

response. End Summary. 


2. (U) After the GON raised gasoline prices on September 23 

NLC on September 27 gave the GON a two-week ultimatum to revert 
to the previous price of gasoline or face a sit-at-home protest. 

NLC President Oshiomhole announced that the NLC would ask workers 
to stay at home 

September 21 Federal High Court ruling in Abuja that the NLC had 
no constitutional right to go on strike to protest re-imposition 

of a gasoline tax. The Judge had ruled that the tax was not a 

trade dispute over which NLC could call workers to strike 

although she said the NLC and its affiliates could go on strike 

over issues relating to employer-employee relationships. She 

said the tax issues \"before the court did not relate to such." 


WHAT IS THE LEGAL COVER FOR THE NLC? 


3. (SBU) Benson Ukpa 

us that the court ruling had handed over a blank check to 
President Obasanjo \"to punish Nigerians with his deregulation 
agenda that has no human face. He contended that the court 
ruling thus does not affect the proposed sit-at-home protest. 
According to him 

gasoline tax strike but did not bar the NLC from taking actions 
\"that border on labor issues like the unilateral price increase 
by the Government." Ukpa maintained that the recent price hike 
has \"seriously affected wages and purchasing power of the 
Nigerian workers. 


4. (SBU) Ukpa argued that if the Government had revised the wages 
of the workers while simultaneously raising the prices of 
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petroleum products 

labor unions. When asked if the GON might file a contempt charge 
on the labor leaders 

of how the Nigerian Government disobeyed many court rulings in 
the country and the same Government was not charged for 
contempt.\" He said the GON continued to collect the gasoline tax 
after the NLC and Government were told by the court in February 
to stop its re-imposition. 


SUPPORT FOR THE NLC 


5. (SBU) Ukpa was confident that the sit-at-home strategy would 
work. He confided that influential Nigerians 

religious and community leaders as well as the common people 
have been expressing their support for the NLC declaration. 
\"Eminent citizens like the Sultan of Sokoto have expressed 
support for our action." (Note: the Sultan called for speedier 
benefits for the people from economic reform 

newspapers interpreted as criticism of the price increase.) 


WITHDRAWAL OF SUBSIDY OR IMPOSITION OF FUEL TAX? 


6. (SBU) Two Ministry of Finance officials 

to the Minister 

in line with the deregulation policy" and as such the price rise 

could not be called a fuel tax. She said the GON had gradually 

withdrawn participation in the down stream sector by allowing the 

market to dictate the prices for petroleum products. Nigerian 

National Petroleum Company (NNPC) head Funsho Kupolokun said much 
the same thing in public 

prices is needed to cover the cost of production and meet current 

trends in the international market. 


7. (SBU) The latest increase in price nearly 

near future entirely 

The GON figures a retail price based on costs plus some markup 
for each stage of the transaction from landing the imported 
gasoline through transmission to the gas station pump. The 
retail price band the GON has set is 52-55 Naira per liter 
(roughly 1.56 to 1.65 usdols per gallon) in areas close to 

ports 

course 


COMMENT 


8. (SBU) Past the argument over gasoline prices and economics 
the politics are fairly clear. The NLC is taking on the 

government with public opinion on its side and the GON stretched 
thin. The GON started the recent round of this fight by putting 
forward a labor bill in the National Assembly that would divide 

the NLC and take away some of its tools for political action. 
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That present GON vulnerability could instead 

government to concede even less to the NLC than it has in 
previous strikes or threatened strikes on the price issue. Key 
labor officials might be picked up by security services to weaken 
any likely mass protest. 

CAMPBELL 
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Edelman warned officials at Turkey\'s Defense Industry 
Undersecretariat that Turkey might face problems in the 
installation of American electronic warfare systems if 

Ankara decides to buy attack helicopters from non-US 
companies. In that case 

permission from the US to equip the new helicopters with US 
Hellfire missiles 

that Ankara\'s cancellation of three defense projects worth 
$6 billion in May 2004 was an indication that US companies 
may be eliminated from the helicopter tender. The project 
was scrapped after three years of discussions US-based Bell 
Textron after the US Administration declined to give Turkey 
crucial information regarding the helicopters\' computer 
systems. There is speculation that Turkey may prefer to 
purchase the helicopters from EU members like France and 
Italy in an effort to increase Ankara\'s chances of being 
granted a date for EU entry talks in December. 


FM Gul in New York: On Monday 

dinner hosted by the American-Turkish Society (ATS) and 
National Committee for American Foreign Policy in New York 
that Turkey did not have a secret agenda 

‘legitimate interest\' with regard to Iraq. Gul stressed 

that Turkey and the US have been working together for a 
prosperous Iraq 

cooperation in the region. `The logistical needs of 

coalition forces are mainly met by Turkey 

recalling that 3 

every day. The Turkish FM also assessed the need for a 
joint fight against terrorism. “Our government has 
increased the standards of democracy and human rights in 
Turkey to the level of European norms through sweeping 
reforms over the past two years 

Union decision to grant Turkey a date for accession talks 
will be an historic decision for the world 

it will also add momentum to Turkey-US relations.Y FM Gul 
blamed the Greek Cypriots for "missing an opportunity\' for 
peace in Cyprus. “There would have been only 600 Turkish 
troops instead of the thousands now deployed on Cyprus if 
the Greek Cypriots had accepted the UN-backed plan for 
peace 


TalAfar/Kirkuk: Turkmen officials from TalAfar told 
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\"Hurriyet\" that the recent attack against the northern Iraqi 
town had been a 'rehearsal\' for a larger military operation 

in Kirkuk in an effort to reduce the Turkmen population on 
the eve of a general census in Iraq. During the US 
operation 

TalAfar residents and later hoisted a Kurdish flag in the 

city fortress. The flag was soon removed by Turkish special 
team members accompanying US troops 

Meanwhile 

reporting on Kurdish attempts to drive Arabs and Turkmen out 
of Kirkuk in an effort to dominate the oil-rich northern 

Iraqi city. Human Rights Watch (HRW) said last month that 
if land ownership disputes between Arabs and Kurds are not 
resolved 

could "explode.\' 


US assistance for Turkish Cypriots: A 7-member team from 
the US consulting firm \"Bearing Point\" held meetings in 
Cyprus in an effort to ease international sanctions on the 
northern Cypriots and to promote economic growth in the 
north 

funded the visit 

disposition of the additional $30.5 million aid package 
allocated by the US for the Turkish Cypriots. The 
assistance package is intended to augment existing bi- 
communal programs and facilitate the reunification of the 
island by supporting economic growth in the Turkish Cypriot 
community 

Nicosia. 


Greeks urge EU to boycott EU-OIC summit: The Greek Cypriot 
Administration is strongly opposed to northern Cypriots\' 
joining the upcoming meetings between the EU and the 
Organization of Islamic Conference (OIC) under the name 
\'\'Turkish Cypriot state. The meeting is to be held at the 
foreign ministerial level in Istanbul on October 4-5. 

Nicosia is urging EU members to boycott the forum if the 
Turkish Cypriots attend the talks under that name. "The 
designation "Turkish Cypriot State\' is part of Turkish 

Cypriot efforts for recognition 

solution 

The paper fears that the EU-OIC summit in Istanbul could end 
up as a fiasco if the Europeans side with the Greek 

Cypriots. 


Syria detains Turkish truckers: Syrian customs officials 
detained 21 Turkish truck drivers in the northern city of 
Aleppo for carrying diesel exceeding the legal limit of 200 
liters per truck 

reportedly carrying fuel for US troops in Iraq. The Turkish 
consulate general in Aleppo said the drivers would be 
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released after appearing before acourt on Tuesday. Turkish 
truckers prefer the comparatively 'secure\' Syrian route in 
the face of intensifying attacks against Turkish workers in 
Iraq. 


AKP Debates Intra-party Democracy: In a speech to AKP 
deputies at the resort town of Kizilcahamami near Ankara 
Erdogan said that Turkey must ‘eliminate superficial 
tensions with the state and society\' and respect ‘the free 
choices\' made by Turks. Erdogan faced significant criticism 
by some AKP deputies for a perceived lack of internal 
democracy within the AKP. Yahya Akman 

Sanliurfa 

deputies are not taken into account by the party leadership. 


EDITORIAL OPINION: UNGA; Iran 

\"A role for the future\" 

Sami Kohen wrote in the mass appeal \"Milliyet\" (9/28): \"The 
UN General Assembly has served as a Suitable forum for 
Turkey to voice Ankara\'s determination to play a significant 
role in international platforms. Foreign Minister Gul 

talked about Turkey\'s experiences and positions on issues 
ranging from the Balkans to Iraq 

Afghanistan 

Turkey\'s involvement in international organizations 

Minister stated Turkey\'s advantage in contributing to a 
convergence of the Islamic world and the West. Turkey 
wants to see a restructuring of the UN. It also wants to be 

a member of the UN Security Council. There are more reasons 
than ever before to expect that Turkey will be supported for 
this position. Turkey is becoming an increasingly important 
international player due to its recent efforts in world 

affairs. The expectations voiced during the UNGA indicate 
Turkey\'s willingness to expand its role even further.\" 


\"Democracy in the Middle East\" 

Yilmaz Oztuna commented in the conservative-mass appeal 
Turkiye (9/28): \"During his speech at the UN General 
Assembly 

in Afghanistan and Iraq 

those countries.\' This statement would seem like a huge 
gaffe 

his speech was prepared very carefully some weeks ago. Let 
us ask the question correctly: "What kind of regime does 
the US mean when it refers to democracy for the greater 
Middle East?\' No doubt 

North American type is not being considered. The presence 
of political parties and the holding of seem to be deemed 
sufficient. But democracy depends on many other factors. 
Democracy is a way of life. The countries and people of the 
Middle East don\'t know anything about this way of life. 
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They have never lived under such conditions. Itis even 
wrong to say that they want to live under such a regime. 
Democracy in the west is real democracy 

is a utopia. Turkey is outside of this "Greater Middle 

East\' 

reached a democracy consistent with the Copenhagen Criteria 
only yesterday. Even then 

not been implemented. Therefore 

officially announced its plans to establish democracy in the 
Greater Middle East 

an Asian or African type of democracy there. It has been 
openly stated that the US has the right to intervene in 

these countries to establish such a democracy. President 
Bush has explained the "Pax-Americana\' concept. Turkey\'s 
national policy should be to make the right decisions about 
where and how to stand in relation to this concept". 


\"The US will strike Iran\" 

Nejat Eslen 

intellectual Radikal (9/28): \"The US is actively preparing 
for a preemptive strike against Iran in order to prevent 
Tehran from becoming a nuclear power. The US is very 
determined about this issue. The only questions are about 
timing and methods 

are now working hard on these problems. . In the event that 
Iran becomes a real nuclear power; the entire regional 
equilibrium would change. Such a possibility would also 
bring the potential for an arms build-up and a nuclear 
weapons race in the region... Turkey should consider 
taking new measures based on these developing circumstances 
even if the Iranian nuclear capability does not target 
Turkey. 
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the seriousness and commitment of both sides!" to step up 
security cooperation 

cooperation will be achieved in other areas. (Note: Dhabbi 
commonly points out the need for increased development 
assistance 

long term success of the ROYG\'s efforts to fight terrorism. 
End Note). Ambassador concurred 

now a safer place as a result of the agreement between the 
two sides. 


3. (S) Dhabbi also reiterated the ROYG request that the 
agreement remain confidential in order to avoid any internal 
public backlash while the program is ongoing. Following the 
signing 
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Deputy Director Saleh to discuss modalities for this and 
future operations. Ammar confided that there are more 
systems out there and that the ROYG continues its efforts to 
locate and purchase them. 


4. (S) Comment. The USG - ROYG MANPADS agreement has 
important bilateral and tactical implications. When the 
process began September 1 

Bloomfield \"we don\'t want 

recognition 

rebellion 

stability 

consistent partner in the GWOT. At them same time 
and destruction of at least 1 

favored by terrorists 

End Comment. 
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is another measure being considered by the EU to preserve the 
asylum channel for those with credible claims. End Summary. 


2. (SBU) Austria has joined the bandwagon of Member States 
supporting a plan to screen would-be asylum seekers outside 
the boundaries of the EU 

up at an EU Council meeting on September 30. The Baltic 
states support Austria in suggesting that migrant processing 
camps be set up in Ukraine to interview Chechens and others 
from the east seeking protection (a plan rejected by 
Ukrainians). Chechens have supplanted Iraqis as the number 
one group of asylum seekers in the EU. Over half of the 
Chechen applications are filed in Austria 

Czech Republic. Sizeable numbers of applications are also 
made in Germany 


3. (SBU) Although Germany was vocally opposed to the idea a 
year ago when the UK presented a plan for migrant processing 
centers outside the EU 

leading the charge for a reconsideration of the British 

proposal. Italy 

arriving in precarious crafts on the island of Lampedusa 

argues the camps are needed for humanitarian reasons to stop 
the perilous sea crossings. Italian authorities estimate 
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that close to 10 

illegally this year to reach Italy\'s shores. Following its 
reported success in working with Albanian authorities to stem 
the tide of migrants across the Adriatic 

focusing its attention on North Africa and has called for 
migrant processing camps in Libya. Those in need of 
international protection would be resettled within the EU 
(dividing the burden equally among Member States). Economic 
migrants would be returned directly to their countries of 
origin from Libya. 


4. (SBU) On a related track 

clandestine migration was the dominant factor in the EUVs 
preliminary decision on September 22 to lift economic 
sanctions on the former pariah. The decision came after 
Italy requested permission to provide equipment (such as 
binoculars and boats) to Libya for the fight against illegal 
immigration. Libya had reportedly signaled its willingness 
to cooperate in controlling migration 

have the resources to prevent the flow of migrants from 
Sudan 

Malta strongly endorsed the ltalian request; a Maltese 
diplomat told reporters that lifting economic sanctions was 
good news because it will \"help Libya purchase the equipment 
it so badly needs to monitor its borders more effectively.\" 


5. (SBU) Spain\'s new Socialist government 

similar influxes both in the Mediterranean and Atlantic (to 
the Canary Islands) 

migrant camps abroad. This year Spain has interdicted 412 
illegal immigrant boats leading to the arrest of more than 

10 

immigrants 

\"disappeared\" in Mediterranean waters (reftel b). About one 
million illegal migrants are thought to be living in Spain. 
Nevertheless 

line on undocumented migrants. 


6. (SBU) Whereas outgoing EU Commissioner for Justice 
Freedom and Security (JFS) Antonio Vitorino has maintained a 
discreet silence over the renewed calls for extra-territorial 
measures 

supported the Italo-German plan for camps in Libya. Because 
of repeated press pronouncements favoring the idea 

European Parliament asked incoming JFS Commissioner Rocco 
Buttiglione to put his views on the migrant processing camps 
into writing. Citing a recent maritime tragedy involving 
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migrants 

to the clandestine and dangerous practices of smugglers which 
threaten both people with a legitimate need for international 
protection and migrants trying to enter the Member States in 
search of a better life.\" He stated 

be to address humanitarian needs and prevent the 
Mediterranean from becoming a \'graveyard\'.\" Buttiglione also 
mentioned the objective of working with Libya and other 
neighbors in the framework of tne European Neighborhood 
Policy for solving regional problems and engaging in concrete 
cooperation and reinforced assistance. 


7. (SBU) Buttiglione can expect a rigorous grilling during 

his confirmation hearing before the Parliament on October 5 
particularly from leftist parties. Not only are they leery 

of the migrant camp schemes 

Buttiglione\'s staunchly Catholic views on homosexuality and 
abortion 


8. (SBU) As with the UK plan 

proposal for migrant processing camps. A UNHCR spokesman 
argued 

structures to deal with this....Libya has not even signed the 

1951 Convention" Sweden and France also have criticized the 
proposals for lack of adequate protection mechanisms. Even 
officials in Buttiglione\'s own office have expressed 

criticism of the plan. \"Libya has been criticized by Human 
Rights Watch for refouling refugees to neighboring 

countries 


9. (SBU) Also expected to be on the agenda of the upcoming EU 
Council meeting of September 30 is a discussion over a 
unified list of \"safe countries of origin.\" Requests for 

asylum from any citizen of these countries would be 
pre-judged as \"manifestly unfounded\". The initiative for a 
\"safe\" list began during the Italian Presidency and was 
continued by the Irish. Legal and human rights standards 
agreed to as a pre-requisite for the list are so high that 

only seven African and three Latin American countries are 
currently under consideration for a \"safe\" designation. 

(Note. Only countries with significant numbers of asylum 
seekers were reportedly considered for inclusion on the 

list.) Views among Member State vary widely 

countries and many advocacy groups objecting to the concept 
of the list itself. 


10. (SBU) Momentum is gaining to strike all Latin American 
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countries off the list for political reasons. Countries not 
given the \"seal of approval\" of being selected for the list 
might complain about the omission 

ignore the whole region. As to the African candidates 

two EU heavyweights -- France and Germany -- are taking 
opposing sides. France is pushing hard for all seven to be 
included on the list because France receives the bulk of the 
claims from these countries. (For instance 

asylum claims made by Malians in the EU are filed in France.) 
Germany 

African countries identified for inclusion on the list over 

the issue of female genital mutilation. Since the Green 
party campaigned hard for Germany to consider gender and 
other related claims in deciding asylum requests 

want to include African countries on the list where FGM is 
practiced for cultural reasons. 


11. (SBU) The resurgent call for migrant processing camps 
outside the EU will likely fade once it comes under scrutiny. 
Legal experts predict European courts would not support the 
practice of intercepting migrants on the high seas and 
transferring them to third countries. Furthermore 

Member State possesses a territory in the vicinity which is 
outside its immigration laws (similar to those used by the 

U.S. and Australia in deterring dangerous 

maritime crossings). Questions about protection mechanisms 
in proposed extra-territorial venues -- Ukraine and Libya -- 

will be tough to answer. Last year\'s proposals by the UK 
were quickly rejected: Croatia (by the government 

at the suggestion) and Albania (for the lack of an effective 
asylum system). In this years debate 

strangely silent. Either it is happy with its success in 

cutting its number of asylum seekers in half through a 

variety of policy changes 

States make the case this time around. What the revived idea 
does underscore is the EU\'s never-ending quest to find ways 
to stop the flow of unauthorized migrants to its shores. 
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will receive either two days paid leave (for government 
workers) two additional grade points (for students) 
certficate of appreciation (for all others). 


4. An experienced Tribunal official 
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greatest training change between Ecuador\'s 2002 and 2004 
elections. Two years ago 

training JRV staff 

Unfortunately 

discrepancies in procedures employed 

precinct. To correct this and other shortcomings 

with USAID financial assistance 

for Electoral Promotion and Assistance. While still working 
closely with the TSPs 

305 professors to establish teams of trainer-specialists that 
will actually conduct the JRV education courses. Not 
surprisingly 

not cooperated fully with their university partners. 


5. The JRV course lasts 2-4 hours 

aptitude. Approximately 25 percent is theory 

hands-on -- verifying identity documents 

validity 

Training began in 12 provinces September 11 and in the 
remainder September 13 or 18. Due in equal parts to TSP 
intransigence 

effort likely will continue until election eve 

Despite these efforts 

for October 17 untrained. 


6. She asserted that neither carrot (paid leave and higher 
grades) nor stick (withholding privileges to JRV no-shows) 
would increase participation and interest long-term. Rather 
Ecuador needed better civic education. Patino claimed the 
TSE and Education Ministry were drafting a pilot program to 


SIPDIS 
begin educating elementary school students on democratic 
responsibilities. 


7. As of September 23 

highlands and Amazon provinces 

capital Quito) were at nearly 70 percent. Ecuador\'s coastal 
provinces are lagging 

Guayaquil) 

loudly against the TSE/CAPEL changes and are not cooperating 
with their university partners. The delays worry TSE 

leaders 
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overcome them by election day (the Manabi province TSP 
president told visiting Polcouns September 29 that JRV 
training there would complete by October 2). 


8. Media on September 22 reported on another worrisome 
complication. The Military Geographic Institute (IGM) 

prints ballots for all Ecuadorian elections 

far behind in its production schedules. Patino confirmed the 
story 

in the run-up to the 2002 vote. The IGM\'s local election 
workload was far greater 

municipality 


9. We admire the TSE\'s commitment to training and judge our 
electoral education assistance well-spent. That said 

hope that 

TSE remains focused on an equally vital task 


SIPDIS 

precincts for the next-day vote. Embassy election observers 
in 2002 saw JRV openings delayed for lack of basic materials 
from masking tape to indelible ink. Preventing a repeat is 
paramount. 

KENNEY 
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to Rivers State. Labaran confirmed that the Army 
Air Force are involved. 


3. (C) Current operations involve helicopter gunships going 
down the creeks looking for \"rebels 

and the overall purpose of the operation is to re-establish 

law and order. Labaran was aware of the human rights angle 
(other sources tell us civilians have been hit by the 
helicopters) 

the need to restore order. He claimed high morale among the 
GON troops engaged 

successes. Labaran advised Pol-Mil Off that expatriates 
should exercise caution and avoid unnecessary travel to avoid 
being seen as potential hostages by the rebels. 


Reports from Major Energy Firms 


4. (SBU) Shell: Shell\'s Managing Director (MD) confirmed 
that the company had evacuated flow stations in Soku and 
Ekulama (River State) 
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facilities to military operations. These evacuations were 
\"localized\" and not a sign that Shell was planning a wider 
evacuation. The MD stated that AMCITs were among those 
evacuated. He promised to covey exact numbers of AMCITs 
tomorrow. 


5. (SBU) Shell has seen press reports of Asari threats 
against the company 

directly. Thus far 

of direct threats to Soku 

in the general vicinity. Shell remained fully staffed in 
these other facilities. Shell has advised staff in these 
outlying facilities not to conduct any riverine travel 

has been the normal mode of their business transportation in 
the area. Evening travel has also been prohibited. For 
employees in the city of Port Harcourt 

only essential travel around the city. The Shell MD also 
confirmed press reports of a small production loss 
approximately 50 

million barrels/day it was producing prior to the latest 
violence. 


6. (C) AGIP/ENI: Public Affairs spokesperson for AGIP 
confirmed that they are taking Asari\'s threats seriously 

but they have not evacuated any staff. Production in Port 
Harcourt has not been affected. They employ a small number 
of AMCITs as contractors. An AGIP spokesperson confirmed to 
the Consulate General that the firm did not lend their 

helicopter for use in a military raid 

claims. 


7. (SBU) Chevron/Texaco: Chevron Texaco\'s Managing 
Director for Offshore Operations reported Chevron was 
monitoring the situation closely 

evacuate personnel 

Chevron Texaco received frequent threats 

accustomed to dealing with these difficulties. Chevron has 
two flow stations approximately five miles from where the 
military operations took place. There are roughly 120 staff 
at the two stations. Half of this number are security 
personnel. Of the 120 

stated that Chevron was in constant contact with the Nigerian 
military. If Chevron found out that the military operations 
were enlarging or moving to areas near their flow stations 
Chevron would re-assess the situation. 


8. (C) Exxon Mobil: The Acting Managing Director for Exxon 
Mobil reported no plans to move or evacuate any personnel. 
He confirmed that Exxon Mobil has no production facilities in 
the Port Harcourt area. Its Nigerian production is 

off-shore. However 
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employees 

in Port Harcourt. The company also has a small fabrication 
facility in Port Harcourt 

roughly 250 employees working in these facilities 

20 are expatriates. Of these 

ago 

two to three. The company employs a four-tiered system 
four the highest alert. It imposed a travel ban in the area 
but relaxed the ban last week to allow for essential travel 
only. Exxon Mobil does not plan to change its security alert 
or travel policy for now. The company plans to issue a 
communige 

to the \"national holiday.\" The External Relations Director 
for the company told us that Exxon Mobil has an up-to-date 
evacuation plan. 


Reports from Independents and Oil Service Companies 


9. (C) Halliburton: Acting Halliburton Security Director 
confirmed that all Halliburton employees working with Shell 

in the affected areas had been successfully evacuated. Most 
were Nigerian personnel. Security Director stated that 
Halliburton maintains current evacuation plans. He believes 
that Asari does not have more than 2000 men 

troops had scored some recent successes 

bases used by Asari. 


10. (C) Panalpina: Panalpina Oil and Gas Sales Manager 
confirmed that his firm had noted a significant military 
presence in Port Harcourt. He explained that his office has 
only 8 expatriates in the Port Harcourt office; he is the 

only American in Nigeria employed by the firm. In the event 

of an evacuation of energy firm personnel 

personnel would stay behind to assist with the movements 

the majors depend on Panalpina transportation assets to move 
their personnel. 


11. (SBU) Coopers Cameron: Coopers Cameron Manager 
explained that all Coopers Cameron facilities in Port 

Harcourt are guarded by mobile police. Coopers Cameron staff 
in Port Harcourt are all Nigerian 

improve local content 

are also Nigerian. Coopers Cameron has banned all travel in 
and out of Port Harcourt until the present tensions cease. 
Echoing similar comments from other contacts 

while staff felt secure in Port Harcourt itself 

and from the airport were not viewed as secure. 


ACS Update 
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12. (C) Mission ACS unit confirmed that 437 AMCITs 
registered with post live in the Port Harcourt area. The 
vast majority work in the energy sector 

some type of evacuation assistance via their employers. 
However 

other professions outside of the energy sector. There are 
also a number of dual nationals who usually do not register 
with the Consulate. It is difficult to determine the precise 
population of this category. 


BROWNE 
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are sovereign to decide whether a leader may stand again for 
election. Velasquez also proposed raising the threshold for 
signatures needed to initiate recall referenda 

percent of the electoral registry. 


7. (C) Reaction to the proposal was universally negative. 

The opposition claimed it was evidence that Chavez wanted to 
impose an electorally-based dictatorship. Pro-GOV deputies 
reacted just as harshly 

as unauthorized. MVR Deputy Luis Tascon told poloff 
September 21 the proposal was an attempt to curry favor with 
Chavez 

poloff if he were in the opposition 

deputy\'s resignation 

candidate for a TSJ seat but had showed his bias on a 

critical constitutional issue. Chavez himself denounced the 
proposal on September 19 

and has no plans to perpetuate himself in office. Velasquez 
withdrew the amendments 

inopportune 

Ameliach the Assembly would deal with constitutional 
amendments in 2005. 


8. (C) The National Assembly will probably continue to be 
complicated as it has been over the past year 

due to polarization between the pro-GOV majority and the 
opposition. The last important piece of legislation passed 
the TSJ Law 

four years -- and absurd legislative smithing before it could 
be approved. If Chavez insists on passage of one of the 
contentious bills 

may again resort to parliamentary ramrod tactics. They will 
however 
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and perhaps even dissent in the case of the media law. As 
such 

approving the bills 

Velasquez Alvaray\'s constitutional amendments could have been 
a rogue operation (or secretly endorsed by Chavez) 
Chavistas\' complaints dealt more with timing rather than 
substance. It could foreshadow an attempt next year 
National Assembly elections in which the GOV is hoping to 
gain more seats 

chance of another term beyond 2013. 


Brownfield 
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business chamber representatives) and expropriating (in 
another article by a respected financial analyst) Oxy\'s 
assets. They warned that Ecuador was putting at risk current 
trade benefits and a future FTA with the United States. 
Minister of Economy and Finance Mauricio Yepez publicly 
warned that Ecuador risks losing USG support in its efforts 
to obtain financing from multilateral development banks if it 
did not act fairly in the Oxy case. The Ambassador continues 
to press for the fair treatment of Oxy through her daily 
meetings with the GOE 

the same message that Ecuador has much to lose 

its efforts to attract new investment to the country. 


The Procurador - Getting Nervous? 


3. (C) We have also received several reports that Procurador 
General Jose Maria Borja wants to discuss the case to explain 
his views 

Oxy. He has reached out privately 

to Oxy and the Ambassador. Still 

his private overtures. Last week he publicly called on 
Congress to review the US-Ecuador Bilateral Investment Treaty 
(BIT). (Note: The earliest Ecuador could file notice of 
terminating the BIT is 2007; a legal fact that escaped Borja 
the GOE\'s lead attorney.) On September 27 

to be defending the national sovereignty of Ecuador in his 
prosecution of cases against Oxy and Canadian oil company 
EnCana. He is also publicly defending himself against 
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comments from the business chambers. One of the attorneys in 
Borja\'s office told econoff that Borja\'s statements 

call to review the BIT 

would like the chance to explain himself in a private meeting 
with the Ambassador. The Ambassador has made clear there 
will be no meeting with Borja until he changes his public 

posture in line with what his intermediaries claim to be his 

real intentions. 


4. (C) Minister of Economy Yepez and Minister of Government 
Baca have told the Ambassador that Borja is a reasonable 
person who will approve a settlement reached by Oxy and the 
Minister of Energy 

deciding the fate of the accusations against Oxy (see 

reftels). However 

BellSouth cases indicate that Borja may not be true to his 
word. Still 

is likely due in part to Oxy\'s voluminous response to 
Petroecuador on the allegations and other efforts to get the 
full story out in the public. Yepez told the Ambassador on 
September 28 that Borja wanted to find a solution and did not 
want Oxy to leave Ecuador. Yepez and Baca have also been 
speaking with Borja 

understand the gravity of the situation. Borja also met with 
Oxy GM Jerry Ellis on September 27 

promoting the formation of a commission to review the matter. 
Pursuing Two Tracks 


5. (C) Econoff and Commercial Attach met privately with 
state-owned oil company Petroecuador President Luis Camacho 
on September 23. Camacho said that once he received Oxy\'s 
response to the allegations 

and fairly review the matter. He said he would not bow to 
public or private pressure to speed up his review or be 
prejudiced against one side or the other. He said he would 
like to appoint a respected 

review the matter 

those within Petroecuador. Camacho believed that 

not there was a commission 

not be completed before the October 17 local elections in 
Ecuador 

become an election issue. In a separate meeting between 
Emboffs and Oxy GM Ellis 

approach and hoped to discuss the matter with Camacho. 


6. (C) Ellis said that Oxy is also continuing its work with 
the Ministry of Economy and Finance (MEF) on a possible 
resolution. Oxy is providing the MEF with a variety of data 
to allow the GOE to analyze the impact of the transaction 
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between Oxy and EnCana (the most serious allegation against 
Oxy concerns that transaction). Minister of Economy Yepez 
told the Ambassador that the MEF hopes to present an offer to 
Oxy within the next two weeks. 


Comment 


7. (C) Oxy\'s side of the story on the allegations lodged 
against it by the Procurador is finally coming to light in 

the press. Our education efforts with GOE interlocutors and 
business chamber leaders also appear to be working. The 
Procurador\'s outreach efforts are a good indication that 
those efforts are having some impact. Oxy continues to say 
it is willing to talk while also forcefully arguing its 

strong case. PetroecuadorYs Camacho and the MEF are sending 
positive signals that the case can be resolved without 
declaring a contract nullification and expropriation. Oxy is 
also sending its public relations representatives from Los 
Angeles 

positive momentum in the press and with local opinion 
leaders. 


8. (C) It appears that any further official GOE pronouncement 
on contract nullification will not be made until after the 
October 17 elections 

The additional time will allow for more discussions between 
the parties and a cooling off period. We can also use that 
time to reach out to business 

of whom have not yet heard the full story on the matter or do 
not fully appreciate what is at risk for Ecuador. In the 

end 

finalize any agreement 

will continue to encourage Ministers Yepez and Baca to engage 
with Borja to ensure he will back a fair and rational 

resolution to the problem that he largely created. 

KENNEY 


21069 

21070 

USG to do so. Econ Counselor repeated the substance 
of a demarche two weeks earlier; that is 

should reconsider the matter 

should take account of the state of the airline 

industry in the United States and of our aviation 
relationship with the United Kingdom in its 
deliberations. Yuguda offered to accept an invitation 

to go Washington to make his case. He referred to our 
designation of Continental Airlines and suggested 
seemingly half in jest 

designation in the light of action the USG might take 
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with respect to Virgin Nigeria Airways. End summary. 


2. (SBU) In an hour long meeting to which Embassy 
Econ Counselor was invited by Minister of Aviation Isa 
Yuguda on September 27 

to convey to us his Government\'s case with respect to 
the imminent announcement of the establishment of 
Virgin Nigeria Airways. Yuguda explained that the 
Government of Nigeria and the United Kingdom\'s Virgin 
Atlantic Airways are close to finalizing an agreement 
creating Virgin Nigeria Airlines under which Nigerian 
investors will hold a 51-percent stake 

Virgin Atlantic through its Virgin Group will hold the 
remainder. 


3. (SBU) Yuguda was well briefed on the meeting and 
demarche we had made to the Ministry\'s Permanent 
Secretary two weeks earlier (ref A). We had then told 


SIPDIS 

the PermSec that any application to DOT by Virgin 
Nigeria for the necessary authorizations to serve U.S. 
cities will encounter severe difficulties on the 

grounds that UK interests should not be allowed to 
benefit under the US-Nigeria Open Skies agreement 
while the US-UK market remains restricted. Throughout 
the hour-long discussion September 27 

repeatedly expressed his hope that the United States 
will not permit its dispute with the United Kingdom to 
block the yet-to-be-formalized Virgin Nigeria Airlines 
from landing in the United States. He professed not 

to understand why the dispute between the USG and the 
United Kingdom should be extended to include Nigeria. 


4. (SBU) Yuguda 

gave several reasons why the USG should not oppose the 
new airline 

helping Africa to have an internationally competitive 
airline. Yuguda said the USG has long been 
recommending that Nigeria open its markets 

Nigeria is a step in that direction. Since the USG has 
often said it wants to help develop Nigeria 

should welcome the joint venture with Virgin Atlantic 
since it might make it possible for Nigeria to capture 
as much as $1.5 billion of the $3.0 billion in annual 
revenues generated by the air transport industry in 
Nigeria 

Moreover 

relations. Nigerians therefore would not understand 
why its powerful friendW would sabotage the deal 
between Virgin Atlantic and the Government of Nigeria 
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were that to come about. Moreover 

Obasanjo 

would be \"devastated\" if the venture were to fail 
because of U.S. opposition to it. 


5. (SBU) Econ Counselor repeated the USG position as 
documented in the pro memoria he had left with the 
PermSec. He also said the sad state of the airline 
industry in the United States is a circumstance to be 
taken account of in calculations of what may or may 
not be inimical to U.S. aviation policy or interests. 
Yuguda repeated that Virgin Nigeria is a Nigerian- 
registered airline. As such 

the Government of Nigeria to serve U.S. cities under 
the open skies agreement. The airline is being called 
Virgin Nigeria Airways only for the purposes of using 
the Virgin brand name. At some point 

shareholders will cede some of their 49 percent equity 
in the venture. \"This is a purely Nigerian company 
he concluded. 


6. (SBU) According to Yuguda 

this disagreement to rise to the presidential level. 
Economic Counselor concurred 

political concerns be taken account before the GON 
proceeds further. He added he would convey the 
Minister\'s concerns to the Department. Yuguda then 
said he his willing to go to Washington to explain the 
Nigerian Government\'s position. Yuguda concluded by 
requesting that the Embassy state clearly in a letter 
the USGVs views on this issue to which he promised a 
reply. Economic counselor agreed to provide such a 
letter September 28. (The letter is essentially the 

pro memoria of two weeks ago reformatted.) 


7. (SBU) Comment. We don\'t know the equities behind 
the Minister's commitment to finalizing the deal with 
Virgin Atlantic. He is aware that we have designated 
Continental to fly between Lagos and U.S. cities and 
disclosed having met with Continental\'s Vice President 
for Network William Brunger a week ago in Abuja. 
Yuguda was also aware of the meeting in New York last 
week between Obasanjo and a Continental executive. 
Half in jest 

linkage 

Virgin Nigeria from serving U.S. cities 

well prevent Continental from operating in Nigeria. 
Having said this 

Nigeria 
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with Salami\" and \"Oh Parliament 

biggest swindler.\" Returning to the joint session on 
September 25 

explain the benefits of the reform package. Members 
responded with harsh criticisms of government corruption 
unemployment 


3. (C) Background: The economic reform plan (refs A and C) 
would have reduced diesel subsidies 

fees 

General Sales Tax 

IMF 

ROYG\'s adoption of the reforms. In an attempt to provide 
political cover 

package in January. Since February 

emboldened by their dominant speaker Sheikh al-Ahmar\'s 
absence from the country for medical treatment 

asserting its role vis-a-vis the Executive on economic 
issues. The Executive 

a convincing case for reform. End Background. 


4. (C) While economic reform was one of the most actively 
debated issues in the press and at qat chews over the past 
year 

the reforms 

subsidy. In talks with senior USG officials 

predicted \"revolution in the streets\" if the oil subsidies 

were reduced. Former Member of Parliament Saad bin Talib 
commented to Emboffs that there was no push from the 
President for passage of the economic reform package. Shura 
Council Member and former Minster of Labor Mohammed al-Tayyeb 
described a disorganized GPC effort 

loyalists supporting the reforms. Some observers commented 
that the ROYG miscalculated in its attempt to gain 
Parliamentary approval for the economic reform package. 

Talib said he was \"shocked\" that the economic reforms did not 
pass 

\"rubber stamped\" any executive initiative. 


5. (C) Across town at the Ministry of Planning 
results of the UK\'s DFID study on the impact of reducing the 


Column 3 

diesel subsidy in Yemen were released to donors and the ROYG 
on September 22. According to the study 

percent of the population would see only a four percent rise 

in prices. The DFID study cites price gouging by merchants 
as a more serious problem. Noting the negative effects on 
farmers who rely on diesel to power water pumps 

also points out significant fears among the populace as to 

the consequences of ending the diesel subsidy. It quotes one 
participant in the study as saying if the diesel subsidy were 
eliminated 

are employed in the agricultural field). To counter this 
widespread misperception 

an effective public awareness strategy on the true effects of 
the subsidy 


6. (C) Beneath the surface of debate on the effects on the 
poor 

business. In arguing for the reform package 

Minster and Minister of Finance Salami said as much as 70 
percent of diesel is smuggled out of the country and high oil 
prices have pushed the ROYG to spend 5 percent of its GDP 
(more than is spent on education or health care) to maintain 
the subsidy. Parliament is also actively discussing a nearly 

1 billion USD budget supplement 

from the diesel subsidy. 


7. (C) World Bank and Ministry of Finance sources all point 
to the military as the largest smuggler of diesel. Many 
suspect the dire predictions of senior officials of the 

negative consequences of ending the subsidy are overstated 
and hold that the military\'s reliance on diesel smuggling is 
likely the real reason behind ROYG reluctance to push for 
this reform. (Comment: along with tribal support 

of the armed forces has always been one of the mainstays of 
the Saleh regime. End Comment). 


8. (C) Rumors that a cabinet reshuffle is in the works 
continue 

to go. Some newspapers point to three leading candidates to 
succeed the Prime Minister: Governor of Aden Shuaibi 

Prime Minister Sofan 

Sura. Ministry of Planning Senior Advisor Jalal Yagoub 
referred to possible changes as the \"al-Houthi cabinet 
shuffle.\" Insiders and observers alike point to corruption 
daily blackouts in the city of Sanaa 

stagnant economic growth to be the issues fomenting a cabinet 
change. Prominent GPC leader and Shura council member 


Column 3 

Mohammed al-Tayyeb 

think a change in government is likely for at least six 
months 

had served two years to make sweeping changes. 


9. (C) While Parliament is slowly finding its democratic 

legs 

voting to reject an otherwise desirable economic reform 
package. The fault lies mainly in the ROYG\'s poor strategic 
economic planning. For seven years the ROYG has been 
grappling with the diesel subsidy 

attempt to \"spin\" the changes or investigate ways to mitigate 
the effects of doubling the price of diesel and gas. Three 
projects to build energy plants have languished in corrupt 
tendering processes for years which 

forward on 

diesel. Parliament\'s protest vote rejecting economic reform 
demonstrates strong opposition to the status quo 
particularly what is widely understood as pervasive 
government corruption; it did not offer and alternative 
package 

through. Economic reform in Yemen will likely continue to 
stagnate until the President commits to follow through on 
vague promises to reduce corruption and focus on painful 
long-term economic solutions. End comment. 

KRAJESKI 
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ECOWAS will request that the U.S. assist with a needs 
assessment and establishment of stocking levels at the depot 
once the standing force is authorized and units are pledged. 
The present U.S. administration of the depot would then train 
an ECOWAS contingent to run the facility (on-the-job 
training) 


Who will be invited? 


4. (SBU) Invitations will not be formalized until early 
November 

range of potential donors to attend. They plan to add China 
and Japan to the usual list. China has already donated 
significant quantities of communications equipment 
ECOWAS would like to build on that relationship. Japan has 
indicated that it might be willing to train and support a 
medical unit and Germany has indicated support for an 
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engineering unit. ECOWAS views the USG as the only \"honest 
broker\" among potential donor nations 

a lack of colonial history in Africa and a history of support 

and cooperation with the ES. 


5. (SBU) ECOWAS will ask donors to send representatives to 
this conference who are technically familiar with the issues 

and can commit support to projects. ECOWAS has learned that 
the UK will have no more than 250 

contribute at the conference 

Kofi Annan Center 

significant influence over the ECOWAS policy vision despite 

this lack of financial support. 


6. (U) Following is the published agenda for the conference: 


NOVEMBER 22 
0900-0945 Coffee Service (ECOWAS Patio) 


1000 Dr. Chambas\' Introductory Remarks-\"The Linkage Between 
Diplomacy 


1100 DES-Political Affairs 


Standby Forces 
and Other Standby Issues. 


1200-1330 Lunch Break (ECOWAS Patio) 


1330-1800 DES-PADS (continued): Humanitarian Affairs 
Political Affairs 


1900-2100 Evening break-out and discussion sessions 


NOVEMBER 23 
0900 Opening Remarks by ECOWAS Executive Secretary 


0930-1000 Coffee Break 


1000-1200 DES-Administration and Finance: Human Resources 
Capacity 


1200-1330 Lunch break (ECOWAS Patio) 


1330-1600 DES-Integration Programs: Infrastructure 
and Private Sector Development 

(Education) 

Information and Communications. 
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1600-1700 DES-Policy Harmonization: Trade Promotion 
Trade Negotiations 


1700-1720 West African Civil Society Forum presentation 
1720 Guest donor comments and Dr. Chambas\' closing remarks 


1900-2200 Evening formal dinner (Location to be determined). 
End Agenda. 
CAMPBELL 
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times. Descriptions of the items seized with Dadayan vary 
significantly in different documents now part of the official 
case file. Second 

witnesses to Dadayan\'s arrest in court; while CIS legal 
cooperation agreements exist 

Prosecutors doubt that they will be able to compel witnesses 
from Georgia to appear in an Armenian court. \"Dadayan is 
denying everything 

have the case dismissed. 


Help Needed to Produce Georgian Witnesses in Armenian Court 


6. (S/NF) We urged the Prosecutors to redouble their efforts 
to convince witnesses from Georgia to appear in court. While 
we could guarantee no results 

colleagues in Tbilisi to engage with the GOG to encourage 
Georgian witnesses to appear in court. The Prosecutors 
demurred 

prosecutor has no role in the conduct of the case. 


Judge Shares Case File 


7. (S/NF) During the September 14 meeting with the trial 
judge 

prosecutors 

Lalayan described the same set of problems with documentation 
of the arrest 

witnesses\' presence in court. Because the USG is not a party 
to the case 

provide us with copies of either the case file or Dadayan\'s 
appeal for dismissal. He willingly showed us the file 

however 

points of Dadayan\'s motion for dismissal. 


USG Documents Weaken Case Against Dadayan 
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8. (S/NF) Lalayan said that circumstances regarding custody 
of the evidence in question 

to be in the custody of the USG 

to the court. The case file (which Lalayan showed us) 
contains correspondence ostensibly from the U.S. Embassy in 
Tbilisi which calls into question whether the substance 

seized from Dadayan was radioactive at all. Lalayan showed 
us a letter dated September 12 2003 

capital letters on U.S. Embassy letterhead 

the sample in question was harmless Red Mercury" and similar 
to material seized in scams in other parts of the world. A 
second letter 

also on U.S. Embassy letterhead stated that the sample 
received was in fact radioactive and a small portion of that 
sample was being returned to the Government of Georgia for 
analysis. 


9. (S/NF) Lalayan welcomed our assertions that the sample 
was actually highly enriched uranium. He appreciated our 
readiness to provide an analysis of the seized material in a 
form which would be acceptable to the court. He said that it 
was unlikely that the court would require the physical 
presence of the HEU in the courtroom. We noted that some 
degree of confusion regarding documentation of Dadayan\'s 
arrest should be understandable by the court; we expressed 
our hope that any decision by the court would not discourage 
further intelligence cooperation. 


Comment 


10. (S/NF) The Dadayan case is in danger of dismissal 
although our pressure on the Court and prosecutors may have 
forestalled this outcome for the time being. If we want a 

guilty verdict 

overcome the procedural foul-ups at the beginning of the 
case. In order to negate the impact of the 

amateurish-looking September 12 Red Mercury!" letter in the 
case file 

the material provided. (Note: Judge Lalayan provided a list 

of criteria during the meeting. End Note.) lt may prove to 

be a more difficult task to convince witnesses from Georgia 

to appear in an Armenian court 

associated with intelligence operations. The toughest task 
will be to convince a court that the chain of evidence was 

not broken and that the material we analyzed is in fact the 
material seized with Dadayan. The defense attorneys 
evidently are aware of this and are waiting to poke holes in 
the prosecution\'s case. 
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therefore not be ruled out. Verwaal agreed that this 

situation \"would create a serious problem\" and that \"the EU 
would have to react.\" He confirmed that \"one of the options\" 
would be that the EU could walk out of the meeting. 
Nevertheless 

agreement on the matter would probably not be entirely 

uniform - and \"only a certain number\" of EU members would be 
likely ultimately to walk out. 


2. (SBU) Verwaal reiterated that the understanding reached 
between the EU 

was that the Burmese would attend only at FM or lower level. 
He said the Dutch had pushed for only \"official\" level 
participation but that the Asians had held out for the 

Foreign Minister level. He commented that higher-level 
Burmese participation would thus create even more 
embarrassment for the Vietnamese hosts and Asian coordinators 
than for the EU. Verwaal said the Vietnamese would certainly 
know in advance of the meeting which Burmese officials 
planned to attend in order to carry out registration 

processing 

have not yet responded. 


3. (SBU) The Dutch EU Presidency also confirmed September 28 
that Luxembourg\'s Prime Minister will carry out the functions 

of the EU Presidency in the absence of Dutch PM Balkenende at 
ASEM (Balkenende is seriously ill as reported Ref B). 

Verwaal noted that this would consist of making remarks at 

the opening ceremony and contributing working-level 
representation to the coordinating committee. (Comment: 
Verwaal had also used the verbal construction the evening 

prior to official announcement of this plan that one option" 

was for Luxembourg PM to carry out the EU role - lending 
credence to the \"option\" that the EU might indeed walk out.) 


4. (SBU) The Dutch are interested in comparing notes about 
the newly-appointed Burmese officials 

previously that they would be willing to describe their 
negotiation process in further detail after ASEM and exchange 
ideas about handling upcoming ASEAN and related Burmese 
participation. 

SOBEL 
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\"quite a challenge" On some topics 
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have to work things out on their own rather than through the 

EU. The EU was working toward common positions on 
resolutions where there used to be split votes 

it was likely that the EU would only be able to agree on one 
common position. The bad news was that a new resolution on 
The Hague Code of Conduct (HCOC) was in the work; this would 
be another draft resolution to add to the UNFC 

despite our common efforts at reduction. 


5. (SBU) The EU then sought U.S. views on the Argentine draft 
resolution on Confidence and Security Building Measures 
(CSBMs) and on the draft MANPADS resolution. Regarding the 
Argentine CSBM draft 

had encouraged Argentina to table its resolution to preserve 

the work on conventional CBMs that the UNDC had conducted 
during 2001-03. The U.S. might co-sponsor that resolution 

and the draft MANPADS resolution. 


6. (SBU) The U.S. side was not optimistic about the prospects 
for the UNDC. U.S. representatives expressed their 
disappointment that the EU -- despite productive discussions 
with the Irish EU Presidency in January -- did not consult 

with the U.S. before tabling a draft agenda last April. The 
U.S. side recalled that the Non-Aligned refused to consider 
the EU proposals 

U.S. proposals for the UNDC agenda 

seek U.S. support to participate in those negotiations. The 
Dutch EU presidency seemed uninformed about those events 
accepted that U.S.-EU communications on the UNDC had broken 
down at some point. The EU sought clarification of the U.S. 
assertion that the future of the UNDC needed to be 
reconsidered. The U.S. replied that the U.S. will propose to 
the UNDC chair (Georgia) devoting one year to examining UNDC 
institutional reform. If the impasse over the UNDC agenda is 
not resolved during the first week of the First Committee 

the U.S. might table an alternate draft resolution. The EU 
side reiterated that it continued to view the UNDC as an 
important forum for allowing non-CD countries to express 
their opinions 

UNDC could be improved. 


7. (SBU) The EU underscored concerns about the lack of a CD 
work program for the eighth straight year. How long can a 
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body that does not do anything be kept alive? The U.S. 
commented that the history of the Five Ambassadors\" (A-5) 
proposal for a CD work program has led the U.S. to conclude 
that it is unlikely to command consensus in the future. 
Realistically 

long-inactive CD currently could take on more than one or two 
negotiations at the same time; as a result 

urging the CD to agree to begin work on the U.S. proposals on 
FMCT and persistent landmines -- it is an opportunity for a 
fresh start. Though this year 

September 10 

has served as a useful platform from which the U.S. and the 
EU should work in tandem to develop a consensus on a program 
of work early next year. The U.S. hoped that EU governments 
will instruct their delegations in Geneva to support the U.S. 
proposals without linkage to other issues or within a 

balancing formula. 


8. (SBU) The Dutch EU Presidency noted an evolution in EU 
thinking 

way toward establishing a program of work. Delinking 

the EU 

getting anything done. The U.S. side reiterated that each 
prospective CD agenda item should be considered on its own 
merits 

for continued stalemate at the CD. 


9. (SBU) The EU side welcomed the conclusion of the U.S. 
review on the FMCT 

briefings in Geneva earlier that week 

verification. The U.S. side reported that consultations had 
gone well and had included contacts with a broad range of 
delegations 

U.S. would seek early action in January at the CD for a 
negotiating mandate 

the NPT or other agreements 

reintroduced its traditional verification resolution in the 
UNFC 

were similar to that of past years. The Dutch EU Presidency 
then asked how the GON and/or the EU could pose FMCT 
questions to the USG. The U.S. side invited the EU 
Presidency to forward any questions regarding an FMCT through 
either USEU or State/AC/ISN. 
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10. (SBU) The EU side stated that the EU was studying the 
U.S. proposal at the CD for an international agreement to ban 
the sale or export of all persistent landmines 

that most EU countries give priority to existing instruments 
especially the Ottawa Convention. The U.S. side reiterated 
its hope that EU governments at the CD will be able to 
support negotiations on this subject early next year 

pointing out that the U.S. had chosen the CD as the venue in 
order to avoid confusion with the Ottawa Convention or other 
demining issues. 


11. (SBU) The U.S. side stated that this fall's Conference of 
CWC States Parties would mark the mid-point of the Article Il 
Action Plan on national implementation of the Convention. It 
is an ideal opportunity to assess progress to date and to set 
the agenda for the coming year 

progress in a number of capitals on implementing measures. 
The past year also has been an exercise in gathering data 
about the status of implementation in various countries and 
the obstacles that they face. One frequent problem is that 
many countries indicate that they are having difficulty and 
would welcome assistance 

concerning the sort of assistance needed. Giving this issue 
a high profile at the Conference will maintain pressure; it 
also will let us \"fine tunel" the second year of the Action 
Plan. 


12. (SBU) The EU side replied that CWC was a successful 
treaty and a successful organization; under its new 

leadership 

EU policies dovetailed with U.S. remarks about some countries 
not having implemented all the provisions 

that financial contributions would help those countries along 

the way. The European Commission (EC) representative noted 
that this was part of the EU\'s WMD strategy 

representative for WMD nonproliferation efforts 

Giannella 

considering three areas of effort: supporting OPCW action on 
CWC universalization (conferences 

implementation with technical or other assistance; and 
chemical sector cooperation programs. The EC rep noted other 
EC programs: with the Russians on the construction of CW 
destruction facilities at Gorny; with the U.S. and the UK on 

CW facilities at Shchuch 

Germans 

proposed budget for 2007-2013 dedicated additional funding to 
disarmament and non-proliferation 


Column 3 
weapons destruction 


13. (SBU) Looking at the OPCW 

U.S. side pointed to the proposed 4.8 percent increase 
remarking that 

position on this proposal 

U.S. budget policy in favor of zero-nominal-growth budgets in 
international organizations. The U.S. and EU members should 
work hard for a budget agreement at the October Executive 
Council session; budget negotiations at the Conference 
usually are an opportunity for Non-Aligned \"crisis\" tactics 

to increase funding. The EU side replied that the EU had 
discussed the 4.8 percent funding increase the previous day. 
Some member states felt that the increase would be hard to 
agree to 

additional inspections. The EU would review this again in 
The Hague on September 9. On challenge inspections 

now was developing a draft OPCW action plan that it hoped to 
discuss with key WEOG partners 

side also asked about Aberdeen 

useful for U.S.-Russian discussions to be opened to others. 
The U.S. side undertook to report the EU interest to 
Washington. 


14. (SBU) Reviewing the July experts\' meeting on disease 
surveillance 

the U.S. side described the gathering as very successful 
providing a useful opportunity to exchange information and 
enhance international contacts. The U.S. believed that this 
and other meetings encourage BWC States Parties to implement 
the BWC 

report by 2006 that they have fully implemented the 
Convention -- an imperative reinforced by UN Security Council 
Resolution 1540. This year's meetings already have made 
progress 

Goosen would need to highlight strengthening public health 
networks and mechanisms for disease surveillance; increasing 
support for the World Health Organization and other 
international bodies; agreement for prompt notification of an 
outbreak; and improved coordination and assistance among 
States Parties on public health and disease surveillance. 

The EU side agreed with the overall positive assessment of 
the experts\' meeting in Geneva 

participation 

politicization 

added that both sides needed to collaborate on keeping 
politicization out and enforcing discipline on the NAM in 
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steering the agenda for the Meeting of States Parties in 
December. The EU will coordinate with the U.S. on this in 
Geneva. 


15. (SBU) The EU side affirmed that 

than anti-personnel mines (MOTAPM) 

a common denominator between a total ban and unconstrained 
use. The EU wished to integrate the Irish proposal with 

other parameters for mine use. On Explosive Remnants of War 
(ERW) 

V and said that it would push for rapid entry into force. 

The EU envisioned a two-stage approach to compliance 
beginning with a consultation process 

subscription by States Parties to more stringent regulations. 
These would include the referral of violations to a 

committee of experts 

(COMMENT: The latter stage is one that the EU would like to 
add to current procedure. END COMMENT) This would require 
either creating a new protocol 

formal agreement that would be faster 

legally) binding. The EU may call for consultations on this 
subject under Article 13. 


16. (SBU) The U.S. side stated that Washington was prepared 
to continue the discussions of measures to prevent munitions 
from becoming ERW. The U.S. supported calls by several 
states 

of existing best practices and safeguards 

implementation of the new ERW protocol by states in a 
position to do so. The international community should 
evaluate the implementation of the ERW protocol that was just 
negotiated before any consideration is given to starting a 

new negotiation on this subject. The U.S. Administration 
currently is reviewing the protocol to determine whether to 
submit it to the Senate to seek its advice and consent to 
ratification. In any case 

moratorium or ban on the use of cluster munitions 

NGOs are advocating. Such munitions have a legitimate role 
in military operations 

humanitarian problems than other munitions. 


17. (SBU) The U.S. side observed that the U.S. and the EU are 
generally on the same track regarding MOTAPM. The U.S 
plans to get rid of all its persistent landmines 

support the Irish proposal. We are urging fellow co-sponsors 
of the 30-nation proposal to take it on board 

encouraging the apparent movement of India towards the 
approach set forth in this proposal. However 
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and Pakistan still reject the need for a MOTAPM protocol 
arguing that the detectability and 

self-destruct/self-deactivate requirements could create 

military problems or be too expensive to implement. The U.S. 
intended to approach those governments bilaterally during the 
intersessional period to demonstrate that reasonable 
restraints on MOTAPM can be agreed without prejudicing 
legitimate security concerns 

by EU countries. The U.S. also is urging NGOs to make clear 
that anti-vehicle mines are indeed a humanitarian problem 
and plans to work with Germany to fund a study on this issue 
through the Geneva International Center for Humanitarian 
Demining (GICHD). The U.S. plans to meet with the Russians 
in early October to review their technical concerns; their 
willingness to engage in this way gives us some hope that we 
can bring them around. The U.S. does not believe that 
another mandate for the Group of Governmental Experts (GGE) 
is necessary for the group to negotiate on a MOTAPM protocol. 
The current mandate provides sufficient authority 

who want to obstruct progress will use a debate on revising 
the GGE mandate to prevent action. 


18. (SBU) The EU noted the great importance that it attaches 
to the treaty\'s entry into force 

Steps agreed to at the 2000 Nuclear Non-Proliferation Treaty 
Review Conference and slated to be reviewed at next year 
RevCon. The U.S. reaffirmed its opposition to the CTBT and 
its intention not to ratify the CTBT. That said 

funds and participate in 95 percent of Preparatory Commission 
activities 

moratorium. The two sides then discussed potential 
leadership changes at the IAEA and the Provisional Technical 
Secretariat (PTS). The U.S. asserted that succession in 


SIPDIS 

these organizations should be considered in the context of 
turnover in other UN agencies over the next year 

that the process for seeking a new PTS Executive-Secretary 
would move ahead in order to ensure a smooth transition next 
year. Asked for EU views on succession issues 

participants offered little on the PTS 

Director-General el-Baradei could 

rule 

than twelve years. The U.S. side also mentioned that the 
unfavorable exchange rate between the dollar and the euro 
among other issues 

availability of funds for the U.S. assessment for 2005 
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could shape our response to possible G-77 calls for budget 
cuts atthe November meeting. 


19. (SBU) FYI: AC/ISN Director Robert Luaces was laying out 
the U.S. case against the CTBT when his wristwatch alarm 
unexpectedly went off. After a momentary silence captured 
the meeting room 

Washington alerting me that | 

things about the CTBT. | 

explodes and takes my wrist with it!8 A brief bout of 

laughter ensued. END FYI 


20. (SBU) The EU side reviewed the statement 

EU continues to promote the universalization of disarmament 
and non-proliferation treaties. Many of the follow-up issues 
were more appropriate for CONOP. The EU supported UNSCR 
1540 

proliferation of WMD and its delivery systems 

report as early as possible ) hopefully 

deadline -- on the status of European efforts. As the 

relevant competences within the EU usually were national 
rather than European 

reporting to reflect these differences. Regarding the IAEA 
Additional Protocol 

demarches 

a matter of institutional delays 

the Global Threat Reduction Initiative 

done a quick survey and determined that member states planned 
to attend at the senior policymaking (vice political) level. 

On the Convention on the Physical Protection of Nuclear 
Materials 

including admittedly tepid support from The Netherlands. 
Regarding the Hague Code of Conduct (HCOC) against ballistic 
missile proliferation 

and had sent out a round of demarches aimed at increasing 
support for the Chilean resolution in the First Committee and 
asking non-adherents to become parties. The U.S. side 
thanked the EU side for this review 

responses on these issues during the September 28 U.S.-EU 
CONOP meeting. 


21. (SBU) The EU side asked for an update on WMD 
dismantlement efforts in Iraq and Libya 
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interested in what the U.S. was doing to assist unemployed 
WMD scientists. The U.S. side explained that Washington was 
looking at expanding our current program with the Russians 
and trying similar work with Libya 

proposals regarding conversion of its CW production facility 

at Rabta. The EU Presidency described a complete meeting of 
minds" within the EU on conversion 

still needed to be worked out. Both sides agreed on the 
importance of ensuring that Libya not see its WMD 
renunciation as an opportunity to seek \"rewards\" for good 
behavior. 


22. (SBU) The Luxembourgeois informed the U.S. side on the 
margins of the meeting that the GOL has asked The Netherlands 
to continue to represent the EU presidency on CODUN and CONOP 
issues during Luxembourg 

half of 2005. The Dutch confirmed this arrangement. The 

Dutch also stated privately that 

program of work by the end of the extended Dutch EU 
presidency in June 2005 

closing its separate diplomatic representation at the CD. 

Were this to happen 

would represent the GON atthe CD. (COMMENT: Of 65 CD 
member states 

delegations in Geneva accredited to the CD. END COMMENT) 


23. (U) AC/ISN Director Robert Luaces led the U.S. 

delegation 

Thomas Cynkin and USEU PolOff Maren Smith (notetaker). The 
Dutch EU Presidency was represented by MFA Nonproliferation 
and Nuclear Affairs Director Paul Wilke 

the Arms Control and Arms Export Policy Division Freek 
Keppels 

Representative Daniel Prins. Robert Lauer and Tim Kesseler 
attended for the upcoming Luxembourgeois EU Presidency. 
Council Secretariat participants were Andreas Strub 
Reyes-Ortega 

Personal Representative of the High Representative for 
Non-Proliferation of WMD. Commission attendees were Marc 
Deffrennes 

Unit; Laura Ligouri 

Disarmament Unit; and U.S. Desk Officer Andrew Denison. This 
meeting marked the broadest EU representation at U.S.-EU 
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CODUN consultations in recent memory. 


24. (U) AC/ISN Director Luaces has cleared this cable. 
McKinley 
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outside the DCM residence (Ref B). The motorcycle was found 
to be registered to the Ministry of Foreign Affairs. The 

reason for these incidents is unknown. 

b. Audio-Visual Surveillance - A number of incidents 

involving video/photographs being taken of tne Embassy 
perimeter 

c. Harassment - No Cl related incidents. 

d. Clandestine entries - None 

e. Provocations - None 

f. Use of Informants - In May 2000 

employee believed to have been co-opted by host government 
intelligence services was fired (Ref D). 

g. Targeting operations against Americans - None 

h. Computer Tampering - None 

i. Telephone Taps 

Embassy Colombo discovered that unclassified mail shipped to 
the U.S. using DHL had been opened on two different 
occasions. In those instances 

some U.S.-bound personal letters were found opened. Some 
employees reported checks sent through DHL were never 
deposited or cashed. An investigation was conducted with 
inconclusive results. Mail delivery through DHL was 
discontinued in Sri Lanka and no further incidents have 
occurred. 

j. Pouch Tampering - In August 

delivered to the Embassy with the seal missing (Ref E). 
Nothing unusual was detected inside the pouch 

fact that it weighed only 15.3 kilos when compared to the 
documented weight of 16 kilos. Investigation revealed no 
further information. 

k. Active measures - No indication 

|. Unusual Knowledge of Facts by Government Officials - None 


4. (S/NF) Critical Threat Countries in Sri Lanka and Size of 
Mission 


China - Large 

Cuba - Small 

Iran - Medium 

Iraq - Officially closed 
in-country. 

Libya - Small 

Russia - Large 
Palestine - Small 
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RSO note on India - India has a large presence in Sri Lanka 
and the SL Directorate of Military Intelligence has reported 
to DATT that the Indian Resource and Analysis Wing (RAW) 
targets U.S. interests in Sri Lanka. 


5. (S/NF) There are no known non-governmental entities 
in-country that conduct classic intelligence operations 
against the U.S. mission in Sri Lanka. 


6. (S/NF) In conclusion 
rating in Sri Lanka and concurs with the current SETL rating 
ofLOW. 


7. (SBU) POC is RSO Alex Moore (94) (11) 244-8007. 
LUNSTEAD 
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each and every individual tanker transit through the Turkish 
Straits.\" End Summary. 


2. (U) Vice Admiral Morgan 

BP\'s Istanbul office 

his experience transiting the straits at the height of last 
winter\'s storms. He accompanied a BP chartered Suezmax 
tanker 

of Supsa on January 10 and then proceeded west across the 
Black Sea towards the Bosphorus and Dardanelles 

northern strait on January 15. Morgan 

after five years as Director General of Britain\'s Chamber of 
Shipping 

assessed the risks the Turkish straits pose for transiting 
ships and the operations of Turkey\'s Vessel Traffic 
Management system and other maritime safety measures. Aside 
from one unfortunate incident 

critiques 

before they are actually committed to entering the straits 
and the relative inadequacy of the tugs used by Turkish 
coastal authorities 

professionalism and knowledge of the Turkish maritime 
authorities with whom he worked. In particular 

praise for the new VTS 

useful 


3. (SBU) Anchorage Risks: Morgan\'s major safety concerns 
centered on the risks posed by the \"cramming\" of large 
numbers of tankers into inadequate anchorages as backups 
built up during this winter\'s storms. By chance 

himself at the Gelibolu anchorage at the northern end of the 
Dardanelles at the very height of this winter\'s delays 
average waits reached nearly 30 days and 66 ships were 
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waiting to transit 

Max Jacob reached Gelibolu on January 17 

run through the Bosphorus 

posing \"few problems for a well run Suezmax 

(as Turkish regulations require) there is no oncoming 
traffic. The voyage swiftly became more arduous 

at Gelibolu the ship joined a queue of vessels containing 
some 26 million barrels of crude oil that were waiting to 
transit the Dardanelles. 


4. (SBU) Morgan characterized the most stressful period of 
the voyage as the time when the ship was maneuvering among 
these anchored vessels to find its own mooring area. The 
ship was subsequently stuck for ten days in the anchorage by 
fierce winter storms with winds of over 50 knots that ravaged 
the area 

period 

more than a shipVs length of their neighbors before being 
able to get underway. Morgan noted that in meetings with 
government officials in Ankara he will argue that a new 
designated anchorage south of the separation zone is urgently 
needed at Gelibolu to ease this congestion. In addition 

given the dangers the anchorages pose 

should reduce the vessel buildup by more efficiently using 
daylight hours in good weather and by easing its \"excessive\" 
requirement of an hour and a half separation between tankers 
during their transit. An hour 

sufficient 

industry does not expect to win. More likely to win official 
sanction 

builds up the straits operate in one direction for an entire 

day 

several hours from the shortened winter day 

for vessels moving in the opposite direction to clear the 
channel. 


5. (SBU) Comment: Given his relationship with the industry 
Morgan\'s recommendation that transit separation spacing be 
reduced so that more vessels can make the passage in a day is 
not surprising. However 

the anchorages seems difficult to refute 

illustrated by radar printouts from January which depict 

dozens of ships 

indicated he will push the anchorage issue in particular in 

his meetings in Ankara. Given Turkish concerns about 

straits\' safety and congestion 

argument regarding separation times to win much traction. 
Suggestions by the press and some observers that the GOT may 
be excessively regulating traffic to purposefully delay 

shipping to further make the point on congestion show that 

this could induce a dangerous outcome. End Comment. 
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Lung Cancer Care 
Meeting. 


2. Embassy understands that no assistance is necessary. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival in Spain. 


4. THREAT ASSESSMENT: 


In general 

other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 

opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 

photo page. Visitors can protect themselves against crime by 
being street-smart 

the event you are victimized by crime 

security-related incident 

Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 

the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (http://www.state.gov) and the U.S. Embassy\'s 
website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas 

threat information through its Consular Information Program 
documents 

http://travel/state.gov. In addition to information on the 

Internet 

calling the Department of State in Washington 

202-647-5225 from their touch-tone telephone 

information by automated telefax by dialing 202-647-3000 from 
their fax machine. 

MANZANARES 
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on September 8 

that held about a week 

o/a September 15 when a military MI-35 helicopter attacked a 
number of localities in the vicinity of Tombia and Buguma 
approximately 30km southeast of Port Harcourt. An RSO 
contact indicated that this was part of a planned 90-day 
military campaign to eliminate Asari. 


5. (S) Estimates of the strength of Asari\'s militia ranged 
from a few hundred to a few thousand. One DAO contact 
described a meeting of the militia\'s central command" on 
September 27 to decide the group\'s next steps 

312 \"commanders.\" 


OUTLOOK FOR USG ACTION 


6. (S) Post believes the situation is too fluid for 

meaningful USG action on Asari at this time. Over the next 
weeks 

The critical point now is that the GON does not have 
sufficient forces in the Delta to finish off Asari\'s militia 

on the battlefield now or for the next few weeks 

political deals or Asari\'s capture/death would fundamentally 
change the threat from his militia. Asari\'s fate 

could make the Delta somewhat worse 

resolve the overall Delta threat above (see Ref C). 
CAMPBELL 
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have the rest." 


9. (SBU) Ministry officials are optimistic that if there 

is some regulation on China 

be able to thrive and compete in the global market. One 
official stated that local manufactures have been obligated 
to produce at lower levels because of the quotas 

UAE production capabilities are actually much greater. He 
emphasized that if China still had quotas but the UAE did 
not 

also candidly told econoff that if the UAE entered into an 
FTA with the United States and textiles entered the U.S. 
duty free 

it would expand. 


10. (U) POC for textile and apparel issues will be ECONOFF 
Amanda Curtis. Email: curtisae@state.gov. Phone: +971 02 
414 2542 
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international AML/CFT standards. The OFAC RCTA will 
encourage regional Finance Ministry contacts to support this 
new regional organization - its inaugural meeting will take 
place November 29-30 in Manama 

distributing the Rewards for Justice cards and matchbooks. 
The Embassy will post on its website links to the OFAC site 
and any recent actions. 


f. The TFCO and Deputy have not received CFT training 
from FSI or elsewhere. 


g. Post has no requests from Washington at this time. 
ZIADEH 
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criticize the Prime Minister. Following a \"closing of the 
ranks 

Cabinet\'s weekly meeting and paid rich tribute to the role 
the Prime Minister has played in realizing the GOB\'s 
economic 

Prime Minister hailed the Crown Prince\'s effort in 
identifying labor market issues. On September 27 

Ayyam featured photos of the threesome together smiling. 


8. (U) Both Amnesty International and Human Rights Watch 
issued statements of concern for Al Khawaja. On September 26 
the Arab Program for Human Rights issued a statement of 
solidarity with him. On September 27 

Protection of Human Rights Defense 

International Human Rights and the World Organization Against 
Torture issued a joint statement in support of Al Khawaja. 


9. (C) On September 28 

of the Bahrain Center shopping mall to protest Al Khawaja\'s 
arrest. Speakers emphasized the importance of freedom of 
speech and expression. The crowd chanted 
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and \"Free speech is now a crime. Another demonstration in 
support of Al Khawaja is scheduled October 1 after Friday 
prayers starting at the ShiVa Ras Ruman Mosque and proceeding 
four blocks to the Prime Ministry. 


10. (C) While opinion is mixed about Al Khawaja and what he 
said 

felt the need to silence him by putting him in jail. Al 

Khawaja\'s supporters meanwhile are calibrating their public 
comments so as not to harm his legal status. They therefore 
now are speaking publicly about the issues - poverty and 
economic development - but not the personalities - Al Knawaja 
and the Prime Minister. 


ZIADEH 
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Jezovica dismissed Ruzicka\'s concerns about the financial 
aspect of Turkish accession 

Turkey\'s European character. (Comment: We note this is not 
the same thing as supporting EU membership.) Jezovica agreed 
Central European countries know the positive effects of EU 
membership on domestic policies as a catalyst for reform and 
modernization and he predicted the Commission report would be 
positive. He admitted Turkey was important in NATO and would 
be helpful in resolving issues in the Middle East. But he 

stopped short of expressing full support. 


3. (C) Jezovica said Prime Minister Dzurinda would soon make 
a statement about his Slovak Democratic and Christian Union 
(SDKU) political party\'s support for Turkey\'s EU accession. 
This statement will likely sour debate within and among 

Slovak political parties on where Slovakia will stand in the 
run-up to the December 17 Council meeting. 


4. (C) Comment: We will continue to raise the issue with 
Slovak officials and politicians 

for a positive answer on Turkey\'s EU accession. The domestic 
debate Jezovica suggested needs to take place before the GOS 
will take a definitive stand. 


WEISER 
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explosive bomb\" with the potential to become the Kosovo of 
Iraq. Basbug underlined that the \"special status" of Kirkuk 
should be maintained and noted that contradictions in the 
Transitional Administrative Law (TAL) confused the situation. 
While the TAL linked Kirkuk to the central government 
particular article calls for a decision on Kirkuk\'s status to 

be made in the future while another said the current status 
should be maintained. Noting the census scheduled to be 
conducted in November 

making a concerted effort to shift the demographics of Kirkuk 
back to its pre-Saddam status 

moved into the city and Kurds expelled. According to Basbug 
around 2 

the late 1950\'s 

moved in 

increased Kurkish population in the census. Atthe same 
time 

anyone with Iraqi citizenship could make a property claim 
which would facilitate the perceived Kurdish resettlement 
effort. Atthe same time 

Arabs have left Kirkuk since spring 2004. Basbug recommended 
following the last census taken in using the demographic 
numbers contained in the last census taken in 1957. He 
warned that anything serious that transpired in Kirkuk would 
impact the rest of the country and that the U.S. was the only 
country that could keep an eye on the situation. 


10. (S) Turkish Truck Drivers: According to TGS accounts 
Turks have been kidnapped 

Turkey had the highest number of citizens abducted. He 
asserted that he did not want the information to become 
public as it would have a devastating impact. He urged 
special measures to protect drivers traveling south from 
Mosul. Ambassador outlined USG proposed measures for 
increased contact between the Interim Iraqi Government (IIG) 
the Iragi military 


11. (C) Iragi National Army: Basbug said that 

TGS information 

The entire population should be proportionally represented. 
An imbalance today could create problems for tomorrow. 


12. (S) Iranian Activity: Basbug said he was unsure about 
the level of Iranian activity in Iraq. He had read that a 
150-person VIP assassination team may have official Iranian 
backing 

the insurgents. In response to DASD\'s question regarding 
Turkish pressure to discourage Iran from engaging in Iraq 
Basbug was ambiguous. 
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13. (C) Basbug expressed frustration with the restrictions on 
the transfer of U.S. technology. Limitations on the use of 
such technology after a project was completed often denies 
Turkey full potential benefit out of its investment. Basbug 
added that 

not provided line item costs for technology inputs 

difficult for TGS to make the necessary cost/benefit 
comparison. Turning to the canceled attack helicopter 
tender 

source codes. He questioned the value of having the source 
codes if they could not be incorporated into new products. 
Turkey would like to build onto U.S. technology in order to 
advance other projects. Basbug said Turkish needs for the 
attack helicopters 

remained and that a new tender 

be issued 

companies would participate given the certification and 
guarantee requirements that will be requested. DASD stated 
that the cancellation of the three contracts in May was 
frustrating. If Turkey had engaged in more consultation with 
the U.S. the process may not have been so drawn out or the 
cancellation such a surprise. 


14. (U) This cable was cleared by Deputy Assistant Secretary 
of Defense lan Brzezinski. 
EDELMAN 
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Armenian counterpart 

gate between Turkey and Armenia 

be taken until a solution is found to the Nagorno-Karabakh 
dispute. Gul returned to Turkey from New York on Wednesday. 


Armitage on Kirkuk 

State Department U/S Richard Armitage as warning that if 
property disputes between northern Iraqi ethnic groups 
intensify to a critical point 

zone. Armitage noted that some areas have been taken back 
from Arabs to be given to their original Kurdish owners 

had been exiled by the regime of Saddam Hussein. `l don\'t 
think the Iraqi Kurds are seeking sovereignty 

said. `I think the Kurds are smart enough not to risk their 
relationship with Turkey.Y 


Turkish driver killed in Iraq: Another Turkish driver has 
been killed by insurgents in Iraq 
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of killed to 14. Nizamettin Bilir 

to US forces in Iraq when the attack occurred near Mosul. 
Turkish truckers have increasingly become the target of 
Iraqi insurgents. Most Turkish hostages taken in Iraq have 
been released after their companies have pledged to end 
operations in Iraq or pay ransom money for their release. 
However 

month 

declined to provide official figures regarding the number of 
missing Turks in Iraq. 


DEA joins international narcotics conference: A conference 

on the "International Initiative Against Smuggling of Drugs 

and Money Laundering 

US Drug Enforcement Agency (DEA) was opened Tuesday in 
Istanbul. Turkish and DEA officials stressed the need for a 
more systematic cooperation in the struggle against drug 
smuggling and money laundering. DEA Administrator Karen P. 
Tandy said the DEA has offices in 60 countries 

underlined the significance of Turkey as a powerful partner 

in the fight against drug trafficking. 


Simultaneous sounds bombs explosions in Turkish cities: 
Sound bombs exploded almost simultaneously in front of 
branches of the British-based HSBC Bank in Istanbul 

and Adana Tuesday evening. A percussion bomb went off at 
about the same time in Ankara in the garden of the Turkish- 
American Association 

the Anatolian news agency (AA) reported. The explosions did 
not cause any injuries. NTV reported that the Ankara 
explosion was also targeting HSBC 

located 100 meters from the Turkish American Association. 
No group claimed immediate responsibility for the blasts. 


Upcoming EU-OIC summit: Despite strong objections from 
Greece and Cyprus 

northern Cypriots would join the upcoming forum of EU and 
the Organization of the Islamic Conference (OIC) foreign 
ministers under the name "Turkish Cypriot State 
\"Cumhuriyet\" reports. Turkey\'s Ministry of Foreign Affairs 
said the meeting will be held as scheduled on October 4-5 in 
Istanbul. WCumhuriyet" expects some EU countries to send 
lower level participants to the meeting. Cyprus has 
threatened to boycott the gathering 

other EU countries to follow suit. 


Human rights symposium in Ankara: 500 human rights 
activists from around the world will be meeting in Ankara 

for a 5-day symposium beginning today to discuss new tactics 
against violations of human rights 

"New Strategies in Human Rights International SymposiumY 
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sponsored by Turkey 

be held from September 29-October 2. General Manager of the 
"American Center for the Victims of Torture 

Johnson 

in the US following the September 11 attacks. “Following 

9/11 

“permissible\' in obtaining intelligence information 

Johnson said 

substantial damage on US values and laws.\' 


EDITORIAL OPINION: Iraq; Turkey-EU 


\"Tension will grow in Iraq" 

Kemal Yavuz warned in the sensational-mass appeal \"Aksam\" 
(9/29): \"Iraq is on the verge of more tension in the days 
ahead. Thanks to Ankara\'s determined stance 

in Tal Afar 

However 

anti-Turkmen groups following the military operation. There 
is speculation that about 2 

have been placed in the area 

chaotic atmosphere when US forces conducted their operation. 
If this is the case 

seems imminent. On the other hand 

most serious potential as an area of conflict. There has 
been a well-planned and intentional Kurdish migration to 
Kirkuk over the past year. American military officials also 
voice concern regarding this issue. . The US is having a 
very bad experience in Iraq. If the census and general 
elections do not go as planned 

and influence in the region will be reduced to zero.\" 

\"Who is This Murderer?\" 

Zafer Atay commented in the economic-political \"Dunya\" 
(9/29): \"His name is Ahmet Haleyle.For now 

Ebu MusVab el Zarkawi. Ahmet Fadil Halilyah 

Muhammet Sakir 

time to time. Now he is the leader of a terrorist 
organization. Zarkawi and his team love to kill. There are 
times when even Islamic theologians rebel against his 
actions. When any of these religious people criticize his 
violent actions 

immediately brands them as enemies or cowards. To defend 
his terrorist actions 

the prophet Muhammed had given similar orders in the past. 
He misinterprets the Koran to justify his murders. 

Recently 

not allow anyone to claim that Zarkawi is fighting against 

the enemy to defend his rights. It would be a great insult 

to real patriots and heroes to regard Zarkawi and his men as 
‘resisters 
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killing innocent.\" 


\"The Fight Over Turkey in the EU\" 

Erdal Safak wrote in the mass appeal \"Sabah\" (9/29): \"It 
seems France is having the most heated debate about Turkey\'s 
accession to the EU. A recent opinion poll in the French 
"Le Figaro\' shows 36 percent popular support for Turkey\'s 
EU 

among the French public has declined slightly from the 61 
percent recorded last June. Moreover 

those who say they might support Turkey\'s EU accession in 
the future is 63 -- a good indication of growing pro-Turkish 
sentiment once the negotiation process moves further. . 
Turkey will be at the top of the EU\'s agenda not only during 
the upcoming December summit 

Turkey should be well aware of the fact that people and 
politicians in the EU will debate the Turkey issue almost 
constantly in the days ahead.\" 
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that it should not be a problem for Spain to support adding 

the JTJ to the UN\'s 1267 Sanctions Committee\'s consolidated 
list of individuals/entities. Herraiz said he would send the 
information we provided him to Spain\'s UN mission. EconOffs 
will also be delivering reftel demarche to the Ministry of 
Economy. 

MANZANARES 
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infrastructure assistance needs 

upgrade the Aqaba container port 

road system connecting Aqaba to Iraq 

border-crossing infrastructure. The Iraqi Ambassador in 
Amman told us that -- true to Jordanian claims -- Iraqi 
officials are reviewing the proposal favorably 

of the proposed financing are clearly problematic. The GOJ 
proposes using swap-outs of some of its bilateral debts 
example with the Japanese 

finance these projects. The Japanese government is said here 
to be looking favorably at a debt swap. 


5. (C) Despite the obvious self-serving aspects of these 
proposals 


Column 3 

would help our effort in Iraq. Jordan is currently under 

some pressure from its external auditor to write off the $1.3 
billion debt Iraq owes the Central Bank under the now-defunct 
trade protocol with Iraq which ran for nearly 20 years. 
Jordanian officials make the point that they can hardly take 
foreign assistance with one hand while writing off debt with 
the other without consulting donors. Should the Central Bank 
be forced to write off that debt 

need to recapitalize the bank and Jordan\'s debt picture 
which is already serious 

Jordan\'s total external debt is $7.5 billion in a total 

economy of just under $10 billion. End Note.) Under the new 
proposal 

unspecified portion of its external debt 

understanding that it would apply some of that gain to 

forgive Iraqi debt owed Jordan. 


6. (C) Looking at the infrastructure aid request 

continues to serve as the largest port of entry for Iraq 

both for commercial goods and for fuel and materiel for U.S. 
troops operating in Iraq. Aqaba\'s port facilities are 
over-taxed 

expects that it will take up to two years to convert Aqaba 
into a modern container port. With the space constraints on 
Iraq 

some years hence 

economy and reconstruction efforts. Similarly 

network connecting Aqaba and Iraq is severely stressed and in 
need of refurbishment and/or expansion 

would find very difficult to finance on its own. Finally 
improved border crossing facility at Karama/Trebil 

Jordan\'s border with lraq\'s Al-Anbar province 

speed the clearance of the goods in transit 

more secure 

immense delays in moving people through a remote 

desert post. 


7. (C) Without question 

benefit Jordan. Reducing Jordan\'s debt overhang is the chief 
worry of Jordan\'s Finance Minister 

Jordanian law which requires substantial further reductions 

in debt levels by the end of 2006. The problem is 
exacerbated by doubt over how to handle the $1.3 billion debt 
owed by Iraq. Jordan has launched talks with Iraq to 
develop an oil-for-debt write-off over a period of years 

there has been little progress to date. 


8. (C) On the infrastructure side 

envisioned would also greatly benefit economic development in 
Jordan 

development remains a particular concern for the government 
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due to high levels of poverty in those areas 

may serve as breeding grounds for extremism 

minimum 

who feel left out of the prosperity evident in large swathes 
of the capital. The projects proposed 

roadworks 

during the construction phase and longer-term benefits for 
the country as a whole in terms of newer 

infrastructure. 


9. The self-serving nature of this Jordanian initiative is 
obvious. Jordanian access to DFI funds -- even for projects 
which indirectly support Iraqi reconstruction -- is unlikely 

to win much favor 

Jordanians have begun in the right way 

partners. Should these ideas be identified by the IIG as 
priority needs 

DFI funding for a joint border post -- critical for enhanced 
security and faster processing of goods and people -- may not 
be too far fetched. The fact that the projects would also 
help Jordan and further enhance its reputation as a model of 
economic reform in the region would be significant added 
benefits. Strengthening economic ties between Iraq and 
Jordan through infrastructure links and financial agreements 
may serve to reduce the economic leverage other neighbors 
such as Iran and Syria might develop over Iraq 

anchor the budding 

Baghdad. The King 

Planning Minister and others have made a point of raising 
these proposals with nearly every U.S. visitor 

feature in the upcoming visits by the Planning and Finance 
Ministers. For now 

proposal 

express readiness to explore any reasonable joint plans which 
enhance Jordan 


10. (U) Baghdad minimize considered. 
HALE 
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contravened the Law of Societies and the Center\'s own 
charter.\" The GOB had not informed BCHR President Nabeel 
Rajab prior to issuing the press release and he learned about 
the action when journalists called to ask his reaction. He 
immediately instructed BCHR staffers to retrieve the Center\'s 
training materials before the GOB locked the doors. 


Column 3 

2. (C) Charge met September 29 with Minister of State for 
Foreign Affairs Mohammed Abdul Ghaffar and registered our 
concern about closing the BCHR and the importance of freedom 
of expression in a democratic society. Without making 

specific reference Al-Khawaja\'s remarks at the BCHR forum 
Abdul Ghaffar defended the government\'s action saying the 
BCHR was chartered specifically as a research and 
documentation center and it had overstepped the bounds of the 
rules governing its establishment. 


3. (C) Rajab told PolOff that the GOB\'s action against the 
Center was undoubtedly linked to the Al Khawaja arrest case. 
Al Khawaja is a prominent member of the BCHR and had 
delivered his remarks on poverty in Bahrain during a 
BCHR-sponsored event. Rajab noted that he had given 
interviews during the two days since Al Khawaja\'s arrest to 
satellite television stations Al Hurra and Al Jazirah as well 

as Radio Sawa and he was careful to limit his comments to the 
issues of Al Khawaja\'s arrest and poverty in the Kingdom 

not attack the Prime Minister in any way. He added that he 

did not know what to do next and was unsure whether he could 
pursue a legal case. (Note: Radio Sawa correspondent told PAO 
today that during her interview with Rajab 

denounced the Prime Minister by name. The correspondent 
decided not to air Rajab\'s comments in order to protect him. 
End Note.) 


4. (C) Rajab mentioned that the closure forced him to cease 
immediately the BCHR\'s rescue and assistance activities for 
distressed housemaids. BCHR has played a central role in 
developing a response system for housemaids and other 
expatriate laborers in crisis 

civil society contact for the GOB inter-ministerial committee 
on trafficking in persons. He added that BCHR\'s Migrant 
Workers Group volunteers are housing several runaway 
housemaids. Without their affiliation with a licensed NGO 
they have no legal standing for helping these women. He also 
mentioned his fear that the CenterYs bank account would be 
seized. Earlier in 2004 

to establish a victim abuse shelter. 


The closure and dissolution of the Bahrain Center for Human 
Rights represents a setback for civil society advocates and 
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has sent a pointed message to potential critics of the 
government\'s leadership. For many Bahrainis 

alike 

with inevitable results. But the sectarian specter has 

reared its head in this saga (both are Shia) 

the delicate line the Bahraini leadership feels it must walk 
as they pursue democratic reform and widen political space. 
ZIADEH 
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October 11 GAERC meeting. He noted that Ireland was not 
enthusiastic about the decision 

position to block the UK 

lift the embargo. He remarked that the GOI continued to have 
serious concerns about delays in resolving the Bulgarian 
medics issue 

States did not consider timing the lifting of the ban to 
leverage better behavior from Libya. He added that the U.S. 
proposal to lift the ban partially was not workable 

the ban was structured in such a way that it could only be 
lifted in full or not at all. 

KENNY 
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1. On September 29 

Patrick O\'Sullivan and Nuala Bannon 

the Department of the Environment and Local Government. 
O\'Sullivan expressed confidence that the proposal by Austria 
and Denmark to ban domestic refrigeration and air 
conditioning using hydrofluorocarbons (HFCS) would not be 
included in the EU regulation on fluorinated gases. He noted 
that Ireland was not among those Member States (which he 
declined to name) that had recently lined up behind Austria 
and Denmark in support of the ban. Ireland 

with the U.S. position that the environmental benefits of the 
proposed ban would be marginal 

recovery measures already in place in Europe. O\'Sullivan 
said that Member States supporting the ban would be unable to 
carry a qualified majority in the vote to be taken on the EU 
regulation in the European Council on October 14. He added 
that the GOI was interested in reaching a political agreement 
quickly on the EU regulation 

presidency had not yielded progress on the issue. 

KENNY 
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threaten the sovereignty\" of the country. The authorization 
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was hardly necessary as a practical matter. Obasanjo does 
not need the NCS imprimatur. However 

important as it provides Obasanjo justification and political 
cover to handle the situation as he sees fit 

include continuing and perhaps intensifying military 
operations if negotiations with Asari fail to yield 

dividends. 


3. (C) Shell Managing Director Basil Omiya told Consul 

General that the GON had opened discussions with the NPDVF. 
Omiya said initial read-outs from these discussions were 
positive. Oyimi added that fighters were seen returning to 

their villages. However 

returning to their villages for a brief rest before returning 

to the creeks or if they are laying down their arms. 

Meanwhile 

against militants 


Reports from the Energy Sector 


4. (C) Shell: Shell's Managing Director (MD) reported 
general quiet within the Port Harcourt city environs 
discernible change in the security situation from yesterday. 
Shell\'s Director for External Relations confirmed press 
reports of closure of the Santa Barbara flow station 
yesterday 

correct a technical problem. This is the third Shell flow 
station affected by the security situation; stations at Soku 
and Ekulama were evacuated of non-essential staff 
maintain production. Production losses from Santa Barbara 
were already included in the reduction of approximately 

50 


5. (C )AGIP/ENI: The General Manager (GM) for Public Affairs 
reported that AGIP has not evacuated any staff 

threats by Asari against AGIP personnel. AGIP production 
remains normal. The GM indicated that AGIP maintains most of 
its flow stations in Bayelsa 

and Ahoda. The editor of Nigerian publication 

monthly 

believes the company has begun evacuating some staff from the 
Delta region. 


6. (C) Chevron/Texaco: Chevron continues to monitor the 
security situation through its own security personnel and 
through their contacts with Nigerian military on the ground. 
Although not dismissing the threats 

is more bluster than anything else. Nevertheless 

taking precautions. Chevron gauges that Asari does not enjoy 
widespread popular support. Chevron senses no agitation in 
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the communities near its operations. (Comment: Human Rights 
NGOs and some other civil society groups maintain Asari 
enjoys considerable popular support. They agree with 
Chevron\'s assertion that Asari has been adept at 

manipulating the international media. End Comment). For 
October 1 

ordered all employees to work from home 

resume normal business operations the following business day. 


7. (C) Exxon Mobil: Exxon Mobil MD informed Consulate Lagos 
that their local contacts reported some skirmishes between 

the GON and militants in the riverine areas today 

resulting in some fatalities. Exxon/Mobil has issued a 
communiqu 

minimize travel 

affected by the military operation. Exxon/Mobil plans to 

meet September 30 to review ¡ts threat assessment level 
currently at level three in a four-tiered system. There has 

been no change in the companys production level. 


8. (C) Halliburton: Acting Halliburton Security Director and 
Facility Manager for Port Harcourt confirmed no changes in 
Halliburton\'s security assessment. He believes the media 
reports are exaggerating the threat. He notes that rebel 
activities are restricted to the creeks and waterways 

the city of Port Harcourt. Energy company security officers 

in Port Harcourt will meet later today to compare notes on a 
rally planned for October 1 by the National Association of 
Nigerian Students (NANS) to protest the recent fuel hikes and 
the wider security situation. 


9. (C) Tidex: The MD for Tidex 

(OSC) which runs large boat operations for Chevron and other 
majors in the Port Harcourt 

tension in the area 

expatriates are being specifically targeted. On any given 

day 


10. (C) Panalpina: Panalpina Oil and Gas Sales Manager stated 
that his Port Harcourt office reported much higher 
mobilizations of soldiers on the outskirts of Port Harcourt. 

His staff had counted at least 40 armored personnel carriers 
being mobilized on heavy lorries. He believes that military 
activity has escalated in the area since 21 September. 
Panalpina Manager noted that his staff 

sector employees 

and taking precautions such as carrying radios when venturing 
out. Panalpina is updating its evacuation plans to evacuate 
their personnel by water 


11. (U) Coopers Cameron: Coopers Cameron Manager reported no 
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significant changes since yesterday. 


ACS Update 


12. (SBU) There have been no reports of any incidents 
involving Americans. 


13. ( C) Several local journalists have informed us that some 
media houses have been pressured by government officials 
including Rivers State Governor Odili to reduce their 
coverage on the Port Harcourt situation. This may have 
caused some self-censorship. Now that the story 

is being covered in the international media 

reporting more on it. Nonetheless 

that monitors the energy industry 

newspapers carried mostly wire reports on the story 

not seem to be doing independent coverage. Oil Watch Africa 
reported that local television in Port Harcourt is not 

reporting on the situation. 

BROWNE 
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of Mercosul 

Venezuela. Brazil is an important player on global issues 

such as hunger (witness the September 20 New York 
Conference) 

cooperation has been key to progress on the WTO Doha round 
including at July meetings in Geneva. Brazil and the U.S. 

are co-chairs of the FTAA negotiations. The GOB has focused 
on South America and developing countries 

intensively with Mercosul and forging a regional approach to 
trade talks. Brazilians are commited to the UN and other 
multilateral institutions. The majority of Brazilians oppose 

the war in Iraq. Lula has voiced strong opposition to the 

war 

bilateral relations. 


ECONOMIC ISSUES 


7. (SBU) Brazil is living one of its best economic moments in 
recent history. GDP growth has averaged above six percent 
for three quarters and external accounts remain healthy as 
exports boom. The economic news has been good enough to 
strengthen Lula\'s hand as he continues with his orthodox 
fiscal policies. Brazil should run a 1.5 percent of GDP 
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account surplus this year. Unemployment 

is falling and real incomes are starting to climb. Increasing 
inflationary pressures are causing the Central Bank to raise 
interest rates (to 16.25 percent). Strong revenue growth 
places Brazil in a position of strength to deal with its main 
vulnerability: debt. GOB measures to increase the primary 
fiscal surplus target are helping reduce the debt-to-GDP 
ratio; as a result 

rating. 


8. (SBU) Lula\'s economic challenges going forward are to 
implement structural reforms 

partnership legislation 

and to increase savings and investment to sustain the higher 
growth rates Brazil needs if the GOB is implement a 
significant program to address social inequalities. 

Potential investors also want to see lower taxes and and more 
rational regulatory environment. 


TRADE POLICY 


9. (SBU) Exports figure prominently in plans to fuel 
economic growth 

liberalizing trade are not widely promoted 

job losses remains. In addition to seeking to boost exports 
through trade negotiations and export financing 

government is trying to lower the \"Brazil cost\" of local 
production by addressing systemic problems through reforms to 
social security and other areas 

the country's crumbling infrastructure. For economic and 
political reasons 

trade ties 

helped form the G-20 group at the WTO Cancun Ministerial in 
2003 and continues to lead this group. Brazil and its 
Mercosul partners are negotiating trade agreements with the 
EU 

talks with China. Brazilian exports to China have doubled in 
the last year. Brazil places particular importance on 
expanding trade ties with its South American neighbors. The 
US and Brazil have been co-chairs of the FTAA negotiations 
since November 2002. It has been a difficult period fraught 
with uncertainty over Brazil's commitment to the 
negotiations. While Lula has shed the extreme anti-FTAA 
rhetoric of the 2002 campaign 

embraced the accord as a priority 

interests have yet to overcome ideological hurdles to what is 
viewed as a U.S.-led initiative. 


DANILOVICH 
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Foreign Minister Samuel LEWIS Navarro has repeatedly 
indicated to the Ambassador and EmbOffs that the Torrijos 
team intends to establish a \"coherent\" foreign policy that 

will feature especially close cooperation with the United 
States and Colombia and higher profile relations with 
important Western European countries 

Spain. \"We need to make Panama a world player 

PolCouns in a recent meeting. Lewis and other GOP officials 
have emphasized that Panama\'s most important international 
partner is the United States. To that end 

establish a wholly new North America Desk solely responsible 
for managing Panama\'s relationship with the U.S. and Canada. 
(Note: Canada currently maintains a two-person Embassy in 
Panama. End Note.) 


2. (C) Also with an eye on closer cooperation with Mercosur 
and on attracting Western-European investors and tourists 
the Torrijos administration has sought high-level 
consultations with European and Latin American leaders even 
before winning the May 2 election 

the transition period before Torrijos September 1 
inauguration. Both the President and the FM see Panama\'s 
foreign relations program as a motor to drive to their 
domestic agendas of increasing tourism 

economic growth and investment 

Lewis also has spoken of making Panama\'s UN votes more 
\"predictable\" although we doubt that they will be more U.S. 
or Israel-friendly than in the past. End Summary. 


3. (SBU) Foreign Minister Lewis mapped out the Torrijos 
administration\'s determination to make Panama a \"global 
player\" to attract foreign investment and create jobs. 
\"Panama has not had a foreign policy for years 
complained during a recent meeting with PolCouns. \"One day 
it\'s one thing 

described the recent whirlwind of foreign visits that 
Torrijos has made 

all these (foreign leaders) to begin to form a coherent 
policy 

nations.\" Today 

Lewis and Torrijos want Panama to start playing a more 
visible role in world politics 

expansion 
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plans to use foreign policy to promote Panama as a friendly 
country 


4. (C) MFA Foreign Policy Director General Dario Chiru 
(Undersecretary for Political Affairs) expanded on plans for 
establishing a new Directorate General to manage Panama\'s 
relationship with the United States and Canada during a 
September 20 lunch with PolCouns. Chiru said the MFA wants 
to establish a sole interlocutor to manage bilateral 

relations on a day-to-day basis (like a State Department 
country desk). Noting PanamaWs oft-mentioned \"special 
relationship\" with the U.S. 

should try to ensure consistent policy coordination with its 
largest and most important partner. (Comment: Panama\'s 
strict top-down management culture makes it difficult to 
imagine that this system would be entirely effective or that 
MFAVs not-yet-identified North America office director would 
have sufficient clout to rapidly respond to multiple daily 

USG to GOP requests. Nonetheless 

human resources to managing Panama\'s relations with the U.S. 
is a promising step consistent with FM Lewis\' vision and 
repeated overtures to EmbOffs. End Comment.) 


5. (C) The GOP has acted quickly on a U.S. anti-corruption 
priority consistent with its own \"zero corruptionW campaign 
pledge 

President Arnoldo Aleman and nine of his relatives and former 
officials. The Aleman group is allegedly connected with 40 
Panamanian bank accounts containing some $60 million 

under suspicion of money laundering. Ambassador Watt has 
reinforced to FM Lewis the A/S Noriega September 1 message to 
Torrijos (delivered during the inauguration) that an all-out 

push on the Aleman case will help Panama show its seriousness 
on corruption. (Reftel B) 
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6. (C) Torrijos has visited President Uribe in Colombia 

twice recently 

the May 2 election 

Free Trade Agreement (FTA). Maintaining close relations with 
its big neighbor to the southwest is crucial for Panama 
because of immigration 

counter-terrorism 

In a Sept. 13 meeting with A/DCM and PolCouns 

General Daniel Delgado confirmed that Colombia has been 
pushing the idea of finishing the last uncompleted stretch 

(108 km) of the Pan-American highway to establish a 
high-speed link between the two countries. Panama has agreed 
to \"study\" the idea for the new road 

Darien National Park. But Delgado signaled that Panama is 
much more interested in Colombian proposals to build 
electrical transmission lines to link the two nations 

grids than a road. (Comment: Panama 

150 

enthusiasm for a road. End Comment.) 


7. (SBU) Just prior to his inauguration 

completed a southern cone Latin America tour (using Lewis\' 
private executive jet) 

days. They discussed participation in Mercosur in meetings 
with President Kirchner in Argentina and President Da Silva 
(\"Lula\") in Brazil. Also in Argentina 

met with Uruguayan President Batlle. They stopped in Chile 
to meet with President Lagos. During a fuel stop in Lima 
they met unexpectedly with President Toledo when he invited 
them to the Palace. Prior to his July 2004 visit to Europe 
Torrijos stopped in Mexico to meet President Fox 

(Note: President Fox has announced his intention to visit 
Panama for its 101st birthday 

apparently intend to resurrect a previously failed attempt at 

a Free Trade Agreement during the visit. End Note.) Torrijos 
also has met with Costa Rican President Abel Pacheco. 


8. During an August 6 press conference in Buenos Aires 
Torrijos detailed Panama\'s interest in playing a more 
prominent role in Mercosur 

logistics 

emphasized Panama\'s advantages as a natural conduit for 
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channeling and processing Latin American goods intended for 
the U.S. and other nations. Torrijos stressed Panama\'s 
service industries and security 

should think hard about using Panama as a hemispheric 
merchandise distribution center. Torrijos also stressed the 
pending FTA talks with the U.S. and future FTAs with other 
nations as an added reason that Southern Cone companies 
should trust their products to Panama\'s distribution 
capabilities. (Note: La Prensa reported September 27 that 
Panama intends to become a member of Mercosur. End Note.) 


9. (C) During his summer 2004 Paris meeting with Torrijos 
President Chirac confirmed plans to visit Panama in 2005 
Lewis told PolCouns. The Canal remains an investment option 
in France 

been involved in Canal expansion studies. Increasing French 
tourism is important to Panama 

Torrijos proposed the start of a new Paris-to-Panama KLM 
route. Torrijos also met with the King Juan Carlos I of 

Spain and Spanish President Jose Luis Rodriquez Zapatero. 
(Note: Direct Madrid-to-Panama flights will begin in October. 
End Note.) 


10. (C) The Torrijos administration is keenly interested in 
international security cooperation (read: with the USG) and 
came to power with explicit (if vague) intentions to improve 
Panama 

range from Canal 

integrity of its ship registry (the world 

security of its identity documents for tens of thousands of 
mariners. For Minister of Government and Justice (MOGJ) 
Hector Aleman 

investment could not be more clear. The GOP wants companies 
foreign investors 

is well aware of Panama 

terrorists came to Panama right now 

candy 

\"Panama has never had a mind to think about security issues 
like terrorism 
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write or re-write organic laws to re-organize the 21 social 
and security institutions -- including tne Panamanian 
National Police -- that comprise MOGJ to maximize law 
enforcement and security. (Note: MOGJ Hector Aleman 
Secretary General Daniel Delgado 


SIPDIS 

equivalent and intelligence chief) Javier Martinez Acha 
traveled to Washington during the week of September 27 to 
meet Department of Homeland Security 

Department of Defense officials 

Secretary Roger Pardo-Mauer. Aleman and Acha likely will 


SIPDIS 
soon make concrete proposals to Torrijos on security. End 
Note.) 


11. (C) To the dismay of the Torrijos administration 

has proved unwilling to quickly repair bilateral relations 

that were severed following President Moscoso 

pardon of four Cuban-born prisoners convicted in connection 
with an alleged attempt to kill Fidel Castro in 2000. The 
prospect of renewed relations with Cuba will likely remain 
stalled for weeks 

Castro may be trying to extract as yet unspecified favors or 
concessions from the GOP exchange for re-establishing 
relations. Panama continues to maintain relations with 
Taiwan 

China (PRC) continue. Meanwhile 

unfolding regarding Taiwan\'s financial support to President 
Moscoso\'s government. The press and the new administration 
are wondering loudly 

(See Reftel D.) The Venezuelan ambassador to Panama 
Granados 

September 1 inauguration 

also dating from the pardon of the four Cubans. Panama has 
not yet selected anew ambassador to Venezuela. 


12. (C) The Torrijos administration seems determined to 
multiply its options internationally 
and investment opportunities. The new GOP has announced 
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intention to \"clean up\" its far-eastern consulates (such as 
Hong Kong 

from the sale of mariner identifications and ship 
registrations. Although FM Lewis has spoken of the need to 
make Panama 

they will become notably more congenial to USG imperatives. 
With regard to Israel 

President Joseph Harari recently told PolCouns that 
meeting with Torrijos and Lewis 

will adopt a more pro-Israel stance atthe UN. Torrijos and 
Lewis replied that doing so could make Panama a 
higher-profile target for terrorist attacks 

unwilling to contemplate. 


WATT 
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REF: STATE 195377 


Classified By: POLITICAL AND ECONOMIC COUNSELOR KATHERINE B 
FOR REASONS 1.5 (B 


1. (C) Summary: The GoNZ is unlikely to support the U.S. 
draft resolution that aims to clarify the term \"Introduction 
from the Sea.\" New Zealand Ministry of Foreign Affairs and 
Trade (MFAT) interlocutors expressed skepticism that the 
draft submission as written will address illegal 
and unreported (IUU) fishing. They are also not sure that 
CITES is an appropriate forum for a discussion of flag state 
responsibilities. Despite these reservations 
likely support the U.S. proposal if it appeared that a 
majority of other member states agreed. End summary. 


2. (U) Post delivered reftel demarche to the Environment 
Division of the New Zealand Ministry of Foreign Affairs and 
Trade (MFAT.) MFAT discussed the U.S. proposal at a 
September 27 roundtable that included representatives from 
the Ministry of Environment and Ministry of Fish. On 
September 28 

Emma Kerslake 

and Trade official seconded to MFATYs Environment Division 
(NB: Kerslake did not attend the roundtable 

read-out to convey to us.) 


3. (C) Kerslake noted that the roundtable participants were 
unclear on the motivation behind the U.S. proposed draft 
resolution 
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achieve by its passage. Kerslake noted that ifthe desired 
result was truly a desire to achieve better scientific data 
collection 

responded that the resolution would assist in addressing IUU. 
While agreeing that IUU is a serious concern for NZ 
Kerslake was skeptical that this proposal would enhance the 
accuracy of CITES trade data and specimen tracking 

that a broader catch documentation scheme would be more 
effective. Kerslake then noted that the proposed resolution 
would have no impact on the NZ fishing industry 

not have any need for IFS certificates ) neither harvesting 
endangered species nor allowing foreign flagged vessels to 
use NZ as a port of first landing for Article Il species. 


Specific Questions 


4. (C) Kerslake highlighted the following specific areas of 
concern and questions which she said were raised by GoNZ 
officials at the roundtable: 


-- Kerslake said the officials expressed concern over the 

proposal to allow agreements between the Management Authority 
of a State of first landing and a flag State 

a flag state would be in a better position to regulate than a 
landing authority. She acknowledged 

be valuable for a landing authority to be able to request 
information from a landing vessel\'s government. 


-- Para. 13: Is CITES the best forum for a discussion of the 
responsibilities of flag states? 


-- Para. 19: Would the landing authority be empowered under 
the proposal to get this information from the flag state? If 
so 


-- Para. 21: While applauding the intent 

GONZ reservations at the ability of this resolution to impose 
on non-party states a determination by a regional or 
international management organization that a particular 
landing is detrimental. 


We can be convinced 


5. (C) Kerslake noted that the GoNZ would likely support the 
U.S. proposal if it appeared that a majority of member states 
agreed. However 

passed 

separate resolution a definition of \"in the marine 
environment not under the jurisdiction of any State.\" 
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Kerslake said the GoNZ would support this. 


Comment 


6. (C) As noted 

DFAT 

Australia 

particular. She was very forthright during the meeting 
admitted that her interpretation might be more direct than 
that intended by New Zealand interlocutors. It is likely 

that the GoNZ delegation in Bangkok will appear to be more 
conciliatory 

language. However 

about the need for and the language in the U.S. resolution is 
genuine. 

Burnett 
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and impressive\" as well as extensive. Canel said she had 
just briefed the Dutch Embassy in Washington and expected the 
Dutch MFA\'s Secretary General to brief his State Department 
equivalent in the afternoon. While the meeting was chaired 

by Finance Minister Zalm (acting in his role as Acting PM due 
to PM Balkenende\'s serious illness) 

meeting and raised several questions and fielded responses to 
some questions. 


WMD 


3. (C) According to Canel 

issue of Weapons of Mass Destruction. He said he is well 
aware of international concerns on this issue 

open to cooperation. He \"guaranteed\" that Pakistan\'s nuclear 
assets are completely under control" and that Pakistan has 
no plans to proliferate either knowledge or weapons. He 
assured the Dutch that all weapons are under strict custodial 
control 

\"tailor-made\" to ensure nuclear controls and 

non-proliferation. 


4. (C) The Dutch raised their concern about the export of 
sensitive nuclear technology and asked how it would be 
prevented. Musharraf provided his complete assurance\" that 
there would be no export of this technology 

that it would never be exported to Iran. He described the 
comprehensive export control regime passed by the Pakistani 
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National Assembly 
step in the right direction. 


Sustainable Reform 


5. (C) Political developments in Pakistan were also a major 
focus of discussion. Musharraf said he \"truly believes in 
democracy\" but that democracy \"until now\" never really 
functioned in Pakistan -- he emphasized that Pakistan was 
nearly declared a \"failed state\" in the recent past. 

Musharraf said he believed democracy was slow in taking root 
because of a lack of (a) democracy at the grass roots 

(b) checks and balances. He believed that the new Local 
Governance Act 

governance at the grassroots level 

resolving the first need. He also believed that the NSC 
which he established 

and also provided checks for the Presidency and the military 
and other branches of government. In short 

Musharraf believes that he has introduced sustainable 
democracy to Pakistan. However 

concerns and lamented that it has taken longer than he 
expected to get democracy to \"take root.\" He said that 
\"regional and domestic realities" give rise to concerns about 
the \"continuity of the reforms\" that he began. According to 
Canel 

had been made 

toward democracy on their own. He emphasized that Pakistan 
is Won the right pathW but needs more time.\" He indicated 
that he \"had thought three years would be enough time!" but 
that in Pakistan the reform effort is so comprehensive - 
changing the social structures - that he had been wrong that 
such a transformation could be brought about in three years. 
He said that Pakistan needs more time to ensure that 
democracy will take root. Canel believed this was the 
primary message Musharraf wanted to convey in the meeting. 


Afghanistan 


6. (C) Turning to regional developments 

that Pakistan is at the frontline in counterterrorism 

efforts. On Afghanistan 

we can\" especially in border areas to counter terrorism. 
Musharraf also emphasized that they were doing all they could 
to make sure voting registration for the Afghan elections 

takes place as well as they could. He said he would make 
sure as much as possible that nothing would derail the 
elections. Musharraf did express his concern 

the representation of the majority Pashtun group could be a 
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potential cause for concern in a post-election Afghanistan 
depending on the outcome. 

India 


7.(C) On the issue of rapprochement with India 

emphasized the processes of confidence-building measures and 
composite dialogue both need further work with the Indians. 

He assured the Dutch that he is both sincere and committed in 
these efforts. He also said his opinion is that the Indian 

side is also sincere and committed. He believed that India 
especially wanted to find a bilateral solution to the 

problems 

bilateralism between Pakistan and India. 


\"Roots of Terrorism\" 


8. (C) Musharraf said that Kashmir was a problem in which 
like Palestine 

in which \"root causes of terrorism\" could easily spread. He 
discussed the need to take away the motivation to spread 
terror 

counter the remaining isolated extremist element. Canel 
commented that Musharraf was clearly calling for a 
comprehensive process for countering terrorism. Musharraf 
hoped that finding a solution on Kashmir would not only solve 
a majority of problems between India and Pakistan 

in this way it would also remove a potential root cause of 
future terrorism. 


UNSC Reform 


9. (SBU) On the issue of UN Security Council reforms 
Musharraf said Pakistan does not look favorably upon the 
proposal. He said that even though the present system is not 
perfect 


Uniform 


10. (SBU) On the issue of Musharraf\'s military uniform 
(Deputy PM Zalm quipped \"turning to the issue of your 
wardrobe 

have not yet decided\" when will be the best time to 
relinquish the military uniform. He said that he had to take 
into account the \"political realities\" of Pakistan 

find the right time to relinquish the uniform.\" 


Press and Pakistani Impression 
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11. (U) Press reported that Acting Prime Minister Zalm had 
congratulated Musharraf on the successful elimination of 
Pakistan\'s most-wanted terrorist Amjad Hussain Farooqi 
reportedly calling the killing justified in this case 

arrests do not always succeed.\" Zalm also told press he had 
spoken with Musharraf about improving the rights of women and 
minorities 

Afghanistan 


12. (SBU) Pakistan Embassy Political Minister Malik Azhar 
Ellahi told poloff September 29 that the entire delegation 

was extremely pleased with the visit. He said that Musharraf 
had begun his visit by conveying a message of \"enlightened 
moderation\" to members of the Pakistani diaspora community in 
the Netherlands. On Monday Musharraf had an audience with 
the Queen followed by meetings with parliamentarians and the 
business community 

Zalm. Ellahi said Musharraf\'s primary objective was to 

discuss economic opportunities in Pakistan and to attract 
further investment to the country (Note: Dutch companies 
ABN-Amro 

and that he was met with a warm welcome and praise regarding 
both the internal situation in Pakistan and Pakistan\'s role 

on global issues. Ellahi said other issues that arose 

included a general exchange of views on the situation in Iraq. 


Comment: Positive Dutch Impression 


13. (C) Canel\'s impression was the Musharraf was speaking 
during the luncheon not as a chief of army 

President. She said he appeared truly committed to bringing 
about political 

seemed to view his military roles as one component function 
and that he said he did not want to do both. Canel believed 
Musharraf\'s foremost goal was to ensure the continuity of 
reform in his country 

act too quickly out of fear of derailing his country\'s 

progress. 

SOBEL 
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on to note that he does not think there is any point in 
continuing to negotiate a bilateral adoptions instrument if 

the document would not meet this definition. However 

offered suggestions as to how the document might be changed 
to meet that definition 

Vietnamese law on international treaties might offer more 
alternatives. Khanh also said that he interprets Decree 68 
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as severely restricting the possibility of instituting a 

pilot program for adoptions of special needs children 

he agreed to give the matter further consideration 

since tentatively agreed to technical talks on the issue. 
Khanh added that the Prime Minister\'s office has instructed 
GVN ministries to consider amending Decree 68 to make it 
more \"flexible.\" 

2. (SBU) Khanh\'s views contradict in some respects earlier 
GVN positions 

adoptions. His assertions may not completely reflect the 
GVN official position. In any case 

Khanh indicated possible flexibility and is willing to 

discuss a pilot program on special needs adoptions. End 
Summary. 


3. (U) On September 17 and 22 

met with Nguyen Cong Khanh 

Department of International Adoptions (DIA) within the 
Ministry of Justice 

from Vietnam by Amcit prospective adoptive parents (PAPs) 
and the possibility of a pilot program to allow the adoption 

of special needs children by Amcits. (DIA Director Vu Duc 
Long 

therefore not available.) 


4. (U) Khanh flatly stated that 

proposed bilateral adoption agreement document is not a 
\"treaty 

Decree 68. As such 

to negotiate a bilateral agreement with the United States 
and his office should instead focus on accession to the 
Hague Convention on Intercountry Adoptions. He confirmed 
that the GVN intends to sign and ratify the Hague Convention 
\"soon 

inconsistent regarding the date they anticipate joining the 
Hague Convention. Given the legal reforms necessary 
anticipates that it will be three to five years 

minimum 

failure to reach agreement 

as the fault of the negotiators 

incompatible laws. He further stressed that the GVN has 
been negotiating in good faith 

understanding of the USG position had been that while the 
document would not bear the title \"treaty\" 

the definition of a treaty. 


5. (U) At the Consular Section Chief\'s request 

provided language that he believes would help any bilateral 
instrument meet the definition of a \"treaty\" for the GVN\'s 
purposes; this text has been faxed to CA/OCS/CI. He told 
ConOff that any document must be signed at the appropriate 
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level (state 

acceptable validity and be enforceable 

rights and obligations to protect children from trafficking. 
Khanh also mentioned that a new Vietnamese law regarding 
international treaties is expected to go into effect atthe 

end of this year. If that law is more flexible than the 

current one 

more straightforward. 


6. (U) When the ConOff broached the possibility of a pilot 
program for adoption of special needs children 

that he interprets Article 36 (2)(b) of Decree 68 to mean 

that for an adoption of a special needs child to take place 
prior to the signing of a Treaty or Protocol 

have been living with a family -- not in an orphanage -- and 
the PAPs must have resided in Vietnam for a minimum of six 
months. That said 

agreed to look for possible ways for such a program to begin 
prior to the signing of a bilateral agreement. (Note: Post 
has since approached Khanh to request technical talks 
regarding the proposed pilot program to be held in the first 
week of October 

Note.) 


7. (U) Khanh also reported that the Prime Minister\'s office 
has instructed GVN ministries 

explore options to amend Decree 68 in order to \"extend\" it 

to provide more \"flexibility to benefit countries that have 

not yet signed [bilateral agreements].\" Khanh could provide 
no further detail on any amendments being considered. 

(Note: A translation of this letter was obtained by 

CA/OCS/CI and faxed to Hanoi and HCMC; Mission personnel 
have not seen a copy of the original document. End Note.) 


8. (U) Finally 

Embassy in Washington had reported that A/S Harty had 
mentioned during a meeting at the Embassy that the GVN had 
\"rejected\" the proposed protocol after \"four rounds\" of 
negotiations. ConOff concurred with Khanh\'s view that there 
had in fact only been one round of formal negotiations 

that the draft protocol had not been rejected 

under discussion. 


9. (SBU) Comment: Khanh\'s statements may not reflect 
strictly the official position of the GVN. Some of his 
statements contradict statements made by his boss 
Director Vu Duc Long. It is important to note that while 
Long is the boss 

The fact that the Prime Minister\'s office sent out a letter 
encouraging \"flexibility\" on the matter of interpreting and 
amending Decree 68 indicates that the GVN may not be as 
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bound to the letter of the Decree as Khanh believes. 


9. (SBU) Comment 

is willing to discuss the proposed pilot program on special 
needs adoptions 

special needs cases. End comment. 

MARINE 


21121 
Communication 


2. (U) Launched under Presidential auspices in the aftermath 
of the spring 1999 Kosovo air campaign with the goal of 
helping restore peace and stability to the Balkans 

Stability Pact initially captured some 200 so-called \"quick 
start" assistance programs under its umbrella. The Pact\'s 
early years under the leadership of Bodo Hombach were marked 
by feverish activity and a fair measure of coordination 
challenge as it sought to bring coherence to international 
donor efforts in the war-torn Balkans. Since 2001 

former Austrian Vice Chancellor Erhard Busek as Senior 
Coordinator 

streamlined and clearly focused on six core objectives (see 
para five below). The Pact is also placing strong emphasis 
on implementation of existing agreements and commitments 
undertaken by regional governments and is pressing hard for 
further regional ownership of a range of important 

initiatives. With evident progress in the region toward EU 
integration on the part of EU candidates Bulgaria and 
Romania as well as Croatia and most recently Macedonia 
Pact has contributed to achieving the twin goals of bringing 
peace and stability to the Balkans as well as further 
European integration in the long-challenged South East 
European region. The Pact also represents a useful channel 
to draw Moldova closer to the European mainstream 

with evident limitations on near-term prospects for 

significant progress. 


3. (SBU) Conversations with government officials and 
politicians confirm the sense of achievement by the Pact as 
a concerted undertaking by international donors and regional 
assistance recipients. Both in public statements and in 
September 27 comments to Deputy Special Coordinator (DSC) 
Mozur 

Reinhard Priebe strongly praised the accomplishments and 
positive impact of the Stability Pact and stressed its role 

as a key partner for the EU in the region. Typical comments 
from the region stress 

parliamentarian recently noted to DSC 

the \"critical mass of communication” created by the Pact in 
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the region. A senior Hungarian Interior Ministry official 
highlighted the Pact\'s success in providing a venue for 
close collaboration among regional Ministers of Interior 
citing the stark contrast between the cordial and productive 
September 14 meeting of regional Ministers in Brdo 

with the icy 

ago. Other examples abound. 


4. (U) Some skeptics remain 

critics hit the Pact for its inability to deliver fully on 

promised infrastructure and other economic improvements and 
perceived shortcomings in assistance coordination. On the 
former 

skepticism and opposition dating from the Pact\'s early days 
when it was finding its place in the overall international 
community effort in the Balkans. Criticism from the region 
often implies the expectation that the Pact was to serve as 

a Marshall Plan in the Balkans 

region to some version of perceived pre-1990 halcyon days. 
Critics of lapses of coordination do not see the Pact\'s 

efforts to streamline and focus on core objectives and fail 

to recognize the extent to which assistance levels have 
decreased as peace and stability have settled into the 

region. And there have been some bumps in the road on some 
initiatives 

where poor performance by individuals has undercut 
achievement. 


SP Initiatives have Impact 


5. (SBU) A brief overview of key Stability Pact activities 
confirms success in its role of supporting a return to 
diplomatic normalcy and regional cooperation in South 
Eastern Europe. These activities have to be viewed in 
context 

bilateral assistance from the US and other donors and a 
build-up of EU pre-accession assistance - focused on acquis 
requirements -- to candidates Bulgaria 

Croatia and prospectively Macedonia. 


-- Democratization and Human Rights (Working Table I) with 
core objectives of Media and Local Democracy/Cross Border 
Cooperation: Among key priorities 

forces with donor governments and leading NGOs to promote 
active inter-parliamentary cooperation. The goal: to ensure 
that regional parliamentarians and staffers have the 
information 

ratify and implement the web of already-concluded regional 
economic agreements in trade and energy as well in other 
policy areas. Among other SP initiatives is a media task 
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force with the goal promoting responsible standards for the 
regional media and tempering corrosive and irresponsible 
journalism in tense areas. The Pact is seeking to deepen 
regional commitment to reconciliation by proposing 
government-supported youth exchanges between Serbia and 
Montenegro 

others) along the lines of successful past Franco-German 
programs. 


-- Economic Reconstruction 

(Working Table Il) with core objectives of Interregional 
Trade/Investment Compact and Regional Infrastructure/ 
Energy: The Pact has worked extremely hard in tandem with 
the OECD 

U.S. to win regional governmentsY commitment to an 
interlocking system of free trade agreements (creating a 
common market of some 60 million people) 

measures under the \"SEE Investment Compact" 

called Athens Process to restore the regional power grid. 
As a supporting measure 

time and effort to heighten the role and influence of the 
regional Business Advisory Council (BAC) 

Senior Coordinator exploring further ways to strengthen the 
role of US business in the BAC. All are mature and highly 
applauded initiatives. They now demand a concerted effort 
and political push by all concerned -- most significantly by 
regional governments and parliaments -- for final 
ratification and implementation. This task is perhaps the 
Pact\'s key priority for the year immediately ahead. 


-- Security Issues (Working Table Ill) with core objectives 

of Anti-Organized Crime and Migration/Asylum/Refugees: The 
Pact has worked successfully on initiatives involving 

regional cooperation on migration and refugees 

cooperation 

initiative to the broader mandate of a special OSCE 
representative) 

on such military issues as arms reduction and small arms 
control. The SP Disaster Preparedness and Prevention 
Initiative has set the stage for meaningful regional 

cooperation should a cross-border natural disaster occur in 
the seismologically unstable and infrastructure-poor region. 

An initiative addressing military \"conversion\" is evolving 

in tandem with NATO 

(possibly Nordic). The concept posits limited regional 
cooperation in dealing with military down-sizing 

closing 

with Serbia-Montenegro the primary country of concern. NATO 
SG de Hoop Scheffer agreed to explore possibilities with the 
SP and other donors during his September 15 meeting with SC 
Busek 
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cautioning on NATO\'s clear resource constraints. 


Progress toward Meaningful Regional Ownership 


6. (SBU) Achieving regional ownership of reforms and of SP 
initiatives is a leading priority of the Pact. Here 

is evidence of success. Regional governments are assuming 
costs and responsibility by seconding personnel and 
providing facilities to a number of regional initiatives. 

For example 

regional governments along with several donors in Sava River 
environmental management -- is opening (in October) a 
regional office in Zagreb. Similarly 

government is strengthening the regional center for arms 
control and verification (RACVIAC) in Zagreb and promoting 
it as a regional center for defense conversion issues 

so with support from donors and expertise from various 
quarters 

regional anti-corruption initiative (SPAI) based in Sarajevo 
and the newly established regional center in Skopje to 
address migration and related issues which were formerly the 
focus of the Pact\'s MARRI initiative 

new UNMIK head Soren Jessup Petersen. By year\'s end 
education reform initiative plans to move the secretariat of 
the Austrian-led \"Graz process\" 

Europe into a European area of education 

Vienna activities winding down as a result. The SECI anti- 
organized crime center in Bucharest 

with the Stability Pact due to SC Busek\'s lead role in both 

is a success story 

assessment that lays out a vision of SECI cooperation and 
possible incorporation into EUROPOL over the coming decade. 


7. (SBU) One particular challenge: reinforcing the move to 
regional ownership by re-energizing the South East European 
Cooperation Process (SEECP). Present chair Romania 
distracted by its upcoming elections 

although Romanian officials are hosting Foreign Ministers in 
October and are planning a regional Defense Ministerial to 
discuss issues related to defense conversion. With an eye 
to the Greek SEECP chairmanship beginning in April 2005 
Busek has already started to bolster Greek interest and 
leadership in ensuring that SEECP plays a more significant - 
- and positive -- role in the future. 


The Coming Two Years: Stability Pact will be a Useful Tool 


8. (SBU) The SP can further contribute regional stability 
and progress over the crucial next years. The context 
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through 2007 is gaining clarity. Bulgaria and Romania 
together with the EU 

target date for their accession to the EU. Croatia is 
progressing along a similar path and initial discussions 

with Macedonia have started. With such accession prospects 
the Pact\'s target area will necessarily shrink. But 

regional leverage 

partners and EU candidates in the region 

additional pressure on the remaining countries of the 
Western Balkans whose reform efforts and commitment to 
European integration are lagging. We should use this 
evolving leverage 

position of reformers and to press governments and political 
oppositions in Serbia and Montenegro 

and Albania to embrace the realistic vision of full 

integration into Europe and the EU over the coming decade. 


9. (SBU) With this in mind 

critical for the region 

(Ref A) and certainly for Kosovo 

change in the status quo is building. Ref B lays out some 
elements of the 2005-2006 picture in Bosnia-Herzegovina with 
the suggestion that a change in the IC posture in that 
country will be a significant discussion issue in this 

period. Albania is moving ahead at times 

back at others. On September 14 

critical message to Tirana (backed by Embassy Tirana - Ref 
C) on its mixed record and uncertain commitment on reform 
making clear the need for Albania\'s 2005 elections to 
demonstrate the country's readiness to progress toward 
European integration. With the clear challenges facing 
these countries 

facilitating regional cooperation and of providing steady 
regional pressure for continued reform -- linked to the EU 
and Euro-Atlantic integration and the holy grail of eventual 
EU accession -- remains essential to the international 
community\'s set of diplomatic tools and pressure points. 


10. (SBU) Like other international players and donors active 
in South Eastern Europe 

next steps and medium-term objectives. Discussion with the 
EU on CY 2006 funding is ongoing 

upbeat. EU officials are positive on the Pact 

of its continued work 

supporting and complementary to the EU\'s main thrust of 
promoting accession for candidate countries and progress 
toward candidacy status by the others. 

SC Busek: On the Road 

Agenda 
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11. (SBU) Through his seemingly indefatigable travels and 
his straight talk and problem solving 

political figure concentrating exclusively on the Balkans 

SC Busek has won great respect and considerable credibility 
with senior government officials and politicians throughout 
the region. He sees Prime Ministers and senior cabinet 
ministers regularly and constantly presses hard on the 
reform agenda and on cooperation with Stability Pact 
initiatives. His efforts underpin the Stability Pact\'s 

success to date and will likely ensure further positive 
regional government cooperation and action. He and the Pact 
are working toward a successful meeting of the Pact\'s 
Regional Table November 18-19 in Skopje 

leaders and donors will meet to assess progress 

priorities 

turning point period 2005-06. 


MCKINLEY 
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GON oil revenue to his area)\" and the convocation of a 
\"sovereign national conference\" to address federalism in 
general and for his region. 


4. (S) COMMENT: It is thus unclear whether anything more than 
a temporary ceasefire is in place 

reftel the battlefield has been relatively calm the past few 

days. 

CAMPBELL 
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order to give an impact to his comments. The talks 
\"started pleasant 


3. (C) Brattskar told Thamilchelvan that the LTTE needed to 
consider three points regarding the recent spate of political 
killings of LTTE opponents: a) the influence on the peace 
process; b) the effect on the perception ofthe LTTE in the 
outside world; and 

c) the effect on the roles of Norway and the Sri Lanka 
Monitoring Mission (SLMM). On the first point 

told Thamilchelvan the violence was causing difficulties in 

the South and was encouraging sub-groups to become active. On 
the second 

suffering. Brattskar drew Thamilchelvan\'s attention to a 
recent move by some Danish opposition parties to have the 
Tigers declared a terrorist organization. Brattskar also 

told him that it was increasingly difficult for the 

Norwegains to arrange meetings for the LTTE delegation with 
foreign governments 

receive some strong messages. Finally 
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making life difficult for the Norwegians and the SLMM. (See 
below for details.) The two parties--the Government of Sri 

Lanka (GSL) and the LTTE--had given defined roles to Norway 
and the SLMM in the Cease Fire Agreement. The Tigers were not 
respecting that agreement and making it impossible for the 
Norwegians and the SLMM to carry out their work. 


4. (C) Thamilchelvan seemed \"taken aback\" and had little to 
say in response to his 

tried to blame some of the violence on activities of the 

Eelam People\'s Democratic Party (EPDP) 

him that the general perception was that the LTTE was seen as 
responsible for the great majority of the violence. 


5. (C) Brattskar told COM\'s that Norway would not go public 
with this criticism 

the LTTE. He said that he had also told Thamilchelvan that 
the Norwegians would like to meet with LTTE supremo 
Prabhakaran. Acknowledging that this might not be possible 
for security reasons 

should be transmitted to Prabhakaran. He told COM\'s that the 
Government of Norway was considering sending a letter to 
Prabhakaran to ensure that he received the message. He said 
the LTTE group intended to travel to Oslo 

Vienna 

meeting. 


6. (U) Brattskar had discussed with Ambassador the day 
before 

the EPDP. (EPDP was a Tamil insurgent group which joined the 
political process in the late 1980\'s. Its leader 

Devananda 

Minister in the ruling UPFA government. He was the target of 
the LTTE suicide bomb attempt in July.) EPDP members have 
been the victims in a number of recent LTTE assassinations. 
After the most recent assassination 

almost-hysterical demonstration in front of the Norwegian 
Embassy 

front of the Embassy gates 

hours. Devananda also sent a letter to Brattskar (a copy of 
which he sent to Ambassador) 

the SLMM of \"turning a blind eye to the terrorism of the 

LTTE 

assurances that such political killings by the LTTE would not 
be permitted in the future. Otherwise the consequences would 
be dire. Devananda had made similar comments to the local 
press. 


7. (C) Brattskar said he had spoken to Devananda and told 
him the atmosphere which he was whipping up was dangerous and 
that the last sentence in his letter seemed to be a threat. 
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He also questioned how a member of the ruling Government 
would issue statements at odds with the official government 
position. Devananda (who is as weaselly as they come) 
admitted that the Norwegians/SLMM had no ability to enforce 
the ceasefire or prevent the killings. He claimed that he 

had not intended to threaten anyone. Finally 

had spoken as the leader of the EPDP 

Government. Brattskar also called Foreign Secretary 
Palihakkara to complain. Palinakkara was rather dismissive of 
the issue 

from within his party. Ambassador met Palihakkara on the 
evening of September 29 and stressed to him that we also saw 
this as a serious issue 

diplomats and supporters of the peace process were extremely 
disturbing. Paliinakkara seemed to take the matter more 
seriously 

some pressure on Devananda to tone down his rhetoric. 
Devananda subsequently sent a follow-on letter to Brattskar 
stating that his mention of \"dire consequences!" in his first 
letter referred to the danger to the peace process if the 
Norwegians/SLMM did not \"take effective measure to put an end 
to the killings by the LTTE.\" 


8. (C) TNA MEETS THE AMBASSADOR: On September 30 the 
Ambassador met with Tamil National Alliance (TNA) 
representatives Joseph Pararajahsingham 

Ponnambalam and S. Gajendran. (Note: The pro-LTTE TNA holds 
22 seats in Parliament. Ponnambalam and Gajendran are MPs 
from Jaffna; Pararajahsingham is a National List MP from 
Batticaloa.) The TNA representatives blamed President 
Chandrika Kumaratunga for the stalled peace process 

that her preoccupation with her own political future was 
diverting her attention from the peace process. The MPs 
recited their familiar 

having already demonstrated sufficient flexibility by 

declaring itself ready to come back to the table as soon as 

the President announces she accepts its proposal for an 
interim administration as the basis for resumed dialogue. 

All other problems 

subside as soon as talks recommence 

denying that political assassinations continue 

lamented \"uneven\" criticism from the international community 
which 

blind eye to purported GSL complicity in EPDP-orchestrated 
killings. The international community 

should put pressure on the President to resume dialogue as 
soon as possible 


9. (C) Everyone agrees that dialogue should resume 
Ambassador replied; that has consistently been the USG 
position 
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dealings with the GSL at the highest levels. Both sides need 
to be flexible and work to create a conducive environment for 
talks 

pronouncements have been particularly unhelpful. For 
example 

perception in the south that the Tigers refuse to consider 

any GSL counter-proposals for an interim administration--that 
their proposal" for the Interim Self-Governing Authority 
(ISGA) is essentially an ultimatum. While President 
Kumaratungal's personal commitment to the peace process does 
not seem to be in doubt 

dependence on the Sinhalese nationalist Janatha Vimukti 
Peramuna (JVP) 

be willing to give her a little political maneuvering room by 
being more visibly flexible on the ISGA and by ceasing 
violence 


10. (C) The LTTE\'s continued campaign of political 
assassinations is absolutely unacceptable and is 
jeoopardizing the entire peace process 

stressed. The Tigers persistent violence raises real doubts 
about their legitimacy as a negotiating partner on a par with 
the GSL 

in a just manner 

as the head of an (interim) administration when their method 
of dealing with political opponents is to murder them?" he 
asked. Moreover 

human rights violations by the LTTE persist. The Tigers will 
remain on the Foreign Terrorist Organizations list as long as 
they continue terrorist tactics like the July 7 suicide 

bombing 

word and deed can they begin to enter the political 
mainstream. 


11. (C) THE GSL VIEW: Presidential advisor Mano Tittawella 
told DCM September 30 that President Kumaratunga remains very 
interested in getting back to the peace table as soon as 
possible. Mano said he had communicated this indirectly to 
LTTE political chief Thamilchelvan while he was in Colombo 
this week enroute to Europe. Tittawella noted 

the President is hesitant to make a bold announcement or take 
a bold step since she is not convinced that the LTTE is ready 
to resume. Thus 

get everything lined up on this 

that 

needs a green light from the Wanni (LTTE headquarters).\" 


12. (C) Comment: The LTTE appears to believe that it can 
get away with systematically violating the ceasefire--and 
eliminate its remaining political opposition along the 
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way--because the peace process is too important to the 
international community and the GSL for them to jeopardize by 
complaining too vigorously about LTTE assassinations. 
Brattskar\'s frank words 

tough message 

gravely miscalculating if this is their assumption. We will 
continue to urge our colleagues in the diplomatic community 
to reinforce this message. 

LUNSTEAD 
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history 

better.\" In that regard 

the fact that Slovakia is the only country in the region 

never to have been visited by a U.S. President 

displeasure over visas. The Deputy responded that visa 
policy was troublesome for everyone in the region and that he 
intended to take the matter up when he returned to 
Washington. Mr. Dzurinda later returned to the subject 
saying that \"some positive signal" is needed on visas. 


3. (C) The Deputy then solicited Mr. Dzurinda\'s advice on 
the situation in Ukraine. Mr. Dzurinda expressed great 
concern--Slovakia (and the V-4) has tried to help maintain a 
western orientation 

they want to hear. Mr. Dzurinda has created a special 
working group to follow the election process 

with Yushenko 

more observers are needed 

that a transition must occur. Mr. Dzurinda recounted how 
during his June visit to Kiev 

explained one-by-one why all bidders on the steel plant 
privatization were unsuitable 

to his son-in-law. Regrettably 

Moscow. 


4. (C) The Deputy expressed concern about Russian pressure 
on Ukraine 

agreed 

decide that the planned privatization of the Slovenske 

Elektrarne power company cannot under any circumstances go to 
the Russian bidder. Putin 

how he was even a year ago. 


5. (C) With regard to anti-American feeling in Slovakia 
Dzurinda said that he believed public opinion was changing 
slowly. Speaking frankly 

opinion was more negative on Bush Administration policies 
than the United States itself as a result of some arrogance\" 
but stressed that real leadership meant not following public 
opinion. He noted that Slovak support for NATO membership 


Column 3 
had dropped to 35% during the Kosovo campaign 
rebounded to over 50%. 


Foreign Ministry 


6. (U) Foreign Minister Kukan hosted a working lunch for the 
Deputy and his delegation. Slovak participants were: 


FM Eduard Kukan 

Ambassador to the U.S. Rastislav Kacer 

Director General for Bilateral Affairs Juraj Migas 

Director General for European Affairs Maros Sefcovic 
Director General for Security Policy Juraj Machac 

Director of the Office of the Minister Peter Lizak 

Director for West and South Europe and North America Peter 
Sopko 

U.S. Desk Officer Viera Viskupova 


7. (C) Visas: The lunch expanded on the themes discussed in 
the Prime Minister\'s office in a friendly 

Mr. Kukan thanked Mr. Armitage for his visit and for his 

media statements at the joint press conference with PM 
Dzurinda. Mr. Kukan reiterated the GOS request to establish 

a bilateral consular working group 

agreed and suggested the MFA announce immediately (at which 
point Ambassador Kacer leapt from his chair and rushed to 
inform the MFA spokesperson). 


8. (C) Ukraine: Mr. Kukan told the Deputy that the V-4 was 
in favor of sending 1 

the auspices of Freedom House 

encouraging NGO\'s to take part. This had the benefit of 
allowing the GOS to maintain neutrality 


Slovak expertise to assist a free campaign and election. 
Slovakia also favors a parallel vote count. Mr. Kukan 
pointed out that Slovaks know and understand Ukrainians 
admitted he had not discussed the election with the Ukrainian 
FM. Mr. Kukan explained the need to secure Slovakia\'s 
Eastern border evoked fear in Ukraine about a new iron 
curtain that locks the country out of Europe. Itis a 
sensitive issue to encourage economic cooperation and 
political dialogue while clamping down at the border 

insight Slovakia had in dealing with Ukraine could be helpful 
in decision-making both in the EU and NATO. Trade with 
Ukraine is only 3 percent of total trade; Slovakia would like 
to increase it 

bills. 


9. (C) Russia: Mr. Kukan said that Slovakia would also like 
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to increase trade with Russia 

to Moscow in October to hear Russian opinion about how EU 
membership had resulted in economic damages to Russia. 
Slovakia is dependent upon Russian oil and some minerals 
could be in a vulnerable position 

applied any pressure. On the other hand 

concerned by Putin\'s 9/13 speech 

that Russia was not heading in a democratic direction. Mr. 
Kukan and the Deputy also commiserated about Russia\'s extreme 
reactions to the idea of a political settlement with 

Chechnya. In addition 

central government direction for dealing with events in 
Beslan was alarming. 


10. (C) Balkans: Mr. Kukan said Slovakia was well-established 
inthe Balkans 

membership 

and Kosovo. He said the Serbs and Kosovars are in a Catch-22 
on \"standards before status.\" It was an explosive situation 
that needs to be stabilized; independence is the only 

solution 

Slovakia would maintain its 150 soldiers there 

without an international presence 

Deputy asked if EU colleagues talked openly about 
independence for Kosovo. Kukan replied \"final status\" was 
heard frequently in EU discussions as a codeword for 
independence. 


11. (C) Iraq: Slovak participants explained that military 

reform meant that 800 soldiers deployed abroad was the 
absolute limit. The Deputy asked if public pressure would be 
lessened if NATO accepted a training mission in Iraq 

received a resounding YES. Ambassador Kacer said a visit to 
Slovakia by an Iraqi official would be very helpful in 

showing the Slovak public that the deployment of Slovak 

troops is doing good. Mr. Kukan added that he had invited 

the Iraqi FM to visit Slovakia during his upcoming trip to 

Vienna. The Deputy suggested having him speak at parliament 
just as the Iraqi PM would speak to the U.S. Congress 

said he would speak with Amb Negroponte to encourage such a 
visit. 


12. (C) Israel: Mr. Sefcovic 

Israel 

suggested that Sharon\'s decision to disengage from Gaza was 
intended to show the Palestinians were incapable of 

governing. He pointed out that within the EU and even other 
Arab countries there is a growing realization that Arafat is 

not helpful. The Deputy asked about the visit of the head of 
Israeli Knesset the previous week. Kukan had not met him 

but noted his criticism of the EU position on the security 
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fence. 


13. (C) Turkey: DAS Conley asked about Slovakia\'s position on 
EU membership for Turkey. Mr. Kukan pointed out the EU 
report would be out in October and the decision would be 
difficult 

candidacy. The Deputy noted that the Turks had been dangling 
for many years and had a right to expect that there would be 

an unconditional date to begin talks. 


Parliament 


14. (U) The Deputy met with members of parliament from 
several parties: 


Pavol Hrusovsky 

Jozef Berenyi (SMK) 
Robert Fico (Smer) 
Miroslav Maxon (HZDS) 
Pavol Minarik (KDH) 
Karol Ondrias (KSS) 


15. (SBU) The parliamentary leaders expressed their 
commitment to maintaining a strong Slovak-American 
relationship and conveyed appreciation for U.S. support for 
NATO and EU membership. Mr. Armitage thanked coalition 
leaders for supporting the democractic process in Iraq. 
Opposition MPs received the message that differing views on 
policies can be expected among allies and will not harm the 
fundamental nature of the bilateral relationship. Two themes 
emerged across the political spectrum: closer ties between 
legislatures and foreign policy after EU membership. Mr. 
Hrusovsky requested that as Parliament takes on a larger role 
in foreign policy 

meetings and exhanges. Mr. Maxon (HZDS) hoped that members of 
Congress will travel more often to Slovakia to provide 
information on developments in Iraq. Mr. Fico (SMER) 

most vocal critic of U.S. and GOS policy in Iraq 

his party prefers foreign policy issues to be coordinated 

more closely in Brussels. The Deputy responded that the U.S. 
works closely with both EU and NATO and was happy to have two 
new fora in which to engage Slovakia 

member states valued both. 


Media Roundtable 


16. (U) After a meet and greet\" with Embassy staff 
Deputy met in roundtable format with five senior editors and 
foreign affairs reporters. Topics included the Slovak troop 
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deployment in Iraq; visa policy; Saudi Arabia\'s efforts in 
GWOT; Russian President Putin\'s attitude toward Chechnya and 
his 9/13 statement on consolidating power 

Russia in GWOT 

Iraq was a \"miscalculation;\" whether Iraq can become truly 
democratic; the U.S. attitude toward \"New Europe;\" Russia\'s 
relations with the EU; China\'s growing role in Europe and the 
world; and whether the security situation in Iraq would 

affect elections there. Complete transcripts of all media 
events are available in the Washington File. 


17. (U) This message has been cleared by the Deputy 
Secretary\'s party. 


SIPDIS 
THAYER 
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CIS Astana Declaration is an attempt to undercut the OSCE 

role in human rights and democratization. Similarly 

reported a \"growing gap\" between it and Russia on the 
\"European neighborhood\" countries (Moldova 

Georgia) 

\"more interest to Russia than to the EU.\" On Kazakhstan 
Kazakh desire to hold the 2009 OSCE Chairmanship should be 
leveraged to promote progress on democratization. On 
appointing OSCE Special Representatives for anti-Semitism and 
discrimination 

racism be equally acknowledged. U.S.-EU agreement on Russia 
opens the way for cooperating with the EU on initiatives to 
oppose Russian attempts to marginalize the OSCE. END SUMMARY. 


Netherlands (current EU Presidency): 


Frank van Beuningen 
Department/OSCE Desk 
Mark Versteden 
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Luxembourg (successor to Netherlands in EU Presidency): 


Ronald Mayer 
Beatrice Kirsch 
Fabienne Rossler 


European Commission 
Gilbert Dubois 

DG for External Relations 
Mario Mariani 

Louise Head 

Nicole Taillefer 

in Vienna 

Raul de Luzenberger 
Konstandinos Vardakis 
Robert Liddell 

External Relations 


EU Council Secretariat 
Alison Weston 

IX) 

Carl Hartzell 


U.S. Delegation 
Stephan M. Minikes 
Bruce Connuck 
Steven Steger 
Todd Huizinga 
Sean Kimball 


3. (C) USOSCE Ambassador Minikes characterized the CIS 
Astana Declaration of September 15 as a Russian \"trial 
balloon to see how far Russia could go in perverting OSCE 
priorities and principles in its own interests. He warned 

that not responding would encourage Russia to go farther in 
weakening OSCE commitment to promoting human rights and 
democratization in the former Soviet space. Dutch OSCE 
Office Director Frank van Beuningen agreed 

Russian frustration with the OSCE had been building for a 
long time. He said Astana did not bode well for achieving 
consensus with Russia and other CIS states on important 
issues at the upcoming OSCE Ministerial in Sofia. European 
Commission Head of Unit for OSCE Affairs Gilbert Dubois 
pointed out that the Astana Declaration explicitly 
characterized itself as having been built upon the July 
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Moscow Statement 

observe \"(the fundamental Helsinki principle of) 
non-interference in internal affairs...of States.\" 


4. (C) USOSCE PolCouns Connuck said that the Moscow and 
Astana declarations substantively contained nothing new -- 

the documents\' themes pulled together what Russia had pushing 
for day-in 

pointed out that the Astana Declaration\'s language on 

reinforcing OSCE efforts against terrorism by \"reducing OSCE 
expenditures in the highest-cost-prone sectors" was a thinly 
veiled attempt to undercut OSCE field missions. 


5. (C) Minikes said that the Russians had traction on their 

attempts to marginalize the OSCE because not all OSCE members 
bought into OSCE principles on human rights and democracy. 
Minikes said 

to decide when to say \"enough.\" One way to do so might be 
some sort of explicit recommitment to OSCE principles at 
head-of-state level. 


6. (C) Van Beuningen reported that the EU was looking for 
ways to \"internationalize\" negotiations on South Ossetia 
that Astana was yet another sign that Russia was unlikely to 
agree to such internationalization (neither in South Ossetia 
nor in Moldova). Minikes reported that 

the Russian flag was now flying alongside the South Ossetian 
flag. Van Beuningen remarked on a recent radio interview in 
which South Ossetian leader Eduard Kokoity said South Ossetia 
would never be a part of Georgia. The atmosphere 

was worsening 

those developments. 


7. (C) According to van Beuningen 

Georgia/Chechnya Border Monitoring Operation (BMO) is not 
extended beyond December 31 

partners such as the U.S. 

presence. Minikes said 

worse after Beslan 

OSCE must engage Moscow to that end. 


8. (C) Ronald Mayer 
Council of Europe 
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September 20 EU Political and Security Committee Meeting with 
Russia had been \"strikingly negative.\" Russia rejected any 
EU role in five-sided talks on Transnistria; a proposed 
resolution to the schools crisis; and the withdrawal of 
ammunition from Moldova in line with the Istanbul 
commitments. (According to Mayer 

\"need the ammunition\" in the area.) Carl Hartzell 
Moldova/Belarus Desk Officer in the Policy Unit of the EU 
Council Secretariat 

influence in the region through tools such as the European 
Neighborhood Policy was \"becoming greater every day.\" 
Hartzell said the EU was facing \"a tremendous challenge\" -- a 
\"growing gap\" between the EU and Russia on dealing with an 
area that for both of them was the near abroad. Hartzell 

said the EU would continue to work with the U.S. to create a 
\"broader international platform\" to deal with 
Moldova/Transniestria. He said the EU was deliberating 
whether the Security and Stability Pact for Moldova proposal 
might be a basis for progress. 


9. (C) European Commission Moldova Desk Officer Raul de 
Luzenberger said the \"double-checking\" proposal for Moldovan 
steel was in the final stages of preparation. He said the EU 
should have a common proposal by the end of September 
which there would be an exchange of letters with Moldova and 
the system would be put in place. On border monitoring 
Luzenberger said the European Commission was ready to 
participate 

Hartzell said the EU would like to compare notes with the 

U.S. on possible further measures 

to \"make the status quo uncomfortable\" for Transnistrian 
leaders. Van Beuningen said the EU wanted the schools crisis 
solved before resumption of the five-sided talks. Hartzell 
asked rhetorically whether it would be wise to invite Russia 

to such talks 

offer. 


10. (C) Mayer said the EU was divided on whether the OSCE 
Office for Democratic Institutions and Human Rights (ODIHR) 
should accept Belarus\' invitation to observe the October 17 
referendum on eliminating presidential term limits 

of concern about possibly \"legitimizing\" the referendum. It 
would therefore be unlikely that there could be an EU 
decision to push ODIHR to observe the referendum. Minikes 
responded that the OSCE would not be able to comment 
authoritatively on the referendum if ODIHR did not accept the 
invitation. 
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11. (C) Robert Liddell of the Caucasus and Central Asia Unit 
ofthe European Commission expressed concern over the 
fairness of the September 19 elections in Kazakhstan 

said that the EU nevertheless saw Kazakhstan as the most 
viable leader in Central Asia 

leadership. Konstandinos Vardakis 

Kazakhstan Desk Officer 

be exporting as much oil in 2012 as Russia does today. 
Therefore 

democracy and stability there. Minikes proposed that the 

U.S. and EU look at ways to cooperate in leveraging the 
Kazakh candidacy for OSCE CiO in 2009 to push for substantial 
progress on human rights and democracy. Minikes suggested 
meeting with the Kazakhs regularly 

but to help them. Connuck reported that the Kazakhs at the 
working level in Vienna believe they have enough momentum for 
2009 as to make their candidacy unstoppable 

because there has not been a concerted effort to leverage the 
Kazakh CiO candidacy. The Kazakhs and some other CIS states 
he said 

on this issue 

agreed that action on leveraging the Kazakh candidacy had to 
come soon 


12. (C) Van Beuningen said that there was no EU candidate to 
succeed OSCE Secretary General Jan Kubis as of yet. Van 
Beuningen expressed annoyance at Bulgarian FM and OSCE CiO 
Passy\'s letter in which he created a \"fait accompliW by 

stating that the SecGen candidate should have a \"political 
profile.\" Minikes stressed that the candidate for OSCE 
SecGen should be equal in stature to the NATO SecGen. Van 
Beuningen agreed that a high profile figure would bring in a 
large network with access to other key leaders 

that the issue for the EU was not just the SecGen 

leadership of the OSCE and the role of the CiO in providing 
political direction. 


13. (C) Both sides agreed that reform could not be 
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accomplished through the creation of more rules and that 
while they were open to discussion 

should be done carefully 

Underlining U.S.-EU concerns that some OSCE members wanted to 
use OSCE reform to undercut field missions 

that CIS countries might be considering letting the mandates 
of OSCE field missions in the CIS expire as of January 1 
(which they can do by withholding consensus on mandate 
renewals at the end of the year). On scales of assessment 
Van Beuningen said the OSCE should consider the possibility 
of how to prevent the organization from coming to a 

standstill in the event of failure to come to a timely 

agreement. He said CiO Passy\'s presentation to Dutch FM 
Bernard Bot of the \"Chair\'s Guess!" paper so irritated Bot 
that it had become more difficult to find a solution to the 
scales of assessment issue at a political level. Van 

Beuningen affirmed that the EU supported the U.S. position on 
having two scales 

Commission Delegation to the OSCE reported that the Russians 
had again insisted on one scale in a September 20 meeting in 
Vienna. 


14. (C) Van Beuningen said the EU\'s bottom line was that all 
forms of discrimination needed to be combated. Whether there 
should be one 

The EU agreed with the U.S. that the special 

representative(s) position(s) should be temporary 
appointments and modeled on the Maarti Ahtisaari position of 
OSCE Special Rep for Central Asia -- no bureaucracy and no 
additional OSCE staff. 


15. (U) Mayer asked whether the U.S. could hasten resolution 
via NATO 

Stabilization Force (KFOR) negotiations on implementation in 
Kosovo of the European Convention for the Prevention of 
Torture and Inhuman or Degrading Treatment or Punishment. 
Serbia and Montenegro committed itself to implementing the 
Convention when it joined the CoE in April 2003 
implementation in Kosovo is subject to negotiations with 
KFOR. The U.S. side promised to pass the request on. 


COMMENT: U.S.-EU CONSENSUS ON RUSSIA 
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16. (C) These consultations affirmed a U.S.-EU convergence of 
views on the gravity of Russia\'s campaign to marginalize the 
OSCE and reassert Russian dominance in the CIS region. Both 
sides agreed also that U.S. and EU inaction would encourage 
Russia to push even further. The EU agreed in principle to 
explore the proposal of publicly recommitting the OSCE to its 
founding principles (see para 5) -- opening the way for 

U.S.-EU common action in making clear our commitment to 
promoting human rights and democracy throughout the OSCE 
region. END COMMENT. 


17. (U) USOSCE has cleared this message. 
MCKINLEY 
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the opposite effect. Instead of earning the Shiite leader 
detractors 


13. (C) By contrast 

about his deep disappointment with a lack of progress in 
ending the conflict between Israelis and Palestinians. 

Guelleh faults Israel for the impasse. In his recent speech 
before the United Nations 

occupation of the West Bank and Gaza is part of a three and a 
half decades-long process of blatant confiscation of 
Palestinian lands 

criticized Israel\'s separation wall 

already explosive situation worse and creates irreversible 

facts on the ground. Israel\'s actions 

have made a mockery of the U.S. Road Map and rendered it 
worthless. In this same speech 

Palestinians as \"struck with an indefinite deprivation 

sense of hopelessness and statelessness\" and criticized the 
United Nations for its inability to constrain Israel. 

RAGSDALE 


21129 

21130 

Other Approved Bye Catch Excluder Device (BRD) On Shrimp 
Trawl Nets 

Assembly. He expects quick enactment of the bill. We sent 
this document to James Story (DOS/OES) as a pdf document 
September 30. 


4. (U) Shimang confirmed that the proposed dates of January 
23-28 

shrimp fishing practices and procedures is suitable and he 
welcomes the visit. 
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5. (U) Meanwhile 

videotape mentioned as a talking point in reftel to share 
with colleagues in Abuja and in Lagos 

Institute of Oceanography and Marine Research (NIOMR). 
Please send the videotapes c/o Joseph Gregoire 
Counselor 


6. (U) Shimang also asked that the U.S. National Marine 
Fisheries Services help the NIOMR conduct a study on turtle 
species 

Nigeria\'s coast. (Comment. Please let us know whether the 
USG provides such assistance. If yes 

be initiated in Nigeria? End comment.) Shimang also 
expressed interest in on-site TED training for enforcement 
and industry personnel. (Comment. Please let us know 
whether the USG might arrange for such training in Nigeria. 
End comment.) 


7. (U) Shimang confirmed 

Limited 

the International Boston Seafood Show and the West Coast 
Seafood Show over the past ten years 

conducted a study and reported catching few turtles while 
fishing for shrimp off Nigeria\'s shore. Shimang\'s office 

did not accept Atlantic Shrimpers\' findings because no 
official from his Directorate or NIOMR or of another 
recognized research institute was aboard the companys 
vessels when it conducted the study. 
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a side-bar discussion 

their analysis the number of people actually paid by the OPCW 
would not be affected by this increase in authorized 

positions when the resulting reduction of TACs was factored 
in. The French promised to provide us with a non-paper 
illustrating this point. Several dels (including the U.S.) 

made clear they would like to further review this proposed 
increase in authorized positions. 


9. (U) Austria asked about the status of the political 

consultant working on universality on the Korean peninsula. 
The DDG promised to provided more information on the work of 
the consultant and the status of his contract. Austria also 
queried the DDG about the 60% proposed increase in GTA 
expenditures and the legal implications of converting 

selected TAC positions to FT status. The DDG ascribed most 
of this increase to the necessity of hiring TACs to work in 
Human Resources as a result of a three-fold increase in the 
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number of hirings this year (a result of tenure). He said he 
did not believe there would be any legal implications in 
converting some TAC positions to FT positions as the FT jobs 
would be advertised and open to all candidates 

simply converting the employees in TAC status to FT status. 


10. (U) Several delegations asked the DDG about the number 
of \"non-political\" consultants hired by the TS. The DDG said 
that consultants have only been engaged when their experience 
was needed in very specific cases 

associated with tenure implementation or the case brought by 
former DG Bustani 

transparent as possible on the consultancy issue. Finally 
Algeria and South Africa encouraged the TS to consider 
geographic representations when filling any new FT positions. 


11. (U) Consultations on Article VI inspections were held 

on September 23 

hoped to produce an information paper on the progress it has 
made on optimization of verification and the impact on 
inspections. They noted 

average Article VI inspection was likely to decrease from 

14 

proposed an 8% increase in Article VI inspections from 150 in 
2004 to 162 in 2005. The TS also stated that due to a 
shortfall in the training budget 

receive a 7-week training course and then accompany teams on 
inspections as a type of on the job training. In the short 

run this would necessitate slightly larger inspection teams 
(one additional trainee per team). 


12. (U) Most of the consultations focused on the proposed 
increase in OCPF inspections from 70 in 2004 to 80 in 2005. 
The UK 

supported the proposed increase 

and Canada pushing for even more OCPF inspections in 2005. 
The DDG noted the support of some SPs for increased OCPF 
inspections 

increase in inspections would necessitate an increase in 
resources. Iran 

Algeria 

Brazil noting that it had no instructions yet but may not be 
able to support an increase of 10 OCPF inspections. All 
three countries cited the need to focus on destruction and 

the inspection of Schedule 1 and 2 sites as their rationale 

for opposing the increase in OCPF inspections. (Note: most 
WEOG delegations told us that they anticipate no changes to 
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the inspection numbers proposed in the 2005 budget.) 


13. (U) On September 20 

(U.K.) facilitator for Article X to raise U.S. concerns 

regarding the current revised draft format for tne annual 
reporting of information on national programmes for 

protection against CW. The meeting was held in preparation 
for the September 29 consultation on the draft document. 
Kruger agreed to make a number of the U.S.-proposed changes 
in text from the chair 

specific U.S. questions. There was agreement on proposed 
language that was sent back to Washington for consideration. 


14. (U) Javits sends. 
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a side-bar discussion 

their analysis the number of people actually paid by the OPCW 
would not be affected by this increase in authorized 

positions when the resulting reduction of TACs was factored 
in. The French promised to provide us with a non-paper 
illustrating this point. Several dels (including the U.S.) 

made clear they would like to further review this proposed 
increase in authorized positions. 


9. (U) Austria asked about the status of the political 
consultant working on universality on the Korean peninsula. 
The DDG promised to provided more information on the work of 
the consultant and the status of his contract. Austria also 
queried the DDG about the 60% proposed increase in GTA 
expenditures and the legal implications of converting 

selected TAC positions to FT status. The DDG ascribed most 
of this increase to the necessity of hiring TACs to work in 
Human Resources as a result of a three-fold increase in the 
number of hirings this year (a result of tenure). He said he 
did not believe there would be any legal implications in 
converting some TAC positions to FT positions as the FT jobs 
would be advertised and open to all candidates 

simply converting the employees in TAC status to FT status. 


10. (U) Several delegations asked the DDG about the number 
of \"non-political\" consultants hired by the TS. The DDG said 
that consultants have only been engaged when their experience 
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was needed in very specific cases 

associated with tenure implementation or the case brought by 
former DG Bustani 

transparent as possible on the consultancy issue. Finally 
Algeria and South Africa encouraged the TS to consider 
geographic representations when filling any new FT positions. 


11. (U) Consultations on Article VI inspections were held 

on September 23 

hoped to produce an information paper on the progress it has 
made on optimization of verification and the impact on 
inspections. They noted 

average Article VI inspection was likely to decrease from 

14 

proposed an 8% increase in Article VI inspections from 150 in 
2004 to 162 in 2005. The TS also stated that due to a 
shortfall in the training budget 

receive a 7-week training course and then accompany teams on 
inspections as a type of on the job training. In the short 

run this would necessitate slightly larger inspection teams 
(one additional trainee per team). 


12. (U) Most of the consultations focused on the proposed 
increase in OCPF inspections from 70 in 2004 to 80 in 2005. 
The UK 

supported the proposed increase 

and Canada pushing for even more OCPF inspections in 2005. 
The DDG noted the support of some SPs for increased OCPF 
inspections 

increase in inspections would necessitate an increase in 
resources. Iran 

Algeria 

Brazil noting that it had no instructions yet but may not be 
able to support an increase of 10 OCPF inspections. All 
three countries cited the need to focus on destruction and 

the inspection of Schedule 1 and 2 sites as their rationale 

for opposing the increase in OCPF inspections. (Note: most 
WEOG delegations told us that they anticipate no changes to 
the inspection numbers proposed in the 2005 budget.) 


13. (U) On September 20 
(U.K.) facilitator for Article X to raise U.S. concerns 
regarding the current revised draft format for the annual 
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reporting of information on national programmes for 

protection against CW. The meeting was held in preparation 
for the September 29 consultation on the draft document. 
Kruger agreed to make a number of the U.S.-proposed changes 
in text from the chair 

specific U.S. questions. There was agreement on proposed 
language that was sent back to Washington for consideration. 


14. (U) Javits sends. 
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that the attack was initiated by the KLA. Further 
testimony was based on Keith 

the region and contradicted detailed 

higher-ranking members of the OSCE Kosovo Verification 
Mission who had a deeper involvement in the project and 
region. 


4. (C) Lacking additional witnesses (and evidently a real 
defense strategy) 

requested that the trial be adjourned until the Appeals 
Chamber ruled on the issue of assigning counsel to Milosevic. 
He further urged the court to grant two defense requests: (1) 
that Milosevic have another medical examination 

Milosevic essentially reverse roles with Kay 

Milosevic would conduct the defense 

The court rejected both requests 

Milosevic 

counsel; Presiding Judge Robinson repeatedly asked Kay what 
would happen when Milosevic 

continued to press 

defense and bringing up very candidly the difficulty Kay is 
having with his uncooperative client. He stressed that 

unable to represent Milosevic adequately 

about the consequences for a fair trial. Comment. In 
rejecting Kay 

boxed itself in to an approach that all but ensures 

Milosevic 


5. (U) On the issue of uncooperative witnesses 

told Kay he needed to demonstrate that the witnesses would 
not testify. Kay responded that of 23 witnesses recently 
contacted 

suggested that Kay subpoena the witnesses and 

Kay 

subpoenas 

demonstrate to the court that compelled witnesses would not 
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appear. Milosevic himself contributed to the current conflict 
over witness participation 

State Department FRY desk officer George Kenney and former 
Canadian ambassador to Yugoslavia James Bissett. Kenney 
according to the accused 

that you are innocent of all the charges 

the Tribunal took away \"your fundamental right to represent 
yourself . . . the proceedings have become inherently unfair 
amounting to no more than a political show trial with no 
authentic legal legitimacy.\" Bissett 

Milosevic 

the characteristics of a Stalinist show trial. | do not want 

to be part of this travesty of justice.\" 


6. (SBU) The Trial Chamber 

non-existent defense 

recess for four weeks. It did not base the hiatus on the 
status of the appeal but rather offered the break so that the 
defense counsel could prepare his examination of more 
witnesses and a longer-term defense strategy. The trial will 
continue on 12 October 


7. (C) Comment: While warmly welcomed by the Prosecution 
the Chamber 

Milosevic but to also strip him of any leading role in his 
defense is quickly proving to be a serious miscalculation. 
Although the decision addressed the disruptions caused by 
Milosevic 

introducing a new and perhaps more fundamental concern about 
the fairness and credibility of proceedings. How this will 

play out will not become clear until the trial resumes on 
October 12. Under a positive scenario Milosevic would 
reengage the proceedings because he cannot keep himself away 
from his stage or the appointed counsel would pull together a 
credible defense to offer in Milosevic 

likely and negative scenario is of Milosevic absenting 

himself from the trial and having it limp to a close in a few 
months with only a thin defense having been advanced. While 
ICTY watchers would condemn (with considerable merit) the 
result of such a truncated trial as unfair 

clear to all that Milosevic brought it upon himself. 

Moreover 

yesterday 

would not be surprised to see him convicted. The most 
immediate impact on the USG may be a trial court that is less 
obliging of efforts to deflect the testimony of U.S. 

officials requested by the defense. The longer term impact 
will likely be seen when the success of the ICTY is assessed 
and its model considered for the trial of future war 

criminals. End comment. 
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witnessed movement elsewhere within the EU regarding lifting 
the embargo. 


3. (C) The Charge 

that the Chinese Deputy Foreign Minister is planning to visit 
Lithuania 

interlocutors are uptospeed on this issue prior to that 

visit. Pavilionis agreed. 


4. (C) Pavilionis 
Director 

that 

on this matter 
unequivocal. 
Mull 
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registry used for the recall was legal 

and claimed that the time to object to it was 30 days prior 

to election day. Rodriguez also repudiated the opposition\'s 
claims of GOV tampering with electoral software and data 
transmission 

allowed to audit the voting machines beforehand. Rodriguez 
argued that the statistical analysis presented by the NGO 
Sumate used only exit polls that agreed with their premise 
and not polls performed by other pollsters. 


3. (U) Rodriguez said that the CNE had adequately addressed 
the opposition\'s assertions. Rodriguez warned that from now 
on anyone who makes allegations of impropriety against the 
CNE not supported by solid evidence would be taken to 
\"national or international\" court 

specifically mentioned Sumate representative Maria Corina 
Machado 

Alvarez 

who performed the statistical analysis used by Sumate. 
Rodrgiuez\'s broadcast used splashy production techniques and 
tight close-ups during dramatic moments. His presentation of 
the opposition\'s allegations tended to be incomplete. He 

also referred at times to absurd rumors that were not alleged 
in the Coordinadora\'s report 

satellites to intercept electoral data transmissions. 


4. (U) Tulio Alvarez 
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compiled the Coordinadora\'s appeal 

September 25 that Rodriguez had not refuted any of the 
opposition\'s charges. Alvarez said Rodriguez\'s broadcast 
fact 

Venezuela have more registered voters than inhabitants and 
that the voting machines are bi-directional. Alvarez said 

the CNE board had not followed proper procedures by rejecting 
the Coordinadora\'s appeal out-of-hand without formally 
opening an investigation. Alvarez asserted this proved that 


the CNE is subordinated to President Hugo Chavez. He called 
on the two pro-opposition directors of the CNE 

Zamora and Sobella Mejias 

to issue a final report of the Coordinadora\'s allegations on 
October 15. 


5. (U) On September 27 

Ezequiel Zamora presented his resignation to Supreme Court 
(TSJ) President Ivan Rincon. Zamora based his resignation on 
the CNEVs failure to carry out a transparent and efficient 
electoral process on August 15. He said the process was 
marred by excessive waits in line and inadequate auditing 
practices. Zamora also decried the systematic replacement of 
CNE technicians with political sympathizers of the 

government 

institutional integrity. Zamora noted growing differences of 
opinion between him and the three pro-Chavez directors 

he said had become inflexible. Zamora said he had not 
resigned immediately after the referendum because he had no 
proof of fraud. He said he also believed he could convince 

the CNE board to revise the voting process for the October 31 
regional elections 

Separately 

announced she would not resign so as not to \"surrender space\" 
to the GOV. 


6. (U) William Lara 

Chavez\'s Fifth Republic Movement (MVR) 

resignation part of an opposition plot to discredit the CNE 

and delay the regional elections 

opposition is sure to lose. National Assembly Vice President 
Ricardo Gutierrez (of the pro-Chavez Podemos party) defended 
the CNE majority 


Column 3 

with moral authority. Minister of Interior and Justice Jesse 
Chacon said Zamora\'s leaving was expected and quipped that 
Zamora would probably end up as campaign manager of 
Coordinadora leader Enrique Mendoza 

re-election as governor of Miranda State. CNE President 
Francisco Carrasquero told reporters on September 28 that if 
there were irregularities in the CNE 

to them as he signed on to 90 percent 

CNEY\'s decisions. 


7. (U) According to the constitution 

been named by the National Assembly 

deadlocked on the issue in 2003. As a result 

constitutional chamber found the Assembly \"in omission\" and 
proceeded to name the members. CNE legal advisor Andres 
Brito recommended to the board that Zamora\'s replacement also 
be named by the constitutional chamber rather than submit the 
question to the National Assembly 

reports. The law provides for the temporary incorporation of 
one of Zamora\'s two alternates while awaiting TSJ action 
pro-Chavez politicians have already scuttled the idea. 
Zamora\'s two alternates 

Jaimes 

An effort to incorporate Kornblith several months ago when 
Zamora became ill was similarly rejected. 


8. (U) The CNE board minus Zamora proceeded on September 28 
to approve the rules for tallying the results of the regional 
elections (Mejias abstained). The rules reportedly maintain 

the same procedure as that used in the recall referendum 

most notably 

the CNE before the machines print the tally sheets. This was 
perhaps the most criticized feature of the recall referendum 
voting procedure 

machines may be re-programmed by the CNE server during the 
data transmission and thereby produce altered tally sheets. 

The CNE also agreed to not/not count the paper receipts 

the opposition has demanded. 


9. (C) ZamoraWs departure will not have much impact on the 
CNE -- which needs only three directors for a quorum -- or on 
the political scene. Zamora was the CNE\'s most experienced 
director though it is debatable whether he had any influence 
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on the Chavista-dominated CNE. The TSJVs selection to 
replace Zamora will probably tilt the CNE even further toward 
the government. The CNEVs summary dismissal of the 
Coordinadora\'s appeal 

on television 

groups and distract them from the regional elections. The 
three pro-Chavez CNE directors seem determined to press in 
spite of Zamora\'s departure 

of controversial rules for the regional elections. 

Brownfield 
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facilitate direct Turkish Cypriot trade with the EU.\" She 
welcomed the USG\'s approval of assistance and appreciated 
receiving notice that the design teams are on the island. 

She added that the EU is still working to resolve the 

aid/trade issue internally. 


2. (C) Pollman-Zall noted that the EU is frustrated by 
Turkish refusal to invite the GOC 

the upcoming EU/OIC (Organization of the Islamic Conference) 
meeting called by Turkey. She said that when Turkey 
initially invited only the EU 24 (without Cyprus) to the 
meeting 

all 25. When the Turks sent hotel information only to the EU 
24 

including the \"Turkish Cypriot State\" in the meeting 
something the EU cannot accept 

being helpful 

been in Ankara\'s interest to be more politically correct at 
this point. 


3. (C) According to Pollman-Zall 

their position on is justified because of the EUVs \"failure\" 

to devise a plan to help the Turkish Cypriots. When asked 
she said she could not think of anything the USG could do at 
this point to help resolve the impasse. She suggested that 
the EU might eventually develop a solution allowing for 
\"lower level\" representation at the EU/OIC meeting along the 
lines of the compromise reached on Burma\'s participation in 
the Hanoi ASEM (Asia/EU) meeting. Pollman-Zall said that 
COREPER met September 29 to discuss the issue 

did not yet know the results of that discussion. 

SOBEL 


21138 
21139 


Column 3 

Department Director Zygimantas Pavilionis. All three 
reaffirmed the GOL\'s strong support for Turkish accession 
and expressed cautious optimism that Turkey would be invited 
to begin the process soon. Pavilionis 

politics well after several years in Brussels 

France was seeking to impede the process and that others like 
Denmark and the Netherlands also had serious reservations 
about Turkey. 


4. (C) Charge also compared notes with Turkish Ambassador to 
Lithuania Kadriye Sanivar Kizildeli. She expressed 
confidence that the GOL would remain in the pro-accession 
camp. She said that Foreign Minister Abdullah Gul\'s swing 
through Lithuania earlier this month met Turkish objectives 
since both President Adamkus and Foreign Minister Valionis 
expressed support for Turkey\'s eventual accession. She 
expressed apprehension about the refusal of the current 
frontrunner in the upcoming parliamentary election 
Uspaskich 

same time 

would significantly change current policy 

confidence in the foreign policy professionals at MFA who 
manage the issue. 

Mull 
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as he put it 

possible revolutionary activities in Armenia [as a 
parallel with recent events in Georgia]. \"John Evans 
half-joking and half-seriously 

‘invitation\' to participate in the revolutionary games 
of the radical opposition. Talking about the 
settlement of the Karabakh conflict 

predicting the prospect for settlement of the conflict 
thus diplomatically avoiding the question.\" 


THE U.S. AMBASSADOR PRESENTED HIMSELF TO THE MASS MEDIA 


2. Opposition newspaper ARAVOT (09/16) referred to the 
presentation of the Embassy section heads in the press 
conference as well as some of the Ambassador\'s answers 
regarding the Karabakh conflict. \"The newly appointed 
U.S. Ambassador to Armenia John Evans organized his 
first meeting with the journalists in a unique way. He 
introduced his whole staff to the journalists 

referring to the responsibilities and merits of each of 
them." \"John Evans\' judgment on the Karabakh conflict 
was as old as the conflict itself. The U.S. as an 

official Minsk group co-chair will do its best to 

support the negotiation process but the conflicting 
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sides should come up with the final settlement 
themselves.\" 


EVANS WAS CAREFUL AT HIS FIRST CONFERENCE 


3. Radical oppositionist HAYKAKAN ZHAMANAK daily 
(09/16) carried an overall positive impression of the 
press conference 

Ambassador\'s personality. \"Embellishing his first 
press conference with such memories John Evans 
presented the goals and objectives of the U.S. However 
during the whole conference John Evans abstained from 
making announcements on sharp issues and giving 
assessments. Mr. Evans used the most neutral and 
hackneyed answers in response to the questions related 
to the opening of the Armenia-Turkish border 

NATO relations 

Armenia. However it should be noted that the new U.S. 
Ambassador to Armenia made a good impression on people 
he was not inferior to his predecessor John Ordway in 
the sense of being attractive and polite 

even smiling a little bit more 

sight.\" 


WE HIGHLY APPRECIATE ARMENIA\'S ASSISTANCE ON THE IRAQ 
ISSUE 


4. Centrist AZG (09/16) daily commented on the way the 
Ambassador answered the questions. \"The newly 
appointed U.S. Ambassador gave diplomatically brilliant 
answers 

It goes without saying that the Ambassador\'s first 
meeting with the journalists was aimed at examining 
them.\" 


| AM CONTINUING THE JOB | STARTED 15 YEARS AGO 


5. Independent Russian language weekly NOVOYE VREMYA 
(09/18) carried a very positive commentary on the press 
conference. \"The reaction of the local mass media was 
positive - the journalists liked Evans though some 
opposition newspapers note with disappointment that the 
American diplomat was too careful. There is a portion 

of truth in that 

considered as restraint with which the Ambassador was 
answering the questions.\" \"Most of all the opposition 
press was disappointed with the Ambassador\'s statement 
on progress in practically all soheres in Armenia - be 

it the economy or the formation of democratic 

institutions. They immediately described this phrase as 
"hackneyed.\\" \"On the other hand Evans! portfolio [of 
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previous assignments] leads to the conclusion that 
*senseless\' and "hackneyed\' formulations are not 
typical of him. Even before coming to Armenia Evans 
stated more than once that the main purpose of his 
mission is cooperation in the fields of security 

stability and economic development in Armenia. Evans 
communicated with the press with great responsibility. 
He introduced each member of his "new group. Speaking 
of his "assistants\' and ‘deputies\' he was trying to get 
people to understand that the people representing the 
U.S. in Armenia had been selected with great care. He 
flattered the press with his confession: `l consider 
journalists as my colleagues.\\" \"It seems to me that 

| am continuing the job | started 15 years ago 

the Ambassador 

Soviet Government of Armenia awarded him a medal for 
his efforts\" [working on relief after the 1988 
earthquake]. 
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launderers.\" Central Bank of Jordan (CBJ) Governor Umayya 
Tougan claims that CBJ inspectors \"always knew there were 
problems\" in both banks from the early 1990s. Shemaileh 
activities 

both banks has therefore meant that the GOJ has needed to 
deal with preexisting problems in both banks 

addressing the corporate governance issues that led to the 
scandal itself. 


3. (SBU) The JCB relaunch has not been an easy process. It 
has been possible only through substantial assistance from 
governmental and quasi-governmental bodies 

invested the GOJ is in the saving of this bank. A 

substantial GOJ discount on an outstanding interest-free loan 
from the CBJ 

lost interest from JCB 

to rid itself of JD 41 million (U.S.$58 million) in debt to 

the GOJ for a price of JD 9 million (U.S.$13 million). In 
addition 

(U.S.$30 million) interest-free from the CBJ. An injection 

of JD 30 million (U.S.$42 million) in new capital 

by Jordan 

contributed to by several of the bank 

(including Saudi magnate Nasser Al-Salih) 

the paid-up capital base of the restructured bank and allowed 
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itto meet the CBJ minimum capital requirement 
been relaxed for JCB for a period of five years. 


4. (SBU) These changes in the balance sheet of JCB and the 
selection of Jawad Hadid 

has led three other banks previously and is known as 
something of a turnaround specialist for ailing banks 

created substantial market confidence in the new entity. The 
bank 

increasing from 1 JD at the time the restructuring plan was 
announced to 1.8 JD today. The SSC 

percent of the bank and will have two representatives on the 
bank 

investment to date as having been a signal success. 


5. (SBU) Hadid 

Social Security Investment Commission (SSIC) in protest at 
political meddling in the SSIC 

disagree with the SSC 

showing no sign of such disagreement. He has ambitious plans 
for JCB to move strongly into the retail market 

the number of branches (17 already exist). He also plans to 
set up an investment company within the JCB 

to obtain a license either alone or with partners. JCB is 
enhancing its IT infrastructure as well 

even its three West Bank branches electronically to the 
headquarters. Overall 

trends 

million) profit that it had set as a goal in the bank 

business plan for 2004. 


6. (SBU) Hadid also claims that the new structures he has put 

in place will prevent a repetition of the lack of internal 
accountability that brought the bank down. JCB has brought 

in consultants to analyze the bank 

risk 

Jordanian bank to do so) and its marketing. Finally 

is putting in place strong measures to separate the Board 

from the management of the bank and thereby reduce the scope 
for conflicts of interest. 


7. (SBU) PIB 

the CBJ initially looked for larger 

institutions to take over both JCB and PIB 

that such banks were reluctant to become involved with either 
bank. The merger terms of Arab Bank 

as a white knight for JCB 
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Hadid 

enough that with some painful restructuring 

become attractive to investors and the Arab Bank option could 
be dropped. 


8. (C) The condition of PIB 

that it has attracted very little interest from potential 
investors or buyers 

largely pinned on negotiations between the GOJ and the 
Housing Bank. Housing Bank Executive Director Ahmed 
Abdel-Fattah still claims that the bank will take over PIB if 
the GOJ 

interested in the fate of PIB 

discounting this possibility. However 

Tougan and Deputy Governor Faris Sharaf have indicated in 
recent meetings with Emboffs their inclination to 

recapitalize the bank in a manner similar to that employed in 
the case of JCB. This inclination appears to have leaked out 
recently 

the past month. 


9. (C) Nonetheless 

would take a massive infusion of cash to put PIB anywhere 
near the minimum capital requirement 

find a partner willing to put so much cash into a bank with a 
reputation and balance sheet like PIB 

CBJ is currently exerting strong efforts to collect PIB 

100 million (U.S.$141 million) in outstanding debts 

goal of getting 60 percent 

attract other investors. But such a strategy is unlikely to 
gain the necessary assets in the short run. The CBJ 
officials 

recapitalization for PIB would only make sense if the CBJ 
plans to drastically reduce the minimum capital requirement 
for PIB or if the SSC plans to anchor this new 
recapitalization as it did for JCB. 


10. (C) While the resurrection of JCB seems at this point a 
substantial success and the market seems optimistic about 
prospects for a re-launch of PIB 

represent the triumph of expediency over principle in the 
Jordanian banking sector. Jordan 

sectoral analysts have long complained about the 
fragmentation of the sector 

fight to increase their share of a small market in which over 
two-thirds of the assets are held by the three largest banks. 
In 2002 
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JD 40 million (U.S.$56 million) with the unstated purpose of 
forcing consolidation in the sector as banks would merge to 
avoid dissolution (Ref B). The application of this rule has 
already been repeatedly delayed 

yet. The relaxation of these rules in the case of JCB is a 
sign to other banks not to take them seriously. 


11. (C) If the bailout/recapitalization of Jordan Gulf Bank 

was unwelcome news to those who had hoped for a strong GOJ 
signal that the cycle of moral hazard was over 

will be even more unwelcome news. One of the smallest and 
weakest banks in Jordan well before the Shemaileh scandal 
PIB is known in the banking community as a bank with corrupt 
staff and a dodgy overall reputation. lts assets are so 
discounted that they are practically nonexistent even today. 
Ifthe GOJ cannot let PIB fail 

And if the market knows that the GOJ will never let an ailing 
bank die 

internal controls 

that much weaker. 
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and the November IAEA Board meeting." On September 29 
High Rep Solana presented a draft paper to the EU-3 outlining 
specific 

suspension of uranium enrichment. In parallel 

looking at possible incentives the EU could offer Iran 

should it comply. G8 engagement 

bring Moscow on board and allow for the possibility that the 
U.S. could offer some improvement in relations with Iran. As 
for the EU 

negotiations on a Trade and Cooperation Agreement (TCA) with 
Iran 

thinking is that 

founder 

time. 


2. (C/NF) The UK 

comfortable with the EU-3 paper 

proceed in an effort to make clear to Iran it has one last 

chance to keep the issue from going to the UNSC. \"The 
message to Iran would be: we need to see 100% compliance or 
it goes to the UNSC in November 
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EU-3 are approaching the whole issue of Iran asking 

price do we need to pay to get Iran to give up its nuclear 
program?\" We responded that another way to view the 
situation is that Iran\'s international obligations are clear 
and Tehran should not expect to be rewarded simply for 
meeting them. Rather than looking for carrots to offer Iran 
we asked 

it might impose economic sanctions -- given that the EU is 
Iran\'s largest trading partner -- should Iran not suspend 
enrichment? Betts answered that while the EU has discussed 
this option 

come under an authorizing UNSCR. 


3. (C/NF) Betts said the sequencing of upcoming meetings is 
a complicating factor in managing this issue. The EU-3 are 
hoping to convene G8 Political Directors (or 

ministerial-level meeting) in the period October 11-13 to 
discuss an Iran strategy (reftel). Unfortunately 

ministers meet in a GAERC on the 11th 

have held its discussion. The EU would like to present the 
proposals to the G8 before EU ministers reach any 
conclusions. She said the UK feels very much squeezed in the 
middle between the U.S. 

on Iraq 

\"Handling\" Iran as an issue has become a delicate matter for 
the UK 

trilateral discussions on Iran 

delegation to engage the Dutch on all these issues. 
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occupation and seizure.\" Army PRO Second Brigade Nigerian 
Army Port Harcourt confirmed the military had visited the 

town twice in the last 10 days 

quantity of arms and ammunition in village. 


Reports from the Energy Sector 


6. (SBU) Shell: Shell External Relations Director was 
optimistic about the ceasefire and GON discussions with 
Asari. There are no changes in the Shell production 
situation. 


7. (C) Chevron Texaco: The Chevron Texaco MDof Onshore 
Operations reported that the situation in Port Harcourt is 
calmer 

operate at regular production levels. Chevron Texaco 
Environmental and Safety officer seconded this assessment. 
She also detailed the security arrangements under which 
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Chevron personnel are currently operating: Chevron uses a 
5-tier 

security system; they are currently at tier 3 in Port 

Harcourt 

personnel without a GON armed escort. 


8. (U) Forosal Drilling: Forosal Drilling contacts also 
indicated that the situation in Port Harcourt was calm. 


ACS Update 


9. (SBU) There have been no reports on incidents 
involving Americans. 


10. (U) While the Nigerian press was somewhat reluctant to 
cover military operations in the Delta 

been bashful about covering the purported ceasefire. Most 
major newspapers awarded front page coverage to GON-Asari 
talks. One paper headlined with news that the \"U.S. directs 
citizens to quit Niger Delta 

from DOS spokesman Richard Boucher. 

BROWNE 
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concept to many here 

Government of Jordan (GOJ) leadership is attuned to the 
imminent challenge of apparel trade liberalization and loss 
of quotas in 2005 

advantages. END SUMMARY. 


The Government Data 


2. (U) In response to reftel request 

for calendar years 2002 and 2003 for Jordan 

from a bilateral Free Trade Agreement and the QIZ arrangement 
under the U.S.-Israel FTA. (SOURCE: GOJ Department of 
Statistics; no FY02 and FYO3 data are available.): 


2002 2003 
A. Total industrial 
production (USD) 4.6 billion 5.0 billion 


B. Total textile 
and apparel 
production (USD) 457 million* 532 million* 
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C. Item B/ltem A 
(percentage) 10.0 10.7 


D. Textile/apparel 
percentage share of: 


-- Imports 6.09 6.16 
-- Exports 23.07 28.63 
-- Re-Exports 4.40 2.03 


E. Total manufacturing 
employment 218 


F. Total textiles/ 
apparel employment 
(percentage of all 
manufacturing jobs) 14.8 22.0 


G. Nat\'| Population 5 


* NOTE: Jordan does not report accurate data on gross 
industrial outputs; the GOJ relies on incomplete 

self-reporting by factories. The textile/apparel number 
combines the (less accurate) reported gross output produced 
by factories for domestic consumption plus the (somewhat more 
accurate) export data. Both are based on total production 

input values. 


** NOTE: The employment data are based on an unsophisticated 
household survey that tries to discern all economically 

active residents in Jordan and 

employed in the manufacturing sector. The survey is 

conducted four times a year -- Feb 

combined to yield an annual composite. The composite 
includes sectoral employment data expressed as a percentage. 


(COMMENT: Relevant GOJ offices do not have the necessary 
depth in human resources to collect and analyze employment 
data on a monthly basis. We believe that the household 
survey data are a somewhat reliable 

measure of general employment trends. END COMMENT.) 


3. (U) QIZ factories are exporting to the U.S. garments 

with 8 percent Israeli content duty- and quota-free. More 
than 95 percent of QIZ factory output is in apparel 
constituted more than $550 million in QIZ exports to the U.S. 
alone in 2003. QIZ apparel are shipped direct to an 
impressive list of buyers such as Macy\'s 

Penney 

for more than two thirds of all apparel workers in Jordan 
most estimates. The Ministry of Industry and Trade (MOIT) 
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tracks the QIZ labor force 
two times a year 

force data follow: 


2002 2003 2004 (Aug) 
QIZ Labor 
Force 24 


(NOTE: These are totals of combined domestic and foreign 
workers at the end of the period 
vouch for the thoroughness of the MOIT survey.) 


Employment in QIZ Factories 


4. (SBU) Post conducted its own up-to-date employment survey 
of QIZ factories which export to the U.S. Over a two-week 
period in September 

QIZ garment companies 

general employment. As QIZ factories employ workers from 
outside Jordan under 2-3 year contracts 

numbers 

employees 

to work that day. (NOTE: These QIZ factories have contracts 
to export direct to the U.S. Another roughly 30 subcontract 
QIZ factories have more widely fluctuating workforces.) 


QIZ Factory Employment: 


Management staff 1 
Average annual line employees 32 
Foreign line employees now 22 
Jordanian line employees now 18 
TOTAL line employees now 40 


Employees who reported to work today 36 


It is notable that of 40 

reported to work 

(COMMENT: Factory owners have noted to us the missing 
domestic workers 

family obligations such as harvesting olives or attending a 
wedding. These numbers are testimony to the anecdotal 
information that Jordan\'s formerly rural and largely tribal 
population is still learning to cope with the demands of 
modern industrial society. END COMMENT.) 


Private Estimates of Textile/Apparel Workers 
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5.(U) The Association of Textile Workers reports there are 
45 

which 23 

leader 

outside the QIZs 

production shops. Based on these reports 

an estimated 55 


COMMENT 


6. (SBU) The GOJ has a long way to go before it can 
adequately track either employment or production data. At 
the same time 

supporting the apparel sector in the quota-free QIZs and is 
working to capitalize on tariff-free benefits afforded by the 
FTA in some apparel categories. Tariffs in other major 
garment categories do not zero out until 2010 under the FTA. 
The GOJ requested tariff reduction acceleration for virtually 
all apparel categories during FTA Joint Committee talks last 
June. 


7. (SBU) A National Committee formed by the MOIT has 
recommended training in the mid-term an additional 12 
garment machine operators and another 700 middle managers and 
design/production planners. These would replace foreign 
workers as their contracts expired. The committee aims to 
reach USD 3 billion in garment exports by 2010 (this assumes 
FTA tariff reductions are accelerated) and a total workforce 

of 88 

tremendous success of the quota-free QIZs over the last five 
years. Jordanian manufacturers at least have the momentum 
going in their direction 

commitments to a strong base of buyers. The Government of 
Jordan is doing all that it can to show investors from South 
and East Asia that they can continue to sell garments Made 
in Jordan\" to the U.S. market with the tariff reductions 
afforded by the FTA. 


8. (SBU) Itremains to be seen if Jordan\'s ambitious goals 
in the textiles and apparel industry can be met. At least 
until 2008 

will depend on the USG\'s response to Jordan\'s request for 
tariff reduction acceleration if growth is to be as rapid as 

it has been in the past few years. 
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6. (C) The Italians will be eager to hear the latest U.S. 
thinking regarding the future of Special Operations Forces 
(SOF) at Sigonella. Di Paola has told us that consolidating 


SOF at Sigonella will certainly require some sort of 

political agreement 

since the existing Base Infrastructure Agreement (BIA) 
governing the presence of U.S. forces in Italy foresees their 
use only for NATO-related purposes. He repeated the Italian 
government\'s view that trying to renegotiate the BIA would 
spark a political controversy. Even under the current 
pro-Bush Italian government 

probably leave the U.S. worse off. Di Paola reiterated his 
hope that Italy could find a way under existing agreements to 
accommodate U.S. rapid-response type movements when necessary. 


7.(C) Di Paola\'s views have been echoed by others. Ina 
Sept. 28 meeting with DATT and POLMILCOUNS 

General Staff (IDGS) J-3 General Giuseppe Marani underscored 
the sovereignty/deployment issue 

accept agreement in advance for direct intervention without 
host government approval.\" Imagine 

the public and press reactions the next day. However 
confirmed that Italy would support the U.S. if given the 
opportunity to do so; ifthe U.S. were ever to make a request 
that was impossible for Italy to agree to 

let us know right away and work with us to find another 
solution. Marani added that 

long experience 

together. 


8. (C) Giovanni Brauzzi 

shares Marani\'s views. He told us Sept. 27 that Italy will 
firmly adhere to the NATO provisions of the BIA and was 
willing to explore processes to guarantee rapid 
decision-making for non-NATO deployment requests. Rome 
however 

unlimited flexibility 

surrender of sovereignty that would be politically 

unacceptable to any government. Brauzzi said Italy is 
considering recommending that the question of stationing U.S. 
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SOF at Sigonella be referred to military-to-military talks as 
a next step. 


9. (C) A/S Bloomfield and DASD Hoehn also need to be aware 
that in recent months the Italians have been pushing the U.S. 
to finalize the Sigonella Technical Arrangement (TA) 

is designed to regularize day-to-day modalities but not to 
address policy issues. That ball now is in Italy\'s court. 

Italy has not yet responded to written proposals on the TA 

that we provided in April 2004. The negotiating teams are 
setto meet Oct. 22 in Rome 

Military Commission meetings. 


10. (C) Begin comment. Under the 1954 BIA 

U.S. forces to use its installations on Italian soil for NATO 
purposes -- and other purposes that the government agrees to. 
For non-NATO-related purposes 

retaining the right to decide whether U.S. forces may deploy 
from sovereign Italian territory. They will not be willing to 
grant us carte blanche 

establishing a process that streamlines decision-making on 
non-NATO deployments on a case-by-case basis. In the past 
Italy has almost always found a way to get to \"yes\" 
regardless of the political leanings of the Italian 

government of the day 

easy. 


11. (C) This visit is timely and much anticipated by the 

Italian side. They are anxious for more clarity about U.S. 
plans for Sigonella and see great value in further 
consultation on flexibility/usability of force issues. We 
recommend 

term \"flexibility 

seeking to wrest away from Italy the prerogative of approval 
for non-NATO missions. A focus on processes for rapid 
decision-making and a recognition of General Marani\'s theme 
that Italy will support U.S. requests if given an opportunity 

to do so strike us as valuable areas of focus. End comment. 
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PATRIOTISM 

attacks on the Ambassador. The effect -- and probably the 
aim -- is to raise nationalistic support for their 

\"patriotic\" stance against \"pressures of the U.S. Embassy." 
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Dominican journalists like drama and conflict 

happily inflate passing comments into supposedly rigid 
pugilistic positions. Alongside their stories of U.S. 
diplomatic WpressureW on Congress they have run lengthy 
accounts of comments by the sugar interests and by 
congressional representatives who have no understanding of 
the mechanisms or the stakes of this discussion. Some 
congressmen have commented that a \"mere $24 million" in 
potential sales to soft drink bottlers could not possibly 
threaten a bilateral trade relationship of $8 billion. Some 
cite the case of Mexico 

(ignoring or unaware of the fact that Mexico had been in 
NAFTA for ten years before trying that gambit). Others hold 
that the trade agreement can certainly be renegotiated 

it hasn 

say that no more than a \"technical rectification\" is 

required 

domestic products when the Dominican Republic belatedly 
realized the implications of having joined the WTO. 


The Ambassador has taken a non-confrontational but clear 
approach to the press throughout our efforts to convince the 
administration and the congressional leadership that the 
protectionist tax really 

portion of the free trade agreement. At times he has 
avoided public comment on sensitive talks. For example 
Monday of this week 

with Leonel Fernandez 

and Msgr. Agripino Nunez 

back door so as to avoid the eager press mob outside. 


But it 

motivated reporters. We are convinced that sugar interests 
are buying slanted coverage; and coinciding with the 
hand-back of the daily Listin Diario to the Baninter-tainted 
Baez family 

generally. On September 24 Listin ran a piece titled 
“Washington doesn 

tolerated with Hipolito" (not available in the on-line 

edition) and on September 28 its boldface headline was \"Hans 
Hertell warns the Dominican Republic it 

drastic measures." That day its lead editorial \"Out of 
Bounds\" began 

respect with the United States 

systematic 

interference 

to have prevailed recently" (see our SIPRNET site) When the 
Embassy pointed out that the Ambassador had never used the 
phrase \"drastic measures 

retracted the headline (although below the fold) and printed 
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a correct transcription of his remarks 
self-justifications by Senate President Bautista and 
sugar-friendly congressmen. 


On September 29 the Ambassador hosted editors of all major 
newspapers for lunch 

broadcast anchor team 

outreach encounters. In a lengthy 

stressed to them the advantages of the trade agreement and 
the very real possibility that the country would be excluded 

from the regional arrangement. The Ambassador stressed that 
the United States interest lies principally in assuring a 

secure 

Caribbean. He outlined his approaches to the executive and 
legislative branches 

States has at no point exerted pressure or threatened 
sanctions. Embassy provided WTO information about the Mexico 
tax case 

enjoins members from using internal taxes and laws to 

restrain trade. 


At the lunch TV commentator Miguel Guerrero explained to 
colleagues the price advantages that the Dominican sugar and 
rice industry are currently reaping from their monopoly 
market. He suggested that one approach to the fructose 
problem might be to rescind the tax while setting up 
licensing mechanisms for imports 

interests might themselves handle corn syrup imports 

least for a time. Guerrero used the term \"solomonic 
decision 

some way to placate the sugar interests while not sinking the 
trade agreement. 


The same evening at the opening of the Cibao regional fair in 
Santiago the Ambassador was scheduled once again lay out our 
consistent message on the benefits of free trade. We expect 
this to be a friendly crowd. The free zone companies that 

stand most to benefit will be in attendance; they have very 
belatedly begun to mobilize a public relations campaign 
including their own full-page ads. 


The day is late but we hope that the stark danger of losing 

the trade agreement and the efforts of the free zone 
entrepreneurs will work against the sugar rush that has 

seized the press and through them much of the general public. 


2. (U) Drafted by Michael Meigs 
3. This cable and others in our reporting series can be 


viewed on on SIPRNET site 
http://www. state.sgov.gov/p/wha/santodomingo< /a> along with 
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extensive other material. 
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the best we can 

Republic) is weak. We need the USG to move forward on the 
cases in the United States.\" 


4. (C) Pichardo met with us on two different occasions in 
early September to discuss the Baninter and Bancredito cases 
(Banco Mercantil was raised tangentially 

focus of the discussion). On September 14 he flew to Miami 
to meet with the Central Bank\'s U.S. legal counsel 

Cardenas 

Florida. Pichardo wanted to impress upon us that the 
Fernandez administration will not stand for corruption - they 
will continue to prosecute the cases and attempt to punish 
those who are culpable. Nevertheless 

that the United States has not moved forward (his perception) 
on criminal cases against the principal actors. He commented 
that the United States 

wants to pursue justice.\" He told us that he wants to see 

the cases move forward in the United States because 

a promise of an all out effort in the Dominican courts 

does not expect the Dominican judicial system to be able to 
handle the cases properly. 


5. (C) Pichardo spent quite a bit of time summarizing the 
Baninter case 

else\'s. He stated that before being named as head legal 
counsel for the Central Bank he had followed the case in the 
press and via word of mouth among the members of the local 
bar. After having the opportunity to review the summary of 
the case and the evidence against the actors 

amazed at the size and scope of the fraud. He told us that 
he knows the public perception exists that the Fernandez 
administration may be \"soft\" on the Baninter case due to 
former ties between President Fernandez and \"Ramoncito\" Baez. 
He assured us that the public perception is wrong and that 
the Fernandez administration stands for justice and the fight 
against corruption. 


6. (C) Even so 

on Luis Alvarez Renta and send Ramoncito Baez to the fringes 
of the stage. He told us that in his opinion Alvarez Renta 

was the true mastermind of both the Baninter and Bancredito 
cases and should be the focal point of the U.S. criminal 

case. He emphasized 

assets in the United States that could be seized. He asked 
why seizure has not yet taken place. 
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7. (C) Pichardo outlined Alvarez Renta\'s involvement in one 
area of the Bancredito case. He told us that the Central 
Bank has irrefutable evidence that Bancredito 

controlled by the Pellerano family 

zero interest loan to Alvarez Renta. The loan was made with 
the instruction to use the funds to purchase Tricom stock 
(Tricom\'s majority shareholder was also the Pellerano 
family). On the loan documents 

purchased 

was made to drive up the value of the Tricom stock on the 
NYSE. Alvarez Renta was paid an unspecified sum by the 
Pellerano family for his involvement in the scam. Pichardo 
asked us for assistance in investigating insider trading and 
violations of SEC regulations and provisions. (See action 
request below) 


8. (C) This is not the first time we have heard allegations 
of fraud and insider trading in Tricom. The former 
Superintendent of Banks 

before the inauguration of President Fernandez. He provided 
us with summaries of the findings in the cases - information 
that the outgoing government turned over to the incoming 
administration - and his analysis that Bancredito and Tricom 
are so closely linked that fraud in one means fraud in the 
other. He likened Bancredito to Moby Dick and Tricom to 
Captain Ahab\'s ship the Pequod 

going under and taking everything attached to it with it. 


10. (SBU) Additionally 

reported that Tricom is on the edge of bankruptcy but the 
Pellerano family is working hard to retain control and keep 

from filing Chapter 11 proceedings in New York. Most have 
noted the connection among the Pellerano family 

Bancredito and asserted that Tricom must have been subject to 
the same types of fraudulent insider activity as the bank. 


11. (C) Pichardo also fingered Alvarez Renta in the as yet 
unopened Banco Mercantil case. Formal charges have not been 
made against anybody in the Banco Mercantil fraud; however 
Pichardo insisted that in addition to Baninter and 

Bancredito 

lines of credit from Banco Mercantil. 
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12. (SBU) As part ofthe Dominican based case against Ramon 
Baez 

assets of the Listin Diario media group; a group comprised of 
numerous media outlets including the Listin Diario 

the top three daily newspapers in the Dominican Republic. 
The Baez defense team challenged the seizure of the assets on 
constitutional grounds. An appellate level court ordered the 
immediate return of the Listin to the Baez family in April 
2004. The Central Bank appealed that decision to the Supreme 
Court which stayed the appellate court order pending review. 
The Supreme Court ordered the GODR to return the Listin 
Diario media group to the Baez family in compliance with the 
appellate court ruling on September 2 

left an opening for further Central Bank legal action. The 
Supreme Court ordered compliance with the appellate court 
decision to return the assets immediately 

on the constitutional merits of the case. Under the 
Dominican legal system 

decision on the merits by asking for a separate appeals court 
panel to hear the case. Pichardo told us that 

turning over the Listin (as per the Supreme Court order) 

we are not giving up." 

13. (SBU) The Listin portion of the Baninter case has gotten 
considerable media play 

paper 

government seized the media group 

of the Listin Diario. The content moved from quite 
respectable to slavishly pro-Mejia 

mention the lead stories found in other outlets. Both the 
change in administration and the return of the Listin to the 
Baez family have resulted in fewer biased stories and a move 
towards more neutral reporting. A notably aggressive 
anti-U.S. tone has appeared at times. 


14. (SBU) If the Central Bank does decide to pursue the 
legal avenues to have the media group re-seized in 
conjunction with the ongoing larger Baninter case 

an uphill battle. Although the Central Bank legal team\'s 
premise for initiating the action was that seizure of assets 
was proper under Dominican law 

strong alternative defenses: 1) the media group\'s controlling 
interest was owned by Ramon Baez Romano 
\"Ramoncito\" 

seizure should be denied 

\"Ramoncito\" are violated if the media group is seized prior 
to a finding of guilt on the criminal fraud charges. 
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15. (SBU) While the Listin portion of the Baninter case has 
been in the news 

slipped a bit from the public spotlight. The case remains on 
appeal from the findings of the judge of instruction. A 

three person appellate panel is charged with determining if 
the judge of instruction correctly determined who should go 

to trial and on what charges. Central Bank legal counsel 
Pichardo says that he believes charges against Alvarez Renta 
should be reinstated. The decision of the judge of 

instruction numbered over 400 single spaced pages. The task 
for the appellate court to evaluate that decision and review 
the underlying evidence presented to the judge of instruction 
is a complex undertaking. That said 

in the Attorney General\'s office have told us that they 

believe the decision of the appellate panel will be issued in 
the near future. If so 

the front pages and on the airwaves. 


16. (SBU) The U.S. based portion of the civil case against 
Luis Alvarez Renta continues. The Monetary Board voted to 
continue to retain the services of Tew Cardenas 

based law firm that filed the civil RICO action against Luis 
Alvarez Renta in the Southern District of Florida. The 
Central Bank is seeking treble damages plus expenses for 
violations committed by Alvarez Renta and his companies. 
Pichardo is aware that a civil case of this nature can take 
years to make it through the U.S. court system 

when the defendant has deep pockets and is well represented 
as is the case with Alvarez Renta. For this reason 

has asked that the U.S. based criminal investigation against 
Alvarez Renta move at a faster pace. His trip to the Miami 
was 

Attorney for the Southern District of Florida. (See action 
request below). 


17. (SBU) Pichardo also emphasized the administration\'s 
goal of coordinating efforts to \"get the bad guys. Under 
Mejia 

Santo Domingo District Attorney and the Attorney General was 
abysmal 

suspending of charges in the Bancredito case. Pichardo tells 
us that he has been working closely with the prosecutorial 
arms of the government to improve communication and 
information sharing. New Attorney General Francisco 
Dominguez Brito echoed the sentiments of Pichardo by saying 
that the bank fraud cases were a priority and that his office 
would be working very closely with the Central Bank attorneys 
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in evaluating potential new cases. 


18. (C) The outlook is mixed. We have heard so often and 
so frequently that the Dominican judicial system will fail in 
the bank fraud cases that it is difficult not to expect the 
worst. On the bright side 

among the GODR officials with prosecutorial responsibilities 
is already better than it was during the last year of 

President Mejia\'s term. The Attorney General\'s office is 
looking into all areas for methods to improve prosecution of 
serious crime. The Central Bank is \"talking the talk\" and 
continuing with efforts to bring the bank fraud actors to 
justice. 


19. (U) ACTION REQUEST Embassy Santo Domingo requests the 
Securities and Exchange Commission consider allegations above 
regarding the recently delisted publicly traded company 

Tricom 

Dominican Republic. Embassy Santo Domingo requests DOJ/OIA 
ensure that the criminal investigation targeting Baninter 

principals in the Southern District of Florida has been fully 
presented to the U.S. Attorney\'s Office. Embassy is ready to 
assist SEC investigators in the Tricom/Bancredito case and to 
continue providing assistance to DHS agents and the U.S. 
Attorney for the Southern District of Florida in the Baninter 

case. Previous cables in the series provide further 

background on the Tricom/Bancredito connection and on the 
Baninter case. END ACTION REQUEST. 


20. (U) Drafted by Angela Kerwin. 


21. (U) This report and others in the series are available 

at our SIPNET classified site 

http://www .state.sgov.gov/p/wha/santodomingo< /a> along with 
extensive other material. 
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the U.S. position 

adversely affect the East Asian military balance. Brady 

believed that the ban would be lifted eventually 

before 2005 and certainly not in time for the December 
EU-China Summit. He noted that the EU had not yet achieved a 
consensus on the issue 

enthusiasm for lifting the ban. Like Cooney 

offer assurances that Ireland would actively oppose moves 
within the EU to lift the ban. 
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occupation and seizure.\" The press reported that Army PRO 
Second Brigade Nigerian Army Port Harcourt said that the 
military had visited the town twice in the last 10 days 
uncovering an undisclosed quantity of arms and ammunition in 
village. 


Reports from the Energy Sector 


6. (SBU) Shell: Shell External Relations Director was 
optimistic about the cease-fire and GON discussions with 
Asari. There are no changes in the Shell production 
situation. 


7. (C) Chevron Texaco: The Chevron Texaco MD of Onshore 
Operations reported that the situation in Port Harcourt is 
calmer 

operate at regular production levels. Chevron Texaco 
Environmental and Safety officer seconded this assessment. 
She also detailed the security arrangements under which 
Chevron personnel are currently operating: Chevron uses a 
5-tier 

security system; they are currently at tier 3 in Port 

Harcourt 

personnel without a GON armed escort. 


8. (U) Forosal Drilling: Forosal Drilling contacts also 
indicated that the situation in Port Harcourt was calm. 


ACS Update 


9. (SBU) There have been no reports on incidents 

involving Americans. 

Press 

10. (U) While the Nigerian press was somewhat reluctant to 
cover military operations in the Delta 

been bashful about covering the purported cease-fire. Most 
major newspapers awarded front page coverage to GON-Asari 
talks. One paper headlined with news that the \"U.S. directs 
citizens to quit Niger Delta 

from DOS spokesman Richard Boucher. 
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less than 200 basis points below prevailing market 
interest ratel". Contributors will thus receive some 
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return on their \"investment\" at maturity. (Comment. 
The question is 

rate? Is itto be treasury bill rate by itself or plus 

so many bonus points? Is the prevailing market rate to 
be indexed to inflation? Since the Government has 
sometimes sold treasury bills at a discount to offset 
the differential between the rate of t-bills at par and 
inflation 

little or no return on their investment were 

contributors to be paid a rate of return that is no 

less than 200 basis points below the prevailing market 
rate 


15. (U) Yusuf believes that the possibility of banks 
obtaining PFA licenses will help some banks to meet the 
July 2004 directive that they increase their capital 
base from N2 billion (USD 15.4 million) to N25 billion 
(USD 192.3 million) by December 31 

requires that PFAs have a N150 million capital base 
(USD 1.2 million) 

N500 million (USD 3.9 million). Yusuf believes that 
should mergers or acquisitions not be feasible for 
banks to meet the new capital base requirement 
may opt to become PFAs 

quality of funds administration in Nigeria. 


16. (U) The law allows companies like Shell Oil and 
Cadbury that have existing pension funds of over N500 
million to set up their own PFAs. Thus the focus of 

some PFAs will likely be on small and medium 
enterprises (five employees and above) that accumulate 
a smaller volume of pension funds 

development could encourage positive banking habits and 
also help ensure future income for workers who until 

now have not contributed to pension programs. 
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of the effort to get back to negotiations with the IMF. The 
Congress took two months to debate it 

pass it. Fernandez has announced cuts in government 
expenditures but must do more to repair the budget 

finish 2004 with a deficit equivalent to more than 7 percent 

of GDP. IMF technicians visited during the last week of 
September but serious negotiations await convincing Dominican 
actions. 

- - (SBU) Free trade. Fernandez urges long-term investment 
in education 

competitiveness and strongly endorses the need to get a free 
trade agreement with the U.S. and Central America. Fiercely 
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protectionist sugar interests grafted into his tax reforms a 

25 pct tax on soft drinks and refreshments made with fructose 
-- a measure directly counter to the newly negotiated 
DR-CAFTA free trade agreement and in breach of WTO 
commitments. The USG has vigorously warned the Dominicans 
that this would be a \"deal killer" for free trade. Fernandez 
promulgated the bill as delivered while promising to seek 
repeal of the protectionist measure. He is systematically 
seeking consensus from concerned sectors on an approach to 
placate sugar while still preserving the prospect of an 
agreement. 

- - (SBU) Convincing the Paris Club. The Paris Club one-year 
deal struck last March for $189 million in rescheduling was 
contingent on government measures for \"comparability of 
treatment" for private sector creditors. To date the 
government hasn 

treatment 

million loan through Citibank that might be construed to 

fulfill the requirement. The Paris Club expects an answer in 
early October. 

- - (SBU) Getting to restructuring. The government owes 
arrears to bilateral creditors 

institutions and to the private sector. Fernandez 

says earnestly that they will clear these 

IMF and the Paris Club 

to avoid catastrophic defaults on sovereign bonds and 
sovereign guarantees 

hours. They are seeking lenders to deposit dollars with the 
Central Bank to bolster reserves. 

- - (C) Solving the crisis of energy supply and pricing. The 
electricity sector is almost completely without capital. 
Fernandez has borrowed USD 50 million from domestic banks 
enough to pay a small percentage of overdue government debts 
so generators can purchase fuel over the next three months. 
He says he has asked Venezuela 

petroleum at a 25 percent discount over six months 

15-year terms for financing. At best 

six-month respite; at worst 

leverage for Chavez 

however 

Chavez 

costly subsidy on cooking gas only to household purchasers. 
The transport sector could strongly oppose this initiative. 

- - (C) Corruption and Banking Fraud. Fernandez has very 
good people in law enforcement. Our first in-depth 
discussions suggest that the Central Bank aggressively pursue 
cases against bankers who embezzled breath-taking sums 
(equivalent to 20 pct of 2003 GDP) and thereby caused the 
current financial imbalance. The Attorney General has barred 
the principal accused from leaving the country. Assistant 
Secretary Noriega and Ambassador Hertell have urged the need 
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SIPDIS 

for effective prosecution and exemplary punishment. U.S. 
authorities have been working with the Central Bank to help 
this happen. 

Your Presence and Your Message 

(U) The Department and the U.S. Government should acknowledge 
and support Fernandez 

cooperation during the transition 

standby and initiatives for reforming subsidies and the 
electricity sector. He would respond well to a public 
message of U.S. support. Fernandez is an orthodox thinker 
studious and reaching out for counsel. 

(C) The Ambassador hopes that the Secretary can further 
underscore the importance of the already negotiated free 
trade agreement 

\"important not only for free zone exporters but for the 
economic future of the country.\" A positive boost from the 
Secretary will strengthen his hand with Congress and better 


SIPDIS 

arm him to manage the recalcitrant powerful Dominican sugar. 
(C) Other themes to stress : 

- - effective economic adjustment is premised on imposing 
austerity quickly and decisively 

-- corruption undermines democratic institutions 

- - the international community expects both executive and 
judicial branches to prosecute and punish those responsible 
for the massive bank frauds that so damaged the country 
finances and economy. 

2. (U) Drafted by Michael Meigs. 

3. (U) This message and our other series of reporting 
messages can be viewed on on our SIPRNET site 
http://www.state.sgov.gov/p/wha/santodomingo< /a> 

along with extensive other material. 
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public support for eliminating child abuse. The first phase 
of the campaign 

child labor in the trash sector by creating 25 
micro-enterprises generating family income 

scholarships and health services. 


Public Sector Protests Standardization of Salaries 


9. (U) Patricio Contreras of the Solidarity Center (AFL-CIO) 
told LabOff on September 27 that various public sector 
workers were considering protesting the January 2004 Civil 
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Service Law on standardizing public sector salaries. The law 
was proposed by the GoE as part of the last agreement with 
the IMF. The National Confederation of Public Workers 
(CONASEP) along with electrical 

telecommunication 

participating and Ministry of Government workers announced 
they would strike if the law is not overturned by the 
Constitutional Court. On September 29 

law was constitutional. 


10. (U) Unions are against the law because it sets maximum 
salaries that limit collective bargaining. The law also caps 
severance for fired workers at amaximum of $1000 per year of 
service. The law also adds new requirements for collective 
bargaining by stating that parties must have the approval of 

the Ministries of Finance and Labor as well as the Prosecutor 
General to begin collective bargaining. 


Health Workers Strike - 120 Hospitals Affected 


11. (U) Press reported that health workers held a 48-hour 

work stoppage September 27-28 to demand respect of the 2005 
budget and the signing of a ninth collective bargaining 
agreement. The strike affected 120 hospitals and 14 

health workers participated. The agreement would provide 
higher wages 

solution is reached by October 4 

threatened an indefinite strike. 


Galapagos Park Workers Strike Ends 


12. (U) On September 28 

non-unionized workers in Galapagos National Park ended after 
Minister of Environment Fabian Valdivieso replaced Fausto 
Cepado with Victor Carrion as Park Director (Ref B). The 
Ministry of Environment agreed to issue individual work 
agreements with the park employees 

association of park workers. Park worker Carlos Macias 
stated to the press that the Government had also promised 
$700 


Illegal Peruvian Workers Detained 


13. (U) On September 13 

Peruvians for violating conditions of the Andean Migration 
Card to work on the sugar plantation Hacienda Sausalito in 
Guayas province 

workers claimed they had worked twelve hour days 
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a week for $130 a month. The workers were deported to Peru 
on September 16. 


Profit Sharing For Some Workers in 2003 


under the Labor Code. This represented a six percent 
decrease in payments compared with 2002. According to 
Ecuadorian law 

distributed to employees and 5% goes to employees' families. 
The largest sum paid to a single worker was $66 

companies paid out over one million dollars to their workers. 
The portion going to women increased by 129 percent from 
1997 to 2003. In 2003 

in profit sharing. 


Unemployment and Informal Sector Statistics 


15. (U) The press reported that 

Bank of Ecuador 

in December 2003 to 11.53 percent in May 2004. According to 
the National Institute of Statistics and Census (INEC) 

million Ecuadorians are currently employed in the informal 
sector. 
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on the LTTE. CHALK did in fact travel through LTTE territory 
during his visit. DATT could not confirm that CHALK was an 
American citizen since he reportedly spoke with an Australian 
accent. CHALK\'s whereabouts are currently unknown 
believed he departed Sri Lanka some time ago. On 09/30/04 
DATT sent CHALK an email message using the above address 
advising him to contact DS/IP/ITA (Daniele) as soon as 
possible regarding important information of interest to him. 


3. (S/NF) An Embassy New Delhi officer 
separate business 
09/30/04. 


4. (S/NF) RSO Comment: If the information that the LTTE has 
made a decision to assassinate an American is true 

consider this to be a significant turn of events. LTTE has 
never targeted Americans in the past 

been injured in past LTTE bombings. In spite of a Feb 2002 
ceasefire with the government 

of political assassinations against rival Tamils and some 
Muslims 
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LTTE leader PRABHAKARAN has become increasingly aggressive 
since the split within the LTTE in March 

of assassinations to Colombo in an attempt to destroy LTTE 
rebel leader KARUNA and his supporters. The suicide bombing 
attempt that took place just a block from the Embassy in July 
was intended for the leader of arival Tamil political party. 

Since the reftel mentions \"several individuals\" in addition 

to CHALK 

We have significant numbers of TDY visitors representing DOD 
USAID 

to make sure they do not fall victim to a change in LTTE 
targeting tactics. 


5. (SBU) POC is RSO Alex Moore (94)(11) 244-8007. 
LUNSTEAD 
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Campaign on Irregular Migration 

the service point. MSP workers explain foreign 
countries\' regulations on illegal employment 

inform callers about various situations (including 
trafficking risks) people may encounter while seeking 
jobs abroad. According to a survey conducted by the 
Armenian Sociological Association 

percent increase in the number of persons aware of the 
real situation for illegal migrants 

collected before the Awareness Campaign and the launch 
of MSP. In addition to this 

three programs on anti-trafficking aimed at raising 
public awareness in the Armenian regions 

victims of trafficking and conducting an in-depth 
research of the situation with labor trafficking. The 
Department is in the process of identifying sources for 
possible funding of those projects. 


5. (SBU) Nelly Harutyunyan 

Prosecutor General\'s Office 

following data on cases involving trafficking and 
pimping for 2003-2004. Eight cases were investigated 
on charges of Article 262 of the Criminal Code 
Organization of Prostitution (i.e. 

this number 

been successfully prosecuted 

people have been suspended as the suspects have fled 
and one case involving 3 people is still under 
investigation. On charges of Article 132 of the 
Criminal Code 
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involving trafficking of a child is in progress. The 
\"Association of Investigative Journalists\" NGO follows 
the investigation and trials of trafficking cases 

according to NGO president Edik Baghdasaryan most of 
the pimping cases were 


6. (U) Punishments envisaged by Article 132 of the 
Criminal Code on Trafficking in Humans include: fines 
(of up to a current maximum of USD 12 

labor (maximum 1 year) 

and imprisonment (from 1-4 years). In the presence of 
aggravating factors (e.g. 

crossing borders illegally) the length of imprisonment 
may range from 4-7 years 

victim 

Organization of Prostitution stipulates the following 
punishments: fines (of up to a current maximum of USD 
12 

imprisonment (from 1-4 years). If the perpetrator is a 
law enforcement official 

6 years 

3-10 years. 


7. (U) GOAM actions over the past three years are a 
good start 

Armenians to acknowledge the problem. Government 
Officials 

acknowledge the problem\'s existence. The change of law 
enforcement and official mentality is clear and is 
reflected in regular 

trafficking cases and frequent NGO activities in this 
field. More work remains 

strengthen anti-TIP legislation 

effective mechanisms to identify trafficking victims. 
GODFREY 
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industry\" (teahouses 

of whom occasionally have sex for money; and 3) \"escorts 
generally recruited and managed by organized crime groups 
and include many women who have immigrated illegally from 
Mainland China. 


Column 3 
Transmission 


13. According to TCDC 

in Taiwan are believed to result from unprotected sex. TCDC 
claims that over the past 3 years 

a result of intravenous drug use has been a growing factor. 
As of June this year 

resulting from shared needles is estimated to be 3.49. More 
alarming is the growing rate of new infections resulting 

from drug use. Where in 2002 

to have resulted from sharing needles 

has been linked to 63 new cases in 2003 and 65 new cases in 
the first half of 2004. Other transmission routes in 

Taiwan of concern are those from mother to child and those 
from Taiwan businessmen who contract the disease while in 
Mainland China and then transmit it to their wives in 

Taiwan. 


Education Programs 


14. In an effort to address the growing rates of infection 
particularly among young people 

HIV/AIDS education efforts. Since 2002 

of Education (DOE) has mandated that all high-school 
students receive two hours of information on HIV/AIDS per 
year. To this end 

Prevention Education Committee.\" The Committee is 
responsible for overseeing AIDS prevention activities 
systematizing AIDS-related materials and curriculum 
training educators on how to teach AIDS prevention 
protecting the rights of the HIV/AIDS infected students in 
all schools. The Committee\'s goal is to ensure that at 
least 90 percent of high-school students understand what 
AIDS is and how to prevent its spread. The Department 
typically partners with NGOs to facilitate its training 
programs for teachers (see paras. 16-18). 


15. In 2003 

\"AIDS prevention week\" and implemented a \"Love\'s Red Ribbon\" 
program 

awareness about AIDS and AIDS prevention among young people. 
DOE also urged schools at all levels schools to promote 

HIV/AIDS awareness among their students. Taiwan is a strong 
proponent of the AIDS-prevention slogan: ABC (Abstinence 

faithful and Condoms). 

Role of NGOs 


16. NGOs play an important role in controlling HIV/AIDS 
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transmissions in Taiwan. Taiwan AIDS NGO Alliance consists 
of more than 27 private groups 

promoting safe sex 

addressing the stigma of AIDS and discrimination. These 
groups are active in all aspects of disease control from 
education campaigns to testing and counseling programs. 


17. Most notably 

closely with NGOs to implement its HIV AIDS education goals 
and activities. NGOs are integrally involved in helping to 
design and teach AIDS prevention curricula both within and 
outside of schools. For example 

Mercy Hill Medical Foundation 

Normal University runs programs to educate teachers to 
address sex and sexuality issues in classrooms. Programs 
are available for educators at all levels (from elementary 
schools to college campuses). These programs are held 3-4 
times a year and approximately 100 teachers attend each 
session. Since 1989 

been trained to teach AIDS education through these programs. 


18. The Taiwan Center for Disease Control (CDC) has also 
funded efforts by other NGOs including Light of Friendship 
and the Presbyterian Church of Taiwan-affiliated AIDS 
Education Foundation to train teachers and students at all 
levels. 


19. Another NGO involved in preventing the spread of AIDS is 
Taipei\'s Collective of Sex Workers and Supporters (COSWAS) 
an advocacy group for licensed and formerly licensed sex 
workers. Taipei\s Municipal STD Prevention Clinic has 
enlisted the organization to spearhead education efforts 
among acknowledged sex workers. However 

COSWAS 

willing to acknowledge that they have sex for money 

escorts 

and/or illegal immigration status 

reach. 


Public Reaction to AIDS Education 


20. While there is almost no resistance to sexual education 
in schools by parents 

different approaches to the controversial issue of 
abstinence versus condom use in preventing infection. As a 
result 

on which NGO the Administrators choose to help run the 
programs. 


Public Screening Programs 
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21. Since the outbreak of the AIDS epidemic 
conducted more than 33 million HIV tests. Furthermore 
groups such as blood donors 

workers 

routine basis. 


22. In an effort to reduce transmission rates 

government has recently stepped up its screening efforts 
among pregnant women and individuals with other known 
sexually transmitted diseases (STDs). Beginning in March 
2004 

County (where the current rate of infection is six out of 

100 

expand the practice throughout Taiwan in an effort to reduce 
the number of mother-to-baby HIV transmissions. In 
addition 

Surveillance System 

individuals diagnosed with other sexual related diseases for 
HIV. 


Anonymous Screening Programs 


23. In Taipei 

the Taipei Municipal STD Prevention Clinic. There are also 
ten hospitals spread throughout Taiwan that perform 
anonymous testing. In addition 

testing (using blood or saliva samples) at homosexual 
meeting places. Volunteers collect the samples and counsel 
clients; the samples are then forwarded to the STD Clinic 
for testing 

results. NGOs also mail testing kits and instructions to 
individuals who wish to conduct the test at home. Activists 
justify these methods 

counseling and privacy protocols in place in many testing 
facilities in the U.S. 

comfort level and maximizing the number of tests performed. 


24. Despite these anonymous programs 

many people who think they may have HIV are using blood 
donation as a screening method. TCDC told AIT that in 2003 
60 blood donors were found to be HIV/AIDS carriers and there 
have been 10 cases of infection as a result of blood 
transfusion since 1998. 


Comment 


25. Overall 
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strong and visible. Unfortunately 

infection among 15-24 year olds 

young population have not yet appeared to change behavior. 
Hopefully 

take affect. In any case 

vigilant if it is to maintain control of the uphill battle 

against the spread of HIV/AIDS in Taiwan. End Comment. 
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particular concern\" list and asked senior Director for Policy 
to relay his 

comments to the Deputy Assistant Secretary of Defense for 
POW/MIA Affairs. 

End Summary. 


2. (SBU) The Defense POW-MIA Office (DPMO) Senior Director 
for 

Policy (SDP) 

September representing 

Deputy Assistant Secretary of Defense for POW/MIA Affairs to 
discuss 

resumption of MIA recovery operations in Gia Lai Province. 
Cooke was 

accompanied by policy officer Jack Kull from DPMO 

operational and investigations 

specialists Richard Hites and Ron Ward from the Joint POW-MIA 
Accounting Command (JPAC) Headquarters in Hawaii and Gary 
Flanagan from JPAC 

Detachment 2 in Hanoi 

Director of 

the Vietnam Office for Seeking Missing Personnel 
(VNOSMP/Ministry of 

Foreign Affairs) Pham Van Que also traveled to Pleiku for the 
discussions 

and interviews 

civilian officials from Gia Lai. Que was accompanied by 
VNOSMP/Ministry of 

Public Security specialist Nguyen Quang Minh and 
VNOSMP/Ministry of 

National Defense specialist Colonel Nguyen Tri Chu. 


3. (SBU) The Gia Lai Province People\'s Committee Chairman 
Pham 

The Dung (Dzung) received the U.S. working group as the first 
official stop after 

arriving in Pleiku city on 23 September. After announcing 

that \"I am upset\" 

with Vietnam being placed on the \"countries of particular 
concern\" (CPC) list 
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Dung stressed that SDP should relay to the U.S. side with 
emphasis that 

there is only one national standard for MIA operations in 
Vietnam. 

Chairman Dung then introduced his Provincial MIA Team and 
invited the U.S. 

working group to discuss cases in Gia Lai Province and 
discuss potential 

methods for continuing MIA search work in the province. 


4. (SBU) The Vietnamese and U.S. members of the working group 
reconvened at the Pleiku Hotel to resume discussions. The 
Provincial MIA Team 

announced they had located three of five requested witnesses 
for 

interview and would make them available for interviews on 24 
September. JPAC members reviewed all the cases in Gia Lai 
Province and discussed requirements with the provincial 
officials 

for the cases that remain unresolved. Provincial MIA Team 
members 

Command 

responded enthusiastically when discussing details of how to 
proceed. After lengthy discussions 

offered that two cases had previously been prepared for 
excavation. These cases 

starting point for resuming recovery operations in Gia Lai. 


5. (SBU) The VNOSMP Director Que closed the working meeting 
with 

his assessment that all the working level discussions had 
been very positive. 

Que stressed that the U.S. side would not yet be able to 
carry out 

combined Vietnam/U.S. recovery operations. He said the 
VNOSMP would 

continue to work with the provinces in the Central Highlands 
and requested that 

the U.S. side provide pertinent information on all the 
remaining cases in 

Gia Lai. The U.S. side agreed. 


6. The Gia Lai Provincial MIA Team and members of the VNOSMP 
said 

that it might be time to discuss a new mechanism for 

recovery. VNOSMP 

Director Que stated that the Vietnam side may be ready to 

consider 

a Vietnamese unilateral recovery effort at specific sites 

would consider allowing the U.S. side to assign an 

anthropologist 
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ateam leader 
participate in the recovery effort. 


7. (SBU) JPAC members offered to discuss the remaining cases 
in 

the other Central Highlands provinces. VNOSMP Director Que 
declined and 

said that the working group should concentrate on Gia Lai 
Province for now. 

He thanked the working group and informed the U.S. members of 
the 

working group that the requested interviews would take place 

the following 

morning. 


8. (SBU) In the morning on 24 September 

group 

interviewed three witnesses. (Comment: Results of the 
interview 

will be published under separate cover and issued from JPAC 
Headquarters in Hawaii.) 


9. (SBU) On 24 September 

Provincial MIA Team 

session 

by informing SDP Cooke that the recent U.S. Government 
initiative 

to include Vietnam on the Country of Particular Concern (CPC) 
list made him suspicious of U.S. intentions. He also stated 
that 

this might impact future investigations and recovery 
operations. 

He went on to discuss all the cases in Gia Lai Province 
remaining work 

as higher priority. The 

following day 

witnesses for 

interview by the U.S. team. 


10. (SBU) Although the witnesses did not provide any specific 
information concerning the cases being investigated 

provide 

information that correlated to other Americans; one involving 

a resolved case and 

one other case not yet correlated. 


11. (SBU) Comments: Reopening the Central Highlands to 
investigations and recoveries is an important step in 
advancing the overall success 

of POW/MIA affairs in Vietnam. Embassy feels the interviews 
are 
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steps in the right direction 

efforts by USG will be 

necessary to make this realized. References to the effects 
of CPC 

on this important mission were not unexpected 

interesting 

that the repeated reference to CPC by Gia Lai officials is 

the strongest 

verbal complaint by GVN officials to USG on CPC to date. It 
remains 

important to the success of POW/MIA affairs in Vietnam that 
the Mission be 

completely involved and informed with when dealing with GVN 
on POW/MIA matters. 
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successful meeting with the Chinese a few days ago. The GVN 
believes it will finish bilats with \"many others\" early in 

2005. That said 

United States are the most important part of the accession 
process and that Vietnam needs to accelerate the pace of 
negotiations with the United States. 


6. Minister Tuyen stated that he believes Vietnam\'s 
accession to the WTO will be good for both countries. As 
long as Vietnam is not a member 

change\" in reaction to both reform-oriented and conservative 
forces. The United States should not push Vietnam to 
liberalize too much because this could make it more 

difficult for Vietnam to make the right decisions regarding 
WTO accession. Rather 

be flexible and have \"reasonable expectations.\" Minister 
Tuyen concluded by saying that \"if the United States cannot 
press China 


Trade and Investment Climate; Advocacy for U.S. Firms 


7. At both the Ministry of Trade (MOT) and the Ministry of 
Planning and Investment (MPI) 

to consider the valuable contributions American companies 
can make to Vietnam\'s trade and investment climate. 
Companies such as Boeing 

providers 

are interested in selling to and investing in Vietnam. 
Vietnam\'s exporters have benefited significantly from the 
BTA 

balanced bilateral trade and investment relationship 
stressed. Increasing U.S. exports to and investment in 
Vietnam will play an important role in strengthening the 
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bilateral partnership and building support in the U.S. 

Congress for Vietnam\'s WTO accession and permanent normal 
trade relations status (PNTR). 


8. PDAS Donnelly also urged his GVN counterparts to work 
quickly to make Vietnam a more competitive trade partner and 
investment destination. Companies can chose where they want 
to invest and the GVN needs to make Vietnam a more 
attractive place for potential investors. To help improve 
Vietnam\'s competitiveness 

BTA implementation and WTO accession and to move more 
quickly to liberalize key sectors such as telecoms and 

financial services. He encouraged his GVN interlocutors to 
take \"bold\" steps in this direction. 


9. MPI VM Nguyen Bich Dat highlighted the importance of 
foreign investment to Vietnam\'s growth and development. He 
expressed disappointment in U.S. FDI levels 

although Vietnamese exports to the United States grew after 
entry-into-force of the BTA in 2001 (making the United 
States Vietnam\'s largest export market) 

Vietnam has not increased significantly and is not yet 
commensurate with its potential. The GVN is taking steps to 
improve the investment climate including: revising and 
drafting key pieces of legislation; implementing BTA 
commitments; speeding up the equitization of state-owned 
enterprises (SOEs) particularly in sectors such as 

machinery 

removing special privileges accorded to SOEs; opening a 
stock market in Hanoi and considering allowing Vietnamese 
businesses to issue bonds in foreign markets. 


10. Both Trade Minister Tuyen and VM Dat responded 
positively to Donnelly\'s message regarding the need to 
improve the balance in the bilateral trade and investment 
relationship. Minister Tuyen said he has urged the GVN and 
Vietnamese businesses to look for ways to import more U.S. 
goods. He also noted that he supports U.S. companies 

as Boeing 

GVN V'has good intentions\" about Lockheed Martin. VM Dat 
assured Donnelly the GVN would consider carefully U.S. 
companies proposals for investment in Vietnam. 


IPR 


11. Throughout his visit in Hanoi 

that strong enforcement of IPR is important to the USG and 
is critical to Vietnam\'s efforts to attract more domestic 

and foreign investment. Mr. Nguyen Hoa Binh 

the Economic Police (EP) 
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protection of IPR is an important issue for the GVN as well 
as for Vietnamese enterprises. He asserted that the biggest 
IPR-related concern for the GVN is the growing market for 
fake products in Vietnam 

counterfeit and pirated goods. According to Mr. Binh 

of the fake goods found in Vietnam are produced in other 
countries (primarily China and other neighboring countries) 
and then imported into Vietnam. Domestic production itself 
is actually very small; Mr. Binh estimated its value at less 
than 30 million VND (under USD 2000). (Comment: While it 
is true that a significant percentage of the fake 

merchandise available in Vietnam is of Chinese origin 

figure is ridiculously low. End Comment.) 


12. Binh also told PDAS Donnelly that he believes the IPR 
situation in Vietnam is improving. He noted that public 
awareness of the importance of protecting IPR is growing and 
that the GVN has clarified and strengthened its regulations 
on IPR as part of the economic integration process. In 
August 

conference on IPR in Vietnam. Binh also revealed that the 
EP had recently established special IPR task forces in Hanoi 
and HCMC and plans to expand the program throughout the 
country starting on October 1. 


13. Binh explained that 

does have a legal framework for IPR protection that enables 
the EP to fight against IPR violations. In the last ten 

years 

infringement. However 

fake goods are produced outside Vietnam 

difficult for the EP to apprehend the \"real violators.\" The 
GVN has punished the people caught selling fake goods in 
Vietnam with administrative fines and measures (such as the 
confiscation of merchandise and equipment and revocation of 
business licenses). Binh also acknowledged 

the fines allowed under Vietnamese law are too low to 
discourage future violations. 


14. Binh expressed appreciation for the technical assistance 

the STAR Project has provided the EP and urged PDAS Donnelly 
to ensure that the USG continues to make assistance on IPR 
enforcement a priority. Specifically Binh requested that 

the USG provide additional technical assistance on IPR for 
Vietnam\'s courts and prosecutors and for additional training 

for police. He also advocated in favor of information 

exchanges between the EP and their counterparts in the 

United States on IPR enforcement best practices. 


15. Binh characterized coordination among the GVN agencies 
responsible for intellectual property rights (a total of 
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five agencies) as generally \"good 

respect to exchanging information 

investigating and prosecuting IPR violations. However 
noted 

other agencies have tried to avoid taking responsibility for 
enforcement. (Comment: We believe there are large problems 
with interagency cooperation on IPR enforcement 

least in part to overlapping jurisdiction and lack of 

training on both policy and process at the local levels. 
End Comment.) 


Legislative Agenda 


16. Mr. Thanh 

NA is paying more attention to the legislative process now 
with particular focus on international economic integration 
and Vietnam\'s efforts to establish a market-oriented 
economy. The NA seeks public comments on its draft 
legislation and experts from the STAR project have provided 
the NA with line-by-line comments on draft laws and 
ordinances. According to Thanh 

legislative calendar through both 2010 and 2020 and hopes to 
complete Vietnam\'s legal framework for economic reform and 
integration within 20 years. The NA has passed ordinances 
on countervailing duties 

safeguards and hopes to finalize a law on competition 
commercial law 

of 2004. 


17. When PDAS Donnelly asked how the NA plans to pass all of 
the laws necessary for WTO accession 

the NA plans to draft individual laws. The NA has 

considered but decided against following other donors\' 
suggestions that the NA draft omnibus!" legislation that 
includes all of the changes necessary to prepare Vietnam for 
WTO accession. Thanh explained that drafting individual 

laws makes it easier for the NA to prioritize laws that need 

to be passed urgently. 


Textiles: Request for additional carryforward 


18. Trade Minister Tuyen raised the issue of textiles with 
PDAS Donnelly and complained about the difficulties the GVN 
is facing due to limited U.S. textile quota. He said that 

large U.S. companies 

the Gap 

Vietnamese suppliers 

Minister Tuyen noted that increased textile and garment 
exports are good for both Vietnam and the United States 
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because the earnings help support Vietnam\'s purchase of big 
ticket items such as Boeing 777\'s. He then asked PDAS 
Donnelly to convey a personal request to USTR and the 
Department of Commerce for an additional 1.8 percent 
carryforward in categories 338 and 339 (on top of the eight 
percent allowed in the bilateral textile agreement.) 

Minister Tuyen said the Vietnamese Embassy in Washington 
would be making a formal request to relevant USG agencies. 
According to Minister Tuyen 

300 

from being turned away at U.S. ports. (Note: Post received 

a fax copy of MOT\'s written request for additional 
carryforward on September 30. See Hanoi 2697 for text. End 
Note.) 


Outreach to American Business Community 


19. At a lunch hosted by the Ambassador 

International Data Group (IDG) 

Group (AIG) 

Life and Ace-INA International shared their perspectives on 
doing business in Vietnam and priorities for WTO accession 
with PDAS Donnelly. The primary concerns raised by the 
business community included: speeding up liberalization of 
financial services (issuance of insurance licenses 

the cap on foreign participation in joint stock banks to at 
least 51 percent 

loans issued by state commercial banks 

limited validity of the licenses issued to foreign banks 
reducing capital investment requirements for bank branches 
and advancing the implementation of the BTA obligation to 
allow U.S. banks the right to issue credit cards); delaying 
the implementation of an increase in the special consumption 
tax on autos set to go into effect on January 1; 
transparency; corruption; and IPR enforcement. 


20. Comment: PDAS Donnelly\'s visit afforded an important 
opportunity to reiterate USG support for Vietnam\'s WTO 
efforts 

address important trade and investment issues and to take a 
fresh look at American business community concerns about 
impediments to investment in Vietnam and priorities for 
Vietnam\'s WTO accession. We believe the Economic Police\'s 
agreement to meet with PDAS Donnelly and participate in a 
dialogue on IPR problems in Vietnam is a direct benefit of 

the good will generated by STAR\'s technical assistance to 

the EP as well as EP Director Binh\'s recent meetings with 
Department of Justice officials and Econoffs on the margin 

of the APEC Cybercrime Convention in Hanoi. End Comment. 
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20. (U) EB PDAS Donnelly cleared this cable. 


MARINE 


21163 

21164 

21165 

Hwee International Trading Company 

number: 23003535) in the Customs\' \"manufacturers high-risk 
management list\" 

exported from the subject company to the controlled areas 
including North Korea. 


Explanations: 


|. This action is based on MOFA\'s August 2 
responding to the written request from TECRO/W dated July 30 
2004. 


II. Mr. Randy Schriver from the State Department conveyed 
the message to TECRO/W Representative Mr. David Lee that 
showed one Taiwan company \"Ching Hwee International Trading 
Co. 

North Korea and that these commodities will likely be used in 
nuclear development projects. In response 

reiterated that Taiwan is willing to comply with U.S. 

requests on antiterrorism and anti-WMD 

Taiwan\'s related agencies to work together on this case. 
Senior Advisor Mr. David Asher from the State Department also 
brought up this issue in the meeting with MOJ on August 30 
2004. 


lll. BOFT has collected the export statistics of the subject 
company on machine tools from 2001-May 2004 and has requested 
the company to quickly provide detailed information related 

to these exports including descriptions of the machines 

ordering and shipping information 

After receiving the information 

Research Institute (ITRI) will determine whether these 

commodities were SHTC. 


IV. According to BOFT 

\"SHTC Categories 

Control Areas 

controlled areas. The circular references the Wassenaar 
Arrangement 

commodities. Moreover 

not on controlled lists 

produce or develop nuclear or biochemical weapons or missiles 
would be categorized as SHTC. Exporters of such commodities 
must apply for a SHTC export permit from BOFT in advance. 
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V. BOFT requests all Customs offices to strengthen 
inspections of Ching Hwee\'s machine-tool exports (Customs 
Commodity Codes 8456-8466) to any controlled areas including 
Iran 

inform BOFT of any finding that Ching Hwee has violated 
regulations. 


(End text of letter) 


AIT Informal Translation of Customs\' Reply 


3. (SBU) Directorate General Customs letter to BOFT dated 
September 23 


(Begin text of letter) 


Subject: Customs will keep a close watch on the machine tool 
exports of Ching Hwee to controlled areas 

according to the regulations 

when accompanied by SHTC export permits. 


Explanations: 
|. This action is based on BOFTYs September 15 letter. 


II. To prevent Ching Hwee from exporting SHTC commodities 
without approval 

inspections of machine tools exported to Iran 

North Korea 

any findings of illegal exports of SHTC commodities. 


(End text of letter) 


Increased Number of Export Licenses 


4. (SBU) A separate document received via fax from BOFT on 
October 1 shows the number of export licenses granted in 2002 
was 5 

2363; and in the second quarter of 2004 was 2442. The number 
of licenses granted in first two quarters of 2004 represented 
year-on-year increases of 41.9 and 32.6 percent respectively. 
BOFT suggested the numbers were up partly because of 
increased awareness among businesses of the need for export 
licenses. 


Invitation to Join BOFT/Customs Training Excursion 


5. (SBU) AIT has accepted an invitation from BOFT to join a 
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BOFT-organized training program for Taiwan Customs officers. 
The training will involve visits on October 22 to two machine 
tool companies in the Taichung area (Victor Taichung 
Machinery Works Company 

Industries Company 

give Customs officers a better understanding of the different 
types and technologies of machine tools. 


Technology Transfer Legislation 


6. (C) BOFT informed AIT in a telephone conversation on 
October 1 that it is trying hard to persuade Taiwan\'s NSC to 
permit it to provide AIT with a draft of the pending 

legislation on technology transfer. AIT asked BOFT for 
additional infomation on commodity types and destinations of 
the exports which have received SHTC permits in recent 
months 

machine tools to non-restricted countries. 
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Council\" have since stated their opposition to 
deployment 

published an informal (small and unscientific) public 
opinion survey in which six percent of Armenians stated 
their support of Armenian deployment to Iraq 

sixty percent stated their strong opposition. 


3. (SBU) Despite the initial media outcry 

the major opposition figures 

issued a statement against the deployment at the time 
the agreement with Poland became public 

the opposition leaders has made public statements on 
the issue since. The disgruntled general has softened 
his public statements 

continue to question why Russia was not consulted in 

this matter 

even 


4. (SBU) In a September 30 interview 

Serzh Sargsian reasoned that if the GOAM wants Western 
military assistance and argues that this assistance 

must be equally distributed among the nations of the 
South Caucasus 
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burden along with Georgia and Azerbaijan by deploying 
troops in Iraq and possibly Afghanistan. He further 
sought to reassure the public that Russia remains 
Armenia\'s most important international partner and key 
to Armenian national defense planning. These arguments 
are consistent with views expressed to us over the past 
month by diverse sectors ofthe GOAM including the 
Ministry of Foreign Affairs and Ministry of Defense. 

This unity of message within the GOAM usually indicates 
a strong resolve at the highest levels. 


5. (SBU) The GOAM perceives a genuine need to send 
troops to Iraq. The MFA NATO desk officer has often 
stated his concern that the West too often views 
Armenia as a friend of Russia and Iran at the expense 
of Western relations. He fears that Armenia would be 
\"left behindW as Georgia and Azerbaijan integrate more 
closely with the Europe. Along with recent agreements 
to pursue an Individual Partnership Plan with NATO 
GOAM sees cooperation in Iraq as an important means to 
remain politically linked to the West. 
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leadership in Venezuela. 


3. (C) PJ Secretary General Jose Luis Mejias told poloff 
September 29 Pu\'s post-referendum strategy is to go into the 
poor neighborhoods and make inroads into Chavez\'s support 
base. In an effort to dispel PJ\'s image as a right-wing 

party of young rich urbanites 

party to other sectors of Venezuelan society. He 

specifically mentioned the possibility that Causa R 

former presidential hopeful and labor activist Andres 
Velasquez 

Pueblo\'s Antonio Ledezma separated from the Coordinadora just 
days before (ref a).) Mejias said PJ is not focused on the 
October 31 elections for governors and mayors as PJ has only 
a handful of likely winners. He said PJ is instead more 
focused on the 2005 National Assembly elections and on 
fielding a candidate to challenge President Chavez in 2006. 


4. (C) Mejias described PJ\'s departure from the Coordinadora 
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as a political necessity. He said the Coordinadora was 
\"practically dead\" and no longer served PJVs interests. He 
added that Accion Democratica and Proyecto Venezuela had also 
quit the Coordinadora though without fanfare. Mejias said 
only three areas of cooperation currently among opposition 
groups remain. First 

parties continue to meet regularly to work out single 
opposition candidacies to face pro-Chavez candidates in the 
regional elections. Mejias was pessimistic on this point 
however 

candidacies. Second 

continue their common negotiation with the National Electoral 
Council (CNE) to secure acceptable conditions for the 
regional elections. Third 

including PJ representatives 

Tulio Alvarez to pursue fraud charges related to the recall 
referendum (ref b). Mejias added that the Coordinadora\'s 
political committee 

to hold meetings. 


5. (C) In a lunch with Coordinadora representatives Juan 
Fernandez (Gente de Petroleo) 

Miranda State Governor Enrique Mendoza) 

electoral expert with the COPEI party) 

great disappointment in the Coordinadora. He said the 
Coordinadora had become \"nothing\" and lamented that many 
groups had forsaken opposition unity to serve their own 
interests. Fernandez said he was not in agreement with 
Mendoza\'s decision to hand control of the Coordinadora over 


to Pompeyo Marquez 

lacks vision. Thiman criticized the MAS party and its 
associated NGOs as \"a bunch of leftists\" who practically 
joined the government by giving in after the referendum. 


6. (C) Fernandez 

throughout Venezuela of his organizations membership 
he saw little cooperation among opposition groups in the 
country\'s interior and predicted they would lose 
overwhelmingly in the regional elections. He asserted that 
Chavez is already trying to build a \"Chavista-lite\" 
opposition 

Chavez\'s traditional opponents and play the part of a loyal 
opposition. 


7. (C) The passing of the referendum eliminated the cohesive 
force that maintained unity with the Coordinadora. Parties 
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with a wisp of political future are protecting their 

interests by participating in the elections while others 
(mostly opposition NGOs) are attributing to themselves the 
moral high ground and withdrawing 

The result for the time being is the re-fragmentation of the 
opposition. Primero Justicia is the first major party to 
leave the Coordinadora. PJ has always fancied itself as a 
\"party of the future\" and so it is not surprising it would 

not linger around the political corpse of the Coordinadora. 
The party faces a challenge 

image and cast itself as an organization with popular roots. 


Brownfield 
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5. (SBU) Local newspaper \"This Day\" published excerpts from 
President Obasanjo\'s Independence Day address. President 

Obasanjo emphasized the need to respond to grievances in the 

Delta region: \"We are talking to those | described as 

rascally elements from the Niger Delta in the efforts to open 

lines of dialogue and peace as they feel aggrieved by their 

authorities.\" However 

tolerate \"acts that would mortgage or compromise the 

interests of the majority.\" He also reassured listeners that 

peace negotiations were continuing 

officials to respond to the needs of their communities: \"A 

rapprochement is taking place 

harmony will return to the Niger Delta. The obvious 

assessment so far is that not much impact has been made on 

the lives and living standards of most ordinary people of the 

Niger Delta. In the interest of security and stability of 

the Niger Delta in particular and Nigeria in general 

appeal to those elected official of the region whose efforts 

are not measured up to expectations 

to be more alive to their responsibilities and the plight of 

the people they are elected to govern.\" (Comment: To some 

extent 

attempt 

criticism that by opening dialogue with the militants 

only encouraging future miscreancy. It is also noteworthy 

that he primarily blamed local and state elected officials 

for the sorry state of affairs in the Delta. End comment.) 


6. (SBU) However 
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carrot and stick approach 

reminder to Asari and others. Newspapers report that a 
significant military presence has been established in Asari\'s 
village of Buguma. 


ACS 


7. (SBU) No incidents involving AMCITs have been reported. 
BROWNE 
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improvement in infrastructure and services following years of 
economic boom. In announcing his new cabinet 

would maintain the government\'s strong economic program 
while seeking to improve infrastructure 

education. The only foreign policy issue he mentioned is the 
Northern Ireland peace process 

forward 

participants in the Department of State\'s International 
Visitor programs: Mary Coughlan 

Mary Harney 

was done for domestic reasons and is not likely to lead to 
major changes in foreign policy. Directors General at DFA 
told us they expect FM Dermot Ahern (no relation to the PM) 
to continue the government\'s current foreign policy. His 
calendar will be driven by events 

personal agenda. Thus 

lan Paisley on September 30 

GAERC in October. DFA officials also say that decisions on 
Ireland\'s participation in EU battle groups have been on hold 
pending the cabinet re-shuffle. We expect consistency in 
Irish foreign 

seeks to find money on the margins to improve social services 
and infrastructure. End Summary and Comment. 


The new cabinet is as follows: 
2. (U) Dermot Ahern: Minister of Foreign Affairs 


Ahern moves to Foreign Affairs from his position as Minister 
of Communications 

considered well-versed on Northern Ireland issues 
represented Louth 

Parliament) 

discuss Northern Ireland with lan Paisley during the DUP 
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leader 

served as Government Chief Whip in 1991-92. He received a 
junior ministerial portfolio as Minister of State at the 
Departments of Taoiseach and Defense in that same period. 
Ahern is sometimes mentioned as a possible future party 
leader. He is not related to PM Ahern but is considered to 

be very close to the PM. 


3. (SBU) Brian Cowen: Minister of Finance 


Cowen 

surprising of the Cabinet changes 

former Finance Minister Charlie McCreevy was tapped in August 
to become EU Internal Market Commissioner. A TD since 1984 
the 44-year-old Cowen is widely believed to be PM Ahern 
preferred successor as party and government leader 
appointment appears designed to round out his qualifications 
for those positions. Formerly 

Labor 

Energy 

Minister in 2000 and was widely lauded for his handling of 

the Irish EU presidency 

on the EU constitution. At Finance 

budget surplus will position Cowen to enhance social services 
as part of Fianna Fail 

political image. Cowen is currently being coached by Irish 
economist 

future Taoiseach. 


4. (C) Willie OVDea : Minister of Defense 


O 

Department of Justice 

responsibility for Equality Issues. He was first elected to 
the Dail in 1982. His political career includes appointments 
as Minister of State at the Department of Education in 1997 
Minister of State at the Department of Justice and Health in 
1993 and Minister of State at the Department of Justice in 
1992-93. O 

Defense-related issues. However 

His appointment reflects his vote-getting potential 

defense expertise. The United Kingdom is very disappointed 
by this appointment. 

5. (U) Micheal Martin: Minister of Enterprise 

Employment 


Martin 

Minister since 2000. A 2003 poll showed Martin as the most 
popular choice among voters to succeed PM Ahern 

appears to favor new Finance Minister Cowen. Martin is 
considered a media hound and is best known for having pushed 
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through the world 

enclosed public places 

2004. Earlier in 2001 

improve public health services 

remains plagued by hospital waiting lists 

administrative bureaucracy 

coverage. Martin has represented Cork in the Dail since 1989 
and is the first Fianna Fail Minister of Enterprise 

and Employment since that year. His appointment to this key 
ministry gives his career a boost. 


6. (SBU) Mary Harney: Minister of Health and Children 
Prime Minister (Tanaiste) 


Harney retains the office of Deputy Prime Minister 

(Tanaiste) 

previous post as Minister for Enterprise 

Employment. If the government as a whole needs to show the 
Irish that it has a heart 

need to do so even more; hence 

ministry to a social ministry. Political commentators see 
Harney 

has only two years to demonstrate change in a dysfunctional 
health care system. If she fails 

take the blame; if she succeeds 

credit with Fianna Fail. An Embassy contact suggested that 
the hospital hardships encountered by Harney 

mother may have increased the Tanaiste\'s personal interest in 
the health portfolio. She is a parliamentary veteran 

entered the Irish senate in 1977 as its youngest ever member 
at age 24. In 1985 

up a new right-of center political party 

Democrats (PD). In 1989 

several coalitions with Fianna Fil and later served as 

Minister of State for the Environment. 


7. (U) Mary Coughlan: Minister for Agriculture and Food 
Fianna Fail 


Coughlan is the first woman to hold the agriculture 

portfolio 

conservative nature of the farming sector. She was appointed 
Minister for Social and Family Affairs in 2002 after serving 

as Minister of State at the Department of Arts 

Gaeltacht and the Islands. She has represented the 
electorate of Donegal South West since 1987. 


8. (SBU) Martin Cullen: Minister of Transport 


Cullen moves from the Department of Environment and Local 
Government 
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was first elected as a Progressive Democrat TD for Waterford 
in 1987. He lost his Dil seat in 1989 

Dil in 1992 

Cullen faced criticism for his Department 

to introduce electronic voting in June 

according to the September 28 Comptroller General 

cost taxpayers euro 50 million. He has a tendency to 
grandstand for political purposes 

mid-September 

that a maritime plutonium shipment would not pass through 
Irish waters. In his new portfolio he will face questions 
about the prospects for Aer Lingus 

liberalizing the U.S.-Ireland civil aviation agreement. 


9. (U) Mary Hanafin: Minister of Education and Science 
Fianna Fail 


Hanafin was first elected to the Dail in 1997 

Dun Laoghaire 

female vote-getter in parliament and promoted that year to 
Chief Whip and Minister of State at the Department of 
Defense. As Chief Whip 

party discipline. She is a convent educated 

secondary school teacher. 


10. (SBU) Dick Roche: Minister of Environment and Local 
Government 


Roche 

to the Cabinet from his position as Minister of State for the 
EU at the Department of Foreign Affairs 

praise during the EU presidency. Roche 

Minister Cowen 

2003 and is credited with reversing the electorate 
rejection of Nice the previous year. He is close to PM 
Ahern 

campaign for the leadership of Fianna Fail in the early 
1990 

pressure to revisit the government 

not to impose taxes on carbon emissions 

criticized by leading Irish think-tanks. Roche is a good 
friend to the US 

appointment. 


11. (U) Noel Dempsey: Minister for Communications 
Natural Resources 


Dempsey most recently served in the Cabinet as Minister for 
Education and Science 

reintroduce college-level tuition 

move. He was Chief Whip in 1993-94 and was named Minister 
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for the Environment and Local Government in 1997. He has 
represented the constituency of Meath in the Dil since 1987. 


12. (U) Seamus Brennan: Minister of Social and Family 
Affairs 


Brennan\'s move is seen as a demotion from his position at 
Transport 

to remain at Transport or take a new economic portfolio 
accepted Social and Family Affairs when it became evident 
after tense September 29 meetings with the Taoiseach 
might lose a Cabinet position altogether. According to local 
economists 

Brennan 

Rianta 

1981 and had previously served as Chief Whip and as Minister 
in the Departments of Tourism 


13. (U) The following retained their cabinet seats: 
John O 

Fail 

Eamon O 

Fail 

Michael McDowell: Justice 

Progressive Democrats. 
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THAT AL JAZEERA ABUSED ITS FREEDOM OF EXPRESSION BY DEB/ 
WHETHER THE BEHEADING OF INNOCENT CIVILIANS IN IRAQ IS A 
JUSTIFIED METHOD OF RESISTANCE. END SUMMARY. 


2. UNDER THE HEADLINE \"IS AL JAZEERA ALLOWED TO ADVOCATI 
BEHADINGS?\" YOUSSEF M. IBRAHIM OPINED IN VAL ITTIHAD\" 09/27 
(ARABIC DAILY 

85 


\"Imagine a television talk show where the hosts debate the merits 
and demerits of cannibalism 

kill people to eat their flesh 

the air on prime time. 

This past Tuesday 

Al Jazeera\'s program Counter Direction or \"Al etijah Al Muaakess\" 
went well beyond. 

Al Qassem hosted an Egyptian guest who over an entire hour was 
allowed to advocate 
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hostages in Iraq as a legitimate act of resistance to what he 
called \"these American dogs\" 

who are of many different nationalities 

civilians 

They are all mercenaries 

of the Al Jazeera network cheered him on. Truly 

shame is not afraid. Arabism and Islam have nothing to do with 
such people. 

Where does Al Jazeera 

Arab-speaking viewers 

a talk show tantamount to issuing a fatwa 

in the name of Islam and God or Arab Nationalism? 

Does Al Qassem and his network appreciate how much damage they 
are doing to the religion of 1.2 billion Muslims 

polluting the minds of many who watched him dish out this 
garbage? 

Al Qassem 

messy 

As the host of this unbelievable conversation 

prompted 

commentator arguing that people having their heads severed from 
their bodies in the most savage of ways is okay in the name of 
resistance to American occupation 

the Americans a lesson. 

How about what this teaches Arab children? What will they retain 
when they hear gratuitous invitations to kill 

demean and ostracize \"the other\" 

aid workers 

came to help Arabs of Iraq. 

In Al Qassem\'s television show the opposing view guest 

who argued hopelessly that such savagery is inhuman 

loss for words. Who would not be? 

There is a point where freedom of expression in the media stops 
and advocating irresponsible bloody savagery begins. Clearly Al 
Jazeera and Feyssal Al Qassem have no idea where that point is. 
Sponsors 

on him 

Muslims and the whole civilized world for this smear. 

Like it or not 

speaking people. This is a public trust. If a satellite channel 
claims to speak in the name of Arabs 

must make sure it does not spit where it eats. 

Al Jazeera has absolutely no right to allow ignorant 

reckless anchormen to further soil the reputation of all Muslims 
and Arabs by debating decapitation of human beings. There are no 
pros and cons here. And it is not the first time Al Jazeera has 
done that. For years it has given prime time to the rabid 
Egyptian so-called religious leader 

an edict allowing the killing of Americans in Iraq and wife 
beating. The other day Al Itihad 

its credit 
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Muslims. Abdelrahman Al Rashed 

Arabic network Al Arabiya 

saying he is polluting minds and shaming Muslims. It is now up to 
the Qatari government to stop these charades. 

All this comes shortly after Al Azhar 

Sumni Islam 

of anyone being carried out in Iraq in the name of Islam. 

What\'s worse is that in an electronic voting on the issue a huge 
majority of Al Jazeera\'s viewers encouraged decapitation while 
less than 10 per cent voted against. 

The calamity that most of those who voted for it were Arabs and 
Muslims living in the West with free access to the internet 
enjoying the full freedom of Western democracies. 

What does this say? That Al Jazeera has successfully polluted the 
minds of millions who should think differently 

seriously suffer from schizophrenia. 

Is it a surprise that prominent psychiatrists say that 10 per 

cent of Arab children do not sleep for ten days after viewing 

such repulsive kidnap-and-behead-industry photos and images of 
people begging for their lives with masked men standing behind 
defaming the Holy Quran by holding it up high. 

If adults are confused 

friend 

in which she said 

nation-rebuilding. This is a big 

Indeed as long as people such as Al Qassem are not checked 
are in trouble. 

\" 
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\"Creative genius in music and movies can entertain. Creative 
genius in medicine can heal and save lives. Although it has 
been argued 

products facilitate the free flow of information 

fact merely feed off someone else\'s creativity. It is not a 
victimless crime when unscrupulous operators want to turn a 
profit on someone else\'s intellectual property. The 
combined economic loss for the South African economy is 
huge. Intellectual Property theft is sometimes perceived as 
being a problem that only affects the bottom line of huge 
companies. Last week | had a meeting with the South African 
Trade Union of Musicians called MUSA. | can assure you that 
individual musicians in the rural areas of our country are 

as concerned about the effect that piracy has on their 
livelihood as any of the affected multi-national companies.\" 


5. USPTO Attorney Advisor Michael Adlin delivered well- 
received presentations on counterfeit medicines and 
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effective enforcement tools against optical disc and digital 
piracy. A representative of the SA Department of Health 
discussed enforcement using the Medicines Control Act. A 
Department of Trade and Industry (DTI) official discussed 
optical disc and digital piracy. (Note: She will attend 

the USPTO Enforcement Academy program in October 2004.) The 
Chairman of the Business Software Alliance (BSA) discussed 
software piracy issues. The group marketing director of 
Johnnic Communications spoke on the importance of IPR 
enforcement for the film industry. The Superintendent of 

the Computer Unit of the South African Police Force 
discussed investigative techniques along with two 
representatives of the South African Revenue Service. 


Seminar for Prosecutors 


6. On September 21 IPACT hosted a seminar for South African 
prosecutors. IPACT invited nearly 100 prosecutors and 
nearly all of them attended the one-day event held at 
Microsoft\'s new offices. Private sector attorneys 
specializing in IPR law focused on South Africa\'s 
Counterfeit Goods Act 

enforcement issues 

pirated goods. There were also sections on expert evidence 
preparation 

workshops. IPACT described the event as a public private 
partnership. 


FRAZER 
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reports that in a meeting of US and Turkish officials at the 
Habur border gate on September 22 

Corkery said that US forces are doing their best to protect 
Turkish truck drivers in Iraq. According to the report 
Corkery told the Turks that the US 

security firm 

convoys. Corkery added that from the Turkish border to the 
town of Filfil 

for every 100 Turkish trucks. South of Filfil 

of security vehicles is increased to 15. Col. Corkery 
reportedly claimed that most of the Turks who have been 
attacked or kidnapped on Iraqi roads have failed to keep up 
with the convoy or have had mechanical breakdowns which have 
left them stranded by the roadside. He reportedly urged the 
Turkish side to ensure that the trucks entering Iraq are 
relatively new and in good working condition. 


Syria Releases Turkish Truckers: The Turkish press reported 


Column 3 
this morning that all 27 Turkish truckers detained in recent 
days by Syria for alleged diesel smuggling have now been 
released. 


EU Commission study on Turkey\'s EU drive: According to 
research by the European Commission on the impact of 
Turkey\'s prospective membership on the European bloc 
may have to wait until "well into the next decade\' to join 
the EU. 

The EU will evolve over this period 

even more radically 

noted that the economic impact of Turkey\'s accession would 
be positive for the EU 

added that Turkey has the material capacity to make a 
significant contribution to EU security and defense policy. 
“Turkey being a member of the EU would give the union 
greater weight in regional and world affairs 

concluded. The study also recognized that Turkey\'s 
accession process will be different from other new members 
because of the combined impact of Turkey\'s population 
geographical location 

potential. It stressed that the successful incorporation of 
Turkey in the EU would give clear evidence to the Muslim 
world that their religious beliefs are compatible with EU 
values. The study said that “as an ally of the United 

States 

modernization in the Middle East.\' 


EU criteria on non-Muslims\' religious rights: Islamist- 
oriented \"Yeni Safak\" reports on its front page that the AK 
Party government is working to upgrade religious freedoms to 
a level consistent with the Copenhagen Criteria. The EU 
requires that priority be given to non-Muslims on the issue 

of religious freedoms 

churches have been opened for worship in Diyarbakir and 
Antalya 

being restored. As requested by the EU enlargement report 
for 2003 

BahaVi pertaining to places of worship. A garden in Edirne 
province deemed sacred by the community has been returned to 
the Baha\'i. A friendly resolution of a case taken to the 
European Court of Human Rights (ECHR) by the Asuncion 
Priests gave land previously confiscated by the state back 

to the congregation. Several non-Muslim religious 
foundations have been granted the right to acquire real 
estate and to open places of worship. A bill envisaging the 
return of property to non-Muslim foundations is to be 
submitted to parliament soon 


Johnson criticizes torture applied by Americans: Douglas 
Johnson 
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Torture 

Human Rights\' in Ankara that the United States has been 
‘deeply disgraced\' by incidents of torture during 
interrogations at Abu Ghraib 

‘Fear has made the American nation tolerant of torture 
Johnson said. For many years 

the US government on the issue of torture in Turkey. “Fear 
of terrorism can be no pretext for torture 

stressed 

nation to leave aside torture as a method of interrogation.Y 


EDITORIAL OPINION: Campaign against terrorism/lraq 


\"Syria and Iran are the new US targets\" 

Hasan Unal argued in the Islamist-intellectual Zaman (10/1): 
\"The current US psychology is very similar to the post- 
Vietnam syndrome. After the Vietnam failure 

war industry wanted to expand the "war to a larger area. 
After the Kennedy administration 

goal 

failure 

similar mentality. If Bush is re-elected there will be no 
chance to block the military industrial lobby. Currently 

the expansion of the war psychology in the Bush 
administration is gaining full support. This support comes 
not only from the arms and oil lobbies 

media and financial sectors. You might view these last two 
as a kind of "Jewish lobby.\' These groups are obsessed with 
Israel's security. Their approach led the US into the 
occupation of Iraq 

Things did not work out well for the US in Iraq 

threat against Iran and Syria has not diminished at all. It 

is growing with every passing day. In the current 
atmosphere 

Israel will collaborate in an attack against Iran. Syria is 
also on the list 

military operation from the outside.\" 


\"Turkey is No Longer in Iraq\" 

Mehmet Ali Birand opined in the mass appeal \"Posta\" (10/1): 
\"No matter what our officials say 

has no influence left on developments in Iraq. Moreover 
Turkey fails to understand these developments in detail. 
Although some claim that Turkey is lucky not to be involved 
in Iraq 

happens in Iraq reflects directly on Turkey. Iran filled 
Turkey\'s place immediately 

developments in Iraq. Behind the US reaction to Iran\'s 
nuclear program lies the influence Iran has on the Iraqi 
Shiites. Turkey\'s current policy is based on two factors: 
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one is the Turkmen population. Ankara believes that the only 
way to have a say in Iraq is to arm Turkmen groups. 
Developments in Northern Iraq are still under the control of 
the military. Neither the Foreign Ministry nor the National 
Intelligence Organization are present. All information 
comes through the military 

formulated from the military\'s perspective. The second 
factor is the Kurds. Ankara follows its traditional stance 

on this issue. In other words 

Kurds will declare independence. Significant pressure is 
being applied to ensure that the Kurds don\'t get Kirkuk. 
This policy is based on a deep distrust of Kurds. The 
situation in Iraq is deteriorating daily. There are rumors 
that the US will withdraw from Iraq before stability is 
established. Under such circumstances 

for Turkey to remain blind to the situation. However 

more active role in Iraq depends on certain changes in 
Turkish policy. No matter how much we organize or arm them 
the Turkmen population cannot fight. They are mostly middle 
class civil servants. Instead of urging them to fight 

should find a different way to protect them. The Shiite 
Turkmen should not be left out; they should also be taken 
under Turkey\'s protective umbrella. The only way that 
Turkey can be involved and have some influence in 
developments in Iraq is through the Kurds in Northern Iraq. 
Despite their mutual distrust 

linked in the future. The Kurds should know that without 
Turkey they will never be secure. If a civil war erupts in 
Iraq 

is not something that only concerns Turkey. The Kurds 
should rethink their approach as well. We don\'t have to 
like each other 

interests bring countries together." 


EDELMAN 
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can delay or derail Croatia\'s EU aspirations. END SUMMARY 
AND COMMENT. 


MARITIME BOUNDARY 


4. (SBU) Croatia bases its maritime boundary case on its 
reading of the UN Convention on the Law of Sea 

legal department claims establishes guidelines for delimiting 
territorial seas in bays based on Wequidistance. (Comment: 
UNCLOS also allows for exceptions based on historical title 
or special circumstance.) Despairing of a negotiated solution 
that would meet its political needs 


Column 3 
public statements its strong preference for binding 
arbitration. 


5. (SBU) Controversy surrounds a 2001 agreement between 
Croatia and Slovenia (always referred to by Croatian 
authorities as a \"draft\" document) 

then-PM Racan\'s representative but repudiated by Parliament 
and never signed. The GoC maintains the agreement has no 
legal force. The document 

apparently grants Slovenia a corridor through the Adriatic in 
order to give it \"contact\" with the open sea 

national uproar and nearly brought down Racan\'s government. 
The Croatian MFA has expressed frustration at GoS insistence 
in keeping the 2001 document alive. 


LAND BORDER 


6. (U) Increased tension over the maritime boundary has 
deepened divisions over the land border. Stunts and 
provocations by both sides -- police interdictions of fishing 
vessels 

September 22 arrest of several Slovenian parliamentarians by 
Croatian police for refusing to provide identity papers while 
crossing an international border -- kept the controversy in 

the headlines throughout August and September (ref c). 


7. (SBU) On the land border issue 

of the Badinter Commission 

established by the EU in the early 1990s to determine borders 
within the former Yugoslavia. According to the Badinter 
Commission 

international borders of the new states should be the same as 
the internal borders of the Yugoslav Republics. This 
\"Badinter principle\" is noted in both the Croatian and 
Slovenian declarations of independence. Thus 

considers the land border question closed. (NOTE: The 
Badinter group did not address the maritime boundary 

there were no internal maritime borders in the former 
Yugoslavia.) 


8. (SBU) The MFA asserts that the repudiated 2001 initialed 
agreement made only small administrative changes to the land 
border 

press reports characterize these as major land concessions 


but if that was the case 
the Croatian parliament. 


FISHING AND ENVIRONMENTAL PROTECTION ZONE 
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9. (SBU) These maritime boundary and land border problems 
have intensified at an inopportune time 

Croatia 

in the northern Adriatic enters into force October 3. As a 
political concession to Italy and Slovenia in the run-up to a 
decision on Croatian EU candidate status 

apply to EU member states (reftels A and C). The latest 
chapter in a muddled history on Adriatic fishing rights 
including a 1996 bilateral non-interdiction agreement for 
Slovenian and Croatian fishermen 

authority to interdict only non-EU flag vessels fishing in 

the zone. Since the bilateral non-interdiction agreement 
expired with Slovenia\'s EU accession in May 2004 

police have begun stopping Croatian flagged fishing vessels 
(reftel B) and Croatian police have responded by escorting 
Croatian fishermen operating near the equidistance boundary. 


WONVT GO AWAY AFTER OCTOBER 3 


10. (SBU) While much of recent Slovenian rhetoric seems to 

be political electioneering 

that matters deeply to both countries. According to the MFA 

and EC delegation contacts 

maritime boundary question because the EU has no competency 
over territorial seas. Croatian officials fear Slovenia will 

block Croatia 

international arbitration will be impossible for the GoC to 

sell to its public. 


11. (U) Embassy Ljubljana has seen this cable. 
FRANK 
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countries of the former Soviet Union. 


3. (U) A Turkish Foreign Trade Undersecretariat 
official told us that the textile and apparel industry 
accounts for 13.5 percent of GNP and 18.7 percent of 
manufacturing production. These sectors\' share is 11 
percent of total employment and 30 percent of 
manufacturing sector employment. The sectors\' share in 
total exports is 33.2 percent. IHKIB states that the 
textiles and apparel sectors account for 10.6 percent 
of the Turkish GDP 

production 

force 


Column 3 
(Note: the official total employment figure is 19.9 
million. End Note.) 


4. (U) In 2003 

the U.S. were USD 1.7 billion 

exports (USD 47.1 billion). Turkey\'s textile and 
apparel exports to the U.S. account for 12 percent of 
its total textile and apparel exports. According to the 
IHKIB 

Turkey is the 19th-largest apparel supplier to the U.S. 
market 

textile supplier 


5. (U) Turkey is also the second-largest apparel 
supplier to the EU market 

percent 

EU 

in Turkey\'s total textile and apparel exports was 64.7 
percent (USD 9.6 billion) in 2003 or 20.4 percent of 
Turkey\'s total exports. ITKIB claims Turkey will lose 
30 percent of its EU market share after 2005 

FTU estimates a loss of about 20 percent. 


6. (U) IHKB contends that removal of quotas will cause 
1 million workers to lose their jobs in Turkey 

annual export losses forecasted at USD 6 billion. 
Turkish exporters have lobbied to delay removal of 
quotas to 2008 

industry associations in 52 countries so far 

in the U.S. 


7. (SBU) FTU officials have told us that 
sympathizes with the position taken in the Istanbul 
Initiative 

removal of quotas. 


8. (U) Embassy\'s points of contact on textile issues 
are Economic Officer Aldo Sirotic and Economic 
Specialist Defne Sadiklar. Both can be reached at 
telephone 90 312 455-5555. 


Comment 


9. (U) Sector-based employment data is difficult to 
obtain in Turkey. The National Statistics Institute 

(DIE) releases general employment data on a quarterly 
basis. Its statistical methods are being questioned by 
international organizations such as the IMF and the 
World Bank. For sectoral employment data 

refers to business organizations\' reports like the 
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IHKIB\'s. 


10. (U) Turkey\'s gray economy is large - by some 
estimates as large as the formal economy. The textiles 
and apparel industries depend on low-wage labor and a 
significant portion of the industry is outside the 

formal economy. While intensified competition may lead 
to job losses reflected in official statistics 

likely that at least some of these jobs will shift from 

the formal to informal economy. 


11. (U) In the Turkish business community 

very wide range of opinion as to the effect of fully 
integrating textiles and apparel into the WTO system 
ranging from dire warnings of as many as two million 
jobs to be lost to others which believe that the impact 
will be much more limited. Embassy will report further 
on these prognoses in conjunction with the end of the 
quota system. 

EDELMAN 


5. (SBU) Local newspaper \"This Day\" published excerpts from 
President Obasanjo\'s Independence Day address. President 

Obasanjo emphasized the need to respond to grievances in the 

Delta region: \"We are talking to those | described as 

rascally elements from the Niger Delta in the efforts to open 

lines of dialogue and peace as they feel aggrieved by their 

authorities.\" However 

tolerate \"acts that would mortgage or compromise the 

interests of the majority.\" He also reassured listeners that 

peace negotiations were continuing 

officials to respond to the needs of their communities: \"A 

rapprochement is taking place 

harmony will return to the Niger Delta. The obvious 

assessment so far is that not much impact has been made on 

the lives and living standards of most ordinary people of the 

Niger Delta. In the interest of security and stability of 

the Niger Delta in particular and Nigeria in general 

appeal to those elected official of the region whose efforts 

are not measured up to expectations 

to be more alive to their responsibilities and the plight of 

the people they are elected to govern.\" (Comment: To some 

extent 

attempt 

criticism that by opening dialogue with the militants 

only encouraging future miscreancy. It is also noteworthy 

that he primarily blamed local and state elected officials 
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for the sorry state of affairs in the Delta. End comment.) 


6. (SBU) However 

carrot and stick approach 

reminder to Asari and others. Newspapers report that a 
significant military presence has been established in Asari\'s 
village of Buguma. 


ACS 


7. (SBU) No incidents involving AMCITs have been reported. 
BROWNE 
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external analysts have suggested. End Summary. 


2. (Sbu) Economic analysts tend to see the single greatest 
financial risk to the Turkish economy over the coming year or 
two as the risk that the build-up in the current account 

deficit could lead to a sudden 

in which the Turkish lira falls precipitously and short-term 
portfolio investors head for the exits. In recent weeks 
however 

mitigate against this scenario 

extent of the disruption. 


Consumer Goods Import Surge Mainly Autos: 


3. (Sbu) Both Memduh Akcay 

Relations at the Turkish Treasury 

Merrill Lynch/London 

surge in durable imports is unlikely to continue at the same 
pace. Akcay pointed out that when durables (especially cars) 
are excluded from consumer goods imports 

imports has hardly grown at all in 2004. Note: Economists\' 
worries about import growth focus on consumer goods imports 
on the theory that capital goods imports--which grew 76% in 
the first seven months of 2004 compared to the same period in 
2003--are a proxy for investment. Unlike these two 
fast-growing categories 

shown only modest growth. If one assumes the boom in car 
sales is likely to taper off (see below) 

that the growth in consumer goods imports should not be a 
cause for worry. End Note. In a similar 

vein 

interlocutors view the current account deficit as largely 
self-correcting 

He added that IMF staff believe the GOT officials are at 

least partially right about the self-correcting nature of the 
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current account deficit 


4. (Sbu) Central Bank data suggests Akcay may be right: for 
the first seven months of 2004 

parts imports grew 173 percent 

roughly equating to the $3.99 billion increase in total 
consumer goods imports. With tax incentives on turning in 
old cars to buy new ones now halved 

year-end 

down. Simsek of Merrill Lynch 

than Akcay 

demand for durable goods is pent-up demand from the crisis 
and immediate post-crisis period 

more than one car or refrigerator every few years 

the growth is likely to taper off. Indeed 

data shows some tapering off 

sales having peaked in April and declining each month 
thereafter. In July 

while sales of imported vehicles fell 11.3%. Trade balance 
data for August 

on September 30 

parts imports further declining 20% month-on-month 

some of this decline could be attributable to seasonal 
factors. Simsek added 

be excluded: if a continued fall in interest rates makes 
durable purchases affordable to a broader group of consumers 
the durables growth could continue. 


\"Hot Money!" Is Really Lukewarm: 


5. (Sbu) Another potential cushion against a steep fall in 
markets is the behavior of short-term foreign portfolio 
investors. Baturalp Candemir of HC Istanbul said that in the 
April-May sell-off 

completely liquidate their positions in Turkish lira assets 
preferring to maintain a large portion of their holdings and 
hope that markets would come back. According to Candemir 
investors simply did not want to incur large losses in a 

rapidly falling--and illiquid--market when there was a 
reasonable chance that Turkish bonds and bills would come 
back up in price. For this reason Candemir does not expect a 
market correction to turn into a rout under all but the most 
extreme circumstances. Ann Wyman of Citigroup\'s London 
office made a similar point: the investors who have pulled 

out during sell-offs are the ones who have lost money in 
Turkey. Even people who were holding Turkish assets in the 
crisis made money if they held their positions rather than 
selling. 


Signs of Foreign Direct Investment: 


Column 3 


5. (Sbu) A third factor that would mitigate against an 

alarmist current account deficit scenario would be an 
increase in Foreign Direct Investment. Though FDI continues 
to be far below Turkey\'s potential or the flows for 

comparator countries--there are signs of an increase from 
previous years. Central Bank balance of payments data show 
FDI of $1.3 billion for the first seven months of 2004 
compared to $344 million for the first seven months of 2004. 
There is also considerable anecdotal evidence of corporate 
plans to expand capacity 

expected to reach something on the order of 10 percent for 
2004 


6. (Sbu) Though it may not be traditional FDI--in the sense 
of foreign corporate equity investment in Turkey--there is 
another line in the capital account suggesting there has been 
a surge of long-term capital flowing into Turkey\'s private 
sector. Both Kubilay Cinemre of Garanti Bank and Emin Ozturk 
of Bender Securities 

in non-bank private sector long-term borrowings in the 
balance of payments statistics. This category jumped from a 
negative $155 in the first seven months of 2003 to a positive 
$3.13 billion in the first seven months of 2004. Ozturk and 
Cinemre both felt this was an indicator of Turkish companies 
borrowing offshore to finance investments. (Note: Other 
Istanbul bank contacts pointed out that the Turkish tax code 
makes it attractive for Turkish banks to use offshore 
subsidiaries to lend to Turkish borrowers. The risk 
associated with foreign borrowing by Turkish corporates was 
not addressed by Ozturk and Cinemre. If the increase in this 
line item represents local corporates taking on additional 
foreign exchange risk through external borrowing 

be an increase in vulnerability. If on the other hand 

Turkish corporates foreign exposure is hedged through a 
stream of exports or through hedging instruments 

less of a concern. End note.) 


How Good News Could Lead to a Bad Scenario: 


7. (Sbu) Though the factors cited above may cushion the risk 
of a sharp correction 

these factors could be offset by \"too much\" good news. Both 
Emin Ozturk and a visiting Fed economist laid out a scenario 
in which good news on the EU accession front 

the IMF negotiations 

portfolio investment 

EU accession. Under this scenario 
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exacerbate the overvaluation of the lira 

consumer goods imports 

build-up in the current account deficit. Under this 

scenario 

more violent. But even in this scenario 

there would be a depreciation as steep as 40 or 50% 
thought such a correction would be manageable. None of the 
four Istanbul analysts at a recent roundtable discussion with 
econoffs 

disagrees with Ozturk on this. In other words 

subscribe to the \"maxi-devaluation\" scenario suggested by a 
Moody\'s analyst and at least one U.S.-based emerging market 
analyst. 


8. (Sbu) Comment: The behavior of markets over the past year 
and comments by investment advisors like Wyman 

credibility to Ozturk\'s scenario 

market investors simply cannot afford to be out of a market 
like Turkey\'s high-yielding lira-denominated bonds 

they expect a major crisis leading to default. In a sense 

this is the flip side of Baturalp Candemir\'s observation 

about short-term investors not running for the exits in a 
correction. These investors\' bias towards towards staying in 
could exacerbate the overvaluation/import surge problem. 


EDELMAN 
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Russia/Moldova/Georgia 

grounds for optimism regarding December OSCE Ministerials 
but both insisted that Istanbul Commitments must come before 
ratification of the Adapted CFE Treaty. The EU shares the US 
view on MONUC and the Great Lakes 

stronger mandate and higher force levels. In Afghanistan 

US is looking for a way to merge ISAF with OEF 

expands its efforts at Democracy support. On Operation 
Althea in Bosnia 

authority in DSACEUR met considerable resistance from the EU 
side. EU battlegroups are moving ahead 

that they and the NATO Response Force (NRF) will be mutually 
reinforcing. US underscored concern about lifting of EU arms 
embargoes on Libya and China. End summary. 


Sudan/Darfur 


2. (C) PDAS Bradtke pointed out the high level of interest 
within the USG over developments in Darfur. He noted that the 
Secretary had characterized the situation as \"genocide 
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SIPDIS 

giving high profile impetus to our desire to speed the 
deployment of African Union monitors. Bradtke took note of 
the significant EU contribution 

of an additional 20 million dollars. Bradtke lamented the 
apparent hesitance by the AU to accept assistance with their 
military mission on offer 

greater willingness to work with experts after meetings last 
week in New York. 


3. (C) The EU Presidency underlined the EU\'s full support for 
UNSCR 1564 

parties. The EU continues to look at options 

imposition of sanctions. Dutch Presidency representative 
Ambassador Alphons Hamer noted the urgent need to get peace 
talks back on track in October when discussions resume. The 
EU Commission is looking at ways to mobilize funds for the 
Peace Facility. Hamer referred to AU requests for planning 
assistance 

cooperation based on the AU\'s capacities. He noteda 
North/South linkage to the situation in Darfur 

was vital that all sides understand that no one can expect to 
gain from the stalemate. 


4. (C) Deputy Director General for European Defense and 
Security Policy 

fact-finding mission to the region -- said the AU needs 
assistance in planning 

Feith emphasized the need to get the right mix. He urged that 
donors focus on building AU capacity 

operations in Addis and Khartoum. He argued against a focus 
on protection forces 

remote areas. He said that the UN has shown some flexibility 
and he urged that we build on -- and phase in -- the Caemmert 
plan. Feith supports a significant police component as part 

of the overall mission in Darfur 

presence might alleviate the need for military protectors. 


5. (C) With regard to logistics 

and transport assets as well as covering accommodation costs 
for the deployed units in Darfur. He suggested continued 

close coordination with a view to arriving at a division of 

labor between the EU and the US. Feith asked for US views on 
where this coordination could best take place. On funding 
issues 

become the \"paymaster\" of the African Union. Funding 
including a tranche of funds for the Peace Facility 

undertaken with reasonable and efficient planning in place 

and it must contribute to capacity building within the AU. 

There can be no question of releasing additional funds if the 
EU is \"uncomfortable\" with the AU\'s strategic approach. In an 
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earlier meeting 

Security Policy 

envisions a larger role in Addis 

Europeans to play a major role on the ground in Darfur -- 
other than the small group of observers already there. 


6. (C) USEU Charge called for realistic engagement 

that there are three provincial capitals within Darfur 

that the AU has been unable to develop acceptable accounting 
mechanisms. He also said there was a need for planning cells 
in Addis Ababa and Khartoum. 


7. (C) Observers 

the US hope to see a force of 1500 observers deployed by the 
end of October as part of an eventual total of 3500. He said 
that meetings in New York had been used to accelerate the 
deployment process. Bradtke noted that the AU has no policing 
capability and asked who the EU would plan to work with if it 
undertook a police training mission 

security forces are part of the problem. 


8. (C) Feith outlined three options for a police mission to 

Darfur. The first would be an EU-only operation 

said was unlikely to find consensus among EU member states. 

The second option would be an ESDP mission with 50 senior 

police advisors in an EU chain of Command to mentor 

advise 

The third option would be an AU Police Mission with EU 

trainers within a Sudanese chain of command. The trainers 

would serve to steer the Sudanese command away from embarking 
on harmful or undesirable missions. 


9. (C) USEU PolMinCouns asked whether the deployment of 
unarmed monitors did not risk creating a situation where 
international observers might witness atrocities taking 

place 

saying that this would not be the case if the mandate and key 
supporting tasks for the protectors called for protection of 
civilian populations. He also said that the presence of 
unarmed observers had been shown to have a deterrent effect 
against attacks against civilians. 


10. (C) NAC-PSC Consultations. Bradtke pointed out that 
UNSYG Annan had approached both the EU and NATO seeking 
support in Darfur. Under these circumstances 

particular disadvantage that the issue could not be raised in 
NAC-PSC sessions because of the ongoing political question 
over participation by Cyprus and Malta in NATO-EU 
discussions. This made consultations difficult in an area 

that could be appropriately covered under the provisions of 

the Berlin Plus Agreements. The EU Presidency replied by 
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acknowledging that this was a strange situation 

issue could only be dealt with by all 25 EU member states. He 
urged greater contacts between the NATO International Staff 
and the EUMS as one way around the blockage. Bradtke said 
that NATO could become involved under the right 
circumstances 

representatives observed that there is a 

\"siege mentality\" within the AU 

\"non-african faces\" as part of the mission would be a 
sensitive matter. In the earlier meeting 

suggested that coordination could best be carried out via 
talks between Peter Feith and NATO Deputy Assistant Secretary 
General for Crisis Management and Operations 

Cooper recommended against holding the discussions at the 
senior political level (Solana- De Hoop Scheffer) and the 
NAC-PSC is not feasible because of the Cyprus-Malta problem. 
Cooper also suggested that it would be difficult for the AU 

to accept a NATO role. He pointed out that even with all the 
EU\'s money 

the AU HQ in Addis. \"Everything is political with the AU 
Cooper concluded. 


Georgia/Moldova: Istanbul Commitments 

11. (C) Ambassador Hamer opened the discussion by observing 
that the EU continued to insist upon fulfillment of Russia\'s 
Instanbul commitments. However 

any high expectations for the December OSCE Ministerials. On 
Moldova 

repatriation train has left Moldova this year. He said that 

the EU tries to work with Moscow within the OSCE 

is a need for the US to push the Russians in the right 

direction. The prospect is not promising for regional 
declarations at Sofia 

agreement in Moscow. 


12. (C) PDAS Bradtke expressed US appreciation for the close 
cooperation of the EU on this issue. Although we did not 
succeed in Maastricht on obtaining a ministerial declaration 

on regional issues 

US-EU visa ban on members of the Transnistrian regime was an 
example of our positive cooperation. While the US shares the 
EU\'s pessimism concerning the OSCE Ministerial 

to our bedrock principle that the Istanbul commitments must 
come before ratification of the amended CFE. Bradtke 
wondered if there were other possibilities to make progress 

on OSCE issues at the December Ministerial 

Russian Foreign Minister Lavrov had recently taken a less 
threatening posture toward the OSCE. He warned 

the Russians hold an extremely negative view of Georgian 
President Saakashvili. In his earlier meeting with Robert 
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Cooper 

critical views of the Georgian PM in meetings with the 
Secretary. The PSC Troika participants agreed that the US 


SIPDIS 
and the EU must stay in close touch in the run-up to the OSCE 
Ministerials in Sofia. 


13. (C) Ambassador Hamer suggested that Moscow has shown more 
openness to an EU role in the Caucasus. He said that EU 

envoy Talvitie believed it would be possible to bring about 

the withdrawal of 3000 Russian military personnel by 

negotiation. Both the EU and the US expressed concern over 

recent moves by Russian President Putin that bring into 

question the direction of democratic development in Russia. 

PDAS Bradtke cited a need to stay engaged with Moscow on 
Counter-Terrorism 

internal developments. 


14. (C) Robert Cooper told Bradtke that the EU had noted a 
change in atmosphere recently 

coming from FM Lavrov. He cited continuing Russian 
assertiveness vis-a-vis the Baltics 

more pronounced also with regard to Lithuania (regarding 
Kaliningrad transit). Cooper also reported that the Russians 
have told the EU that they are not ready to discuss Moldova 
since it is \"a former part of the USSR.\" According to Cooper 
the Russians are relatively pleased with the functioning of 
the NATO-Russia Council and point to it as the \"gold 
standard\" they would like to emulate in their contacts with 
the EU. Cooper said that this kind of 25 plus 1 mechanism 
would not work with the EU 

pursue it. 


MONUC/Great Lakes 

15. (C) The Presidency said the EU is supportive of a more 
robust and focused MONUC. They call for strong international 
monitoring 

information -- including satellite imagery. There is alsoa 

need for better coordination in Kinshasa. The EU has taken 
concrete steps toward a December launch of a civilian ESDP 
mission to conduct fact-finding and to help reinforce 

internal security within the DRC. This would be the first 
civilian ESDP mission outside Europe. Per Bradtke 

shares the EU\'s support for stronger MONUC mandate and force 
levels. USEU Charge pointed out the need to consider the 
Rules of Engagement for an expanded MONUC. 


Afghanistan 
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16. (C) PDAS Bradtke noted the very high US priority attached 
to elections in Afghanistan. On the positive side 

been 10 million people registered to vote 

are women. Three million refugees returned to the country. 
Bradtke credited Eurocorps with a smooth takeover of command 
of ISAF and commended the stage one expansion of ISAF. He 
said that challenges remain 

appropriate relationship between ISAF and Operation Enduring 
Freedom. Problems with warlords and narcotics traffic must be 
resolved. Bradtke said that the end-state should be a merger 
of ISAF and OEF. It remains to identify the right timeline. 


17. (C) For the EU 

and there is still great concern over the security situation. 
Democracy 

heart of EU policy in Afghanistan. The EU Election Monitoring 
Mission in Afghanistan will mobilize teams to visit Islamabad 
and Teheran to examine registration programs for 
out-of-country refugees. Bradtke commended the OSCE 
monitoring mission under Ambassador Barry. 


Operation Althea 

18. (C) Ambassador Hamer referred to what he characterized 
as an \"unhelpful\" interpretation of a NAC decision sheet that 
prevented discussions of non-Berlin Plus issues such as Sudan 
and Afghanistan in broader NATO-EU fora. On the transfer of 
SFOR to Operation Althea 

sharing 

robust situational awareness. He said there would be three 
EUFOR sectors as currently exist under SFOR: Tuzla 

and Banja Luka. He recognized that the US wants a December 2 
Transfer of Authority in Tuzla 

advise the EU. While the issue of reserves was dealt with at 
the earlier NAC-PSC (see septel) 

nations currently in SFOR would be invited to participate in 

the force generation process for EUFOR. 


19. (C) Bradtke pointed out that a number of allies find the 
costs being allocated by the EU to be exorbitant and 
disproportionate. He reaffirmed the US commitment to Bosnia 
stability 

billets in the NATO HQ and provide a number of support 
personnel to General Schook. 


20. (C) Bradtke concluded that the smooth transition process 
has shown that Berlin Plus can work 

wrong. Cooper agreed 

mechanisms were functioning 

DASCEUR to make it work smoothly. Cooper noted that Turkey 
was not helping the process with its restricted 
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interpretation of strategic cooperation. (The Greek Cypriots 
Cooper acknowledged 


21. (C) Dayton Final Authority. Bradtke identified one 
remaining point that should be resolved before debate begins 
on anew UNSCR in October. Bradtke said that the US had 
concluded there was a need to further clarify the issue of 

the successor to COMIFOR/SFOR as the final authority on 
military matters under the Dayton GFAP. Once SFOR ceased to 
exist 

someone. The US position is that this authority should be 
vested in DSACEUR as the operational commander in both the 
NATO and EUFOR chains of command. DSACEUR could then delegate 
that authority to the EUFOR commander and the NATO HQ 
commander as necessary in conjunction with delineated tasks. 
The US would not accept that the final authority be vested in 
COMEUFOR. 


22. (C) Peter Feith expressed concern about designating 
DSACEUR as the final authority. He wondered whether the US 
was trying to move the goalposts at this late date 

issue were even necessary. Feith said it was important -- 

both politically and psychologically -- that COMEUFOR not be 
seen as having any less authority than was held by COMSFOR. 
All parties have agreed that COMEUFOR will have full 

authority in addressing and assessing issues of 
non-compliance under Dayton 

qualified or delegated as suggested by the US position. 

Bradtke assured Feith that there is no ambiguity concerningCOMEUFOR\'s 
Dayton authority\" in his areas of 

responsibility 

would be vested with the \"final\" authority. Ambassador Hamer 
argued that this issue must be raised within NATO 

will deal with it. Bradtke reiterated that this was not a 

question of moving the goalposts 

lawyers. The US would prefer to resolve the issue before it 
becomes an issue for negotiation within the UNSC 

want to avoid non-participating UNSC members causing 
mischief. He argued that DSACEUR could delegate final 
authority to the commanders 

unchallenged. It was agreed that further discussions of this 
issue are needed. 


23. (C) Exchange of letters on Reserves. PDAS Bradtke 
responded to a question from Feith about an exchange of 

letters on reserves by saying that the US has not proposed 

such an exchange but supports the idea within NATO that such 
an exchange could specify how the parallel decisionmaking 
processes in NATO and the EU would work. Robert Cooper noted 
the importance of arriving at an agreement that avoided 

language on \"joint decisions\" but allows for parallel 
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decision-making\" in both NATO and the EU. 


24. (C) Kosovo. In earlier discussions 

the EUVs support for the ideas contained in the Eide Report 

and noted that doing nothing was clearly not an option. 

Bradtke said the US generally agrees with the EU\'s assessment 
of the report 


EU Battlegroups 

25 

plans for Initial Operational Capability of high-readiness 
battlegroups by 2005 

2007. The EU ambition is to be able to launch a mission 
within 5 days in response to a request from the UNSYG. The 
most probable mission would be to act as a bridging operation 
by intervening quickly in a crisis situation 

time to the UN to organize its own intervention force. Hammer 
assured Bradtke that the EU battlegroups and the NATO 
Response Force (NRF) would be mutually reinforcing 

terms of capabilities and timelines for deployment. 


26. (C) Bradtke welcomed EU initiatives to improve 
capabilities 

EU-NATO capabilities working group to ensure common 
standards. He reiterated the need to harmonize the 
battlegroups and the NRF 

NATO liaison cell within the EU. He urged further discussions 
within the Capabilities Working Group on standards and 
certification processes. 


27. (C) Hamer said that the EU envisioned a \"large number!" -- 
from 8 to 9 -- battlegroups to be eventually available to 

meet the EU ambition. He argued that the battlegroup concept 
had to be dealt with by all 25 member states under the 
principle of inclusiveness. He said that excluding Cyprus 

and Malta from discussions or participation was neither 
acceptable nor desirable. Battlegroups are seen as a 
\"welcome lever\" on capabilities development. 


Iraq 

28. (C) Per Bradtke 

around supporting the electoral process 

for a UN protection force. The assessed requirement is for 
three 600-man battalions at an estimated cost of USD 24 
million for six months. Potential troop contributors include 
Ukraine 

unresolved problems. Such a force is critical to the UN 
presence. EU funds are needed to support these deployments. 
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Bradtke asked that any planned EU police mission be closely 
coordinated with existing programs underway in Jordan. 


29. (C) Peter Feith explained that he will lead an EU 

civilian crisis management fact-finding mission to Iraq in 
mid-October to assess the possibilities for an EU police 
training mission. He foresaw a positive EU role in the areas 
of Rule of Law 

The fact-finding mission was tasked by the Council and will 
travel to Basra and Baghdad 

making broad contacts. One part of the mission will visit 
Amman. Ambassador Hamer said that the EU will be as generous 
as possible on election support via the UN Iraq Stabilization 
Fund. He wondered about the cost of the protection force -- 
projected by the UN at usd 26 million -- asking what the 
funds would be for and how they would be dispersed. 


30. (C) Bradtke offered that the bulk of the cost would be 

for salaries 

be costs for insurance associated with the force. The US 

will provide lift and sustainment resources 

salaries. He asked if there were legal restrictions on the 
CommissionVs ability to provide funds for such a protection 
force. Michel Caillouet 

that he \"could not say it was impossible\" for the Commission 
to provide funding for the inner protective circle. Both the 

US and the EU were in agreement that the 13 percent overhead 
charges proposed by the UN to act as 
administrator/disbursement agent was too high. Bradtke 
wondered whether one of the contributing nations might be 
able to perform the function by distributing money from a 
fund into which other contributors could pay. 


China/Libya Arms Embargoes 

31. (C) In an addition to the agreed agenda 

raised the issue of existing arms embargoes on China and 
Libya. He urged that the EU not lift these embargoes. On 
Libya 

not received a \"clean bill of health" There are questions 
related to an attempt on Saudi Crown Prince AbdullahWs life 
and lingering human rights concerns. The treatment of the 
Bulgarian medics held in Libya is especially troubling. 
Ambassador Hamer agreed that the treatment of the medics is 
disgraceful. He took note of the US views 

the issue of the Libyan embargo will come before the Council 
at the October 12-13 General Affairs and External Relations 
Council (GAERC). 


32. (C) Bradtke also expressed strong concern that weapons 
sold to China might be used against US forces 
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the Taiwan Straits. He also said that lifting the embargo 

would send the wrong message on human rights. Hamer said the 
US views were well known 

by the EU as it weighs its decision. He replied that even if 

the embargo were lifted 

weapons sales to China. He posited that 

remain some human rights concerns 

the same category as Zimbabwe or Sudan. 


33. (U) PDAS Bradtke has cleared this message. 
McKinley 
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Rundschau\" (a left-leaning national daily based in 

Frankfurt) 

magazine) and ARD/ZDF (the two largest TV networks) began 
reporting on Customs controls at Frankfurt Airport. In those 
reports 

documents that purportedly showed customs inspection points 
going unmanned for days (even during arrivals from high-risk 
regions) 

collection (duties on cigarettes 

passenger convenience above intercepting traffickers and 
potential terrorists 

not the police". (NOTE: The German Federal Border Police -- 
or Bundesgrenzschutz -- which operates under the purview of 
the MOI 

including at Germany\'s airports. END NOTE) 


4. (C) Fraport interlocutors indicated they understood the 
media campaign to be the result of an internal labor dispute 
involving competing unions 

Finance Union (Deutsche Zoll und Finanzgewerkschaft 

has traditionally represented airport customs personnel) and 
the Police Union GdP (Gewerkschaft der Polizei) 

to take over this representation. Zintel (who asked not to 

be quoted) implied that leaks to the media and complaints of 
understaffing and bad management were part of the Police 
Union\'s aggressive campaign to gain entry to Customs\' works 
council (labor representation) at the airport. 


5. (C) Airport management did note that German Customs 
(Zollkriminalamt -- ZKA) at the airport still operates \"as 

they did 40 years ago\" 

modernized considerably. Zintel indicated that Airport 
Customs head Hartmut Nessler -- a polarizing figure in 
labor-management disputes at airport Customs -- will depart 
soon 


ALLEGED SECURITY LAPSES 
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6. (SBU) In the most recent media expose (ref A) 
newsmagazine \"Frontal 21\" documented (via hidden cameras) 
alleged lapses in access controls at Fraport. The video 
(provided to TSA) shows hidden-camera footage of reporters in 
off-the-shelf uniforms gaining access (on four consecutive 
days) to cargo storage 

locations by following vehicles through gates and walking 
through unlocked doors. 


7. (C) Our Fraport interlocutors took issue with the media 
expose 

penetrated secure airside operations (Fraport says that all 
areas shown were company-internal workspaces). Fraport 
coordinates security but its carriers and other customers are 
responsible for areas under their authority. In one case 
Zintel claimed 

night before the hidden camera arrived 

Zintel characterized the key witness ZDF used in its report 
an attorney 

that anyone can go anywhere at the airport. (NOTE: The 
attorney in question represents 20 former Fraport employees 
convicted in 2003 of participation in a cargo theft ring. 

END NOTE.) Dienstbach said that Fraport management had asked 
ZDF to amend its report to reflect the above information but 
had been unsuccessful. (NOTE: \"Frontal 21\" has aired a 
series of exposes on airport security 

earlier this year on unmanned immigration checkpoints at 
Munich Airport that prompted the departure of that airport\'s 
head of Border Police. END NOTE) 


8. (C) Fraport representatives insisted that their security 

is sound and that the airport complies fully with all 
regulations but recognize \"areas for further improvement.\" 
Management reviewed its security procedures following the 
media reports and found no gaps but established an informal 
agenda for improvement 

approximately 40 

outside contractors and non-airport employees. (NOTE: The 
May 2004 expose highlighted a former employee who had 
retained a valid Fraport access card a month after his 
departure because of his former companys failure to cancel 
itin a timely fashion. END NOTE.) In June 

in its subsidiary ICTS Europe (International Consultants on 
Targeted Security 

providers) to replace a passenger screening contractor that 
had previously serviced much of the airport. 


COMMENT 
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9. (C) TSA Frankfurt believes that Frankfurt Airport 
security is adequate 

its ongoing inspections of airport facilities and carriers. 
While Federal Border Police are the lead agency for airport 
security 

Frankfurt Airport -- as at many European airports -- often 
focus on revenue collection more than criminal threats 
including terrorism. Although Customs thinking and focus 
have evolved in light of a changing security environment 
operational transformation is still underway. END COMMENT. 
BODDE 
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in today\'s world of plenty was an affront to human dignity 
that presented a clear moral challenge. To meet this 
challenge the world needed to take advantage of 
biotechnology\'s tremendous potential. Criticizing Catholic 
activists who asserted during Zambia\'s food crisis in 2002 
that it would be better to let people starve than allow 

them to eat biotech food 

to use its moral voice on food safety and the potential of 
biotechnology by issuing a stronger statement on the issue. 
The Ambassador concluded that the worst form of cultural 
imperialism was to deny others opportunities to take 
advantage of new technologies to enhance the human 
condition. The Ambassador also cited Pope John Paul Il 
who has stated that the correct application of technology 
could be a precious instrument" in resolving the problems 
of hunger and disease. 


3. (U) Tuskegee University Professor C.S. Prakash 
research has quadrupled the nutritional content of the 
sweet potato 

the dimensions of the challenge facing the world in feeding 
our growing population. While acknowledging progress as a 
result of the Green Revolution 

China 

hungry every night and that half of sub Saharan Africans 
are undernourished -- a figure that will increase to 70 
percent by 2010. Only by increasing agricultural 
productivity 

one of the best tools to achieve this 

which could reduce loses from pests 

resistance to drought and disease 

and enhance nutritional qualities of foods. 
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4.(SBU) To make the scientific case for biotechnology 
Embassy highlighted two of the best scientific minds on 
biotechnology 

Science Academy and Director of the Missouri Botanical 
Gardens 

Sorondo 

and the co-host of the conference highlighted scientific 
evidence on the safety of GMOs and reiterated the Holy 
See\'s call for agricultural technology to be shared with 
the developing world. Atthe same time 

intellectual property rights had to be applied in a way 

that permitted wider access to the benefits of scientific 
knowledge in the developing world. Sanchez refuted 
accusations from within the Catholic Church that the 
Pontifical Academy had been bought by American biotech 
interests 

tasked by the Pope with the study and debate of scientific 
issues in an atmosphere of intellectual freedom. The study 
and debate of GMOs 

with the Academy\'s mission. (Comment: Sanchez 
Embassy ally in promoting a positive science-based 
assessment of GMOs from within the Holy See 

than 100 e-mails from Catholics around the world 
complaining about the Academy\'s involvement in the 
conference. End Comment). 


5. (U) Dr. Peter Raven launched the scientific assault with 

a series of broadsides at the specious arguments emanating 
from Church circles opposed to GMOs and biotechnology. He 
labeled as \"escapist\" and \"absurd\" the argument that food 
insecurity was essentially a distribution issue because 

there was enough food for all in the world. According to 
Raven 

technologies to boost yield are essential for peoples 
survival. Raven also dismissed safety arguments against 
GMOS 

illness resulting from consumption of GMOs. He pointed 
out 

keeping the continent GMO free 

beer and cheese consumed around the world used 
biogenetically engineered materials. 


6. (U) Turning his fire toward biodiversity 

that nothing is more destructive of biodiversity than 
widespread 

and that it is highly misleading to romanticize them. 
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Raven said the development of GM crops 

determined characteristics that allow them to survive in 

the diverse places they are grown promises not only major 
increases in productivity but a greatly enhanced ability to 
preserve biodiversity. Raven successfully linked GMOs to 
decreased pesticide use and the consequent positive effects 
on human beings and the environment 

of birds and animals would live and the health of hundreds 
of thousands of people would be enhanced by a reduction in 
pesticide use made possible by biotechnology. If half the 
maize 

Europe were genetically modified to resist pests 

would be a reduction of more than 14 million kilograms of 
pesticide 

of 73 

atmosphere 


7.(U) Dr. C.S. Prakash reinforced Raven\'s arguments with 
concrete examples of current research and GMO use. GM 
success stories included higher yields 

pesticides 

freshness. Prakash extolled the benefits of GM products 
that were resilient to environmental problems - drought 
flooding 

t 

on food productivity worldwide. The future total 

elimination of natural toxins 

a result of GM was another powerful example of how GMOs 
could contribute to food safety. To advocates of the 

health advantages of non-GM products 

that GM foods are being developed with less bad fats 


allergens and sugars. Prakash urged that GM seeds and 
other agricultural technology be made affordable and 
accessible to farmers in developing nations. He said he 
advocates GMO use because it will bring sustainability 
purchasing power and wealth. Prakash lamented that the 
promise of GMOs has not yet been fully realized because of 
a lack of funding 

governments 

activist opposition and negative media portrayals. Prakash 
said negative media on GMOs had a direct impact on funding 
and research 

for the developing world. 


8.(U) Farmers from South Africa and the Philippines 
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provided first-hand testimony on the benefits of GMOs for 
the developing world. Clearly and simply they recounted 
their stories of transition from traditional crops to GMOs 

and how their lives and those of their families and 
communities had been enhanced. Edwin Paraluman from the 
Philippines explained that population increases in his 
country demanded the use of biotechnology. His corn for 
animal feed was affected by the Asian corn warm 

spraying with toxic pesticides had previously been the only 
method to control the pest. The first planting of BT corn 
resulted in immediate yield increases 

30 percent. As a result 

and a motorcycle for his family. Paraluman said 
misinformation campaigns by anti-biotechnology activists in 
the Philippines impacted in GMO use. The campaigns were 
based on ignorance and prejudices among the general 
population 

would become homosexual through contact with GM products. 
Despite this 

as they saw first hand the economic and health benefits of 
using the product. 


9.(U) South African farmer Sabina Khoza said using BT 
maize had resulted not only in increased income but more 
free time due to decreased weeding and spraying. She had 
also been able to use her profits to diversify her crops. 
GMOs had also reduced local unemployment in her village as 
new workers were hired to bring in an increased harvest and 
manage a diversified production. Khoza lauded the 
cooperation in South Africa between officials from the 
Ministry of Agriculture 

through which theory and practice met to ensure sound and 
safe procedures for the introduction of GM seed use. Khoza 
said some 75 percent of the maize now used in her area was 
GM 

maize so that farmers in South Africa could still choose 

what they wanted to grow. For Khoza and her farming 
colleagues 

safety because of less handling of hazardous chemicals. 

She said health was a major issue in South Africa 

especially for women farmers who were responsible for the 
care of their families. From her own experience 

said GM seed produced a high quality product 

was wiping out pests and disease. She acknowledged concern 
about the cost of GM seed 

thus far had proven worthwhile. She also expressed concern 
about the potential impact that the use of GM seeds could 
have on international trade with countries that still 

banned GMOs 

security issues for her local community. Khoza closed by 
saying public awareness would be the key factor in whether 
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or not GMOs are more widely accepted. 


10.(U) Dr. Carl Pray 

Department of Agricultural Food and Resource Economics 
has done extensive research on the impact of biotechnology 
on farmers in developing countries 

rhetoric was way ahead of the evidence. Pray presented his 
study of BT cotton use in China 

percent of the national harvest. China\'s farmers chose BT 


cotton because it makes economic sense 

use fewer pesticides - from 60 kilos per hectare to eleven 
-- and reduce spraying from twenty times per year to five. 
Although yield increased a modest 8 percent 

down due to reduced labor and pesticide costs 

increasing profit. Pray said Chinese farmers who had 
suffered nausea and vomiting after frequent pesticide 
spraying also appreciated benefits to their health of using 
cotton. On the question of \"who benefits\" from GMO use 
Pray said China\'s farmers garnered 80 to 85 percent of the 
benefit while consumers received none due to government 
price controls. Seed companies received a small benefit 
from GM seed sales. Pesticide producers were the big 
losers. 


11.(U) Respected bioethicist Father Gonzalo Miranda of 

the Pontifical Athenaeum Regina Apostolorum told conference 
delegates that it was not the church\'s role to be a 

scientific arbitrator -- that was for scientists. What the 
Church could offer 

reflection on how man\'s capacity to discover should be used 
to intervene in creation. Noting that God gave man \"power\" 
over nature 

for the good for humankind - in particular to combat 

hunger and illness. While any intervention in nature had 

d 

consequences 

The potential risks and benefits of biotechnology 

therefore 

basis with no blanket condemnation or approval. In the 
framework of justice and solidarity 

that if GMOs represent a true opportunity in favor of 
development in poor countries 

solidarity to support their diffusion.\" He pointedly 

added 

ideological positions or hidden economic interests would be 
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a grave injustice.\" To critics of the role of 

multinational companies 

doctrine that profit and multinationals are not wrong or 

evil per se 

humankind. Miranda concluded that justice demands that the 
public be fully informed about new technologies and that 

the developing world share in development and research to 
be able to find their own solutions to hunger and disease. 


12.(U) Acting FDA Commissioner Lester Crawford provided a 
detailed presentation of U.S. regulatory mechanisms for GM 
foods and other products 

process biotech foods undergo to ensure food safety. To 
date bioengineered foods have proven to be no different 
from their conventional counterparts 

Crawford said the FDA and other relevant government 
agencies have drawn on their regulatory experience to help 
build regulatory frameworks in other countries. He said 
workshops have been conducted in the Russian Federation 
Mexico and for several South East Asian nations. Crawford 
expressed his appreciation to the Pontifical Academy for 
the Sciences and to the Vatican for their openness to GMOs 
and recognition of their potential to enhance the ability 

to feed a hungry world. 


13.(U) Keying off an open discussion with all panelists 
Italian biology professor from the University of Milan 
Piero Morandini 


myths and objections surrounding the use of GMOs. 
Responding to the charge that agricultural biotechnology 

was \"against nature 

support the notion that natural things are inherently 

superior to man made ones. Such a position 

Morandini 

considered a kind of goddess and environmentalism a form of 
religion in which man is the worst enemy of nature. Dr. 
Morandini said arguments suggesting wealthy nations have no 
need of GMOs to increase or improve production are 

nullified by the facts. Even Italy 

the population is opposed to GMOs 
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soybeans for animal feed 

crops. Taking on the charge that GMO\'s would diminish 
biodiversity 

biodiversity is important 

that countries using indigenous varieties suffer 
malnutrition and hunger. Since conventional crops and 
technologies have failed to provide food security 
developing countries needed to be able to explore new crops 
that can end the cycle of bare subsistence. Morandini 
concluded that much of the confusion about biotechnology 
within Church circles is born of ignorance and fueled by 
ideology. 


14.(U) The Conference 

public outreach events that have previously addressed 
terrorism and human trafficking 

generally positive media coverage in U.S.-and Italian 
Catholic and non-Catholic media. Avvenire 

Italian Catholic daily 

\"GMO: No Condemnation; Evaluate Case by Case. The 
article led with a quote from Fr. Miranda 

often misrepresented and misunderstood position of the 
Vatican on GMOs 

consider genetically modified organisms as Vintrinsically 
immoral.\\" Coverage also included a pre-conference live 
interview with the Ambassador and Dr. Prakash on Vatican 
Radio 

thousands of listeners in 40 languages 

African continent. Vatican-watcher John Allen acknowledged 
Post\'s persistent efforts to engage the Vatican on the 
issue of biotechnology. Pre-conference Q and A session 
with the Ambassador in the internationally distributed 

Zenit News Service 

America 

concerns about biotechnology in many countries 

officials believe genetic engineering is a modern science 
tool that should be explored to address hunger and 
malnutrition in the world.\" 


15.(SBU) This conference 

biotechnology hosted by Post over the past two years 
targeted at keeping pressure on the Holy See to adopt a 
stronger public position toward biotechnology and to ensure 
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its diffusion among bishops in the developing world whose 
voice often plays a critical role in shaping public 

perceptions of whether a biotech food is safe to eat and 
moral to grow. It also sought to respond to the Holy See\'s 
own call at the conclusion of its November 2003 conference 
on biotechnology (reftel) for further study and debate on 

the merits. The fact that the Pontifical Science Academy 
was willing to co-sponsor a pro-biotech event with the 
United States was a major step forward 

growing recognition within the Holy See of biotechnology\'s 
potential. This openness was reinforced last week by Prime 
Minister equivalent Cardinal Angelo Sodano\'s positive 
reference to the benefits of technology at the recent UN 
Food Summit in New York. Biotech opponents 

inundated the Pontifical Science Academy with angry e-mails 


prior to the conference 
the Conference in the face of the powerful scientific and 
personal evidence presented at the conference. 


16. (U) Embassy greatly appreciates the support for this 
conference provided by EB 
Human Services 


Nicholson 
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provisions\" of the Accra Ill Accord. The Secretariat also 
would encourage the New Forces \"to show flexibility and 
goodwill in the requirement for disarmament as per the 
Accord\". 


--The Commission commended UNOCI for its assurances on 
contingency plans to handle any reversal of the current level 

of security in Cote d\'Ivoire. The ECOWAS Authority agreed to 
engage UNHQ regarding the outstanding aviation unit required 
by UNOCI. 


--A good public relations plan was to be developed by UNOCI 
in conjunction with the Cote D\'lvoire Government and the New 
Forces 


--The ECOWAS Secretariat would take up the problems 
encountered by Liberian refugees at the Cote d 
at Danane with the Heads of State and Government. 
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-- With regard to the DDRR program in Liberia 
on the ex-combatants to be disarmed and reintegrated would be 
based on a figure of 100 


--The ECOWAS Authority would be requested to employ its good 
offices to resolve the leadership crisis within the LURD 

faction in Liberia to avoid any conflicts that might derail 

the peace process. 


--The British Government proposed that ECOWAS send military 
observers to Darfur 
Government to route this request through the African Union. 


--The ECOWAS authority would be requested to encourage the 
Government of Sierra Leone to continue its efforts to 
implement the DDRR program 

unemployment 

Yenga. 


Comment 


4. (SBU) Participants in the meeting saw this meeting as 
particularly productive and cooperative. The attendance 

level of Defense Chiefs was excellent. They agreed on 
pledges for the standby force on the first day of the 

meeting. In his closing remarks 

need for ECOWAS to have a positive influence in seeking peace 
in Sierra Leone 

goodwill expressed at this meeting 

of an \"over-subscribed\" standby-force. Funding and logistics 
for this force will be taken up at the November 22-23 donors 
conference in Abuja. The British official acknowledged to 
poloff that it was appropriate for protocol reasons that the 
request for forces to Darfur be routed via the AU. A 
representative from Mali approached him privately about 
contributing to a Darfur force. Dr. Charles Grimm 

Advisor for Defense and Security Affairs to ECOWAS 
Emboffs he was delighted with the outcome and atmospherics of 
the meeting 

offer troops to Darfur 

staff in member countries. We will forward a copy of the 

final meeting report to desk as soon as possible. 


LANIER 
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Minister" Verwaal believed this individual does not rank 
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higher than the level of Foreign Minister. Further 

clarified that the agreement with the Asians had been that 
the Burmese \"would not attend at head-of-state or 
head-of-government level.\" Therefore 

level of attendance would not prompt a potential walkout 
scenario as reported reftel. Verwaal speculated that the 
reason for sending Winn could be that the newly appointed 
Foreign Minister perhaps \"has no clue\" about foreign 
relations 


Luxembourg Temporarily Assumes EU Presidency Role 


2. (C) In preparation for the Luxembourg PM stepping into the 
role ofthe EU Presidency during the ASEM meeting 

will depart for Hanoi on Wednesday together with Luxembourg 
PM Juncker so that he can provide a full briefing on the 

plane. Verwaal also confirmed that Luxembourg had appointed 
a working-level official to the coordinating committee 

predicted in reftel. Separately 

Balkenende\'s office that only a junior staff member from the 
Dutch PM\'s office would attend the summits 

Dutch MFA would staff Juncker\'s EU presidency meetings. 


Additional Sanctions: Awaiting Trigger 


3. (C) Poloff pointed out the apparent lack of progress on 
the part of Burma toward meeting the three conditions laid 
out at the September EU GAERC meeting 

EU was prepared to put in place the sanctions announced at 
that meeting. Verwaal confirmed his belief that if the 
Burmese do not \"surprise us\" then the EU Ministers will 
indeed sign off on the sanctions. He said Burmese inaction 
would \"trigger a decision already made.\" He qualified 
however 

agreement.\" He also repeated previous statements that the 
Asians would \"have until the last moment\" to come through 
although he appeared to accept that this seemed unlikely. 
SOBEL 
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economic cooperation with Libya. The four-step process 
includes: (1) the partial lifting of the arms embargo with 

Libya to allow for the sale of border control equipment 

the complete lifting of the arms embargo 

normalization of relations with Libya 

the Barcelona Process 

relations. To reach each step Libya would have to achieve 
certain benchmarks linked to settlement of terrorist claims 

or human rights improvements. Mora Benavente was unaware of 
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any recent terrorist activities of Libya. END SUMMARY 


2. (C) The first step of the EU \"road map!" for Libya which 
will be discussed at the GAERC meetings on October 11 
includes the partial lifting of the arms embargo to allow for 
border control equipment to stem the flow of illegal 
immigration. The EU will likely take this first step as a 

result of the progress they have seen recently in Libya\'s 
efforts to eliminate its weapons of mass destruction (WMDs) 
program. Spain and other EU members would be willing to lift 
the arms embargo against Libya as a second step provided that 
two conditions are met. First 

victims of Lockerbie and LaBelle. Second 

be convinced that Libya has abandoned its pursuit of aWMDs 
program; this would include confirmation from the 
International Atomic Energy Association concerning the status 
of Libya\'s nuclear programs. 


3. (C) The third step of the \"road map\" 

of relations with Libya 

of the Bulgarian medics issue. Mora Benavente said that many 
EU states are convinced that Libya has made the strategic 
decision to become a normal member of the world community. 
This step could include Libya\'s entering the Barcelona 
Process where members pledge to promote and strengthen peace 
stability and security in the Mediterranean region. The 

fourth step of the \"road map\" would be the negotiating 
economic and political reform that could eventually lead to a 
trade agreement and increased economic cooperation. As an 
aside 

currently involved in negotiations to achieve increased 
economic cooperation with the EU. 


4. (C) When Poloff told Mora Benavente that the U.S. still 

had serious concerns regarding Libya\'s role in terrorist 
activities 

the Libyan government had given up support of terrorism. 
When asked about the alleged involvement of Libya in the 2003 
assassination plot against Saudi Crown Prince Abdullah 
Benavente responded that the plot was an internal Arab 
problem and not likely the deliberate actions of the Libyan 
govenment; he compared the plot to an attempted mafia hit. 


5. (C) Mora Benavente said that the GOS shares many of the 
concerns of the USG and that is the reason that benchmarks 
are incorporated at each stage of the process of the 
normalization of relations. He conceded that there were no 
benchmarks related to terrorist activities 

that many EU states believe that Libya has made the strategic 
decision to abandon both the pursuit of WMDs and terrorist 
activity. He added that some nations like Italy and the 
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United Kingdom would like to see the EU move quickly on this 
issue 

would like to see the EU be more deliberate in its approach 
due to human rights concerns. 

MANZANARES 
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AdComm\'s membership and function. Responding to members\' 
calls for pragmatism 

Karen Abuzayd to step in and complete the traditional process 

of receiving AdlComm membersY comments on the ComGen\'s draft 
report to the UNGA covering work UNRWA had undertaken during 
the period July 2003-June 2004 

formal letter commenting on UNRWA\'s work over that same 
period. As has been the case in prior years 

on the extent to which the AdComm should criticize Israeli 
actions in the West Bank and Gaza in its letter. All 

members 

chance to review UNRWAVs operations at the high-level 
conference held in Geneva June 7-8 (Ref B) 

UNRWA to continue to develop tripartite consultation 
mechanisms as a prime means to counter its chronic under 
funding Abuzayd responded to specific USDEL calls for 
consultations with donors on the emergency appeal and 

mid-term plan that UNRWA has been drafting by assuring 
delegations that UNRWA would consult donors on its Emergency 
Appeal in Jerusalem on October 7 and would also include a 
specific session on the MTP on this fall's MDM agenda. END 
SUMMARY. 


JORDAN CONTINUES TO PUSH ADCOMM AS VEHICLE FOR UNRWA F 


2.(C) UNRWA\'s UNGA-mandated Advisory Commission (Belgium 
Egypt 

U.S. and the PLO 

Amman September 30. The U.S. delegation was led by Consulate 
General Jerusalem A/PO Connelly and included Regional 
RefCoord Kaneshiro. In a break from recent practice 

year\'s AdComm was held in advance of the fall meeting of 
UNRWA major donors and host governments (MDM). The unusual 
timing was the brainchild of incoming AdComm Chair Jordan 

which has been encouraging stakeholders working to establish 
UNRWA governance structures with real oversight over UNRWA 
programs and budgets to look at the AdComm as an appropriate 
vehicle for reform 

opposition to the creation of any new UNRWA governance 
structures (Ref A). According to UNRWA External Affairs 

Director Andrew Whitely 


Column 3 

Affairs Director General Abulhaija had also tried (but 
failed) to secure the participation of Jordanian FM Muasher 
to further draw attention to this year\'s session. 


3. (C) Apart from working to raise the AdComm\'s profile 

Jordan had secured UNRWA\'s agreement to include on this 
year\'s meeting agenda a discussion session on the future of 

the AdComm 

membership and function. However 

indefinitely postponed on the eve of the AdComm 

Hansen\'s request 

unable to travel to Amman due to Israel\'s closure of the Erez 
Crossing and its ongoing military action in Northern Gaza. 
COMMENT: There was no opposition to the postponement of the 
brainstorming session. Several AlComm members 

Japan and the UK 

AdComm about turning the AdComm into a venue for governance 
reform discussions at a time when UNRWA and key stakeholders 
are on the verge of launching a new field-based working group 
on stakeholder relations that will be charged with developing 
recommendations designed to invigorate governance structures 
in advance of the 2005 spring MDM (septel). DG Abulhaija\'s 

de facto deputy 

Refcoord in advance of the AdComm that Jordan had hoped to 
use the brainstorming session to secure backing to table a 

new UNGA resolution calling for an expansion of the AdComm\'s 
membership at this year\'s General Assembly meeting. END 
COMMENT. 


MEMBERS CALL FOR ADDITIONAL STAKEHOLDER CONSULTS 


4. (C) While ComGen Hansen insisted on being present at any 
AdComm discussion on governance reform 

the AdComm to carry on with its traditional operations 

empowering Deputy ComGen Karen Abuzayd to receive members\' 
comments on the Commissionen\'s draft report to the UNGA on 
UNRWA operations covering the period July 2003-June 2004 

well as the traditional letter the AdComm delivers to the 

ComGen commenting on UNRWA operations over the same period. 
As in previous years 

drafted largely in advance by UNRWA\'s External Relations 
Department and debate on its wording focused on how strongly 

the letter should criticize Israeli actions in Gaza and the 

West Bank. However AdComm members 

expressed notably uniform support for the opportunity to 

discuss UNRWAs operations in its five fields that took place 

at the June 7-8 Geneva Conference. Jordan 

PLO called on UNRWA to continue to seek ways to develop 
tripartite consultations on UNRWA programs as a means to 


Column 3 

counter the Agency\'s chronic under funding and declining 
donor response to its emergency appeals at a time when the 
needs created by continued increases in unemployment 
malnutrition and poverty among Palestinian refugees in the 
West Bank and Gaza were escalating 

draft report. 


UNRWA RESPONDS TO USG REQUEST FOR BUDGET CONSULTATIO 


5. (SBU) Deputy ComGen Abuzayd responded to specific calls 
made by the USG del for consultations on the Emergency Appeal 
and Medium Term Plan (MTP) that the Agency is currently 
drafting (see below) by assuring delegates that UNRWA planned 
to consult with donors on its next appeal for emergency 

funding to support additional programs in the West Bank and 
Gaza in Jerusalem October 7 

on the MTP to the agenda of the October 13-14 MDM. 


6. (U) ADCOMM LETTER 
BEGIN TEXT OF LETTER: 


Letter dated 30 September 2004 from the Chairperson of the 
Advisory Commission of the United Nations Relief and Works 
Agency for Palestine Refugees in the Near East addressed to 
the Commissioner-General of the Agency 


At its regular session 

Commission of the United Nations Relief and Works Agency for 
Palestine Refugees in the Near East (UNRWA) considered your 
draft annual report on the Agency\'s activities and operations 
during the period 1 July 2003 to 30 June 2004 

submitted to the General Assembly at its fifty-ninth session. 


The Commission noted with concern the continuing 
deterioration in the political 

in the occupied Palestinian territory 

escalation of armed attacks during the reporting period. The 
humanitarian crisis is evidenced primarily by high levels of 
poverty 

an increasing number of Palestinians following the 
destruction of their homes and the disruption of educational 
programmes and the increasing exhaustion of the capacity of 
the Palestinian population to sustain itself in the face of 
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the continuous decline in economic and social conditions 
since September 2000. For instance 

of 970 refugee shelters were demolished 

Palestinians homeless 

addition 

occupied Palestinian territory at the end of 2003 at 
approximately 25 per cent 

labour and a marked increase in \"self-employment.\" Those 
conditions have had a particularly severe effect on Palestine 
refugees 

part of the population 

engagement by the Agency. 


The Commission noted with concern that the construction of 
the separation wall/fence 

curfews and other restrictions imposed by the Israeli 

authorities in both the West Bank and the Gaza Strip has led 

to severe and sustained mobility restrictions on the 

Palestinian population and has had repercussions on their 
daily life and future. The restrictions have led to the loss 

of access by the population to employment and income as well 
as access to essential goods and services. The restrictions 
have also had a serious impact on the ability of the Agency 

to move staff and humanitarian assistance to those in urgent 
need. Obstacles to the delivery of urgently needed 
humanitarian assistance to refugees have remained in place as 
the conflict and level of violence has persisted. The 
Commission noted the negative impact of those practices on 
UNRWA operations and reiterated the need to take urgent 
measures to remove restrictions placed on the movements of 
Agency staff and goods 

the agreements between UNRWA and the Government of Israel. 
We noted therefore 

denied the opportunity to attend this meeting in person 

result of Israel\'s closure of the Erez crossing and its 

refusal to facilitate the free movement of international 
humanitarian workers. The Commission also expressed concern 
at the declaration by the United Nations of security phase IV 

on 20 July 2004 

in the Northern Gaza Strip 

than 54 UNRWA staff members were put at serious risk 

shots fired in their direction or immediate vicinity. This 

forced the Agency to relocate most of its Headquarters 
International staff 

operations at Headquarters. The Commission noted that all 
regular programme and emergency operations in the Gaza Strip 
continued 

Field office 


The Commission commended the AgencyYs management and staff 
under your leadership for the resolute and effective response 
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to the continuing emergency in the occupied Palestinian 
territory. The Commission noted with appreciation the 
dedication with which many of the Agency\'s staff members have 
worked for long hours in the field and 

staff 

received by staff of other UN Agencies 

often in dangerous and even life-threatening situations 

to deliver services to those in urgent need of humanitarian 
assistance. The Commission reaffirmed the pressing need to 
respect the integrity of the United Nations and the 

immunities of its staff 

humanitarian staff courageously operating in areas of 

conflict 

(2003) of 26 August 2003. 


The Commission commended the efforts of the Agency to respond 
to the continuing emergency in the occupied Palestinian 
territory and to mobilize contributions by the international 
community for its emergency appeals. It noted that 

end of 2003 

response to appeals amounting to $529.7 million. It also 
noted that the Agency had launched appeals totalling $209.4 
million including $15.8 million for the Rafah appeal 

year of 2004. The Commission noted with concern that the 
level of response of the international community to the 2004 
appeals has stagnated 

$89.5 million had been pledged and $82.9 million actually 
received. In the light of the escalation of the humanitarian 
crisis in the occupied Palestinian territory 

appealed to the international community to do its utmost to 
enhance contributions to the Agency\'s emergency programmes. 
It also called upon UNRWA to continue to examine closely its 
emergency programmes and priorities 

emergency needs 

donor base and increase donations 

and the refugees\' needs. 


The Commission also expressed its concern at the destruction 
of and damage to the infrastructures and facilities of UNRWA. 
It noted the increase in military incursions in the West 

Bank and Gaza Strip 

shelters destroyed in the latter area during the reporting 
period. 


The Commission recognized that the Agency has made efforts to 
conduct an effective programme of delivery of emergency 
assistance to the affected refugees 

periodic reports have been distributed to donors to inform 

them of the implementation. It expressed its appreciation at 

the improvements in coordination of emergency activities on 

the ground 
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Group 

International Committee ofthe Red Cross and with the Office 
for the Coordination of Humanitarian Affairs of the United 
Nations Secretariat. The Commission expressed its 
satisfaction at the significantly increased level of 

cooperation and coordination within the UN system 

in the production of the Consolidated Appeal for the occupied 
Palestinian territory for 2004 (CAP). It encouraged UNRWA to 
continue to work closely with OCHA in this field. 


The Commission underscored the crucial importance of the 
Agency\'s regular budget and the need for a consistent and 
growing level of contributions to it. It noted that 

year 2003 

received. The Commission stressed the importance of a steady 
and predictable growth in contributions to the regular budget 
inthe coming years 

to respond adequately to the refugees\' real needs in the five 
fields of operations. The Commission also called upon UNRWA 
to expand and report on its efforts to reach out to 

non-traditional donors to ensure that tne Agency\'s financial 
needs are met. 


The Commission expressed great appreciation to the host 
Governments for the continuing support and services they 
provide to Palestine refugees 

contribution made by the Palestine Liberation Organization 
and the services it provides to the Palestine refugees. 


The Commission expressed its gratitude to those donors who 

have made additional contributions to the Agency with a view 

to absorbing the outstanding VAT debt due from the 

Palestinian Authority. It urged the Agency to continue to 

pursue the objective of VAT exemption for UNRWA as well as 

the reimbursement of outstanding VAT with the Palestinian 

Authority. It also requested the Agency to continue 

discussions with the Israeli authorities with a view to 

recovering all outstanding port charges 

the 1967 Comay-Michelmore agreement between Israel and UNRWA. 


The Commission recognized the structural under-staffing of 
the Agency at its Headquarters and field offices and 
expressed support for UNRWAVs request for additional 
international positions from the United Nations \"assessed 
contribution\" budget. It welcomed the Agency\'s decision to 
abolish the area staff rules of 1999 thereby contributing to 
the Agency\'s efforts to attract and retain qualified area 
staff. It noted that a sum of $5.1 million was still 
outstanding with respect to the expenses incurred by the 
Agency on account of the shifting of its headquarters from 
Vienna to Gaza 
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Nations Headquarters. The Commission requested you to pursue 
the matter with the United Nations Headquarters for the 
reimbursement of the amount as soon as possible. 


The Commission commended UNRWA and the Swiss Agency for 
Development and Cooperation (SDC) for organizing the Geneva 
Conference on 7-8 June 2004. The conference\'s preparatory 
process was particularly successful in closely involving 

member States and other stakeholders and providing for 
constructive interaction between them. The Conference itself 
saw an impressive level of participation and genuine interest 

in supporting the Agency\'s mandate and operations in the 

field. The Commission emphasized the importance of the 
follow-up process which is already underway and will form the 
basis of further discussion with the Agency regarding its 
priorities and programmes 

Agency\'s proposed Medium Term Plan 

forward as regards the Agency\'s consultative mechanisms 
including this Advisory Commission itself. 


The Commission recognized the vital role the Agency plays in 
providing the refugees with essential services and in 
contributing to regional stability 

to further upgrade the Agency services. It expressed its 
support for the various major rehousing and infrastructure 
projects undertaken in 

Sultan 

well as the ongoing Palestine refugee records project. It 
also underlined the need for donor countries to continue to 
enhance their contributions to the UNRWA budget at the 
current critical stage so that UNRWA can continue to fulfill 
its mandate until a just settlement to the refugee issue has 
been implemented 

resolutions. 


The Commission expressed its warm appreciation for your 
personal commitment to the service of the refugees and the 
effective leadership you are providing the Agency at a 
particularly difficult period in its history. 

(signed) Abdul Karim Abu el-Haija 

Chairperson of the Advisory Commission 

END TEXT OF LETTER. 


7. (U) ADCOMM CHAIR\'S PRESS RELEASE 
BEGIN TEXT OF PRESS RELEASE: 
Press Release Issued by the Chairman of the Advisory 


Commission of UNRWA 
September 2004 
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Amman: The Advisory Commission of the United Nations Relief 
and Works Agency for Palestine Refugees in the Near East 
(UNRWA) this morning held a meeting in Amman in which it 
reviewed the draft report of the Commissioner-General of 
UNRWA covering UNRWA\'s work and activities in its five fields 
of operation during the period from 1 July 2003 to 30 June 
2004. 


In this regular session 

Commission unanimously stressed the importance of the role 
played by UNRWA in alleviating the suffering of the refugees 
especially in the West Bank and Gaza Strip resulting from the 
closures and other measures imposed by the Israeli 
authorities in those areas. 


The Commission also stressed the importance of reinforcing 
the existing cooperation between UNRWA and the Advisory 
Commission in order to allow for a bigger role by the 
Commission in putting future plans concerning UNRWA\'s work 
and programmes. 


At the end of today\'s deliberations 

Commission addressed a letter to the Commissioner General of 
UNRWA containing the Commission\'s most prominent observations 
on UNRWA\'s work during the reporting period. In this 

context 

continuing deterioration in the political 

social situation in the occupied Palestinian territory 

including the escalation of armed attacks during the 

reporting period. These measures led to high levels of 

poverty 

conditions and the displacement of an increasing number of 
Palestinians following the destruction of their homes by the 
Israeli army. 


The Commission noted with concern that the construction of 

the separation wall 

curfews imposed by the Israeli authorities on the Palestinian 
population have led to the loss of access by the population 

to employment and income and have had a serious impact on the 
ability of the Agency to move staff and humanitarian 

assistance to those in urgent needs. 


The Commission also expressed its concern that the 
Commissioner General of the Agency Mr. Peter Hansen was 
unable to attend today\'s meeting as a result of the Israeli 
military operations in north Gaza 

Commissioner General from leaving Gaza for Amman. 


In addition to Jordan 
Lebanon 
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The PLO attends the Commissions\' meeting as an observer. 


END TEXT OF ADCOMMYS CHAIRVS PRESS RELEASE. 
8. (U) STATEMENT BY US DELEGATION 
BEGIN STATEMENT: 


Commissioner General Hansen 
Colleagues 


It is an honor for me to represent the United States at this 
meeting and to acknowledge the important work of this 
organization. 


Please allow me to express my delegation\'s gratitude to the 
Hashemite Kingdom of Jordan for hosting this meeting and for 
its long-standing 

refugees. 


| would also like to express my government\'s gratitude to the 
Government of Jordan for taking on an active leadership role 
as Chair of the Advisory Commission. As we have noted in 
previous meetings 

play an important role in reviewing the agency\'s programs and 
priorities. During this meeting 

we look forward to discussions on possible reforms to the 
Advisory Commission 

role and increase donor confidence in UNRWA. 


We welcome the Commissioner General\'s report on the Agency\'s 
activities over the last year. We have reviewed the document 
carefully and would like to offer some comments on areas of 
particular concern to the United States. 


As noted in the report 

have again required UNRWA personnel ) particularly those in 
the West Bank and Gaza ) to perform extraordinary work under 
very difficult circumstances. We commend UNRWA staff for 
their selfless dedication 

emergency health services 

relief to a population caught in the midst of a terrible 

cycle of violence. We regret that security conditions in 

Gaza necessitated the evacuation of most of the Headquarters 
staff 

that they can return. 


As the emergency in the West Bank and Gaza extends into its 
fourth year 

community to respond generously to UNRWA\'s emergency appeal. 
We remain troubled that the appeal is only about one-half 
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funded. The United States has responded to the 2004 appeal 
with a contribution of $40 million 

total contributions to date. We call on other donors to 
contribute generously to the appeal. There are many examples 
cited in the Commissioner General\'s report of the negative 
consequences to the refugees due to under funding of the 
emergency appeal. 


We have engaged with UNRWA over the last six months in a 
dialogue about emergency appeal programs 

budgets 

while obtaining better donor response. We recommended that 
an independent review of emergency needs could strengthen 
donor confidence in the extent of needs and UNRWA\'s proposed 
response. We urged UNRWA to improve its strategic planning 
and analysis of emergency needs. We noted that food should 

be UNRWA\'s highest priority among its emergency activities. 

We recommended that UNRWA incorporate those elements of the 
emergency appeals that are ongoing activities into UNRWA\'s 
regular or project budgets. And finally 

work closer with donors in developing future emergency 

appeals. To that end 

discussions with UNRWA now 

the 2005 appeal. 


The United States remains deeply concerned by UNRWA\'s 
financial situation. The Commissioner General\'s report notes 
that donor pledges to the 2004 regular budget amounted to 
$301 million during the reporting period 

of almost $29 million. We echo the Commissioner Generals 
call on donors to meet the needs of regular budgets 

critical to providing a minimum level of assistance to 
Palestinian refugees during a time of high population growth 
inflation 

conflict 

following an Israeli withdrawal. We salute UNRWA for 
working 

donor base. 


We commend UNRWAYs effort to address longer-term needs 
through a five-year 

learning about UNRWA\'s plans in more detail 

concerning timing 

other ongoing programs and projects. We urge that UNRWA 
allow time for donors to consult 

their concerns before the medium term plan is finalized and 
released. But the need for additional schools 

clinics 

Commissioner General\'s annual reports and from our own visits 
to camps throughout the five fields. We are especially 
concerned about declining education and healthcare data 
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need to reverse these losses. 


The current violence and strife in the region require UNRWA 
staff to exercise the utmost vigilance in protecting the 

integrity of the agency 

against any form of abuse. As we have noted previously 

is imperative that agency personnel continue to uphold the 

high standards of conduct expected of United Nations staff 
members. For the United States 

beneficiaries of UNRWA assistance programs have not engaged 
in acts of terrorism. We commend UNRWAVs efforts to further 
refine its procedures for protecting the integrity of UNRWA 
operations 

staff view their obligations as international civil servants. 

We are pleased to note that on several instances in the past 
year 

Agency took immediate steps to effect their removal from the 
installations and protested to the Palestinian Authority 

which responded promptly and effectively. It is critical 

that UNRWA continue to take every measure possible to ensure 
that combatants do not exploit its facilities. 


In closing 

commitment to work with the Quartet and with the parties 
themselves to reach a just 

settlement of the Israeli-Palestinian conflict 

achieve his vision of two states 

living side by side in peace and security. UNRWA is a force 
for stability in the region and is helping to lay the 
groundwork for an eventual peace. The United States 
reiterates its strong support for UNRWA and its mandate 
thanks the Commissioner General for his nine years of 
tireless service to the Agency. 


Thank you. 
END US DEL STATEMENT. 


9. (U) A/PO Connelly cleared this message. 


Visit Embassy Amman\'s classified website at 
http://www.state.sgov.gov/p/nea/amman/ or access the site 
through the State Department\'s SIPRNET home page. 


HALE 


21189 
21190 
Caricom. Wilson again raised the Prime Minister\'s belief 
that he was ignored and left exposed by the United States 
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during events surrounding the resignation of Haitian 
ex-President Aristide and that he should have been consulted 
by senior USG officials. Wilson claimed 

Christie bore \"no grudges\" at being left out of the loop by 
the U.S. and Canada. 

End Summary 


| CAN BE YOUR BLAIR IN THE CARIBBEAN 


2. (C) During a small lunch hosted by Ambassador on 
September 30 

Christie financier and confidant Franklyn Wilson argued 
passionately that Bahamian Prime Minister Perry Christie 
wanted to become America\'s \"Tony Blair\" within Caricom. The 
luncheon 

nominally in honor of the newly-named president of the 

College of The Bahamas 


3. (C) Mr. Wilson emotionally presented the case for Perry 
Christie 

Caricom\'s councils. He said that Christie\'s personality and 
manner made it possible for him to become friends with 
everyone -- including President Bush -- and thereby exert a 
moderating and calming influence within Caricom to counter 
the proclivities of that body\'s more extreme members. 
Comparing Christie to the country's first PLP prime minister 
Sir Lynden Pindling 

1970\'s 

\"were a half-step from being communists...preaching socialism 
and national planning\" while Pindling -- misunderstood by the 
United States -- was 

a conservative.\" Pindling 

effectively served as a moderating influence during that era 
and thus served U.S. strategic interests. What was true some 
thirty years ago 


4. (C) The United States 

ignore tactical deviations and remember that strategically 
Perry Christie was America\'s best friend and supporter in the 
region. \"(The United States) should keep its eye on its 
(strategic) goal 

support and enhance Christie\'s stature within Caricom in its 
own best self-interest. Just as British Prime Minister Tony 
Blair was the United States\' chief supporter in Europe. DCM 
pointed out to Wilson that Blair\'s influence came because he 
took a leadership role as British Prime Minister despite 
because of 

support of U.S. policies in Iraq and elsewhere have been much 
more restrained and lukewarm than have Britain\'s. 
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MONTHS LATER 


5.(C) Addressing the issue of Haiti 

Perry Christie supporter and PLP financial backer 

claimed that despite feeling that he had been \"ignored\" by 
the United States during the departure of Haitian 
ex-President Jean Bertrand Aristide 

harbored no grudges and was not upset. Echoing similar 
statements from Christie insiders over the months 

go on to express the view that Christie believes that he was 
in the forefront of the Caricom effort to persuade the 
ex-President to peacefully resign his office. Given his 
leadership role in the effort 

States owed it to Christie to have received a call from 

senior USG officials 

the United States decided to change direction on Aristide\" 
and \"remove him from power.\" DCM reminded Mr. Wilson that he 
had been briefed on the rapid spiral of breaking events that 
weekend 

organization well suited to handling crises 

the press of events that Saturday night/Sunday morning 

was unrealistic to have expected the Secretary or the 
President to have phoned thirteen heads of government to 
brief them on rapidly-breaking events. Wilson responded that 
Christie had at least been able to have his call to the 
Canadian Prime Minister returned by \"Canada\'s Condolecia 
(sic) Rice.\" 


6. (U) Echoing PM Christie\'s position 

continuing Bahamian Government skepticism about Aristide\'s 
departure 

30 

one will ever know what truly happened on that night as an 
elected president left his country with armed rebels nipping 

at his heels 

sadness. It has raised the spectre of mistrust between 
friends.\" 


CHRISTIE ADDRESSING AMERICAS CONFERENCE 


7.(C) Noting that Prime Minister Christie was scheduled to 
be the principal speaker at a morning session October 1 at 
the Miami Herald\'s annual Americas Conference 
expressed the hope that the Prime Minister would take a 
positive position that reflected the deep 
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overall positive relationship between the United States and 
the region. 


8. (C) The theme of Christie\'s remarks at the conference are 
\"Friend or Foe? Can the Caribbean and the U.S. Repair Their 
Damaged Relations?" Speaking with DCM at the Chinese 
National Day reception September 30 

Miami 

they assigned me.\" DCM took the opportunity to reiterate 
Ambassador\'s hope that he would use his spotlight to focus on 
the overwhelmingly positive bilateral and mutually beneficial 
multilateral regional relationship and not engage in an 
unproductive negative analysis. 


COMMENT 


9. (C) Franklyn Wilson is one of the wealthiest black 
Bahamians. He has been closely identified with the PLP 
throughout his entire life and holds The Bahamas! first 
post-independent Prime Minister 

status close to sainthood. He is a member of the Christie 
\"kitchen cabinet.\" Wilson\'s wife 

the Bahamian Senate. Wilson is also one of the PLP\'s 
principal financiers and fund raisers. He is accustomed to 
serving as a transmission belt both to send 

messages intended for the Prime Minister. 


10. (C) Months after ex-President Aristide\'s departure 

both Prime Minister Perry Christie and Foreign Minister Fred 
Mitchell continue to volunteer denials that they don\'t feel 
\"dissed\" and left hanging on a limb by not being consulted by 
the United States during the hours leading up to Aristide\'s 
departure after they took what they perceive to be a leading 
role in advocating the U.S. position within Caricom 
convincing as Caesar\'s thrice refusal of Rome\'s imperial 
crown. ChristieWs spotlight at the Miami Herald conference 
will give him the opportunity to advance his long-expressed 
desire to assume a role as Caricom\'s leading statesman. 
Whether he will take full advantage of this opportunity 
remains to be seen. 


WITAJEWSKI 


21191 

and Commission officials in Ankara say the new law marks a 
significant improvement 

specific areas. A legal scholar who helped prepare the text 
said parliamentarians made revisions scaling back some of the 
Vrevolutionary changes included in earlier drafts. As with 
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all other reform legislation 
putting what\'s on paper into fair practice. End Summary. 


2. (U) Adem Sozuer 

criminal law and a member of the experts committee that 
prepared the initial TPC draft (reftel) 

member of the parliamentary Justice Committee from the 
opposition Republican People\'s Party (CHP) 

October 1 with diplomats and EU Commission officials. The 
following is a summary and analysis of key human 
rights-related articles of the new Code. 


3. (U) Rape: The new TPC excludes several articles on rape 
from the previous Code that had been widely criticized as 
discriminatory. Under the previous TPC 

was considered a crime against society 

against the individual; rape between spouses was not legally 
considered rape; rapists could avoid punishment if they 
married their victims; and punishment for rape was greater if 
the victim were married 

and even less if the victim were single and not a virgin. 


-- Analysis: This is probably the single most significant 
advancement in the new Code. The EU had insisted that these 
articles be removed. A Danish diplomat told us that female 
MPs in Copenhagen were outraged by the discriminatory nature 
of these articles 

opening of accession talks with Turkey unless they were 
revoked. 


4. (C) Torture: Sentences for torture are increased. In most 
cases 

the previous TPC 

years per victim 

got two years. The new TPC establishes increased penalties 
including life imprisonment 

sexual abuse or resulting in permanent injury. Anyone who 
fails to report torture (or other felony crime) will face a 

jail term of up to one year 

victim is younger than 15. A public official who fails to 
promptly report a felony will be sentenced to six months to 
two years imprisonment 

party is a police officer conducting an investigation. 
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-- Analysis: This completes a series of reforms designed to 
eliminate the climate of impunity for police who commit 
torture by removing obstacles to the investigation 

prosecution 

Europe\'s Committee for the Prevention of Torture recognized 
ina recent report 

now in place 

implementation. In spite of the legal changes 

police do time behind bars for torture. Until that situation 
changes 


5. (U) Honor Killings/Blood Feuds: Murders committed with a 
motive related to \"moral killingW or blood vengeance\" will 
be considered aggravated homicides 

sentenced to life imprisonment. 

-- Analysis: Courts have often meted out reduced sentences 
for “honor killings\" -- the killing by immediate family 
members of women suspected of being unchaste -- and 
lesser extent 

committed to avenge an insult. The vast majority of these 
crimes occur among conservative 

southeast 

large cities. This amendment is designed to discourage 
judges from accepting these traditions as mitigating 
circumstances. Human rights activists have argued that the 
language is not explicit enough to end the practice of 
reducing sentences in honor killings. Eraslan acknowledged 
that the implementation of this law will have to be 

monitored 

Ultimately 

as well as social and economic development to end these 
tradition-rooted crimes. 


6. (U) Statute of Limitations: The statute of limitations for 
various types of crimes are extended; in most cases 

doubled. The maximum limit is increased from 15 years to 30 
years. 


-- Analysis: In the Turkish legal system 

tried to conclusion 

statute of limitations expires 

without a verdict. This is particularly problematic because 
the clock begins ticking at the time the crime is committed 
not at the start of the investigation or trial. In torture 

cases involving police 

proceedings until time runs out. This amendment will make it 
more difficult to avoid a conviction by running out the clock 


7. (U) Alternative Sentencing: Courts may replace short-term 
imprisonment with alternative sanctions 
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victims\' compensation; mandatory skills/professional 
training; temporary restriction of movement; temporary loss 
of driving privileges; temporary ban from profession; and 
community service. 


-- Analysis: Judges often suspend or postpone sentences for 
misdemeanor crimes 

overburdened penal system. This amendment is designed to 
provide more options so that fewer convicts go unpunished. 


8. (U) Freedom of Religion/Belief: Anyone who forces another 
person to declare 

social 

person from expressing or spreading such beliefs 

1-3 years imprisonment. 


-- Analysis: Turkish identity cards include a religious 
designation that citizens are not permitted to leave blank 
which would appear to violate the new law. Sozuer said the 
GOT will issue new cards in the coming months that will not 
include a religious designation. In theory 

discourage authorities from arresting non-Muslims for 
performing missionary work 

for gathering for worship. However 

likely to resist this law at the implementation stage. 


9. (C) Insulting the State (Articles 299-301): Several 
articles prohibit speech deemed \"insulting\" to the 
Government 


-- Analysis: These articles are carried over from the 
previous TPC. They are often used by prosecutors to 
discourage criticism of the State; the vast majority of these 
cases end in acquittal 

deliberations. Sozuer said he and others on the drafting 
committee made every effort to radically alter these 
articles 


10. (U) Actions Against the State (Article 305): Anyone who 
receives payment from a foreign citizen or institution to act 
against the national interest will face up to 15 years 
imprisonment. 


-- Analysis: The problem with this article is not the law 
itself 

reasoning 

Turkish troops from Cyprus 
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genocide was committed against Armenians under the Ottoman 
Empire 

law. The Greek Cypriot and Armenian American press has 
criticized this article 

examples are part ofthe TPC itself. The reasoning is an 
attachment to the law; it does not have the status of law or 
regulation 

implement the law. Sozuer said the controversial language is 
a leftover from an old TPC draft prepared several years ago. 
He averred that the GOT will eventually have to amend the 
reasoning. 


11. (C) Discrimination (Article 122): The TPC prohibits 
discrimination based on race 

nationality 

national or social background 


-- Analysis: The EU requires that \"sexual orientation\" be 
added to the list. A Danish diplomat told us the GOT 
maintains that the current language protects against 
discrimination based on sexual orientation 

explicitly mentioned. However 

require the GOT to amend this article during the accession 
process 

on whether to set a date to begin accession talks. Sozuer 
said sexual orientation was among the categories listed in 
the original draft 


12. (U) Sexual Intercourse with Minors (Article 104): Anyone 
engaging in sexual intercourse -- without the use of force 
threat 

years of age will face a prison term of six months to two 
years upon complaint. 


-- Analysis: The EU considers this extreme 
limit and the lack of force or coercion. 


11. (U) Defamation (Article 125): Anyone who makes an 
allegation damaging another person\'s honor 

dignify will face a prison term of three months to two years. 
In certain cases 

officials 

imprisonment. 


-- Analysis: EU contacts are concerned that the clause 
relating to public officials will restrict political debate. 


12. (C) Religious Officials (Article 219): Imams 

rabbis 

one month to one year for \"reproaching or vilifying\" the 
government or the laws of the State while performing their 
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duty. In cases where religious leaders incite others to 
disobey the law 

months to two years and a ban against holding public office. 


-- Analysis: Eraslan said CHP insisted on including this 

article in order to protect against those who would use 

religion to undermine the State. Sozuer 

while Eraslan said this 

of this article 

leaders.\" This article is particularly troubling given the 
nationalistic outrage over public comments made by Ecumenical 
Patriarch Bartholomew | on religious reform and Turkey\'s EU 
candidacy. 


13. (U) Religious Garb/Arabic Script (Article 222): Anyone 
violating laws against the unauthorized wearing of religious 
garb or use of the Arabic script will face 2-6 months 
imprisonment. 


-- Analysis: This article is not new. However 
Party was hoping to remove it from the TPC. EU diplomats 
consider this article a restriction on free expression. 


14. (U) Genital Examination (Article 287): Genital 
examinations conducted in connection with rape investigations 
can be carried out only with the authorization of a judge or 
prosecutor. Anyone ordering an examination without such 
authorization faces three months to one year imprisonment. 


-- Analysis: EU officials say the consent of the victim 
should be required for these examinations. 


15. (C) With this new Code 

legal amendments bringing Turkey closer 

human rights standards. However 

opposed to the reforms have consistently delayed and 
undermined implementation of reform legislation 
certain to work against the changes in this Code. 


EDELMAN 
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21194 

recognized as valid the concerns of the sugar sector -- \"but 
no one sector of the nation has the right to jeopardize the 


Column 3 

welfare of the rest of the nation.\" The administration would 
propose amending the fiscal reform package. He favored 
excluding the tax on fructose drinks \"as an obstacle to the 
strategy of competitiveness that will guarantee the progress 

of the country. . . This problem will be overcome in 

democratic fashion -- through reason 

consensus.\" Fernandez suggested that even if the measure is 
not repealed 

trade agreement 

the tax. WBy whatever rational and democratic legal means 
the free trade agreement will prevail here. . . Mr. 

Ambassador 

legal and democratic way possible 

The trade-friendly crowd gave him a standing ovation and many 
of those nearby reached past the President\'s security detail 

to shake his hand. 


The hot defense of national pride and the sugar industry 
remains a theme in press coverage but a new note has 
appeared: a discussion of how to preserve the already 
negotiated free trade agreement. The papers have widely 
reported the postponement of the signing of a DR-CAFTA 
environmental agreement originally scheduled for September 24 
-- as well as the fact that the decision was due to the 

uncertain status of the Dominican portion of the agreement. 


Various lawyers have endorsed Fernandez\'s interpretation that 
an international agreement would take precedence domestic 
law. None has addressed the lengthy and uncertain process by 
which this would be examined and decided 

the tax was deliberately crafted to elude commitments to 
eliminate tariffs over time. One entrepreneur suggested that 
soft drink bottlers relocate to the provinces bordering 

Haiti 

economic development. 


Fernandez has said that the mechanisms of the World Trade 
Organization would be more appropriate venues for examining 
trade controversies. In public discourse he has left vague 

the substance of any eventual discussion or dispute -- 

failing even to indicate which country would be the plaintiff 

and which the defendant. Despite this 

forth in preambular language considerations that suggest a 
strategy of seeking a WTO finding that high fructose corn 
syrup presents unfair competition to locally produced sugar 
because it is \"highly subsidized\" (sic). 


Following are Embassy Santo Domingo\'s informal translations 
of Fernandez\'s cover letter and the text proposed for the 

law. The Spanish texts were faxed this morning to the 
Department 
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(begin informal translations) 


Leonel Fernandez 

President of tne Dominican Republic 

Number 1895 Santo Domingo 
September 30 

Hon. 

Andres Bautista Garcia 

President of the Senate 

Congressional Building 

Santo Dmingo 


Dear Mr. President 


On September 28 | promulgated as Law number 288-04 the tax 
reform law intended to reduce the fiscal deficit currently 
confronting the Dominican economy 

the negotiations with the International Monetary Fund. 


With the aim of correcting possible distortions created by 
the law in question 

Free Trade Agreement signed on August 5 

States and Central American countries 

through you to the senate a draft proposal of law 

which seeks the derogation of paragraph IX of Article 375 of 
Law Number 11-92 

Article 11 

dealt with at the World Trade Organization and a solution 
will be found there. 


I call upon your good offices and those of your fellow 
legislators 

practices that are congruent with the multilateral 

and bilateral engagements we have assumed. 


God 
(signed) 
Leonel Fernandez 


(end informal translation) 
(begin informal translation of draft law) 


DRAFT PROPOSAL OF LAW 


Considering that the Congress approved the draft law dealing 
with a tax reform with the aim of reducing the fiscal deficit 
currently confronting the Dominican economy so as to comply 
with the negotiations between the Dominican Goverment and the 
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International Monetary Fund 


Considering that tne Dominican Republic 
American countries 

Agreement with the United States 

partner and investor in the region 

protection for the sugar industry better than that for 
Central America 


Considering that in the process of negotiating the 
aforementioned Free Trade Agreement on the basis of 
reciprocal and mutual advantage 

obliged to reduce tariffs for all products 

corresponding to customs subcategories 1702.30 to 1702.90 
corresponding to glucose syrups containing fructose; 


Considering that the parties to the Free Trade Agreement 
among the United States 

Republic are empowered to agree upon amendments in the texts 
and the annexes of the aforesaid agreement 

appropriate legal procedures; 


Considering that the World Trade Organization (WTO) is the 
common institutional framework for reconciling differences 
in the case of unfair practices that might cause harm or 
serious disadvantage to a sector of national production 
resulting from the provision of subsidies or the 
disproportionate surge of imports; 


Considering that the Dominican Republic succeeded in 
obtaining atthe WTO a Technical Rectification that altered 
its list of concessions to the Most Favored Nation List 
which a tariff-quota was set that protects eight agricultural 
products 


Considering that cane sugar is one of the four traditional 
products of the agro-exporting sector generating significant 
amounts of foreign exchange and employment and therefore 
should be preserved; 


Considering that internal excise taxes are applied currently 
to a small group of products in order to protect the health 
and lives of persons and to conserve natural resources 
other purposes 

anticompetitive practices which prejudice free choice of 
inputs by producers; 


Considering that the current administration commits itself to 
see that high fructose syrups 

subcategories 1702.30 to 1702.90 

products such as corn that are highly subsidised 


Column 3 
dealt with atthe WTO; 


Considering that the Dominican Republic should be consistent 
in its commercial practice and in the undertakings assumed on 
the multilateral 

as concerns the engagements in associated trade agreements 
in effect or in the process of congressional ratification; 


In view of Congressional resolution number 2-95 of January 
20 


In view of the original texts in Spanish of the Free Trade 
Agreement among the United States 
Dominican Republic 


In view of Law 288-04 
approving the tax reform 


CONGRESS ENACTS THE FOLLOWING LAW: 


Article 1. This measure repeals paragraph IX of Article 375 
modified by Article 11 of Law number 288-04 

28 

(sic) on beverages sweetened with corn syrup is eliminated. 


Article 2. The administration commits itself 
national producers 
aim of protecting the Dominican sugar industry. 


DATED.... (blank) 


(end of informal translation) 

2. Drafted by Michael Meigs 

3. This report and others in our series can be consulted on 
our SIPRNET site 

http://www .state.sgov.gov/p/wha/santodomingo< /a> 

along with extensive other material. 
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commented IMF resrep Ousmene Mandeng. Implementation of 
structural measures in banking slowed during the summer and 
the banking picture remains one of liquidity strength but 
capitalization weakness. The improving strength of the peso 
and drop in inflation seem at odds with the picture above and 
are threatened by the growing arrears. 


8. (C) The IMF team expressed mild concern that some of the 
Dominican team members are not able to coordinate or work 
together effectively. IMF noted a lack of both vertical and 
horizontal organization and some \"really sharp differences 
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and rivalries.\" 


9. (C) Under the best of circumstances 

predicting the timetable for program negotiations is 

difficult. With a constant IMF presence 

possible to conclude a revised agreement in October. The 
conversations in Washington on the margins of the October 2-3 
Bank/Fund meetings could well be important for deciding the 
Fund\'s strategy for a revised program (i.e. 

program 
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tangible\" had been done to resolve them. Ilkin said he 
wanted to get an answer for the U.S. 

responding was the worst thing Turkey could do. He promised 
to pursue the issue after the European Commission issued its 
Oct. 6 progress report on Turkey. He emphasized that there 
was a great deal to discuss regarding the overall development 
of our relationship and urged discussion on the broader 
strategic issues and other ways to enhance our position. 


7. (S) Ilkin confirmed that the government has not made a 
final decision on the U.S. request for a military cargo hub 
but indicated that such an arrangement may be workable 
without parliamentary approval 

responses to three questions: 1) Duration of activities; 2) 
Area of Operation (i.e. flight destinations); 3) Flight 
permissions (i.e. blanket clearances). If the GoT approved 
the request 

Ministerial Decree governing the USG tanker re-fueling 
operation at Incirlik. However 

current Ministerial Decree clearly states that the USG can 
only support efforts in Afghanistan and Iraq. The problem 
lay with the USG request to supply the entire CENTCOM AoR. 
Any destination other than Afghanistan or Iraq would likely 
require parliamentary approval. While there was some 
flexibility in the decree 

endless. In addition 

blanket clearances for all U.S. flights. If it approved the 
request 

of the request and the destination of the supply flights. 
Again 

Commission\'s Oct. 6 report. 
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8. (S) Ambassador noted that the current Ministerial Decree 
operates on the basis of the UN resolution in Afghanistan and 
the NATO resolution on Iraq. He asked ifthe absence of UN 
resolutions on other countries was the basis for GoT 
disapproval to fly elsewhere 

Resolution (UNSCR) 1546 might provide a possible rubric. 
Ilkin simply reiterated that the limit would be Iraq and 
Afghanistan. He noted the potential pitfalls of adding the 
cargo hub into the Ministerial Decree 

wait until the current decree expires in June 2005 and the 
need for annual renewal 


9. (S) Ilkin underscored that taking the request to the 

Turkish Parliament in order to expand the parameters of the 
Ministerial Decree would \"open Pandora\'s box. The situation 
would become politicized and everything already agreed to 
would be put back on the table. Ilkin expressed his 

frustration at having heard twice that the Turkish General 

Staff (TGS) had approved the cargo hub and the MFA was the 
stumbling block. In his view the problem was that the 
parameters of the request hadn\'t been finalized up front 
before the request was taken to the GoT 

Ilkin stated that he had wanted to give the U.S. a response 
two months ago and was doing his best to get an answer from 
the government. 


10. (S) In Ilkin\'s perspective the weapons deployment 

training request could be worked out. The MFA did not see a 
requirement for parliamentary approval. However 

dimensions of the request 

within GoT parameters. The Turkish Air Force (TUAF) does not 
undertake the type of night flying requested by the USAF 

fighter aircraft. Since the constitution does not permit 

foreign militaries to exercise greater freedom of operation 

than that granted to Turkish forces 

to observe the rules followed by the TUAF. 


11. (S) In response to Ilkin\'s raising GoT disapproval of the 
U.S. request for U-2 flights along Turkey\'s borders with 
Syria and Iran 

was a USG response to assist the GoT to fill a gap TGS had 
identified in Turkey\'s surveillance coverage. Ilkin said 
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that GoT sensitivities about Turkey\'s need to maintain good 
relations with its neighbors prohibited approval of this 
request. 


IRAQ 


12. (C) Turning to Iraq 

Middle East Affairs Gokturk said Turkey\'s concerns with and 
vision for Iraq mirrored that of the U.S. but developments on 
the ground 

concern. In his view 

preoccupied with the Kurds in the north 

part of the picture. According to Gokturk 

the initial blueprint for Iraq was incorrect and that 

realities on the ground were not adequately considered; 
ethnic and religious lines were overemphasized. Now there 
was a huge task to reconcile all ethnic and religious groups 
toward a common agenda. Turkey saw Iraq as regionalizing 
itself 

Gokturk\'s opinion 

the U.S. military emboldened other groups. Gokturk stated 
his belief that 

could fix the problems in Iraq. The GoT wanted the elections 
process to proceed as scheduled. Turkey had good relations 
with almost every segment of Iraqi society. Working in 
concert 

international community could put things back on track. 
Gokturk registered the GoT\'s concerns with the Iraqi 
Governing Council 

decision-making body. These concerns had been partially 
alleviated with the establishment of the Iraqi Interim 
Government 

Turkmen origin. According to Gokturk 

Turkmen and Arabs to integrate into the new structure in the 
way they best saw fit. If all groups receive a sufficient 

outlet to achieve their goals 

sufficient ethnic balance. 


13. (C) Gokturk continued that 

ally bordering Iraq 

it was being treated like Syria or Iran. As an example 
Gokturk noted that during the development of UNSCR 1546 
USG had approached 

This isolation was magnified on the ground. While 
expressing concern that Turkey had felt isolated 

agreeing that we should have spent more time talking with 
Turkey about Iraq early on 

held Turkey in a very different category than Iran. He 
agreed that the U.S. and Turkey shared the same vision for 


Column 3 

Iraq but emphatically disagreed that the initial plan had 
been wrong 

made 

creating a new Iraq and the large numbers of Iraqis risking 
their lives to sign up for the Iraqi Security Service. This 
incredible turnout had the terrorists worried. 


14. (C) Ambassador Edelman noted U.S.-Turkish agreement on 

the need for a politically unified Iraq 

integrity 

Iraqis. He reminded Gokturk of the USG effort to organize a 
meeting in New York on the margins of UNGA between Deputy NSC 
Advisor Blackwill 

and Turkish Director General for Middle East Affairs 

Burcuoglu to discuss the way ahead. 


15. (S) Given Ilkin\'s emphasis on the difficulty of getting 
GoT/parliamentary approval of the U.S. requests for F-16 
basing in the current political climate 

whether removing the F-16 request from the table might 
facilitate a positive GoT decision on the cargo hub and 
weapons training. While Ilkin did not directly acknowledge 
that the F-16 request was the crux of the problem 

the impression that this might be the case. End Comment. 


16. (U) This cable was approved by Deputy Assistant Secretary 
of Defense lan Brzezinski. 
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He cautioned that Iraq is not ready for a “real democracy 
and the results of completely open elections in Iraq would 
not be in the long-term interest of Iraq or the United 
States. In his view 

democracy 

take time. 


6. (C) The Crown Prince said that the United States should 
support the development of a reconciliation program in Iraq 

to encourage Sunnis to participate in the elections. The 
message should focus on the future and what benefits the 
Sunnis would derive from full participation. Abizaid said 

that the intimidation power of the Baathists within the Sunni 
community was still very strong 

toward Zarqawi. The Sunni community had a great opportunity 
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to move forward 

they missed this chance. He warned that any Iraqi choosing 
to support Zargawi and his extremists would become a 
permanent enemy of the United States. Defense Minister 
Khalifa downplayed the significance of the threat posed by 
residents of the Sunni triangle 

ultimately amuch more lethal danger. 


7. (C) The three Bahraini leaders agreed that Iran 

represents a great danger in Iraq and the region. The Crown 
Prince said that Iran\'s ideology is that of \"horribly 

inhumane terrorists\" that has no future 

in VrepulsingW people. The Defense Minister commented that 
the United States tends to see a difference between the IRGC 
and Khatemi 

strategy 

noted that Iran was playing a more active role in Iraq now 
than it did one year ago. 


8. (C) The Crown Prince commented that Syria seemed to have 
no idea about what was happening on its border with Iraq. 
Abizaid indicated that Syria was playing a dangerous game in 
Iraq. There were indications that Syria was assisting the 
insurgents while the insurgents were cooperating with the 
extremists. If the Syrian government did not pay close 

enough attention 

challenge from these same extremists at some point. 


9. (C) The King emphasized that Bahrain was proud to host 
NAVCENT Headquarters and welcomed U.S. visitors to the 
Kingdom. Bahrain had implemented a number of political and 
economic reforms 

countries. When Bahraini citizens complain that the country 
is not moving in the right direction 

they have the option to run for office and argue their point 

of view. The King wants to develop institutions independent 
of any particular ideology or sect. He asserted that Bahrain 
would like to host a meeting of G8 and regional foreign 
ministers in January to discuss the Broader Middle East/North 
Africa Initiative. He commented that other Arabs had good 
words 


10. (C) In response to the General\'s question 
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Prince said Bahrain would prosecute the four terrorism 
suspects. The Ministry of Interior was working hard on the 
issue 

Attorney General\'s office needed to be improved. The CP 
noted that under current Bahraini law 

for conspiracy to commit a crime was three years 

suspects deserved to remain in prison much longer than that. 
The new draft counter-terrorism law proposed significantly 
more severe penalties for conspiracy to carry out terrorist 
attacks. The Crown Prince mentioned that the suspect who 
fled the courtroom during his hearing in early September 
would face additional charges and would be held longer. 


11. (C) The Crown Prince cited the strength of the 
U.S.-Bahrain bilateral relationship and recognized quick 
negotiation of the free trade agreement. He thanked the 
military for reopening the DOD Bahrain School. Noting that 
his children attend the school 

that it was safe and secure. He requested that the teachers 
be permitted to bring their families back to Bahrain. 


12. (C) Regarding military cooperation 

that Bahrain develop a capability as a regional center for 
excellence 

Al Khalifa replied that the simulator project was on the 

right track but he was not yet ready for a purchase. Abizaid 
noted that the U.S. was working with Jordan to establish a 
special forces training center 

Bahrain holds annual joint special forces exercises with 
Jordan and the two sides benefit from the interaction. 


13. (C) The Defense Minister expressed great concern about 
Iranian ballistic missile developments. Though the Shahab 
missile is not accurate 

focus on a nuclear program 

desperate to have a nuclear weapon 

plans to ensure they do not get it. Abizaid responded that 

all options were on the table in dealing with the Iranian 
nuclear threat. The United States wanted to work with Gulf 
countries to develop a regional ballistic missile defense 
system. 


14. (C) Regarding Saudi Arabia 
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government was fighting the terrorists to the best of its 
ability. It had waited too long to recognize the threat but 
was now dealing with it seriously. The Defense Minister 
indicated that Bahrain and Saudi Arabia enjoy excellent 
cooperation at the border and are developing closer links for 
sharing information. Abizaid told the Crown Prince that many 
of the foreign fighters and suicide bombers in Iraq were 
Saudi. He worried that as the security situation in Iraq 
stabilized 

might cause trouble there. 
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a life sentence. According to Ismail 

Djiboutian must be tried within four months of arrest for 
minor infractions and foreigners within six months. 

Prisoners arrested on more severe criminal charges must be 
tried within two years of arrest. Ismail said the longest 
anyone has stayed without judgment is eight years - he did 
not specify the crime. 


7.(C) The prison recently acquired two vehicles for daily 
transportation needs 

needs its own ambulance. He commented that when a prisoner 
got sick in the past it was necessary to call the hospital 

and wait until the ambulance could get to them 

several hours later. With the two vehicles it now has 

prison officials can carry the prisoner to the hospital 

they must compete with the traffic like any other car. 


8. (C) Ismail pressed the notion that the most important 
improvement needed for the prison was a separate medical 
treatment facility at the entrance of the prison to screen 
prisoners prior to placement with the rest of the prison 
population. He said that it is necessary to examine and 
diagnose prisoners for diseases like tuberculosis 

and pneumonia to avoid wide spread contagion. Ismail was 
extremely concerned that the priorities were not in the right 
place. He commented \"it is much better to have run down 
buildings with healthy people inside than brand new 
facilities with people spreading sickness.\" 

RAGSDALE 
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serving the state.\" On Guelleh\'s rule 

that there is too much corruption and total impunity. There 
are laws on the books 

Hassan Gouled was in power 

a pretense of governance." 
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5. (C) In Chehem\'s opinion 

Djibouti. He repeatedly said: Wwe have the money 

the resources 

of different people.\" For Chehem 

has created poverty in Djibouti. Resources have been 
increased 

many problems could be improved by better managing the 
state\'s income. He continued that there needs to be more 
motivation for people to do better and severity and sanctions 
when people do wrong. Chehem commented that there formerly 
existed a service to maintain and clean the city 

capital and in the districts. He continued that the 

resources to employ people for that service are still there 

but are not being used or funds for the service are being 
diverted. Chehem stated that official fiscal assets for the 
state in the first six months of this year was 13.5 billion 

DF (approx. 76 million USD) 

year\'s budget. This figure does not include aid funding from 
the French or the U.S. 

(approx. 226 million USD) 

did not detail what the annual output for payment of state 
obligations was for FY 2004. Without that balance post cannot 
comment on Chehem\'s claim of money mismanagement. End Note.) 


6. (C) When asked about economic projects that Guelleh has 
introduced 

the project at Port of Doraleh is a private project that does 
not benefit the people. Rather 

people: businessman Abdourahman Boreh 

the state of Dubai. He continued that 70 percent of the 
workers are foreigners and that Djiboutians are not happy 
with that. Chehem did say that it is necessary to expand the 
port 


7. (C) In response to Ambassador\'s question regarding whether 
Chehem perceived a desire by Djibouti to look northwards 
toward the Arab world or southwards toward Africa 

stated \"We are an African country and we consider ourselves 
African.\" He explained that Djibouti has stronger ties with 
Ethiopia and Somalia. Somalia joined the Arab League to put 
more pressure on France to give Djibouti independence 

that once gained 

commented that there formerly was business with Rwanda 
Uganda and Zaire (Democratic Republic of Congo) at the port. 
Djibouti is ready to do resume such business 

justice. Chehem agreed that there was not a high volume of 
business from Africa at present 

greater protections for the investors in the judicial system 
would be needed. 


8. (C) BIO: Chehem is an Afar from the northern region of 
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Djibouti. He was Director of the Cabinet for the Prime 
Minister in 1978 and served three years as Finance Minister. 
Chehem was a member of the armed faction of FRUD 
opposition party that rebelled in the early 1990\'s resulting 

in ten years of civil war. Chehem was jailed in 1990 for his 
involvement in FRUD. After his release he went to Ethiopia 
but was extradited back to Djibouti in 1998. 


9. (C) COMMENT: Common opinion of Chehem in Djibouti is that 
he is fairly even minded and not predisposed to favor his 

clan over any other. Reportedly 

minister 

change. This is also the reported reason as to why he was 
removed from that position. Chehem\'s demeanor is very 
congenial but he lacks the charisma of a leader. His ideas 
seem honestly conveyed and he appears genuinely to desire 
change 

accomplish any of his goals. Post cannot yet comment on the 
extent of support for Chehem in the Djiboutian community. 
END COMMENT. 
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workers 
those outside Djibouti city. 


3. (U) Only the Service de Population (Population Service) 
within the Ministry of Interior has the responsibility and 
authority to issue national identity cards. The Service de 
Population has one office in the capital city. However 
District Commissioners are also given authority to process 
cases and submit them to the main bureau in the capital. 
This 

to there being a reported back-log of applications that 
number nearly 6 


4. (U) Identity cards cost the applicant 2 

USD) for the initial application. Replacements are much more 
expensive at 10 

initial application is prohibitive for the average Djiboutian 
family 

1 

account the over 50 percent unemployment rate. End Note.) 
Many families choose to use their money to purchase food for 
their children rather than apply for a national ID. 


5. (U) The lack of a National Identity Card can make a 
Djiboutian\'s life very difficult. There are numerous tasks 

that one cannot accomplish without an identity card. 
Registering for school 

benefits are among many. Because many children do not have 
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ID cards and cannot go to school without one 

Population is starting to expedite processing applications in 
batches by year of birth - starting with the most recent 
decade. Occasional round-ups of illegal aliens can also be 
one situation where it is dangerous not to have a national 
identity card. 


6. (U) Said Aboubaker Bosoma 

Population said in a conversation with PolOff on 18 August 
that the present system 

and the service does have a large back-log. Bosoma said 
there is great need for their archives and processing system 
to be computerized in order to accelerate work. He also 
commented that the new law 

passed 

making it easier to attain citizenship. 
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and said that he had \"full confidence in the judicial 

committee probing the case.\" Firebrand MP Ali Abu Al-Sukkar 
(Zarqa - 2nd Dist.) of the Islamic Action Front (IAF) told 
reporters that \"facts on the ground prove that the (NCHR\'s) 
report is authentic.\" He also delivered a list of demands by 
prison inmates to General Tahsin Shurdum 

Public Security Department (PSD). 


5. (U) According to Arabic daily Al-Ghad 

well-known IAF MP Mohammad Abu Fares (West Banker 
Dist.) on September 23 for questioning regarding allegations 
that he \"attacked public officials and Arab regimes\" during a 
rally. The head of the IAF bloc in Parliament 

al-Huneidi (West Banker 

Abu Fares refused to go with the police and contacted the 
Prosecutor-General and Prime Minister Faisal al-Fayez 

of whom said they had not authorized any such \"invitation.\" 
Abu Fares stated that his participation in the rally only 

called for \"supporting Palestinian resistance as a first line 

in the defense of Jordan.\" The PM intervened to bring about 
a similar Interior Ministry climb-down in early September 
when eight Muslim Brotherhood clerics were briefly detained 
for refusing to sign pledges to abstain from sermonizing on 
sensitive issues (ref c). 


6. (U) Following a September 30 meeting with representatives 
of parliamentary blocs 
PM Fayez as stating that the government was open to 
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constructive criticism 

principled stands.\" \"Nobody is above the law and those who 
violate the law will be referred to courts 

deputies. In response to IAF complaints that its members 
were being unfairly treated 

movement in Jordan was an integral part of the political 
arena and that measures taken by the government against 
Islamists were not part of \"deliberate targeting 

an implementation of the law.\" 
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they are referring not to fuel shipments for the coalition-- 
which we understand receive coalition escort on the basis of 
a 1:10 ration-- but to humanitarian fuel shipments for whom 
private security contractors are responsible. End Note.) 
They stressed that they would like to see smaller (20 vehicle 
convoys) occur in practice. In addition 

report that they \"never see return escorts.\" Terrorists 

they added 

attacks on the return trip. UND officials conceded that in 
some cases truck drivers may head off on their own to buy 
oil 

but they argued that the reports are so unanimous that this 
cannot be the only factor. A final concern centers on the 
way in which formalities are completed at the convoy\'s 
destination. Soysal noted that trucks have to wait on the 
road outside secure areas for the paperwork to be completed 
leaving all vehicles 

convoy 

trucks be admitted to the base and that formalities be 
finalized there. (Note: Turkish contruction company and USG 
contractor Yuksel executive Emin Sazak raised a similar point 
in meetings in Ankara 

threats often occur at this final stage of the delivery.) 


4. (SBU) Insurance: UND noted ref A\'s point regarding the 
inclusion of an insurance/security premium in coalition and 
humanitarian delivery contracts. They responded 

that this is ineffective 

rarely available 

company will write such coverage) it is prohibitively 
expensive. The expense 

provided for this purpose in the contracts 

into the trucker\'s profit margin. If the convoy system were 
more effective 

(Note: This insurance problem is separate from the at least 
equally difficult insurance issue raised by MFA (and echoed 
by the associations): that truckers are unable to document 
their insurance claims for damage or theft since U.S. 
military and local police do not issue the equivalent of a 
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police report. End Note.) 


5. (SBU) Secure Rest Areas/Transshipment Centers: RODER chief 
Atilgan noted that progress is being made on a transshipment 
point near Zaho 

of transferring their deliveries to local Iraqi drivers. 

This will enhance security for Turkish drivers 

cost of their income 

goods in the North than to carry them to their final 

destination. UND concurred 

safe transport all the way to Baghdad-- they do not what to 
have to transship their goods 

and legal issues that result concerning who retains 
responsibility for the cargo. Regarding secure rest areas 
Soysal noted that this is an attractive idea 

difficult to move it forward given the lack of authoritative 
interlocutors in Iraq. \"It is unclear who we can deal with 

on this 


6. (SBU) Security: Both organizations reported a 
deteriorating security situation 

as far north as Mosul. If the problems reach the border 
Atilgan said 

Iraq" UND noted that there is some question about whether 
all of the attacks are the work of insurgents 

some stem from local operators who would like to see more 
goods be transshipped. Both concurred that use of private 
security companies is an option for Turkish truckers 

noted that they put information about available companies on 
their website (without explicit recommendation of particular 
firms). However 

margins 

possibility. 


7. (SBU) Other issues: Neither organization saw the Syrian 
route (suggested by some GOT officials last week) 
alternative solution. They noted that it involves additional 
risks 

difficulties. (Note: In contrast to MFA officials 

Turkish Customs officials have told the Embassy that the 
Syrian route is impractical for truckers. End Note.) RODER 
noted that problems are now extending further north 

Mosul area 

about the activities of Northern Iraqi authorities 

alleged are acting \"like they run an independent state.\" The 
latest step that has sparked outrage is the requirement that 
Turkish truckers buy fuel from designated stations in Iraq 
and the levying of fines (240 USD per truck) for vehicles 

that have more than a \"minimal amount\" of fuel in their tanks 
on entering Iraq. 
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8. (SBU) Comment: The RODER and UND comments were a sobering 
indication of what Turkish drivers face in Iraq. Both 
organizations remain committed to helping their members cope 
with the difficulties that exist (even as UND continues to 
recommend that companies not carry coalition cargo-- a 
recommendation that Soysal said the organization is not yet 

in a position to lift). They indicated that Turkish 

companies remain committed to supply operations 

by the 8000 to 10 

a daily basis in Iraq 

could lessen that commitment. As a reminder of the threats 
and pressure faced by Turkish drivers 

faxed a copy of a document distributed to drivers in Iraq 

signed by a Ebi Basir and Ebi Jandel Teams 

driver who delivers fuel to Iraq after September 30 with 

death. End Comment. 


Baghdad Minimize Considered. 
ARNETT 
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on key votes 

Parliament 

to National Assembly President Kamitatu removing the eight 
from their RCD-appointed seats 

their disgruntled move east (ref). End Note.) Inthe wake 
ofthe Gatumba massacre 

recast themselves as among Ruberwa\'s close advisors -- 
although other party members have characterized Bizima more 
as a thorn in Ruberwa\'s side 

jailor.\" In any event 

the rise 

have emerged as policy demands underpinning the RCD\'s return 
to the transitional government. During his September 23 
meeting with Ambassador (a meeting which Karaha requested) 
he struck some familiar chords 


-- the RCD is afraid that the transition will end with many 
promises unmet; it is seriously behind schedule and little is 
being done to put things right; these current negative trends 
have serious implications for the future; 


-- there has been no progress on military integration 

is key to progress on improving social services 

democracy and holding elections; worse 

by the Congolese participants in making progress on these 
issues; 


-- President Kabila doesn\'t act like a national leader 
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instead tolerates hate media and makes promises that aren\'t 
kept; 


-- therefore 
Congolese ownership of the processes and general bad faith 
the transition has failed. 


3.(C) Karaha went on to reiterate another well-known RCD 
complaint 

and MLC troops to the East is promoting uncontrolled 
fighting 

return of refugees 

move toward \"real\" military integration 

brassage (\"mixing\") of troop elements as seen in the East is 
forced and unnatural 

turn on each other. He concluded by accusing the government 
of continuing to support the Interahamwe 

having integrated some elements into the military 

in the personal bodyguard of South Kivu regional military 
commander Mabe. 


Transition Flawed 


4. (C) In response 

expected the transition to function perfectly; it is an 
ungainly conglomeration but the only means by which the 
ex-combatants can be brought to work together. Undeniably 
progress has been slower than we and the international 
community had hoped 

though it is 

only means by which to reach the shared goal of free 

and democratic elections 

rights and interests of all the Congolese people. We must 
all work with what we have available 

transition. Military integration and the related issues of 
demobilization and reintegration of ex-combatants are 
complicated issues in which the international community 
perhaps could usefully play a better coordinated role. 
Nonetheless 

seen in meetings of the Supreme Military Council and renewed 
activity by the international community. The Ambassador 
reminded Karaha that the mere existence of the CIAT (the 
International Committee to Accompany the Transition) is an 
unprecedented example of international interest in 
coordination with 


5. (C) The Ambassador said that another complicated but 
important priority is addressing the climate of impunity 
which has enabled the cyle of violence plaguing the Congo. 
While the GDRC\'s request to the ICC may be a part of the 
answer 
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allegations that date back a number of years. The Ambassador 
went on to note that 

presence 

the presence of his troops have essentially stymied very 
promising voluntary repatriation of Interahamwe elements 
facilitated by Monuc which 

moved over 14 

Post-Nkunda 

to practically zero. He concluded by noting that clearly it 
is in the interest of both the DRC and its neighbors 
particularly Rwanda 

Interahamwe 

programs. 


Comment 


6. (C) On the way out of the building 

others 

for a visa but had been told he needed to wait for some time 
before receiving and answer (note: e.g. 

opinion). He asked if there is a problem. The Ambassador 
replied that he did not track individual visa cases 
underscored that in all cases 

U.S. Embassies needed to be followed. 


7.(C) Karaha may 

the U.S. reaction to his \"the transition is dead\" line. Or 
he may simply have been fishing to see if his failure to 
obtain a visa immeidately signaled bigger problems with the 
U.S. Alternatively 

hear for himself that the U.S. doesn\'t accept that the 
transition is dead 

The latter 

accounts Karaha is the embodiment of RCD-G hard-core 
positions 

Karaha\'s comments 

little manuevering room Ruberwa has 

having chosen to retreat to Goma in the wake of Gatumba 
has made himself more susceptible 

short-term 

influences. 
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Approximately 500 human rights activists from 100 countries 
attended the symposium. 


3. ZAMAN: In Iraq 


Column 3 

called the \"Democratic Front. Thirty-eight Kurdish/Arab 
political parties and non-governmental organizations attended a 
meeting of the organization held in Muntansiriye 

to bring together Kurdish organizations in Northern Iraq 
Democratic Front will hold its first congress on October 14. 


4. EKSPRES: In Adana 

along with Security Directorate teams arrested Hasan Sucu and 
Nazim Gokmen with 7.165 kilos of material used in making hash. 
Recep A. is also wanted by security teams for assisting drug 
sellers. 


5. EKSPRES: A bomb placed at HSBC Bank on Ataturk Street 
Adana 

damage and breaking windows in the surrounding buildings. No 
casualties were reported. Adana Security Director Mehmet Cebe 
visited the scene of the explosion and said that the 

investigation was continuing. Security measures around the 
American Consulate and other banks have been increased. 


6.  ULKEDE OZGUR GUNDEM: Twenty-five Human Shield Initiative 
(HSI) members from Istanbul set off for the Cirav Mountain in 

Siirt 

military operations and clashes in the region to an end. An HSI 
spokesman 

clear: a bilateral truce 

of impediments to freedom of expression 

victims 

operations and an end to solitary confinement for Abdullah 

Ocalan. 


7.  ULKEDE OZGUR GUNDEM: Soldiers evacuated Kocanis village 
previously the only village in the Bercalan Pasture of Hakkari 

province that had not been evacuated. GOT forces dropped 

chemical material from helicopters and evacuated many villagers 

on September 22 on the grounds that Heze Paratstina Gel (HPG - 
Public Protection Forces) members had found shelter there. Many 
soldiers and village guards were dispatched to the region for 

the ongoing operation. 


8. CUMHURIYET/TURKIYE/MILLIYET: A mine planted by 
PKK/Kongra-Gel militants on the road between Bukardi and Aricak 
Elazig province 

students passed by. No casualties were reported. 


9. TURKIYE/RADIKAL/MILLIYET: Sergeant Seref Dede was killed 
by gunfire from the Iranian border on September 22. Two 

sergeants and one private were killed in the clashes between GOT 
forces and PKK/Kongra Gel militants in Pervari 

on September 9. 
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10. CUMHURIYET: Residents of the Karaduvar quarter of Mersin 
filed petitions asking the Mersin Municipality to close down the 
installations for operating without a license (including TUTA 

OPET 

companies) 

society." The residents are getting ready to press charges 

against those companies at the European Human Rights Court for 
\"violating the right to life." 


ECONOMIC DEVELOPMENTS 


11. MILLIYET: Thirteen sheep and four calves died from 
foot-and-mouth disease in Ulubatli and Mutlu quarters of Adana. 

No animal transportation was allowed in the area 

under quarantine right after the incident. The area was 

disinfected 

shots against foot-and-mouth disease. The Adana Governors Office 
announced that no animals had become sick or died since the 
measures were taken. 


12. CUKUROVA HURRIYET: GAPFOOD 2004 Fair was held in Gaziante 
from September 23-26. Gaziantep will also host the MOTEKS 2004 

5th Fashion and the GATEMAK 2004 Textile Machinery Fairs from 
September 29 through October 3. One hundred forty companies will 

open stands at the fairs. 
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pressure on the people of Tunceli and the burning of the forests 
in the region. EMEP Provincial Chairman Huseyin Tunc said 
burning forests and threatening journalists would not produce 
any solutions 

brotherhood to the region. Approximately 250 persons carrying 
signs with WBudgets for education 

town yesterday. Tunceli\'s CHP lawmaker Hasan Guyuldar brought a 
motion bringing forest burning in Tunceli to the agenda of 
Parliament. 


5. ULKEDE OZGUR GUNDEM: In Siirt 

Balci 

harassed Human Shield Initiative members attempting to travel to 
the Cirav Mountains where military operations were underway. 


6. SABAH: In Mardin 

Prof. Dr. Ali Bardakoglu 

Ozmen and Metropolitan Samuel Aktas of Midyat jointly opened a 
mosque built by a businessman from Mardin. In his opening 
remarks 

Prophet Moses 


7. | EKSPRES/BOLGE: In Adana 
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administration instructed guards not to allow female students 
wearing headscarves to enter the campus 

later changed. Female students said they had come to school for 
education 

headscarves to enter classes. Approximately 50 female students 
and male students supporting them protested the administration\'s 
decision. President Ahmet Necdet Sezer will attend the October 
7 Academic Year Opening Ceremony at the university. 


8. YENI SAFAK: After being arrested in Van for drug 

trafficking and later kidnapped from a police station 

Van deputy Mustafa Bayram\'s son 

Ankara on September 17. He was transferred to a prison in 
Malatya 

that he was tortured. Bayram said no drugs had been found on him 
or in his car 

will be sent to Forensic Medicine to confirm his claims of 

addiction. 


ECONOMIC DEVELOPMENTS 


9. RADIKAL: Twenty industrious female students from poor 
families in Hakkari enrolled at the Industrial Vocational High 
School and started classes in German. The girls will be educated 
in Turkey and taken to Germany to work in the Mercedes Benz 
Company 

Association Supporting Modern Life. 


10. CUKUROVA HURRIYET: In Adana 

and Trade Fair will be held between October 02-10. Approximately 
one million visitors are expected to visit the fair in which 404 
domestic and international firms are participating. 
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CITY IN THE CONGO 


1. (U) Summary. A visit to Gbadolite in northern Equateur 
Province showed a region suffering substantial decay 
poverty and serious neglect by the national government. 
Although security had improved with the departure of large 
numbers of MLC soldiers for the east 

soldiers continued. Vice-President Jean-Pierre Bemba and his 
MLC party were unpopular with the local population 

the fact that this area is Bembal's stronghold. Demobilization 
of child soldiers in Gbadolite started recently 

into obstacles due to lack of resources and expertise on the 
part of local NGO\'s running the program. End Summary. 


Gbadolite Longs for the Glory Days\" of Mobutu 
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2. (U) Poloff visited Gbadolite September 18 to evaluate the 
current situation in the area. He stayed at the once 
exclusive Ndekele Hotel owned by Joseph Mobutu 

a state of decay and disrepair. The Ndekele\'s cracked and 
empty swimming pool 

representative of the general condition of Gbadolite 

the site of Mobutu\'s favorite retreat in the Congo. Mobutu\'s 
luxurious Chinese palace and his main mansion in the city lay 
in ruins 

factory 

vast African palm oil plantation Mobutu owned in Gbadolite 
was overgrown with vegetation. 


3. (U) The only signs of recent progress visible in the city 

are the new offices of Vodacom and Celtel communications. A 
weekly flight by Wimbi Dira Airlines keeps Gbadolite linked 

to Kinshasa 

three times more in Gbadolite. Trade with the nearby Central 
African Republic is minimal due to cumbersome border fees 
paid by local merchants and theft by remaining MLC soldiers 
(Note: Local officials indicated that the border has been 

open only once or twice a month for trade. End Note.) 
Subsistence agriculture of crops such as rice 

and peanuts is the main economic activity in the area. There 
is also some level of fishing and cattle raising 

most cattle were killed during the war. The main roads around 
the city 

local hydroelectric plant produced sufficient electricity to 
supply the city and its outlying areas. 


4. (SBU) A visit to a Belgian-built hospital 13 miles from 
Gbadolite showed empty shells of buildings 

operating room in which a medical assistant without any 
formal training had just performed a cesarean section on a 
patient who 

hospital had a handful of unpaid staff and no medicines or 
equipment to speak of. A Catholic nun explained that 
malnutrition was rampant and that although Medicinis Sans 
Frontieres-Belgium (MSF) was present in Gbabolite 
assistance was limited and most people in the region lacked 
access to health care. (Note: MSF was the only international 
NGO that we found in the area. End Note.) The same nun noted 
that school attendance outside Gbadolite was well under 50% 
due to parents\' inability to pay school fees. 


Bemba\'s MLC Unpopular with Locals 


5. (SBU) Members of civil society 
expressed relief over the departure of a significant number 
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of soldiers from Jean-Pierre Bemba\'s Movement for the 
Liberation of Congo (MLC) to the east. They estimate that out 
of approximately 7 

August 

soldiers had caused substantial insecurity for the local 
population 

fields and raping women at will. Such abuses had a 
detrimental effect on agriculture 

harvest only to essentially feed MLC soldiers. 


6. (SBU) While poloff was in Gbadolite 

Pierre Bemba made a brief visit to the city 

with any local officials. He spent 30 minutes in his private 
residence and then left the area. Civil society 
representatives said that the MLC had not done anything for 
the province and that Bemba was not popular in Gbadolite 
MLC\'s former base. The mayor of Gbadolite referred to 
Gbadolite as \"the most forgotten city in the Congo\" and noted 
that local people had lost faith in the national authorities 

and that the region had yet to see any tangible benefits from 
the transitional institutions. According to him 

political parties are already present in Gbadolite: the MLC 
the Congolese Rally for Democracy-Goma (RCD-G) 

Party for Reconstruction and Democracy (PPRD) 

Popular Movement of the Revolution (MPR). 


Demobilization of Child Soldiers Faces Challenges 


7. (SBU) Poloff visited two centers for the demobilization of 
child soldiers run by local NGO\'s in Gbadolite. The 
demobilization of child soldiers in the area started on 
September 1st. The initial idea involved housing over 120 of 
these children in one center. Within the first two days 

these children had threatened a journalist who visited them 
and attacked a local teenager. At this point they were 

divided into two groups of 60 and placed in two separate 
centers. Although there were no credible reports of further 
problems with the local population 

soldiers looked restless and angry. (Comment: Some local 
activists voiced concern about the lack of expertise on the 

part of the NGO\'s running the demobilization program. Indeed 
poloff did not see any evidence of the availability of 
professional staff such as psychologists who could conduct 
anger-management sessions for children who openly displayed 
high levels of frustration during our visit. End Comment.) 


8. (SBU) The NGO\'s running these centers want to reintegrate 
children into their communities. Most children 

from different parts of the Congo and the process of family 
reunification could take some time. In the meantime 
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children are being sensitized about community reintegration 
and civilian life. The children themselves told poloff that 

they were angry at not having received any pay from the 
government after several years of military service. Most said 
that they came from very poor families and did not want to go 
home empty-handed; many were anxious to start school and felt 
that the centers did not have enough activities for them. 
(Comment: Poloff raised the issue of school attendance with 
the NGO\'s 

provide for education at this time. Since most children will 
likely spend several months in these centers 

ongoing source of frustration and a potential problem for the 
NGO\'s and the surrounding communities. End Comment.) 


Comment 


9. (SBU) The Gbadolite region faces many of the same problems 
experienced by other regions of the Congo following five 

years of war: massive unemployment 

unpaid soldiers who prey on the rural population 

government support for basic services such as health and 
education. Gbadolite 

however 

and UN agencies 

transition government is unlikely to provide significant 

support to the region in the foreseeable future. With 

thousands of Congolese refugees expected to return to 

northern Equateur Province from the CAR and Congo-Brazzaville 
in the next several months 

international community to pay attention to the humanitarian 
situation in the area 

further. 

MEECE 
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Relations with [Its] Asian Allies\" 


Lai I-chung 
Taiwan Think Tank 
pro-status quo \"China Times!" (10/1): 


\"Judging by the strategic traits of the two U.S. 
presidential candidates\' staff specializing in Asia- 
Pacific policy 

election can be basically viewed as a race between the 
“Pan Asia\' faction whose Asian strategic focus lies in 
the "U.S.-Japan alliance 

whose Asian policy centers on the “U.S.-China strategic 
partnership.V The "Pan Asia\' faction not only has 
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dominated the U.S. government\'s Asia policy for the 
past four years 

to the strategic views adopted by former Secretary of 
State George Schultz ofthe Reagan administration. The 
“China Hand\' faction 

President Bill Clinton\'s senior staff members during 
his second term of office. No matter who is elected 
U.S. president [in November] 

strategic environment that has been fundamentally 
changed. As a result 

how to deal with the United States relations with its 
allies in Asia. . 


\"Some people might think that Washington will not have 
to go through much hardship in dealing with its 
relations with its Asian allies if it views "U.S.-China 
relations\' as the core of its Asian policy. Such an 
argument is basically wrong. If Washington lacks a 
stable relationship with its Asian allies 

diminish Beijing\'s needs regarding Washington 

will 

dealing with Beijing. Such a development 

will add more variables to Washington-Beijing ties. 
Thus 

Hand\' faction 

States] to maintain strong and powerful alliances in 
Asia. 


\"The escalating nuclear crisis on the Korean Peninsula 
has put the question of whether the current regime in 
Pyongyang is sustainable under the spotlight. The 
impact of Taiwan\'s democratic development versus 
China\'s swelling nationalism and its military expansion 
have also made it really difficult to maintain the 

"status quo\' across the Taiwan Strait. All these 
indicate that the next U.S. president may be required 

to face and deal with problems such as the unification 
on the Korean Peninsula and conflicts across the Taiwan 
Strait. Thus 

Asian alliances will be a top priority for the new U.S. 
president .\" 


B) \"Revelations [from the] U.S. Presidential Election: 
Fair Competition Is the Bottom Line for Democratic 
Rule\" 


The conservative 
observed in an editorial (10/4): 


Y. U.S. society is indeed experiencing an atmosphere of 
confrontation because of the heated presidential 
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election; some people even believe that a dividing 
crisis rarely seen over the past few decades is 
happening in the United States. However 

in the debate by [U.S. President George W.] Bush and 
his rival [Senator John] Kerry 

the game that have been built up gradually since the 
founding of the United States are still the bottom line 
governing each presidential candidate. . 


\"A president who seeks to expand the hegemonic power 
[of his nation over] the world is still bound by the 
domestic system of his country 

criticism of the Congress in its investigative reports 

to signing an agreement before the presidential debate. 
All these indicate the check and balances of democracy 
and the spirit of fair competition honored by a society 
ruled by law. Watching the U.S. presidential race from 
across the Pacific Ocean 

reach a consensus on the rule of fair competition." 


C) Keeping Kerry\'s Asia Policy on Track Is Vital to 
Taiwan\" 

The conservative 

\"China Post" noted in an editorial (10/3): 

Y. While Bush and Kerry did not mention anything about 
the Taiwan Strait [in their first debate] 

clearly showed that both men have placed East Asia high 
on their list of priorities and take Asian issues very 
seriously. That is another reason why will have to be 
active and adamant in getting our positions 
communicated to both sides as they continue to expand 
on issues dealt with in the first debate over the 

coming days and weeks. 


\"This task may not be as urgent for dealing with the 
incumbent administration 

channels of communication with officials currently in 
power. 


\"But we will have to strengthen our efforts toward the 
Kerry campaign 
putting together a policy. 


\"Now that we have "established a beachhead\' with 
advisers to the would-be American president 

that our diplomats will build on these efforts and take 
our causes deep into the heart of the Kerry camp." 


2. Taiwan\'s Arms Procurement 


\"China\'s Double Play Strategy toward Taiwan: Anti-Arms 
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Sales atthe United States and Anti-Arms Procurement in 
Taiwan\" 


The pro-independence \"Liberty Times\" editorialized 
(10/2): 


\". Beijing is coming to realize that the United States\' 
one-China policy is different from its own one-China 
principle and that Washington will give almost 
unreserved support to its commitment to Taiwan\'s 
security. Beijing\'s understanding is that Washington\'s 
cross-Strait policy will meet the ‘dream of the one 
China empire;\' namely 

maintaining peace [in the Taiwan Strait] and will not 
“push for unification.\ Based on such a policy 

United States will naturally express serious concern 
and respond to China\'s use of force against Taiwan 
demonstrated by U.S. determination during cross-Strait 
tension in 1996. To prevent the cross-Strait situation 
from getting out of control 

emphasis on keeping a balance of military strength 
across the Taiwan Strait and Taiwan\'s purchase of 
weapons from the United States based on its needs to 
defend itself against China\'s threats have become a 
very important interaction that safeguards Taiwan\'s 
security. 


\"Getting to understand the significance of the U.S. 
arms sales to Taiwan 

dealing with the United States over the past few years 
on demanding that Washington stop arms sales to Taiwan. 
. The United States of course would not do whatever 
Beijing tells itto. But what is worth noticing is 

that China has shifted its focus to Taiwan since it 
discovered that it could not ask Washington to stop 
arms sales to the island. Beijing\'s plan is evident: 
even though the United States refuses to stop arms 
sales to Taiwan 

[retarding] Taiwan\'s defensive capabilities by urging 
people in Taiwan to stop arms procurements from the 
United States. Those who voice opposition to arms 
procurements in Taiwan thus must realize their roles in 
China\'s anti-arms sales strategy.\" 


3. Keyser Case 
\"US-Taiwan ties need patching up\" 
Edward Chen 


American Studies at Tamkang University 
ed in the pro-independence 
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Times\" (10/4): 


Y. There are four respects in which the Keyser affair 

is likely to affect Taiwan. First 

line to be the next chairman of the American Institute 
in Taiwan 

post. 

\"It is questionable whether another nominee will be as 
favorable to Taiwan. 

\"Second 

make US officials less forthcoming and more secretive 
in their regular meeting with Taiwanese officials and 
academics at Taiwan\'s US representative office. 


\"Third 

Security Bureau (NSB) is the CIA but on the insistence 
of high officials in the US government 

being handled by the State Department. 


\"As the case has affected regular diplomatic and 
intelligence-gathering operations 

there will be friction between the diplomatic and 
national security units within Taiwan\'s representative 
office in the US. 


\"Fourth 

intelligence agents working with the US will take a 
blow 

constrained. 


\"In the investigation of the Keyser case 

able to minimize the damage to Taiwan-US relations and 
trust if it faces the matter truthfully 

fully with the US 

involved and - most of all - maintains clear lines of 
diplomatic communication. . 


\"The Keyser case is different from conventional cases 
of diplomatic or intelligence personnel breaking the 
rules. Strictly speaking 

significance depends on how it is considered. 


WI believe the best way to resolve the Keyser case is 
to discover its root cause. 


\"That is to say 
seek to reverse the decline in Taiwan-US relations of 
the last few years. 


\"For example 
alter the status quo 
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try to play word games with the Americans. In the 
context of US-China-Taiwan relations 

probably take a new tack 

benefit the US 


\"We must build on our commercial and technical 
strength 

the same time seek parity in our commercial dealings 
with China. .\" 
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Taiwan\'s long-term security and normalize relations across 
the Taiwan Strait. Chen pledged to use the speech to respond 
to the PRC\'s May 17 statement on Taiwan policy. Presidential 
aides say that Chen\'s 10/10 speech will \"go beyond\" his May 
20 inaugural address 

that Taiwan will not move towards de jure independence. They 
hope a positive gesture by the president now will help start 

off relations with a consolidated Hu Jintao government on a 
positive footing. Details of the October 10 text are yet to 

be finalized 

the process. End Summary. 


Beyond May 20 


2. (C) President Chen Shui-bian told a group of 
Mainland-based Taiwan business people (Taishang) on October 3 
that he will redouble efforts to create a stable environment 
for cross-Strait relations. According to a text provided to 

AIT by the Strait Exchange Foundation (SEF) before the 
speech 

moving forward with direct transportation links and renewed 
dialogue in order to build a basis of trust across the Taiwan 
Strait. Chen said his government\'s main goal is to create an 
environment under which the PRC could achieve its goal of a 
\"peaceful rise\" without upsetting regional stability. Chen 
reiterated his May 20 formulation that his government would 
not rule out any form of future relationship between Taiwan 
and the Mainland as long as it is acceptable to the Taiwan 
people. 


3. (C) In this context 

he would make an \"important statement\" (zhongyao tanhua) that 
would further Taiwan\'s long-term security interests and help 
\"normalize\" cross-Strait relations. Chen said that this 

statement would include a response to the PRC\'s May 17 Taiwan 
policy platform (Ref A). Chen stated that his October 10 

speech would be in the spirit of his May 20 inaugural address 
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and would not be influenced by domestic political factors. 
During his October 3 remarks 

Taiwan\'s efforts to strengthen its self-defense capabilities. 
While warning against harboring \"illusions\" over PRC 
intentions 

aimed at protecting the island\'s democracy and economic 
growth 


Seizing an Opportunity 


4. (C) Chen advisors say that the president\'s October 10 
speech will aim to provide PRC President Hu Jintao a basis 
for making a reciprocal goodwill gesture during his 
anticipated January speech to mark the 10th anniversary of 
Jiang Zemin\'s \"Eight Points\" on Taiwan policy. National 
Security Council (NSC) Senior Advisor (and long-time Chen 
senior speechwriter) Lin Jin-chang told AIT that the 

president believes there is a unique opening for improved 
cross-Strait ties in the wake of Jiang\'s sudden departure 
from the Central Military Commission (CMC). \"He wants to use 
this occasion to mark a \'new beginning\' in relations between 
the two sides 

to tone down the Democratic Progressive Party\'s (DPP) 
campaign plan for the December legislative election to 
achieve this goal 

Taiwan Solidarity Union (TSU). 


Direction Set: Devil in the Details 


5. (C) NSC Senior Advisor for cross-Strait policy Chen 
Chung-hsin told AIT that while there is agreement over the 
direction for the president\'s October 10 address 

has not been finalized. Chen said that the president has 

told his staff that he wants to \"go beyond May 20\" in terms 

of tone and substance 

ongoing internal discussion over whether to offer specific 
policy proposals or simply send a generalized goodwill 
message. Chen asserted that the important point will be to 
address the \"first part\" of the May 17 PRC statement 
demanded that Taiwan accept \"one China\" and cease Taiwan 
independence activities. Chen said that finding a workable 
formula on \"one China\" may be difficult 

hard for the president to borrow language from the 1979 
U.S.-China communique and declare that Taiwan \"acknowledges 
the PRC position that there is but one China and that Taiwan 
is part of China.\" Chen said that NSC Secretary General 
Chiou I-jen has responded positively to this suggestion 

noted that the initiative has not yet been cleared by the 
Presidential Office. 
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6. (C) Even more important than finding a \"one China\" 
formula 

on October 10 his resolve not to move towards de jure 
independence. Chen said the president has been concerned 
that recent statements by the premier (Ref B) and Foreign 
Minister may have given Beijing the perception that the DPP 
government is drifting in more extreme directions. Chen 
asserted that the best way for the president to address this 
concern will be to strengthen his May 20 pledges over future 
constitutional reforms. 


7.(C) Mainland Affairs Council (MAC) Senior Secretary Jan 
Jyh-horng said that AIT would be kept informed as the text 
draft is firmed up. Jan expressed hope that the drafting 
process would be done in a more methodical way than President 
Chen\'s October 3 speech text 

of a few hours. Jan noted that the president was not 
originally scheduled to attend the October 3 dinner hosted by 
the SEF. It was not until late Saturday evening (October 2) 
that Chen informed MAC Chair Joseph Wu that he wanted to 
deliver the keynote address in Wu\'s place. Jan said that 
Chen told Wu that he felt the need to personally set the 
record straight following the string of \"confusing\" 
statements made by senior officials in his government. 


Comment: Good Intentions 


8. (C) It is encouraging that Chen has decided to seek an 
early opportunity to send a goodwill message to the PRC 
leadership. However 

through on these good intentions. In the past 

Chen\'s attempts to send positive signals have been so ill 
crafted as to produce the opposite result. An over-ambitious 
offer that appears out of line with other recent policies or 
statements is likely to be dismissed by Beijing as a mere PR 
ploy. Chen will also need to resist the temptation to mix 

his October 10 messages to please different constituencies. 
Chen\'s timing and specific points may prove critically 
important in light of recent indications from travelers to 
Beijing and Hong Kong press reports that the PRC is renewing 
an offer of dialogue. We will closely follow the drafting 
process over the coming days and encourage the Chen 
government to seize real opportunities if they emerge and 
avoid past pitfalls. 
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date. A special office of the PM will be created to oversee 
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enforcement and must first establish clear rules of conduct 
before interdictions can begin. The FEPZ would in no way 

affect innocent passage or the safe passage of military 

vessels. The MFA legal department informed Emboffs the FEPZ 
was fully compliant with Croatia\'s treaty obligations under 

the UN Convention on the Law of the Sea. 


5. (U) Croatia and Slovenia agreed in 1996 to allow limited 
fishing rights in each other 

fear of interdiction. In 2002 

agreed to a temporary but renewable suspension of 
interdiction of each other 

were notified in advance. According to the MFA legal 
department 

would not be able to renew this non-interdiction agreement 
after EU accession 

competence. 


6. (SBU) Since May 2004 

on Slovenian police interdiction of Croatian-flagged vessels 
and police escorts for Croatian fishing vessels operating 
near the GoC-proposed maritime boundary 

but doing little to explain how fishing rights actually work. 
The MFA and Ministry of Interior are in close contact over 
each interdiction; MFA maintains a map showing logged 
incidents of Slovenian vessels in what are claimed to be 
Croatian territorial waters -- incidents effectively 

following the territo 
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encourages d in some sectors 

to employ Emirati nationals. Although the Emiratization 
program began in 1997 

date. End comment. 


Sison 
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creditors 

urgency to resolve this issue for the time being. Both 
sides may decide to quietly ignore the whole debt question. 
End Comment 

Sison 
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REF: A. RANGOON 1149 
B. RANGOON 1277 


Classified By: COM Carmen Martinez for Reasons 1.4 (b 
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1. (C) Summary: On September 29 

local level party leaders following an \"unauthorized\" quiet 
march in support of several standard NLD policy positions. 
One senior NLD advisor told us that that the CEC 

ASSK 

the movement risks falling into chaos. Regretfully 

party\'s public display of internal fissures signals to the 
regime that the SPDC\'s pressure tactics 

the NLD and rendering the democracy movement ineffective 
showing results. End Summary. 


2. (U) On September 27 several dozen members of the National 
League for Democracy (NLD) undertook a quiet march from party 
headquarters to nearby UNDP offices to deliver a letter 

calling for U.N. recognition of the results of the 1990 

elections 

prisoners 

following an NLD commemoration of the pro-democracy party\'s 
16th anniversary. 


3. (SBU) However 

least three women members of the party for their role in 
organizing the \"unauthorized\" demonstration. According to 
senior party sources 

(CEC) was unaware of the march and did not direct the action. 
CEC members were displeased by wire reports covering the 
event 

official NLD policy. In addition to addressing ASSKYs 

detention and the 1990 elections 

called for the convening of a \"People\'s Parliament 

action previously advanced by the NLD that provoked the SPDC 
and led to intense repression and harassment of Members-elect 
of Parliament and other activists. 


4. (C) One senior NLD advisor told us on October 2 that the 
decision to suspend the three women 

leaders from Rangoon and Magwe 

of the CEC 

also under house arrest 

the issue. \"The NLD is in a precarious situation 

senior advisor 

discipline must be enforced--otherwise the movement risks 
falling into chaos." 


5. (C) Comment: The NLD 

its most beleaguered position in years 

the strains of regime pressure. The prolonged detention of 
the party\'s two key leaders (16 months and counting) 
complete shutdown of all party activities outside of Rangoon 
and an increase in arbitrary arrests and harassment (ref B) 
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is taking its toll. As we have noted recently 

quo is creating considerable frustration within the party 

where a growing chorus of rank and file voices are demanding 
party action (ref A). Regretfully 

suspensions are an airing of dirty laundry that signal to the 
regime that the SPDC\'s pressure tactics 

the NLD and rendering the democracy movement ineffective 
showing results. End Comment. 

Martinez 
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REF: STATE 195305 


Classified By: USEU Political Military Officer Jeremy Brenner for reaso 
ns 1.5 (b) and (d). 


1.(C) Summary: In the September 27 meeting of the NAC with 
the EU\'s Political and Security Committee (NAC-PSC) 

focused on the constructive NATO-EU cooperation in planning 
for the EU operation in Bosnia 

remaining issues would soon be resolved. Ambassador Burns 
called for a NATO-EU joint Public Diplomacy concept for 
Bosnia. He also welcomed the constructive progress on the EU 
Battlegroups issue 

de Hoop Scheffer recalled the NATO and EU plan to exchange 
permanent liaison staffs. The meeting was brief and narrow 

in scope 

issue. End Summary. 


2. (C) EU Council Secretary General Javier Solana and NATO 
Secretary General de Hoop Scheffer briefed on planning for EU 


SIPDIS 
Operation Althea in Bosnia and the NATO HQ Sarajevo. Notable 
points of discussion included: 


- Norway 

several others 

in the operation\'s Committee of Contributors. The EU chair 
assured them that the PSC would resolve the issue shortly. 
The Dutch NATO PermRep 

said in the NAC on September 29 that the PSC meeting 
confirmed that all SFOR TNCs would be members of the 
Committee of Contributors for EUFOR. 


- The UK noted that work was underway to ensure a UN Security 
Council Resolution was adopted in October 
UNSC Presidency; 


- Finland noted its progress toward assuming the Framework 


Column 3 

nation role for Task Force North (from the U.S.) 
access to Eagle Base in Tuzla 

contingent had already arrived; 


- Solana noted that the EU approach on operational and 
strategic reserves was reflected in its draft Operational 

Plan 

working to finalize NATO-EU understandings on the subject; 


- de Hoop Scheffer said another NATO-EU staff mission would 
visit Bosnia in early October to meet with Bosnian 

authorities (as the two Secretaries General had recently 
done); 


- de Hoop Scheffer noted that NATO and EU staffs had 

discussed the NATO-EU \"Specific Agreement\" on EU use of NATO 
assets and capabilities 

Berlin-Plus 

assets/capabilities 

initial draft of the Agreement. 


3. (C) Ambassador Burns affirmed U.S. expectations and 
support for a successful operation in Bosnia with the EU 
clearly and visibly in the lead. He stressed the importance 
of public diplomacy to ensure that success 

NATO and EU staffs present to the next NAC-PSC a joint 
NATO-EU public diplomacy concept. The UK 

supported this idea 

Scheffer were indeed addressing this subject. 


4. (C) De Hoop Scheffer also recalled that NATO and the EU 
had affirmed in principle the proposal for EU and NATO 

liaison presences at 

Staff 

these permanent arrangements. (Comment: the EU Summit in 
June approved proposed terms of reference for these liaisons 
subject within the EU to agreement on a package of papers 
including the EU internal \"civ-mil cell\" and \"operations 
center.\") 


5. (C) Under any other business 

the constructive 

complementarity between the EU Battlegroups and NATO Response 
Force in the September 20 NATO-EU Capabilities Group 
including the UK\'s non-paper for that meeting. He affirmed 
U.S. support for respective capabilities initiatives so long 

as they upheld interoperability 

other principles provided for in Berlin-Plus. Accordingly 

he called for a subgroup of the Capabilities Group to 

continue addressing the subject 

Turkey) that a NATO and an EU representative each brief the 
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next NAC-PSC on the issue. 


Schnabel 
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Peramuna (JVP) front in Trincomalee to protest the Tigers\' 
abduction of two Sinhalese home guards (Reftel). Whether 
Muslims in other areas in the North and East will follow 
Mannar\'s example remains to be seen. 

LUNSTEAD 
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not plan at the moment to change and/or introduce legislation 
along the lines of the U.S. Iraq Executive Order. Morenos 
said the GOS would welcome information from the U.S. on 
specific cases of Spain-related Iraq insurgency financing. 

He noted 

world\" 

for \"insurgents\" 

\"insurgents\" also supported and/or were terrorists. He 
mentioned the example of Moqtada al Sadr 

insurgent 

include in a political settlement. Morenos said his comments 
were the GOS position on the Iraq Executive Order. 
ARGYROS 
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UNIFICATION\" 


1. (U) Sensitive But Unclassified. Please protect 
accordingly. 


2. (SBU) Taking advantage of the official reception 
October 2 on the occasion of the \"Day of German 
Unity 

\"Armenian reunification\" first in an Armenian 

version of his remarks 

same comments in English. Oskanian called for the 
reunification of Armenia and Nagorno-Karabakh to 
outbursts of applause (when he made the comment in 
Armenian) and to stunned 

repeated his remarks in English. 
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REMARKS PLANNED 


3. (SBU) One of Oskanian\'s senior advisors 

to stand next to us during the remarks 

them 

advance 

to refer only to N-K and not to so-called \"Western 
Armenia.\" With the entire diplomatic corps in 
attendance 

his remarks to go unreported. What is not clear is 
precisely what he hoped to gain with his statement. 
MFA press spokesman Vladimir Karepetyan backed off 
Oskanian\'s remarks somewhat in an October 4 
statement 

speech on the occasion of the Day of German Unity 
Minister Oskanian expressed the hope that one day 
Armenia and Nagorno-Karabakh will have the 
opportunity to reunite.\" 

RICHTER 
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the reporting bar.\" Key issues will continue to be reported 

via \"stand alone\" cables. ESTH Officer Ken Forder welcomes 
feedback at forderk@state.gov. 


2. INDEX: 


A. HIV infection rate continues to decline. 
B. Euthanasia Debate. 
C. 46 percent of Spain\'s Children Obese or Overweight. 


3. The Health Ministry announced that 2 

diagnosed as carrying the HIV virus in 2003 

decline from the 2 

Approximately half of the new infections were believed to 
have been caused by drug addicts sharing syringes. The 
infection rate peaked in 1994 with 7 

diagnosed. The Health Ministry acknowledged 

its figures under-report the V'real infection rate 

some claim could be as high as approximately 4 

infections a year. Perhaps even more alarming 

reported that 60 percent of those diagnosed with AIDS had 
been unaware that they had been carrying the HIV virus. This 
supports the arguments of those who believe Spain\'s official 
HIV infection rate underestimates the true gravity of the 
nation\'s HIV/AIDS situation. 
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4. Vice President Maria Teresa Fernandez de la Vega 
number two ranking leader 

Socialist Party Government would not/not soon propose the 
legalization of euthanasia 

and very delicate subject\" on which there is \"no social 
consensus.\" Other PSOE leaders supported de la Vega 
indicated that the ruling party would propose that the issue 
be debated in Congress. Euthanasia in Spain has received 
much attention in the aftermath of an award winning Spanish 
film ("The Sea Within\") portraying one man\'s battle with the 
State for permission to be euthanized. Article 143 of the 
Spanish Penal Code proscribes punishments of six to ten years 
for persons who assist others to die. However 

article permits lesser sentences in cases where it was clear 
that the deceased consented and had been suffering from a 
terminal condition. Many persons within the ruling PSOE and 
some of Spain\'s smaller leftist parties have long pressed for 
changing Article 143 to decriminalize euthanasia. De la 
Vega\'s comments appear to rule that out 


5. A study released by the \"Spanish Society for the Study of 
Obesity\" reported that 16 percent of Spanish children between 
the ages of six and 12 suffered from obesity 

increase over the past 20 years. The obesity rate of 

children in Spain has now reportedly surpassed that of adults 
(14.5 percent). An additional 30 percent of Spanish children 
were considered overweight. According to the study 

the EU 

child obesity rate than Spain. Health Minister Elena Salgado 
was reported to be \"very worried\" by the results of the 
study. 

ARGYROS 
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to ward off threats against them 

Secretary General for Political Affairs Abdulkareem Mohammad 


SIPDIS 

Al-Hamadi. Characterizing the rise of extremist acts of 
violence as an \"escalating epidemic 

always looked to strengthen security cooperation. 
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3. (U) English language daily Kuwait Times reported on 
October 3 that Kuwait\'s representative at the meetings 
Lieutenant General Nasser Al-Othman said that developing a 
\"coordinated effort to defeat (terrorism)\" was the top 

priority for GCC member states. 


4. (U) In addition 

to discuss increased defense cooperation 

including its proposed joint command structure and shared 
communications networks. (Note: The GCC deployed a combined 
force 

A). End Note.) 


5. (C) Comment: The recent spate of terrorist attacks in 
Saudi Arabia and the recognition that this type of violence 
could easily spill across borders has no doubt spurred the 
GCC into refocusing its attention on security cooperation. 
The GCC last addressed these issues during its December 2003 
conference in Kuwait 

anti-terror pact 

Given the GCC\'s track record of acting on its own proposals 
it is unlikely that the planned meetings will result in any 
tangible security enhancements in the near future. 

LeBaron 
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(the president and 4 vice-presidents) were over budget while 
health and education spending were under budget. Brianson 
noted that pro-poor spending shortfalls were not unique to 

the Congo and that many governments did not have procedures 
in place to spend money newly available under the terms of 
HIPC. 


5. (U) The IMF team asked about the status of the HIPC debt 
forgiveness by the USG. The Ambassador advised that we hoped 
that sufficient funding would be appropriated to at least 

cover Congolese debt service over the next year. Later 
Kouwenaar called Econoff to express his concern that the US 
was billing the Congo for loan payments coming due under the 
October 2002 Paris Club agreement that had not yet been 
forgiven by the USG. (Note: Vice President Jean-Pierre 
Bemba 

will be in Washington from October 3-7. We expect that he 
will raise the HIPC issue in his meetings with USG officials 
including Treasury Under Secretary Taylor on October 5. End 
note.) 


6. (U) Ambassador Meece noted the importance of budgeting 
for elections 
integration. Brianson acknowledged that these need to be 
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priority issues for the GDRC 

substantial sum (approximately USD 65 million) is likely to 
be included in the 2005 budget for military integration. As 
well 

the IMF officials observed the amount is little more tan 
symbolic relative to total election funding needs It is 
nonetheless important. 


7. (U) The IMF team will return in mid-November for the 
semi-annual review. This will coincide with the November 
11-13 Consultative Group meeting to be held again in Kinshasa. 


8. (SBU) Comment. The IMF team made a point to meet with 
donors 

members were forthcoming 

willingness to tackle the issues of funding elections and 
military integration was an important step forward in 
supporting the transition 

from prior IMF apparent reluctance to devote scarce budget 
resources to these areas. Likewise 

collaborate closely with the Fund in preparing its budget it 
to be welcomed. End comment. 

MEECE 
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schedule of repaying illegal subsidies 

plan for separating Izar into military and civilian sectors 

were implemented. The EC estimates that splitting the 
companies will save 9 

unions have continued intermittent work stoppages to keep up 
pressure on SEPI and the GOS during the negotiations. 


//LABORVS VIEW// 


12. (SBU) Poloff met with Comisiones Obreras (CCOO) Director 
for International Relations Javier Doz on 9/24 to discuss 
union views on the Izar crisis. (NOTE: Doz was preparing to 
depart for the U.S. on 9/25 as an International Visitor 
grantee. He is a long-standing and excellent contact on 
labor issues. END NOTE.) CCOO 

but now independent labor union 

number of shipbuilders and has played a leading role in the 
negotiations with SEPI and the Zapatero government. He 
explained that Izar workers are divided among all the major 
Spanish unions 

shipbuilders. Doz said the SEPI plan would probably lead to 
4 

and to an unknown number of layoffs among the 30 

in supporting industries. He said the outbreaks of violent 
demonstrations were regrettable 
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fears of workers fighting for their economic lives. He 
expected Cadiz to be especially restive since a large number 
of workers in related industries in that city depend on Izar. 


13. (SBU) Doz acknowledged that the long term prospects for 
shipbuilders were bleak 

state-subsidized companies in Korea made Spanish firms that 
played by the rules of international competition unviable. 
However 

adapt to customer needs and were more technologically 
efficient than Spanish shipbuilders. Doz observed that even 
Izar\'s military shipyards suffer from lack of orders and 

cannot absorb the excess labor in the civilian shipyards. He 
said the CCOO and other unions were focused on getting the 
best deal they could for workers who will be forced from the 
industry. That could take the form of buyouts or favorable 
retirement packages 

reaching any such arrangements. CCOO and the other unions 
also want the GOS to demand lenient terms from the EC 
pointing out that larger EU countries don\'t refrain from 
pressuring the EC to bend the rules to protect domestic 

labor. 


//POLITICAL FALLOUT// 


14. (SBU) The demand that the PSOE stand up to the EU is 
aimed squarely at Zapatero 

objective has been to \"return Spain to the heart of Europe.\" 
He symbolically achieved this goal in early September 
hosting Chancellor Gerhard Schroder and President Jaques 
Chirac for a meeting intended to signal a definitive break 
with Aznar\'s focus on transatlantic relations. The PP and 
other parties are now challenging Zapatero to use Spain\'s 
renewed EU credentials to extract favorable terms from 
Brussels regarding Izar\'s repayment of the illegal subsidies. 


15. (SBU) The PSOE has blamed the PP for the Izar crisis 
because the allegedly illegal subsidies took place on Aznar\'s 
watch. The PP is unapologetic 

have priority over meeting EU agreements. Some observers 
have noted that all parties 

subsidies to Izar were illegal and did nothing to stop them 
because no party wanted to accept responsibility for dooming 
the shipyards. PSOE made a vain appeal for other parties not 
to politicize the Izar issue 

PSOE supported a congressional resolution calling on the GOS 
to shelve the SEPI plan and demand better terms from the EU. 
The GOS responded that the only realistic choices were the 
SEPI plan or the total dissolution of Izar. 


Column 3 
//COMMENT// 


16. (SBU) This is not how Zapatero 

last PSOE administration\'s strained ties to labor 

initiate his relationship with Spanish unions. His offer and 
subsequent retraction of support for the workers was 
especially embarrassing. However 

particularly Minister of the Economy Solbes 

recovered from that gaffe and regained the initiative. The 
ability of the GOS to extract a positive response from the EC 
(at least for the moment) took the punch out of opposition 
argument that the PSOE was acting on behalf of Brussels 
rather than Spanish workers. Unfortunately for Zapatero 
there is no solution that will both save all Izar jobs and 
satisfy the EC that the GOS has ceased its illegal subsidies. 
Any viable solution is likely to incite another round of 

labor unrest. 

MANZANARES 
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reports. 

Nicosia enters Customs Union with Ankara: Ankara has 
included Cyprus in Turkey\'s Customs Union (CU) agreement 
with the EU 

inclusion of southern Cypriots in the Customs Union did not 
imply recognition 

"special\' relationship with the Turkish Cypriots. Ankara is 
expected to ask the EU to remove economic sanctions on the 
northern Cypriots before launching trade with Nicosia. 
Sunday\'s \"Cumhuriyet\" strongly criticizes the Turkish 
government for ‘conceding\’ to the Greek Cypriots despite the 
fact that the EU has kept none of its promises with regard 
to easing sanctions on northern Cyprus. 

Talabani wants “Brussels model\ for Kirkuk: In an interview 
with the Islamist-oriented \"Yeni Safak 

Union of Kurdistan (PUK) leader Jalal Talabani called on all 
ethnic and political groups to agree on a 'Belgian-type\' 
structuring for Kirkuk. Talabani denied allegations that 

the northern Iraqi Kurdish parties are helping displaced 
Kurds return to their homes. “It is a natural right for the 
Kurds and Turkmen driven out by Saddam to return home 
stressed. Talabani also denied charges of secret ties 
between the Kurds and Israel. “We cannot block Israeli 
businessmen coming to Iraq 

that Kurdish Jews returning to Iraq will be allowed to go 
back to their villages. Responding to speculation about an 
independent Kurdish state in lraq 

“foolishW venture would cause catastrophe in the region. 
"Someone should tell us how a Kurdish state 

three strong states -- Iran 
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Kurdish independence could possibly exist 

Turkish Red Crescent employee wounded in Iraq dies: Mustafa 
Pekcan 

a terrorist attack near Mosul 

\"Aksam\" claims that Pekcan was taken to the Al-Salam 
hospital in Mosul instead of the fully-equipped American 
military hospital 

after his health condition deteriorated. \"Aksam\" quotes 
Pekcan\'s friends as saying that he was a victim 
‘insufficient medical attention" in Mosul. 


EDITORIAL OPINION: Election 2004; EU-Turkey 


\"Bush and Kerry\'s Joint Vision" 

Yasemin Congar wrote from Washington in the mass appeal 
\"Milliyet\" (10/4): The election atmosphere is getting 
stronger in Washington 

change in US policy or the campaign against terrorism 
regardless of whether Bush or Kerry wins. In the next 4 
years 

terrorism. The project focuses on the Islamic world 
combines elements of political 

reforms. In terms of the rhetoric 

ideological grounds for terrorism and directly targets 

radical Islam. . The election atmosphere forces both 
candidates into brief responses and sound-bite messages 
a real discussion of terrorism has not been a part of the 
election debate. Foreign policy staffers from both the 

Kerry and Bush teams have reached a consensus regarding 
their vision for the war on terror. Although the vision is 
basically the same 

would have a better chance of success than a second Bush 
administration. Nevertheless 

the immediate priority no matter who wins." 


\"Becoming Aware of the EU Reality\" 

Gunduz Aktan commented in the liberal-intellectual \"Radikal\" 
(10/2): \"In many European countries 

France 

word *TurkY is used in many pejorative ways. Moreover 
those who really make Turkey out to be the "other" in 
Christian Europe are French intellectuals. In his book 
\"Structure du Serail 

Freudian analysis how Montesquieu\'s concept of ‘oriental 
despotism\' portrayed Turks as the opposite of a European 
identity. At a time when the Armenians\' anti-Turkish and 
anti-Semitic sentiments are on the rise 

faces significant reaction in Europe 

nationalist parties are opposed to Turkey in the European 
Union. The view of Turkey as the "other" is definitely 
getting stronger. Under such conditions 
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for one to accept a country and a nation which is thought to 
represent the antithesis of everything one believes in as 
one\'s equal. Another problem is that the French public is 
currently experiencing one of its periodic depressions. 
Some EU members 

stance on the U.S. war in Iraq 

about the future of the EU and the leadership of France. 
Turkey\'s membership therefore becomes even less attractive 
for the French. There is also the financial burden our 
membership will bring 

adjustments needed within EU institutions. At this point 
the best possible scenario appears to be to continue on our 
road step-by-step and be pleased to get a date to start 
negotiations 

French politicians.\" 


EDELMAN 
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questions 

Iran 

While it should be possible to overcome these concerns 

will require significant work in the Hague and in capitals in 
the run-up to the Oct. 12-15 Executive Council (EC) session 
where a decision must be taken regarding this proposal. End 
Summary. 


2. (U) On October 1 

other States Parties 

Brazilian Ambassador 

proposal to make a technical change to the CW Convention that 
would permit Libya and future States Parties to seek 

conversion of former CW production facilities for purposes 

not prohibited by the CWC. The Technical Secretariat (TS) 

led off the consultations with useful statements by the 
Director-General (DG) 

Verification 


3. (U) DG Pfirter made a forceful statement emphasizing his 
\"active engagement in preparing the positive TS evaluation 
of the proposal 

He emphasized that the proposal is \"clearly a technical 
change 

rights of the CWC and does not impact current conversion 
activities (i.e. Russia) 

needed to remove a disincentive for others to join. The DG 
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stressed that the EC must make a recommendation at its 
upcoming session to either approve or reject the proposal 
and could not defer the decision to the November Conference 
of States Parties. (Comment: This last point was made at 
the prompting ofthe U.S. and UK to head off an expected 
Pakistani proposal to send the issue to the CSP.) 


4. (U) The Legal Advisor (Ambassador Onate) 

nuanced position than the DG and sticking closer to the 
actual text of the TS evaluation 

clearly define the difference between a formal amendment and 
a technical change 

responsibility of 

proposal (i.e. 

change contained in Article XV 

reiterated the characteristics of the proposal that would 
suggest the technical change process is appropriate. He also 
stated that pursuing the proposed fix through the technical 
change process was consistent with international law and the 
principle of dynamic interpretation" of treaty provisions. 


5. (U) The Director of Verification (Horst Reeps) affirmed 

that the proposed technical change would not change the 
verification activities related to CWPF conversion 

pose no risk to the object and purpose of the CWC in this 

area. The Director of Policy-Making Organs (Sylwin Gizowski) 
stated that the initial steps of the technical change process 
have been followed in an appropriate manner and that the EC 
is obligated to examine the proposal and make its 
recommendation at its next session. He noted that this 

process had been previously used in 1999 concerning saxitoxin. 


6. (U) There was a significant turn out from States Parties 
with no fewer than 43 delegations in attendance. The Libyans 
made a brief opening statement emphasizing the need to make a 
change that addresses the strict time limit on completing 
conversion contained in paragraph 72 

was important for both humanitarian reasons and to promote 
universality. Nineteen delegations 

distribution 

proposed technical change 

(co-sponsor) 

speaking for Africa Group) 

(co-sponsor) 

(co-sponsor 

Italy (co-sponsor) 

(non-EC 
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(co-sponsor) 


7. (U) (Note: While offering strong support for making a 
technical change 

unhelpful query about the desirability of having a firm time 
limit in the text for States Parties to submit conversion 
requests -- current text leaves it up to the EC to decide. 
After the meeting del rep explained why such a time limit 
would not be needed in practice 

the concern about possibly opening up the proposal for 
redrafting and giving the impression of lack of unity within 
the WEOG. Additionally 

EU 

the technical change 

the process of clearing a formal statement for the upcoming 
EC.) 


8. (U) A handful of other delegations made less helpful 
interventions 


--Pakistan: The Pakistani rep (Malik Azhar Ellahi) made the 
most negative statement regarding the technical change. He 
prefaced his statement by saying that Pakistan supports the 
purpose of the proposal (to permit conversion) and that 
Islamabad is still considering the proposal in light of the 
recently issued evaluation from the DG. However 

number of \"questions\" that need to be answered. He opined 
that many States Parties appear to be moving forward as if 
the final decision is \"pre-judged\" and that further 
discussions would be necessary. Based on clearly uninformed 
analysis 

necessary given activities taken prior to Libya joining the 
CWC to shift the Rabta facility to peaceful production. Ina 
crass effort to divide North/South support for the proposal 

he requested assurances that the proposed drug production 
given the involvement of western companies (e.g. 

firms) 

effect questioning the credibility of Libya\'s stated 

intentions. The core of his argument was that the proposed 
change is more than a \"technical change" and that another 
process should be used to pursue it. Contrary to the 
assertions of the DG 

the proposal impacts the basic object and purpose of the CWC 
by changing a deadline that was established for specific 
reasons by the drafters of the CWC. He offered that seeking 
a formal amendment would be difficult and not desirable for 
most States Parties 
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appearing to recognize the obvious contradictions in his 
position) that other \"novel ways\" to address this issue could 
be found. However 


--Russia: The Russian delegation expressed support for 
permitting Libya 

former CWPFs 

question of whether the technical change process is 
appropriate since it modifies a treaty deadline 

procedures for establishing a deadline for submitting the 
conversion request (Part V 

wanting to push for an amendment 

that other options be considered 

of some kind of decision by the Conference short of an 
amendment that would allow Libyan conversion. The Russians 
indicated that these discussions 

paper would be taken into account as Moscow develops its 
\"final position." (Note: The Russian Ambassador 

not at the consultations 

cordial bilateral meeting on the previous day at the Russian 
Embassy. He gave the impression that the Russian position 
was still in flux 

of legal opinion in Moscow and that the DG paper had not been 
factored in yet.) 


--India: The Indian representative prefaced his statement by 
stating clearly that the proposal was still being considered 

in capital and that India \"sympathizes\" with African states 
interest 

comments. The del rep said he \"needed to be convinced\" that 
this was in fact a technical change 

views from the TS 

original CWC drafters establishing a six-year deadline. He 
also noted that the technical change for saxitoxin was less 
complex than this 

finalize. He also (incorrectly) asserted that under this 
process consideration stops with the EC 

should take a decision. (Note: After EC approval 

States Parties are given 90 days to raise an objection 

which 


--Iran: The Iranian delegation stated that they support the 
objective of the proposal and that the issue is still being 
considered in capital. He believed that making any sort of 

formal change to the CWC should be avoided and wanted greater 
assurances that the technical change process is the correct 

one for this instance. He offered an alternative that in 

effect amounted to an \"interpretation\" of the CWC 

Article V 

override the restriction in Part V 
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--Mexico: The Mexican delegation indicated the proposal was 
still being considered in capital 

intention 


--Germany: Despite assurances provided by the German PermRep 
the previous day 

Beerwerth) offered a lukewarm statement of support 

indicating that the proposal was still being considered in 
capital. After the meeting 

want to get out too far ahead until it had been presented to 
\"ministers.\" (Note: Beerwerth may have been partially 
motivated by previous delays in Libya paying compensation for 
the bombing of the LaBelle disco 

media reports that the initial payment had been made the 
previous day.) 


9. (U) Prompted by questions from the U.S. and UK about the 
existence of \"other options 

other legal alternative that would permit conversion other 

than those provided for in Article XV 

amendment or a technical change. He reasserted that it is 
ultimately up to the EC to determine if the technical change 
process is appropriate. Specifically in response to Iran 

voiced the concern that their idea of trying to interpret 

away the problem would set a dangerous precedent. 


10. (U) States Parties that attended 

Kenya (co-sponsor) 

China 

(non-EC) 

Denmark (non-EC) 

(non-EC). (France was the most notable no-show at the 
meeting.) 


11. (U) Overall 

with strong support offered by many 

out questions from the usual suspects 

latter indicated that the proposal is still being considered 

in capital. Libyan 

aggressive diplomacy in The Hague and in capitals is needed 
in the coming week before the EC to give the proposal the 
best chance of a getting consensus approval at the EC. 
Specifically: 


--Pakistan: the Pakistani rep appears to be \"free-lancing\" 
on this issue 

been his habit on previous occasions. Delegations agreed to 
recommend to capitals that U.S. 
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Islamabad 

Pakistani Embassy in Tripoli. UK and Libyan dels will work 
with the TS to directly address questions raised by the 
Pakistani del. 


--Russia: the Russian del appears to be working from 
preliminary 

Delegations recommend that U.S. 

Moscow 

the local del. 


--lran: the UK and Libya will follow-up with Iranian del 
with possible involvement of TS. 


--India: because of preparation associated with an upcoming 
India-EU summit 

continue to be 

Delegations recommend that U.S. 

Delhi 

local delegation 

for the upcoming EC. 


--Mexico: The U.S. delegation will follow-up with the 
Mexican del to confirm its position and will inform 
Washington if a demarche to capital is needed. 


--Germany: The U.S. and UK delegations have already 
expressed concern to the German del regarding its lukewarm 
statement 

(Note: A German del rep offered assurances that the FRG will 
\"be there for us in the end.\") The U.S. del has informally 
contacted Embassy Berlin to follow-up on the status of German 
deliberations and the UK will formally demarche Berlin. 


12. (U) Javits sends. 
SOBEL 
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defense measures\" against Turkey 

trade sanctions are not likely to be imposed. Ergezer 
did not provide us with a copy of the report. 


2. (SBU) Ergezer told us that EC officials had delivered 
the report to Turkey\'s Brussels delegation during the 
week of September 20 

had pressed State Minister Tuzmen on data exclusivity 
several times 

a followup letter and telephone call. 


3. (U) Note: Turkish officials contend that the TRIPS 
Agreement does not require data exclusivity protection 
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but have said that end-2007 is their target date for 
implementing protection for confidential test data. End 
Note. 


4. (SBU) Comment: While the EC report is welcome and 
complement\'s USG efforts to bring forward Turkish 
implementation of data exclusivity 

spurred to action by the prospect of dispute settlement 
proceedings 

implementation target in 2007. Given the enormous stake 
that Turkish generic manufacturers have in maintaining 
the status quo and their ability to successfully lobby 

the GOT 

Edelman 
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Sudan but said that \"nothing would be done\" before consulting 
with the U.S. Plomp said he \"completely agreed\" that any 
resolution in the Third Committee should not undermine 
existing UNSC resolutions. Plomp also confirmed that the EU 
plans to table initiatives on Burma and Turkmenistan. Plomp 
noted that any resolution on Burma should reflect ongoing 
political developments. Poloff later passed reftel suggested 
language to Human Rights Officer Eric Litver 

circulate it at the October 5 COHOM working party meeting. 
SOBEL 
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APPROACH TO SERBIA AND MONTENEGRO 


Classified By: Rick Holtzapple 


SUMMARY 


1. The Commission reports that its new \"twin trackW approach 
to Serbia and Montenegro (SaM) met with an enthusiastic 
response in both Belgrade and Podgorica. Further details 

still need to be hashed out 

how a feasibility study on negotiations for a Stabilization 

and Association Agreement could begin. A visit by Patten and 
Solana on October 5 is supposed to firm up at least some of 
these details. On one point the Commission remains firm: 
SaM\'s cooperation with ICTY must improve if SAA negotiations 
are to begin in 2005. END SUMMARY. 


2. (U) Therese Sobieski 

Montenegro at the European Commission (EC) 

the EU\'s \"twin track\" to negotiations on a Stabilization and 
Association Agreement with Serbia and Montenegro in a recent 
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meeting with USEU\'s PolOff and USAID Advisor. 


A\"TWIN TRACK\" TOWARD A SINGLE AGREEMENT 


3. (SBU) According to Sobieski 

track\" came from growing frustration in the Commission that 
the EU\'s preferred strategy of dealing with Serbia and 
Montenegro as a single economic unit was making no progress. 
Meetings this past July had been \"a moment of truth\" that the 
EU must recognize the reality of the two republics\' growing 
authorities. Therefore 

insistence on economic harmonization and elaboration of an 
Internal Market Action Plan (IMAP) as a precondition for 
SaM\'s next step on the path of European integration: a 
Feasibility Study on whether SaM is ready to begin 
negotiations for a Stabilization and Association Agreement 
(SAA) with the EU. Previously 

was needed before it could evaluate SaM\'s economy ina 
feasibility study. Now 

prepare separate sections on the economies of Montenegro and 
Serbia. Sobieski insisted 

Ministers 

continue the EU\'s policy in support of keeping the State 
Union together. The EC would prepare only one feasibility 
study 

sections 

republics. 


NEXT STEPS 


4. (SBU) Sobieski said that the EUVs first trip in 

mid-September to explain the \"twin track\" approach to 
Belgrade and Podgorica had been met with enthusiasm in both 
cities 

for the same reasons\" in each government (i.e. 

progress toward an SAA 

independence). The Serbs and Montenegrins were also asked to 
make two commitments: that they will agree between 
themselves on which areas should be negotiated by the EU with 
the State Union 

governments; and that they will not take any steps to 

undermine the State Union government. In particular 

stressed that this \"twin-track\" approach should not be 
extrapolated to any other issues 

Commissioner Patten and High Rep Solana will visit Belgrade 
on October 5 to hear their response 

decide if work on a feasibility study can begin. The 
Commission also hopes the Patten/Solana visit with help 

clarify what the EU is and is not putting on the table 
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although Sobieski noted they fully expect that \"everyone will 
hear what they want to hear." 


POSSIBLE CALENDAR 


5. (C) Assuming that all went smoothly 

thought unlikely 

progress would be that drafting of a feasibility study would 
begin this month 

2005. If the studyYs conclusion was positive that SaM was 
ready to begin SAA negotiations (an unlikely prospect unless 
the GoSaM improves cooperation with ICTY -- see next para) 
then the Commission would need to seek a negotiating mandate 
from the EU Member States in the Council. Actual 
negotiations of an SAA were unlikely to start before late 
2005. And 

months) and Albania (going on two years and counting) show 
it is impossible to predict how long such negotiations might 
last. 


ICTY CONDITIONALITY 


6. (SBU) One message that Sobieski (and several other EU 
interlocutors) was keen to stress with us was that the EUVs 
\"twin trackW approach in no way implies a relaxing of the 

EU\'s ICTY conditionality. Sobieski said any feasibility 

study will include discussion of the \"political 

conditionality\" for SAA negotiations 

that the GoSaM is meeting its international obligations 

toward ICTY. The Commission hopes that by removing economic 
harmonization as a stumbling block for SaM progress toward an 
SAA 

Podgorica on the need for improved cooperation. This is a 
message Patten and Solana will again deliver clearly on 
October 5. 


COMMENT 


7. (C) We are unconvinced the EU has fully thought through 
the political ramifications of the \"twin track.\" Despite the 
EU\'s insistence it still supports a united SaM 

officials have told us this change in policy is a weakening 

the EU\'s pressure to keep Montenegro from declaring 
independence. But for us 

of an SAA with SaM remain firmly conditioned on better 
cooperation with ICTY. And the Commission appears to be 
solid on this point. It is 

want reconfirm as the Balkans portfolio passes from External 
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Relations Commissioner Patten to Enlargement Commissioner 
Olli Rehn of Finland in the next Commission beginning on 
November 1. 


SCHNABEL 
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Although we have reported extensively on UAE assistance to Iraq 

our ability to estimate \"dollar figures\" has been hampered by 

both the wide-ranging nature of the assistance and by the UAEG\'s 
unwillingness/inability to provide comprehensive statistics. In 

May 2004 

showing approximately $32 million in UAE Red Crescent 
humanitarian assistance to Iraq. This is the only detailed 

breakdown of assistance that the UAEG has provided. End Comment 
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zeroW cost. The FM said that signing of a contract was a 
necessary political/legal formality and asked that U.S. team 
be sent. On the issue of Kuwait\'s ban on Filipino and Indian 
drivers crossing into Kuwait 

the economic ramifications of a ban on the travel of their 
nationals to Iraq and expected the GOI and other countries 
with travel bans would soon come around. The GOK was not 
ready to unilaterally remove the Kuwaiti restrictions on 

Indian and Filipino drivers. He was complimentary of BMENA 
meetings in New York and applauded the U.S. for modulating 
its approach on reform. He said Kuwait looked forward to the 
Cairo conference of Iraqi neighbors and welcomed U.S. input 
on conference goals and objectives. Dr. Mohammed did not 
offer any comment on rumors of leadership changes in Kuwait. 
(An exchange on counterterrorism is reported separately.) 
End Summary. 


Fuel to Flow 


2. (S) Foreign Minister Shaykh Dr. Mohammed Al-Sabah 
Al-Salem Al-Sabah opened the meeting by reviewing his 
September 23 meeting with the Secretary on the margins of the 
UNGA. Regarding fuel for coalition forces in Iraq 
Mohammed said he explained to the Secretary that Kuwait\'s 
request for a contract was a legal 

requirement. Absent an agreement 

umbrella for the provision of fuel for use by U.S. forces 
outside of Kuwait 

criticism from the National Assembly. Dr. Mohammed 
emphasized the GOK does not want the bilateral relationship 
subject to parliamentary debate. As a result 
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requested a contract covering three elements: quantity of 
fuel 

cost. He said the matter was legal 

the fuel cost should be \"close to zero.\" He said the Council 
of Ministers had addressed the matter October 3 and that the 
Kuwaiti Embassy in Washington would be instructed to convey 
this message in Washington. He also welcomed the visit of a 
U.S. delegation to finalize the agreement. The Ambassador 
thanked Dr. Mohammed for the GOKYs generosity and 
flexibility 

possible. 


Driver Issue Still Floating 


3. (C) Turning to another matter affecting coalition 

operations in Iraq 

clarification of the GOK\'s position on travel bans to Iraq of 
Indian 

the Embassy understood from the MFA that the GOK had decided 
not to enforce the ban 

been taken at the level of the Prime Minister and 

communicated to Ministry of Interior personnel at border 
crossings. Dr. Mohammed noted that China recently requested 
that the GOK prevent its nationals from crossing the border 

into Iraq 

to make them invalid for entry into Iraq. Dr. Mohammed 
commented that the matter was complex; Kuwait needed to make 
a good faith effort to carry out requests from other 

governments since it had previously requested India and 

Syria 

Kuwaiti nationals. (Note: Press reports in Kuwait on Monday 
indicated that the Syrians had picked up some Kuwaitis 
attempting to cross into Iraq.) Nevertheless 

raised the issue with Indian FM Natwar Singh in New York 
stressing that ample security measures are in place and that 

in the end 

income. Playing to regional sensitivities 

Indian FM that it would be unfortunate if Bangladeshis 

Lankans 

Indian nationals. He felt the GOI would likely reconsider 

its position and believed that explaining the security 

measures in place to the involved governments would help them 
to change policies driven by domestic politics. Dr. Mohammed 
also suggested that the companies involved hire Iraqis when 
possible. (Comment: The GOK wants some cover from the Indian 
and Philippine Governments before ending its restrictions. 
Meanwhile Kuwaiti transport companies may be making 
arrangements for other drivers.) 


BMENA Positive 
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4. (U) Dr. Mohammed praised the BMENA meeting in New York 
saying the evolving U.S. approach allowed participating 

countries to claim ownership of their reform efforts. He 

said countries were offto a good start and the GOK looked 
forward to future meetings. He expressed regret that Lebanon 
did not take part in the session on BMENA. 


The Cairo Conference? 


5.(SBU) He said he welcomed information on U.S. goals for 
the Cairo conference 

to Kuwait 

to a regional conference 

the same page as the U.S. Ambassador told the FM that we 
would pass on any additional information that is available 

and endeavor to consult with Kuwait as the planning develops. 


Border MOU 

6. (SBU) Ambassador pressed for conclusion of the MOU under 
negotiation on Kuwait/lrag border modalities. Dr. Mohammed 
promised to speak to the Minister of Interior to try to get 

action on the draft 

both the U.S. and Kuwait. 


Other Issues 


7. (U) The Ambassador asked that Kuwait do everything 
possible to make sure that coalition ships were not charged 
port expenses 

current case of a Ukrainian ship that had been charged. The 
Ambassador said that he looked forward to pursuing the 
objectives of the Trade and Investment Framework Agreement 
with the Minister of Commerce and others. Ambassador noted 
that the discussions about the release of a Kuwaiti detained 

at Guantanamo are proceeding in Washington 

consideration of Kuwait\'s request for a second citizen. The 
FM did not react (at all) when asked whether he wanted to 
comment on the reports of possible leadership shifts in 

Kuwait. 


8. (U) Baghdad: Minimize considered. 
LeBaron 
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at the Bahrain National Security Agency (BNSA) and Attorney 
General\'s office requires additional work. The GOB has 
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committed to working with the USG to establish a 
Counter-Terrorism Operations Center and a Counter-Terrorism 
Intelligence Center 

pending management changes at BNSA. Parliament will open its 
next session on October 9 

expected to consider a draft counter-terrorism law during the 
2004-05 session. The new law would apply stiff penalties for 
conspiracy to commit terrorist acts. 


Democratic Reform 


12. (S) The 2002 constitution established an elected lower 
house of parliament 

the upper house 

the King. Due to the breakdown of the process of advancing 
legislation during the 2003-04 legislative session and calls 

for amendments to the constitution 

opposition societies are engaged in a \"constitutional 

dialogue\" to resolve their differences. 

13. (S) In late September 

activist Abdul Hadi Al Khawaja following his comments at a 
forum on poverty in which he reportedly accused the Prime 
Minister of mismanaging the economy during his 30-plus years 
in office. Days later 

Center for Human Rights 

it of political activities that contravened the Societies Law 

and the Center\'s own charter. We have expressed our concern 
with this apparent step backward in the GOB\'s reform process. 


Economy 


14. (S) The United States and Bahrain signed a free trade 
agreement on September 14 

in our bilateral economic relationship. Bahrain is the first 
country in the Gulf region to have an FTA with us 

Jordan and Morocco as the only Arab states with FTAs. We 
hope to use the Bahrain FTA as a springboard to promote 
economic reform 

and as an important step in realizing the Presidents vision 
of a Middle East Free Trade Area by 2013. Bahrain will cite 
the FTA as the United States\' endorsement of its economy and 
to market Bahrain as a regional center for finance 

insurance 

care. 


Middle East Peace 


15. (S) The Bahraini government is deeply troubled by the 
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continuing violence in Israel and the Palestinian 

territories. Though far from the conflict 

identify with the Palestinians. The Crown Prince has told us 
that he would like to work with the Israeli government 
particular in fending off threats from Iran 

so in the absence of some sort of settlement between Israel 
and the Palestinians. The Crown Prince appreciates that the 
President has gone far to promote the establishment of a 
viable 

the Administration make a gesture to relieve the suffering of 
the Palestinian people. Flare-ups in violence in the 
territories inevitably transfer directly into heightened 
emotions among average Bahrainis. 
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likely come from state-controlled holding companies and 
financial institutions. The unions successfully limited 
layoffs to under 3 

of 5 

productivity. The Italian government will likely approve 
unemployment payments to those who lose their jobs 
Alitalia covering at least some of the costs. One Embassy 
contact at Alitalia headquarters believes the savings will be 
enough to return the company to profitability 

preparation for a merger with Air France-KLM. However 
airline still faces major hurdles 

slice of Italy\'s domestic market and costly airport services. 
End summary. 


2. (U) Alitalia 

expected to sign a final agreement to restructure Italy\'s 
flag carrier. Once the plan is finalized 

receive a Euro 400 million ($480 million) 
government-guaranteed bridge loan. According to the 
agreement 

will be taken over by a new company \"AzFly 

continue to use the Alitalia brand name. Meanwhile 
Alitalia\'s ground service operations will be placed in a 
second company 

keep 51 percent of AzService 

will be transferred to Fintecna 

percent controlled by the Ministry of Economy and Finance. 
Alitalia/AzFly will keep its 51 percent stake of AzService up 
until privatization of AzFly 
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3. (U) Under the plan 

privatization process will begin in March 2005. The Ministry 
of Economy and Finance will lower its ownership of AzFly from 
the current 62 percent to 30 percent. The Ministry 

according to some news accounts 

controlling shareholder even after it gives up its majority 
stake. Moreover 

government-affiliated institutional investors 

the company recovers enough to attract market-based buyers. 
According to press reports 

S.p.A. (CDP) 

connected to Italy\'s postal savings system 

investor in a \"privatized\" AzFly. 


4. (U) Emboffs recently spoke with representatives of 
Alitalia\'s major labor unions and an Alitalia executive to 
understand their respective views of the restructuring plan. 


5.(U) Representatives of the three major union groups 
(CGIL 

contracts and the final restructuring and financing of 
Alitalia into AzFly and AzService 

not great enthusiasm 

unions approved the last of three labor contracts for pilots 
flight attendants and ground crews. On September 24 

of the nine unions representing 22 

signed off on the quasi-privatization of the company. One 
independent union representing attendants and ground crews 
SULT 

guarantees and the new company structure 

that SULT will be able to block final agreement. Union 
leaders are still discussing how to present the deal to union 
members. They will organize either a referendum or 
consultations witin the next few weeks and expect their 
memberhips to approve the agreement. 


6. (U) The unions had three primary goals: to minimize the 
number of overall layoffs; to prevent the government from 
privatizing AzService; and to win public support for finding 

other government jobs for the fired workers. Faced with 
impending bankruptcy and management\'s demands for greater 
labor productivity 

goals. Alitalia\'s President 

predicted the company would need to fire 5 

Under the final agreement 

resulting in a 315 million Euro reduction in labor costs; the 
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majority of the losses will be in Lazio 

airports in the south. Because the new labor contract for 
pilots alters the formula for basic salary vs. incentives on 
productivity 

maintain current salary levels. 


7. (U) During the last week of negotiations 

focused on maintaining a high degree of government control 
over Fintecna in the hopes that political pressure could 
prevent further privatization and job loss. Under the deal 
Fintecna 

AzService shares. However 

AzService and sell it to Finmeccanica 

company 

final agreemnt does not provide specifics on the ultimate 
fate of AzService 

separate the activities of AzService and AzFly. AzFly\'s need 
for additional cash after 2005 will likely lead to the 

eventual privatization of AzService 

unions fear will lead to additional job losses. Union leaders 
are also worried that AzService will be saddled with the bulk 
of Alitalia\'s debt 

received an initial nod from EU authorities 

Transport Commissioner Loyola de Palacio said on September 
21 


8. (U) The agreement on unemployment benefits and training 
for dismissed workers will be signed by government 

and union representatives. Although UIL continues to press 
the government to hire the newly unemployed in other 
government jobs 

guarantees. In outlining the deal to Embassy officers 
negotiators said their members were resigned but hardly 
\"singing for joy.\" Although there are fears over upcoming 
layoffs 

cuts as a necessary condition to save the company. UIL 
representatives 

CISL advocates 

workers will find new employment regardless of how the 
company is restructured. UIL is presenting the restructuring 
agreement as evidence of union flexibility in adapting to 
economic realities. In fact 

management of a newly privatized AzService will exploit 
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recently enacted labor market reforms that permit greater 
management flexibility in hiring part-timers and using lease 
contracts that may employ more people but with lower wages 
and fewer benefits. 


9. (SBU) According to Olivier Jankovec 

Institutional Relations for Alitalia 

win concessions from the unions because 

the Berlusconi government refused the unions\' request to 
participate in a three-way negotiation 

traditionally strengthened labor\'s hand. Jankovec said the 
GOI did pressure the company to adopt a softer line with the 
unions in early 2004 

April strike by Alitalia workers that further damaged the 
companys bottom line 

Director Marco Zanichelli. Jankovec said the government was 
able to adopt a hands-off approach in September because the 
June 2004 EU Parliamentary elections had passed and because 
as time wore on 

Alitalia was teetering on insolvency. 


10. (SBU) Jankovec expected the government to formally 
designate the air transport sector as a \"crisis industry 

move which would allow the government to pay unemployment 
benefits to the laid off workers (though Alitalia will likely 

have to pick up some of these costs). Politically 

added 

because of the reduced hostility of Labor and Social Welfare 
Minister Roberto Maroni. Maroni is a member of the Northern 
League 

state aid to Alitalia 

wasteful state enterprise designed to spread jobs and 
patronage to Italy\'s South. The League\'s change of heart 
said 

airline 

Vicenza. Volare 

conduct its own restructuring 

workers must be extended sector-wide. 


11. (SBU) Jankovec expressed optimism that the new union 
contracts will result in enough savings to return Alitalia to 
profitability. He said the deal with the pilots union 

would raise the maximum number of hours pilots could fly per 


Column 3 

year to over 900 (on a par with Lufthansa) 

significant. Alitalia also intends to eliminate backup 

pilots on many trans-Atlantic flights 

adopted by most of its competitors. The airline will also 

cut back on perks such as free home-to-airport transportation 
and will eliminate a policy of allowing Alitalia crews to 

live in one city yet fly out of another 

forces the Airline to provide 11 

shuttle employees from home to their duty stations. Finally 
Jankovec said 

governments and airport authorities to reduce the costs of 
airport services. Jankovec commented that jet fuel typically 
costs 20 to 30 percent more in Italy than in other European 
countries because fuel distribution in Italy is an 

inefficient and highly-protected industry. 


12. (SBU) Jankovec said Alitalia\'s main priority is to regain 

its once-dominant position in the Italian market. The 

airline\'s domestic market share has dropped 16 percent since 
2000 and is currently hovering around 43-44 percent. 
However 

an eventual merger with another major European carrier. Air 
France-KLM has expressed interest in merging with Alitalia if 
it ever manages to get on a sound financial footing. 


13. (SBU) Breaking Alitalia in two and selling the pieces to 
state-controlled holding companies and institutional 
investors hardly amounts to a true privatization 

be the best option for a government trying to sell a bankrupt 
state carrier while maintaining as many jobs as possible. 
The nearly 3 

YQQ8QQ90r oof the 10 

necessary to make the airline truly viable (ref A). 
Nevertheless 

privatization\" will at least offer some degree of insulation 
from the kind of direct political interference that over the 
years has contributed to Alitalia\'s bloated payroll and 
inefficient operations. 


14. (U) Overall 

unions 

with a steady increase in wages and benefits. UIL 
negotiators bristled at the question of whether the 
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concessions contained in the agreement may be the wave of the 
future. They preferred to consider the agreement as a 
reflection of the global problems facing the airline industry 

and were not unhappy to be in the company of U.S. workers 
with troubled carriers like U.S. Airways. However 

that the unions were willing to negotiate on the premise of 


job cuts and required improvements in labor productivity 
could mark a significant change for labor-management 
negotiations in other Italian industry sectors in the future. 
Certainly 

deal 

near-term obligations to Alitalia 

privatization. 
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AND NOVEMBER UNSC VISIT TO KINSHASA 


Classified By: AMBASSADOR ROGER MEECE. REASON 1.5 (B/D) 


1. (C) Summary: The International Committee to Accompany the 
Transition (CIAT) met October 4 to prepare for a pending and 
unprecedented meeting with the President 

other senior officials to review the transition road map and 
discuss military integration and election-related 

legislation. This meeting will also pave the way for a UNSC 
mission to Kinshasa expected in November. End summary. 


2. (C) The 18 members of the International Committee to 
Accompany the Transition (CIAT) met the morning of October 4 
to prepare for a meeting expected in the near future with 
President Kabila 

the National Assembly and Senate 

civilian \"institutions to support democracy" (Independent 
Electoral Commission 

Reconciliation Commission 

Commission 

nature has long been requested by the CIAT as an appropriate 
forum for the CIAT to discuss major issues with the most 
senior representatives of all rival components participating 

in the transition government. Given the mutual mistrust 
existing among the various leaders and groups 
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has been difficult to arrange. The projected meeting will 
therefore set a precedent. 


3. (C) The CIAT decided that the major items to be proposed 
for the agenda will be questions related to army integration 
and related questions of demobilization 

status of specific important bills needed to proceed with 
election planning. Two lists of \"indicated questions on 
these topics are to be submitted as early as tomorrow 
October 4 

meeting to guide discussions. Both lists of questions are 
based in the overall transition road map" plan guiding the 
transition. The CIAT also reviewed and concurred with the 
latest revision of the road map 

is also to be submitted to the GDRC officials in advance of 
the meeting. (Note: Septel to cover the road map). 


4. (C) CIAT members were divided as to whether to press 
during this initial meeting for regularly scheduled future 
meetings with the Espace Presidentiel.\" After some 
discussion 

simply to note that the meeting will be useful as groundwork 
for a UNSC visit to Kinshasa which is being planned for the 
latter half of November. It is envisaged that some similar 
broad and senior-level meeting would be appropriate for the 
visiting UNSC members next month. 


5. (C) Comment: The planned meeting will address at least in 
part concerns expressed by various observers 

including during discussions held at the recent senior-level 
CIAT member meeting in New York 

interlocutor for the CIAT. It is unlikely nonetheless to be 

a comfortable meeting 

example 

President Kabila. It is all the more reason to get difficult 
topics like military integration on the table with all the 

former belligerents in the same room. The reported planned 
UNSC mission could be a very positive move to help spur 
further positive movement in Kinshasa. November 

shaping up to be a busy month 

meeting planned for November 11 - 13 

in Burkina Faso November 19 

the month. End comment. 

MEECE 
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investment of USD 7 million 
capital. 


5. (C) GIA is working to raise an additional USD 30 to 50 
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million from equity partners 

investors: 1) strategic partners 

aircraft leasing companies; and 3) pure equity investors. 

The outside equity will dilute the GoG and GIA\'s holdings 
lowering the GoG\'s stake below 50 percent. GoG Transport 
Minister Richard Anane has discussed diluting GoG ownership 
further by floating shares on the Ghana Stock Exchange. 


6. (C) The GoG has \"ring fenced\" the USD 160 million debt 
and will handle all negotiations with creditors (Note: Post 
has heard that up to two thirds of the debt is owed to GoG or 
quasi-GoG institutions 

to outside creditors. End Note). The GoG has agreed to lay 
off Ghana Air\'s estimated 1200 to 1600 employees. GIA will 
poach Ghana Air\'s best employees 

pilots 

fewer than 250 employees. 


7. (C) GIA has also agreed to \"consider\" purchasing some of 
Ghana Air's assets from the GoG. Given that Ghana Air is 
flying all its routes with leased aircraft 

likely to have minimal value. The GoG has stated it will 
liquidate the assets that GIA does not want. 


Timeline 

8. (C) GIA is coordinating with Ghana Civil Aviation 

Authority (GCAA) to register and certify the new airline. 
Heaton said GIA would submit the appropriate application to 
GCAA within 60-90 days and estimated the GCAA would take two 
months to approve it. GIA will use this period to raise the 
equity 

aircraft (two each for the U.S. 

routes). After a few years of operations 

OPIC and ExImBank for assistance with a second round of 
financing to expand the fleet. GIA will immediately seek to 
establish linkages and join alliances with other airlines 

with the goal of making the new airline the company of choice 
to partner with for flights to Africa. 


Local Reaction 

9. (C) Post has found few supporters of this deal outside 
government. There are allegations of lack of transparency in 
the bidding process. KLM 

out 

the GoG would assume Ghana Air\'s USD 160 million debt. Ex 
Ghana Air CEO 

Ghanaian partners 

He claims that only GIA knew the GoG would assume the debt 
so the deal was fixed from the start. 
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10. (C) Other local observers 

that GIA does not have the capacity or financial wherewithal 
to build a strong Ghanaian airline. A frequently heard 
criticism is that the GoG should have chosen an established 
airline to save Ghana Air. Ghana Air\'s current management 
argues this 

deal and instead support a Ghana Air partnership with 
Ethiopia Air. 


11. (C) IMF Resident Representative Alpha Muttardi also 
opposes the arrangement 

deal. She told EconChief that GoG assumption of the debt 
could undermine the IMF program. Heaton claims President 
Kufuor personally intervened to conclude the deal with GIA 
so the IMF\'s lobbying may have little effect. 


Comment 

12. (C) Charge and EconChief urged Heaton and GIA investors 
to research the problems other investors have experienced in 
Ghana. Most recent disputes with the GoG resulted at least 
in part because the investors did not adequately document the 
division of rights and obligations with the GoG. This may 
become a problem with the current deal. GIA decided to sign 
a letter of intent with the GoG 

agreement that would require Parliamentary approval. 
Although GIA did this on purpose to avoid Parliamentary 
delays 

the investors. GIA\'s tentative agreement to consider buying 
Ghana Air assets may also ultimately be problematic. GoG 
officials consider verbal assurances tantamount to 

obligations 

failed to follow through on the purchase of local equipment. 


13. (C) GIA is following the old model of working directly 

with the President 

identity of its investors) close-hold. However 

one of the more controversial subjects in Ghana 

Kaiser Aluminum has discovered a deal with the President does 
not protect you from the other powerful forces in this 
increasingly decentralized democracy. Cabinet Ministers 
Parliamentarians 

increasingly influential 

waiting for their opportunity to undercut the new airline. 


14. (C) EconChief alerted Heaton of the impending FAA 
reassessment of civil aviation safety oversight 

result in a downgrade to Category Two. Heaton said he was 
well aware of the upcoming FAA visit and has offered 
technical assistance to the GoG and GCAA to help them retain 
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Category One. End Comment 
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Cesar Borges at 22% 

43%. Henrique is favored in the second-round because he will 
unite the PT (whose candidate won 22%) with other anti-ACM 
forces. Pundits are already wondering if ACM\'s machine is 
beginning to crumble in its own home base. 


In Recife 

himself from a close race with Carlos Cadoca of the state\'s 
PMDB/PFL machine 

victory by 56-28%. 

Either the polling in Forteleza 

woefully poor 

final hours. Moroni Torgan (PFL) at 26% and Luizianne Lins 
(PT maverick) at 22% 

Torgan and Lins were numbers two and four 

last week\'s polls. Early front-runner Antonio Cambraia (of 
the state\'s PSDB machine) 

(PCdoB) who was supported by the national PT party 

third and fourth. 


Sao Luis 
PFL/PMDB machine 
Tadeu Palacio (PDT) to win a first-round victory. 


In Maceio 

43% of the vote. Almeida pulled ahead of early favorite 
Alberto Sexta-Feira of the states PSB machine 

(With a population less than 200 

second round.) 


Aracaju 

year. PT incumbent Marcelo Deda crushed his PPS challenger 
by 71-18%. Though from a small state 

national profile in the PT party. 


In Joao Pessoa 

scored an impressive victory with 64% against Ruy Carneiro 
(PSDB) who won 30%. The outgoing PMDB mayor endorsed 
Coutinho. 


Natal 

between incumbent Carlos Eduardo Alves (PSB) who looked to do 
better than his tally of 37% 

(PSDB) who won 30%. 


Teresina 
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Silvio Mendes (PSDB) 48%. Mendes 

PSDB mayor 

Moraes Souza (PMDB) who won 25%. Souza is the wife of 
PT-baiting Senator Mao Santa (PMDB). 


5. (SBU) THE CENTER-WEST AND THE NORTH 

In Goiania 

Brasilia) 

favored in the second round against PT incumbent Pedro 
Wilson 

by an electoral judge for campaign violations. 


In Cuiaba 

Alexandre Cesar won a surprising 33% and will go to the 

second round against the PSDB\'s Wilson Santos who won 36%. 
These results are a big disappointment to the PPS 

Sergio Ricardo was backed by the outgoing PPS incumbent. 


In Campo Grande 
Nelsinho Trad (PMDB) won a first-round victory over Vander 
Loubet (PT) 


Porto Velho 

between two left-of-center candidates: Roberto Sobrinho (PT) 
who won 32% 

favored to win on October 31. 


In Rio Branco 

behind for a gratifying 49-41% win over Marcio Bittar (PPS). 
(Rio Branco\'s population is under 200 

second-round runoff.) 


Manaus 

between PFL dinosaur Amazonino Mendes 

longshot Serafim Correa 

Vanessa Graziotin (PCdoB) 

Mendes was expected to sweep to an easy first-round victory 
but now faces a difficult runoff. 


Boa Vista 
with 56% of the vote. 


Macapa 
Henrique (PT) with 41%. (Macapa\'s population is under 
200 


In Belem 
48% and will be forced to a second round by federal Senator 
Ana Julia Carepa (PT) 
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In Palmas 

scored a huge upset in a small state by crushing the PSDB 
candidate of the Siqueiro Campos machine 


COMMENT - PT AND PSDB SEEN AS WINNERS 

6. (SBU) The incumbent PT Mayor of Sao Paulo 

was considerably outpolled by PSDB standard-bearer 
Serra 

to beat him in the October 31 runoff. But President Lula\'s 
PT did well elsewhere in the first round 

state capitals outright 

the second round. Early results indicate the Workers\' 
Party\'s success was not limited to the big cities. Of the 

5 

--a big jump from the 187 it won in 2000. For overall number 
of mayors 

as well as the opposition PSDB that won 828 

767 

elected more mayors yesterday than they did in the 2000 
cycle. Founded as an urban labor party 

big-city incumbencies in Belo Horizonte and Recife 

as winning the smaller capitals of Acre 

Tocantins. The PT\'s disappointments include likely incumbent 
losses in Belem and Goiania and the squelching of higher 
hopes in some other venues. 


7. (SBU) Meanwhile 

these capitals 

The PSDB is surely gratified by Serra\'s showing in Sao Paulo 
and other strong showings in Sao Paulo state as well as in 
Piaui 

candidate endorsed by one of its star governors 

in Minas Gerais 

machine candidate in northeastern Ceara inexplicably failed 

to make the second round. 


COMMENT CONTINUED - OTHER PARTIES A MIXED BAG 
8. (SBU) Cesar Maia 

Janeiro is a great triumph for the PFL 

poorly in other big cities (particularly in traditional 
redoubts Salvador and Curitiba). The small left-of-center 
PSB and PDT both did well 

The PMDB continued its pattern of resilience and decay 
piled up hundreds of small town victories but 

national stars 

conservative PP had a tough time 

Paulo Maluf 

Florianopolis 

Party of Brazil) generally supported PT candidates 
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communists\' only sitting mayor 

(near Recife) was reelected with 55% of the vote. Two other 
credible PCdoB candidates --in Manaus and Fortaleza-- failed 
to reach the second round. But in Camaragibe 

satellite town 

mayor. 


JUDGE RECOGNIZES GAY MARRIAGE 

9. (SBU) Finally 

Supreme Electoral Court indirectly recognizing gay marriage. 
Brazil has an election law designed to reduce the strength of 
family dynasties by prohibiting one family member from 
succeeding another in executive office. The Supreme 
Electoral Court ruled that in the town of Viseu 

state 

legally-recognized \"stable wife-wife relationship" with 
incumbent Mayor Astrid Maria Cunha 

run to succeed her. 

DANILOVICH 
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drug case even" in Vietnam. The Ministry of Public Security 
(MPS) began its official investigation of 47 suspects 

arrested in connection with the case. The network is 

believed to have moved nearly 2000 pounds of heroin into 
Vietnam between the years 2000 and 2003. According to one 
deputy director in the Ho Chi Minh City Police 

this \"syndicate\" exceeded the revenues of some Vietnamese 
provinces. The trial is expected to begin by December 2004. 


3. (U) According to press articles 

the \"syndicate\" formed when drug criminals Nguyen Van Hai 
and Nguyen Dinh Hoanh met in prison in 1983 and reached its 
peak in terms of membership and activity in August 2002. In 
June 2003 

transporting approximately 60 kilograms of heroin. Hoanh 
and Hai worked together to smuggle heroin from Laos into 
Vietnam for consumption in Dong Nai Province and Ho Chi Minh 
City. In addition to the Hoanh-Hai syndicate 

up his own network to bring drugs into the country via Tay 
Ninh Province 

Cambodia border. Between 2000 and 2003 

various reports 

kilograms of heroin. MPS has started a formal investigation 
against 47 individuals 
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4. (U) In addition to traditional \"hotspots\" (a Vietnamese 
police term for an area of increased drug consumption) 
drugs can now be found in every corner of the country. 
During a conference to \"share experiences in combating 
complicated hotspots\" held in Haiphong on September 21 
General Pham Van Duc 

Department of Police 

in the country\'s drug situation. However 

police had cracked down on 3 

between 2001 and 2004 

kilograms of heroin during the first eight months of 2004. 
(Note: This is a substantial increase over the same period 
last year 

reftel for more on 2004 anti-drug efforts by the GVN. End 
note.) 


5. (U) The GVN is facing a classic dilemma: the more success 
it has in uncovering drug trafficking 

about the scope of the problem. Previously 

problem could be whitewashed with official propaganda about 
successful drug raids and effective prevention plans; as 

long as the drugs were invisible 

pretend they were not there. Now 

forces are having some successes - seizures are way up from 
previous years - and the information gained from these 
successes and reported in the press is shining an 
uncomfortable spotlight on the magnitude of the drug 
trafficking problem here. MPS seems not to have figured out 
how to spin the recent seizures and arrests as a victory for 
law enforcement efforts rather than as proof of failure; 

instead 

information (such as press reports in June hailing a 21 
percent reduction in drug crimes) or kept quiet about drug 
statistics altogether. In this context 

openness at the Haiphong meeting was an improvement. Based 
on what we know and are continuing to learn about the extent 
of the drug problem here 

are providing - in the form of training for customs and 

border officials 

crossing routes into the country - is targeting the right 
geographical regions and strengthening GVN capacity in the 
areas itis most needed. End Comment. 

MARINE 
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run than a challenger 

instead of a ballot in the case of a one-candidate race. In 
the end 

power of the presidency 

traction. McAleese will be inaugurated on November 11 
at Dublin Castle. 


3. (U) The theme of President McAleese\'s first term was 
\"Building Bridges\" and it is expected that her second term 
will revolve around similar issues. She is best known for 
supporting issues of justice 

anti-sectarianism 

term 

cooperation between Northern Ireland and the Republic of 
Ireland. She is very devoted to continuing the Irish peace 
process 

and enhancing cross-border cooperation within the European 
Union. 


4. (U) McAleese was elected as the 8th President of Ireland 
in 1997. Born in Belfast 

Northern Ireland. In 1994 

the Institute of Professional Legal Studies at Queen\'s 
University of Belfast for seven years 

first female Pro-Vice Chancellor at the university. McAleese 
also served as a Barrister and a Professor of Law at Trinity 
College. She has extensive experience as a current affairs 
journalist in radio and television. President McAleese is 
married to Martin McAleese 

dentist who also hails from Northern Ireland. They have 
three children. 

KENNY 
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\"Type-2 Diabetes Using a Transgenic Approach 

National Symposium on IGFS\" atthe Centro de Investigaciones 
Biologicas. 


2. Embassy understands that no assistance is necessary. 
3. Visitors are reminded that bearers of diplomatic and 


official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival in Spain. 
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4. THREAT ASSESSMENT: 


In general 

other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 

opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart 

the event you are victimized by crime 

security-related incident 

Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 

the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (http://www.state.gov) and the U.S. Embassy\'s 
website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas 

threat information through its Consular Information Program 
documents 

http://travel/state.gov. In addition to information on the 

Internet 

calling the Department of State in Washington 

202-647-5225 from their touch-tone telephone 

information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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the Frontiers in Hepatology Meeting in Pamplona 
a talk entitled 

Cancer 

Biology 


2. Embassy understands that no assistance is necessary. 
3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival in Spain. 


4. THREAT ASSESSMENT: 


In general 
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other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 

opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart 

the event you are victimized by crime 

security-related incident 

Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 

the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (http://www.state.gov) and the U.S. Embassy\'s 
website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas 

threat information through its Consular Information Program 
documents 

http://travel/state.gov. In addition to information on the 

Internet 

calling the Department of State in Washington 

202-647-5225 from their touch-tone telephone 

information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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since the 1992 arrest of ETA\'s political cupula. Iparragirre 
(AKA \"Anboto\") 

\"retirement\" in Cuba in recent years 

with at least 14 killings in Spain. GOS officials and 
opposition parties lauded the success of the four-year effort 
by the Guardia Civil 

efficiency of the French police in rounding up the suspects. 
The GOS will seek the extradition of Iparragirre on murder 
charges 

France 

extradition as well. There is a palpable sense that 

decades of painstaking policework 

eliminating ETAVs terrorist threat. Nevertheless 

has struck an appropriately cautionary tone since dangerous 
ETA militants remain at large and will be tempted to stage 
retaliatory strikes against the GOS. End Summary. 


HA \"HISTORIC\" BLOW TO ETA// 
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2. (U) Interior Minister Jose Antonio Alonso announced on 
10/3 that French and Spanish police had scored a \"historic\" 
blow against ETA after a four-year Guardia Civil 

investigation culminated in the rounding up 20 suspects in 
southern France and 1 in the northern Spanish city of Burgos. 
The detainees include Albizu 

last 11 years 

notorious killers. Iparragirre was believed to be in charge 

of collecting \"revolutionary taxes!" through the extortion of 
businessmen in the Basque Region and is implicated in at 
least 14 killings. The arrest of the couple was described as 
an unexpected bonus for the police 

occupied the French farmhouse where they were arrested. Also 
present at the farmhouse was their small child 

in Cuba when Iparragirre \"retired\" there for several months 
or years in the late 1990s. The only arrest in Spain was 

that of Pedro Alcantarilla Mozota 

organizing recent bomb attacks on high-tension power lines in 
the Basque Region. 


3. (U) Spanish political observers described the arrests as 
the most damaging to ETA since the 1992 detentions of ETA\'s 
three political 

France. The 10/3 arrests are the most significant in a 
series of arrests and investigations over the last two years 
that appear to have seriously disrupted ETA\'s capacity to 
carry out terrorist attacks. They come just two weeks after 
ETA released a video reaffirming the primacy of the armed 
struggle in ETA\'s ideology and the group\'s intention to 
continue carrying out attacks. Interior Minister Alonso 
declared that ETA has been \"debilitated\" and has \"no 
political future.\" 


OPPOSITION HAILS ARRESTS// 


4. (SBU) The arrests came as the now-in-opposition Popular 
Party (PP) was wrapping up its 15th Party Congress 
dominated by discussion of how the March 11 terrorist attacks 
on Spanish commuter trains had been the decisive factor in 
the Socialist (PSOE) victory over the PP. Even as the PP 
leaders defended their record and attacked the PSOE\'s 
\"opportunism\" in using the train bombings to tilt the vote 
against the PP 

on the 10/3 arrests. Newly-installed PP President Mariano 
Rajoy reaffirmed the value of the PP\'s pact with the PSOE to 
present a united front against terrorism. All political 

parties also praised the GOS and the Guardia Civil. 
Meanwhile 

Spain have declared a terrorist group 

police operation. 
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5. (C) The only discordant note concerns the GOS\'s apparent 
decision not to seek the extradition of Albizu 

face terrorism charges but not murder charges in Spain 
because he has not been directly implicated in ETA attacks. 
PP leader Rajoy insisted that the GOS seek the extradition of 
Albizu anyway 

119 killings attributed to ETA under Albizu\'s leadership. 
High-profile judge (and sometime loose cannon) Baltazar 
Garzon has also indicated his interest in interviewing 

Albizu 


//POLITICAL RIPPLES IN BASQUE REGION// 


6. (C) The apparent \"decapitation\" of ETA may affect the 
political dynamic in the Basque Region in the runup to an 
important December vote in the Basque Parliament and regional 
elections in May 2005. The Basque Nationalist Party (PNV) 
the most important Basque nationalist grouping and a 
long-standing opponent of ETA 

with the GOS over its desire to hold a referendum on 
self-determination in the Basque territory (\"Plan 

lbarretxe\"). The PNV plan comes to a vote in the Basque 
Parliament in December 

PP and PSOE representatives. If the plan is defeated in the 
Basque Parliament 

party platform in the May elections 

to a PNV victory. The PNV has sworn not to proceed with any 
referendum in a climate of ETA violence. The 10/3 arrests 
reduce ETA\'s capability to wage such a campaign and 
paradoxically 

political confrontation between the Basque government and the 
central government. 


/COMMENT// 


7.(C) The arrest of Albizu and the other ETA members 
represents the greatest blow to ETA in 12 years and a major 
setback in its ability to threaten the GOS with terrorist 
violence. However 

overly optimistic assessments of the impact of the police 
sweep. Even before the 10/3 arrests 

to earlier GOS police successes and the capture of key ETA 
documents by police in recent months. Despite its weakness 
ETA managed to carry out asmall 

campaign in Spanish tourist centers throughout the summer of 
2004. In addition 

ETA militants 

ETA member who was spotted with Albizu in the months prior to 
the 10/3 arrests. There is a high likelihood that ETA 

remnants will seek to prove their continued viability as a 
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terror organization 

possibility 

beginning of the end of the ETA threat. 
ARGYROS 
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Support the Progressive Realization of the Right to 
Adequate Food in the Context of National Food Security." 


2. Among the related activities for CFS delegates were 
an Oversight Panel that reviewed progress by FAO\'s 
Special Program for Food Security 

side event that highlighted the G8 commitments to help 
increase agricultural productivity in Africa. In plenary 
statements and other discussions 

emphasized the role of good governance 

integration into the global economy 

productivity 

of food insecurity. End summary. 


OVERVIEW 


3. The CFS held its 30th Session on September 20-23 
2004 

within the United Nations system for discussing world 
food security and is responsible for monitoring progress 
toward the international commitment made at the WFS in 
1996 to halve the number of undernourished by 2015. 


4. The US delegation was led by Eric Bost 
Secretary for Food 


SIPDIS 

Department of Agriculture (USDA) 

Hall of the U.S. Mission to the UN Agencies for Food and 
Agriculture. Also on the delegation were David Hegwood 
Willem Brakel and Earl Gast of the U.S. Mission; 
Francesca Bravo and Brenda Lisi 

and Sharon Kotok 


5. The session was attended by delegates from 105 out of 
116 members of the Committee 

observers from UN agencies and intergovernmental and 
international nongovernmental organizations. Regular 
business involved considering an annual report on the 
assessment of the world food security situation and a 
biennial progress report on WFS follow-up. 


6. Election of the CFS Chair and Vice-Chair. The 
Committee elected Mr. Salif Diallo 
Agriculture (Burkina Faso) as Chairperson (although he 
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did not attend because of ill health) and Mr. Soren 
Skafte (Denmark) 

Kohler (Switzerland) 

(Guatemala) as Vice-Chairpersons for the 2004-2005 
biennium. 


USG STATEMENTS 


7. In his remarks 

CFS to take a more analytic and strategic approach to 
assessment reports linking observed food security data to 
the policy environment 

and the shortfalls of what is needed. He pointed out 
that about 70% of the developing world lives in countries 
that are on track toward meeting international poverty 
reduction goals. Where progress has been insufficient 
it most often has been in states whose leaders have not 
embraced good governance 

integration into the global economy 

and state failure have made that choice impossible. 
Success in these states 

matter of donor funds. He also highlighted USG 
contributions towards meeting the WFS goal 


spending on school feeding programs in the developing 
world 

the Millennium Challenge Account 

Emergency Plan for AIDS Relief. 


8. In other interventions 

delegation members: (a) offered practical suggestions on 
how to improve and simplify the existing format for 
national reporting on progress in implementing WFS goals; 
(b) noted the unique contribution of an alliance to 
orchestrate civil society and private sector efforts with 
those of government to address hunger and poverty; and 
(c) stressed that a lasting solution to poverty and 

hunger requires the difficult work of improving domestic 
policies and institutions 

protecting private assets and incomes 

appropriate market incentives for food production and 
distribution 

peace ad stability. 


CFS CONCLUSIONS AND RECOMMENDAQIONS 


9. Assessment of World Food Qecurity Situation. The CFS 

noted the uneven rogress in the fight against food 

insecurity mong countries and regions. It reaffirmed 

tQat strategies aimed at poverty and hunger r%dered in the broader Delege 
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of trade in its latest arecommended 

that this bQements in future 

reportProgress Reporting Foely share’ porting requirements 
wert o@ty Information (FIVIMS). Delega number 

of proposals `e format 

information ops by using the above-mentid 

databases and formulating a set of key indicators; 

focusing on priority issues; and including new indicators 

on water and other natural resources. The Committee took 
note of these proposals and agreed that the Secretariat 
should convene a regionally balanced working group of 
experts to review various options. Following such 

review 

for consideration by the CFS Bureau. 


11. FIVIMS. The Committee 

U.S. delegation 

continue to enhance FIVIMS and cooperation among its 
partners in order to improve its assessment of world food 
security. Delegates 

recommended that FIVIMS work should inform selection of 
food security indicators of the WFS reporting as well as 
development of an appropriate analytical methodology and 
framework. ltwas also recommended that the CFS 
Secretariat work more closely with the FIVIMS Secretariat 


SIPDIS 
in that regard. 


12. Special Forum in 2006 to Review WFS Progress. The 
Committee reaffirmed the WFS decision to convene 

and within existing resources 

32nd Session of the CFS to undertake a progress 
assessment of the implementation of the WFS Plan of 
Action. This would include a mid-term review of progress 
toward the target of halving the number of malnourished 
people by 2015. The CFS also agreed to hold 

available resources 

the next CFS meeting (May 2005) to prepare for the 2006 
Special Forum. This dialogue -- which was proposed by 
Brazil -- would involve governments 

organizations and civil society. NGO participation would 
be in accordance with FAO policies and ECOSOC Resolution 
1996/31 on the Consultative Relationship between the UN 
and NGOs. 


13. International Alliance Against Hunger (IAAH). The 
CFS considered a progress report regarding the lAAH. The 
Committee called on governments and all others concerned 
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with combating hunger 

possible 

countries 

duplication of efforts and proliferation of meetings. 

The Committee found the interactive website and register 
of IAAH member activities to be efficient ways to make 
connections and share information among food security 
stakeholders. It agreed on the voluntary nature of the 
Alliance and favored a cost-effective operation. Some 
delegates requested more information on the cost of the 
proposed IAAH annual meeting. 


\"RIGHT TO FOOD\" VOLUNTARY GUIDELINES 


14. The CFS approved the \"Voluntary Guidelines to 
Support the Progressive Realization of the Right to 
Adequate Food in the Context of National Food Security.\" 
These guidelines were foreseen in the 1996 World Food 
Summit Plan of Action and were under negotiation by an 
Intergovernmental Working Group (IGWG) for the past two 
years (ref A). IGWG delegates -- most of them also CFS 
delegation members -- met in an informal \"friends of the 
chair\" format concurrently with the CFS to conclude the 
negotiation of the Guidelines. 


15. In the last round of the IGWG 

achieved all USG objectives. Most notably 

to resolve language on the law of war in a way approved 

by the Departments of State and Defense 

unilateral measures that was modeled on standard language 
found in non-binding multilateral declarations (such as 

the World Summit on Sustainable Development and World 
Summit on the Information Society) 

international dimension that mirrored existing non- 

binding language negotiated in various multilateral fora. 


16. A final IGWG session was convened in the middle of 
the CFS proceedings on 23 September to adopt the 
Guidelines and formally transmit them to the CFS. The 
last IGWG report and final text of the guidelines will be 
available at www.fao.org shortly. The United States was 
able to join consensus 

for the record that included the following clarification: 


[quote] 

In joining in the adoption of these Voluntary 
Guidelines 

recognize any change in the current state of 
conventional or customary international law 
regarding rights related to food. The United 
States believes that the attainment of any 
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\"right to adequate food\" or fundamental 
freedom to be free from hungen\" is a goal or 
aspiration to be realized progressively that 
does not give rise to any international 
obligations nor diminish the responsibilities 
of national governments toward their 
citizens. 
[end quote] 


OTHER ISSUES RAISED 


17. \"Summit of World Leaders for Action Against Hunger 
and Poverty.\" The Brazilian delegation at the CFS 

actively promoted the September 20 meeting of leaders and 
officials at UN Headquarters in New York (ref B). In the 
CFS Drafting Committee 

successful in restraining Brazilian attempts to 

characterize the New York \"Summit\" and ensuing 
Declaration within the CFS report in a manner that would 
convey broader international acceptance than was actually 
the case. 


18. Africa Locust and Caribbean Hurricane Crises. 
Special attention was drawn by many delegations to the 
locust crisis afflicting vast swathes of western and 

northern Africa 

agenda. U.S. Mission had been active in the weeks prior 
to the CFS to call greater attention to this problem and 

to deficiencies in FAO\'s response thus far (refs C 

Some delegates highlighted the food security implications 
of the destruction caused in recent weeks by Jeanne and 
other hurricanes in the Caribbean region. These 
discussions prompted the Committee to recommend that FAO 
include \"immediate threats to food security\" as an agenda 
item at future CFS meetings. 


ADDITIONAL RELATED EVENTS 


19. CFS Lecture. Nobel Laureate Norman Borlaug 
delivered a lecture to the CFS on \"The Green Revolution - 
An Unfinished Agenda.\" Dr. Borlaug highlighted the 
importance of agricultural research for increasing 
productivity and sustainable use of land and water 
resources 

nutritional and productivity gains 

leadership skills for scientists to ensure adoption of 
promising technology. 


20. G8 Initiative Side Event. U.S. Mission organized a 
panel discussion on the G8 commitments to Africa with a 
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special focus on increasing agricultural productivity 
through capacity building (septel). 


21. Other Side Events. A \"High-Level Dialogue with 
Civil Society Leaders and Member Countries\' National 
Alliance Leaders on the Development of the IAAH as a 
Leading Global 

was held. There was also a Seminar on Actions and 
Initiatives for Food Security. 


22. Special Program for Food Security (SPFS) Oversight 
Panel. U.S. delegates were also observers at the SPFS 
Oversight Panel 

September. SPFS is an FAO program aimed at increasing 
food production in low-income 

emphasizing national ownership 

technology transfer 

South-South cooperation. The Panel commended the 
progress made since SPFS began ten years ago. lt 
supported moving 30 countries from the pilot phase to 
national-level programs 

pilot phase in newly applying countries. The Panel 
requested additional detail on criteria used to determine 
which countries are ready for up-scaling to a national 
program 

institutions. It also recommended more emphasis on high- 
risk groups such as women 

safety nets\" by stimulating production for local markets. 


CLEVERLEY 
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Holding out for additional gains risks jeopardizing not only 
Taiwan\'s continued cooperation 

those responsible for driving the return to engagement on the 
U.S. bilateral trade agenda. END SUMMARY. 


2. (C) Since Taiwan\'s entry into the WTO in January 2002 

the US-Taiwan bilateral trade relationship has been marked by 
Taiwan foot dragging on implementation of WTO accession 
commitments and frustration on the part of US policy-makers 
over Taiwan\'s unwillingness to enact promised changes. In 
August 2003 

to Premier Yu Shyi-kun 

trade concerns and holding out the promise of high-level 
economic discussions 

under the Trade and Investment Framework Agreement (TIFA) 
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Taiwan could demonstrate it was implementing its commitments 
in IPR 

Over the past 12 months 

progress in resolving many of our outstanding bilateral trade 
questions 

enforcement of intellectual property rights 

of fixed line telecommunications 

exclusivity protection for innovative pharmaceuticals and 
establish a workable rice quota regime. 


3. (C) Even more significant than these positive steps is 
what appears to be a sea change in attitude among Taiwan 
officials responsible for trade policy. The new cabinet 
inaugurated in May 

and coordination to push difficult changes through both the 
bureaucracy and the Legislative Yuan (LY). Taiwan officials\' 
cooperation has clearly been motivated by the promise of the 
resumption of high-level trade discussions under the TIFA. 
Taiwan officials view resumption of high-level economic talks 
with the United States (which they hope will lead to a Free 
Trade Agreement) both as a quid pro quo for their efforts to 
make difficult political decisions 

strategy to counter their economy\'s growing entanglement with 
China. We have made clear that restarting TIFA is a 
necessary precondition before the possibility of entering 
negotiations a US/Taiwan FTA could be considered. Taiwan 
views the possibility of a FTA with the U.S. as the key that 
could unlock closer economic relations with other key 
regional trading partners. The continued effectiveness of 
key policy makers essential in pushing the bureaucracy to 
address U.S. bilateral trade concerns will be heavily 
influenced by their ability to deliver economic engagement 
with the U.S. (refs H 


4. (U) AIT has reported extensively on Taiwan government 
actions to improve the IPR climate. The frequency of 
inspections of Optical Disk (OD) factories continues to 
increase 

seized by Taiwan enforcement agencies has dropped to half 
2003 levels. In December 2003 

cooperation with rightsholders and in coordination with other 
enforcement authorities 

software manufacturers. The National Police have increased 
the frequency of their raids against manufacturers and 
sellers of pirated goods 

Four Taiwan enforcement agencies cooperated in the 
investigation 
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operation in May that was suspected to account for as much as 
ten percent of illegal OD manufacturing in Taiwan. 

5. (U) Shipments of all counterfeit products from Taiwan 
seized by U.S. Customs in FY03 dropped to less than three 
percent of FY02 levels and fell even further in the first 

half of FY04. After a concerted lobbying campaign by Taiwan 
government officials 

to the copyright law that substantively meet the demands of 
U.S. based rightsholders groups for stiffer penalties for 
counterfeiters and protection for technical protection 
measures 

counterfeit goods a public crime. Taiwan has also moved to 
create a specialized IPR court that is scheduled to begin 
operation before the end of 2004. (refs B 


6. (U) Taiwan\'s Directorate General of Telecommunications 
(DGT) announced in September the opening of a one-month 
bidding period for new entrants into Taiwan\'s fixed line 
telecommunications market. This is the result of legislation 
passed in December 2003 that mandated liberalization of the 
fixed line market by allowing new entrants to apply for 
licenses to enter the market twice yearly and by 

significantly reducing capital and build-out requirements. 

In December 2003 

authorizing the establishment of a National Communications 
Commission modeled on the US FCC. The implementation bill 
has been held hostage in the legislature by partisan 
wrangling 

commissioners 

media licensing requirements. The executive branch remains 
committed to pushing this bill through at the earliest 

possible opportunity. (refs A 


7.(C) In spite of bureaucratic obstinance and strong 
opposition from local industry 

of Health have forced a bill to protect pharmaceutical data 
through the Ministry of Health and Executive Yuan. It is now 
awaiting action by the LY Environment and Health Committee. 
The bill provides five years of protection for new chemical 
entities and three years for new indications. In response to 
industry\'s remaining concerns 

privately offered assurances that they will draft 
implementation regulations favorable to innovative 
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pharmaceutical manufacturers. In meetings with 
representatives from PhRMA in June 2004 

and Drug Administration (BFDA) agreed to consult with 
industry in revising the methodology for determining Risk 
Priority Numbers (RPNs) used to identify companies for 
on-site inspections. In March 

that substantially increased penalties for manufacturers 
distributors 

products. (refs D 


8. (SBU) Taiwan\'s Council of Agriculture (COA) recently 
recommended adopting U.S. supplied draft language on a 
country specific quota (CSQ) system for rice imports on the 
condition that we accept Taiwan\'s high out-of-quota duty rate 
and negotiate with Australia 

quota amounts. Taiwan also agreed to abandon its proposal to 
leave ten percent of public imports open to all countries as 

a \"global quota.\" U.S. industry reportedly supports further 
discussions in TIFA talks. Like the other economic 

ministries 

greater willingness to work with the U.S. to resolve 

bilateral trade issues. Implementation of Taiwan\'s rice 
import commitments has dramatically improved. For example 
in 2004 no public tenders were cancelled because price bids 
exceeded a COA-imposed ceiling price. In addition 

been fully cooperating in efforts to re-open Taiwan\'s market 
to U.S. beef. 


9. (C) COMMENT: TaiwanWs recent willingness to engage on 
our bilateral trade agenda is based on the belief that doing 

so will bring a positive return in the form of renewed 

high-level economic discussions under TIFA. This 
understanding has been reinforced in our regular meetings 
with all levels of the Taiwan economic policy community. 
Taiwan officials will undoubtedly push for a U.S. commitment 
to future FTA negotiations 

come first 

be considered. The suspension of high-level economic 
discussions in 2002 was an effective strategy to force 
Taiwan\'s trade policy bureaucracy to stop basking in the warm 
afterglow of WTO accession and refocus attention on resolving 
U.S. bilateral trade concerns. But this strategy is reaching 

the limits of its usefulness. By committing now to a 

schedule for TIFA talks 
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willingness to engage and continue to make progress on 
bilateral trade issues 

barriers to trade and reaching an agreement on a CSQ for 
rice. Postponing TIFA discussions would deal a severe blow 
to those in the Taiwan government who have been the most 
forceful advocates of engagement with the U.S. to resolve 
concerns on IPR 

to deliver engagement with the U.S. will damage or even 
destroy their ability to be helpful in the future. Now is 

the time to build on the positive momentum of the past 
several months by raising the level of engagement on economic 
issues. 

PAAL 
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tradition of our fathers and grandfathers 

love. We reject what is happening now in the name of Islam.\" He 
detailed how the Ministry exercises supervision over all mosques 

in the country. All imams are appointed and licensed by the 
government; Friday sermons are drafted by a Ministry committee and 
distributed to the imams 

Multi-lingual imams may translate into other languages for the 
expatriate populations of Pakistan 

other respects the Friday sermon is identical in every Sunni mosque. 
(A similar process is followed for the Friday sermons drafted for 

the minority Shita population). 


4. (U) The Minister also expressed his desire to work closely with 
the USG on all matters related to his second responsibility 

Justice portfolio. He said the UAE was \"anxious to benefit from the 
wide expertise of the U.S. in many areas 

judges and development of forensic evidence labs.\" He added that 
the UAE Judicial Institute had instituted programs to train new 
judges and attorneys and help them understand new laws. The UAE 
constantly seeks advice and suggestions from other countries 
including the U.S. 

Minister noted. 


5. (U) Ambassador then turned to the robust cooperation between the 
Ministry of Justice and the USG. She pointed to the upcoming Export 
Control Legal Technical Session (Oct 9-11) 

status of two key pieces of draft legislation covering trafficking in 
persons and the labor law. She complimented the UAEG on its 

recent passage of anti-terrorism legislation. The Ambassador also 
affirmed her commitment to pursuing the UAEG request of for a Mutual 
Legal Assistance Treaty. On the subject of judicial reform 

described the new regional MEPI office at the embassy and detailed key 
initiatives 

program and the Commercial Law Development Program. 
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Bio Details: Al Dhaheri 


6. (U) Mohammed Bin Nakhira Al Dhaheri 
Al Ain 

University 

UAE Armed Forces 

1997 to present 
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to justify some of its current actions. 


Afghanistan 


5.(C) Reiss noted that Afghanistan was one area everyone is 
touting as a model of multilateral cooperation. That being 
the case 

aside what some member states and NATO are doing 
replied that the EU is working on developing capabilities to 
support its missions abroad 

will get there eventually. He admitted that there is a gap 
between EU will and EU capabilities and that the EU can\'t do 
all that it would like to do. Heusgen noted that European 
publics understand that Afghanistan is a security problem 
both for being a source of drugs and base for various 
terrorist camps. 


Iraq 


6. (C) Reiss asked the central question as whether both sides 
could cooperate on Iraq today. He asked if European publics 
see what is happening in Iraq as important to their security 
and their futures and 

about it. Heusgen noted strong European public feelings that 
Iraq is not an European mess 

made this mess 

Lowenkron noted that the US had been working to 
internationalize the post-war effort 

Security Council resolutions. It was perfectly reasonable to 
ask the EU ) especially given its strong support for the UN 

-- to help in any way 

UN officials working to prepare the January elections. Cloos 
responded that US actions in the UN were ¿too late.8 He 
argued that had the US approached the UN right after the end 
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of hostilities with the ideas it has presented since 

the mood in Europe might have been different. Cloos 
suggested that more \"fundamental\" to him than these recent US 
internationalization efforts was a US concept that the 

\"mission defines the coalition.\" He said that this concept 
undermines 40 years of transatlantic relations - not just 

with the EU but also with NATO. We need to work together as 
a coalition to define the mission 

said that Europe found a way to say \"no\" to the US. Heusgen 
added that he was pessimistic that the EU 

France and Germany 

not just before 


The \"war\" on terrorism 


7. (C) Heusgen suggested that the US reconsider its effort 

to link Iraq to the war on terrorism 

not work among European publics. He suggested that European 
audiences would more sympathetic to language on the plight of 
\"failed 

would have a better chance if it depicted the challenge as 
reconstructing a failed state or preventing a failed state. 
Heusgen emphasized that the very notion of a \"war\" on 
terrorism does not sound good in Europe 

notwithstanding. Cloos rejected an idea that Europe somehow 
needs another terrorist attack to become sympathetic to the 
US views on terrorism. Europe fears terrorism but doesn 

see this as a war. Lowenkron suggested that in the fight/war 
on terrorism 

concerned about it while the US is committed to fight it. 


EU as \"partner\" or \"leader\" 


8. (C) Heusgen said that the GMF study showed that US and 
European publics wanted the EU to be a leader. He doubted 
however 

its weaknesses -- as a partner. On the MEPP 

the EU needs to believe that the US is willing to share 
leadership with the EU -- something that currently is not the 
case. On Iraq 

he has trouble seeing how individual member states might want 
to move in at all. At an EU-wide level 

for doing more in Iraq 

understood that there would an end-point or departure state 
that would help but he wondered if anyone realistically could 
see an end-point in Iraq. Reiss replied that the challenge 

is to stabilize the situation in the cities so our troops can 
leave them and no longer be a lightening rod. Police can do a 
better job and we currently are in a race between the 
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insurgents and the government until January 2005 elections. 
Heusgen said that regardless 

on Iraq. 


Problems with US leadership: Style or Issues? 


9. (C) Heusgen said that the European don\'t oppose US 
leadership per se 

Cloos demurred and questioned whether focusing on style leads 
to a constructive debate. He said that one way to turn 
around negative European perceptions is to \"get rid\" of 
Guantanamo 

\"moral leadership.\" The recent controversy of various USG 
memos on the use of torture had revealed an America that 
Europeans did not know. He blamed these memos for 
contributing to growing cynicism on international human 
rights. He added that the prison incidents in Abu Ghraib had 
done \"horrible damage\" to the US. For a number of reasons 
including embarrassment 

talk about or raise Abu Ghraib with the US. Cloos suggested 
that differences over issues 

the current condition of the relationship. Beside Guantanamo 
Iraq and Abu Ghraib 

International Criminal Court and Kyoto. Reiss explained the 
domestic history of these two issues -- including the role 

and attitude of the Congress -- and added that not a single 
major European country is meeting its Kyoto targets. Reiss 
asked if the damage was so great that the US has lost a 
generation in Europe. Cloos answered with \"no-but\" while 
Heusgen said the transatlantic relation was in a \"deep hole.\" 


MEPP 


10. (C) Cloos said that the MEPP is central 

EU 

that the US has a number of fundamental misconceptions ) 
including its belief that the EU is somehow biased against 
Israel. He argued that the EU does try to engage Israel 
positively and does condemn Palestinian terrorism. He said 
that even though many depict the EU and the US as having huge 
difference on the MEPP and the roadmap 

one big difference is that the EU believes that Arafat 

bad as he is 

frustration that Israel is able to bypass the Quartet and 

make direct deals with the US on Roadmap issues that should 
be dealt with in the Quartet. 
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11. (C) Reiss briefed EU officials on the state of play on 
BMENA 

island initiative is multi-decade 

in focus and not designed to substitute for tne MEPP -- all 
things that the European have told us they want. Reiss said 
that the US is interested in working with Europe and is 
disappointed with the EU\'s lack of enthusiasm. Heusgen said 
that the EU agreed on the objectives of BMENA and is already 
spending one billion euros/year on its own Barcelona Process. 
The Barcelona Process 

for Solana when it was created when he was the Spanish 
Foreign Minister 

Heusgen said that it was good that the US 

sought engagement in the region -- though EU had had some 
concerns that US had been interested in imposing it on the 
region. Lowenkron reminded Cloos that the leaked document 
that touched off the original criticism in the Arab World had 
been a G-8 document ) and that none of the language that had 
been shared among the G-8 members claimed that the West was 
intent on imposing change in the region. Cloos asked if we 
could find a work-around regarding EU\'s fears that BMENA 
would be used to distract from the MEPP. 


Possible BMENA/Barcelona Process Cooperation 


12. (C) Heusgen suggested that with all this behind us 

perhaps we could then explore some concrete areas of 
cooperation in education 

administration. The EU is working on action plans 

would contain a broad range of regional assistance packages 
for internal EU discussion next month. There had been some 
internal EU hesitation about moving ahead with these action 
plans but these have been overcome. Perhaps the US and the 
EU 

together; for example 

emphasize higher education while US assistance is focused on 
secondary and elementary education. Reiss and Heusgen agreed 
that Egypt is a key country. Reiss noted that promoting 
democracy there would be complex and various structures 
needed to be in place beforehand and that a premature push 
for elections could create instability. 


Political teeth for the Barcelona Process? 


13. (C) Heusgen noted that the Barcelona Process had been 
helpful in Tunisia on the business side but had not worked 
well in promoting human rights. From a policy planning 
perspective 
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providing economic support that also strengthens an 
undemocratic government. Reiss suggested that we could draw 
from the old Helsinki Process Basket Ill approach of 

reviewing and monitoring progress on human rights. Hladik 
noted that precisely the Helsinki model frightens some 

Arabian countries. Lowenkron stressed that it is important 

that 

degenerate into economics-only assistance. Heusgen suggested 
that the EU might use the forthcoming 10th anniversary of the 
Barcelona Process to make it better and also to make it more 
visible to the people that it is helping. 


14. (C) EU policy unit member Vassalo noted that the BMENA 
project is developing in a positive direction and said that 

there is wider acceptance of it in the region. Nonetheless 
Heusgen said that the EU will stick to the Barcelona Process. 
USEU Min-Couns Scott noted that in many countries 

US and the EU wanted to help 

of participants/partners to work with. Perhaps US and EU 
reps in the field could consider closer coordination under 
these circumstances. Already we are doing this in a number 
of Gulf States 


Iran: fork in the road 


15. (C) Heusgen noted that while the EU-3 process had made 
some progress in the last year 

enrichment. We can expect to enter into a difficult time 
between now and the November IAEA Board of Governors Meeting. 
EU policy planner Bjorn Larsson said that Iran will decide 
whether we go to a good or a bad scenario. He asked if some 
kind of grand deal is possible among the EU 

and Iran to put it on the good road. Reiss replied that Iran 
already is in non-compliance on its safeguard agreement and 
that we should act on that first. In addition 

that he had seen nothing from the Iranians indicating 

interest in working with the US on a grand deal. He said if 

the EU-3 argues against toughness on Iran 

a highly divisive issue in the transatlantic relationship. 

As policy makers 

imagine a combination of joint US/EU carrots and sticks to 
get the Iranians to do the right thing. But this would not 

be US sticks and EU carrots 

sticks and be tough on Iran. Reiss cautioned that some in 
the US see the current situation as one of now that the EU-3 
has \"failed\" in Iran 

therefore the EU should now ask the US to step in and fix it. 
Heusgen noted that he sees some possibility that the US and 
the EU could cooperate on Iran 
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Cloos on Iraq: Round Il 


16. (C) Key Solana advisor on transatlantic affairs 

Cloos 

he had been the previous day. He said that the EU is not 
willing to play in Iraq. While he agreed that could be a 
window of opportunity to discuss this after November 2 -- 
regardless of who wins -- he questioned what help the EU 
could provide that would make a difference to the situation 

in Iraq. Reiss asked if European publics and leaders would 
resonate with an appeal for help to Iraq based US help to 
Europe in WWII -- something that could be explored in various 
ceremonies from WWII that would take place this year. Cloos 
said that using these models would be \"over the top.\" Ifthe 
US wants to work on Iraq with the EU 

some private talks with Solana but currently 

EU is not prepared to deal with us on Iraq in a serious 
fashion. Cloos also said that \"nice words\" from the US would 
not be enough to get a serious commitment from the EU on 
Iran. The MEPP would be a different matter -- this is for 

the EU and for Solana 

for the EU and an area where US leadership is essential and 
desirable. 


Cloos on MEPP: Round Il 

17. (C) Cloos said that emotions in the EU on the Quartet 

are boiling\" with him and others increasingly seeing this as 
something to keep the Europeans happy. He sees Israel as not 
respecting the Quartet and the US tacitly permitting this. 

Cloos said that despite this 

leadership in the MEPP. 


What the EU can do for the US? 


18. (C) When asked by Reiss what the EU offers the US if we 
would work together more in foreign policy 

greater legitimacy in the international arena for our 

actions 

independent EU capabilities from its nascent battle groups to 
election observers 

through the Barcelona Process 

agreements -- a powerful carrot for countries like Iran. 


PSC Ambassadors lunch 


19. (C) Director Reiss addressed the ambassadors of the EU 
Political and Security Committee (PSC) over lunch 
on the critical challenges facing the US and EU in the 
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greater Middle East: Iraq 

of the discussion following Reiss 

MEPP with Reiss fielding questions about settlements 
Israel 

(as a way to get a handle on Iran 

most participants preferred to talk about the MEPP and the 
failure of the US and the EU to work well together there 
Dutch PSC Ambassador tried to shift the discussion to Iraq. 
In the short discussion on Iraq 

Presidency Ambassador who chaired the lunch for the EU 
that the EU was not disengaged from Iraq and that the EU 
supported the Iraqi President 

relief were \"ongoing\" 

support and support for UN and other protection forces. 


Other topics 


20. (C) On China 

arms embargo was only about Tianmanen and not the current 
human rights situation in China. The French Ambassador 
highlighted the EU Code of Conduct 

unnatural for the EU to lump China in with a handful of 

states where the EU still retained sanctions. Another PSC 
Ambassador suggested that US/EU differences over China arms 
will lead to another transatlantic disagreement. On 

terrorism 

too focused on military responses. On a more positive note 

one PSC Ambassador praised US/EU cooperation in the Balkans 
as good for the Balkans and good for transatlantic relations. 


NGO/think tank/journalist discussion 


21. (SBU) Reiss met with a broad range of journalists 

tankers 

off-the-record conversations 

Marshal Fund on September 20 and the second by the Bertelsman 
Foundation on September 21. Participants echoed many of the 
comments and concerns expressed in the policy planning talks. 
However 


Iraq 


22. (SBU) Numerous Europeans described the damage done by 
Iraq to the US image in Europe as significant. Others 

admitted that the European reaction had a strong emotional 
content that made this difficult to repair. There was strong 
consensus that \"things were far from normal" in the 
transatlantic relationship 
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to \"paper things over.\" Others wondered whether the European 
could \"trust\" what the US says in light of the lack of WMD in 
Iraq. 


23. (SBU) There was widespread feeling that the Mid-East 
Peace Process is much more important than Iraq for Europeans. 
One participant argued that Iraq was not the cause of the 
current transatlantic crisis 

the lack of a US effort to work with Europe in the immediate 
aftermath to 9/11. Another participant wondered if US 

foreign policy was being driven by conflict between a &good 
side8 and a &bad side.8 The problem for the US 

European perspective 

\"bad side\" wins when the US commits a fundamental breach of 
values through its use of torture and when US leaders 

allegedly do not accept the consequences of their actions. 

Ifthe US continues in this way 

transatlantic break with foreign policy coordination 

occurring on a case-by-case basis and not on the basis on 
common beliefs or values. 


Iran 


24. (SBU) On Iran 

given the choice between an Iran with nukes or a decision to 
bomb Iran 

does bomb Iran 

transatlantic relationship. Another journalist said that 

Iran should be seen less dramatically and as a test of US 
commitment to multilateralism -- especially when 
multilateralism is \"hard.\" 


US Response: questions are two-way 


25. (SBU) Both Reiss and Lowenkron noted that a clear message 
coming through from many of their European interlocutors is 
that 

Europeans expected the US to help them out whether it be the 
MEPP or Iran. What this misses is that US also has questions 
about the transatlantic relationship 

helping Iraq 

proliferation. Lowenkron told the Bertelsman Foundation 
participants that a message to Washington comprising of 
\"press the Israelis and don 

was hardly fruitful for building a solid trans-atlantic 
relationship. Several participants took exception to the 

stark way the view was presented ) but not to the view 

itself. 
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Comment 


26. (C) At every event 

Lowenkron asked their European hosts to imagine a blank sheet 
onto which they were free to write down as many policy 
recommendations as they would like as to what the U.S. should 
do in Iraq. Most left their pages blank. Two (Heusgen and 
Cloos) argued that the sheet should have one point: move out 
on the Israeli-Palestinian front. The failure of Europe to 

see that what happens in Iraq is important for European 
security 

sobering. If this is indeed the case 

danger of missing an opportunity post-November 2 to try to 

fix the relationship. The bottom line message to Dir. Reiss 

was the EU seems willing to run the risk that it can ¿sit 

out8 Iraq (while demanding greater action on MEPP and US 
carrots on Iran) without further damaging the trans-atlantic 
relationship. 


27. (U) S/P cleared this message. 
28. (U) Baghdad minimize considered. 
Schnabel 
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Hanford and the U.S. Commission on International Religious 
Freedom. Embassy pouched the letters to EAP/BCLTV 
Registration 44047329. Text of letter follows below: 


2. Begin text of letter: 


To: 

U.S. Department of State 
2201 C. Street N.W. 
Washington 


We have learnt that in the annual report on international 
religious freedom released on September 15th 2004 
Department of State designated Vietnam as a Country of 
Particular Concern. The Government Commission on Religious 
Affairs 

against the aforesaid wrongful decision. This decision does 
not help the cooperative relations between Vietnam and the 
United States 

relations are considered promising and our two countries are 
preparing for the tenth Anniversary of the establishment of 
diplomatic relations. 


The annual report of the Department of State is not 
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objective and seeks to impose its view on Vietnam. It 
intentionally ignores Vietnam\'s policy and law which 
guarantees the peoples\' right to freedom of belief and 
religion in the renovation process. In addition 

to update intense religious activities of millions of 
believers and thousands of clergymen and religious 
dignitaries in Vietnam. The report 

of one-sided and anti-Vietnam information provided by 
extremist elements who abuse religious freedom for political 
purposes 

practices in Vietnam. 


The imposition of view 
one country on another is unacceptable. 


The State of the Socialist Republic of Vietnam consistently 
pursues the policy of respecting its citizens\' right to 
freedom of belief and religion 

any religion. All religions are equal before the law; no 
discrimination by reasons of belief or religion 
infringement upon the right to freedom of belief and 
religion of citizens are permitted. At the same time 

not allowed to abuse the freedom of belief and religion in 
violation of the law. In Vietnam 

Vreligious reason"; neither does there exist any State 
document that favors \"forced renunciation of faith\" as 
mentioned in the report. 


In certain localities 

territorial integrity 

cases of law violations by several extremists. However 

this is not the issue of religion but the political and 

security concern that any country must deal with in the same 
way. 


A number of U.S. Senators 

delegations 

European Union 

international press 

and met with local authorities 

and local people 

the Vietnamese Government represses Protestant believers. 


The consistent policy of the State of Vietnam is to 
consolidate the national unity 

spiritual life of its citizens 

believers. This policy is widely recognized by the 
international community. 


In the process of international integration 
improving its legislation in conformity with international 
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law in every aspect 

aim of furthering the right to freedom of belief and 

religion 

Assembly approved on June 18 

and Religion. The Ordinance institutionalizes the 
guidelines and policies of the State of Vietnam on faith and 
religion 

religious freedom in practice and improving the 
effectiveness of the Government\'s management in this area. 
This is a strong evidence to prove that the State of Vietnam 
attaches great importance to religious freedom and always 
respects this right in practice 

reconfirmed by Vietnam\'s adherence to the International 
Convention on Civil and Political Rights since 1982. 


We are convinced that the U.S. Department of State is aware 
of the importance of building a stable and long-term Vietnam- 
U.S. relationship in the interests of the two countries and 

the region. Any obstacle to this positive trend is 
unacceptable. 

On the other hand 

eager to promote dialogues between religious organizations 
of Vietnam and the United States for our better mutual 
understanding. 


In the spirit 

State to reconsider the wrongful decision to designate 
Vietnam as a Country of Particular Concern 

interest of our two peoples and for the sake of peace 
cooperation and development in the world as a whole. 


Best regards 


NGO YEN THI 
Chairman of the Government Commission on Religious Affairs 
Socialist Republic of Vietnam 


End text of letter. 
#Marine 
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October 11 GAERC will not approve the COREPER recommendation 
that Qhe EU arms embargo be lifted in its entirety. Qrocess to 
partially | 

ift September in an effort tools it 

needed to conirtop illegal 

immigra. Mattiolo was veryal was accepted with vd other member 
state pe 

rmQ'h ‘re the US to halt some assferring country. He said hifting 

the embargo wo'n strengthening the EU transfer 
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aing mechanism 

and increase lly 

with regard to weap ntries recently 
subject to an embargo. 


3. (C) When pressed 

willing to accept a partial lifting 

was proposed and clear it would reach quick consensus. Italy 
would not 

itself. He stressed the immediate illegal immigration 

concerns driving Italian policy 

not risk sabotaging the progress made thus far and \"starting 
all over again in Brussels.\" 


4. (C) Comment: Illegal immigration from Libya remains one 
of the hottest political issues in Italy. Once the \"two 
Simonas\" were released from captivity in Iraq 

reassumed its place among the top headlines in national 
dailies. It is highly unlikely that the government will do 
anything that risks undermining what it considers as real 
progress in stemming this flow across the Mediterranean 
instance 

latest group of clandestine immigrants. 
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could\" to provide testimony in support of the detainee. He 
looks forward to hearing from us on next steps regarding 
substance and logistics of the testimony. 


3. (C) In the October 4 meeting 

Shaikh Abdul Aziz on the status of Refs C and D request for 
testimony for detainee Abdullah Al Noaimi. MFA Director for 
Consular Affairs Yusuf Ahmed had informed us earlier that he 
had spoken with Al Noaimi\'s father about locating Mohammed 
Salman Al Khalifa. Al Noaimi\'s father had been very 
cooperative 

son wanted to provide testimony. 


4. (C) In the October 5 follow up conversation 

Aziz told Pol/Econ Chief that a member of his staff had 
contacted the father a second time and the father had said 
that his son could have been referring to either Mohammed 
Salman Al Khalifa or Ahmed Salman Al Khalifa. The father 
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believes that his son was more likely interested in Ahmed 
Salman Al KhalifaWs testimony because they have a very close 
friendship and they had studied together. While the son also 
has a relationship with Mohammed Salman Al Khalifa 

not as close. According to the father 

Khalifa himself believes that the detainee would more likely 
want his testimony. In any case 

Abdul Aziz that both men are willing to provide testimony on 
behalf of Abdullah Al Noaimi. 
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GOB POLICY\" 


REF: A. RANGOON 1250 
B. RANGOON 1237 


Classified By: COM Carmen Martinez for Reasons 1.4 (b 


1. (C) Summary: New Foreign Minister U Nyan Win met with the 
COM on October 5 

diplomat in Rangoon. By all appearances 

caretaker foreign minister under instructions from SPDC 
Chairman Than Shwe to hold the regime line. He declared that 
the GOB has no intention of changing its foreign policy 
reiterating standard SPDC arguments that Burma is 
misunderstood and that ASSK and the NLD are destabilizing 
elements. His message is entirely consistent with the SPDC\'s 
determined march to complete its road map with a regional 
stamp of approval 

consolidate full control over Burmese territory 

its staying power. We can expect some cooperation on several 
apolitical bilateral issues 

the new FM will be responsive on other important policy 

issues. End Summary. 


2. (U) On October 5 

Minister 

members to meet with U.S. Embassy officers since new 
sanctions were imposed in July 2003 

Foreign Minister U Maung Myint 

new Americas Division Director U Paw Lwin Sein. The DCM and 
P/E chief (notetaker) also participated. 


3. (SBU) FM Nyun Win\'s meeting with the COM was only his 
third meeting with a diplomatic envoy in Rangoon since 
assuming duties on September 18. Nyun Win has met with the 
Japanese Ambassador-designate and 

visiting Indian Foreign Secretary. Following his meeting 

with the COM 
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the Singaporean Ambassador 

The new FM joined the GOB delegation to the UNGA last week 
(and he expressed to the COM gratitude for his last minute 
visa) 

Koffi Annan and \"explain\" the Burma situation. 


4. (C) Nyun Win--demonstrating minimal though better than 
expected English language skills--said that he has long been 
aware of the United States as a superpower and he therefore 
desired closer cooperation. However 

no intention of changing its foreign policy. \"If the U.S. 
participates with us 

quickly." Offering a familiar SPDC argument 

Western countries misunderstand Burma and impose sanctions 
that only inflict suffering upon the Burmese people. You 
(the Embassy) are in a better position than your Congress to 
understand our situation and to explain to Americans that our 
points of view are not all that different.\" 


5. (SBU) The Foreign Minister also criticized the NLD 
positing that the West had pressured the GOB to allow NLD 
participation in the National Convention (NC) 

opposition party then proceeded to boycott and \"destabilize 
the road map process," The GOB 

the past only to watch her force confrontation and refuse to 
participate in nation building. \"Why don\'t you push ASSK and 
the NLD like you push us?\" he asked. Nyun Win also 
complained that the international media portrays an 
inaccurate view of Burma. The COM quickly retorted that the 
GOB needed to allow journalists to enter the country. \"You 
might not like everything that gets written 

access to information is important not only for the outside 
world 


6. (SBU) The COM stated that the GOB\'s road map would lack 
any credibility whatsoever unless authorities release senior 
NLD leaders and establish a fixed timeline. \"If the GOB is 
sincere about an inclusive process 

you expect the NLD to participate while their leaders 

languish in detention?\" The COM forcefully pointed out that 
immediate freedom for ASSK and U Tin Oo was a basic human 
right and reminded the FM that ASSK was the victim of a 
premeditated assault on May 30 

the GOB has frequently attempted to portray her and the NLD. 


7. (SBU) The U.S. will not change its Burma policy unless the 
GOB undertakes serious measures to achieve national 
reconciliation 

deliver to the SPDC. The issue is not just bilateral 

added 

statement criticizing the NC as examples of international 
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concern. The COM urged Nyun Win to speak with SPDC Chairman 
Than Shwe about allowing the immediate return of the UNSYG\'s 
Special Envoy and the UN Special Rapporteur for Human Rights. 
(Note: The COM provided the FM with a copy of the 

Department\'s October 4 statement on the UNSYG\'s September 29 
Burma meeting. End Note.) 


8. (C) Bio notes: Both Nyun Win and his deputy 

were dressed in traditional Burmese civilian clothing 

backing reports that they have doffed their military uniforms 

and taken sabbatical from active duty. DFM Maung Myint made 
no contributions during the 30-minute meeting and appeared to 
have minimal or no English language comprehension. The new 
DFM 

only of administrative matters while a second Deputy Foreign 
Minister 

\"senior DFM\" responsible for most policy matters. 


Comment: Caretaker Foreign Minister 


9. (C) By all appearances 

minister under instructions from SPDC Chairman Than Shwe to 
hold the regime line. Since the September 18 ouster of the 
GOB\'s experienced former foreign affairs team (ref B) 
long-time diplomat U Tin Winn 

concurrently a Minister in the Prime Minister\'s Office (and 
former Ambassador to the U.S.) 

water to the international community 

as head of delegation to the UNGA and as senior GOB 
representative at the imminent ASEM Summit in Vietnam. 


11. (C) We were not surprised by FM Nyan Win\'s narrow views 
or his message that the GOB has no intention of changing its 
foreign policy. His approach is entirely consistent with the 
SPDC\'s determined march to complete the road map with a 
regional stamp of approval 

opposition 

and prolong its staying power. The COM also pressed for 
appropriate cooperation on our joint opium yield survey 
humanitarian remains recovery operations 

construction of a new embassy compound. We can expect some 
cooperation on these efforts 

the new FM will be responsive on other important policy 

issues. End Comment. 

Martinez 
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efforts 

who Wvoluntarily left for reasons other than security" would not 
be compensated. 
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5. (SBU) Bar members in Diyarbakir who have kept the issue of 

returns high on their agenda 

that a recent visit by EU Commissioner Verheugen include a visit 
to an evacuated village 

development. They told poloff they thought a Bar representative 

would be appointed to participate on each provincial commission. 
In late August 

implementing regulations were expected o/a September 15. On 

October 4 

been developed 

in the law been formed. 


\"Most Important Damage Won\'t Be Compensated\" 


6. (SBU) A number of rights activists in the region agreed that 
the law\'s wording implied the state was taking some degree of 
responsibility for damages during the 1990s 

to point out the law\'s weaknesses 

leader reported that he had lobbied for changes to the draft 
law 

material damage was the focus of the law 

damage was more important and more urgently required attention 
in Bingol 

affected 211 settlements with 2 

17 

psycho-social services to those who had suffered damages. 
Moreover 

into account when talking compensation. In addition to the 
houses these people lost 

infrastructures were lost 

infirmaries 

go back to harvest now 

some of those places. \"They should have consulted with us 
more 

return as a more attractive option.\" He argued that the 
government should be offering to build new structures to 
encourage return instead of paying out compensation. 


They Want to Tell Their Stories 


7. (SBU) After the law's passage 

implementing regulations and a clear application process 
would-be applicants are working through the non-governmental 
Human Rights Association (HRA) 

Associations 

submissions the Commissions. As of early September 

had received applications from residents of 50 villages 
HRA-Mardin says it has received some 1500 requests for 
assistance in preparing claims. The HRA has prepared a 
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questionnaire that branches are administering to all those who 
approach the organization for assistance in applying for 
compensation. An HRA-Mardin branch representative said the 
organization hopes the surveys will be able to reach close to 80 
percent of all those who had been evacuated from their villages 
and collect more comprehensive information than ever before 
about the experiences of families who fled from the violence. 
\"They don\'t just want money 

\"They want to tell their story.\" So far 

contact 

indicated that the PKK was responsible for their dislocation; 

the rest 


But where will the money come from? 


8. (U) One thing that may be slowing down the implementation of 
this law is the fact that no one can explain exactly where the 
money will come from to fund it. One Diyarbakir contact said 

that his impression is that the government is hoping to mostly 
provide in-kind compensation 

that past EU and World Bank projects offering iron 

sand as incentives to return were not found to be attractive. 
Some lawyers speculate that ultimately funding of the law\'s 
implementation will have to come from major external 
contributions 


9. (SBU) Comment: One human rights activist in Diyarbakir 
asserts that at least 75 percent of the estimated 3688 villages 
evacuated during the violence of the 1990s are still empty. The 
Compensation Law is not likely to lead to a rush back to 
villages any time soon 

the region between security forces and PKK terrorists. 
Nevertheless 

this legislation for two months 

something will come of it. Some see it as significant simply 
because the government 

be acknowledging some degree of responsibility for the 
evacuations of the 1990s. Others see value in the fact that 
these internally displaced persons will be able to \"tell their 
stories\" through the claims process 

collective picture of what happened in the region during those 
turbulent times. In the absence of funding and implementing 
regulations 

envision. EU interest in the issue of village returns may 
eventually provide an impetus for the government to get down to 
the details on implementation of this law. End comment. 


ALLISON 
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potentially adoptable children. Conversations with an American 
NGO director confirmed information given to Post from other 
sources regarding some of the in-country costs associated with 
international adoptions. End Summary. 


2. (SBU) On October 1 Conoff paid an unannounced visit on the 
Rehabilitation Center for Malnourished Orphans in Danang and spoke 
with Ms. Nguyen Thi Anh Dao 

stated that Americans had adopted from her orphanage in the past 
and that her orphanage was the only one in the Danang region 
licensed to process international adoptions. Dao stated that the 
orphanage was responsible for 26 children at the orphanage plus 11 
other children who were living in foster care with Vietnamese 
families. All of the children were under five years old and 12 

were under one year old. Once the children at the orphanage 
reached age six 

orphans. However 

observed only 14 children: five healthy children between the ages 
of 12 months and 24 months old; eight healthy children under 12 
months old 

special needs child age seven. Dao stated that three children 
were currently at a local hospital receiving treatment for birth 
defects. When Dao was later asked to account for the other nine 
children 

six children currently at a local hospital and added that the 
remaining six children stayed in foster homes each morning. 


3. (SBU) Dao stated that the orphanage sought first to return 
children to their natural parents. If this is not possible 

they preferred to arrange domestic adoptions by Vietnamese 
nationals. Finally 

Regarding international adoptions 

with American adoption agencies 

not been able to adopt Vietnamese orphans in nearly two years. 
She stated that she had worked with Danish 

agencies in the past 

reports about each child 

Therefore 

only worked with American agencies. 


4. (SBU) Dao stated that her orphanage had a \"commitment\" to work 
only with Holt International 

pressed about the exact nature of their commitment 

that Holt had signed an agreement to provide 470 million Vietnam 
dong (nearly 30 

signed similar agreements since 1992 and expected to receive 
support in the future. Dao emphasized that the money was actually 
given to the local People\'s Committee and was used to support her 
orphanage and a local community center for senior citizens. She 
must submit receipts for actual expenses to the People\'s Committee 
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to receive reimbursement. Any excess money not spent on actual 
expenses remains with the local Department of Finance at the end 
of the year. The annual budget for the orphanage ranges from 
300 

money was ever given to birth mothers and stated that the majority 
of the children under her care had been abandoned at birth at 
local hospitals. 


5. (SBU) As part of the commitment" with Holt 

continues to send referrals and pictures of orphans to Holt to 
distribute to PAPs in the U.S. Currently 

children who would be adopted by named Americans as soon as the 
moratorium on adoptions is lifted. Some of the PAPs had already 
visited their prospective children 

birthday and Christmas cards to the children they have agreed to 
adopt. Conoff verified that these agreements!" were entered into 
after the moratorium on adoptions was announced in mid-2002 and 
both the Department and the Consulate General in Ho Chi Minh City 
had issued announcements urging PAPs not to enter into agreements 
with adoption agencies to adopt in Vietnam. (NOTE: Since 
adoptions by Americans were suspended on January 1 

received notification from the U.S. Citizenship and Immigration 
Services that they have approved 12 orphan petitions for Americans 
to adopt named children.) Dao stated that she would hold the 
children for the Americans to adopt until they reached age ten. 


6. (SBU) Dao appeared to be a credible interlocutor who believed 
that she was doing right by the children under her care. Although 
she did not reveal the exact dollar amount given to the orphanage 
by Holt International until pressed to do so 

disclosed the relationship and did not seem to feel it was in any 
way inappropriate. She expressed confidence that she was working 
within the framework of current Vietnamese law. However 

unable to explain why she had agreed to hold nine children 
indefinitely for American parents when her orphanage\'s stated 
policy was to place children domestically first. 


7. (SBU) In a separate meeting 

Mark Conroy 

Meets West (EMW) Foundation working in Danang 

has over ten years of experience working in Vietnam and his 
organization has founded several orphanages in central Vietnam. 
While EMW does not facilitate international adoptions 

familiar with the issue and has experience managing orphanages in 
Vietnam. 

8. (SBU) Conroy stated that EMW budgets 300 to 400 USD per year to 
support each child living in its orphanages. They budget 
approximately 250 USD per year to support a child to remain with 
her/his family or with relatives; this money then supports all 

those living in the child\'s home. Conroy strongly favored 

spending funds to keep children with their families as opposed to 
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spending more money to support the same child deposited by the 
family for care in an orphanage. Comment: According to Conroy\'s 
figures 

support Dao\'s orphanage is far more than the amount actually 
required to support the 26 children living there and the 11 

children in foster care. End Comment 


9. (SBU) Conroy stated that birth mothers often received money 

from adoptive parents or agencies in the U.S. when they give their 
children up for adoption. He stated that the money was given \"to 
help get the mother on her feet again\" and was often only a few 
hundred dollars. We pressed him for his views on this issue since 

he has both years of experience in the region and no direct 

interest in overseas adoptions. Conroy thought that the dividing 

line between assistance and \"baby buying\" was somewhere between 
USD400 and USD500 

income in the region. 


10. (SBU) Conroy told us that colleagues in the region working for 
the International Red Cross said that the Red Cross received about 
1 

citizens. Of that amount 

required paperwork from GVN authorities and 100 to 500 USD was 
given to the birth mother 

this was only a small fraction of the 10 

charged to PAPs by adoption agencies in the U.S. and Canada. 
Conroy\'s views were consistent with what post has heard from other 
sources regarding the costs associated with international adoption 
and the fees charged to PAPs by adoption agencies. 


WINNICK 
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retirements 

gain control of key BCV management positions. Also 
record high Venezuelan oil prices 

held by the BCV have not been increasing 

speculation that the GOV is either withholding oil income 
lying about how much it is. END SUMMARY. 


2. (U) The Venezuelan Central Bank recently turned over to 
the GOV 1.5 trillion bolivars (USD 780 million) in foreign 
exchange earnings for the first half of 2004. However 
Alcides Diaz 

Finance Minister Nobrega) 

He initially estimated that it owed an additional one 

trillion bolivars 
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(USD 1.3 billion). Several private economists said this 

would increase inflation - one called it \"hyper-inflationary\" 

- and also stated that the bolivar would be weakened 

this would cause an enormous increase in the money supply 
without a backing in the international reserves 

Diaz did not address. The Superintendency may also attempt 
to apply the same method to older transactions 

create an additional amount as high as 5 trillion bolivars 

owed for the period from 1989 to 1999. 


3. (U) On September 15 

announced a new Central Bank retirement plan 

allow some employees receive pensions with fewer years of 
service. Rumors immediately spread that certain employees 
particularly managers in the divisions of national and 
international operations 

forced to retire. These are areas which are generally 
considered to have asserted their independence by publishing 
information that goes against GOV desires 

would make it easier to pack management with government 
sympathizers. Rodrigo Cabezas 

Committee chairman (of the pro-GOV MVR party) 

the BCV directorate had denied these rumors 

as soon as the plan was put into effect. 


4. (C) However 

econoff on September 30 that the forced retirements were 
fact 

their retirement seemed to originate with the Human Resources 
Director 

Schliesser also asserted the employees now eligible to retire 
were placed into three different lists: those to dismiss 

soon 

keep. The first phase had begun 

would receive their notification letter at noon 

for their belongings. A guard would return at 4:00 to 

inspect the box and escort the employee out of the building. 
Schliesser stated that the reason the forced retirements were 
being done gradually was to avoid the disruption created in 
PDVSA by the mass firings there. 


5. (U) Venezuelan reserves on September 23 totaled USD 21.59 
billion 
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Stabilization Fund (FEM). Accounting for a USD 2.5 billion 
debt buyback by PDVSA on August 2 

same level of reserves as on April 23 (USD 24.09 billion). 
Credit Suisse First Boston estimates that the GOV receives an 
average of USD 80 million per day from oil revenues. 
However 

sold per day via officially approved exchange transactions. 
Since this is the primary outlet for foreign reserves 

appears that total income is somewhat less than expected. 
This could mean that either PDVSA is diverting funds again 
either by keeping them in accounts offshore or in the fund 
established earlier this year for development" and 
administered by PDVSA (reftel B) 

taken a sudden drop. 


6. (C) Oil sector sources have yet to perceive such a drop in 
production 

explanation. Banco Mercantil economist Luis Zambrano 
believes that the GOV has determined that the ideal amount of 
reserves is between USD 21 and 22 billion 

divert PDVSA income into offshore accounts to prevent the 
reserves from increasing beyond that. He also believes that 
PDVSA has 

such funds. (Note: That this amount is higher than the 
announced USD 2 billion ceiling on the social fund is 

plausible 

Rodriguez have both declared that the PDVSA social fund was 
rotating in nature; that is 

can be diverted into the fund 

of extra-budgetary spending. Maza Zavala disagreed with that 
interpretation.) Zambrano speculated the GOV is using this 
money to make foreign purchases (such as food for the MERCAL 
program) 

Development Bank) to importers. 


7. (C) Efrain Velazquez 

Council (a private sector group created in 1946 to advise the 
President on economic issues 

with the current administration in over 18 months) 

econoff on September 27 that the GOV\'s plan was to \"get rid 
of the people with rational ideas\" in the BCV. He noted that 
Minister of Finance Tobias Nobrega had been critical in an 
interview televised August 28 

\"has been something of a straggler in their way of 
determining problems. Nobrega added that BCV employees 
when considering their job 

are these 
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subjects.\" Velazquez added that BCV employees he has spoken 
with have said that they haven't felt free to talk openly 

over the phones at work in two to three years; Schliesser 
concurred. 


8. (C) The forced retirements and the pressure for extra 
profits are an assault on the autonomy of the BCV as an 
institution. It appears the reason is a desire for more 
money 

inflation which may eventually come to pass 

control statistical information emanating from the Bank. The 
term of current BCV President Diego Castellanos 

those of several other Directors 

short list of candidates to replace Castellanos 
Schliesser 

the position Nobrega\'s \"dream job\") 

little known advisor to Nobrega) 

Trino Alcides Diaz 

FOGADE (Deposit Guarantee Fund 

Jesus Caldera Infante. For now 

not that pressing 


of international markets to Venezuelan borrowing. However 
should need for an easier monetary policy (not to mention 
some statistical massaging) arise in the future 

have sufficient control of the BCV to effect it. 

Brownfield 


NNNN 
2004CARACA031 10 - CONFIDENTIAL 


21275 

the reporting bar.\" Key issues will continue to be reported 

via \"stand alone\" cables. ESTH Officer Ken Forder welcomes 
feedback at forderk@state.gov. 


2. INDEX: 

A. Prestige oil spill clean up winding down. 

B. Regulatory regime concerning oil spill liabilities. 

C. Ship bearing Spanish hazardous cargo \"sinks\" off Turkey. 
D. Chemical Spill fouls Catalan river. 

E. State-funded environmental watchdog group to be founded. 
F. Madrid\'s \"Green Patrol\" hunts enviro-criminals. 

G. Water prices to rise. 
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3. Vice President Maria Teresa Fernandez de la Vega 
announced that the extraction of the last remaining amounts 
of oil from the \"Prestige 

in November 2002 with 13 

\"practically completed.\" As a result 

government would soon abolish the \"Prestige Commission 
Office 

with a much cheaper permanent \"Coordination Center.\" The new 
center will direct a working group that will draft an 

\"Integral Contingency Plan\" which would be applied after any 
future similar disaster. In July 

appropriated 249.5 million euros to pay for ongoing 
compensation claims related to the disaster. The Government 
believes these funds should be sufficient to address the vast 
majority of outstanding compensation claims. A cabinet 
document announcing the above measures acknowledged 
that legal liability battles regarding the Prestige (e.g. 

Spanish Government civil suit against ABS 

had certified the Prestige\'s seaworthiness) continue to rage 

in New York. 


4. The Spanish cabinet announced September 10 that several 
separate government regulations touching upon liability 
issues related to civil responsibility for damages caused by 
maritime oil spills would be unified under one Royal Decree 
Law. These regulations 

the 1990s 

instruments into force in Spain. Spain presumably decided 
in the aftermath of the Prestige disaster 

liability interests would be better protected if these 
disparate regulations were harmonized under the rubric of a 
Royal Decree Law. 


5. In a story too long and tangled to fully relate here 
September 6 

carrying toxic materials from Asturias 

construction project in Algeria 

Turkey. The cargo was 3 

chromium ash that had been purchased by the French firm 


Column 3 

Lafarge in 1999 to use in a construction project in Algeria. 
When the ship arrived off Algeria in 1999 

to have been contaminated by water and Lafarge refused to 
take delivery. The Spanish supplier did not want the cargo 
back 

went to Turkey 

unload the cargo pending legal resolution of the case. Spain 
finally agreed in 2004 to take the cargo back 

temporarily. Three days before the ship was to depart for 
Spain 

ash on board. Sabotage is strongly suspected and it is 
presumed that the remaining 1 

dumped either on the way from Algeria to Turkey or somewhere 
near the vessel\'s temporary berth in Turkey. Turkish 
authorities have reportedly prohibited fishing within 200 
meters of the site and claim that the cargo has not yet begun 
to leak. Following an official request from the Turkish 
Government 

technicians to Turkey to help with clean up efforts. EU 
Environment Commissioner Margot Wallstrom announced that the 
EU would not have jurisdiction in the case because \"the 
contamination took place in a third (non EU) country. 


6. A report prepared by Spain\'s National Science Research 
Council (CSIC) and the Autonomous University of Barcelona has 
accused the Spanish \"Erkimia\" chemical company of illegally 
dumping over 360 

The company denied the charge 

had been correctly treated in accordance with law. The 

report said that an area of the Ebro equivalent to 10 city 
blocks had been fouled on its bottom and banks and that the 
waste was now also rising to the surface. It also noted that 
as a result of Erkimia\'s discharges 

been contaminated with DDT 

of other heavy metals. The report said the waste was 
produced in the process of extracting phosphates from animal 
feeds imported from Morocco. The Environment Ministry said 
clean up efforts would begin in 2005 and be finished by 2008. 
The Environment Ministry also appeared to back Erkimia\'s 
claims that it had respected the law 

the problem was \"long-standing\" pollution levels rather than 
specific Erkimia actions. The report accused the Catalan 
authorities of having been aware of the problem 

taking action 


E. STATE-FUNDED ENVIRONMENTAL WATCHDOG GROUP TO BE FC 
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7. Environment Minister Cristina Narbona announced in August 
that the Government would soon create an independent 
state-financed 

producing an annual report evaluating the efficacy of the 
Governmenti\'s environmental policies. The report would be 
released sometime in the first three months of each calendar 
year 

group would include private sector experts 

representatives 

businessmen 

Most financing would come from the Government 

hoped that civil society will also help pay the group\'s 
operating costs. One of Narbona\'s top advisors said they 
were inspired by the EU\'s \"spring report" evaluating the 
efficacy of the EU\'s environmental policies. 


8. The Environmental Protection Unit of Madrid\'s municipal 
police 

it filed charges in 110 cases during the course of 2003. The 
unit 

charges filed was lower than in previous years 

the reduction to greater public understanding of the need to 
protect the environment. Combating noise pollution was one 
of the unit\'s greatest priorities. The unit has installed 21 
decibel meters throughout the city and has trained 250 other 
officers in mediating noise-related disputes between 
neighbors. It also stopped 1 

vehicles whose noise levels exceeded the regulated norm. 
Most of these vehicles had had their mufflers illegally 
removed. 


9. Environment Minister Cristina Narbona 

announcing the PSOE\'s new water management plan (Reftel) 
announced that the Spanish Government would gradually phase 
in a policy to have water prices reflect the cost of new (but 

not existing) water-related infrastructure. The PSOE\'s water 
management plan 

plants over its predecessor\'s river diversion schemes 

puts greater emphasis on water conservation. A gradual 
increase in water prices 

desalinization infrastructure (20 new plants and the 
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modernization of many existing facilities) 

depress water demand 

By 2010 

full cost of new water-related infrastructure. The 

opposition People\'s Party (PP) predictably attacked Narbona\'s 
announcement 

diversion scheme included no provisions for increasing water 
prices. 

ARGYROS 


21276 

21277 

Shield Initiative\" members 

GOT forces from going to Cirav Mountain where military 
operations are being conducted 

again. Approximately 500 persons 

DEHAP Provincial Office in Siirt 

Peace; We Don\'t Want to Kill or To Be Killed\" slogans. Necdet 
Ulker 

that GOT forces tried to intimidate them by giving them a fine 
damaging their cars with metal pieces 

of the restaurant they dined at. 


17. EVRENSEL: The Diyarbakir Bar Association members distributed 
Turkish/Kurdish handouts they had prepared as part of the 

\"Justice for Everybody Project." The Projects General 

Coordinator Attorney Cihan Aydin said the \"Justice for Everybody 
Project 

European Commission. 


18. EVRENSEL: Three thousand two hundred students from 60 
villages of Kiziltepe 

their schools due to lack of transportation. Students\' parents 
applied to the Kiziltepe Teachers Union in order to find a 

solution. The Kiziltepe National Education Director Mehmet Aksoy 
said the transportation of the students was put to tender before 
the academic year started two weeks ago 

was awarded the bid terminated the contract on the grounds that 
it could not provide regular transportation for 3 


19. HURRIYET/TURKIYE: During the GOT forces land operations 
that was supported by air strikes against PKK/Kongra Gel 

holdouts in the Kutuderesi region of Tunceli yesterday 

militant was killed and some materials were seized. One of the 
sergeants who had been seriously wounded in previous clashes 
also died. 


20. TURKIYE: Teams from the Diyarbakir Provincial Jandarma 
Command seized 51.650 kilograms of material used in making hash 
in Kusluk village of Silvan 

including the Gormez village headman 
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connections with drugs. 


21. HURRIYET: The volume of transportation to Iraq from the 
Cilvegozu 

after the Transportation Minister announced that it was safer to 
transit goods to Iraq through Syria. Turkish truck drivers are 
often being attacked and have also been taken hostage by 
insurgents in Iraq. 


22. MILLIYET: In Osmaniye province 

broke out between the former DYP Kirmikli Mayor Erdal Unlu and 
the Current CHP Mayor Ali Murtaza Dogan 

as well as Mayor Dogan\'s father were killed 

wounded. 


ECONOMIC DEVELOPMENTS 


23. CUKUROVA HURRIYET/ZAMAN: The Second Cukurova Industry and 
Trade Fair expected to enliven Adana\'s economy was opened with a 
ceremony attended by the Minister of Industry and Trade. The 

fair will be open until October 10. One hundred thousand people 

visited the fair in two days. Transportation to the fairground 

is provided free of charge by public buses. 


ALLISON 
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of killing women perceived as unvirtous 
persists mainly in the rural southeast. 


Other amendments bring jail terms for the sexual 
molestation of children 
organs and the pollution of the environment. 


Even though the legislation has generallly been 
welcomed as a step forward towards gender equality 
women’s groups have slammed several amendments on 
grounds that they are still discriminatory. 


Critics say the draft fails to totally ban virginity 

tests 

reduce the sentences of perpetrators of \"honor 
killings\" and punishes consensual sex between minors. 


The president now has to ratify the law. 
It will take effect on April 1 


provisions 
later. 


Column 3 
The lawmakers also adopted two other bills related to 
the penal code. 


3. (U) Published September 26 
Anatolian News Agency: 


TITLE: Turkish parliament votes for new penal code 


BEGIN TEXT: ANKARA - Turkey\'s parliament has approved 
legal reforms that could strengthen Ankara\'s case for 
joining the European Union. 


The passing of a new penal code brings to a close two 
years of criminal and civil law reform. The package 
includes sweeping reforms to improve women's rights 
tougher penalties for torture 

minority and religious rights. 


Turkey\'s human rights record has been a major stumbling 
block to its EU aspirations. 

Some of the most heated debates over this reform 
package centered on a proposal to make adultery a 
crime; there\'s no such law in any of the 25 EU member 
countries. 


The controversial plan was dropped following intense 
pressure from Europe. 


The European Commission had advised the UE not to renew 
membership talks with Turkey until it overhauls its 78- 
year-old penal code. 


The commission is due to present a report on Oct. 6 on 
whether Turkey has met the criteria set by the EU. 
Reforms to the mostly Muslim country\'s penal code 
include: 


- Clauses on genocide 
people-trafficking. 


- Stronger laws against rape and so-called 
\"honour\" crimes against women deemed to have 
disgraced their families. 


- More severe punishments for rapists 
human traffickers and women who kill children born 
out of wedlock. 


- It also recognises rape in marriage and sexual 
harassment as crimes. 
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EU leaders are expected to make a final decision at a 
summit in December on whether to start membership talks 
with Turkey. END TEXT. 


4. (U) Published September 23 
Gehring: 


TITLE: Europol accord sparks data protection fears 


BEGIN TEXT: The Swiss government is hailing this 
Friday\'s signing of a cooperation agreement with 
Europol as an important step forward in the fight 
against organised crime. 


But concerns have been raised in Switzerland over the 
effectiveness of the body and its ability to ensure 
data protection. 


Under its European Union mandate 

member states in preventing and fighting serious crimes 
including human trafficking 

terrorism and money laundering. 


lts tasks are to facilitate the exchange of information 
between countries 

analyses 

support for investigations. 


The Europol Computer System 
Netherlands 


A centralised information system stores data on persons 
already convicted of a crime or thought likely to 

commit crimes in the future 

processes data. 


There is a third system for exchanging Europol 
information with police forces in non-EU countries 
such as Canada 


According to Jean-Philippe Walter 
responsible for data protection 

covers provisions regulating the processing of 
information and data protection. 


\"Europol is regulated by a convention which contains a 
whole series of measures to ensure data protection 
told swissinfo. 


\"Having myself had the opportunity to meet top Europol 
officials 
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requirements often go beyond those enshrined in Swiss 
law.\" 


Not convinced 


But Heinrich Busch 
policing issues 


WI have no doubt about it: where data protection is 
concerned 
swissinfo. 


\"Europol\'s record-keeping capacity is impressive 
in my opinion it openly contradicts the principle of 
people\'s fundamental right to privacy 


\"And faced with this information factory 
is virtually defenceless. On paper 

Europol guarantees a right of consultation 
reality this is an impossibility.\" 


A person wanting to consult his or her personal file 
must first approach the police in their country of 
origin 

police forces for authorisation to access the 
information they hold. 


Busch says the sheer size of the Europol\'s information 
gathering operation is also a problem. 


\"The number of persons on whom it keeps records is so 
high that effective investigation seems unlikely 
said. 


No FBI 


Aside from fears over data protection 
concerns that Europol could become a kind of European 
FBI. 


The agency denies this 
service\" rather than a front-line crime-fighting unit. 


\"From what | know of the matter 
is an exaggeration 

Europol has certain ambitions 
not comparable. 


\"First of all 
a single country 
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in which each member state jealously safeguards its own 
prerogatives. This is why Europol has fewer powers than 
was originally envisaged.\" 


Schengen 


Europol is not 

system. The Schengen agreement on cross-border crime 
also plays a monitoring role which is of interest to 
Switzerland. 


However 
though already signed 
parliament. 


The rightwing Swiss People\'s Party has threatened a 
referendum over Schengen 

independence and seeing it as another step towards EU 
membership. 


\"The Swiss People\'s Party has nothing against 
Switzerland signing the Europol agreement 
spokesman Roman J gi. 


\"It is an agreement between European police forces 
which 
security in Switzerland and in Europe generally. 


\"Schengen 

Swissinfo / Neue Zrcher Zeitung END TEXT. 
5. (U) Published September 23 
Sabah News: 


BEGIN TEXT: Fourteen out of 18 \"slave villagers\" who 
were mostly minors and were subject to forced labor in 
Arslanli village of Kozan town of Adana 

over to their families. Four farmers who were placed 

in a \"house for elders\" wanted compensation from their 
enslavers. Saban Sezer 

teaman in the house for elders 

him 2 billion Turkish Lira and that he will not go 

without getting his money. Hasan Tatar 

Omer (last name not known) also said that they would 
not leave without getting their money. END TEXT. 


6. (U) Published September 22 
Anatolian News Agency: 


Turkish Jandarma reports that in an operation conducted 
after a tipoff 
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near Adana were detained for forcing four minors (two 
from Arslanli village of Kozan 
from Sokutasi villages of Imamoglu town) into labor. 
Officials said that detainees were interrogated and 
four other villagers also testified. The officials 
also noted that after last week\'s operation in Kozan 
town of Adana which involved forced labor of 18 people 
(including 3 minors) 
information about additional forced labor operations. 
Investigations are underway. The court arrested eleven 
people who were detained in the September 16 operation 
in Kozan. 


7. (U) Published September 22 
Elevtherotipia in Greek: 


TITLE: Greek Ship-owners Indicted for Engaging in Human 
Trafficking Ring; [Report by Th. Lambropoulos: 
\"Prosecution of Two Ship-owners Transporting Illegal 
Immigrants to Italy\"] 


BEGIN FBIS TRANSLATED TEXT: The Pireaivs Attorney 
General\'s Offices criminally prosecuted for \"illegal 
transport of illegal immigrants 

participation in a gang 

owners Anastasios and Konstandinos Mavromattis and 
their attorney Anna Gouma 

Italian judicial authorities 

illegal ring trafficking illegal immigrants to the 

neighboring country. 


The procedure for the immediate intervention of the 
Greek justice began a few days ago after Genoa Attorney 
General Francesca Nani issued an arrest warrant for the 
two Greek ship-owners and their attorney 

\"trafficking with their nine commercial ships more than 
10 


According to reports in the Italian press 
Mavrommatis and his son Konstandinos were taking the 
illegal immigrants from the Turkish shores 
1 
from the vessels they were supplying them with forged 
naval documents to avoid customs controls. The 
illegal immigrants would then take a train to Holland 
or Germany. 


Moreover 

other Greek ship-owners participated in the illegal 
ring 

owners of the naval company \"Lord Marine\" and of a 
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small fleet of vessels. 


Currently 

examining this version of the Italian authorities (they 

had requested the cooperation of the Port Corps since 
the beginning of 2004 after the Sentinel vessel was 
spotted and stopped). The file of proceedings was 
conveyed to the magistrates who are expected to ask the 
defendants for interrogation soon. 


According to information 

have been investigating the files of many cases 
connected with illegal trafficking 

TEXT. 


8. (U) Published September 20 
Agency: 


Security Forces Arrest 36 Illegal Migrants In Mus 

MUS - Security forces detained in eastern city of Mus 
36 foreigners who had entered Turkey illegally. 

During a routine check on the Malazgirt-Patnos highway 
security forces arrested the migrants of lraqi 

Moroccan and Afghan origin in a van. 


They were taken into custody for violating Turkish 
borders and passport law. 


The migrants will be deported once the legal 
proceedings are completed. END TEXT. 


9. (U) Published September 17 
Anatolian News Agency: 


TITLE: Turkish Police Arrest 579 Illegal Migrants In 
Istanbul 


BEGIN TEXT: ISTANBUL - Turkish police arrested 579 
illegal migrants in Istanbul in the last one week 
sources said on Friday. 


Sources told A.A correspondent that the captured 
illegal migrants were of Pakistani 

Bangladeshi 

Turkey illegally. 


The same sources said that 379 of the illegal migrants 
were deported 
other 200. END TEXT. 


10. (U) Published September 17 
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Hurriyet News: 


BEGIN TEXT: Police found 19 handicapped people working 
as slaves for landlords in a southern province of 

Adana. Each of the handicapped people was taken from 
the streets and sold to landlords for just $330. END 

TEXT. 


11. (U) Published September 16 
Anatolian News Agency: 


TITLE: 5TH REGIONAL CONFERENCE ON MIGRATION TO BE HELD 
IN ISTANBUL 


BEGIN TEXT: ANKARA (A.A) - The 5th Regional Conference 
on Migration organized by the Council of Europe (COE) 

will be held in Istanbul between September 30th and 

October 1st. 


Sources said on Wednesday that the venue of the 
conference would be Conrad Hotel 

following information regarding the participating 
countries: 


-10 transition countries: Albania 
Herzegovina 
Romania 


-Six target countries: Norway 
Britain 


-Nine countries 
Belarus 
Pakistan 


-Three countries from which people migrate: 
Armenia 


Nearly 60 participants from international 
organizations 

organizations and COE Parliamentary Assembly are 
expected to attend the conference. 


Turkish Interior Minister Abdulkadir Aksu and COE 
Deputy Secretary General Maud de Boer-Buquicchio will 
jointly open the conference. 

Turkey 

of migrants 

Regional Conference on Migration 

TEXT. 
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12. (U) Published September 16 
Anatolian News Agency: 


TITLE: TURKISH POLICE DETAIN 24 ILLEGAL MIGRANTS IN 
CALDIRAN 


BEGIN TEXT: CALDIRAN (A.A) - Turkish police arrested 24 
illegal migrants in eastern city of Van 
on Thursday. 


Acting on a tip-off 

Beyazit neighborhood of Caldiran township and detained 
24 illegal migrants of Afghan and Pakistani origin who 
entered Turkey clandestinely. 


Illegal migrants will be deported after legal 
procedures. END TEXT. 


13. (U) Published September 16 
Anatolian News Agency: 


TITLE: TURKISH GENDARMERY DETAINS 20 ILLEGAL MIGRANTS 
IN HATAY 


BEGIN TEXT: ANTAKYA (A.A) - 15.09.2004 - Turkish 
gendarmery detained 20 illegal migrants in southern 
city of Hatay 


Gendarmery launched an operation in Asagi Pulluyazi 
village of Yayladag township and arrested 20 illegal 
migrants of Somali 

entered Turkey clandestinely. 


Illegal migrants will be deported after legal 
procedures. END TEXT. 


14. (U) Published September 16 
Service: 


TITLE: Turkish women look to EU for better lives. 


BEGIN TEXT: SANLIURFA 

girls labouring in the cotton fields on the outskirts 

of the southeast Turkish city of Sanliurfa cannot read 
a newspaper 

better life on Turkey\'s EU membership drive. 


Her face weathered by a scorching sun 

calloused 

her time. She never went to school and had given up 
dreams of learning a trade. 


Column 3 


\"The European Union would not permit us to work like 
this. We would study 

to sunset during the two-month harvest with four of her 
sisters. 


EU leaders will decide in December whether to open 
accession talks with this populous Muslim nation 
diplomats say women\'s rights will be one issue the 
European Commission pays attention to in an Oct. 6 
report on Turkey\'s entry bid. 


\"For the EU 

one EU diplomat said. \"While it\'s very difficult to 
change 

tradition ... the government has not taken full 
responsibility for promoting change.\" 


Turkish women do enjoy greater freedoms than those in 
many other Muslim nations. For decades they have had 
the right to vote 

divorce. Turks even elected a female prime minister in 
1993. 

Some are corporate executives 

heads of bar associations and many in wealthier western 
Turkey emulate their European counterparts in dress and 
choice of profession. 


Yet the constitution does not enshrine gender equality 
and poverty and entrenched values mean equal treatment 
is elusive. 


Religious tradition 

like Sanliurfa 

married off. Amnesty International says up to half of 
women face domestic abuse in a \"culture of violence\". 


The U.N. children\'s agency UNICEF says 600 
girls than boys attend school and a third of women are 
illiterate. 


REFORM DRIVE 


The ruling Justice and Development Party (AKP) 
conservative movement with Islamist roots 

political and human rights reforms aimed at winning a 
date for EU talks. 


The last major piece of the reform jigsaw is an 
overhaul of the penal code designed to bring it into 
line with EU norms. The reforms 
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of measures aimed specifically at improving women\'s 
rights 
are likely to be approved at the weekend. 


They include stiffer penalties for rape 

within marriage 

the murder of women by male relatives to protect the 
family name. 


The package has been overshadowed by a government plan 
to outlaw adultery. The AKP says the proposal 

was shelved but could return to parliament 

protect women 

prompted EU disapproval. 


Some activists have also said the current reforms do 
not go far enough. They accuse the government of 
lacking full commitment to equality and acting only 
under EU pressure. 


\"The EU process has had an enormous effect on us. Women 
are waking up. But there is a long way to go before 

women in Sanliurfa understand they have rights 

Devran Melik 

rights group. 


Still 

fields believe it could change their fathers\' minds and 
even convince them to send their daughters to school. 
END TEXT. 


15. (U) Published September 16 
Times: 


TITLE: Turkey and the EU 


BEGIN TEXT: Turkey has denied Islamo-phobic Europeans 
an excuse to deny or delay its European Union entry 

talks. On Tuesday 

law criminalizing adultery - amove which will make it 

more difficult for the EU to turn down Turkey. This is 
fortunate 

American and European interests. 


Turkey has proposed a slew of laws to reform its 78- 
year-old penal code. The package includes stiffer 
punishment for crimes such as rape 

human trafficking 

legislation also recognizes rape in marriage and sexual 
harassment as crimes 

prosecute so-called honor killings. Before the 
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government dropped the proposal 
included legislation criminalizing adultery - which 
caused a furor in Europe. That furor comes at a very 
bad time for Turkey. On Oct. 6 
is to decide whether to recommend a date for Turkey\'s 
EU accession. 
That date 
international community. Inasmuch as Turkey is a 
cultural and geographic bridge between East and West 
it can serve as a bulwark against a potential clash of 
civilizations. Turkey\'s eventual entry into the 
European Union would mark a merger of predominantly 
Christian and Muslim worlds. This would help counter 
the growing concern that a large-scale clash between 
Christian and Muslim nations is inevitable. Also 
Turkey 
world 


There is 

about Turkey eventually becoming an EU member - much of 
which is unadulterated ethnic bigotry. Much of the 

uproar over the Turkish adultery legislation appeared 

to have an ulterior motive: delaying the start of 

formal EU-accession talks with Turkey. Some of Europe\'s 
objections over Turkey 

Many European countries are becoming fairly dogmatic 
about establishing sweeping secularism 

infringes on freedom of religious expression. But 

Europe is divided on the question of secularism 

more traditional countries keen on maintaining a 

Christian identity. 


Much of Europe\'s criticism of the adultery law was 
heavy-handed 
called honor killings. All the same 
scrap the legislation. But given the fact that Turkey 
has been kept waiting at the EU altar for some time 
Europe is obliged to go the extra mile to play fair. 
END TEXT. 


16. (U) Published September 10 
Agency: 


TITLE: Turkish Police Arrest 100 Illegal Migrants In 
Istanbul 


BEGIN TEXT: ISTANBUL - Turkish police arrested 100 
illegal migrants in Istanbul 


Sources said that police 
on a building in Istanbuls Kagithane neighborhood 
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detained about 100 illegal migrants who entered Turkey 
clandestinely. 


Among the captured 
Bangladeshis 


The sources said that efforts were under way to capture 
people who aided the illegal migrants 

illegal migrants would be deported once the legal 
proceedings were completed. END TEXT. 


17. (U) Published September 5 
Agency: 


TITLE: Turkey says stopped half million migrants in 
last five years 


BEGIN TEXT: Nearly half a million illegal migrants 
many seeking a better life in the European Union 
been intercepted in Turkey in the past five years 
Anatolia news agency quoted Turkish Interior Minister 
Abdulkadir Aksu as saying on Sunday. 


About 3 
the several hundred operations conducted during the 
period 


He said the introduction of tougher laws on clandestine 
immigration had forced trafficking networks to change 
their routes. 


Turkey is a major hub for migrants 

trying to reach neighbouring Greece or Italy 
land or crammed into boats that are often barely 
seaworthy. 


Illegal migrants are arrested almost daily in the 
country 


On Saturday police detained 48 Pakistanis at a house in 
the Asian part of Istanbul 

Anatolia said they would be questioned and deported. 
END TEXT. 
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their situation is getting Weasier everyday. Church leaders were 
skeptical that the new religious ordinance would create major 
improvements when it comes into effect on November 15 

did they think that it would constrain their activities. A new 
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SECV initiative to train 600 new pastors in their local 

jurisdictions is awaiting GVN approval. The apparent key to 

church leaders\' success in Danang is their effort to reach out to 
local GVN leaders -- from the village level on up -- and to 
demonstrate that they pose no threat to continued Communist Party 
rule. In return for what appears to be largely pro forma 
acknowledgments of Party authority 

free to go about their business. End Summary. 


2. (U) During the visit of CG and a ConGen HCMC team to Danang 
September 30 and October 1 

Binh 

Vietnam 

of the Danang and Quang Nam BishopVs diocese 

of the Protestant and Catholic Churches in Danang. Meetings with 
local GVN officials and reporting on economic and consular issues 
are covered septel. 


The Danang Protestant Community 


3. (SBU) Pastor Nguyen The Binh 

Church of Vietnam (SECV) chapter in Danang (strictly protect) 

told us that the GVN-recognized Protestant community in Danang had 
a positive relationship with local authorities. The Danang SECV 
has not experienced limitations on its freedom to assemble and 
worship -- the 10 

without incident in 11 GVN-sanctioned churches. The pastor added 
that this past August 

organized a 3-day region-wide conference that attracted some 4 
believers 

the SECV did not have to seek permission from local authorities to 
hold the conference 

with the People\'s Committee and the local Committee for Religious 
Affairs (CRA). In general 

authorities with a list of its planned activities once a year. 


4. (SBU) Pastor Binh told us that there has been some recent 
movement in addressing his biggest concern: the shortage of GVN- 
recognized pastors in Danang. Currently there are only 8 pastors 
authorized to cover the 11 churches in the Danang SECV community. 
According to the pastor 

GVN and the SECV to allow local SECV chapters to provide \"in- 
service\" training for pastors in the provinces in lieu of sending 
trainees to the SECV seminary in Ho Chi Minh City. (In practice 
these \"trainees\" have been working unofficially in local 
communities already.) According to the pastor 

receive 10 of the 600 slots that the SECV national leadership 

might be allocated for an in-service program. 


5. (SBU) Separately 
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HCMC confirmed that the SECV in August submitted a proposal to the 
GVN requesting approval for \"in-service\" training courses for 600 
pastor-candidates now ministering unofficially in the 34 provinces 

in which the SECV functions. The duration of the course would be 
three months. According to Du 

of those slots; the Central Highlands province of Gia Lai would be 
granted 30 in-service training slots. The SECV anticipates a GVN 
reply to its proposal by the end of 2004. 


6. (SBU) Pastor Binh told us that he meets at least quarterly with 
the local CRA. He characterized the CRA as accessible and his 
meetings as relaxed and open. However 

briefed the SECV on the new religious ordinance 

pastor believes 

implementation instructions from Hanoi. The pastor does not 
anticipate that the ordinance will bring significant changes to 
what he says is a favorable relationship with the GVN. He is 
concerned 

authorities elsewhere in Vietnam will continue to interpret rules 
government religious practice as they please 

problems where problems exist today. 


7. (SBU) Also problematic was the local authorities refusal to 

resolve satisfactorily issues of expropriated church property. 

Pastor Binh said there were a number of properties in Danang that 
the GVN expropriated post 1975. Discussions on compensation have 
not been fruitful. 


8. (SBU) Pastor Binh said that there is a small -- \"few hundreds\" 

-- house church movement in Danang operating under the umbrella of 
the hitherto unrecognized Vietnam Evangelical Fellowship (VEF). 
Binh said that 

large groups every Sunday without incident or police harassment. 

He added that two local VEF-affiliated churches recently 

petitioned the GVN for recognition. 


Catholic Church 


9. (SBU) Father Tran Quoc Viet 

Bishop of Danang and Quang Nam provinces (strictly protect) told 
us that the situation today for the 60 

far improved from a decade ago. The 70 priests in the diocese 
were sufficient to minister to the faithful. Urban areas in the 
diocese are particularly free from acrimony as local authorities 
are more used to worshipers congregating in large numbers. 


10. (SBU) Father Viet said that problems remain in the 
countryside 

where the Church is reaching out to new parishioners. He said 
that even here there has been some progress. He related an 
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incident in which local Ministry of Public Security officials in 

an ethnic-minority area of Quang Nam province sought to prevent 
Church activity in the region. However 

dialogue and cajoling 

key 

activities were not designed to incite anti-Hanoi sentiments among 
the Montagnards. 


11. (SBU) Father Viet said that the new ordinance on religion 
would do little to bring Vietnam to a \"true state\" of religious 
freedom 

Catholic Church was free of all state controls. Any progress 
depended on the yet-to-be-issued implementation guidelines. The 
Danang/Quang Nam diocese also was highly dissatisfied with the 
GVN\'s nickel-and-dime approach to compensation of the Church 
property expropriated in 1975. In his view 

particularly HCMC 

being compensated fairly for expropriated property. 


Comment: Lessons Learned 


12. (SBU) The message from the GVN-recognized Christian community 
in Danang was the most positive we have heard in southern Vietnam 
thus far. What seems to set Danang apart from other provinces is 

the good personal and institutional relationship between the 

protestant and Catholic Churches and local authorities. 


13. (SBU) The SECV\'s Vietnam roots are in Danang -- its mother 
church was founded here in 1911 and the current SECV head 
representative has been working with Danang authorities for over 
30 years. Similarly 

familiarity breeds acceptance. Equally important 

leaders appear to have a taken a long-term approach to build trust 
with local officials. Their view is that by showing some measure 
of fealty to the State -- working through the system and assuaging 
the paranoia of local leaders that they will use religion to 

weaken the hold of the Communist Party -- they receive cooperation 
and some measure of autonomy in return. 
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separatist organization...is in contradiction to 
Turkish-American friendship and our alliance and to 
obligations in the international war on terrorism.\" 


4. (C) Other highlights of Sezer\'s foreign policy review: 


--EU membership 
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guarantor for Turkey\'s multi-party 

political system and against all forms of extremism; Turkey 
must not hesitate to correct its own mistakes 

strengthen the hands of those who would keep Turkey outside 
the EU. (Note: for Sezer 

shield against the threat to the secular state he perceives 
AKP to be. End note.) 


--Of equal fundamental priority are relations with the U.S.; 
President Bush\'s June visit reflected the importance of 
bilateral relations; collaboration between Turkey and the 
U.S. from the Balkans to central Asia is a welcome 
development; maintaining trans-Atlantic and NATO ties is of 
key importance for Turkey. (Note: the warm tone 

his remarks about Turkish-U.S. relations 

them on an equal footing with the EU stand in contrast to 
Sezer\'s cool 

2003 address. His remarks appear to be a signal from the 
secular Establishment to the U.S. that we should reciprocate 
toward the Establishment 

of U.S. non-action against the PKK stand out even more 
starkly. End note.) 


--Sezer singled out for positive assessment relations with 
Greece 

cooperation in Eurasia he avoided any criticism of Putin\'s 
policy on Cyprus 

reversion to authoritarianism) 

convoluted 

to follow better policies 

hope for improvement in relations with Armenia but put the 
onus on Yerevan. 


5. (C) As in 2003 

system 

the centerpiece of his address. In this regard he aimed 
repeated heavy criticism at AKP for what he called 
irresponsible legislation and made clear his intention to 
continue to veto laws he considers threatening to the methods 
or Ataturkist nature of the current State. 


6. (C) In a similar vein of criticism he emphasized the 
overarching importance of a \"law-based state" (hukuki 
devlet) 

continue to act as a brake on AKP. His reiteration that all 
three branches are equal was a reply to constant AKP 
criticisms that the judiciary is blocking the will of the 
parliament 

main opposition CHP 

wariness toward the BMENA initiative 

the concepts of Turkey as a model for \"moderate Islam\" and 
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Turkey as an \"Islamic republic\". By implication he thus 
gratuitously recalled Secretary Powell\'s misstatement of 
Turkey as an Islamic republic. Calling for continued 
struggle against religious reactionism (irtica) -- which 
Turkish secularists assert is AKP\'s real agenda -- he 
underscored the incompatibility of even a \"moderate\" 
theocracy (din devleti) and democracy. Praising the Turkish 
armed forces as the symbol of modernity and progressiveness 
in Turkey 

modernization and for an adequate national military 
industrial capability. 


7. (U) In a more rational 

left-of-center CHP parliamentary opposition 
AKP\'s economic performance 

creation 

greater private investment 

Implying neglect on AKP\'s part 

to improve education. 

8. (C) Comment: Although underscoring the importance of 
relations with the U.S. 

inaction against the PKK remains a barrier to fuller 
cooperation. 


9. (C) Comment 

Ataturkist principles which have become no more than 
hortatory slogans 

approach and performance 

impact if he had not insisted on using the desiccated 
ideology and artificial vocabulary of the arch-secularists 
(neologisms with no resonance in everyday speech). With PM 
Erdogan asserting that the legislative branch is paramount 
over the judiciary and spreading the message that AKP will 
aim to oust Sezer by passing constitutional changes to a 
presidential system (possibly tailored for him) after getting 
an EU start date for accession negotiations 

the gauntlet from the other side. We can thus expect a 
strong post-post-modern reaction from the Turkish State to 
any AKP attempt to change the constitutional order. In sum 
2005 will be a tricky year for Turkey. 
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travel to the Cirav Mountain in order to stop military 

operations underway against PKK/Kongra Gel 

Eruh Criminal Court of Peace for opposing Assembly and Marches 
Law No. 2911 

orders 

and resisting enforcement officers. 


CUMHURIYET: American diplomats from the Political Section of the 
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US Embassy in Ankara 

Van. During their visit with the Van Mayor 

were undertaking a trip with the goal of understanding Turkey 
better 

Kaplan said that they called on governors 

representatives 

visited. 


MILLIYET/BOLGE/ULKEDE OZGUR GUNDEM: The trial related to Siyar 
Perincek 

with police 

manslaughter face sentences varying from 5 to 15 years of 
imprisonment. One of the defendants 

claimed Perincek fired at him two rounds before he shot at him. 

The hearing was adjourned to November 11. 


VAKIT: Approximately 10 

for two weeks in Zakho 

practices by the Kurdish peshmergas. Truckers have been 
claiming that they are forced to buy fuel from the Halil Ibrahim 
Customs Station and pay a fee of $125 

the past. Truckers have been petitioning Turkish authorities to 
find a remedy. 


TURKIYE: Jandarma teams seized 16.785 kilograms of heroin in 
operations in the Aktoprak and Tekpinar villages of Adiyaman. 
Three persons were arrested in connection with drugs. 
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USD 25 million to settle all outstanding issues with the GoG 
but the frequencies were not forthcoming 

not paid. The GoG claims the amount was actually a fine for 
Westel\'s failure to meet its contractual obligations to 

develop their network. Furthermore 

additional \"spectrum feel" of USD 27.5 million late last year 
on the valuable 1800 and 1900 spectrum Westel insists it 
needs to be viable. Westel argues that these fees have been 
imposed retroactively without the due process required by 
their contract. Westel also claims the fees are arbitrary 
since the five other wireless operators in Ghana have only 
been assessed USD 20 million each. Communications Minister 
Kan-Dapaah told DCM and EconOff that none of the wireless 
operators had paid the spectrum fee yet 

enforcement system or plans currently existed if they 
refused. The Minister said that since Westel has no 
established mobile service it couldn\'t expect to pay the same 
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spectrum fees as those who do. 


3. (C) Westel officials met unsuccessfully with President 
Kufuor earlier this year in a last-ditch attempt to reach an 
agreement (reftel). In June 

licenses to mobile operators that were 

squatting on frequencies that the GoG was contractually 
obliged to provide to Westel 

ofthe mobile market. Even then 

could be viable if the spectrum fee were dropped 

would not budge. According to Bill Taylor 

provide any new resources for the operation in Ghana and is 
considering pulling out all together 

3000 land-based customers it already has. This could 
inconvenience other foreign investors 

Mining\'s $450 million dollar Bram-Ahafo project. According 
to Newmont\'s IT manager in Accra 

equipment are the only viable option in Ghana for Newmont. 
State-owned Ghana Telecom (GT) does not provide comparable 
service 


4. (C) Bill Taylor fears the GoG could use GT to undermine 
Westel\'s existing operations. To support this he cites a 
string of incidents in which GT has either delayed or simply 
not complied with GoG directives governing the integration of 
Westel\'s land-based systems. Westel does 

that a settlement can still be reached if the spectrum fee is 
rescinded. 


5. (C) Comment. Although the facts in WWI\'s complaint are 
accurate 

mess. It partnered with a questionable parastatel company 

and inadequately documented spectrum in its initial 

agreement. The problem was exacerbated when Westel agreed to 
pay the USD 25 million uncontested amount 

universally seen as an admission of guilt. Westel\'s 

agreement to pay without a written agreement on spectrum only 
compounded its problem. Communications Minister Kan-Dapaah 
said he \"would not stand in the way\" if Westel wanted 

arbitration and added that the matter is now out of his 

hands. Nevertheless 

up to its contractual obligation to participate fully in 

international arbitration. End Comment. 

LANIER 
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exit point used to convey valuable cargo. Atthis gate a 
variety of additional security resources are used including 
x-ray machines 
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detectors 

previously traveled via the freight and construction gates 
mentioned below. 


- Four 
Services employees. 


- Five 
was previously padlocked shut 


- Six 
This gate was previously padlocked shut 
welded shut. 


- Seven 
separates these hangars from the airport\'s airside. An 
unpatrolled fence separates this area from public roads. 


- Eight 
Airways 
controlled access point separating them from the runways. 


- Nine 
airplanes. 


3. (SBU) A Civil Aviation Authority (CAA) official told 
Econoff that on September 5 

security atthe domestic terminal and stole cash from an 
airport restaurant. The event went unpublicized for a week 
until a local journalist learned of the robbery. The heist 

is disconcerting because it reveals that armed thieves were 
able to enter the terminal 

second level 

kilometer road off the airport premises without being 
challenged by security. 


4. (SBU) The week of September 18 
airport ticket offices of British Airways (BA) and stole a 
safe from the offices of its handling company 


5. (SBU) A senior airline executive told Econoff that on 
September 15 

attempting to enter \"Charlie\" gate using bogus credentials. 
As they questioned the suspect 

opened fire from a nearby vehicle 

officer. 
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6. (SBU) On September 16 

opened fire on police officers escorting valuable cargo to a 
KLM flight bound for Amsterdam. Police returned fire 

the robbers escaped. Airport contacts told Post\'s 
Department of Homeland Security (DHS) officer that there was 
reason to believe the robbers received help from the inside. 
Security officials from the Civil Aviation Authority (CAA) 
and the airlines confirmed this with Econoff. They said 

that a chain securing the unused 

was left unlocked and was used by the bandits during their 
get-away. The officials were unsure whether the robbers 
entered the restricted area through the construction gate 
although one official speculates that they may have gained 
airside access much earlier from a different location. It 

is unknown whether this incident is connected to the 
September 15 shooting. 


7. (SBU) The same day 

reported that he was able to pass through a non-functional 
electric fence protecting the airside perimeter. A security 
official at the airport told Econoff that this fence only 

leads to the private hangar area adjacent to airside. He 
said that the reporter would have had to pass through a 
control point before actually accessing the tarmac. 


8. (U) The journalist also reported that he observed a 
number of other security breaches around the airport. For 
instance 

he observed people bypassing X-ray machines and metal 
detectors and accessing the airports \"sterile area\" by 
passing through a door marked Goods Only - No Person to 
Pass Here\" despite the presence of a security guard; he 
walked unchallenged through the basement of the terminal 
where he could have potentially accessed the airports power 
supply; he watched a person dressed in an airline uniform 
and carrying a package slip through the automatic exit door 
of the domestic arrivals \"sterile\" area as passengers exited 
despite the presence of security; he noted that the 
automatic exit door from the International Arrivals customs 
was apparently malfunctioning and remained in an open 
position; he drove unchallenged into the \"Perishable Goods 
Cargo! area 

there; and he reported that he parked outside the airside 
perimeter fence at several prohibited locations without ever 
seeing a security patrol. 


9. (SBU) South African Police Services (SAPS) is leading 
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the investigation into these incidents. An ACSA security 
executive told Econoff that SAPS is close to arresting 
several suspects believed to have been helping from the 
inside. Director Zuma 

Post\'s Regional Security Office that SAPS is planning to 
brief diplomatic officials in a meeting being organized by 
the Department of Foreign Affairs. A date for the meeting 
has not yet been set. 


10. (SBU) Ironically 

the Airports Company of South Africa (ACSA) 

airport management firm 

4 

(about $8 million) on upgrading and replacing fences 
barriers and access control gates throughout the airport. 
An ACSA official told Econoff that another R60 million will 
be spent by April 2005 to improve intrusion detection of 
JIA\'s 36 km fence 

control room systems as well as the installation of a 
vehicle number plate recognitions system. He said that 
during his November 2004 trip to Transportation Security 
Administration facilities in the United States he will be 
looking to purchase proven 

U.S. airports for immediate implementation at JIA. 


11. (SBU) The ACSA official also said that the following 
precautions have been put in place since the KLM incident: 


- Increased security staff to 150 guards 24/7. 


- The National Intervention Unit (NIU) 

medium to high-risk policing 

are escorting valuable cargo to and from aircraft in armored 
police vehicles. 

- NIU and Combating Unit patrolling outer perimeter while 
visible policing guards inside the airport buildings. 


- Rapid Response teams have been deployed throughout the 
airport premises. 


- Armored vehicles are on the airport premises. 

- Increased infrared surveillance. 

- The old freight and construction gates have been welded 
shut. 

- Marked and unmarked vehicles are patrolling all entry and 


exit points to the airport. 


12. (SBU) In addition 
police fresh from the academy will be assigned to JIA 
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beginning in January 2005. They are currently being trained 
on aviation security. Over the next eighteen months a total 
of 1 

contracted security firms currently patrolling the car park 

the perimeter fence 


13. (SBU) The official also told Econoff that he believes 

an \"insider\" is cooperating with journalists to point out 
weaknesses in airport security. He warned of more negative 
reports on airport security in the short-term 

represent a minimal threat. 


FRAZER 
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October 2. Alkebsi met with Muslim associations 

think tanks 

during his visit. Embassy officials accompanied Alkebsi to 
an introductory meeting with Mercedes Rico Carabias 
Director General for Religious Affairs at the Ministry of 
Justice. END SUMMARY 


2. (U) Alkebsi met with several prominent members of the 
Madrid Muslim community during his visit. Poloff and members 
of the Public Affairs section accompanied Alkebsi to his 
meeting with Ebrahem Alzaid 

Cultural Center 

contact with the Embassy and promised to keep the Embassy 
apprised of future Islamic cultural events in Madrid. The 
Islamic Cultural Center also houses a mosque 

dubbed the \"M30 Mosque\" due to its location along the M30 
highway. The mosque is the largest mosque in Spain and its 
leaders play a strong role in influencing public attitudes 

towards Islam in Spain. Alkebsi also met prominent members 
of Spanish Muslim associations; members of the Spanish press 
including a sit-down interviews with El Mundo and TVE; a 
senior analyst on Arab issues at the Elcano Royal Institute 

a Spanish think tank; and the president of Carta 

Mediterranea 

working with civil society in the Arab and Mediterranean 

Europe regions. 


3. (U) Embassy officials 

Alkebsi 

General for Religious Affairs at the Ministry of Justice. 

The introductory meeting was meant to inform the GOS that the 
USG would be creating a Muslim outreach program in Spain and 
that the visit of \"Citizen Diplomat\" Alkebsi was an example 

of the type of programs to expect. Rico Carabias explained 

that a large part of her job is opening bridges to the Muslim 
community 


Column 3 

Madrid. She stated that 

traditionally received special considerations from the state 
the government has tried to be more inclusive of other 
religions. The GOS is trying to implement expanded public 
funding and tax benefits comparable to the advantages the 
Catholic church receives to members of the Protestant 
Muslim 

Muslim communities in Spain will not have to rely entirely on 
foreign financing and that the GOS can make Muslims realize 
that they care what happens to their communities. Rico 
Carabias also talked of the GOS extending suffrage in local 
elections to Spanish residents or EU residents; this would 
give many Muslim communities a larger voice in local politics 
as many Spanish Muslims are new arrivals who have not 
obtained Spanish nationality. 


4. (U) COMMENT. Alkebsi\'s visit allowed the Embassy to 
have its first contact with several members of the local 
Muslim community 

His status as a \"Citizen Diplomat\" not affiliated with the 
USG and his previous experience with political leaders and 
the press greatly assisted Embassy efforts to strengthen 
Muslim outreach efforts in Spain. 

ARGYROS 
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reasons not to start accession talks with Turkey." On 

October 1 

opinion of his Slovak Democratic and Christian Union (SDKU) 
saying Turkey is not ready for EU membership. During Deputy 
Secretary of State Richard Armitage\'s recent visit to 


SIPDIS 

Slovakia 

efforts to start accession talks 
negative. End summary. 


2. (U) Dzurinda 

said the SDKU wished to begin a debate among Slovakia\'s 
political parties about future EU accession for Turkey. He 
made four points: 


-- Turkey is not yet ready for EU membership. 


-- SDKU has serious doubts about whether Turkey has met the 
criteria for beginning negotiations and about Turkey\'s 

ability to successfully complete the process. Completing 

the process would of course mean that Turkey would be a full- 
fledged member of the EU. 


-- Turkey has made advancements in recent years towards 
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fulfilling the political and economic criteria required for 
entry to the EU. 


-- The key point; SDKU will support further talks between 
the EU and Turkey 
EU commitment to accept Turkey as a member. 


3. (U) Dzurinda went on to list five factors on which SDKU 
based this policy. 


-- The current state of economic and political affairs in 
Turkey. 


-- The ability of the EU to absorb more members 
(particularly financially). SDKU gives priority to Bulgaria 
and Romania 

eventually Ukraine. 


--The fact that Turkey is a big and important neighbor of 
the European Union 
has an eminent interest in a democratic and secular Turkey. 


-- A desire to support positive tendencies in Turkey in the 
past years in political 


-- The fact that talks between the EU and Turkey have been 
going on for a long time 

The SDKU takes into account the dialogue that has already 
taken place 


Dzurinda said that as soon as the SDKU learns the results of 
the EU Commission\'s report on Turkey 

dialogue with all political parties to reach as wide a 
consensus as possible within Slovakia on the issue. 


4. (SBU) In a September 30 press conference 

that among KDH\'s main concerns about setting a date to start 
accession talks was Turkey\'s refusal to recognize Cyprus 
EU member state. He added that he could not imagine 
negotiation on EU membership could begin until this 
situation was resolved. Hrusovky said he would like to see 
Slovakia join the initiative by \"conservative\" European 
countries that proposes a privileged partnership with the EU 
rather than full-fledged EU membership. He reportedly also 
made reference to the fact that Turkey is a Muslim country. 
Hrusovsky closed by saying that the EU has never stood 
before a more difficult task. 


5. (SBU) Comment: During Mr. Armitage\'s September 14 visit 
Foreign Minister Eduard Kukan of the SDKU and other GOS 
officials gave little hint of the negative bias against 
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Turkey\'s EU aspirations that have now come to light. Within 
two weeks 

report on the GOSVs position towards setting a date to start 
EU accession talks with Turkey. Foreign Policy Advisor 
Milan Jezovica emphasized to emboffs that Dzurinda\'s 
statement was a party position 

position. However 

leave little doubt what stance the GOS will take. 

THAYER 
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the Commission to press Ankara for the expansion of rights 

to the ‘Kurds and other minority groups in Turkey. Rehn 

said Turkey was taking the problem of torture seriously and 
noted that `a lot of progress has been made in the last few 
years.\' EU officials also said that Turkey has met EU 
conditions by supporting a UN peace plan for the 

reunification of Cyprus. EU sources said the Commission 
would propose no date for opening entry talks 

date for Turkish accession. But the report assumes that 

2015 would be the earliest realistic date. Meanwhile 

Turkish FM Abdullah Gul told reporters that there can be no 
question of special conditions for Turkey\'s membership. On 
Wednesday 

Parliamentary Assembly of the Council of Europe. 

Allegations of Pentagon ‘bribe money" for Halki Seminary: A 
document sent to US Deputy Defense Secretary Paul Wolfowitz 
shows that the Ecumenical Patriarch Bartholomeos requested 
$12 million from the Pentagon for 'bribes\' to Turkish 

officials in an effort to see the reopening of Halki 

Seminary in Istanbul 

the money to a special account at Barclay\'s Bank on October 
30 

transferred to the accounts of two Turks and a Muslim lawyer 
from Bahrain 

Patriarch\'s private accounts and of donations made to the 
Patriarchate. Businessman Vasilaki Floridi told a court in 
Istanbul that he had given $3.3 million to Bartholomeos to 
reopen the Seminary 

the money for personal purposes. \"Vatan\" acknowledges that 
the authenticity of the document sent to Wolfowitz has not 
been verified. 

Hastings meets PM Erdogan: PM Erdogan exchanged views on 
Monday with OSCE Parliamentary Assembly Chairman and US 
House of Representatives member Alcee Hastings on European 
security and developments in lraq 

Erdogan told Hastings that things are not going well in 

Iraq 
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the EU to increase efforts for peace in the region. 

Hastings said that US-Turkey relations are not confined only 
to the struggle against terrorism. Hastings noted that the 
OSCE has supported Turkey\'s EU membership for the last 10 
years. Hastings later paid a courtesy visit to the deputy 
speaker of parliament 

lawmakers would observe the US Presidential elections in 
November. 

Kizilay Employee Buried in Ankara: Mustafa Pekcan 

Turkish Red Crescent employee who was critically wounded and 
later died from gunshot wounds suffered in an attack against 
a Turkish convoy near Mosul 

Ankara yesterday. FM Gul 

Health Minister Akdag were all in attendance. Murat Yetkin 
wrote in \"Radikal\" that 

Iraqi Turkmen doctor who was on the scene in Mosul 

military doctors made extraordinary efforts to save Pekcan\'s 
life. The delay in transporting Pekcan to Ankara 

doctor said 

condition. Meanwhile 

that if the US military had allowed the patient to be 

evacuated sooner from Iraq 

Turkish Hostage Killed in Iraq: All papers report that a 
Turkish hostage 

captors in Iraq. An Italian citizen of Iraqi Turkmen 

origin 

execution 

had "confessed\' to spying for Israel and Turkey. 

Body of Turkish Driver Founf Near Tikrit: The body of 

another Turkish driver was found near the city of Tikrit 

some 130 kilometers north of Baghdad. The identity of the 
victim 

immediately determined. 

Nicosia demands recognition by Turkey: \"Cumhuriyet\" claims 
that Brussels is forcing Ankara to include southern Cyprus 

in the 1963 Ankara Agreement between Turkey and the EU. The 
Greek Cypriots are urging EU to insist on full political 
recognition by Turkey. The EU views the recent inclusion by 
Ankara of Nicosia in Turkey\'s 1996 Customs Union (CU) 
agreement with the EU as insufficient 

Ankara with an additional protocol to the Ankara Agreement 
which would introduce official recognition by Ankara of the 
Cyprus Republic. Meanwhile 

the Council of Europe (PACE) announced Monday that Turkish 
Cypriots would be allowed to attend the PACE meetings 
independent from the Greek Cypriots. Papers view the 
decision as a goodwill gesture toward PM Erdogan before he 
addresses the Parliamentary Assembly on Wednesday. The EU 
decision does not imply official recognition of the "TRNC.\ 
Israel will not join air exercises in Turkey: Israel did 

not join air exercises held every year in Turkey\'s Karapinar- 
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Konya province due to the strain in bilateral relations with 
Turkey 

exercises were held in Konya in TurkeyYs Central Anatolian 
province with the participation of the US 

Netherlands 

Palestine dispute and strained relations between Ankara and 
Tel Aviv are the main reason for Israel\'s withdrawal from 
the war games. 


EDITORIAL OPINION: Iraq-Election 2004; EU-Turkey 


\"Any chance for democracy in the United States?\" 

Can Dundar commented in the mass appeal \"Milliyet\" (10/5): 
\"In the post-9/11 atmosphere 

final blow against freedom. The image of the Statue of 
Liberty has now turned into a police state. President Bush 
has an authority to limit freedoms that any dictator would 
envy. The law allows the tracking of financial records 
electronic mail 

order. . The Patriotic Act has also expanded the list of 
crimes punishable by a capital sentence by 15. The US is 
living in a psychology of fear of terror 

encouraged to spy on each other. . The American character 
and status as a superpower is rooted in the ability to 
encourage multiple cultures and successfully blend them into 
a single nation. Unfortunately 

losing this character. It seems that the "Big Brother 
nightmare of George Orwell is now being played out in 
America. lt will be interesting to see whether the US will 
return to democracy in the end 

fascism? The answer to this question requires a study of 
many factors 

developments in the Iraq war. In the event of a defeat in 
Iraq 

things went wrong. lt may seem ironic 

in Iraq might bring democracy back to the US 

the US has failed to bring democracy to Iraq." 


\"The Cost of Fear" 

Haluk Ulman commented in the economic-political \"Dunya\" 
(10/5): WDuring the first Presidential debate 

Bush did not promise any policy change if he is re-elected. 
Stubbornly 

it has been clearly proven that there were no WMDs in Iraq 
Bush can no longer defend his case 

Saddam was on the verge of building WMDs if the US hadn\'t 
removed him from power. Ignoring the situation in Iraq 

after the occupation and the danger it posed to regional and 
the world peace 

safer after the removal of Saddam. While all experts agree 
that the occupation of Iraq helped Al-Qaeda to become more 
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powerful 

weakened terrorist organizations in the region. Bush also 
highlighted the progress made by Iraq and Afghanistan on the 
road to democracy 

democracy in either country. The worst thing about the 
debate was that although Kerry proved with examples that 
everything Bush said was far removed from reality 

still managed to convince a large number of American voters 
that his policies were correct. Now 

Kerry is shouting to the American people that "the emperor 
has no clothes.\' The result of the election will show 
whether the American people have heard him.\" 


VEU up in arms 

Mehmet Ali Birand wrote in the mass appeal-sensational 
\"Posta\" (10/5): \"After Turkey completes a decade of 
negotiations and reaches an agreement signed by all EU 
governments 

agreement in a referendum. Therefore 

thing for Turkey is to start negotiations. If the EU 
Commission\'s recommendation is clear enough to result in 
Turkey getting a date to start negotiations 

satisfactory. It does not matter if a different method or 

an additional set of preconditions is attached due to 
domestic considerations. . If there is to be a new method of 
negotiations 

will also be applicable to all countries that begin 
negotiations after Turkey. . In any case 

report will be very positive.\" 

EDELMAN 
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declarations where OPCW formats exist but SPs use their own 
forms 

submissions however they please. (NOTE: This argument 
probably will be attractive with those who do not support the 
format but are unwilling to say so.) 


6. (U) Iran had a concern with nearly every open-ended or 
\"detailed\" question in the document 

more general. No one supported this view during the 
consultation 

that it shared the Iranian view on the detail to be provided. 
(NOTE: On the open-ended questions 

interpretation seemed to be a misunderstanding that the text 
required detailed answers rather than leaving it to the SP to 
decide how much information to provide. Kruger indicated she 
would clarify this with SPs in bilateral conversations.) 
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2005 BUDGET - ARTICLE IV/V 


7. (U) Budget consultations on Article IV/V inspections were 
held on September 28. There was limited discussion of the 
discount factor and the declarations of planned destruction 
activities by possessor states. Much of the consultation 
focused on the failure of any of the possessor states to pay 
Article IV/V contributions in 2004. Thus far in 2004 

has received no payments from possessor states. The U.S. 
failure 

any payments in 2004 was also discussed and the TS expressed 
concern that if the TS does not receive our payment within 
the next two weeks 

activities. 


8. (U) The UK delegation began the consultation by asking if 
the TS could provide any information on the level of Russian 
destruction activities proposed for 2005. The UK del also 
asked why future Libyan inspections were not included in the 
2005 budget while Albanian inspections were budgeted 

the fact that no inspections were envisioned until 2006 in 
Albania. The TS responded that they were soliciting updated 
plans from possessor states and would then revise the budgets 
for inspections accordingly. The TS hopes to do this in 
October. 


9. (U) The Canadian delegation asked why the discount rate 

had been changed from 18.5% to 10%. The TS responded that in 
light of 2004 inspection activities a 10% discount would be a 

more accurate reflection of the predicted level of 

inspections. Inspections in 2004 are expected to be 10.76% 
lower than the level proposed by possessor states 

the 18.5% used for planning purposes in 2004. 


10. (U) Director of Verification 

presentation on budgeting for Article IV/V inspections that 
thus far no possessor states have paid their Article IV/V 
assessments. Several delegations (Iran 

expressed concern that the failure of SP\'s to pay their 
Article IV/V 

impact on overall OPCW activities including inspections. 
Reeps said that should it become necessary to scale back 
activities because of non-payment 

would first limit inspections of storage facilities 

curtail ICA activities 

number of Article VI inspections. 


11. (U) Herb Schulz 
he was confident that certain SP\'s (read: U.S.) would make 
their payments within two weeks but that with each passing 
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day he too was becoming increasingly concerned. Schulz added 
that using the Working Capital Fund to cover any shortages 
was not a viable option as the current financial regulations 
mandate that any expenditures made from the fund must be 
re-paid to the fund within the same calendar year that they 

are expended. Schulz also endorsed the idea of creating a 
\"currency hedge fund\" in which gains from currency 
fluctuations could be placed to cover potential future 

exchange rate losses. The FRG delegation has been informally 
pushing this idea over the last two weeks. 


12. (U) The German del noted that it was pleased that 
inspection activity was projected to increase by 17% in 2005 
but questioned the 4.3% increase in Chapter 1 activities as 
opposed to a greater 5.29% increase in Chapter 2 activities 
especially Administration. The co-facilitator opined that 
perhaps the scope for cost savings was less in Admin than in 
inspections or verification. The South African delegate 
asked how many SSA inspectors there were and whether they 
were being utilized in all possessor states. The TS 
responded that there were currently 10 SSA inspectors and 
that they were serving in all but one (unidentified) 

possessor state. 


13. (U) Additional open budget consultations scheduled for 
September 28 and 29 were cancelled 

topics for discussion to the co-facilitator. The 

facilitator 

frustration that the TS had not yet provided information 
documents on the impact of exchange rate fluctuations as well 
as clarifications on the methodologies used to calculate 

salary increases. 


14. (U) The eighth and final scheduled budget consultation 
before the EC took place on September 30. The 

co-facilitators went to great pains to ensure that 

delegations have had a chance to voice questions and concerns 
regarding the proposed 2005 program and budget. The result 
has been a number of questions to the TS for clarification 

and exchanges that have ensured full transparency for SPs. 
The consultation on September 30 generated clearer statements 
from delegations. While many stated that they still needed 
instructions from capitals 

Germany in particular emphasized that it could not agree to 

the proposed 4.8% increase. Many other delegations 

including Japan 

measures (calculations on inflation 
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increases) that they asserted justified a lower overall 
increase. 


15. (U) The U.S. spoke first and noted that while we still 
have some concerns about certain items in the budget 
notably RBB language 

methodology used to calculate salary increases 

generally supportive of the 4.8% budget increase. Del rep 
noted that many of the issues of concern to delegations could 
be addressed in the budget decision document and that these 
differences should not hold up overall consensus on the 
budget. Del rep also urged the TS to provide delegations 
with several information papers that have been requested. 
Ambassador Javits highlighted the fact that the OPCW is one 
of the few IO\'s in which the U.S. is supporting a budget 
increase. 


16. (U) The UK delegation said that they generally supported 
the U.S. view 

which the TS could realize some savings in non-program areas 
and that an increase slightly lower than 4.8% may be more 
appropriate. Austria supported the UK position. 


17. (U) Germany said it could not support a 4.8% budget 
increase. They noted their satisfaction with the overall 
increase in Chapter | activities 

believed savings still needed to be realized. The three 
particular areas of concern for the Germans included the 
methodology used to calculate the proposed 3.6% salary 
increase for P staff and the 5% increase for G staff. This 
issue must be addressed in the budget decision document and 
changed in 2006. They also urged the TS to implement the 
ABAF recommendation that the same 12-month period 

to the time of the adoption of the budget 

calculating exchange rates. The implementation of this 
recommendation could result in savings in the 2005 budget 
according to the Germans. They supported the conversion of 
the guard force to fixed-term status but opposed any increase 
in the authorized fixed-term ceiling of 507 positions. The 
Germans concluded by observing that there did not appear to 
be significant differences amongst de 

legations and that consensus should be attainable. 


18. (U) Japan supported the FRG and cited the exchange rate 
issue 

increase methodology as particular issues of concern to their 
delegation. 

19. (U) lran supported the overall 4.8% increase but added 
that they believed ICA funding should be further increased. 
The Iranians also said that they would propose some changes 
in the core objectives language. 
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20. (U) Norway said that the key issue was the adequate 
provision of resources for verification activities. They did 
not state their position on the overall 4.8% increase. 


21. (U) China said that while they do have some concerns 
with the budget 
not yet have instructions from Beijing. 


22. (U) Italy supported the German position and said it 

could not support a 4.8% increase. They also expressed some 
reservations about the guard conversion proposal and accused 
the TS of being less than forthcoming with information 
concerning the methodology used to calculate the proposed 
salary increase. The Italians also said that delegations 

needed to look more closely at the number of consultants 
engaged by the TS. 


23. (U) The Dutch supported the UK and German views and 
believe further savings are possible. 


24. (U) Canada generally supported the 4.8% increase but is 
also willing to look at further ideas for savings. 


25. (U) South Korea said it is still awaiting instructions 
but is sympathetic to the concerns expressed by Germany. 


26. (U) Brazil said it is still not convinced that a 4.8% 
increase is necessary and still has concerns about an 
increase in Article VI OCPF inspections. 


27. (U) Denmark noted that it has no formal instructions 
but generally supports the German view. 


28. (U) Deputy DG Hawtin stated that the 4.8% requested 
increase would be required if the TS is to carry out the 
program proposed by the DG. He also said that it was 
important the TS actually receive the cash from SPs. In 
response to requests from several delegations for additional 
information 

delegations request specific information and not just 
generally ask for additional information. The DDG noted that 
the funding budgeted for ICA and verification was adequate to 
carry out the activities programmed. 


29. (U) The DDG said that it would be problematic for the TS 
to convert the 20 security positions from TAC positions to 
fixed-term positions and not increase the authorized 
fixed-term limit from 507 to 527. He noted that when the 
original 507 ceiling was approved in 1997 

envisaged that the security function would be included in the 
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507 ceiling. The DDG agreed with dels that the salary 

increase methodology should be reexamined and noted that the 
DG had already promised to do so. 


30. (U) The U.S. observed that we would have to reach 
consensus on issues such as the number of consultants 

507 ceiling 

issues such as the salary increase methodology and the use of 
specific inflation indexes in the report language in order to 
move the process further along. 


31. (U) Pakistan countered that we could not simply brush 
such issues under the carpet and it was important that all 
issues raised by other delegations be examined. He said the 
TS had not provided adequate information to delegations to 
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convince them of the necessity for the budget increase. 

(Note: This despite the fact that the Pakistanis have not 
attended any budget consultations since July.) 

32. (U) Japan and the FRG agreed with the U.S. that many of 
the concerns raised during the consultations could be 
addressed in the report language 

planning parameters 

calculations and the 507 ceiling 

in the 2005 budget. 


33. (U) The DDG opined that it would be difficult at this 

late date to change the 12 month period used to calculate the 
predicted exchange rate. He also noted that the basket of 
goods that the OPCW uses is different than those used to 
calculate inflation rates in the Netherlands. 


34. (U) At the conclusion of the consultation 

Australian co-facilitator 

it would be necessary to agree on an overall budget increase 
number before the decision language could be formulated. He 
also stated that SPs that have called for changes in the core 
objectives had thus far failed to provide the facilitators 

with proposed language. He urged delegations with proposed 
changes to approach the facilitators as soon as possible. 
Eckersley left open the option of additional meetings next 
week. Del will follow up with the co-facilitators next week 

as well as push the TS to provide additional information we 
had earlier requested. 


35. (U) In connection with results-based budgeting 

have been none of the \"drafting sessions on core precepts 
performance indicators 

language which emphasizes that the current wording of these 
items is not etched in stone 
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(although we anticipate some further discussion of these RBB 
components). 


36. (U) Javits sends. 


(SNP) ARRESTED FIVE SUSPECTED ETA MEMBERS IN VIZCAYA 
AND LEON 

THE ORGANIZATION LOGISTICS NETWORK. THE RAIDS WERE 
CONDUCTED AS A RESULT OF THE INVESTIGATION OF THE 
DOCUMENTS SEIZED DURING THE ARREST OF IBON FERNANDEZ L 
IRADI 

2002. ACCORDING TO POLICE 

OF THE ORGANIZATIONS INFRASTRUCTURE THAT ASSISTED ETA 
MEMBERS TO FLEE AND RE-ENTER SPAIN. DURING THE RAIDS 
POLICE SEIZED DOCUMENTS 

BOOKS 

ANALYZED. 


3. NAME: GOTI ARANGUREN 
- (GENDER: MALE 

- DPOB: FEB. 15 

- CLASS: NEGATIVE 

4. NAME: ALVAREZ PEREZ 
- (GENDER: MALE 

- DPOB: SEP. 15 

- CLASS: NEGATIVE 

5. NAME: IBARRA URQUIJO 
- (GENDER: FEMALE 

- DPOB: JUL. 7 

- CLASS: NEGATIVE 

6. NAME: ELEJEAGA ANGULO 
- GENDER: MALE 

- DPOB: JUL. 2 

- CLASS: NEGATIVE 

7. NAME: GANUZA MURGUIONDO 


- GENDER: MALE 
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- DPOB: OCT. 18 

- CLASS: NEGATIVE 

- GANUZA WAS PREVIOUSLY ARRESTED IN 1991 AND 1994 
FOR COLLABORATION WITH A TERRORIST ORGANIZATION. 


8. PRESS REPORTS OF OCT. 3 

FIRST COURT PROCEEDINGS 

THE UNCONDITIONAL IMPRISONMENT FOR ALL EXCEPT JOSE 
MANUEL GOTI ARANGUREN 


ARGYROS 
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littleW behind 

contributing to past delays to bring construction broadly on 
schedule. According to GOT officials 

pipeline company and responsible for construction in Turkey) 
took more direct control over three subcontractor segments in 
Turkey and now only about 120 miles of Turkey\'s 620 miles of 
pipeline remain to be welded. GOT and BTC officials note 
that some questions linger about timely completion of pumping 
station A in Turkey 

of power 

planning to assure that this will not delay oil flow. 

Officials project substantial completion by the beginning of 
2005 

pipeline. BTC Officials note that filling could be expedited 

by filling from both ends (assuming oil flow from the 
infrequently functioning Iraq oil pipeline to Ceyhan). 


3. (SBU) GOT and BTC officials note the need for all 
interested parties to remain vigilant for continued and 

timely construction in Georgia 

occurred in July and related discussions on pipeline security 
in the environmentally sensitive Borjomi region continue. 
Officials report no significant construction problems in 
Azerbaijan. BTC celebrations are targetted for around May in 
Baku and sometime thereafter in Ceyhan. 


Movement on Bosphorus By-passes - Concerns about Trans-Thrace 


4. (SBU) GOT officials proudly point at BTC as achievement 
of the first \"Bosphorus Bypass" 

not displace any oil currently transitting the Bosphorus. 

With BTC near completion 

commitment to facilitating the (next) Bosphorus Bypass(es). 
GOT officials say they fully share USG principles that 
realization of a bypass project be transparently based on 
commercial feasibility and chosen by the market. They agree 
with the principle of timely provision of conditional 
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licenses to facilitate companies securing through-put and 
financing. However 

reach internal agreement on route and environment issues in 
respect to 4-5 applications for 2 routes solely within 

Turkey 

Ministers. There are two Trans-Thrace routes: 1) Thrace 
Development Company (American Howard Lowe advocacy request; 
Kazakh interests) applied June 2003 and 2) Anadolu 
Construction/ Okan Tapan/ Transneft \"copycat\" route applied 
June 2004. There is one serious Samsun-Ceyhan route 
sponsored by Turkish Calik Energy with some participation by 
American Universal Ensco. Reftels A-C provide background on 
these projects. 


5. (SBU) In response to the Thrace advocacy request 
continuously emphasized that Thrace deserves a timely answer 
to its thorough and long-standing application. GOT officials 
have expressed strong concerns about environmental issues 
raised by the Trans-Thrace projects 

Samsun-Ceyhan as less environmentally problematic and able to 
use existing deep-water port structure at Ceyhan. In Embassy 
OfficersY most recent meetings 

favor of expanding capacity at BTC as a preferable option 
(although this may not work as a near-term solution). BP 
officials have estimated that the one million b/d capacity 

could be increased to 1.2 million b/d with use of drag 

reducing agent; 1.4 million b/d with larger pumps; and 2.0 
million b/d with investment in three additional pumping 

stations. Per septel USG has encouraged GOT to reinforce our 
message to Kazakhstan and Azerbaijan to move forward on 
realizing the Aktau spur from Kazakhstan to provide 
incremental oil. 


6. (SBU) Per Ref A Embassy officals at multiple levels 
including the Ambassador 

the proposed \"Voluntary Principles\" on Bosphorus Bypass. 
Although expressing admiration for the creative 

public/private partnership concept of getting multiple 

players together to engage the dilemma 

the commercially proscriptive approach and the (to date) lack 
of engagement of the Russians. ChevronTexaco and others have 
stressed the need for a separate and parallel approach to 
emphasis on best practices on maritime safety. The MFA 
author of the \"Voluntary Principles\" 

posted as Ambassador to Turkmenistan 

and when the next step will be. The GOT sought to engage the 
Russians 

told Embassy Officials that the company is supportive of the 
Voluntary Principles (noting that BP is potentially 

temporarily exacerbating the problem with TNK-BP involvement 
in Odessa-Brody reversal schemes and serious oil/gas 
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exploration in the Black Sea). Embassy understands that some 
companies met recently in London with ChevronTexaco to 
evaluate Bosphorus Bypass proposals 

of movement and commercial attention to the issue. To date 
none of the Turkey proposals has direct involvement or 
commitment from a serious oil shipper. The Samsun-Ceyhan 
proposal (like all of them) claim to have serious interest 

from a number of shippers. 


7. (SBU) Istanbul Ref D reports on a BP\'s mariner advisor\'s 
tanker voyage in January 2004 

costs and risks of delays in the Turkish Straits due to bad 
weather. While noting that in good weather the Bosphorus and 
Dardanelles passage is not that difficult 

passage 

optimize passage and increase safety. He spoke highly of the 
new Vessel Transit System (VTS) and the captains that board 
the big tankers for strait passage. He perceived that the 
concentrated anchorage practice for waiting ships 

(particularly in bad weather; his was among 70 waiting 

tankers at each end of the Dardanelles) posed a much greatest 
risk (safety and security) than individual tanker transit 

through the Bosphorus and Dardanelles. The mariner estimated 
that companies faced a cost of 300-700 million usd from last 
winter\'s delays 

platform. 


The Coming Great Game is Natural Gas - But not from Iran 


8. (SBU) Turkey officials express strong commitment to 
realizing the next big step in Turkey\'s role as hub in the 
East-West Energy Corridor: natural gas. GOT officials have 
regularly expressed priority commitment to facilitating 

transit of gas from the Caspian. Construction on the South 
Caucasus (Baku-Tbilisi-Erzurum) gas pipline to parallel the 
BTC pipeline from Shah Deniz will begin next year for 2006/07 
delivery (Turkey is to construct the Turkish portion). In 

the short to medium term 

of natural gas from take-or-pay contracts from Russia and 
Iran and LNG from Algeria and Nigeria (up to 15 billion USD 
over 2005-2015 per the GOT 

forecasts have been scaled back). Turkey\'s biggest supplier 
is Russia (older lines via Bulgaria and controversial newer 
Blue Stream) which currently supplies 60 percent of Turkey\'s 
gas. Turkey has addressed its surfeit of natural gas by: 1) 
renegotiating its Blue Stream contract with Russia; 2) 
attempting 

renegotiated deal with Iran; 3) BOTAS scrambling to expand 
the domestic network and storage capacity 

privatization tenders 
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4) gaining an export agreement with Greece 

with longer-term hopes to supply significant gas to Europe 
(Nabucco-Austria one possibility). While managing its short 
and medium term exposure to a excess supply of gas 
longer term Turkey has to jockey for additional gas from the 
Caspian and Central Asia (Shah Deniz 2 

etc.). 


9. (SBU) In response to the USG\'s repeated message to resist 
Iran 

Caspian 

from Europe and huge supply from Iran (and direct negotiation 
between the two). GOT officials have described Iran as a 
hard bargainer 

take-or-pay contract terms 

long-term contract to transit gas to Europe. These 
discussions failed at the time of PM Erdogan\'s trip to 

Teheran in early August. Most recently 

parliament passed a law which could prevent two Turkish 
investments in Iran and President Khatami cancelled a visit 

to Turkey. Turkcell had reportedly gained a private mobile 
phone license and a Turkish/Austrian consortium 

gained rights to operate Teheran airport; however 

hardliners 

deals on hold (ref e). GOT officials have asked for USG help 
on securing incremental gas from alternative sources like 
Azerbaijan 

demand. 


10. (SBU) Turkey energy sector liberalization has faced 
delays. BOTAS liberalization of purchase contracts faces 
internal opposition and has been delayed. According to BOTAS 
officials Russian and other contract providers will not agree 

to transfer of contracts (looking to GOT as sovereign 
guarantor and issues of confidentiality of contract terms). 
While some progress on privatization of the domenstic natural 
gas network is underway and could facilitate growth and 
satisfaction of domestic demand; there may be a perception on 
the part of the GOT that BOTAS amd TPAO (the Turkish oil 
company) should remain in state hands and strong to be able 
to compete internationally with Russian and other foreign 
players. On the other hand 

state refinery company TUPRAS 

offer from a consortium led by Tatneft 

legal system. Russian firm Gazprom has reportedly shown 
interest in investing in Turkey\'s domestic distribution 

networks. Turkey\'s challenge will be to make progress on 
liberalization 

tendencies in Russia. 


11. (SBU) Comment: Embassy will continue to closely engage 


Column 3 

with the GOT on realization of the mutually endorsed dream of 
Turkey as East-West Energy Corridor Hub. In order to 
emphasize East-West 

Russia 

opportunities in Turkmenistan 

will be necessary in promoting transit of oil and gas. In 

the short-term 

interested parties will be necessary to resolve the problem 
of growing congestion in the Bosphorus Straits. In the 
meantime 

encourage maximizing safe passage; unfortunately 

not have sufficient incentives now to do this. While the BTC 
is happily near completion 

to assure timely oil flow. It ain\'t over until it\'s over. 

End Comment. 

EDELMAN 
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PDAS Record expressed U.S. appreciation for the Netherlands\' 
efforts in the Global War on Terrorism including Dutch 
deployments in Iraq and Afghanistan. He advised Jochems of 
his recent meeting with NPT RevCon Chair Duarte 

focused on U.S. Article VI commitments. He also said that 
the U.S. and the Russians were working to develop joint 
language for the UN First Committee in addition to the 
improvement initiative. Concerning Non-strategic nuclear 
weapons (NSNW) 

paper (which the Dutch had agreed to) and underlined that 
this did not seem to have been fully vetted with all NATO 
members. 


3. (C) PDAS Record noted U.S. concerns about the possible 
lifting of the EU\'s China arms embargo. He said that the 

U.S. had a great deal of difficulty seeing how proposed 
improvements to the EU\'s Code of Conduct on arms transfers 
would satisfy our concerns. Jochems observed that the EU 
Presidency was in a sense a \"poison gift 

was less in a position to present its own national views 

while holding the chair. Jochems said that the Dutch 
understand U.S. regional security concerns in Asia 

repeated familiar Dutch arguments that a strengthened EU Code 
of Conduct on arms transfers would capture more items than 
the current code. He noted the December EU-China Summit in 
The Hague and said the Chinese would not be pleased if the 
embargo was not lifted. 


4. (C) Concerning a possible lift of the EU arms embargo 
against Libya 

China arms embargo in that if the so-called \"toolbox 
mechanism for post-embargo countries could be developed for 
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the Libya case 

asking the Libyans to accept the toolbox retroactively if it 
could not be agreed prior to a lift. He said the remaining 
obstacles to a lift of the Libya embargo were the Bulgarian 
medics situation and the toolbox. 


5. (C) On Missile Defense 

would be in Moscow shortly to discuss where the issue of 
ground-based interceptors in European countries. Jochems 
said the Dutch MFA shares the lead for the GONL on this issue 
with MOD. MFA is very interested in missile defense 

concepts 

shortfalls. Jochems thought the Dutch were not doing so 

badly on missile defense in that they were procuring PAC3 
missiles for their Patriot launchers. 


6. (C) Jochems said that one success of the Dutch EU 
Presidency had been their insistence on a nonproliferation 
clauses in EU trade and association agreements. He said that 
the Netherlands 

issue 

ratification. Nevertheless 

might have implications for the EU\'s relationship with 

Israel. On the Iranian nuclear issue 

the EUS effort had been stagnated but nevertheless an 
agreement had been arrived at concerning the November IAEA 
BOG Meeting. The GONL was committed as EU President to \"keep 
the EU together\" as well as \"keep the U.S. and the EU 
together" on this issue. Procedurally 

unhappy at the way the EU3 had handles the issue (i.e. 

cutting out other members). Jochems noted MFA Secretary 
General Frank Majoor\'s recent meeting with NP/PDAS Burk in 
which he had asked about our envisioned scenario following a 
UNSC referral. Jochems said he personally supported 

referral 

the IAEA process. 


7. (C) PDAS Record raised the U.S. proposal for a landmine 
export ban and noted that this 

Material Cut-off Treaty (FMCT) proposal 

reconsidered in Geneva by the CD in January 2005. He 
stressed that the U.S. was not trying to undermine the Ottawa 
Convention. Jochems said the Dutch were grateful for the 
U.S. FMCT initiative as it had given the CD a \"new lease on 
life 

accredited Ambassadors. The Netherlands wants to develop an 
EU view on FMCT that \"does not lose sight of the Atlantic 
relationship.\" He did note the difference in views over the 
question of verification 

difficult to avoid verification given that its role in the 

NPT. The Dutch appreciate the U.S. landmines proposal 
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the GONL believes this would be better addressed by Ottawa 
and the CCW. PDAS Record said the U.S. continues to give 
priority to those institutions but said the real problem is 

the continued proliferation of landmines 

produced where they are used 

the heart of this issue. He said there was no prospect the 

U.S. would sign the Ottawa convention. Concerning the FMCT 
PDAS Record said the need was for effective verification. 


8. (U) PDAS Record has cleared this message. 
SOBEL 
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Partnerships to Raise Agricultural Productivity Through 
Capacity Building 

and Agriculture Organization\'s (FAO) Committee on World Food 
Security (CFS). The panel was chaired by Ambassador Hall and 
included the Canadian Ambassador 

General 

USAID Assistant Administrator Emmy Simmons. Before a 
standing-room-only crowd of about 100 

emphasized the need to build capacity through educational 

and research opportunities in Africa. End Summary. 


2. The US Mission-organized side event to this year\'s CFS 
was designed to be a springboard for other G8 follow-up 
meetings in Africa. With that in mind 

to discuss the G8 African commitments in broad terms. 
Rather 

within the area of agricultural productivity so that a 
meaningful dialogue would flourish. We wanted audience 
members to have a better understanding 

of G8 cooperation with the New Partnership for Africa\'s 
Development (NEPAD) and hear G8 initiatives with \"take-home\" 
value for African colleagues and donor country perm reps. 
The best way to accomplish this was to focus the theme on 
the need to build capacity in the areas of research and 
education. 


3. Audience members consisted of Rome-based delegates from 
most African countries 

(mostly agriculture and foreign affairs ministries) 

based permanent representatives from OECD countries 
representatives from related agencies including the World 

Food Program 

organizations. 


4. U.S. Mission Ambassador Tony P. Hall opened the 
discussion by giving a brief background on the development 
of the G8 action plan for Africa and the use of the 
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continent\'s own organizations 
priorities. 


5. Canadian Ambassador Robert Fowler 

representative for Africa 

predicate for the capacity building effort in Africa 

including relevant initiatives and historical dialogue 
through NEPAD. He lamented the fact that the G8 had 
substantially disinvested in relevant agricultural research 
over the past decade. He indicated that Canada was 
responding positively to both near-term needs (e.g. 

has now put CAN$6.5 million towards the locust crisis) and 
long-term strategies (Canada has doubled its contribution to 
the WFP.) 


6. Richard Mkandawire 

discussed the need to harness the human capital in Africa to 
make forward strides. According to Mkandawire 

assistance alone is insufficient if the goal is to build 
sustainable programs. Capacity building efforts should thus 
be focused on building the human capital resource base. 


7. Wilberforce Kisamba-Mugerwa 

based International Service for Agricultural Research 
(ISNAR) 

Institute (IFPRI) 

insufficiently invested in research. The former Ugandan 
Minister of Agriculture pointed out that industrialized 
nations spend on average 2.6 percent of their GDP on 
research 

of GDP on average. Thus he urged audience members to work 
to deepen political support for agricultural science 
strengthen science education at primary and secondary 
schools 

and future scientists in Africa. 


8. USAID Assistant Administrator Emmy Simmons focused 
mainly on practical barriers to successful capacity 

building. She pointed out that in the early 1990\'s some 

9 

programs 

Apparently 

Part of this is attributable to disinvestments in these 

kinds of programs. But the programs are also hampered by 
other practical factors. Specifically 


difficult to get scientists 

stay in their home countries. The pay is poor 
equipment is outdated 

both teaching and research difficult propositions. 
Infrastructural support needs to be enhanced in Africa if 
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these kinds of programs are to be part of the solution. 
Disincentives need to be eliminated and 

and technical transfer need to be made more rewarding. 


9. To illustrate the importance that well-trained African 
scientists can make 

would be given this year\'s prestigious World Food Prize his 
path-breaking work on the development of the New Rice for 
Africa (NERICA) while he was at the West African Rice 
Development Authority (WARDA) 

centers supported by the Consultative Group on International 
Agricultural Research (CGIAR). She also mentioned USAID\'s 
new Borlaug Fellowship program (in honor of Norman Borlaug 
father of the Green Revolution) being undertaken jointly 

with USDA and the State Department. USAID-funded 
fellowships will be aimed at increasing developing world 
agricultural scientists by enabling them to work at CGIAR- 
supported centers following degree training in the United 
States. She invited other G-8 donors in the audience to 

join with the U.S. in reinvigorating efforts to build 

science capacity in Africa. 


10. John Monyo 

Sustainable Development 

principles for building capacity. Among them were to build 
upon existing systems rather than replace them 

diversity to respond to different needs 

the capacity of institutions as well as people. He 
mentioned the particular success story of Eritrea 

has been working with partnership organizations since 1996 
to improve the quality of research and technology transfer 
services to enhance productivity and food security. So far 
the program has trained over 100 professionals. 


COMMENT 


11. The side event was important on several levels. (1) 

The audience was one not typically exposed to the work of 

the G8 as it relates to Africa. (2) The G8 representatives 
underlined its partnerships with some of the African 
organizations that are helping to shape policy ona 
continent-wide level. (3) Panelists provoked thoughtful and 
probing questions from audience members who seemed intensely 
engaged in the topic at hand. (4) The U.S. Mission 
demonstrated a commitment to having a working dialogue and 
debate on issues critical to developing nations worldwide. 

(5) The event strengthened the U.S. Mission\'s facilitative 

role in connecting Africa-based representatives involved in 
capacity building with U.S. and international counterparts. 


CLEVERLEY 
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SIPDIS 


2. (SBU) On September 28 

method to divide seats on provincial and municipal and rural 
councils among political parties based on the number of votes 
won by party. By doing so 

electoral law since the previous 

boosted representation by smaller parties 

struck down as unconstitutional. The accord was supported by 
the three largest parties (PSC 

the TSE president (of the PRIAN). Small party leaders 
(including President Gutierrez) have criticized the right of 

the TSE to \"legislate\" electoral law 

enough votes in Congress to pass a new law. Cesar Montufar 
coordinator of the electoral watchdog NGO \"Citizens 
Participation 

the TSE move and urged Congress to act to correct it. 


OAS Observation Mission Confirmed 


3. (SBU) The OAS has confirmed it is sending an Election 
Observation Mission led by Edgardo Reis and composed of 5 
core staff who arrive in Quito on October 5. This group will 
be supplemented by 15 additional observers who will arrive 
shortly before the election. 


Embassy Observation Plans 


4. (SBU) The Embassy will offer volunteers to supplement the 
OAS Election Observation Mission. The tentative plan is to 
deploy 5-10 teams of two U.S. mission observers to 
Quito/Pichincha 

Cuenca/Azuay and possibly Tena/Napo and/or Otavalo/Imbabura 
province. Details remain to be worked out this week with OAS 
EOM chief Reis. 


Electoral Dry Runs Go Smoothly 


5. (U) On October 2 
a successful simulation of election procedures with 
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assistance from the OAS electoral unit. On the same day 
Citizens Participation (PC) carried out its own electoral 
observation simulation throughout the country. A total of 

2 

activities and 120 young volunteers registered the data at 
PC\'s call centers in the capital. Data was then processed by 
PCVs divisions of Analysis 

Communications in order to test the entire set of operations 
planned for its observation and quick count on election day. 
Minor technical and communications problems were detected 
and will be adjusted before October 17th. 


TSE Improves Observation Rules 


SIPDIS 


6. (U) On October 4 the TSE issued the final version of the 
regulation for Electoral Observation 

cumbersome requirements in earlier drafts. The modification 
was praised by Citizen Participation 

3 


Campaign Spending Excesses 


7. (U) According to Citizens\' Participation 

have already exceeded artificially low campaign spending 
limits in the races for mayor of Guayaquil and Quito 
prefect of Pichincha 
Paz (Quito in Action) 

PC also reported major increases in municipal spending on 
publicity during the electoral campaign in Quito and 
Guayaquil 
publicize public works. 

Invitation to Federal Elections Commission 


8. (SBU) The TSE has provided the Embassy with a copy of a 
letter sent September 21 inviting Bradley A. Smith 

of the Federal Election Commission 

local and provincial elections October 17 (copy of letter 
faxed to WHA/AN D). 

Quito Gun Threat 

9. (U) On September 28 

mayor of Quito 

his life had been threatened by a guard at municipal 
trolley-bus station. The incident reportedly occurred while 
Paz and his campaign workers were attempting to distribute 
campaign material. The guard 
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into custody by police 

during the confrontation. Trolley officials claimed the 
guard was reacting to physical threats from the campaign 
workers after attempting to enforce the ban on campaign 
activity on public property. 

KENNEY 
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Western Sahara issue and is urging France to budge from its 
firm support for Morocco\'s position in the conflict. Spain 
believes the UNSC must amend the Baker plan to allow for 
further negotiation since \"Morocco simply refuses to accept 
the Baker plan." The MFA\'s desk officer for North Africa 

told poloff separately that although Spain wants SGSR de Soto 
to jump start negotiations 

international community will ignore the issue because de Soto 
does not have James Baker\'s star power. The Zapatero 
government is convinced any final resolution must recognize 
Moroccan sovereignty but also autonomy for the Sahrawis. End 
summary. 


2. (C) Alvaro Iranzo 

Mediterranean 

poloff that the Western Sahara matter was off course and the 
Zapatero government was trying to take corrective action. 
\"Any solution to the problem must be agreed 

commented Iranzo. In order the prod the parties to move 
beyond the current impasse 

need to pass a resolution that renews MINURSO and gives SGSR 
de Soto a mandate to negotiate changes to the Baker Plan. In 
terms of a solution 

some kind of autonomy for the Sahrawis 

the Moroccan flag must fly over the territory.\" Separately 

the MFAVs North Africa desk officer told poloff that even 
though Spain would like de Soto to spur further negotiations 
Spain is worried that without former Secretary Baker\'s star 
power 

and the dispute will simmer indefinitely. 


3. (C) After first denying Spain had shifted its 
long-standing support for the Polisario 
admitted Spain had modified its position \"slightly\" in the 
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hopes that France would do the same. The first order of 
business is to achieve some degree of \"rapprochement\" between 
Algeria and Morocco 

does as Spain has done -- move somewhat toward neutrality. 
France has always backed Morocco fully but \"Paris needs to be 
more flexible.8 Iranzo did not predict how likely France 

was to budge from its support for Morocco but assured us the 
Zapatero government was working hard to make this happen. 
\"Spain has adopted a more pragmatic approach that does not 
antagonize any of the principal parties to the dispute. We 

are hoping France does the same 

MFA\'s North Africa desk officer commented separately to 

poloff that the long-running dispute in Western Sahara is the 
major obstacle to good Algerian-Moroccan relations and is 
therefore a matter of abiding interest to the both France and 
Spain. Iranzo said that once France has revised its 

position 

support in resolving the conflict. 


4. (C) Inthe end 

challenge facing Spain 

The Polisario insists the Baker Plan be implemented but 
Morocco refuses to do so. \"You can bring the horse to the 
water 

that right now neither horse wants to drink and ultimately 
they must do so voluntarily.\" 


5. (C) Iranzo\'s remarks are consistent with FM Moratinos\' 
statements several days before to the Spanish Senate that the 
Baker Plan was a dead end because Morocco would not accept 
it. But Iranzo was more forthcoming than Moratinos has been 
on Spain\'s new \"realpolitik\" approach to the conflict -- 
Moratinos has not yet admitted Spain has altered its support 

for the Polisario. Spain\'s new 

toward Moroccan interests makes sense only if Madrid succeeds 
in getting Paris to be equally pragmatic about Algeria\'s and 

the Polisario\'s interests. Despite the Zapatero government\'s 
well-known reorientation of Spain\'s foreign policy toward 
France 

influence over its northern neighbor on an issue of 

significance 

ARGYROS 
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group. Cassadore and Otilia Kaufman from the Crime 
Prevention Unit of the MIJ noted that the draft Law Against 
Organized Crime makes trafficking in persons punishable by 
8-10 years in prison 

if the victim is a child or if trafficking was done for 

sexual exploitation. However 

National Assembly since 2001. Cassadore asserted that the 
MFA twice in 2004 requested action on the proposed law 
could do no more. Lopez 

that the lack of legislation would not prevent the 

MinistriesV implementation of the current action plans. 


5. (C) As in meeting with human rights officer September 21 
(reftel) 

removed from Tier 3 early. She asked that the Embassy send 
an amended report that \"accurately\" reflects GOV\'s efforts to 
combat human trafficking. Poloff told Cassadore that it 

would be prudent to review the information regarding GOV 
efforts before discussing next steps. 


6. (C) Commissioner Matos pointed out that indirectly 
existing laws against kidnapping or child protection laws 

the CICPC can obtain warrants to arrest perpetrators and 
cooperate with international law enforcement to secure the 
safe return of victims. Matos said CICPC is working on two 
international human trafficking cases involving 7 women. 
Mexican law-enforcement officials cooperated with CICPC to 
return two trafficked women to their families 

still working to apprehend the perpetrator in Venezuela. 
According to Matos 

but despite cooperation with Spanish law-enforcement 

has been unable to secure their return and apprehend those 
responsible. 


7. (C) MFA and MIJ have put effort into developing a 
coordinated action plan to combat human trafficking. While 
concrete plans appear to have been developed 

has been only training for working group representatives. 
Efforts to go beyond awareness and prevention plans will 
continue to be hampered as long as there is a lack of 
anti-trafficking legislation. The recent coordination 
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between the MFA and the Interior (police) Ministry is 
positive 

never admit it 

take some concrete steps. 


Brownfield 
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in Colombia exclusively for the contraband market in 
Venezuela. Universal has been so successful that it now 
accounts for 8 percent of Venezuelan domestic cigarette sales 
and counterfeit versions of Universal itself are now on the 
market. The Venezuelan tobacco companies report that despite 
the volume of illicit cigarette trade between Colombia and 
Venezuela 

steps toward interdiction. END SUMMARY 


2. (SBU) Economic and Commercial Counselors met on October 1 
with Daniel Montealegre 

Pedro Sosa 

subsidiary of Philip Morris; Gerardo Anselmi 

Institutional Relations for Bigott 

British-American Tobacco 

Director of the Colombian-Venezuelan Chamber of Commerce. 
The tobacco companies requested the meeting in order to 
discuss what they see as an increasing threat to legitimate 
tobacco companies in Venezuela from contraband products. 
According to the industry 

cigarette market is made up of contraband product. The 
remainder of the market is dominated by Bigott (representing 
the Belmont 

percent market share and Tabacalera Nacional (Marlboro) with 
14% 


3. (SBU) The companies 

\"Universal\" brand of cigarettes. This brand 

is produced by Protabaco 

companies. There is no legitimate market for Universal 
cigarettes in Venezuela 

Venezuela is not owned by Protabaco. According to the 
industry 
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Venezuelan market are supposedly exported to the free trade 
zone in Curacao and are either imported into Venezuela from 
there or never go to Curacao and are smuggled across the 
Colombian-Venezuelan frontier. Bigott and Tabacalera 
Nacional claim that there is clear evidence that the 

Universal product is intended for the Venezuelan market in 
the fact that the Venezuelan health warning is printed on the 
packages and the cigarettes are 50mm in length 

peculiarity of only the Venezuelan and Japanese markets. As 
a point of reference 

approximately 800Bs.(US$.42) versus 2000Bs. (US$1.04) for 
legitimate products 

the fact that no taxes are reflected in the price of 

Universal. 


4. (SBU) The industry representatives stated that contraband 
cigarettes have been a problem in Venezuela for some time and 
the quantity of contraband on the market has increased over 

the last seven years. At the apex in 1999 

cigarettes represented 25 percent of domestic sales 

subsequent exchange controls served to undermine smugglers as 
their ability to obtain the necessary hard currency for 

imports was significantly diminished. However 

an upswing in contraband as foreign exchange has become more 
freely available. 


5. (SBU) Queried as to the status of enforcement efforts 


industry representatives said that Colombian authorities have 
thus far been uncooperative with the requests for assistance 
from the Venezuelan tobacco sector 

the fact that Protabaco holds a 40% market share in Colombia. 
Similarly 

not appear to be particularly interested in pursuing 

interdiction despite the fact that 53% of the price of 

legitimate cigarettes is tax revenue. 


6. (SBU) Cross-border smuggling is nothing new 

That a major Colombian company would consider itself free to 
create an entire contraband brand is a new wrinkle and would 
indicate that Venezuela 
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indifference 

little effort to stop the illegal trade from going forward. 

Earlier in the Chavez administration 

priority to stopping illegal imports from competing with 
national industry. (The main area of focus was the garment 
industry 

labeling requirements). However 

faded 

of the burgeoning sector of informal vendors 

principal distribution channel for smuggled goods (including 
Universal cigarettes). When the Venezuelan consumer goes 
down to the street market to pick up a pirated music or 
computer CD 

up some untaxed Colombian smokes and is likely to be able to 
do so for the foreseeable future. 

Brownfield 
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End summary. 


2. (U) Prime Minister Perry Christie addressed the Miami 

Herald\'s \"Conference of the Americas\" on October 1 

delivering remarks on the theme \"Friend or Foe? Can The 
Caribbean and the U.S. Repair Their Damaged Relations?\". 

Foreign Minister Fred Mitchell and Carl Smith 

The Bahamas\' \"National Emergency Management Agency\" (NEMA) 
accompanied the Prime Minister to Miami. 


REASSESS IMPACT OF FREE TRADE ON SMALLER NATIONS 


3. (U) PM Christie 

agenda theme would indicate 

the assertion that U.S.- Caricom relations are \"damaged 
declaring that he preferred instead to characterize the 
situation as leaving room for \"improvement\". He suggested 
that many of the areas of tension existing between the U.S. 
and Caricom nations could be resolved with increased regular 
dialogue. 


YI would be less than candid if | did not say that there is a 

view in some quarters that there is not sufficiently deep 
understanding in the United States of the issues and concerns 
which face our region 

\"Concerns for example about emerging free-trade arrangements 
seem sometimes to fall on deaf ears or are treated 
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dismissively 

poor 

Caribbean 

making a sympathetic speech does not address these issues at 
a fundamental level. If sustainable development and economic 
viability are to remain within the grasp of these smaller and 
more vulnerable states 

re-assessment of the direction in which free trade 
arrangements are headed.\" 


PM CALLS FOR GREATER ROLE IN HAITI? 


4. (U) Christie told his listeners that the main source of 
tension in the region currently stems from the February 29th 
departure of former Haitian President Jean Bertrande 

Aristide 

did not better communicate with Caricom heads of state about 
events surrounding Aristide\'s resignation at the time. 

Christie encouraged the region to come together to help Haiti 
in its time of need. 


\"..It is so important for the United States and the wider 
Caribbean region to jointly promote democracy 

stability and growth in our sister nation of Haiti. The 
destruction that was wrought there by Tropical Storm Jeanne 
is of monumental and tragic proportions. We continue to 
watch 

still struggles to find its way. Make no mistake about it 

all our collective talk about neighborly cooperation and 
democratization will be judged a fraud by history if we do 
not -- and by \"we\" | mean all the countries of the region -- 
pool our resources and bring the full weight of our resolve 
to bear on a permanent solution to the problems of Haiti." 


In response to a question from the press 

issues surrounding official recognition of the 
interim-government of Haiti and Caricom\'s relationship with 
Cuba as being the major differences in regional policy. 


HURRICANE RELIEF EFFORTS 


5. (U) PM Christie told the conference that while The 
Bahamas escaped the worst of the destruction brought by this 
seasonWs series of hurricanes 

reeling. He stated that The Bahamas would need Wall the help 
in the world that we can get" Christie offered to host a 
regional conference on to discuss how the United States and 
the Caribbean region can respond to natural disasters on a 
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regional scale. 


6. (U) Making a plea for further U.S. assistance to the 

region following Hurricanes Frances and Jeanne 

announced that a consensus had been reached at the Caricom 
Heads of State meeting in Trinidad and Tobago in September 
2004 that the scale of disaster relief was beyond the 

resources of the Caribbean. While acknowledging the need for 
U.S. help for Grand Bahama and Abaco 

Grenada and Haiti \"desperately need help from the 
international community and to the most generous extent 
possible." 


COMMENT 


7. (C) The Bahamian Prime Minister envisions himself as a 
regional leader 

address hurricane relief issues and the concern over the 
implications of free trade agreements for the small 
developing nations of the Caribbean. While making a clear 
pitch for the United States to give more humanitarian 
assistance to sister countries 

Minister also referred to the \"symbiotic relationship\" the 
U.S. shares with The Bahamas repeated his oft-cited statistic 
that Weight cents out of every dollar earned in The Bahamas 
is spent in the U.S.\" as a lightly veiled attempt to 
demonstrate that Bahamian contributions to the economy in 
Florida should not go unnoticed while deciding how to 
distribute hurricane relief aid to the region. 


8. (C) Indirectly via confidants and directly 

and DCM had previously urged that Christie not take his 
assigned theme literally but adopt a more positive stance in 
his remarks. He appears to have done so -- either heeding 
the suggestions or simply because he is by nature invariably 
upbeat and optimistic...and a former Tourism Minister in The 
Bahamas intimately familiar from whence the bulk of his 
country's tourist dollars come. Talking about the Prime 
Minister\'s remarks after he had returned from Miami 
Minister Fred Mitchell told DCM that the Prime Minister had 
indeed deviated from his prepared text several times in the 
course of his remarks. 


9. (C) Christie is anxious to play regional statesman and is 
undoubtedly pleased that his address got major coverage in 
the Bahamian and Miami media. Not only is Christie happy 
with his reception in Miami 

Alberto Ibarguen 

back to Miami to meet with the newspapers editorial board -- 


Column 3 

an invitation that promises to generate further positive 
regional publicity for him. Christie brought Carl Smith 
disaster relief coordinator 

During his trip 

contributions from prominent Miami residents. But while he 
was basking on a regional stage with fellow national leaders 
back home in The Bahamas local media featured growing 
criticism of his government\'s handling of the relief and 
reconstruction efforts in the wake of Hurricanes Frances and 
Jeanne. 
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Heraldo on 10/2 

the first of three presidential debates was won by the 
Democratic candidate John F. Kerry 

being a decisive blow against President Bush 

the first debate against Al Gore four years ago.\" 


\"Even though the focus of the debate was the issue of 
national security and foreign policy 

practically concentrated on Iraq. Kerry attacked Bush for 

his “colossal misjudgments\' that diverted him from a real 

war against terrorism to invade a country that had nothing 

to do with 9/11 and didn\'t have weapons of mass destruction. 
On the other hand 

stressing that the world is now a safer place.\" 


\"No matter what the result of the debate was 
communication skills 

advantage against a president who\'s being haunted by the 
reality of his failure in Iraq 

House\'s unilateral focus of imperialistic expansionism won\'t 
change regardless of who wins the November election.\" 


2. Editorial in San Pedro Sula-based liberal daily \"La 
Prensa\" on 10/3 

before the election 

President Bush and Senator Kerry clearly showed that in the 
two key issues of foreign policy 

differences aren\'t significant. They\'re very close in that 
regard 


\"Both candidates presented similar plans to achieve a common 
goal. The Democratic candidate didn\'t dare to propose a 
different position 

the war in lraq.\" 


\"So far 
numbers in the polls. We\'ll have to wait after the 
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forthcoming debates on the U.S. domestic economy and social 
policy to find out about the actual outcome of the Miami 
debate. The end of this contest will be known on November 
2N 
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book diplomacy campaign in Latin America. The media is 
becoming especially critical of under-the-table payments to 
political parties and foreign leaders 

Taiwan\'s diplomatic strategy. There are already rumors 
circulating Taipei that Nicaragua\'s current President 
Enrique Bolanos 

payments from Taiwan previously paid to his predecessor 
Arnoldo Aleman 

laundering and embezzlement. With Beijing apparently now 
willing to use sticks as well as carrots to win over Taiwan\'s 
dwindling diplomatic relationships 

looking increasingly bleak. 

PAAL 
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also have a bilateral official visit. Although border and 
territorial issues -- such as Vietnam\'s concern about the 
recent China-Philippines South China Sea agreement -- will 
be discussion topics 

trade and economic matters. Deliverables may include 
economic and trade agreements to increase investment and 
some tariff and quota changes designed to boost trade 
volume. The Vietnamese will ask China for a deadline for 
concluding WTO talks 

setting a deadline would be premature. The subject of a Hu 
Jintao visit to Vietnam will reportedly not be on the 

\"official agenda.\" We believe Vietnam\'s strong trade and 
investment ties and other unofficial relations with Taiwan - 

- which are in striking contrast with Vietnam\'s relatively 
modest economic interaction with China -- are at least 
partly driving the economic aspects of the visit. End 
Summary and Comment. 


GVN PLANS FOR WEN\'S VISIT 


2. (U) PM Wen\'s Hanoi trip will mark the second bilateral 
head of government meeting this year 

PM Phan Van Khai\'s visit to China in May. GVN sources said 
the focus of Wen\'s talks will largely be on economic issues 
with the two sides expected to sign ten agreements and 
memoranda of understanding in areas such as technical 
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economic cooperation 

line improvement and animal quarantine procedures. China 
and Vietnam are also expected to form a mechanism for 
regular meetings between Ministry of Trade and Ministry of 
Planning and Investment officials from both sides. In 
addition 

cross-border \"economic corridors\" to facilitate trade and 
investment: Kunming-Lao Cai-Hanoi-Haiphong and Nanning-Son 
La-Hanoi-Haiphong. Wen will also participate in the 
groundbreaking ceremony for the China Cultural Palace in 
southern Hanoi. 


3. (U) Dr. Do Tien Sam 

Institute for Chinese Studies 

largely economic focus of Wen\'s visit reflected concern in 
both countries that the development of bilateral political 
relations had outpaced that of economic relations. 
Specifically 

volume was on the rise 

China. Furthermore 

foreign investors in Vietnam 

was small-scale 

limited job creation ability 

Vietnam\'s WTO accession 

and Deputy Director General of the MFA-affiliated Institute 
for International Affairs 

seek from China a \"WTO-related commitment" on the occasion 
of Wen\'s visit. 


SPRATLY PROBLEMS 


4. (SBU) Phong also said that bilateral political and 
territorial issues would be important agenda topics. For 
example 

Philippines for \"joint exploitation\" of a contested area of 
the Spratlys was an issue of \"serious concern.\" Although 
China and Vietnam had agreed recently to consult regarding 
decisions and actions that could affect one another in the 
South China Sea 

agreement with the Philippines 

the China Institute\'s Dr. Sam 

that China would try to reach similar agreements with 
Indonesia 

the Spratlys 

Vietnam in awkward position. For its part 

in ASEAN solidarity and was loathe to criticize its ASEAN 
partners 

was troublesome 


5. (U) According to Sam 
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agenda is the demarcation of the Vietnam-China land border. 
Although the two sides had a border agreement 

demarcation process was moving ahead slowly because of 
\"Chinese complications.\" Among these were Chinese farmers 
crossing over the border to cultivate land and Chinese 

citizens exhuming and moving the graves of Vietnamese on the 
\"wrong\" side of the frontier. At this point 

that this problem could be worked out by local authorities 

and that it would not affect the larger bilateral 

relationship. Responding to Pol/C\'s question 

the subject of a possible Hu Jintao visit to Vietnam was not 

on the Vofficial agenda\" for Wen\'s visit. However 

Hu has assumed all three senior PRC leadership positions 

will \"surely\" visit in the near future 


PRC OFFICIAL DOWNPLAYS VISIT\'S IMPORTANCE 


6. (SBU) According to Li Jingfeng 

Embassy in Hanoi 

told Poloff September 28 that the official focus of the 

visit would be economic relations and cooperation between 
the Vietnamese and Chinese Communist Parties. Li said that 
the two countries had set a goal to reach USD 10 billion in 
bilateral trade by 2010. To advance that goal 

would announce new trade privileges. China would \"raise the 
quota and lower the tariff\" on Vietnamese rice imports 

well as \"some other commodities 

tariffs on some Chinese manufactured goods.\" Li said he 
thought that 

the natural trade volume between China and Vietnam would 
exceed USD 10 billion \"within a short time.\" As a result 

the two governments were in a position to follow through on 
what were usually rhetorical calls for increased economic 
links. 


7. (U) Li said China was aware that the GVN wanted to 
extract a commitment to conclude bilateral WTO accession 
talks by a certain date. \"We know they want this 

\"but we are not ready to provide it.\" 


8. (SBU) In addition to the trade and commercial aspects of 
the visit 

demarcation issue. The agreement had been signed 

but the actual placement of the markers was going extremely 
slowly \"due to local disputes of only a few meters.\" He 
added that implementation of the fishing agreement the two 
sides had signed covering demarcation of the boundary in the 
Tonkin Gulf (ref A) was uncontroversial and so far 
\"productive.\" Cooperation in other areas of maritime 
security -- such as combating piracy or interdicting illegal 
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migrants or weapons shipments -- is possible in theory but 
has not been addressed in detail bilaterally 

Both sides have formally committed to supporting such 
cooperation 

that agreement would remain rhetorical. 


9. (SBU) Comment: As many as 35 heads of state and 
government will attend the ASEM 5 summit this week in Hanoi 
including heads of state or government from every ASEAN+3 
country except Burma. In addition to China 

Germany 

or after ASEM. For China and Vietnam 

deliverables on Wen\'s agenda -- adjusting a number of quotas 
and tariffs 

and discussing (again) border demarcation -- are all things 
that could have been accomplished during any of the hundred 
or so ministerial-level exchanges during the year. However 

it appears that the attitude (evident in our conversations 

here) that \"Wen will be here anyway 

bilat" combined with China\'s status as the dominant power in 
Vietnam\'s immediate neighborhood to upgrade the visit to 
official bilateral status. 


10. (SBU) Comment continued: The Taiwan issue did not come 
up in our meetings as a possible agenda topic for the Wen 
visit 

all around it. Economically 

Taiwan and Vietnam is the opposite of Vietnam\'s relationship 
with China: trade relations are in very good shape and by 
some measures Taiwan is Vietnam\'s largest investor. Taiwan 
has invested huge sums over a long period of time in a 
diverse array of industries and geographical areas. 

Official journals in Vietnam praise Taiwan\'s investment in 
Vietnam as an example other countries should follow 
Vietnam officially credits Taiwan investment for raising the 
capacity of and living standards for large numbers of 
Vietnamese workers. In contrast 

Vietnam is extremely low. Actual investment is even lower 
than the official numbers 

(which itself includes a great deal of Taiwan investment 
flowing through Hong Kong subsidiary companies) in its 
calculation of Chinese investment. In the political China- 
Taiwan equation 

point 

valuable economically to Vietnam 

this state visit may be in some part designed to address 

this contradiction. End comment. 

MARINE 


21311 
21312 


Column 3 

gap in NATO\'s geography\" when it came to missile defense. 
All ranges of missiles were being discussed in NATO fora and 
the coverage/defense issue had come up in NATO prior to the 
U.S. intervention in Iraq. At that time 

Sensoy 

were adequately protected 

it perceived as a real threat but was later proved untrue. 


5. (S) DASD Brzezinski urged faster progress in the 
U.S.-Turkey MD Technical Experts Group efforts. He noted USG 
interest in doing a sensor placement study that included a 

site survey in addition to modeling and simulation. 

Brzezinski recognized the GoT threat concerns 

heard first hand two years earlier when he led a USG 
delegation to Turkey to discuss U.S. missile defense policy 
and planning. Given the bilateral MD work Turkey and the 
U.S. had done 

participation in the Missile Defense seminar the U.S. and 
Romania were sponsoring at the 13-14 October NATO informal 
ministerial in Bucharest. The seminar would examine two 
scenarios involving long and short range threats against 
Alliance forces as well as population centers. In response 

to DASD\'s question on whether the GoT preferred the bilateral 
or NATO MD approach 

unimportant; the GoT was open to any method of dealing with 
Turkey\'s security concerns. DASD noted the USG preference 
for a bilateral track 

slower Allied approach. He noted progress the U.S. had made 
working bilaterally with Denmark and the UK. 


6. (S) Deflecting discussion on sensor placement 

that talk about placing sensors was technical 

couldn\'t go into detail. He did say that 

was made 

would contribute to Turkey and to the alliance. This would 
have to be explained to the public. In Sensoy\'s view 
sensors would be a possible target for Turkey\'s enemies and 
therefore 

could be a target 

see more. He questioned whether being less of a target but 
being blind was really a better option. 


IRAN 


7. (S) Responding to the Ambassador\'s question about the 
GoT\'s perception of the Iranian nuclear threat 

acknowledged that Turkey is one of the most concerned about 
Iran\'s nuclear progress and what it means for regional 
stability. Sensoy said he thought the U.S. and Turkey saw 
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eye-to-eye on this threat and were cooperating effectively in 
pressuring Iran to abandon its nuclear program. 


8. (S) Sensoy noted GoT support for extending NATO\'s 
Partnership for Peace (PfP) to the Caucasus 

considered a region of strategic importance for the USG and 
NATO. He pledged Turkey\'s cooperation 

Training Center in Ankara as a forum to send this message to 
Caucasus countries. According to Sensoy 

resistance in its efforts to help them to strengthen their 
democracies and join the international community. In his 

view 

country\'s individual situation 

it could take a generation to see democratic institutions and 
protection of human rights take hold. A rushed approach 
imposed from the outside could leave Russia to gain the upper 
hand in \"giving them what they need.\" DASD expressed USG 
disappointment at the recent decision to cancel the 
Azerbaijan-hosted PfP exercise 

and suggested that the presence of a NATO liaison officer 
there might have changed the situation. 


9. (S) Sensoy called the Caucasus the \"soft bellyW of Russia. 
Putin had ended the disintegration of Russian territorial 
integrity but the Chechen issue was emotional for Turks given 
the large number of Chechens in Turkey. However 
emphasized that the GoT still supported the preservation of 
Russia\'s territorial integrity. DASD noted the potential for 
problems to spread to other areas. Sensoy said that 
although Putin\'s iron-handed manner and centralized handling 
of the Chechen issue was not good 

was waning after their recent actions (Note: Reference to the 
August Beslan hostage crisis. End Note.). He added that 
Putin was a strong leader 

heavy-handed actions were getting tougher and the 
international community needed to send a unified message to 
Putin that there were limits to what it would tolerate. In 

the past 

Kosovo 

said that Russia has been successful in making Chechnya a 
terrorist issue and the international community had helped 
create that image by being inconsistent in its message to 
Moscow. 
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10. (S) DASD welcomed Turkey\'s willingness to take command of 
International Security Assistance Force (ISAF) VII 
(February-August 2005). He noted the debate among Allies 
over the pros and cons of unifying ISAF with Operation 

Enduring Freedom (OEF). DASD Brzezinski emphasized the 
importance of bringing the strengths of each mission to any 
future merger of ISAF and OEF. For instance ISAF had allowed 
Allies to manage domestic political constraints by defining 

their contribution as participation in stability operations 

while OEF\'s strength was its operational flexibility to 

conduct kinetic operations against al Qaida remnants and 

their supporters. Sensoy opined that the two should 

eventually overlap geographically. DASD pointed out that the 
two did overlap 

Reconstruction Team (PRT) expansion was needed. He added 
that Turkey had offered to establish a PRT in the north where 
the GoT thought it could be useful 

well-received. Sensoy said he couldn\'t envision a time frame 
for unification of OEF and ISAF but did not see a rush to do 

so 

positive repercussions elsewhere. Sensoy said that Turkey 
was now focused on ISAF VII but needed USG and Allied 
assistance to enable use of NATO Common Funds. Sensoy also 
mentioned that the GoT would like to see an American Major 
General deploy with ISAF VII as its Deputy Commander. 


11. (C) Sensoy underscored the GoT\'s disappointment in the 
USG reaction to Turkey\'s request for PSI Core Group 
membership. In his view 

a contribution to PSI and failed to understand why Singapore 
and Norway 

when Turkey was not. The government felt it never got a 
straight answer on the rationale. That said 

cooperate in PSI efforts. DASD explained that there were no 
current plans to reconvene the Core Group 

that the action was with the Operational Experts Group. He 
expressed his disappointment that Turkey had not been as 
aggressive or eager as others and that its delegations to 
operational experts meetings (with the exception of the 
August meetings in Oslo and Copenhagen) had been less than 
robust. The USG had expected more from Turkey 

abilities and experience. 


12. (C) In response 

invited as one of the original eleven PSI members if its 
contribution was valued. He said the GoT had had to overcome 
legal restraints on its naval forces activities and to 
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determine the best way to contribute following its late 
invitation. Having done that 

demonstrated significant interest only to receive a negative 
response on the Core Group. Ambassador emphasized that the 
Core Group was never intended to be an Executive Committee 
but rather a small steering group to articulate core 

principles. Having done that it may cease to function. Some 
Allies wanted to dissolve the group. The Ambassador 
expressed his hope that Turkey could overcome its concern. 
Given its extensive knowledge about illicit networks like AQ 
Khan 


13. (S) Sensoy ticked off the status of other security 

issues. He said TUAF was making the final touches to its 
revision of the revised Space MoU submitted by the USG this 
summer. The MFA would need to review the document but Sensoy 
didn\'t foresee any problems there. Referring to the 
International Atomic Energy Agency (IAEA) meeting on Iran 
Sensoy said the GoT was very concerned about Iran\'s nuclear 
program. Turkey wanted Iran to stop the program and 
dismantle its weapons supply. Touching on Turkey\'s sale of 
dual-use items to Libya 

cooperative and forthcoming and noted the MFA had been 
instructed to be as transparent as possible. He highlighted 

the last minute addition to the penal code of language to 
criminalize the import/export of restricted items. 


14. (U) This cable was cleared by Deputy Assistant Secretary 
of Defense lan Brzezinski. 


15. (U) Baghdad and Kabul minimize considered. 
EDELMAN 
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outside Western Union branches and offer recipients 
competitive exchange rates 

official exchange rate. Since the July 28 RBZ ruling 
Western Union had been required to convert all incoming 
remittances into zimdollars with the RBZ at the official 
rate 

official rate is currently 25 percent below the 
Z$7600:US$ parallel rate. 


3. (SBU) With Western Union and other transfer agencies 
no longer providing forex cash for local parallel 

trading 

from which sources. Recent interlocutors offer telling 
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insights. The Western Union MD noted that transfers to 
the company\'s outlets in neighboring countries have grown 
rapidly. He suggests that Zimbabweans are crossing the 
borders to retrieve remittances in hard currency and then 
smuggling the cash into Zimbabwe. However 

President Florence Sachikonye cautions that GOZ 
enforcement against parallel trading has made most 
Zimbabweans too afraid to sell the U.S. dollars they are 
storing athome. Neverthless 

Director Mberikwazvo Chitambo explained he is advising 
clients to apply for US$ 2 

\"foreign travel 

pays US$ 1 

travelers checks) 

- ends up in the domestic parallel market. 


4. (SBU) Comment: Each time the GOZ plugs up a forex 
leak 

recognize that where there\'s a will 

long as the official rate doesn't reflect the real value 

of the currency 

and find a way to exploit loopholes. 
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possible trade war over subsidies to aircraft manufacturers; 


-- said that the EU had instructed him to make the resolution 
of the FSC issue a priority in his dealings with Congress; 


-- expressed concern that DHS would not be ready by next 
autumn to implement biometric passport requirements; and 


-- expressed EU hopes to engage the USG on efforts to curtail 
international trade in small arms. End summary. 


2. (C) In an October 4 meeting with the Ambassador 
Ambassador-designate to the United States John Bruton (bio 
reftel) said that he would focus on Congress in his efforts 

to strengthen U.S.-EU relations. He noted his intention to 
foster exchanges between Congress and the European 
Parliament 

might arise through unilateral legislative action by either 
side. Bruton mentioned that he was sensitive to the 
influence that interaction between Congress and the 
Administration had on the USG approach to Europe 
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the occasionally contentious interplay among the European 
Commission 

anticipated that Irish ethnic U.S. Representatives and 
Senators would provide entre for his dealings with Congress. 
He expressed concern 

partisanship would hamper such outreach 

bipartisan spirit that he had seen during his visits to 
Washington in the early 1970s had disappeared. 


3. (C) Bruton also planned substantial public diplomacy 
during his tenure. He envisioned speaking engagements to 
address possibilities for U.S.-EU cooperation on issues like 
democratization 

associated with U.S. neo-conservatism. He would also try to 
give his listeners a better sense of the way that EU 
authorities interacted with the EU Member States -- a subject 
that even most Europeans did not understand 

Quoting Freud 

efforts would be to redress \"the narcissism of small 
differences\" in U.S.-EU relations and to highlight the 
abundance of shared objectives. 


4. (C) The Ambassador encouraged Bruton\'s outreach to 
Congress and urged him to work with the U.S. business 
community and with USG agencies 

Department. The Ambassador suggested 

Bruton meet with USTR Zoellick to review U.S.-EU trade 
issues 

foundation upon which cooperation in all other fields was 
built. The Ambassador observed that segments of Congress 
were unfamiliar with the European Union and that Bruton could 
play a valuable role in filling in those information gaps. 

He added that Bruton could play a similar role with U.S. 
business groups and industry associations 

substantial investments in Europe and were hungry for input 
on U.S.-EU economic issues. When Bruton asked what most 
annoyed Americans about the EU 

perception 

hassled U.S. firms in Europe. 


5. (C) Bruton made the following points on key issues in 
U.S.-EU relations: 


A. China arms embargo. There would be no European arms 
exports to China even if the embargo were lifted 

strictures of the Code of Conduct. The Code of Conduct would 
thus have the same effect as the embargo 
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less hostile to China. Bruton said he understood U.S. 
concerns 

that the EU would take on the embargo. 


B. Boeing-Airbus. Brussels is \"desperately worriedW about a 
possible trade war over subsidies to aircraft manufacturers 
Airbus and Boeing. A complicating factor is that some Member 
States 

stake 

C. FSC. The EU had instructed Bruton to make the resolution 
of the Foreign Sales Corporation (FSC) case (in which the WTO 
has authorized the EU to impose retaliatory fines for U.S. 

tax breaks to exporters) a priority in his dealings with 
Congress. Bruton hoped that the matter could be finalized in 
this session of Congress. 


D. Homeland Security. The EU wants to be helpful on U.S. 
homeland security measures and has accepted the biometric 
passport requirements to be implemented in 2005. As EU 
Member States move to put the necessary passport technology 
in place 

ready by next autumn to bring its own requirements into 

effect. 


E. The Middle East. The Commission has not been clear with 
Bruton as to the role he could play regarding efforts by the 
Quartet in the Middle East. He related the EU impression 

that Israeli Prime Minister Sharon wished to keep the U.S. 
from establishing a negotiating partner among the 
Palestinians. 


F. Kyoto Protocol. The EU is unsure whether the Bush 
Administration has remained outside the Kyoto Protocol 
because of the economic impact that adherence would have on 
U.S. industry 

convinced of the science of climate change. The EU believes 
that the Administration has overemphasized the potential of 
technology in reducing greenhouse gas emissions. 


G. Small arms trade. The Commission hopes to engage the USG 
on efforts to curtail international trade in small arms and 

light weapons 

the United States. In the EU view 

is a principal reason for the failure of poor states. 


H. Africa. Bruton agreed with the Ambassador that U.S.-EU 
cooperation on African issues 

HIV/AIDS 

in mounting joint efforts on other difficult issues 

Middle East. 

KENNY 
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shipment\'s arrival. On October 5 

op-ed that defended the shipment 

exercised their right of innocent passage. The op-ed added 
that the Irish Government had taken all reasonable steps to 
protect the safety of Irish citizens and to uphold the 
country\'s nuclear-free policy. 


3. (U) On October 4 

aired separate short interviews about the shipment with Dick 
Roche 

Government on September 29. Roche told RTE 1 that \"we\'ve 
been given assurances that this is not going to be a 
continuous trade 

into Irish ports and perhaps check them over 

what else we can do.\" Roche said to RTE 2 that the GOI had 
been given assurances \"that this shipment would not enter 
Irish coastal waters and it certainly seems that that has 

been honored.\" (Perrefs BandC 

GOI assurances as to the routing of the vessels.) Roche 
explained that \"this is a piece of good news for the whole 
world because this is part of the decommissioning of nuclear 
vessels.\" He added that \"we would be happier if we didn\'t 
have any truck with any form of nuclear material 

live in a world where that happens to be a reality.\" 


4. (C) Besides Roche\'s comments 

Government comment on the shipment was a September 20 press 
release by former Environment Minister Cullen 

Cullen said he would pursue assurances that the shipment 
would not enter Irish territorial waters. On October 5 
Department of the Environment\'s Assistant Principal Officer 
for Nuclear Safety 

demarche) told emboff that there were no plans for additional 
GOI statements about the shipment. He noted that his office 
had drawn on talking points provided by the Embassy (ref C) 
in drafting Minister Roche\'s talking points for the RTE 1 and 
2 interviews. Mooney added that his office would continue to 
draw on those points if the nuclear issue were raised at 
formal question-and-answer sessions in the Dail (Irish 
Parliament) this month. 


5. (C) The Irish Naval Service 

have dispatched assets beyond Ireland\'s territorial waters 

but inside the exclusive fishery zone 

movements of the vessels handling the plutonium shipment. A 
contact of Embassy DAO reports that these naval sevices were 
under political pressure to monitor the vessels in response 

to media attention. 
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6. (C) Comment: Nuclear power continues to be an emotional 
subject for Ireland 

coverage of the Eurofab shipment. This sensitivity derives 
mainly from the perception that materials from the nuclear 
reprocessing complex at Sellafield on the UK\'s Cumbrian coast 
have polluted the Irish Sea -- a concern that Ireland feels 

the UK has ignored. The UK Ambassador to Ireland 

Eldon 

become the single most serious irritant in UK-Irish relations. 
KENNY 
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impression among countries that were present at the outset.\" 
Qirbi pointed out that Morocco was among several nations who 
did not attend the Sea Island conference and suggested that a 
Forum for the Future based on democracy should have clear and 
transparent processes. The Morocco decision 

puts Morocco in a difficult position and raises questions 

over how they will promote the USG agenda. Ambassador agreed 
with Qirbi that substance is more important than location and 
underscored that Washington considers Yemen a regional leader 
in promoting reform. 


3. (S) Qirbi said that his New York meetings 

with U/S Grossman were \"very positive.\" Ambassador took the 
opportunity to reply to Qirbi\'s request for expanded USG 
assistance for Yemen 

security 

Yemen-U.S. relationship now rests on a solid foundation. 

But 

great resonance in Washington are complicating the overall 
relationship. Ambassador cited recent hiccups over requests 
to expand intelligence-sharing as an example. After 

al-Houthi was captured 

Chief of Staff Qassimi 

agreed to maintain the request for expanded intelligence 
sharing. In response 

intelligence requested by ROYG. This mission was rejected by 
MoD 

generated some in Washington to question the overall 
relationship. Responding that he was \"surprised by changes 
in attitude 

and to overcome \"little obstacles\" in the relationship. 


4. (C) Raising recent problems between Yemeni ministries 
resulting in the cancellation of US Mission in-country 
travel 
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USG teams did not waste time and money waiting for permits. 
Qirbi asked that Post consult with the relevant governors and 
appropriate ministries to ensure coordination 

he would also talk to the Ministry of Interior about these 
issues. 


5. (S) Ambassador inquired if the ROYG had taken any action 
from the March designation of Zindani under UNSCR 1526 as a 
terrorist financier. Qirbi replied that Zindani and his 

associates no longer travel outside of Yemen out of fear that 
they may be arrested. Recalling earlier requests for 

complete evidence on Zindani\'s financial activities (ref B) 

Qirbi said that until the ROYG receives a full explanation of 

his guilt 

raising Yemen\'s UN obligation to freeze Zindani 


6. (S) FM Qirbi was clearly pleased with his Washington 
meetings and appeared willing to consider Ambassador\'s 
requests for more consistency in the relationship. We will 
continue to push this theme with key ROYG officials 
including Saleh. While the issue of Zindani is contentious 
the ROYG believes the ball is in our court and will likely 
not take any action to freeze his assets in the near term. 
KRAJESKI 
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credits are above market rate. DSCA\'s Farmer responded 
that DoD has no control over the setting of these previous 
loan rates. 


--DSCA\'s Farmer reported that a USG interagency working group 
is studying the Customs and Defense Security Service 

issue. She noted that Turkey was among many countries which 
has run into problems with U.S. customs regulations in this 

area. 


3. Following is the agreed text of action items resulting 
from the nineteenth U.S.-Turkey SCWG (note internal 
paragraph numbering): 


BEGIN TEXT 


Action ltems of the 19th Security Cooperation Working Group 
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(SCWG) 
21-24 September 2004 


The U.S.-Turkey Security Cooperation Working Group (SCWG) met 
in Ankara 

the bilateral commitment to maintain a strong and strategic 

bilateral defense partnership 

security and consultations on security issues affecting both 

Turkey and the United States (US). 


The following are agreed action items: 


1. The GoT and USG agreed to transfer Industrial Cooperation 
discussions and activities to include Depot 

Level Maintenance on F-16 

Defense Industrial Cooperation (DIC) Committee. DIC 
meetings tentatively scheduled January 2005. 


2. USG to provide a list of Defense Acquisition Courses to 
GoT 
IMET funding. 


3. GoT to provide a request to USG (DSCA) for approval to 
dispose of inoperative US origin equipment received under 
various programs whose transfers dates and terms are 
indeterminable. This equipment will be demilitarized in 
accordance with DoD 4160.21-M-1 and disposed of using the 
terms and conditions of the Southern Region Amendment and 
will be a one time request to relieve the burden of 

maintaining and accounting for this equipment. 


4. GoT to provide a letter of request from MGA to the 
Department of State requesting a review of Third Country 
Transfers and disposal procedures for items received under 
various programs whose transfers dates and terms are 
indeterminable. 


5. USG to investigate the status of release of SLAM-ER 
(AGM-84H) with Automatic Target Acquisition capability 

Joint Stand-Off Weapon (AGM-154C) and JASSM (Joint Air to 
Surface Stand-off Missile 

6. Pursuant to the agenda 

update on outstanding Third Party Transfers cases to the 

GoT by October 31 


END TEXT 


4. Ms. Farmer cleared this cable. 
EDELMAN 
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Dutch 

made a public statement that their participation did not 

signify recognition of the \"TRNC.\" When the Turks later sent 
out invitations to the Forum 

Republic of Cyprus; the Dutch stepped in and asked the Turks 
to invite all EU member states via the Presidency. 


3. (C) Although Turkey does not recognize the ROC 
accepted ROC participation in the Forum. They expected the 
EU to adopt the same stance toward the \"TRNC 

invited under its OIC observer designation as the \"Turkish 
Cypriot State. The EU was willing to have TC observers 

not designated as the \"Turkish Cypriot State.\" Ironically 
according to Dutch DCM Bekkers 

the OIC was indifferent to the TCs\' designation. 


Each Blames the Other for Delay 


4. (C) The Turkish MFA and the Dutch Embassy both claim they 
raised the issue with the other side during September 

including at the two FonMins\' meeting on the margins of UNGA. 
According to UK Political Chief Sharma 

the Turks early on that the designation was going to be a 
problem. The Dutch and the Turks both claim they clearly 
indicated they would not back off 

said there would be no problem. Both sides accused the other 
of refusing to deal with the issue until it was too late. 


5. (C) The EU Presidency refused Turkey\'s offer thatthe TCs 
would use their OIC designation and that EU members or FM Gul 
would open the Forum with a statement that this did not imply 
recognition. EU diplomats here tell us that other EU 

members 

GCs shot it down. The Turks refused several EU Presidency 
proposals for alternate designations of the TCs 

postpone the Forum until the sides could find a solution. 


6. (C) The Turkish MFA blames the Greek Cypriots and the 
Dutch Presidency for the incident. MFA Cyprus Department 
Head Bilman called us in October 4 to express Turkish 
displeasure and give us the MFA\'s version of events. On the 
other side 

Turkish misperception that the EU would back down. Bekkers 
told us a majority of EU members objected to the V Turkish 
Cypriot State\" designation 

the Greeks. According to Bekkers 

this 

closer to the middle: according to UK Political Chief 
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Sharma 
on principle 


Strained Dutch/Turkish Relations in Ankara 


7. (C) All EU diplomats we have talked to here doubt this 
incident will directly affect Turkey\'s EU bid. However 
Dutch DCM Bekkers thinks that 

surrounding PM Erdogan\'s gambit to criminalize adultery 
gives ammunition to EU Turkey-skeptics. \"Things like this 
cost Turkey one extra year in the accession process per 
incident 

talked to here worry that the Turks still do not understand 
the EU. 


8. (C) Publicly 

down the incident. The MFA has not expressed the bitterness 
toward the Dutch in public that Cyprus Department Head Bilman 
expressed to us privately. Bekkers says the Dutch want to 

put the incident behind them and claims it has had no effect 

on his Embassy\'s relations with the Turks. Sharma and Bilman 
disagree 

Dutch/Turkish relationship in Ankara. Communication between 
the two sides broke down; neither Bekkers nor Bilman 
understands why the other side acted as it did. Bilman 

worries about what the incident augurs for EU-related 

matters. He asked rhetorically what is in store for the near 
future if the Greek Cypriots managed to derail the Forum over 
what he called a \"non-issue.\" 


Frustration Trumps Ankara\'s Better Judgment 


9. (C) Comment: In this case 

EU 

isolation 

Bilman tried to justify Turkey\'s stance by saying that 

Turkey could not give any more \"concessions\" in light of GC 
intransigence on trade and aid for the TCs. In this regard 

PM Erdogan and FM Gul are under increasing fire from domestic 
critics for allegedly selling out core Turkish interests. 

Some EU embassies are concerned at what they see as too 
hard-line a Dutch approach in this context. 


10. (C) Comment (cont\'d): However 

Bilman himself noted) a \"non-issue\" that would have given the 
TCs nothing. Moreover 

assertion that it is not seeking recognition for the \"TRNC.\" 
The echo of this incident will fade. However 

communication between the GOT and Dutch Presidency (which 
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continues in Ankara through June 2005 due to lack of a 
Luxembourg representation here) does not bode well for 
avoidance of miscommunication or missteps in the months to 
come. End Comment. 

EDELMAN 
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the reporting bar.\" Key issues will continue to be reported 

via \"stand alone\" cables. ESTH Officer Ken Forder welcomes 
feedback at forderk@state.gov. 


2. INDEX: 


A. Policy change on embryonic stem cell research. 

B. Government plans 25 percent increase in R and D budget. 
C. Spain\'s largest private medical research facility opens. 

D. Inter-ministerial science commission altered. 


3. The Health Ministry announced that in October 

Spanish cabinet would issue a Royal Decree Law that would 
permit embryonic stem cell research in Spain. The new law 

will reportedly allow research only on embryos that were 

stored in \"In Vitro!" fertility centers prior to November 

2003 (in keeping with the terms of Spain\'s November 2003 
Assisted Reproduction Law). The new law will reportedly 
regulate the conduct of embryonic stem cell research and how 
donor consent must be obtained. The Royal Decree Law will be 
an interim measure until the overarching Assisted 

Reproduction Law of November 2003 can be amended to permit 
such research 

November 


4. Hoping to keep his campaign promise 

announced that his 2005 national budget proposal would 
include a 25 percent increase in R and D funding. Justifying 
his request 

\"permit policies that attract Spanish as well as foreign 
researchers who are working in other countries. It will 
especially boost research in sectors key to improving 
(Spain\'s) competitiveness: pharmaceuticals 
telecommunications 

and sustainable development.\" In 2002 

spent 0.97 percent of its GNP on Rand D. The EU average is 
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reportedly close to 2.0 percent of GDP. 


5. Spain\'s largest private medical research center opened 
September 20 at the University of Navarra. The Research 
Center for Applied Medicine (CIMA) will focus its research 

on: neurology 

diseases; cardiovascular diseases; oncology; gene therapy; 
and 

official projects in the above areas. 70 percent of the 
centers 33 million euro start up costs were financed by the 
private sector. A consortium of 15 corporations has promised 
to pay over 75 percent of the centers estimated 200 million 
euro operating costs for the 2004-14 period. The balance of 
the financing will come from research grants (both public and 
private) as well as other forms of public funding. The 
center\'s director 

Spanish scientists working abroad would come back to Spain to 
work at the center. The head of the center\'s gene therapy 
department 

embryonic stem cells 

stem cells. 


6. The Government\'s Inter-Ministerial Science Research and 
Development and Technological Innovation Commission 

was established on May 14 by the then just-elected PSOE 
government 

the first time. The September 3 Royal Decree Law abolishing 
the still-born Commission noted that it would have been 
redundant with the extant Inter-Ministerial Science and 
Technology Commission (CICYT). The CICYT is charged with 
inter-agency coordination of science and technology-related 
issues that cut across ministerial lines. The Royal Decree 
Law of September 3 also assigned operational control of the 
CICYT to the newly established Ministry of Education and 
Science and Technology. 

ARGYROS 
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of the plan. 


PfP Membership 


Column 3 

3. (C) Christophorou lamented his exclusion from meetings 
where NATO classified information (NCI) is discussed 

said that Nicosia wanted to be a full participant in EU 

defense matters. Adherence to a security agreement with NATO 
would remove one of the obstacles cited by Turkey preventing 
Cyprus and Malta from participating in discussions involving 
NCI. Access to NCI would also require subscription to the 

PfP framework document 

Security Agreement. Christophorou said that PfP membership 
or even accession to NATO are under consideration in Nicosia 
although he acknowledged that there would be some domestic 
political opposition in Parliament. He argued that political 
circumstances in Nicosia have evolved to the point where 
these subjects can be raised for serious consideration. He 
told us that the major impediment was concern over a negative 
response from Turkey. 


Rejecting the Plan 

4. (C) Christophorou contended that the \"no\" vote by Greek 
Cypriots on the Annan plan for reunification was a vote 
against the plan 

reunification is working in practice 

Northern Cyprus free to travel in the south. He cited 
security concerns as the major reason for the rejection of 
the Annan plan 

made to suffer because Turkey seeks to punish the Greek 
Cypriots for rejecting the reunification plan. 


Aiming for December 

5. (C) He suggested that the security agreement could be 
pushed ahead quickly 

part of a package that would coincide with a positive message 
to Turkey on EU accession. 


Battlegroup Participation 

6. (C) Christophorou was enthusiastic about the possibility 

of Cypriot participation in an EU battlegroup. He said that 
Cyprus had no preconceived ideas about potential partners in 
such a unit 

Christophorou suggested that Cyprus had a number of 
facilities and other assets to offer to an EU battlegroup 
although they could not offer more than a platoon or two of 
troops. He said that he was unaware of any national caveats 
that would prevent Cypriots troops from being deployed 
outside their national territory or restrict the kinds of 

duties they could perform. He mused that it would be an odd 
circumstance for Cypriot forces to be deployed on 
peacekeeping missions outside the country while the Island 
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itself was still divided. 

7. (C) Comment: Christophorou would not be likely to trot out 
the prospect of a security agreement without instructions 

from Nicosia. As a practical matter 

to the EU security arrangement 

meet NATO standards. Acquiescence by Ankara at the NAC would 
remove one obstacle to broader EU-NATO cooperation at a time 
when the pace of military/ESDP activity is increasing within 

the EU. We defer to Embassy Nicosia to evaluate Lt. Col. 
Christophorou\'s assertion that the political climate has 

evolved sufficiently to allow for discussion of PfP 

membership. What is clear 

off significant avenues of new cooperation between NATO and 
the EU 

by its stance. 


Schnabel 
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bribery scandal. News reports did not directly link these 
arrests to the earlier arrests of other MOT officials 

reported reftel. One of the MOT officials arrested on 
September 30 is Mr. Mai Thanh Hai 

of Trade Mai Van Dau. According to press reports 

worked in the Export-Import Office of MOT) allegedly 
received 510 million Vietnamese Dong (approximately USD 
32 

(approximately USD 94 

return for textile quota. When the company only received 
half the quota it expected 

Articles in the Vietnamese language press have also pointed 
out that Hai is well known for his lavish spending habits 

for frequenting local nightclubs and for his marriage to a 
former Miss Vietnam. 


3. Hals father 

Trade since 1992. His portfolio at MOT includes primary 
responsibility for making export and import policies and 
allocating import and export quotas 

textile and garment exports. According to press reports 
since his sonVs arrest 

MOT 

position. (Note: VM Dau will be of retirement age at the 

end of this year. End Note.) In discussions with the 

press 

activities. MOT has not named anyone to replace VM Dau and 
Minister of Trade Truong Dinh Tuyen will reportedly oversee 
the textile quota allocation process for the moment. 
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4. Representatives of textile companies in Ho Chi Minh City 
report they believe the arrests will not affect quota that 

has already been allocated 

could affect allocation of 2005 quota. The head of a U.S. 
textile company told HCMC Econoff that there are reports 
that the GVN team responsible for allocating quota for the 
EU market would be tasked to allocate 2005 U.S. quota. This 
concerns textile reps because there is widespread belief 
that the EU quota allocation has not been handled 
transparently. The U.S. textile rep said the now-disgraced 
MOT quota allocation team was open to input from the 
industry. Even when the team\'s decisions were not popular 
the industry at least felt their interests had been heard. 

The industry now worries they will lose their line of 
communication with the MOT. 


MARINE. 
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Senior Presidential Advisor] K.M. Koo\'s Outspoken 
Statements and Adhere to Its Commitments to the Taiwan 
People - Deeply Democratized Taiwan Has Developed New 
Public Opinion and National Identity; the United States 
Must Not Use a Double Standard to Stop Taiwan from 
Becoming a Normal Country!" 


The pro-independence \"Taiwan Daily\" editorialized 
(10/6): 


\". What is noteworthy is that in Koo\'s article 

pointed out that while the United States is asking 
Taiwan to spend a huge amount of money on weapons\' 
purchases 

cannot have their own country 

their own national anthem 

choosing. This is a strongly self-contradictory 
approach. Indeed 

identify with a normal country 

buying so such weaponry and against whom are they 
fighting? Also 

United States\' adherence to the One-China policy will 
only reinforce the Communist dictators\' conviction that 
their view of Taiwan is the correct one and that they 
have the inalienable right to decide Taiwan\'s future. 
[What the United States is doing] is to tempt China to 
damage the peace across the Taiwan Strait. 


\"We hope [our] American friends can understand with 
their hearts the outspoken statements made by an old 
warrior who has dedicated decades of his life to Taiwan 
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and urge the U.S. government to adhere to its 
commitments to democratic and free Taiwan.\" 


B) \"[Taiwan Senior Presidential Advisor] K.M. Koo\'s 
Advertisement Displeases the United States\" 


Washington correspondent Norman Fu said in the 
\"Washington Outlook\" column of the centrist 
quo \"China Times\" (10/6): 


\". The Bush administration\'s cross-Strait policy is 

that neither side (meaning Taipei and Beijing) should 
alter the status quo unilaterally. What is not spoken 

but has been fully understood by everyone is that 

neither can both sides of the Taiwan Strait ask the 
United States to change the status quo - namely 

alter or renounce Washington\'s longstanding One-China 
policy. 


\"[Beijing\'s Foreign Minister] Lee Zhaoxing told 
[Secretary of State Colin] Powell to his face recently 

that Washington should not let its domestic law 

override an international commitment. The domestic law 
that Lee referred to is the Taiwan Relations Act (TRA). 

It is surprising to see that Koo echoed Lee by pointing 
out that TRA is a domestic law 

neither rights nor any obligations. Has Koo forgotten 
that Taiwan 

provided with defensive weapons from the United States? 
It is a fact that the TRA is a domestic law of the 

United States. But Koo is probably the first Taiwanese 
person to directly point out that the TRA is a domestic 
law made in the interests of the United States. Koo\'s 
tone was so severe that it almost sounded equal to his 
displeasure with the United StatesY One-China policy. 
This is really weird logic - given Koo\'s life-long 

efforts dedicated to the push for Taiwan independence 
he is not supposed to betray his belief and echo the 
“communists\' across the Taiwan Strait!\" 


C) \"Taiwan Must Not Overlook the United States\' 
Unpleasant but Honest Advice\" 


Washington correspondent Nadia Tsao said in the pro- 
independence \"Liberty Times\" (10/6): 


\"Even though Deputy Undersecretary of Defense Richard 
Lawless\' remarks [at a U.S.-Taiwan defense industry 
meeting in Arizona on Taiwan\'s arms procurements] 
sounded a little bit unpleasant 

Taiwan\'s problems. . 
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\"The United States is the only country in the world 

that is willing to sell advanced weapons to Taiwan. 
Naturally 

weapons it wants to sell displeases Taiwan and makes it 
feel that it is being controlled by others 

understandable that the Legislative Yuan wants to 
haggle over the price. . Lawless\' speech actually did 
not sound fresh to Taiwan. What\'s new is that it is 

the Americans who are reminding us of that the matter 
concerns Taiwan\'s [very] existence.\" 


D) \"Chen Has an Historic Opportunity\" 


The pro-independence 
noted in an editorial (10/6): 


\"On Sunday President Chen Shui-bian announced that he 
would deliver an important speech on cross-Strait 
relations on Double Ten Day. . 


\"Chen should use this opportunity to clarify some of 
the most urgent issues facing this nation. 


\"First 

an independent sovereign state. . 

Second 

carry out constitutional reform. Though most people in 
this country want a new constitution 

including U.S. officials - still have concerns. . 

Third 

peace must be built upon a military balance of power. 
Since Taiwan doesn\'t want to annex Chinese territory 
but Beijing has repeatedly stressed its aim of annexing 
Taiwan 

to strength national defense and make necessary 
preparations. . 


\"Finally 

international community that according to official 
Chinese statistics 

Taiwanese businesspeople had invested US$72.3 billion 
in China 

investor. . 


\"This being the case 

should wish for Taiwan to downgrade itself into a 
provincial government. Conducting commerce under the 
“one China\' principle would be political suicide. It 

is necessary for Beijing to deal rationally with the 

issue of cross-strait commerce. .\" 
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would\" participate again while Georgia was neutral 
marking \"unsure\". On the other hand 

the catalog show was not for the sophisticated Taiwan 
market and marked \"probably would not\" participate in 
the program again. 


4. The following comments were written on the End of 
Event Surveys: 


\"Thanks a lot for the great help from U.S. Department 
of Commerce and Commercial Section at AIT 
office.\" 


\"Show traffic was much less than expected. May be 
catalog show is no longer suitable for the 
sophisticated Taiwan market. However 

very well organized. CS staff in Kaohsiung was very 
helpful and professional. Thank you all for your 
dedication!!!\" 


\"Opening ceremony was very nice. Short seminars were 
also a good idea to attract a larger attendee group. 
Tourism presentations were also a nice addition and 
opportunity for states in the show as well as those not 
present. | think it would be beneficial for state 

partners to have country market briefings in each stop 
and one-on-one time with the SCO\'s/local office reps. 
This gives us good local insight to market that we can 
pass on to our companies. Local staff was very helpful 
and organized and made the show enjoyable!\" 


\"Excellent support from the post 
terms of briefing 
machine on site); etc\" 


5. International Trade Specialists Joe Ruland and 
Jennifer Harrington represented some 96 companies 
recruited by DOC from States not otherwise 
participating. 


Initial results from State Representatives 


6. The State representatives included their trade leads 
on the End-of-Event survey. State trade lead totals 
were: 
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State Leads Firms Ratio* 
Florida 78 22 3.5 
Georgia 40 10 4.0 
Missouri 52 15 3.5 
New Jersey 5 16 3.4 


U.S. DOC Recruited 330 96 3.4 
Total 555 159 3.5 


*Ratio equals average leads per company 
Attendance 


7. Two hundred and six companies pre-registered for the 
event plus twenty-five companies registered on the spot 
and one hundred and eighty local companies 

multiple attendees 

attended. Pre-screening and pre-registration ensured 
high-quality attendees for the American participants. 

The pre-registration process generated substantial 
background information. Walk-ins were small in number 
but of excellent quality. 


Visitor Reaction 


8. Visitors and State representatives alike were 
impressed by the quality of the venue and set-up. The 
Commercial Section acknowledges the invaluable 
assistance of AIT/K Management Assistant Joe Chao in 
arranging the dcor and making provision for 
representatives to hang their state flags. Mr. Chao 
received many compliments on this score. Two copy 
machines were available free of charge to ensure every 
participant had company/product information. 


9. Representatives from various trade associations were 
impressed by the quality of the exhibition. They 
appreciated the time and effort staff of CS Kaohsiung 
had put into organizing the event. From their personal 
experience 

time and effort it took to deliver a perfect event. 


Marketing 


10. Promotion for the event was targeted and thus 
extremely effective. Using the CS Kaohsiung updated in- 
house previous attendee list 


Column 3 

via Winfax for direct and cost effective promotion. CS 
Taipei\'s E-Export Center pitched in to send out 
additional faxes and e-mail notices. This year 

Kaohsiung enlisted 4 cosponsors from trade 
organizations and paid for additional faxing lists to 

attract more participants. Cosponsors Taiwan External 
Trade Development Council (TAITRA) 

Tainan Offices; the Kaohsiung City Importers and 
Exporters Association and the Tainan City Importers and 
Exporters Chamber of Commerce notified several thousand 
potential attendees through their extensive databases. 
CS Kaohsiung and the E-Export Center also worked up a 
number of free press articles and calendar event 

listings in newspapers and trade periodicals. 


11. CS Kaohsiung sent additional marketing flyers to a 
list of more than 100 industrial and trade related 
associations. As noted 

pre-screening and registering of potential visitors to 
ensure that attendees were viable and commercial 
contacts. In light of the evaluations and comments by 
the participating state representatives and the number 
of trade leads generated 

highly effective in building qualified leads for US 
companies. 


Value-added Support from CS Kaohsiung and Taipei 


12.A press release in English and Chinese was 
disseminated to local media outlets prior to the 

opening. On September 23 

of Kaohsiung 

Forden 

Kaohsiung Branch and Wang Ming-Jer 

External Trade Development Council delivered opening 
remarks and cut the ribbon to mark the formal opening 

of the exhibition. Before the opening 

Branch Chief Forden briefed delegates of the NPUSA2004 
on the Taiwan market. Attendees were asked to drop 
their business cards in order to win door prizes. 

Business cards thus collected will be valuable tools 

for further contacts follow-up. In addition 

CS Kaohsiung designed and conducted an on-site survey 
to collect information on merchandise/products 
specifically sought after by the visitors. 

13. SCO Loose and PCO Harbaugh conducted a seminar 
introducing various commercial services to an audience 
more than fifty. Commercial Assistant Cally Tsao also 
walked the audience through the website-BuyUSA.Gov step 
by step so the audience would have a better idea of the 
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DOC\'s Internet marketplace. In addition 

Assistant Wendy Tien from CS Taipei gave a seminar on 
\"How to Effectively Communicate with US Companies\" 
which also drew a big crowd of attendees. Since 

tourism is one of the categories of the catalog show 

CS Kaohsiung worked with SeeAmerica Committee of Travel 
Industry Association of America (TIA) in the USA and 
AmCham VisitUSA subcommittee in Taipei 

coordination of CO Richard Craig and Trade Specialist 
Shirley Wang on US tourism promotion. Representatives 
from the U.S. states of Idaho 

gave presentations on the wide range of beautiful and 
historic sites in their respective states. In 

addition 

and brochures on tourism in a number of other U.S. 
states were displayed. 


14. This wide range of highly informative seminars and 
other activities added value to the show for attendees 
and state representatives alike. As mentioned 

state representative wrote in the comment section of 
her survey 

seminars were also a good idea to attract a larger 
attendee group. Tourism presentations were also a nice 
addition and opportunity for states in the show as well 
as those not present.\" Bringing these seminars to the 
catalog show increased the level of excitement in the 
room and helped vary the pace of participant traffic to 
State and DOC booths. 


15. Staff of AIT Kaohsiung\'s Public Affairs section 
assisted CS Kaohsiung in obtaining media coverage that 
greatly enhanced the visibility of both New Products 

USA and CS Kaohsiung. The show received coverage in 
six different newspapers 

television news and radio as well. 


Market Evaluation 


16. Despite all the effort and value-added programs 
Kaohsiung has noticed an obvious decrease in visitors 
and trade leads. As one state representative honestly 
stated in the comment section of his end-of show 
survey:\" Show traffic was much less than expected. May 
be catalog show is no longer suitable for the 
sophisticated Taiwan market.\" On the other hand 
Kaoshiung was pleased to find how many serious and high 
quality commercial contacts came to the show 
expressing enthusiasm to learn more about American 
product lines. Our conclusion is that niche 


Column 3 

merchandise can still find a market in Taiwan. CS 
Taiwan will continue bridging all interested parties 

via different commercial programs and will continue to 
consider 

continues to recruit delegates. 


17. Visitors to the show expressed greatest interest in 
the categories of industrial and environmental 
equipment. However 

disappointment in not seeing more catalogs on heavy 
machinery 

and paper pulp and automatic packaging equipment. CS 
Kaohsiung will follow up with and assist these visitors 
in finding their needed products. In addition 
Kaohsiung will forward relevant trade inquiries to 
responsible trade specialists and participating state 
offices. 
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elections 


5. (U) Some changes introduced for the 2003 local elections remain 
in place 

the start of the campaign and the declaration of results 

requirement that at least two of the five polling station staff 

speak the local language 

hired in a public competition. 


6. (U) Voter registration in Mozambique 

18/2002 

updates serve to register newly eligible voters 

for citizens who have moved out of their previous voting district 
and replace lost or stolen voter cards. More than 1.2 million 
voters across 2494 polling stations were registered in this year\'s 
update process held from June 28 to July 15 

700 

Administration (STAE). The following is the official breakdown of 
voter registration updates released by STAE on September 11. 
Table I: 2004 VOTER REGISTRATION FIGURES 


Niassa 34 

Cabo Delgado 57 
Nampula 134 
Zambezia 128 
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Tete 61 

Manica 43 

Sofala 62 
Innambane 33 
Gaza 44 

Maputo Province 42 
Maputo City 55 


GRAND TOTAL 697 


7. (U) Adding the number of 2004 updated registrations to the 
existing voter base from 1999 and 2003 

Mozambican voter \"universe\" at approximately 9 million. Carter 
Center estimates are slightly more conservative at 8.5 million. 


8. (SBU) This year\'s registration process was observed by both the 
national Electoral Observatory and the Carter Center. Though in 
its registration update report 

procedures were fair and generally implemented in a uniform 
manner 

registrations 

In a formal complaint 

turned away by a polling station in Angoche 

to a shortage of registration materials. During a September 24 
meeting with Emboffs 

intimidation in Tete province. 


9. (U) Registration of Mozambicans living abroad took place for 
the first time between September 4 and 25 at Mozambican embassies 
and consulates in South Africa 

Malawi 

Europe. Whether or not those registered will be able to vote 
however 

registration numbers. Fewer than 22 

during the 3-week period ending on September 25 

estimate of 300 

countries where registration took place. In the event CNE decides 
not to hold elections in the two external constituencies (Africa 
and Europe) 

two parliamentary seats that had been reserved for them will be 
redistributed to Manica Province and Maputo City. 


10. (U) On September 4 

parliamentary seats at stake in the December general elections. 
Assuming no elections are held abroad (ref paragraph 9) 
breakdown is as follows: 

Table Il: 2004 DISTRIBUTION OF PARLIAMENTARY SEATS 
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Province Number of 
Parliamentary Seats 
Niassa 12 

Cabo Delgado 22 
Nampula 50 
Zambezia 48 

Tete 18 

Manica 15 

Sofala 22 
Innambane 16 
Gaza 17 

Maputo Province 13 
Maputo City 17 


GRAND TOTAL 250 


11. (SBU) Deputies to the Mozambican parliament are elected 
through a system of delegate lists compiled by party members at 
the provincial level and approved by the central party political 
commissions. There have been some surprises in this year\'s 
preliminary provincial lists. Ossufo Quitine 

the RENAMO parliamentary bench 

constituency of Nampula 

parliamentarian David Aloni. Quitine 

press 

characterizing the Renamo elections in Nampula as \"a joke in bad 
taste.\" Sergio Vieira and Mariano Matsinhe 

parliamentarians and former security ministers under Machel 
failed to be elected during FRELIMO\'s provincial electoral 
conferences. Other FRELIMO heavyweights who did not make the 
party list are current Minister of Foreign Affairs Leonardo Simao 
and current Minister of Industry and Energy Castigo Langa (Note: 
Under the Mozambican parliamentary system 

public titles may not serve in the parliament at the same time 
that he/she holds public office. Nevertheless 

chose to run for parliament and 

which position he/she will hold. Some believe that the attempt by 
Simao and Langa to gain a spot on the list of FRELIMO deputies 
points to an imminent departure from their respective ministries. 
End note.) 


12. (SBU) There is speculation among some that the final 

delegation lists may change before the election date. Although 

widely reported in the press 

the 11 provincial constituencies are not final until the parties 

Political Commissions have approved and presented them to CNE. To 
date 

lists 


13. (SBU) RENAMO will again run as the RENAMO-Electoral Union with 
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its coalition of 10 small parties. In asomewhat unexpected 

change 

from the coalition 

(PEMO). There are some RENAMO members who are opposed to the 
coalition 

of the RENAMO banner to gain seats in parliament. Nevertheless 
RENAMO leadership apparently prefers to keep them in the coalition 
rather than allow a potential dispersal of votes. 


14. (U) Six presidential candidates for the December general 

election have delivered their nomination papers to the 

Constitutional Council 

Armando Guebuza and opposition party RENAMO presidential hopeful 
Afonso Dhlakama. Guebuza was first to deliver his nomination 

papers 

nomination. Dhlakama delivered his credentials on September 29 
supplying over 58 

their nominations papers and the requisite minimum of 10 

supporting signatures are Raul Domingos of the Party for Peace 
Democracy and Development (PDD); Joaquim Nhota of the Democratic 
Liberal Party of Mozambique (PADELIMO); Yaqub Sibindy of the 
Independent Party of Mozambique (PIMO); and Neves Pinto Serrano of 
the Liberal Progress Party of Mozambique (PPLM). 


15. (SBU) Although formal campaigning does not start until October 
17 

elections 

the Europe 

his recent visit to South Africa 

business entities in what some opine is an attempt to quell 

investor fears about his likely election. Although RENAMO\'s 
Dhlakama and PDDYs Raul Domingos have been less active 

made trips in recent months within the country and abroad 

including visits to the United States (Refs C and E). 


16. (SBU) According to an opinion poll published by the Higher 
Polytechnic and University Institute (ISPU) 

private universities 

year\'s presidential race. However 

poll 

Maputo City 

provinces of Sofala and Zambezia 

lack of balance and questionable methodology. Despite claims that 
the sample was geographically unbiased 

respondents came from Maputo City. The survey has also raised 
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questions about the effectiveness of opinion polls in Mozambique. 
It is widely acknowledged that there is a tendency for those 
surveyed to provide what they perceive as \"politically correct\" 
responses 

the pollster. A September 16 local press report said that the 

IPSU professor who conducted the poll did so at the request of the 
FRELIMO party. 


17. (SBU) Tensions have run high in the months leading up to this 
year\'s general elections. Both major political parties 

and FRELIMO 

harassment on the part of the other (Refs B and D). In response 
to these threats 

veterans (\"antigos combatentes\") 

further clashes between the two political opponents and endanger 
the potential for nonviolent elections. It is not yet clear how 
smoothly the December elections will run 

Dhlakama have stressed the importance of a peaceful and 
transparent electoral process 

upholding this goal. End comment. 

La Lime 
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merger of forces\" toward a nonracial union of farmers is 
probably the most logical way forward. 


Comment 

6. (SBU/NF) Justifiably or not 

credit the GOZ has expropriated only about 50 white farms 
during the first of his two years in office. By 

comparison 

their land during the previous two CFU presidents\' 
tenures. Taylor-Freeme has taken a lower-key approach 
urging his staff to be nonpolitical and treat ZANU-PF and 
MDC equally. Only rarely is he now a target of scorn in 
the official media. Still 

are limited 

one every two weeks. Taylor-Freeme\'s purported desire to 
now include the ZFU in merger talks may simply be a 
diversionary tactic 

realignment. With \"land reform\" now essentially 
completed 

black 

served by moving the debate forward and focusing on how 
to restore productivity to a once thriving sector. 

Dell 
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ACCESSION TALKS 


REF: A. BRUSSELS 4029 
B. PARIS 7178 
Classified By: USEU poloff Harry O\'Hara 


1. (C) Summary: An upbeat Commissioner for Enlargement 
Gunther Verheugen 

Commission would make a \"clear recommendation\" October 6 that 
the EU start accession talks with Turkey. Verheugen expressed 
appreciation for the US\'s low-key support for Turkey 

over possible French referendum plans on Turkey 

described a proposed braking mechanism on future enlargement 
talks as \"window-dressing.\" The next decision point is the 
December 17 European Council 

state/government will decide whether to authorize accession 
talks. This decision will be accompanied by a heated 

emotional and highly public debate in EU capitals as well as 
Ankara. End Summary 


A clear recommendation to start 


2. (C) Late October 5 

told Ambassador Schnabel that he plans to publicly recommend 
October 6 that Turkey has made sufficient progress on a broad 
range of political reforms since 1996 so that the Commission 
can recommend that accession negotiations begin. Verheugen 
said that he would offer Turkey \"a clear decision\" with \"soft 
conditions.\" Ambassador Schnabel congratulated Verheugen on 
this decision 

enlargement in the last five years. 


US approach appreciated 


3. (C) Verheugen expressed appreciation for the US\'s 
\"low-key\" approach to Turkey\'s desire for starting accession 
talks with the EU. He said that this had been helpful. Other 
Commission officials have also expressed appreciation for the 
US diplomatic efforts with Turkey to keep them on track in 
the last few weeks as well as keeping US support for Turkey 
out of the bilateral US/EU political relationship. 

Commission officials describe the last months as a 
\"rollercoaster\" experience (ref a) 

flaps over adultery and penal code reforms. Verheugen 
characterized this recent period as \"difficult.\" 
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Concern over France 


4. (C) Verheugen said that after October 6 

the member states. He said that a comfortable majority" at 
the Council level favor starting accession talks with Turkey. 
However 

-- particularly if the center-right seeks to amend the French 
constitution to require that all future EU enlargements be 
subject to a referendum (ref b). (Other Commission officials 
have voiced concerns about Austria and Slovakia.) 


Good for Europe 


5. (C) Nonetheless 

He said that Turkey has made \"revolutionary changes and the 
process of accession talks with the EU will only accelerate 

this. He stressed that not only is this positive for Turkey 

but it is also good for Europe. 


\"Window-dressing\" 


6. (C) Verheugen acknowledge concerns from other 
Commissioners and member-states. For that reason 
Commission has recommended that they be allowed to adopt a 
new \"braking mechanism\" for all new accession negotiations -- 
not just for Turkey -- but also for Croatia and any future 
invitees. This mechanism would allow the Commission to halt 
accession negotiations in the case of back-sliding on human 
rights or other commitments. Verheugen described this as a 
bit of \"window-dressing 

would require a majority of member-states to authorize its 

use. Another Commission official noted to us that the current 
EU Nice Treaty already contains similar mechanisms for 
existing EU member states 

the case of a serious breech of democratic standards. 


Looking ahead 


7. (C) The Commission will not include a proposal for the 

date to begin negotiations; that will be left to the December 

17 European Council. Assuming a positive vote 

anticipates a ceremony sometime in January 2005 where a time 
for talks will be announced 

also start in 2005 (preferably after France sorts out its 
referendum concerns). 

Schnabel 
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Logistics\" in Dalian 

Korea). NSC stated that unless there was proof machine tools 
would be used to produce arms 

stop their export. End Summary. 


Shipments Stopped as Result of U.S. Information 


2. (C) After AIT delivered ref A talking points on October 

5 

acted on the instructions contained in the BOFT-DGC letter 
reported ref B (Taipei 03051) and stopped two Ching Hwee 
shipments of machine tools leaving Taichung Harbor bound for 
\"COSCO Logistics in Dalian City 

major container port just across the bay from North Korea). 

In response to Ching Hwee 

BOFT informed Ching Hwee executives that the action was taken 
due to suspicions that the machine tools were destined for 
North Korea 

that according to Taiwan 

provisions 

sensitive high-tech commodity (SHTC) list 

that the goods could be used in weapons manufacturing made 
them subject to export controls. 


3. (C) BOFT noted that Ching Hwee does not export any goods 
on the SHTC list and has never applied for an SHTC permit. 
In fact 

not product any goods at all 

According to BOFT 

only about US$ 1 million and is owned by four private 
individuals 

this raises the question of what Ching Hwee would have to 
offer in a joint venture with the Ryonha Company. BOFT said 
it will continue and deepen its investigation of Ching Hwee 
and compile information on all of the company 

imports. 


Strange Information 


4. (SBU) A quick search of the internet shows that the 
Ryonha Machinery Joint-Venture Company can be contacted 
through its office in Pyongyang 

Taiwan Customs 

one of the main purchasers of Ching Hwee 
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exports. However 

indicates that it manufactures and exports sophisticated CNC 
electric discharge 

similar to those that it imports from Ching Hwee. In fact 
according to press reports 

machine tools 

Standards Organization to meet ISO 9002 standards 
international industrial exhibition held in Pyongyang each 
year. While the Korean letters in the Ryonha name are 
phonetic and without exact Chinese equivalents 

letters are used by Koreans to phoneticize the main Chinese 
character in Dalian. The name Ryonha could be taken to mean 
&little Dalian.8 If Washington agencies know the Chinese 
characters used to write Ryonha 

useful to AIT in further researching the company. 


How the United States Can Champion Strict Export Control 


5. (C) BOFT indicated they would like to see further 
restrictions on exports of machine tools from Taiwan to North 
Korea 

interagency struggle within the Taiwan government. 
Specifically 

the restrictions that Japan 

other countries place on machine tool exports to North Korea. 
If these countries restrict machine tool exports to North 
Korea 

agencies to agree to do likewise. Second 

P2S5 chemical that was seized earlier this year in Kaohsiung 
at the request of U.S. agencies. BOFT indicated that U.S. 
assistance in helping to get rid of the stuff would be a 
criterion in determining future cooperation. BOFT said 
Taiwan 

the chemical. BOFT was unaware if the United States has 
provided instructions on disposal. 


NSC Response to Talking Points 


6. (C) The NSC response to the Ref A talking points on 
delivered on October 6 was cordial 

In response to the suggestion that Taiwan should stop machine 
tool to North Korea the NSC officials said that there were no 
legal grounds for stopping these shipments. When AIT 
suggested that Taiwan 

legal basis 

to North Korea 

to produce weapons. It would be even more difficult to prove 
that shipments to third territories or front companies were 
intended for weapons production. The NSC officials suggested 


Column 3 

better information sharing with the United States and 
international export control agencies might help address this 
issue of proof. They seemed interested in attending the 
planned EXBS workshop on export control laws and regulations 
that will be held in Taipei in November. 


7. (C) Comment: Export control is apparently a hotly debated 
issue within the Taiwan government 

already going well beyond what the NSC sees as the limits of 
current legislation. AIT believes that providing BOFT with 
the arguments it needs to prevail in the interagency debate 
would be an effective tactic in getting stronger exports 
control in Taiwan. End comment. 
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employment and production after quota elimination.\" 


2. Total textile and apparel production in USD value: 14.34 
billion USD (down 3% from 2002). 


4. Share of textiles and apparel of total Thai exports: 
2001 -- 8% 
2002 -- 7.5% 
2003 -- 6.8% 
2004 (Jan to August) -- 6.6% 


5. Total manufacturing employment in Thailand is estimated to 
be 1.1 million. 


6. Total textile-related employment in Thailand is estimated 
to be 773 
manufacturing employment. 


7. As one of the largest sources of manufacturing employment 
in Thailand 

There are reportedly 4570 textile and apparel factories in 
Thailand 

factories account for 80% of total production. While most 
factories are engaged in garment assembly 

large spinning mills relying on imported yarn. 


8. The RTG collects information on an annual basis. 


9. The RTG is generally able to collect accurate figures on 
formal sector employment. However 

employment -- where significant numbers of textiles and 
apparel workers may be found -- is a challenge. 
JOHNSON 
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the cost Italy will bear. 


Request for U.S. Technical Team Visit 

12.(C) Italy wants further interaction with the U.S. in 
completing planning. Cantini 

Carabinieri and MFA Political Director Giampaolo Massolo 
suggested that this is the right time to bring a U.S. 

technical team to Rome and Vicenza for the purpose of ironing 
out details of what it will take to get COESPU up and 

running. The team should include military officers 
knowledgeable about the constabulary aspects of peacekeeping 
missions and 

establishing didactic and training programs. Cantini 

believes that a U.S. technical team visit before the end of 
November would provide the extra push needed to complete 
planning and move to the operational stage. 


13.(C) Cantini stressed Italy 
would come with solid information about what the U.S. will be 
prepared to contribute financially. 


14.(C) Action Request: Embassy Rome asks PM/PPA to follow up 
its successful July visit to Italy by sending a team whose 

members would have the military and technical experience to 
review and assist in completion of Italian plans. The team 

should include at least one member qualified to assist with 
financial planning. We hope this visit can happen quickly 
preferably by the end of November. End Action Request. 


Next Steps: Details Needed for Sherpas 


15.(U) The MFA 

the U.S.-Italian Global Peace Operations Initiative in his 
September 21 UNGA speech 

COESPU. Massolo outlined the project at the September 20 G-8 
political directors meeting in New York. Mezzavilla will 

discuss COESPU in more detail at the G-8 Clearinghouse 
meeting on African Peacekeeping in Washington on October 7-8. 


16.(C) The next step is the October 15 Sherpas 

which the U.S. and Italy hope to lay out the COESPU proposal 
to G-8 partners and begin soliciting partner support. 
Assuming that the official project proposal is available by 

then (and that the U.S. clears on it) 

information that partner countries will look for at the 
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Sherpas\' meeting will be: 1) a list of needs along with cost 
estimates; and 2) the list of countries to be invited to the 
first year\'s courses. These items 

financial needs assessment 

Cantini speculated that 

Castellaneta had to discuss COESPU today 

prepared to offer only a general picture of the project. 
Given Italy 

will not get out ahead of whatever has been firmly agreed on 
by Italy and the U.S. 


Comment 

17.(C) To reach our goal of presenting a U.S.-Italian project 
proposal to G-8 partners on October 15 

quickly on a list of trainee countries to approach for the 

first year. (Bringing those countries 

board may take somewhat longer.) Italy is firm that COESPU 
should maintain a primary 

Africa. Given the statements issued at Sea Island and the 
continuing G-8 emphasis on Africa 

this project attracting much partner support otherwise. 


18.(C) Uncertainty about the extent of U.S. commitment to 
sharing the financial burden is contributing to the MOD\'s 
slowness in releasing the project proposal. More clarity 

from the U.S. side ) or 

Italy will not find itself left alone to make up the 

difference between major new costs and eventual G-8 partner 
contributions ) might help shake the project proposal loose. 
Announcing the visit of a State Department technical team to 
help wrap up planning should also push things along. End 
Comment. 
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candidate Mahama. On October 2 

argued he should be the presidential candidate instead of 
Mahama -- and the coalition fell apart. Although discussions 
between the parties are ongoing 

the coalition will come together with any strength. 
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3. (U) On September 18 

would retain as his running mate current Vice President 

Alhaji Aliu Mahama. Mahama has been criticized as ineffective 
by some in the NPP 

founding member of the party. Nonetheless 

apparently chosen again because 

balances the ticket. 


4. (U) On September 23 

launched its campaign and selected its own northern Muslim 
Alhaji Mohammed Mumuni 

presidential candidate 

is seen by some as a strategic move by the NDC to capitalize 
on party line divisions between the Andani and Abudu tribes 
in the north. On September 28 Mumuni was in a car accident 
(he remains in the hospital) effectively removing him as a 
campaign player for the next few weeks. (See bios in paras 
13 


5. (U) Party members continue with the selection of 
parliamentary candidates through primary elections across the 
country's 230 constituencies. While many cabinet members won 
their primaries with ease 

Parliament lost their candidacies 

State and several MPs with key positions in the ruling 
government. Senior Minister J.H. Mensah 

faced a record five opponents and won his primary only after 
intervention by the President and party headquarters. 


6. (U) Constituents from several constituencies have 
complained that senior NPP officials imposed candidates on 
local constituencies without primary elections. Over the past 
month 

physically assaulted regional party leaders to protest the 
imposition of candidates. 


7. (U) On July 31 

2004 election. Entitled WA Better Ghana!" 

predictably directs considerable criticism against the NPP. 
The opening message from the party\'s founder 

President Jerry Rawlings 

his NPP promised heaven but have landed Ghanaians in the 
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burning flames of hell.\" In his opening remarks 

promised that the NDC would \"remove the current atmosphere of 
suspicion 

assumed to be an ally of the present opposition.\" In its 
manifesto 

as the International Monetary Fund and World Bank cannot be 
\"wished away!" entirely 

more independent from the policy prescriptions of these 
organizations. On social 

NDC\'s platform does not differ considerably from the NPP\'s. 


8. (U) On September 18 

entitled \"So Far 

achievements of the NPP administration feature prominently. 
In contrast to the NDC 

international donor institutions. The manifesto praises the 
Kufuor government\'s achievement in reaching HIPC completion 
point in 2004. It also underscores Ghana\'s selection as a 
Millennium Challenge Account prospect. The manifesto 
highlights Ghana\'s first-ever invitation to a G-8 meeting and 
President Kufuor\'s role in ECOWAS. It quotes British Prime 
Minister Tony Blair as saying in May 2004 

is a role model in the African continent and a blazing trail 
who should be followed and emulated.\" 


9. (U) The Electoral Commission is still completing the 
voter registration process. It has finished scanning 
registration forms from all ten regions into a centralized 
database of voters. The EC initiated a \'mopping upY exercise 
September 3-7 to give all voters who registered during the 
initial registration an opportunity to obtain photo 
identification cards (which are required for voting). Faced 
with logistical challenges 

September 30. The EC has announced it would publish a 
provisional voter\'s register on October 12-17 for public 
scrutiny. 


10. (SBU) Observers expect that elections will be generally 
peaceful 

violence. The past month has been filled with events 
promoting peaceful elections 

attended by visiting Nigerian President Obasanjo. Ina 
demonstration of support for the democratic process 
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and NDC invited all political parties to address their 
conventions. 


11. (U) Nonetheless 

vice presidential candidates from opposing clans has the 
potential to fan communal friction in the north. In the 
northern region of Dagbon 

Yakubu Andani (king) remains a central and highly divisive 
issue. The NDC has leveraged this issue to disadvantage the 
NPP within the Dagbon traditional area 

twelve constituencies. Questions still remain about the 
government\'s role during the violent clashes in 2002 and its 
inability to find the murderers of the king and forty other 
victims. The Andanis 

the government of playing a central role in the murders. The 
Abudus 

to radio reports 

traditional capital of Dagbon) attacked NDC supporters and 
set fire to a local chief\'s palace 

injuries. The situation in the Dagbon traditional area is 
generally volatile and there could be other incidents of 
small-scale violence in the heat of the election. 


12. (C) At an October 4 pre-election lunch for members of 
civil society 

concerns about fairness in the election campaigns. Like our 
small party contacts 

incumbency to garner disproportionate media coverage and 
access to state resources for electoral benefit (although 
they concede some of this is inevitable with an incumbent 
candidate). Reverend Fred Deegbe 

Christian Council of Ghana and a member of the Coalition of 
Domestic Election Observers (CODEO) 

observing and auditing during the pre-election period 

he thought is more open to manipulation than the polling on 
election day itself. CODEA is planning to field over 5 
domestic observers 

first time 

campaign. The lackluster performance of the Electoral 
Commission has some donors and party contacts worried. A 
number of contacts have shared concerns that as many as 
700 

mostly in regions more likely to support opposition 
candidates. Donors to the Electoral Commission 

local British 

that the EC appears unable to account for its budget and 
reportedly will be seeking an additional 5 million USD to run 
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the election. They complain that the EC is inaccessible and 
appears overwhelmed by the massive registration process. 


13. (C) Just over two months before the December 7 
elections 

rhetoric is moderate. President Kufuor has been actively 
touring the country 

projecting his engagement in the media. The NDC has yet to 
hit its stride and the smaller parties are weakened by 
on-again-off-again alliances and a lack of funding. Some in 
the business community voice ambivalence 

performance of the NPP government but turned off by former 
NDC President Rawlings 

campaign trail. The concerns about fairness in the run-up to 
the election -- while not dissimilar to NPP claims before the 
2000 election -- bear watching. We will engage the Electoral 
Commission on a range of election issues in the next week. 
The completeness and acceptability of the 
soon-to-be-published voter registration list will be an 
important indicator of whether this election seems to be on 
track. End Comment. 


14. (U) Alhaji Mohammed Mumuni 

(Adani clan) and the Member of Parliament for Kumbunu 
important constituency of Dagbon in the Northern Region. He 
holds a Masters degree in law from the University of Ghana 
and worked as a private lawyer in Tamale and as a District 
Magistrate. After a falling out with the Convention People\'s 
Party (CPP) 

as an NDC candidate. He was Minister of Employment and 
Social Welfare (with Cabinet rank) in the previous NDC 
government and is currently the ranking MP for Legal 
Constitutional and Parliamentary Affairs. 


15. (C) Alhaji Aliu Mahama 

is a Muslim Dagomba from Yendi (Abudu clan) in the Northern 
Region. He holds a Bachelors of Science in Building 
Technology from Kwame Nkrumah University of Science and 
Technology in Kumasi. He worked for the now-defunct State 
Construction Corporation and later formed his own civil 
engineering and contracting business. He served as a local 
Assemblyman for the Tamale Municipal Assembly 

the Dagbon Youth Association 
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before being nominated as the NPP\'s vice presidential running 
mate in 2000. As Vice President 

reputation for integrity and congeniality 

detractors see him as ineffective and unschooled in politics. 
LANIER 
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Support the Progressive Realization of the Right to 
Adequate Food in the Context of National Food Security." 


2. Among the related activities for CFS delegates were 
an Oversight Panel that reviewed progress by FAO\'s 
Special Program for Food Security 

side event that highlighted the G8 commitments to help 
increase agricultural productivity in Africa. In plenary 
statements and other discussions 

emphasized the role of good governance 

integration into the global economy 

productivity 

of food insecurity. End summary. 


OVERVEW 


3. The CFS held its 30th Session on SeptQmber 20-23 
2004 

within the United Nation3 system for discussing world 
food security and is responsible for monitoring progress 
towrd the international commitment made at the WFSin 
1996 to halve the number of undernourishedby 2015. 


4. The US delegation was led by Eric Bost 
Secretary for Food 


SIPDIS 

Department of AgrQculture (USDA) 

Hall oQ the U.S. Mission to the UN Agencies for Food and 
Agriculture. Alson the delegation were Darakel and Earl 
Gast of thQesca Bravo and Brenda Qis 

and Sharon Kotok 

116 members ofrepresentatives and 

obsQand intergovernmental aernmental organizationolved 
considering an aessment of the world fod a 

biennial progress Q 


6. Election of the C d’vpMI’cQ’d out 

that about 70% @ives in countries 

thaeeting international poverls. Where progress has been 
insufficient 

it most often has been in states whose leaders have not 
embraced good governance 

integration into the global economy 
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and state failure have made that choice impossible. 
Success in these states 

matter of donor funds. He also highlighted USG 
contributions towards meeting the WFS goal 

spending on school feeding programs in the developing 
world 

the Millennium Challenge Account 

Emergency Plan for AIDS Relief. 


8. In other interventions 

delegation members: (a) offered practical suggestions on 
how to improve and simplify the existing format for 
national reporting on progress in implementing WFS goals; 
(b) noted the unique contribution of an alliance to 
orchestrate civil society and private sector efforts with 
those of government to address hunger and poverty; and 
(c) stressed that a lasting solution to poverty and 

hunger requires the difficult work of improving domestic 
policies and institutions 

protecting private assets and incomes 

appropriate market incentives for food production and 
distribution 

peace and stability. 


CFS CONCLUSIONS AND RECOMMENDATIONS 


9. Assessment of World Food Security Situation. The CFS 
noted the uneven progress in the fight against food 
insecurity among countries and regions. It reaffirmed 

that strategies aimed at poverty and hunger reduction 

need to be considered in the broader context of 
development. Delegates welcomed FAO\'s special coverage 
of trade in its latest assessment report 

that this be one of the ongoing elements in future 

reports. 


10. Revised WFS Progress Reporting Format. Concerns 
were widely shared among delegations about the revised 
reporting format and process. Many said that there were 
too many indicators and that the reporting requirements 
were burdensome and duplicative of reporting to other UN 
agencies 

goals of the Millennium Declaration. It was pointed out 
that the process does not adequately draw on existing 
work on Food Insecurity and Vulnerability Information and 
Mapping Systems (FIVIMS). Delegates put forward a number 
of proposals to improve the format 

the frequency of reporting; avoiding duplication of 
information on indicators by using the above-mentioned 
databases and formulating a set of key indicators; 
focusing on priority issues; and including new indicators 
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on water and other natural resources. The Committee took 
note of these proposals and agreed that the Secretariat 
should convene a regionally balanced working group of 
experts to review various options. Following such 

review 

for consideration by the CFS Bureau. 


11. FIVIMS. The Committee 

U.S. delegation 

continue to enhance FIVIMS and cooperation among its 
partners in order to improve its assessment of world food 
security. Delegates 

recommended that FIVIMS work should inform selection of 
food security indicators of the WFS reporting as well as 
development of an appropriate analytical methodology and 
framework. It was also recommended that the CFS 
Secretariat work more closely with the FIVIMS Secretariat 


SIPDIS 
in that regard. 


12. Special Forum in 2006 to Review WFS Progress. The 
Committee reaffirmed the WFS decision to convene 

and within existing resources 

32nd Session of the CFS to undertake a progress 
assessment of the implementation of the WFS Plan of 
Action. This would include a mid-term review of progress 
toward the target of halving the number of malnourished 
people by 2015. The CFS also agreed to hold 

available resources 

the next CFS meeting (May 2005) to prepare for the 2006 
Special Forum. This dialogue -- which was proposed by 
Brazil -- would involve governments 

organizations and civil society. NGO participation would 
be in accordance with FAO policies and ECOSOC Resolution 
1996/31 on the Consultative Relationship between the UN 
and NGOs. 


13. International Alliance Against Hunger (IAAH). The 
CFS considered a progress report regarding the IAAH. The 
Committel?called on governments and all others concerned 


with combating hunger 

possible 

countries 

duplication of efforts and proliferation of meetings. 

The Committee found the interactive website and register 
of IAAH member activities to be efficient ways to make 
connections and share information among food security 
stakeholders. It agreed on the voluntary nature of the 
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Alliance and favored a cost-effective operation. Some 
delegates requested more information on the cost of the 
proposed IAAH annual meeting. 


WRIGHT TO FOOD\" VOLUNTARY GUIDELINES 


14. The CFS approved the \"Voluntary Guidelines to 
Support the Progressive Realization of the Right to 
Adequate Food in the Context of National Food Security." 
These guidelines were foreseen in the 1996 World Food 
Summit Plan of Action and were under negotiation by an 
Intergovernmental Working Group (IGWG) for the past two 
years (ref A). IGWG delegates -- most of them also CFS 
delegation members -- met in an informal \"friends of the 
chain" format concurrently with the CFS to conclude the 
negotiation of the Guidelines. 


15. In the last round of the IGWG 

achieved all USG objectives. Most notably 

to resolve language on the law of war in a way approved 

by the Departments of State and Defense 

unilateral measures that was modeled on standard language 
found in non-binding multilateral declarations (such as 

the World Summit on Sustainable Development and World 
Summit on the Information Society) 

international dimension that mirrored existing non- 

binding language negotiated in various multilateral fora. 


16. A final IGWG session was convened in the middle of 
the CFS proceedings on 23 September to adopt the 
Guidelines and formally transmit them to the CFS. The 
last IGWG report and final text of the guidelines will be 
available at www.fao.org shortly. The United States was 
able to join consensus 

for the record that included the following clarification: 
[quote] 

In joining in the adoption of these Voluntary 

Guidelines 

recognize any change in the current state of 
conventional or customary international law 

regarding rights related to food. The United 

States believes that the attainment of any 

\"right to adequate food" or \"fundamental 

freedom to be free from hunger\" is a goal or 

aspiration to be realized progressively that 

does not give rise to any international 

obligations nor diminish the responsibilities 

of national governments toward their 

citizens. 

[end quote] 
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OTHER ISSUES RAISED 


17. \"Summit of World Leaders for Action Against Hunger 
and Poverty.\" The Brazilian delegation at the CFS 

actively promoted the September 20 meeting of leaders and 
officials at UN Headquarters in New York (ref B). In the 
CFS Drafting Committee 

successful in restraining Brazilian attempts to 

characterize the New York Summit" and ensuing 
Declaration within the CFS report in a manner that would 
convey broader international acceptance than was actually 
the case. 


18. Africa Locust and Caribbean Hurricane Crises. 
Special attention was drawn by many delegations to the 
locust crisis afflicting vast swathes of western and 

northern Africa 

agenda. U.S. Mission had been active in the weeks prior 
to the CFS to call greater attention to this problem and 

to deficiencies in FAO\'s response thus far (refs C 

Some delegates highlighted the food security implications 
of the destruction caused in recent weeks by Jeanne and 
other hurricanes in the Caribbean region. These 
discussions prompted the Committee to recommend that FAO 
include \"immediate threats to food security\" as an agenda 
item at future CFS meetings. 


ADDITIONAL RELATED EVENTS 


19. CFS Lecture. Nobel Laureate Norman Borlaug 
delivered a lecture to the CFS on \"The Green Revolution - 
An Unfinished Agenda.\" Dr. Borlaug highlighted the 
importance of agricultural research for increasing 
productivity and sustainable use of land and water 
resources 

nutritional and productivity gains 

leadership skills for scientists to ensure adoption of 
promising technology. 


20. G8 Initiative Side Event. U.S. Mission organized a 
panel discussion on the G8 commitments to Africa with a 
special focus on increasing agricultural productivity 
through capacity building (septel). 


21. Other Side Events. A \"High-Level Dialogue with 
Civil Society Leaders and Member Countries\' National 
Alliance Leaders on the Development of the IAAH as a 
Leading Global 

was held. There was also a Seminar on Actions and 
Initiatives for Food Security. 
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22. Special Program for Qood Security (SPFS) Oversight 
Panel. U.S. deQegates were also observers at the SPFS 
Oversight Panel 

September. SPFS is an FAO program aimedat increasing 
food production in low-income 

emphasizing nationalownership 

technology transfer 

Suth-South cooperation. The Panel commended theQ 
progress made since SPFS began ten years ago. It 
supported moving 30 countries from the pilot phase to 
national-level programs 

requested additioQ to determine 

which up-scaling to a national 

program 

institutins. It also recommended more emphasis on high- 
risk groups such as women 

safety nets\" by stimulating production for local markets. 


CLEVERLEY 
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the dominance of the ruling New Patriotic Party (NPP) in the 
pre-election campaign and did not see a role for foreign 
observers. The CPP has only one seat in parliament and is 
unlikely to be much of a player in the December 7 elections. 
End summary. 


2. (U) On October 1 

George Opesika Aggudey 

Convention People\'s Party (CPP) 

Delle 

upcoming national elections. Charge noted that we were 
having similar meetings with other political parties. 
Background 


3. (SBU) The CPP was founded in 1949 by former President 
Kwame Nkrumah and still espouses a distinctly Nkrumahesque 
view of the world. The CPP sees itself as a mass party 
representing farmers 

endorses a strong role for the state and a vision of 

Pan-African empowerment The CPP won less than 2 percent of 
the vote in the 2000 elections and has only one seat in 
parliament (the First Deputy Speaker of Parliament). In the 

first half of 2004 
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Four\") urged voters to vote for them on a CPP ticket but vote 
for the NPP\'s presidential candidate. Although they were 
threatened with suspension from the party 

Disciplinary Committee recently reinstated the \"Gang of 
Four\". Aggudey is lawyer and CEO of Gold Crest Security 
Services. He is reported to have problems with some CPP 
old-timers 


Through the CPP Looking Glass 


4. (C) Aggudey and his colleagues underscored the need for 
a large state role in Ghana\'s economy. They insisted they 
were not anti-business and would not want to nationalize 
industry. However 

bring jobs to more rural areas. The state needed to fill the 

gap where private industry has failed. Ghana needed to 
improve its self-sufficiency 

that Ghana used to make its own shoes and light bulbs instead 
of importing them. When asked what he saw as Ghana\'s 
comparative advantage in industry 

potential for beer production. Ghanaians \"lack a sense of 
permanent interests\" and need to return to \"African 
solutions\". The CPP would like to redirect and redistribute 
resources. As for foreign aid 

us\". The CPP seeks a more even redistribution of educational 
resources. Aggudey said he would block all Ghanaians from 
receiving visas to the U.S. as a measure to stem the brain 
drain (CPP National Chairman Delle argued for improving the 
job opportunities in Ghana as a better approach to the 

issue.) 


The Election: The Elephant is a Giant 


5. (C) Aggudey said he was not happy with the election. 

The NPP is using its incumbency to tip the scales 

\"It will take a long time before the word fairness can be 

used in Ghana!" 

gone from an elephant to a giant 

the elephant is the NPP party symbol. End note.) The CPP 
had been well received on the campaign trail 

noting that he had visited 160 constituencies and planned to 
reach the remaining 70 in the coming months. The CPP was 
hampered by logistics but confident it would do well. 

Aggudey dismissed the friction over the \"Gang of Four\" as \"a 
thing of the past\" exaggerated by opponents to divide the 
CPP. He expects a peaceful election 

first time the National Democratic Congress (NDC) and the CPP 
are talking and joking with each other The CPP would not 

join a proposed coalition with other smaller parties and 
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would play a key role in what Aggudey saw as a likely run-off 
election. When asked what role foreign observers could 

usefully play in the election process 

would they do? 

occur before election day or would be difficult to detect. 

Too much money had been spent on the Electoral Commission and 
the election process 

be better spent strengthening political parties and election 
financing. 


Comment 


6. (C) Delle and Dowuona were articulate 

convoluted in their views. Candidate Aggudey 

hand 

disliked by some within the CPP 

party\'s fundraising abilities. We do not see Aggudey or the 
CPP as a significant player in this election 

if there is a run-off round (as happened in 2000). 
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in Sanaa. Key offices and personnel represented at the 
meeting included: COM 

POL/MIL 


2. (C) The EAC began with a review of the overall threat 
environment noting the potential for serious security 
incidents following a series of major events in Yemen and the 
region to include the end of several weeks fighting between 
ROYG forces and a Shiite rebel Al-Huthi 

combat 

USS Cole trial defendants. Numerous events raise the 
spectrum of retribution by family or friends of victims and 
defendants although no imminent threats are now known. 


3. (SBU) The DCM pointed to media coverage of angry 
reactions to the Cole verdict by family members of the 
convicts and the EAC discussed increased chatter within the 
region that indicates the potential for a series of soft 

target attacks against westerners and local government 
officials cooperating with the United States Government in 
the war on terrorism. The EAC noted already high and 
appropriate levels of security from RSO assets. 


4. (SBU) PER REFTEL 
cable Sanaa 2539 
identified a man filming the Hadah residential compound 
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(where many official Americans live) on October 1. No 
specific recommendations for improving security coverage 
resulted from the EAC. EAC members agreed that Mission 
personnel should again be urged to vary their times and 
routes and avoid a predictable pattern in any other way and 
the COM directed the Consular officer to arrange a town 
meeting to review security with the community. The town 
meeting is scheduled for October 10 


5. (SBU) The EAC discussed the recent degradation of 
Embassy perimeter security 

ROYG 

advised EAC members that a diplomatic note went forward 
requesting ROYG to secure the now open perimeter with 
barriers. The COM informed the EAC that he discussed the 
matter with the Minister of Interior during a state sponsored 
dinner on September 30th 

would provide a final solution soon regarding perimeter 
security. EAC members discussed the possible impact that the 
loss of perimeter security might have on Embassy receptions 
held behind the Ambassador 

propriety of events at that location will depend on ROYG 
commitment to lock down the street with positive physical 
security measures to prevent the possible forcing of vehicle 
born improvised explosive devices VBIEDs. RSO noted a recent 
DS assessment that the Embassy 

structural reinforcements but an outdoor reception close to 
the exterior wall might result in heavy casualties if a VBIED 
were placed against the wall during an event such as the 
Marine Ball. 


6. (SBU) The RSO noted DS funded physical security 
construction at the Yemen American Language Institute to 
install a public screening point where by the public could 

not force their way into YALI past unarmed Embassy guards. 
Unfortunately 

to arrest contract workers doing the upgrade despite MOI 
acceptance of the work. RSO noted a Thursday 

incident whereby a student failed the exams and returned to 
the school with angry and armed family members. MOI 
personnel arrested the aggressive family members and secured 
the institute with additional armed guards. RSO is working 
with the MOI to resolve the standoff on the needed security 
upgrade in the school. 


7. (SBU) EAC members discussed the recent alleged 
Al-Qaida tapes released by Al-Jazeera and the DCM requested 
actual text of the statement to review for Yemen specific 
references. RSO provided the DCM a Reuter\'s report that read 
an audio tape attributed to Ayman al-Zawahiri 

2nd in command 
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against \"crusader AmericaW and its allies throughout the 
world. \"We should not wait until U.S. 

Jewish 

the Arabian Peninsula 

said the tape. 


8. (SBU) At the conclusion of the EAC 

section by section review of the Emergency Action Plan (EAP) 
canvassing the EAC for Emergency Action Committee input. EAC 
members made numerous recommendations for improvements and 
reviewed current \"trip wires\". The DCM directed EAC members 

to complete their review and EAP updates within 48 hours. 
KRAJESKI 
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of the ruling Socialist administration. Madrid Mayor 
Gallardon 

the political center and the most popular PP politician among 
the general electorate 

done something wrong\" to lose the March 14 elections. Rajoy 
was more cautious 

not the past\" and would seek \"greater dialogue\" with the 
electorate. Both Gallardon and Rajoy were overshadowed by 
Aznar 

proclaimed that he had no regrets regarding the actions of 
his administration and called on the PP to remain true to its 
fundamental principles. The election of Angel Acebes - the 
public face of the Aznar administration\'s controversial 
handling of the March 11 terrorist attacks - as PP Secretary 
General indicates that there will be no revamping of the PP 
leadership in order to erase voter memories of that episode. 
Aznar moved into the largely ceremonial role of Honorary PP 
President 

complicate both Rajoy\'s gentle shift towards the center and 
Gallardon\'s more ambitious aspirations. End Summary. 


//PP CHANGES ITS COLORS 


2. (C) Poloff joined other diplomats in attending the 10/3 
closing ceremony of the 15th PP Party Congress. The most 
tangible sign of change in the party was the adoption of new 
colors 

favor of a brilliant orange. Color changes aside 

political analysts predicted the Congress would feature a 
showdown between advocates of moving the PP towards the 
political center and party stalwarts who oppose any watering 
down of traditional PP principles 

affirming Christianity as a guiding element. In the end 
however 

most speakers lambasted the ruling Socialist (PSOE) 
government and reaffirmed their support for traditional PP 
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positions. Key indicators of continuity included the 

selection of Angel Acebes as PP Secretary General -- despite 
his unpopular role as Minister of the Interior at the time of 

the 3/11 train bombings -- and the reelection of most members 
ofthe PP\'s National Executive Committee. 


//CALLS FOR INTROSPECTION AND CHANGE// 


3. (C) Charismatic Madrid Mayor Alberto Ruiz Gallardon 

is very popular with non-PP voters but is distrusted by the 
more conservative PP rank-and-file 

veiled criticisms of the Aznar administration during his 
speech. (Gallardon was seated with second-tier PP leaders 
and spoke on the second day of the convention rather than in 
the all-important closing ceremony on day three.) Gallardon 
praised the successes of the Aznar years 

should recognize that it "must have done something wrong\" to 
lose the March 14 elections. He suggested the PP should 
review its positions on social issues 

of Christianity in the PP platform and the party\'s opposition 
to adoptions by homosexual couples 

positions alienated potential supporters. PSOE 

Spanish Catholic Church 

marriage and giving homosexual couples adoption rights 
apparently popular with the Spanish public. Gallardon said 
that in the future the PP would have to adjust to new social 
realities and \"increase its presence in the streets.\" The 
crowd applauded politely 

no more than a tepid response. 


//AZNAR EXPRESSES NO REGRETS: WWEVRE RIGHT AND PSOE IS 
WRONG\"// 


4. (SBU) Aznar 

by the enthusiastic crowd and was introduced as the \"moral 
point of reference\" of the PP. Prior to his entry 

reviewed the highlights of the Aznar era and his stewardship 
of the party during its most successful period. Relaxed and 
confident 

forces for the landmark capture of ETA leaders earlier in the 
day in a joint operation with the French government. He 
recounted the many PP victims of ETA terrorism (the crowd 
roared with approval during a video clip of Aznar walking 
away from a failed ETA assasination attempt) and said the GOS 
\"can never stop fighting terrorism.\" 


5. (SBU) After announcing his unequivocal support for Rajoy 
Aznar recited the achievements of his administration and 
launched broadside after broadside at his PSOE critics. He 
said the PP should not fear being in opposition to Zapatero 
alone if necessary 
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and consistent.\" Aznar insisted that the PP\'s primary 
responsibility was to the 10 million voters who had backed 
the party in its worst moments because the PP was the only 
party that reflected their convictions. The PP left Spain 
\"solvent 

streets and none in the institutions of government" (an 
allusion to PSOE involvement in a dirty war against ETA 
during the Felipe Gonzalez era.) 


6. (SBU) In another swipe at alleged PSOE corruption under 
Gonzalez 

as \"the government that didn\'t steal.\" He echoed earlier PP 
speakers in claiming that President Zapatero\'s sole agenda 
thus far was to roll back PP measures and irresponsibly 
increase spending. Aznar noted that 

didn\'t \"settle scores\" with PSOE when he took office in 1996 
\"even though there were many opportunities to do so.\" He 
contrasted Zapatero\'s pursuit of \"false\" social gains with 

the \"genuine\" economic improvements brought about during his 
administration. Aznar accused Zapatero of reopening old 
wounds 

reforms 

power to the regions (anathema to the PP). Closing to 

rousing applause 

responsibility\" to oppose PSOE\'s policies. \"We are right and 
PSOE is demonstrating that it is wrong...We should never be 
ashamed of the way we governed or we will never be capable of 
returning to government.\" 


//RAJOY STEERS A MIDDLE COURSE// 


7. (SBU) After a rather less stirring video on Rajoy\'s 

political history 

reel the crowd back in and focus on his project for the 

furture of the party. He began by going over the fundamental 
planks of the party platform 

PP\'s vision of a Spain that is \"solvent 

Though it took some time to capture the enthusiasm of the 
attendees 

early missteps of the Zapatero administration. He criticized 
Socialist \"sectarianism\" and Zapatero\'s reliance on regional 
leaders intent on gaining greater powers from Madrid. Rajoy 
agreed that the PP had a proud record 

dwell on the past and would instead focus on the future 
including a commitment to the political center. He extended 
an olive branch to PSOE on foreign policy 

terrorism 

interests so that Spain would be seen as a \"serious country" 
by the international community rather than veering from 
alliance to alliance depending on which party was in power. 
A PSOE representative expressed interest in the offer on 
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/TERRORISM A CENTRAL THEME// 


8. (SBU) The PP\'s fight against terrorism was a core issue 
throughout the convention 

\"We did the right thing when we decided to jump in up to our 
necks in the fight against terrorism alongside our friends 

and allies 

writer who recently compared him to Osama bin Laden 

he was untroubled by that comparison 

by another writer that he bore responsibility for the 200 
deaths in the March 11 train bombings. \"That man should ask 
himself how many bodies his friends (PSOE) are responsible 
for 

extrajudicial killings of ETA activists during the Gonzalez 
administration. \"We can say with our heads held high that 
our hands our clean and that we never had to bury any 
cadavers in quicklime during our time in power.\" Aznar said 
the right way to deal with terrorists was to attack them 
directly through legal means. 


9. (SBU) Rajoy also attacked PSOE\'s \"manipulation\" of the 
3/11 train bombings 

PP-PSOE joint position against terrorism and called on other 
parties to join the pact \"without attempting to weaken it.\" 
He congratulated Minister Interior Alonso for the major ETA 
arrests and expressed his continued willingness to work with 
all parties against threats to national security. 


//¡COMMENT// 


10. (C) Rajoy may have been the official winner of the PP 
Presidency 

that Aznar continues to command the support of the PP 
rank-and-file and that Rajoy will have to step gingerly if he 

is to successfully move the party towards the political 

center. For now 

as the main opposition party and consolidating his personal 
leadership of the party machinery. Meanwhile 

all his popularity among non-PP voters and attractiveness as 
a candidate 

has not convinced PP loyalists that regaining power is worth 
compromising ideological positions that many view as the core 
strengih of the party. The PP Party Congress did not 
strengthen Gallardon\'s position. 

ARGYROS 
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publication (British-based Johnson Matthey is the world\'s 
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leading trader of platinum group metals 

for Angloplats) 

in 2003. Of that 

(1 million ounces) 

for two thirds - or more than half of world production. 

Each has invested in major expansion programs. In addition 
exports from these three companies accounted for 9% of all 
South African merchandise exports in 2003. 


4. (U) South African platinum group metal resources in the 
ground represent more than 85% of the known global resource. 
In addition to platinum 

75% 

group metals 

less common. Any disruption in South African production 
should have an immediate effect on world PGM prices. 
Interestingly 

platinum prices actually fell 

market by some Japanese investors 

Chinese orders 

already climbed as investors anticipated the strike. Prices 
have returned to pre-strike levels. 


4. Table: Platinum Group Metal Prices ($/oz) 
Metal September 27 October 5 October 6 


Platinum 854 835 850 

Palladium 222 216 225 

Rhodium 1180 1300 1300 

5. Table: World Platinum Production (million ounces) 


2002 %Total 2003 %Total Percent 
Change 


South Africa 4.45 74.5 467 748 +4.9 
Russia 0.98 16.4 1.005 16.8 +7.1 
Other 0.54 9.1 0.52 84 -3.7 
Total 5.97 6.24 +4.5 
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resource-poor 

and pluralism for the region. King Abdallah has tried to 
de-emphasize somewhat the symbols of the monarchy in favor of 
building a national identity. The symbols are there -- 

portraits of father and son adorn nearly every government 
building in Jordan -- but national pride and civic 

responsibility (embodied in the \"Jordan First\" campaign 
launched two years ago) have been this king\'s chief public 
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themes. Earlier this summer 

members of Jordan\'s Olympic team for hoisting his picture 
during the opening ceremony 

they displayed the flag as asymbol of the nation. 
Nonetheless 

atmosphere that encourages 


3. (C) When asked their primary worry 

uniformly point to the economy. They laud King Abdallah\'s 
focus on economic development 

under his watch (up to seven percent GDP growth forecast for 
this year) 

an improvement in living standards. Some complain the rich 
are living ever more ostentatiously while poverty deepens. 
Fuel price and sales tax increases in April are still a sore 
point. Dr. Taysir Abdel Jaber 

Securities Commission 

popular perceptions of increasing inequity and will need to 
do a better job equalizing the playing field 

resources on poverty alleviation and job growth. 


4. (C) While pocketbook issues may be foremost in Jordanian 
minds 

reforms are not far behind. Some quietly express 
disappointment that this liberal 

made more significant progress in reforming a system built on 
patronage 

Dr. Fares Breizat 

Jordan\'s Center for Strategic Studies (CSS) 

frustration over the patronage (wasta) system is particularly 
acute among young Jordanians with few connections seeking to 
break into the professions 

win jobs based on their qualifications. He offers that these 
long-standing problems have gotten worse under King 
Abdallah\'s watch 

the fact that the King surrounds himself with &yes men8 
(mostly security officials and young technocrats) 

complain most are still chosen for their personal 

or tribal ties 

Jordanian-Palestinian journalist Ureib al-Rintawi says there 

is no space for \"liberal democrats\" who could help the King 
sell his reform agenda to the wider population. Abdallah\'s 
choice of advisers (whom Breizat terms \"liberal autocrats\") 
suggests to Rintawi that Abdallah has little real interest in 
making the difficult decisions necessary to realize true 
political and social reform in Jordan. (COMMENT: It is 
debatable whether there is as yet a potential popular 
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constituency for the liberal democratic politics that 
intellectuals like Rintawi long for. End Comment.) 


5. (C) On top of these frustrations 

growing disconnect between the leadership and ordinary 
Jordanians. King Abdallah has focused less than his father 
did on cultivating the personal connection with average 
people. While Hussein was known for taking meals regularly 
with tribal sheikhs and mingling with the common folk 
Abdallah has concentrated on building his statesman\'s image. 
He delivers few public speeches (although his Arabic has 
improved notably over the last few years 

undeniably foreign). He also spends significantly more time 
abroad than his father did 

King lives abroad and vacations in Jordan. Contacts close to 
the King justify his frequent international jaunts as 

necessary to attract foreign aid and investment. To some 
however 

King considers them too backward to be worth consulting. 
According to political scientist Dr. Muhammad Kheir Mustafa 
many Jordanians are losing respect for leaders perceived as 
aloof and not honestly working for the greater good 

turn makes it difficult to sell the King\'s liberalizing 

program to the common people. 


6. (C) Loath to criticize the King publicly 

detractors focus on the KingWs men. Critiquing the cabinet 
is the staple of conversation in private homes and 
coffeehouses 

has it that one in three Jordanians is an informer. However 
Abdallah\'s tendency to associate himself personally with the 
government\'s goals 

him accountable for the cabinet\'s failures as well as its 
successes -- stripping away a firewall his father had always 
carefully maintained. More in keeping with Hussein\'s 
experience 

widespread. Resentment is voiced about the King and Queen\'s 
perceived lavish spending and jet-setting lifestyle 

there is talk about his roving eye. Popular perceptions 
about Hashemite high living are a running theme through 
Jordan\'s modern history 

crisis 

politically meaningful. The same is largely true today 

a new element is the charge that top regime figures are 
taking larger and more visible slices of contracts for 
personal gain. Although this behavior is consistent with 
regional norms 
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King and cabinet -- and hands a (pick)pocketbook issue to the 
populists. 


7. (C) Impatience over the slow pace of change at home is 
exacerbated by regional turmoil. Inheriting the throne in 
February 1999 

inthe region. He commented to an interviewer in early 2000 
that he intended to focus on the only challenge he foresaw 

for Jordan: economic development. Barely six months later 
the Palestinian intifada erupted to the west. Protests in 
Jordan against the Israeli incursions in Jenin and the 
assassination of HAMAS leaders resulted in clashes between 
police and Jordanian demonstrators 

restrictions on public gathering. The professional 
associations and the Islamic movement revived 
\"name-and-shame\" campaigns against alleged advocates of 
normalization with Israel. Meanwhile 

guided Jordan through the aftermath of September 11 and the 
war in Afghanistan. He proved himself a faithful partner in 
USG efforts to combat Al-Qaeda -- cementing his already close 
relationship with the U.S. 


8. (C) The war in Iraq 

challenging. Anti-war demonstrators in southern towns 
carried signs and chanted slogans critical of Abdallah and 

his perceived support of the American campaign. Anti-regime 
pamphlets appeared in several cities 

services to tighten their control over demonstrations. These 
direct attacks on the King were unprecedented (ref E); people 
were convinced that the King and senior GOJ officials were 
not telling them the truth about the extent of Jordan\'s 
support for the war. Some contacts say the King\'s reputation 
still suffers. Since the Iraq war 

policies 

if not increased. Even figures such as former PM Taher 
al-Masri have offered critical statements. Outside of 

Jordan 

officials for his perceived criticism of the Palestinian 

National Authority leadership. U.S. success in stabilizing 

the region is critical 

Jordan\'s stability 

King\'s strategic alignment with the U.S. exposes him to 
domestic and regional critics 

rather than accommodate them in any meaningful way. 
Unfortunately 

have made it all the harder to advance political reforms 

which could empower those forces which oppose the King\'s 
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association with the U.S. 


9. (C) Abdallah wisely dropped the pretensions to regional 
leadership that his father could never shed. Long-expired 
Hashemite claims to the throne of the Hijaz 

leadership of the Arab nation may 

comical to Western observers. But the Saudis rightly 
suspected there was a gleam of irredentist ambition in 
Hussein\'s eye to the very end. By contrast 

known his aim was to keep the one throne his family still 
held 

the Gulf states. This more modest posture paid off when 
Saddam\'s oil largesse was abruptly ended in 2003 but quickly 
replaced by Saudi and Kuwaiti donations. Continuing Gulf 
petro-charity staves off a collapse of Jordan\'s economy. 


10. (C) King Abdallah has also done an effective job of 

selling a modernizing vision of Jordan to the West. His 
articulate appearances on U.S. talk shows have boosted 
Jordan\'s international reputation. The King\'s adept handling 
of relations with U.S. congressmen and foreign dignitaries 

has further enhanced his international stature to the point 

that some Jordanians grouse that he is more popular abroad 
than at home. Behind the smooth delivery 

aspects of everyday Jordan that the regime would prefer that 
the West overlook. The country\'s Palestinian-origin majority 
suffers from disproportionately low representation in a 
gerrymandered Parliament 

security services ranks (refs B and D). The option of true 
political participation for most Jordanians is still far off. 

The only viable political party remains the Islamic Action 

Front (IAF) -- the political wing of the Muslim Brotherhood 

-- which has emerged as the leading voice of popular 
discontent. Relations between the Hashemites and the Islamic 
movement have vacillated through the years. The monarchy at 
times used Islamists to offset the influence of Arab 

nationalists and socialists. However 

become assertive in their criticism of the regime for its 

alleged acquiescence in Western \"anti-Arab\" foreign policies 
as well as for tolerating corruption and punishing public 
expressions of opposition. In an October 4 press interview 

for example 

the GOJ of pursuing policies \"that harmed Jordan\'s interests!" 
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and denounced alleged government attempts to silence its 
critics (ref A). 


11. (C) Some public freedoms have been curtailed under King 
Abdallah 

societies. A Baathist weekly newspaper has been temporarily 
shut down twice in the past year for criticizing the Saudi 
regime. Jordanians complain that the intelligence apparatus 
can exercise a veto over every aspect of life -- whether the 
media 

perception reinforces a strong tendency among Jordanians 
today toward political passivity. CSS polls show that 
people\'s sense of justice is low 

more fearful of criticizing officials since Abdallah came to 
power. For example 

study reported that they did not feel free to openly 

criticize the government and/or disagree with its opinion 
without experiencing repercussions from the security 
services. In 1999 

concerns. Dr. Mustafa argues that Jordan\'s international 
image masks a fragile society with key problems that need to 
be addressed if stability is to be maintained. 


12. (C) It is very difficult for many Jordanians to separate 

their national identity from the Hashemite family. The 

thought of Jordan without a Hashemite leader is almost 
inconceivable to some 

have been inextricably linked sine the state\'s foundation 

and because there is no realistic alternative to the 

monarchy. In a country divided between East and West Bankers 
and with little appetite for a religious theocracy 

family or institution acceptable to a broad majority of 
Jordanians could play the Hashemites\' unifying role. King 
Abdallah and his advisors reinforce this situation by 

ensuring that no figure 

challenge the royal family\'s legitimacy. Even if King 

Abdallah were to suddenly depart the scene 

Jordan would almost certainly remain in Hashemite hands. No 
potential successor to the throne 

the same reforming zeal as Abdallah. 


13. (C) Despite domestic and regional challenges 

see a threat to the regime\'s stability in the near term. 
However 

Jordan since 1999 (primarily instigated by homegrown 
extremist Abu Musab al-Zargawi and his ilk) 

its share of dangerous enemies. The King\'s public standing 
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over the next year will depend on his success in further 
promoting the economy and closing income gaps 

and weathering regional crises. Ironically 

traditional pillars of the regime\'s stability -- the East 

Bank tribes 

entrenched economic elite -- that are the most significant 
barriers to economic and political reform. It is the 
Hashemites\' traditional allies who stand to lose the most if 
political participation is increased 

enhanced 

aligned himself so closely with the reform agenda 
progress will increase the perception that the King is not 
serious about broadening political participation. Faced with 
the concerns of his loyalists 

up politically will embolden opponents of those regional 
security policies that the King views as critical for 
Jordanian stability -- including peace with Israel and 
alignment with the U.S. -- the King is likely to take a 
cautious approach to genuine political reform. 


14. (U) Baghdad minimize considered. 


Visit Embassy Amman\'s classified website at 
http://www.state.sgov.gov/p/nea/amman/ or access the site 
through the State Department\'s SIPRNET home page. 
HALE 
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TRAGIC\" BUT COSTLY FOR ARMENIA 


1. (U) Sensitive But Unclassified. Please protect 
accordingly. 


2. (SBU) As a result of the Russian-Georgian border 
closure roughly one thousand trucks bound for 
Armenia are stuck at the Verkhniy Lars border 
crossing point between Russia and Georgia. 
According to Deputy Minister of Trade Tigran 
Davtyan 

create some additional costs.\" The closure has 
created significant difficulties for the companies 

that currently have large shipments halted at the 
border: to reroute now will add thirty percent to 
transport costs and is bureaucratically cumbersome. 
Importers are rerouting new shipments though the 
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Ukraine 

transport costs for Russian goods. The GOAM has 
approached the Russian government \"at the highest 
level\" to solve the situation at recently as October 

6 

maintains that the closed border is an issue of 
terrorism control and 

the impact on Armenia 

reopen the border. End Summary. 


3. (SBU) The Russian government closed the Verkhiny 
Lars border crossing with Georgia immediately 
following the September 1 attack at the Beslan 
School. In an official visit to Armenia at the 
beginning of October 

the Russian Federation Council 

border closure was mandated by the existing threat 
of terrorism in North Ossetia and was not directed 
against cargo transport to Armenia. Russian 
officials have told the GOAM that Russia has a 
legitimate concern that terrorists are entering 

North Ossetia from Georgia. 


4. (SBU) The lion\'s share of Armenia\'s imports 
transit Georgian territory 

from Russia (15 percent of Armenia\'s imports) came 
across the Verkhiny Lars border before September 1. 
Nearly one thousand trucks bound for Armenia are 
currently at the border awaiting special permission 

to continue into Armenia. According to Davtyan 

a few exceptional cases the Russian border guards 
permitted some trucks to cross in the first days of 

the closure 

closed. Importers are beginning to reroute trucks 
through the Ukraine to the Georgian seaport of Poti 
and then overland to Armenia 

to transport costs for those trucks currently stuck 

at the border. 
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5. (SBU) The GOAM notes that the Russian government 
has not provided them a timeline for reopening the 
border. Although Armenia and Russia are strategic 
allies 

for the closure and the Ministry of Trade has told 
Armenian importers to seek alternative import 
routes. Although the closure is hurting those 
companies that currently have goods halted at the 
border 

additional transport costs on Armenian\'s imports 
from Russia. 
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initiative to promote closer cooperation with countries in 

the Broader Middle East denotes its high-level commitment to 
international peace 

publishes a long fact sheet taken directly from the NATO 
website describing the ICI. 


3. (C) Post spoke with an officer at the British Embassy 
per reftel. The British Embassy did not receive instructions 
to discuss the issue with the GOB. The contact noted the 
positive press reports of the visit and commented that 
pinning down the details of GOB participation in the ICI 
would likely take some time. 


ZIADEH 
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half-truths\" about Honduran environmental laws and their 
enforcement. Salgado expressed frustration that he cannot 
effectively counter these views and tell \"the other side of 
the story\" 

environmental groups (if such exist) to weigh in on the 
other side. EconOff replied that the Honduran embassy in 
Washington is naturally leading the effort of public 

relations for Honduras in the run-up to CAFTA ratification 
but Post would welcome a wider discussion on this issue 
including further ideas from Washington or other embassies 
in the region. 


Pierce 
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expanded\" and DPI would then put up the funding for a 
new terminal. The airstrip identified is in a 

convenient location to the new port and to the highway. 
Hawker added that taking over the existing airport would 
be beneficial in many ways to Camp Lemonier 

in the issues of space and security. The target 
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completion date for the Airport Free Zone remains 
this year. 


HOW DJIBOUTI SEES SAFE SKIES 

12. (SBU) There is a general sentiment of impatience on 
the issue of Safe Skies. Both Hawker and the Director of 
Civil Aviation 

and slight displeasure 

requests for improvements needed for the past three years 
running yet giving no definitive word on whether Djibouti 

is in or out ofthe Safe Skies program. Hawker commented 
that Haid had felt slighted after attending programming in 
2003 as a potential participant because the Djiboutian 
delegation was not included 

satisfactory degree. Hawker said that he hoped the 
upcoming conference in Johannesburg will prove to be more 
fruitful. 


SAFE SKIES AND SECURITY PROGRAMS 

13. (SBU) Although immigration controls are currently 
considered to be ponderous 

mistake and abuse 

initiative (Terrorist Interdiction Program - PISCES) 

is under way that will assist the Djiboutians in 

bolstering their tracking and registration capabilities. 
Upon completion of Phase-1 of the program 
immigration service will be able to document and screen 
potential terrorists using a network of computer systems 
and bio-metrics. This system will have real time reports 
generated that will be monitored by the Security 
Services and Embassy personnel. 


14. (SBU) Djibouti\'s security services have received 
several training courses through DS/ATA that concentrate 
on enhancing their counter-terrorism capabilities. In 
addition to DS/ATA training 

have begun training at the International La Enforcement 
Academy (ILEA) in Gaborone 

training is not geared towards countering terrorism 
does concentrate on the professional development of 
police managers. This sort of training will provide the 
Djiboutians with managerial and organizational skills 
that will translate into more effective and traditional 
security operations. 

RAGSDALE 
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System 
which will affect 58 
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26 

guards aged 45 with 10 years of active service will be entitled 

to retirement 

aged 45 but with less than 10 years of service will be 

compensated by severance pay. Village guards have been accused 
of assisting and harboring PKK elements 

trafficking 

biggest impediment to return to evacuated villages. 


6. CUMHURIYET: Hakkari Governor Erdogan Gurbuz announced that 
two PKK/Kongra Gel members were arrested by the Jandarma during 
a car search on the Yuksekova-Semdinli highway. One was a Syrian 
national while the other was registered in Yuksekova. 


7. CUMHURIYET/ULKEDE OZGUR GUNDEM: The hearing of the case 
concerning Bingol HRA President Ridvan Kizgin and 125 women who 
tried to form a \"Dialogue Desk for Peace\" in Bingol last year 

opened at the Bingol Criminal Peace Court yesterday. They are 

being charged with \"resistance to police.\" The hearing 

more than 100 women from various parts of the country attended 

was postponed to an unspecified date. 


8. SABAH: Two children 

in the Ferhatkale Camp in Gelisen village of Semdinli 
province 

exploded and Elam Derer (12) 

(33) were killed 


9. TURKIYE/MILLI GAZETE: Despite stringent security measures in 
Kirmitli 

three others wounded as a result of clashes between the current 
and former mayors\' families 

clashes yesterday. The Jandarma re-intensified security measures. 


10. EVRENSEL/ULKEDE OZGUR GUNDEM: NGOs and political parties in 
Tunceli asked GOT officials to stop military operations that are 
causing fires in the forests in Tunceli. They demanded the 
government undertake steps to resolve the Kurdish issue. 
EMEP-Tunceli Provincial Chairman Huseyin Tunc said that military 
operations covered the entire region 

violation of the \"right to life\" could result in a new wave of 
migration. Tunceli Bar Association President Huseyin Aygun 
stated that forests in the region were being burnt under the 

pretext of combating terrorism 

from extinguishing the forest fires. Attorney Aygun said the 
perpetrators of the fires should be held accountable. Eighteen 
young Human Shield Initiative (HSI) members from Sanliurfa set 
off for Tunceli in an effort to halt operations there and to 

establish a bilateral truce. In Sanliurfa 

supporting HSI members chanted 

humanity 
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crowd shouted slogans including 
Raised Against Peace Break.\" 


11. EVRENSEL/ULKEDE OZGUR GUNDEM: The military operation that 
started on September 22 in the Bercelan Pasture 

province 

in the pasture during the operation 

killed as a result. Seven pastures as well as the Kocanis 

village 

re-evacuated. An Investigation Committee to be made up of Van 

and Hakkari Goc-Der (Migration Association) and HRA offices 

along with DEHAP will go to Bercalan Pasture in the coming days. 


12. EVRENSEL/ULKEDE OZGUR GUNDEM: The International PEN Gener 
Secretary Terry Carlbom 


SIPDIS 
visited Diyarbakir Mayor Osman Baydemir regarding the Writers\' 
2005 Meeting to be held in Diyarbakir. 


EDUCATION 


13. TERCUMAN: Diyarbakir Deputy Governor Cumali Atilla said 
there was a need for 3 

and that 250 trillion Turkish Liras (approximately USD166.6 
million) were needed to address the gap. Atilla said there were 
eighty students per class and four students shared a desk 
added that because there were no schools in some villages 
parents were unable to send their daughters to be educated. 
Deputy Governor Atilla said there were 350 

11 
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Osman Ocalan on PKK 

imprisoned PKK leader Abdullah Ocalan 

that there had been several recent meetings between US 
civilian and military officials and representatives of 
PKK/Kongra-Gel. "We support the US intervention in Iraq in 
the belief that it will provide historic opportunities for 

the region 

don\'t approve all actions by the Americans 

to cooperate with democratic forces in the region. Ocalan 
acknowledged that the PKK has lost its effectiveness 
voiced his expectation that significant changes would take 
place in the Kurdish movement by next spring. The AK Party 
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approach to the Kurds has been "flexible and positive 

not sufficient 

will be disbanded as Turkey\'s EU process moves forward. 
Ocalan said that it was in the interests of Kurds to have 
friendly relations with the Americans. "With the Americans 
we can find a solution to the Kurdish problem 

Ocalan added that he expected some groups within the AKP and 
CHP to seize the opportunity created by the growing desire 
of the Kurdish people for a political solution to the 

Kurdish problem. 


US to use 'new\' weapon in Iraq: Papers claim that US forces 
in Iraq will be mounting 'microwave\' weapons on US armored 
vehicles by early next year 

new weapon developed after 25 years of research at the 
Wright-Patterson Airbase directs high-intensity microwaves 

at the target 

sensation by rapidly heating subcutaneous water molecules. 
The US plans to use the weapon in urban warfare and against 
anti-American demonstrations 

Gul receives Iraqi ambassador: FM Abdullah Gul received the 
newly-appointed Iraqi Ambassador to Turkey 

Umran 

that the two men discussed the the presence of the PKK in 
northern Iraq and the security of Turkish drivers entering 

Iraq. Umran added that a withdrawal by Turkish companies 
from Iraq will bring no solution to the problems there. He 
pledged additional measures to ensure the security of Turks 
working in Iraq. 


Palestinians calls for Ankara\'s help against Israel: 
Palestinian FM Nabil Shaat urged in a letter to FM Abdullah 
Gul that Ankara use its international prestige and good ties 
with Tel Aviv to halt the Israeli military operation in Gaza 
which has claimed scores of lives 


Neve Shalom Synagogue to reopen: The Neve Shalom Synagogue 
in Istanbul 

bomb attack in November 2003 

on October 11 

state officials and domestic and international Jewish 
community leaders will attend the opening ceremony. 
Parliament to Elect New Speaker Today: Turkey\'s Parliament 
will elect anew speaker today. Bulent Arinc 

speaker 

AKP leadership for a second term. At the last minute 

however 

would challenge Arinc for the position. The press reports 

that there is a group of AKP deputies 

deputy Goksal Kucukkali 

opposition CHP 
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expected to abstain during the first round of voting. 

Four Arrested in Last Week\'s Bombings: \"Hurriyet\" reports 
that Turkish police arrested 4 people in Ankara in 

connection with last week\'s series of sound bombs in Ankara 
Istanbul 


MOI Drafts Law to End Village Guard Program: \"Cumhuriyet\" 
reports today that the Ministry of Interior has developed a 

draft law that would put an end to Turkey\'s village guard 
program. The village guards were armed by the state to 
combat PKK terrorism in rural parts of the Southeast. Under 
the draft law 

experience would be given retirement 

would be paid a financial compensation package to lay down 
their weapons. The current number of village guards is 
estimated at 59 


EDITORIAL OPINION: EU-Turkey 


\"The Day of the Report\" 

Yilmaz Oztuna wrote in the conservative \"Turkiye\" (10/6): 
\"The EU report will definitely recommend a start to 
membership negotiations with Turkey. The report will 
highlight steps toward democratization 

mention some shortcomings. . Turkey should immediately work 
to complete all of the outstanding points and should 
surprise the EU with its competence. The EU report might 
contain certain rhetoric to satisfy the anti- Turkey lobby 
within the Union. However 

well aware of Turkey\'s geo-strategic importance. Turkey 
cannot tolerate a 'no\' answer from the EU at this stage. 
Turkey is a secular country 

taken as an insult to Islam. Such a negative atmosphere 
will also be a major handicap in the global fight against 
terrorism. Turkey 

cannot be isolated from Europe. Isolating Turkey from the 
EU would be irrational.\" 


\"Turkey\'s Influence in the West\" 

Oral Calislar wrote in the social democrat-opinion maker 
Cumhuriyet (10/6): \"There is no way to approve the brutal 
acts of terror carried out by Islamic terror organizations. 

But these organizations have been successful in gathering up 
the outrage and sense of hopelessness that exists in their 
communities. The world\'s poor and disenfranchised are 
voicing their fury with terror. Terrorists and those who 
organize such brutality are abusing the despair and fury 

felt by people around them. The violence in Iraq is a 

recent example where the powerful Western world has come to 
feel helpless. . In this atmosphere 

even more important than before. Turkey 


Column 3 

predominantly Muslim country but also a pro-Western one 
a role to play in encouraging the Western world to revise 
its approach. The Western world now attaches some 
importance to Turkey as it tries to establish a bridge to 
the Islamic world. . The negotiation process with the EU is 
very important from this aspect. If Turkey manages to 
improve its democratic and secular structure during the 
negotiation process 

contemporary values in its daily practice 

importance to the EU and the West will grow even more." 
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cowardly terrorist act against the defenseless Palestinian 
people.\" The statement called on the international community 
to intervene in order to end the Israeli offensive. During 
Charge\'s lunch October 6 for MPs returning from a recent 
International Visitor program 

interrupted their discussion of the benefits of their 

meetings in the U.S. 

injustice of the U.S. veto. 


4. (SBU) Fueled by anger at the continuing incursions in 

Gaza 

the BagaVa refugee camp on the evening of October 5. The 
unauthorized demonstration 

advance 

at the BagaVa market at 2130 Jordan time and moved to a main 
street where the demonstrators started setting tires on fire 

in an attempt to block the main entrance to the camp from the 
Amman-Irbid highway. The camp police garrison fired tear-gas. 
Camp notables assisted in calming the demonstrators 
dispersed at 2300 local. According to sources in the 

Jordanian Public Security Directorate 

injured 

arrested. According to UNRWA 

related demonstrations in Jordanian camps in the last week. 


5. (SBU) A local daily - Al Arab Al Yawm - led with a story 

on the U.S. veto. The headline reads 

Cessation of Gaza Massacre.\" POL FSN spoke October 6 with a 
moderate Jordanian contact who 
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a condemnation of the U.S. veto as something \"disgusting\" 
that Americans should be \"ashamed of.\" The late vote in the 
UNSC did not give columnists the opportunity to ventilate 
their views 

ahead. 


6. (U) Baghdad minimize considered. 


Visit Embassy Amman\'s classified website at 
http://www.state.sgov.gov/p/nea/amman/ or access the site 
through the State Department\'s SIPRNET home page. 
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PALESTINIANS HAVE NO SUPPORT EVEN FROM THE ARABS. DR. St 
EISSA WROTE AN ARTICLE IN VAL ITTIHAD\" CRITICIZING HAMASY FL 
ANNOUNCEMENT AND STATEMENTS AND NOTING THAT THEY SHOL 
THINKING OF A BETTER STRATEGY FOR RESISTANCE. ANOTHER A 
VAL ITTIHAD\" WRITTEN BY MOHAMMED AL HAMMADI NOTED THAT ; 
SHOULD THINK OF BEING PART OF THIS WORLD BY LOOKING AT TF 
TRUTH NOT ONLY HALF OF IT. END SUMMARY. 


2. UAE COLUMNIST MOHAMMED AL HAMMADI WROTE AN ARTICLE | 
THAT IF WE WANT TO BE PART OF THIS WORLD WE SHOULD STAR” 
AT THE TRUTH AROUND US 

10/6: (ARABIC DAILY 

85 


\".WE NEED TO RAISE A NEW GENERATION THAT IS CHARACTERIZE 
INTELLECTUAL BALANCE 

GENERATION 

THE GENERATION PART OF THE WORLD. WE NEED TO REBUILD PE! 
INTELLECT WITH A VISION THAT RELATES TO THE NEW ERA\'S CHA 
LANGUAGE. WHAT WE SHOULD BE CONVINCED ABOUT IS THAT THE 
PLACE IN THIS WORLD FOR THE READY- MADE THOUGHTS THAT W 
DEVELOPED THE BEGINNING OF THE 20TH CENTURY 

PEOPLE\'S MINDS AND LIVES. WHAT IS MORE IMPORTANT IS THAT V 
SHOULD NOT LOOK AT THE WORLD AROUND US WITH ONE EYE TH. 
SEES HALF OF THE TRUTH 

RIGHT.\" 


3. COLUMNIST DR. SHAMLAN YOUSEF AL EISSA WROTE AN ARTICL| 
CRITICIZING HAMAS\' CONTINUOUS FLASHY ANNOUNCEMENTS ANL 
CONDEMNING SHARON'S MASSACRES AND STATING THAT THEY W 
REVENGE IN \"AL ITTIHAD\" ON 10/5: (ARABIC DAILY 

SEMI-OFFICIAL 


VW. WE WROTE AND OTHERS WROTE THAT FEDAYEE ACTS DO NOT 
FLASHY MEDIA AND ANNOUNCEMENTS. FREEDOM MOVEMENTS IN 
DO NOT ANNOUNCE THE NAMES OF THEIR LEADERS. WHY DOES H; 
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THAT?. HOW DID THE PALESTINIAN RESISTANCE BENEFIT FROM TH 
MEDIA AND ANNOUNCEMENTS OF THEIR OPERATIONS?. WHY DON 
BENEFIT FROM THE ZIONISTS IN HOW WE DEAL WITH THE WESTEF 
ISRAELIS KILL 

HUNDREDS AND THOUSANDS OF PALESTINIANS 

DEFENSIVE ACTIONS. TODAY IT HAS BEEN PROVEN THAT RESISTAN 
NOT EFFECTIVE 

ACTIONS WITHOUT ANY FLASHINESS AND ANNOUNCEMENTS 
PEACEFUL MEANS. HOW COULD WE FREE A LAND THAT IS SURROL 
WALLS AND THE LARGEST MILITARY HARDWARE IN THE REGION Sl 
BY THE MOST POWERFUL COUNTRY IN THE WORLD? WHEN WILL Y 
THINKING OF A NEW STRATEGY FOR RESISTANCE? 


4. NOTING THAT THE PALESTINIANS ARE STANDING ON THEIR OW! 
WITHOUT ANY ARAB SUPPORT 
(ARABIC DAILY 


\". THE PALESTINIAN PEOPLE ARE ALL ALONE IN THEIR LAST DEFEN 
LINE IN FACING THE LIKUD ISRAELI - AMERICAN PLAN AIMED AT 

OVERTHROWING THE REGION AND MAKING ITS PEOPLE KNEEL 

TO STEALING ALL ITS NATIONAL WEALTH IN THE WORST ATTACKS 
NATION HAS FACED. ALL THIS IS HAPPENING WHILE THE ARAB COL 
ARE MEETING TO WORK OUT A POLITICAL STRATEGY TO STOP THE 
CONTINUOUS ISRAELI ATTACKS AGAINST THE PALESTINIAN PEOPL 


5. UNDER THE HEADLINE \"SHARON\S TERRORISM 
EDITORIALIZED 10/3: 


\". THE WORLD\'S SILENCE TOWARDS THE MASSACRES COMMITTEL 
CRIMINAL OF WAR SHARON AGAINST THE PALESTINIAN PEOPLE IS 
ITS BENEFIT. THE WORLD\'S SILENCE TOWARDS THE RANDOM KILL 
BLOODSHED OF INNOCENT CHILDREN 

CIVILIANS PROVOKES THE EMOTIONS OF THE ENTIRE MUSLIM WOF 
QUESTION NOW IS: WHY IS THE WORLD SILENT AND WHY ARE THE 
SHARON TO ACT LIKE AN AROUSED BULL IN A PORCELAIN SHOP? Y 
HASNVT THE WORLD UNDERSTOOD THAT VIOLENCE LEADS TO MO 
AND THAT OCCUPATION IS THE REASON BEHIND RESISTANCE 
REMOVAL THE REASONS OF TENSION ARE REMOVED? WHO WILL I 
COURAGEOUS ENOUGH TO SAY THE TRUTH AND HOLD THE THREA 
EVENTUALLY LEAD TO THE SOUGHT AFTER PEACE?" 
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U.S.-Djibouti military agreement and that President Guelleh 
had queried what exactly the Congressman meant to say. \"All 
in all 


3. (C) On Guelleh\'s visit to Cuba 

the purpose was mainly focused on establishing an exchange of 
doctors and possible medical training. He said there is 

great difficulty in finding medical schools that will accept 
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Djiboutian students due to a lack of places available. 
However 

spots to Djiboutians. Farah said the hope for these 
negotiations was to expand that number to forty 
negotiate a number of trained specialists to work in 
Djibouti. Currently there are five medical specialists from 
Cuba working in Djibouti. He commented that the Cuban 
doctors are not expensive and are very competent. The 
Government of Djibouti pays these doctors a small stipend and 
provides housing at their assigned locations in the outer 
districts. 


4. (C) Farah mentioned that he would depart tomorrow for 
Nairobi to attend the Somalia conference where the 
transitional parliament will elect a new President of 
Somalia. A very large number had now been narrowed 
according to Farah 

Ambassador\'s inquiry 

issue of Somalia because for the first time every faction is 
represented and everyone is participating. When asked what 
the future of the self-proclaimed Republic of Somaliland 
would be 

Somaliland has been functioning well for nearly 15 years 
relations with Somalia cannot be predicted until the new 
president is chosen. The identity and personality of the 
president will determine Somalia\'s course of action with 
Somaliland. Farah commented 

RAGSDALE 
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class 

ability to maintain their longstanding agency relationships 
with U.S. companies when agency requirements are 
eliminated. 

-- Deputy Ruler of Dubai Emirate and Minister of Finance 
and Industry Sheikh Hamdan bin Rashid Al-Maktoum. Sheikh 
Hamdan bin Rashid is the titular Finance Minister 

MinState for Finance Khirbash (a fellow Dubayyan) actually 
fills most aspects of the Finance Minister role for the 

UAE. HbR is quiet 

but despite his deceptively low-key style 

operator 

conservative elements of Dubai society. 


-- Minister of State for Finance and Industry Dr. Mohammed 
Khalfan bin Kharbash. Khirbash will join HbR for your 
meeting with him. Dr. Khirbash negotiated the TIFA with 
the U.S. and chaired the first TIFA Council session. He is 
a practical 

particularly adept at refereeing and settling bureaucratic 
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turf battles inherent to the loose 

the UAE. He also appears to have the support of the ruling 
families of both Abu Dhabi and Dubai. He has also recently 
begun reaching out to Dubai\'s leading merchant families to 
help them see the advantages of an FTA. 


5. (U) In addition to your formal meetings with government 
officials 

influential business and community leaders in Abu Dhabi and 
Dubai. On the way from Abu Dhabi to Dubai 

will have the opportunity for site visits at the Jebel Alli 

Port and Dubai Internet City. At Jebel Ali 

receive a briefing regarding the movement of container 
traffic in Jebel Ali port. Sultan bin Sulayem 

Chairman of Dubai Ports 

Corporation 

Internet City 

to 15 senior American managers from Hewlett Packard 
Oracle 

could open up the rest of the UAE to U.S. investment 
opportunities like those currently in the free zones. 
Additionally 

TV reporters. We are in the process of coordinating this 
event with Rich Mills. 


6. (U) The UAE has followed a market-oriented growth 
strategy aimed at diversifying the economy. It is the 
third largest economy in the Arab world 

Arabia and Egypt. 2003 GDP stood at $74 billion (larger 
than Bahrain 

GDP more than $20 

of the UAE\s GDP 

manufacturing (11 percent) 

percent) 

construction (8 percent). There are over 500 U.S. 
companies physically present in the UAE 

surplus is significant; in 2003 the U.S. exported $3.5 
billion to the UAE and imported $1.1 billion in UAE goods. 
With an estimated real economic growth rate this year of 
5.5% to 6% 

goods and services rticularly in the sectors of 
construction/engineering 

and financial services. 


7. (U) According to the National Bank of Abu Dhabi 
exports are projected to have reached $56 billion while 
imports grew to $37 billion 
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of $19 billion and a current account surplus of $11 

billion. Oil and gas exports made up between 40-45% of 
total exports in 2002 (depending on the source of the 

data) 

Iran 

and constitutes the largest overall export market. Other 
major markets are India and Iran (the largest market for 
\"re- exports\"). The UAE imports almost half of its goods 
from Asia 

8. (U) The UAE is a member of the GCC Customs Union 
has fixed tariffs on most goods at 5% (cigarettes at 100% 
and alcohol at 50% are two notable exceptions). (note: The 
UAE needed to raise its external tariff to meet the GCC 
common external tariff. End note.) The UAE has benefited 
from its membership in the customs union. In the year 
since the GCC customs union was founded 

and re-exports increased by about 33% to about $ 1.85 
billion. This total does not include the volume of 
transshipped goods that passed through the UAE\'s free trade 
zones. Exports and re- exports include goods manufactured 
in the UAE or imported into the UAE 

exported. The UAE\'s participation in the customs union was 
also the main contributing factor to the creation of a 

federal customs authority 

coordinate the efforts of the customs departments of the 
individual emirates. The UAE was unable to get agreement 
from its GCC partners to have goods produced in its free 
zones eligible for duty free entry to other GCC countries. 


9. (U) There are sharp differences in the wealth of the 
various emirates. The Emirate of Abu Dhabi 

of the oil and gas reserves in the UAE 

emirate. In 2002 

58%. Dubai 

largest share at 26.5% 

10%. The four northern emirates are much poorer 
fewer resources 

have been much less successful in developing their 
economies and are highly dependent on grants from the 
emirate of Abu Dhabi and the federal government. 


10. (C) Given the decentralized decision-making structure 

of the UAE 

privatization and foreign direct investment (FDI) to 

different degrees. Many of the large industries are owned 
either by the federal government or by the individual 
emirates. The Abu Dhabi National Oil Company is a holding 
company owned by the emirate of Abu Dhabi 

majority of oil producing assets in the emirate. Unlike 

most other GCC countries 

nationalized the oil sector. Foreign oil companies 
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including Exxon-Mobil 

assets. Abu Dhabi is also tendering a 28% stake in the 
Upper Zakkum offshore oil field. Exxon-Mobil is one of the 
3 companies short-listed in the bid for the field. 


11. (U) Abu Dhabi has begun to privatize the water and 
power generation sectors 

owned. U.S. companies have substantial interests in this 
sector. An American firm was awarded the first Independent 
Water and Power Project in 1988 for an estimated value of 
$750 million. The firm was selected as part of an Anglo- 
American consortium to manage a second IWPP in 2001. 
Unlike state-owned enterprises (SOEs) in many countries 
however 

Especially in Dubai 

assistance to start 

the market. According to one oft-recounted story 

chairman of Dubai-owned Emirates Airlines reportedly went 
to the ruler of Dubai and requested protection for the 
fledgling airline. The ruler replied that he couldn\'t do 

that 

more.\" 


12. (U) According to the UNDP 

the UAE is $1.4 billion 

have around $3 billion in FDI overseas. UAE law limits 

foreign ownership of companies to 49% outside the free 

zones. There is no income tax in the UAE. Foreign banks 

pay 20% tax on profits and foreign oil companies with 

equity in oil concessions pay taxes and royalties on the 
proceeds. Companies operating in the free zones can be 100% 
foreign-owned 

products in the UAE. 


13. (U) One of the ways that the UAE attracts FDI is 
through the free zones. Free zones are areas set aside by 
decree that are exempt from the UAE agency law requiring 
all firms to be owned at least 51% by a UAE national. Free 
zones are attractive to foreign investors for several 
reasons. First 

like the rest of the UAE 

profits and no taxes. Second 

shop for government services 

everything from incorporation to sponsoring and bringing in 
foreign workers. Third 

export without paying any customs duty. Next 

(particularly in Dubai) are managed to Western standards 


Column 3 

with reliable energy supplies 

facilities 

advantage of being synergistic clusters of related-industry 
firms 

City. 


14. (U) From the perspective of a company interested in 
DFI in the UAE 

If a free zone wants to sell its products into the UAE 
must find a distributor outside the free zone. The 
distributor is subject to the UAE agency law 

least 51% Emirati owned. The distributor basically 
\"imports\" the goods from the free zone 

Customs tax in the process. Second 

free zones mean that rents are significantly higher inside 
a free zone than out. 


15. (U) UAE free zones have attracted approximately 5 
companies and an estimated investment of over $ 4 billion. 
Dubai has led the UAE in its establishment of free zones 
with about a dozen either operating or almost open. Dubai 
has pioneered concepts such as Dubai Internet city (for IT 
firms) 

hopes to set up a major regional financial center and 
exchange). With highly varying degrees of success 

the UAE\'s seven emirates have at least one active free 
zone. Abu Dhabi does not have any active free zones. The 
oldest and largest free zone 

established in 1985 and is home to over 2 

from over 100 countries. Despite the free zonesV proven 
ability to attract foreign direct investment 

so far not liberalized its FDI environment outside the 
zones. Dubai Internet City 

visit 

U.S. companies that employ approximately 100 U.S. 
employees. 


16. (SBU) Labor: The current UAE Labor Law does not 
provide for labor unions 

collective bargaining. However 

approved a memo calling for the establishment of labor 
unions. The UAE Minister of Labor and other UAE labor 
officials have told us recently that the UAE is committed 

to moving forward on developing labor unions 

process will be a slow and deliberative one 

considerable debate among UAE stakeholders (including the 
chambers of commerce and the Emirati teachers 


Column 3 

and lawyers associations). At present 

drafted; one that revises the existing labor code 

new trade union law that will stipulate the details of 

labor unions. UAEG officials tell us that the Ministry of 
Justice technical committee has completed about 70 percent 
of the review process for the revised labor law and should 
complete the review within the next two months. The new 
trade union law is still in the drafting stage 

hopes that the law will be in effect by mid-2005. 


17. (SBU) Our interlocutors stress that labor unions and 
the foreign worker population are serious issues for the 
UAE 

commitment to improving workers\' rights with the security 
and social challenges of having a 98 percent foreign worker 
population in the private sector. UAEG officials recognize 
that inclusion of expatriates in the new laws is a key 

issue for the United States 

emphasized that he was not interested in having Emirati- 
only labor unions. A key question for the UAEG was the 
level and type of foreign participation that would be 
allowed. 


18. (C) Arab League Boycott: Although the UAE a matter 
of policy longer enforces the secondary or tertiary 

aspects of the Arab League Boycott 

occasionally faced contracts in the UAE with a boycott 
provision. This issue has been raised with senior UAEG 
officials 

commitment to respond positively to our concerns. There 
appears to be confusion on the part of some Emirati 
companies as to what constitutes a secondary or tertiary 
boycott 

of Economy and Commerce may be using outdated forms. The 
Ministries of Foreign Affairs and Finance are actively 
working this problem and have assured us that the UAE will 
absolutely not boycott U.S. companies. Ministry officials 
realize that resolving this issue is key to proceeding 
forward with FTA negotiations 

to ensure that it does not continue to be a problem. 


19. (SBU) Agencies Law/Companies Law: UAE officials 
recognize that the existing agency law is a key area of 
concern for the U.S. in moving toward an FTA; however 

UAE nationals (including royal family members and prominent 
merchant families) profit from the agencies law requiring 
foreigners to contract with a UAE national in order to 

import or trade goods in the UAE. The elimination of this 

law will require active engagement by federal and Emirati- 
level leaders to overcome the concerns of nationals who 

fear they may loose their income from agency relationships. 


Column 3 

UAEG reformers would plan to use the carrot and stick of 
FTA negotiations with the U.S. to make changes to the 
agencies law and the commercial companies law (at least as 
they apply to U.S. firms). A senior official from the 

Ministry of Economy and Commerce noted that the ministry 
believes an open and free market benefits the nation\'s 
economy 

to protect their interests 

opined that his government needs to convince consumers that 
changing the agency law is in their best interest 

energizing them to participate in an informed debate with 
those advocating the status quo. During the October 4th 
TIFA council meetings 

additional concern on the part of the UAEG is that by 
allowing foreign ownership 

more foreign workers taking jobs away from UAE citizens. 


20. (SBU) Progress is being made regarding the companies 
law 

in the UAE to 49 percent. The draft of a revised companies 
law includes a provision that will grant foreign companies 
an exception to the 51/49 percent ownership requirement 
provided the foreign company meets certain criteria 

as having direct capital investment 

feasibility study 

hire a significant percentage of Emirati nationals. This 
draft law has been in process for several years now as part 
of the UAE\'s efforts to comply with WTO investment rules. 
It is not clear when it will be enacted. But Ministry of 
Economy and Commerce officials recognize that now 
advance of potential FTA negotiations the most opportune 
time to enact this piece of legislation. 


21. (SBU) The GCC Secretarias February proposal to the 
USG regarding initiating region-wide free trade 
negotiations with the United States put UAE officials in 
the uncomfortable position of formally having to support 
the GCC \'party line 

it very clear that the UAE intends to pursue bilateral 
trade agreements with the United States 

initiatives. UAEG officials have said that GCC talks 
which include Saudi Arabia 

and indeed 

this. The GCC countries are having a difficult time 
reaching consensus positions regarding the liberalization 
of certain services sectors 

FTA negotiations have essentially stalled. 
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22. (U) | look forward to welcoming you and your team on 
October 12th. 
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one photograph of the First Lady in the public domain. 
(Note: Our contacts say Sheikha Fatima is illiterate 
although her CV states that she has studied the Quran 

well as arts and human science fields 

poetry and philosophy 

End note.) By 1973 

Women\'s Association 

she had founded the UAE General Women\'s Union (GWU) 
foremost women\'s organization in the country. 


The Bani Fatima 


3. (C) After Mohammed 

seven more children together (Note: Sheikh Zayed has had a 
total of 19 sons and 10 daughters by different wives. End 
note.) Mohammed\'s siblings are brothers Hamdan (b. 1963) 
Haza\'a (b. 1965) 

Abdullah (b. 1973) 

(b. 1968). The six sons are collectively known as the Bani 
Fatima 

key portfolios in the UAEG today 

security 

eldest 

Crown Prince of Abu Dhabi Emirate 

nonagenarian father 

precarious. 


The most influential wife 


4. (C) Sheikha Fatima is the fifth of Sheikh Zayed\'s nine 
wives 

Locals and expatriates refer to her as Sheikh Zayed\'s 
favorite and official wife. She is certainly the most 
powerful and influential. As the mother of the Bani 
Fatima 

promote her sons to key positions of power. Mohammed 
has been Chief of Staff of the UAE Armed Forces since 1993 
controls the military. In November 2003 

him Deputy Crown Prince of Abu Dhabi 

and her progeny orchestrated. The decree appointing 
Mohammed clarified the presidential succession with the 
explicit stipulation that Mohammed would become Crown 
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Prince of Abu Dhabi when that post became vacant. Mohammed 
also is the chief adviser to the President on National 
Security 

Council 

member of the Abu Dhabi Executive Council 

and Patron of the think tank Emirates Center for Strategic 
Studies and Research (ECSSR). On October 4 
Honorary Chairman of the Higher Committee assigned to 
coordinate ecomomic policy 

seven emirates. 


5. (C) Sheikha Fatima\'s second oldest son 

Minister of State for Foreign Affairs since 1990. As the 
UAE\'s de facto Foreign Minister 

primary interlocutor on our bilateral relations. In 
September 2003 

again with lobbying from Sheikha Fatima 

acknowledge. There is speculation that after Zayed\'s 
death 

Hamdan becomes Deputy Crown Prince. What role Sheikha 
Fatima would play in such a scenario is open to question. 
Others speculate that Crown Prince Khalifa will attempt to 
appoint his son Sultan Bin Khalifa as Deputy Crown Prince. 
Hamdan also is Chairman of Dolphin Energy Ltd. 

of UAE Red Crescent 

Research and Wildlife Development Agency 

Abu Dhabi Fund for Arab Economic Development. 


6. (S) HazaVa has been Director of Abu Dhabi State Security 
since 1992. Like his brothers Mohammed and Hamdan 

is a strong proponent of bilateral cooperation with the 

U.S. We do not know to what extent his mother played a 
role in his appointment. However 

Mohammed. This month 

visiting Washington to discuss counterterrorism cooperation 
and intelligence sharing at the NSC 

We also do not have details of Sheikha Fatima\'s involvement 
in the appointments of her sons Tahnoun 

Abdullah 

information. Tahnoun is Chairman of the Private 
Department 

investments and foreign properties. Mansour is director of 
Sheikh Zayed\'s office 

access to his father. Mansour also is Deputy Chairman of 
of the Sheikh Zayed Charitable Foundation. Abdullah 
Minister of Information and Culture since 1997 

the national news agency 

Media Incorporated 

Abu Dhabi Arabic language daily 


7. (C) In addition to being a power broker 
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has established her primacy among wives in Abu Dhabi. 
Those who know her say she is a very smart woman who 
doesn\'t miss a thing 

modesty. Around the UAE 

derives from her enormous generosity 

her relatively humble origins. \"People like the fact that 
she is from a small tribe and is not educated 

scholar told us. 


8. (C) The question is 

political influence after her husband dies. He is 
reportedly in precarious health (ref B). We see her role 
diminishing somewhat because her sons already are in 
positions of power and influence 

secure in the succession line. While there is some 
speculation that Sheikh Zayed\'s immediate heir 

Prince Sheikh Khalifa 

appointments to undercut the Bani Fatima\'s power 
that scenario is unlikely. One plausible future role for 
Sheikha Fatima - nd this 

will be to groom Sheikha Salaama 

future First Lady. 


Initiatives in politics and education 


9. (C) For years Sheikha Fatima has advocated a greater 
role for women 

Federal National Council (FNC) 

examining and amending all proposed federal legislation. 
\"There is nothing to prevent women from entering the 
political arena. They have all the support they need from 
the president and the rulers of the various emirates. The 
constitution guarantees their rights 

interview with Al Anram Weekly in May 2003 during a visit 
to Cairo. \"Soon we shall see women in the positions of 
ministers in parliament 

role in serving society 


10. (U) Sheikha Fatima also has pushed hard to improve the 
status of women in the field of education 

illiteracy. At the university level 

graduates are women. In the labor force in 2000 

were 75 

the GWU. This figure doubled in five years; in 1995 

did not exceed 18 

exceeded 75 percent of the population 

eradicated. According to the GWU 

women are now educated. (Note: The GWU she founded reviews 
and offers opinions on all draft laws concerning women and 
children. End note.) 
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Stands to inherit a fortune 


11. (S) Sheikha Fatima\'s financial future appears very 
secure as she stands to inherit billions of dollars. 

Sheikh Zayed\'s personal wealth is estimated at $64 billion 
(ref A). Sheikha Fatima is expected to receive $8 billion 
with the remainder of the estate divided among the sons in 
equal shares and to the daughters in half shares. Each of 
Zayed\'s sons will receive two equal shares and each 
daughter one share of the remainder of the estate. 


Comparison with other Gulf First Ladies 


12. (C) In contrast to most other First Ladies in the 
region 

only appears in the presence of women. When the all- 
women\'s Zayed University hosted Sheikha Fatima at last 
spring\'s graduation ceremony in Abu Dhabi 

to cordon off its campus 

detail stood guard on the perimeter to ensure that no men - 
ot even the students fathers and brothers ntered the 
premises. According to an attendee 

listened as someone read the speech that was written for 
her. 


Not everyone is a fan 


13. (C) While most acknowledge Sheikha Fatima\'s power and 
influence in the UAE 

various charities and her stated support of women\'s causes 
there are those who say she tends to be arrogant and to 

look after her own. In some circles 

and the Bani Fatima derogatorily as a secret committee\" 
that takes important decisions related to security 

affairs 

she and the Bani Fatima act as Sheikh Zayed\'s gatekeepers 
ensuring that no one speaks to him without their approval. 
Whenever the ailing president has been in the hospital 

of his sons 

there. 


14. (C) Some Emiratis also question Sheikha Fatima\'s 
ability to carry out the kinds of reforms she talks about 

in her speeches 

politics. These same interlocutors say the GWU could have 
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done a lot more to advance the conditions of women in its 
30-year existence. \"They promote women\'s handicrafts 
little else 

our own visits to GWU headquarters in Abu Dhabi 

confirm that it is little more than a showcase for Sheikha 
Fatima\'s individual accomplishments. About 10 years ago 
Sheikha Fatima named a female UAE University professor as 
her advisor at the GWU 

advisor\'s plans for creating a forum for UAE intellectual 
women and refused to fund research. The advisor was not 
satisfied serving as a protocol chief and organizing 
celebrations 

our contacts have told us that once a woman enters Sheikha 
Fatima\'s entourage 

life. \"It is difficult to live near a sheikha. You cannot 

do anything she does not approve of. You have no say 
contact said. 


15. (C) If Sheikha Fatima is so influential 

after so many years of advocacy 

sitting in the FNC 

members are all appointed. End note.) One of our 
political contacts has stated in the past that the first 
political reform in the UAE should be to establish an 
elected legislature to replace the FNC\'s appointed body. 
The second reform 

would be to include women 

visionary leader with regard to economic and social policy 
and the UAE\'s strategic interests 

conservative politically. It will remain to her sons to 
push for more political openness. 


Comment 


16. (C) How much Sheikha Fatima\'s star diminishes after 
Sheikh Zayed\'s eldest son 

the presidency remains to be seen. In any event 

wife Shamsa Bint Suhail Mazrouie 

expected successor as First Lady 

time topping Sheikha Fatima\'s reputed popularity among UAE 
nationals. 
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--67 bombings 

--22 thwarted bomb attacks 


--51 terrorists killed 
--10 civilians killed 
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--32 soldiers killed 

--8 police killed 

--6 village guards killed 


Sensoy closed by echoing FonMin Gul\'s comments (ref b) that 
Turkey cannot rely on any other country--including the 

U.S--to go after the PKK. That said 

had approached the U.S. when it was the occupying authority 
in Iraq. Since June 28 

of the U.S. in Iraq 

6. (S) Ambassador responded that he appreciated Sensoy\'s 
assessment of the U.S.-Turkey exchange on the PKK 

that he understood Turkey\'s frustration 

upswing in PKK activity since June 1. We know that relevant 
UNSC resolutions which demand that Iraq not be a base for 
international terrorism must be implemented. Ambassador 
highlighted that we maintain an intelligence fusion cell with 
TGS 

He reviewed our offer to provide aerial surveillance on the 

PKK 

joint effort earlier this year--which regrettably failed--to 

capture Osman Ocalan based on what turned out to be faulty 
information from Turkish military intelligence. CPA did 

outlaw the PKK and Amb. Bremer made the PKK a key item in his 
handoff to the IIG. Ambassador reminded Sensoy that the IIG 
FonMin and DefMin had both said at the Istanbul NATO Summit 
that the PKK has no place in the future of Iraq. 


7. (S) Ambassador reported that DCM Jeffrey had met with DPM 
Salih to present our approach to the IIG on taking action 

against the PKK 

positively. Closing down the KDSP offices in Iraq was among 
the steps we have requested the IIG to take. The next step 

is for us to operationalize the discussion. He emphasized 

that in no way is the United States \"washing our hands!" of 

the problem and handing it to the Iraqis. We remain engaged 
on this issue and want to work closely with the IIG on coming 

to grips with the PKK. 


8. (S) Sensoy responded that U.S. non-military action 
remained important. For example 

the KDP and PUK leadership to cease their ties with and 
logistical support for the PKK. He added that TGS estimated 
that the U.S. could eliminate the PKK\'s command and control 
structure \"if you wanted to.\" He said action is vital since 

the PKK is hurting Turkey far more than a year ago. Now 
people are dying in Turkey and the Turkish public will soon 
agitate for further action. \"We are trying to keep a lid on 

this 

not be able to do so for much longer. Ambassador responded 
that we continually talk with the KDP and PUK leadership 
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about the PKK 


10. (S) Comment: The GOT no doubt expected that we would at 
some point approach the IIG and ask it to take steps against 
the PKK 

they do not have great faith that it is yet up to the job. 

It is telling that Sensoy--generally a fair and thoughtful 
interlocutor not prone to typical Turkish hysterics on this 
issue--essentially asked no questions about operationalizing 
this trilateral process. The Turks still see the U.S. as 

their main interlocutor on the PKK in northern Iraq 

will expect action. At the same time 

understand that our military in Iraq does not have the 
resources to devote to a full-scale battle against this 
terrorist organization. However 

the more the PKK ratchets up its terror campaign in Turkey 
the more pressure the GOT will feel from its people. This 
pressure could include calls for cutting back or ceasing 
altogether GOT-USG cooperation on Iraq 

Turkish action in northern Iraq. It is thus all the more 

vital that we move smartly with both the IIG and GOT so that 
some action--such as shutting down the KDSP offices in 
Irag--can take place as soon as possible to demonstrate 
concretely our mutual resolve. End comment. 


11. (U) Baghdad minimize considered. 
EDELMAN 
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honor -- chancellor Gerhard Schroeder spoke about the West\'s 
approach to terrorism 

terrorist attacks are a \"call to battle\" for the civilized 

world and one of the greatest threats to the international 
community 

with a \"clash of civilizations.\" Schroeder emphasized that 
economic development and human rights are key elements to 
counter the terrorist threat in the Muslim world. He 

declared that the conflict between Israelis and Palestinians 
can only be solved politically and not militarily. 


ARAB STATES SHOULD DO MORE ON IRAQ 


3. On Iraq 

stability of the whole region are at stake. Germany will 
continue to contribute to the stabilization and 
reconstruction of Iraq. When evaluating the conflict 
focus should not be on \"who was right\" -- this question is 
already part of history 

rather on our common responsibility for stability and 
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democracy in the region. This can only be realized when we 
are able to bring peace to Iraq. In cooperation with the 
United Arab Emirates 

military personnel ... to enable the people of Iraq to 
guarantee safety and security. | believe only in this way 

can the conflict be solved. But Arab states must also use 
their traditionally close relations with the Iraqi people to 
enable peace and guarantee economic development .... | 
think the Arab League has in this respect a very important 
role to play.\" NOTE: Arab League Secretary General Amre 
Moussa was present at the ceremony 

cultural issues. END NOTE. 
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the fundamental plan for the transition period. Copies are 
being sent to President Kabila and other senior GDRC 
officials. The road map focuses on four key areas: army 
restructuring 

foreign armed groups in the DRC; election preparations; and 
extension of state authority to all DRC territory. The 

revised road map notes steps already accomplished 
outlining GDRC actions required. The CIAT document does not 
identify needed international community actions 

efforts to harmonize currently uncoordinated initiatives from 
various countries regarding military integration. End 
summary. 


2. (SBU) The International Committee to Accompany the 
Transition (CIAT) approved October 4 a revised draft of the 

DRC \"Road Map\" which serves as the base reference document 
for the transition period. Copies of the document were being 

sent to President Kabila 

GDRC officials prior to a scheduled meeting of the CIAT with 

the \"Espace Presidentiel\" (President plus four Vice 

Presidents) on October 6. (Note: Vice President Bemba 
currently in the U.S. will not be present for the October 6 
meeting.) 


3. (SBU) The road map focuses on the four key areas for 
transition progress identified by the international community 
following the conclusion of peace accords establishing the 
transition. Chapter one looks at \"Integration and 
restructuring of the army 

plan for disarmament 

Chapter two focuses on \"Definitive resolution of the problem 
of armed foreign groups in Congolese territory.\" Chapter 
three deals with \"Preparation and organization of elections 
and Chapter four with \"Extension of State authority 
throughout all national territory.\" 
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4. (SBU) Each of the chapters has an opening bullet list of 
actions already accomplished. Chapter one steps 

example 

DDR plan 

High Defense Council (composed of representatives of former 
belligerents) 

brigade 

Chapter two accomplishments list only two bullets to-date 
establishment of a Joint Verification Mechanism (JVM) between 
the DRC and Uganda 

combatants plus families. Chapter three accomplishments 
include the elaboration and adoption of the Independent 
Electoral Commission (CEl) law and the launch of CEI 
operations 

law. Chapter four lists 

provincial governors and vice governors 

Ituri Brigade (in process) 

territorial administration. 


5. (SBU) The list of remaining tasks is 

extensive. In Chapter one 

lists dealing with the Army 

latter category including intelligence services. Each step 
includes a target time frame for implementation and 
identification of the GDRC authority with lead 

responsibility. For example 

\"finalization and adoption of a plan of integration and 
restructuring of the Army by the Transition Government" by 
November 2004 

lead authority. Chapter two includes only two tasks 
specifically \"Implementation of the Pretoria Declaration of 
November 27 

Rwanda and the DRC\" targeted for October - November 
and \"Elaboration by the FARDC (Congolese National Army) of a 
strategy for the disarmament of foreign fighters in RCD - for 
example assignment of integrated units of the FARDC for the 
specific task of supporting DDRRR of foreign fighters" 
identifying November - December 

Chapter three tasks are allocated into four categories: 
“Common core!" (e.g. 

elaboration of election and Constitution laws 

\"Constitutional Referendum"; \"Elections (local and 
legislative)\"; and \"Presidential Election." Finally 

four includes thorny issues such as the allocation of 
territorial 

senior positions 

regular and effective salary payments throughout the country 
and other issues. 


6. (C) The list does not identify tasks or actions needed by 
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the international community. In terms of urgent priorities 
this includes some degree of harmonization of initiatives of 
various countries 

Belgium 

actions currently on the table at best are not coordinated 
and are widely perceived to be in at least some respects 
competitive. With growing recognition of the problem 

are efforts underway now to achieve greater coordination 
indeed the topic is expected to be one of the primary issues 
to be discussed in the CIAT- Espace Presidentiel meeting 
October 6. 


7.(U) Acopy ofthe revised Road Map (in French) is being 
sent to AF/C. 


8. (C) Comment: The road map is useful in maintaining 
pressure on Congolese leaders to realize progress on the key 
elements of the transition 

purpose of keeping CIAT members on the same page. The latest 
revision reflects only an update of the basic plan and dates 
but does not vary significantly from the earlier base line 

plan. There is reason to be hopeful of progress in the near 
future on the question of harmonizing the disparate 
international initiatives regarding military integration. 

Given the reluctance of many Congolese in the transition to 
move on this issue 

international community position would be extremely useful to 
increase pressure to ensure timely forward movement. End 
comment. 

MEECE 
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Presidentiel\" (President plus four vice presidents) with the 
International Committee to Accompany the Transition (CIAT) 
was held October 6 

currently in the U.S. Discussion focused on the transition 
\"road map\" (reftel) 

preparations. The military integration discussion noted 
efforts to arrive at a coordinated plan 

form an integrated \"Kivu Brigade.\" Concerns about available 
finances and a short preparation time for elections were 
discussed. Ruberwa presented legally-based concerns about 
the issue of a census 

predictably focused on problems of international financial 
support. Agreement was reached to establish a follow-up 
committee 

sub-committees 

meetings. In general 

exercise 


2.(C) The International Committee to Accompany the 
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Transition (CIAT) met with President Kabila 

four DRC Vice Presidents (VP Bemba is in the U.S.) 

head of the Independent Electoral Commission (CEl) October 6. 
Numerous other presidential staff were also present. The 
meeting was in response to a very long-standing request from 
the CIAT to meet with the Espace Presidentiel\" (President 
plus four Vice Presidents) 

realized largely due to the continued deep mistrust felt by 

the rival leaders in the Transition Government. 


3. (SBU) Primary topics discussed during the roughly 
two-hour meeting included the transition \"road map 
integration and related questions associated with disarmament 
and demobilization 

future work. The CIAT had furnished the Congolese officials 
with its latest iteration of the road map 

expectations for the main four focus areas of the transition 
(military integration and DDR 

groups 

throughout the DRC - see reftel). 


4. (C) After opening pleasantries 

acknowledged receipt of the CIAT road map 

it closely followed the overall structure of the government\'s 
own draft road map 

more detailed outlining steps requiring action. He also said 
that the GDRC road map is to be discussed with a view toward 
adoption at a Friday 

Ministers. By the time the meeting ended 

distribute to all CIAT members the bulky current draft of the 
GDRC plan. 


5. (C) In opening comments 

pleasure in holding the meeting 

future meetings at regular intervals 

established follow-up mechanisms. Swing specifically 
proposed that another full Espace Presidentiel meeting should 
be held linked to the planned late November visit to Kinshasa 
by members of the U.N. Security Council. 


6. (C) By prior arrangement 

substantive CIAT presentation by speaking about military 
integration plans 

such as the Belgian-sponsored formation of the integrated 
lturi Brigade as a counterpart to the \"post-Artemis\" MONUC 
Ituri Brigade. He observed 

lack of a coordinated master plan for overall integration 
with little general progress realized to-date and 
corresponding problems created for demobilization and 
reintegration plans 

reported very promising discussions underway to arrive at a 
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more coordinated international community position 
specifically put forward an idea to move quickly to form an 
integrated \"Kivu Brigade.\" The latter would be consistent 
with a developing consensus to harmonize currently 
uncoordinated South African and Belgium proposals 

could be meshed easily with standing World Bank 
demobilization plans. In addition 

would be useful to address continuing security concerns in 
the east 

contentious current FARDC military structure in the region. 
As well 

forcible disarmament of foreign combatants in the area as 
needed. The French Ambassador further noted that the IMF had 
indicated that $75 million has been earmarked in the 2005 
budget for military integration (note: an amount which 
includes the police) 

these funds has not yet been identified (e.g. 

support 

countries would be in a position to provide significant 
support in this regard. 

7.(C) The European Commission Delegate followed with a 
presentation noting CIAT concerns about pending or recently 
passed election-related laws 

elections. He reflected widespread concerns about the 
relatively short time remaining before elections should be 
held according to the Global and All-Inclusive Accord 
timetable. 


8. (C) In the final CIAT statement 

picked up on ideas put forward during the recent senior-level 
CIAT member meeting in New York 

CIAT sub-committees dealing with security sector reform 
election-related legislation 

observed that the sub-committees would in no way be conceived 
to supplant future general \"Espace Presidentiel\" meetings. 


9. (C) Vice President Ruberwa (RCD-Goma) was the first on the 
Congolese side to react 

observing that he and others would need more time to review 
the document for any inconsistencies with the proposed GDRC 
document. He noted that DDR is not particularly advanced 

but it is ahead of integration efforts in that significant 

funding has already been found. He further welcomed the 
proposal to form a Kivu Brigade. On a less positive note 
regarding elections 

the need for a census prior to elections. He noted that the 
government had accepted the idea of a voter registration 
exercise 

money but added that an administrative census\" is still 
needed in order properly to allocate legislative seats and 
representation. Ruberwa also noted that separate versions of 
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a nationality law passed by the Senate and National Assembly 
were both \"more or less\" in accordance with the government\'s 
proposals. 


10. (C) Vice President Zahidi Ngoma (opposition parties) also 
endorsed the Kivu Brigade initiative 

City accords should not be rewritten (in terms of election 
preparations) 

map 

sufficiently flexible to respond to changing conditions. 
Later 

support for elections is insufficient or available only late 
threatening timely implementation. Vice President Yerodia 
in vintage style 

good fortune that the CIAT had not been given the label of 
\"FIAT 

needs adequate international support to ensure that it is 
controlled. 


11. (C) In subsequent discussion 

the general ideas put forward by the CIAT 

called for a follow-up committee meeting as early as this 
Saturday 

and some CIAT members expressed confidence that adequate 
funds would be identified for election planning and 
implementation 

needed laws) additionally need to be in place. There was 
substantial back-and-forth on the census question 

largely on the implicit recognition by at least the CIAT 
members that a larger census exercise 

desirable 

time and money available. SRSG Swing underscored the 
principle that the \"perfect should not become the enemy of 
the good.\" 


12. (C) Comment: The CIAT had been working to have a meeting 
of this nature for about a year. Even without Bemba present 
and with some of the sour notes struck by some of the 
Congolese 

the various rival Vice Presidents present. The effort by 
Zahidi and others in essence to set up the international 
community to take the fall for delayed elections or worse is 
unhelpful 

Congolese history. It is unlikely to play well this time 

around 

of the Congolese population have strong expectations that 
results will be produced. It is clear that many Congolese 
leaders recognize that like it or not 

be identified with failure on this front. The CIAT will 

course 

progress. Most if not all members recognize that it will be 
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difficult logistically 

elections organized by next June 

It is also accepted by all 

provide Congolese politicians no maneuvering room to exploit 
opportunities to delay. Likewise 

on Congolese leaders 

to take responsibility for progress or lack thereof regarding 
elections. The news regarding GDRC endorsement as early as 
this week of the government\'s road map is also a welcome 
development. End comment. 
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development -- including educational inadequacies 
unemployment 

GOB\'s efforts to attack all of these. He assured Ambassador 
that the GOB appreciates the current high sensitivity of 
nuclear non-proliferation issues and is \"95 percent there\" on 
conclusion of an agreement with the IAEA to facilitate agency 
inspections of Brazil's Rezende nuclear facility. End 
summary. 


Bilateral and Regional Affairs 


2. (C) Dirceu opined that the U.S. and Brazil are \"enjoying 
their best bilateral relationship in 30 years.\" Both 
governments 

disagreement from the many other areas in which cooperation 
is robust and fluid. The excellent personal relationship 
between Presidents Bush and Lula da Silva augments the close 
ties between Brazilians and Americans in commerce 
technology 

regional affairs 

a common interest in stability. He said Lula had made a 
decision that placing Brazil in the lead PKO role in Haiti 

was \"important and worthwhile 

its efforts to ameliorate tensions in Venezuela. He added 

that Brazil will also continue to strengthen democratic 
institutions and economies in Bolivia and Paraguay. 


Internal Challenges 


3. (C) Internally 

for development 

challenges\" that Brazil must address over the next two to 
three decades. These include the need: to expand educational 
opportunity throughout the population while adjusting 

priorities to address critical shortfalls Brazil faces in 

technical and medical disciplines; to use education and 
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technical training to create conditions to absorb into the 
workforce \"millions of unemployed\" who are trapped in 
poverty; to attract financing for investment in 
infrastructure; and to address comprehensively the critical 
problem of Brazil\'s heavy internal and external debt burdens. 
On debt 

the \"dollarized\" portion of Brazil\'s internal debt from 40 
percent to about 15 percent 

the percentage down to 10 percent. This is an important 
structural step to increase Brazil's defenses against 
external economic shocks 


4. (C) Ambassador observed that Brazil is 

excellent position 

in financial centers worldwide 

international leadership recognized. But Ambassador observed 
that many potential investors still register concerns about 

the investment climate in Brazil 

regulation and other issues as impediments. 


5. (C) Dirceu agreed and repeatedly stressed the GOB\'s 
interest in attracting foreign investment in the 

infrastructure 

said that the GOB is striving to award contracts in a 
completely transparent and objective manner. He said the GOB 
is currently pursuing legislation to deal with lowering 

taxes 

restructuring the mortgage real estate sector and adjusting 
bankruptcy laws. The GOB is especially keen to bring 
investment back into the energy sector 

Brazil has construction or planning underway for a total of 

57 hydroelectric plants. Dirceu also stressed that he was 
personally responsible for some of the new iniatiatives 
Brazil\'s Public-Private Partnerships drive 

attracting investment and stimulating construction activity 
(and employment opportunities) that will expand and improve 
Brazil\'s ports 


6. (C) Responding to Ambassador\'s observation that 
international perceptions that Brazil suffers a severe crime 
problem (e.g. 

Ipanema/Leblon beaches in Rio) inhibit investment and 
tourism 

security as a top priority. The GOBVs recent announcement 
that Brazil would implement its 1998 law permitting lethal 
force interdiction of suspected narcotrafficking aircraft 

had 

reduction of suspect flights in the Amazon region (although 
there has also been a small increase in such activity along 
the Bolivia-Peru borders). He said the GOB is also working 
to increase control along its frontiers 
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triborder and Amazon areas 

intelligence capabilities. Brazil\'s flawed state police 

system 

awkwardly divided between competing uniformed and civil 
police services 

in encouraging integration of key functions. Observing that 
corruption and infiltration of criminal elements into the 

police and justice systems of many states is endemic 

claimed that it is necessary for the federal government to 

lead on improving law enforcement against organized crime and 
trafficking in Brazil. Federal Police operations against 
organized crime and money laundering over the past 20 months 
are indicative of the current administration\'s assumption of 

this responsibility 

Dirceu said. 


Non-Proliferation 


7. (C) Ambassador raised the issue of Brazil's cooperation 
with the IAEA in negotiating inspections at the Rezende 
nuclear facility and with regard to the Additional Protocol 

to the NPT. Ambassador stressed that the USG fully 
understands that Brazil\'s credential in non-proliferation are 
superb 

program is directed toward weapons activities. Nonetheless 
Ambassador stressed that the highly-charged question of 
mobilizing international pressure against nuclear weapons 
development in North Korea and Iran make Brazil\'s reluctance 
on inspections and the AP extremely awkward. Dirceu 
immediately acknowledged that he and President Lula 
understand the political sensitivity of the issue 

meeting weekly with the Defense and Science Ministers to 
discuss resolutions 

and GOB are \"95 percent there\" in coming to an agreement for 
Rezende inspections in the near future. 


8. (C) Comment: Dirceu was affable 

his observations 

continued contact with Ambassador. He indicated he would 
encourage President Lula to make a stop in California (en 
route perhaps to the Orient of a future trip) to see Silicon 
Valley 

and speak at Stanford University (Dirceu\'s interest seemed 
fueled partly by his expression of a life-long desire to 

visit San Francisco). While some of his comments may have 
been boilerplate 

appealing for American interest in new infrastructure 
investment opportunities 

discussing the IAEA issues. 


Danilovich 
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all Canadian provinces need be treated equally by the federal 
government -- has received attention in the press following the 
federal-provincial summit on health (reftel) 

obtained special language in an agreement signed by all 
provinces. In a conversation with the Consul-General 

minister responsible for its relations with the federal 
government 

attention 

concept offers a less-confrontational framework in which Quebec 
leaders can pursue Quebec goals 

standing with Quebec voters for federal and provincial Liberals. 
End Summary. 


(SBU) 2. CG spoke with Quebec Minister for Canadian 
Intergovernmental and Aboriginal Affairs Benoit Pelletier on 
September 28. Pelletier is Charest\'s minister responsible for 
Quebec\'s relations with the federal government and was at the 
health summit. Pelletier said he was frankly surprised by all 

of the attention \"asymmetric federalism\" is now getting. It is 
not a new idea 

(PLQ) idea which Premier Charest has been pushing. Pelletier 
constitutional lawyer 

special committee on the political and constitutional future of 
Quebec. The final report of that committee (a slick 

report entitled \"A Project for Quebec: Affirmation 

Leadership\") addressed the concept of asymmetric federalism head 
on: \"Asymmetry is desirable within Canada. . .The federal 
formula does not rule out asymmetry in relations between the 
partners in the federation.\" 


(SBU) 3. Pelletier was clearly pleased that asymmetric 
federalism had found its place in the health summit and had 
received the backing of all of the Premiers. But he now seemed 
to want to dampen its significance. Pelletier cautioned against 
trying to apply the concept at every turn and told CG that he 
saw \"absolutely no relevance for the term in the October 26 
Council of the Federation discussions with the federal 
government on equalization payments.\" Quebec has proposed that 
this money be divided on the basis of provincial population. 

Until now 

Ottawa because their residents are the poorest. The battle over 
how to divide up federal money could disrupt the unity of the 
new Council of the Federation. 


FOREIGN POLICY IMPLICATIONS 
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(SBU) 4. For decades 

separation of powers is that the federal constitution denotes 
which areas fall within the purview of the provinces. And ifan 
area is within the purview of the province - be it health 

education 

full power 

issues. This logic 

governments 

other provinces in seeking an international profile. Pelletier 

said that the Council of the Federation has two committees 
engaged in working-level discussions with the federal government 
committees: one to consider the role of the provinces in 
international relations and another on the role of the provinces 

in Canada-US relations. But Pelletier was dismissive of these 
committees because Quebec 

provinces in both areas.\" He said that Quebec is far more 
interested in bilateral (Quebec-Ottawa) discussions on similar 
topics 

Quebec\'s role in international fora such as UNESCO. Federal 
Heritage Minister Liza Frulla 

meeting in Paris that her Quebec counterpart Lise Beauchamp 
could speak on behalf of both Quebec and Canada at international 
gatherings on cultural diversity when she is unable to attend 
meetings. Frulla\'s remarks produced a commotion within Liberal 
ranks 

Intergovernmental Affairs Minister Lucienne Robillard firmly 
called her to order. Canada 

voice." 


(SBU) 5. Pelletier told me that if Quebec can get the federal 
government to agree to a special role for Quebec in 
international fora 

federalism in action!" He said his priorities have been the 
health summit and the equalization payments summit. But he 
expects that once these are out of the way (in November or 
December) 

in international fora 

press attention to the matter at that time. 


(SBU) 6. The Quebec government 

to have bilateral (not provincial multilateral) discussions with 
Ottawa on U.S.-Canada relations. But he indicated that this is 
a long-way off. 


(SBU) 7. Most of the press buzz about the potential risks of 
\"asymmetric federalism\" appears to have been among the 
English-language media. For these observers 
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emerged as Quebec\'s side deal took off (and was written as an 
option for all provinces) 

provincialism\" and is a huge blow to the federal structure of 
Canada. But in Quebec itself 

framed in terms of Quebec\'s \"distinct\" identity and the Canadian 
constitutional framework that defines which areas fall within 

the purview of the provinces. In a speech given at the 
University of Quebec-Montreal 

Devoir 

acceptable way of pursuing Quebec goals without the 
constitutional crises which hitherto resulted when its leaders 
invoked the province\'s Vexceptionalism.Y 


(SBU) 8. Quebec Premier Jean Charest has chalked up points in 
Ottawa and at home 

convincing the other provincial premiers that the future of the 
country lies in asymmetrical federalism. A majority of Quebec 
respondents (52%) polled after the health meeting felt the 
agreement represented \"an historic step for Quebec.\" This is 
good news for the Charest government whose approval rating still 
stands at only 36% 

Martin is also apparently hopeful of improving his political 

footing in Quebec 

the June election. End Comment. 


FRIEDMAN 


21363 

also discussed the possible creation of a UN Commission of 
Experts (UNCOE.) Kelly agreed that the UN was far more 
likely to Support a Truth Commission than a Tribunal. He 
added that a UNCOE was a necessary precursor to a Truth 
Commission 

should be limited. He offered to work with the GoNZ on any 
of these suggestions 

election in September. Goff lamented that the inexperience 
of Yudhoyono\'s political base made decisive action on justice 
in East Timor and autonomy in West Papua and Aceh unlikely. 


Iraq and Afghanistan 


3. (C) Kelly thanked Goff for the GoNZ\'s contributions to 

OIF. He noted that security in the build-up to the UN-led 
election would remain a substantial problem but that there 

was now a Clear distinction between imported and home-grown 
fighters 

nation. Goff remarked that the 61 New Zealand military 
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engineers serving in Iraq would finish their rotation as 
scheduled in late September but the GoNZ was willing to leave 
future options open. He emphasized that although the GoNZ 
would not leave Iraq in the middle of this critical period 

for operational reasons there are no immediate replacements 
planned for the engineering contingent. Kelly urged Goff to 
consider additional means of assistance following the 
withdrawal of NZ military personnel. Kelly also thanked Goff 
for the NZ-led Provincial Reconstruction Team (PRT) in 
Bamiyan. Goff pointed out that the GoNZ had reaffirmed their 
commitment to Afghanistan for a further 12 months. He then 
noted that voter registration in Afghanistan was going well 
with almost 8 million people on the electoral rolls. He 
expressed concern 

to control warlords and the drug trade 

increasing trouble in Bamiyan with poppy production. 


PNG 


4. (SBU) Goff 

Government of Papua New Guinea would need continued pressure 
to conform to the December 31 deadline for the UN Observer 
Mission in Bougainville. Goff stated that there is no 

suggestion of civil war erupting in the country 

infrastructure there remains inadequate. 

Free Trade Agreement 


5. (C) Goff remarked that he was happy with the progress 
being made on the U.S.-Australia Free Trade Agreement (FTA.) 
He noted that NZ Ambassador to the U.S. John Wood was 
confident of wide support in Congress for a U.S.-NZ FTA 

that the GoNZ was reducing its lobbying efforts until after 

the U.S. elections. He welcomed any USG assistance in 
helping with the \"psychological impact of investment 
diversion\" from NZ as a result of the U.S.-Australia FTA. 

Kelly explained to Goff that the loss of fast-track authority 

in the coming year would have a serious impact on all FTAs 
and that a new Trade Promotion Authority would be needed. 
Goff noted that the GoNZ was pursuing a number of free trade 
channels 

beginning in November. 


Attendees 


6. U.S.: 

A/S Kelly 

Ambassador Swindells 
Ed Rindler 
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Dorothy Rogers 


New Zealand: 

Foreign Minister Phil Goff 
Amy Steffens 

Rene Wilson 

Affairs and Trade 
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Ledesma described New City as different in that it does not 
make promises and had no party doctrine. In fact 

is not a party 

the Pachakutik party. While the Democratic Left accuses 
Cordero of concentrating power in himself 

out that Cordero had passed 173 ordinances in cooperation 
with the city council (showing he could work with others) 
versus one ordinance passed by Prefect Cabrera. Ledesma 
accused Cabrera of corruption in contracts for public works. 


5. Orlando Albornoz 

emphasized that the ID is an ideologically-based party and as 
eager to pronounce on local and national issues. He argued 
that without the structure of a party 

accountable for their actions. Albornoz echoed Munoz\' public 
statements in favor of greater decentralization of taxing 
authority. Azuay province needs more power to directly 
administer projects 

said Ecuador should work with international organizations 
such as the World Bank and Inter-American Bank to fund 
development projects. He also felt the US should look to 
Latin America first for allies. Albornoz worried that 
Ecuadorian markets would be invaded by American products 
should an FTA be signed. 


6. There are also two well-respected female candidates for 
mayor 

the For Cuenca Party) and Angelica Garcia of President 
Gutierrez\' Patriotic Society Party). The Supreme Electoral 
Tribunal requires parties to allocate at least 40% of its 
candidate lists to women. There are no female candidates for 
Prefect of Azuay. 


Munoz the Favorite in Prefect Race 


7. Xavier Munoz (Popular Democracy Party) 

prefect and Congressman 

the race for Prefect of Azuay province. Paul Carrasco of the 
Democratic Left Party (ID) and Paul Granda of the New 
City-Pachakutik alliance trailed Munoz in the polls. PolOff 
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attended a forum of the candidates for prefect organized by 
Citizens Participation. All but Carrasco attended. A key 
theme all candidates mentioned was the need for a better 
highway system in Azuay province. Granda argued a better 
road system was linked with improvements in the economy 
health 

improvements could stem the serious migration problem in 
Azuay province. There were no other concrete solutions to 
migration presented. Munoz instead proposed Congressional 
reforms to allow local governments to make use of income 
taxes to increase municipal autonomy from the central 
government. 

Citizen Participation Will Monitor Elections 

8. Citizens Participation (PC) regional coordinator told 

PolOff that PC will have 500 volunteers monitoring elections 
on October 17. These volunteers are aged 16-18 and represent 
ten public and private schools. On October 2 

session was held for the volunteers. Rodas touted PC\'s 
sponsorship of the candidate forums as an important service 
to voters. He described the meetings as civil 

personal attacks. (PolOff confirmed this at the session she 
attended.) The forums have good turnout and were broadcast 
on the radio. Previously 

attacked for his relationship with unpopular former President 
Mahuad. 


Electronic Vote to be Tested 


9. The town of Totoracocha 

received 80 electronic voting booths 

Government of Brazil. Thirty-seven of the machines will be 
used for voters to practice and forty-three will be used for 
voting on election day. Each machine will be used by about 
300 people. (Voting booths are divided by gender; 
Totoracocha has 20 male booths and 23 female booths.) Voters 
will not be allowed to vote electronically unless they have a 
certificate proving that they have received prior training. 
According to Dr. Jorge Moreno 

Electoral Tribunal 

voters had received the necessary training. From October 
1-15 

will also be able to practice on 30 machines on election day. 
The Provincial Electoral Tribunal has been handing out 
flyers door-to-door and using cars with loudspeakers to 
announce the practice days and locations. 


10. According to Moreno 
For Cuenca have complained to the Provincial Electoral 
Tribunal that voters can only see the majority party logos on 
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the electronic screen. Minority parties fear this could 

influence voters on election day. Ledesma said that this 
omission in the test voting machines could cause confusion on 
election day 

voters into question. Albornoz also feared electronic voting 
could permit fraud through electronic manipulation. Post 
expects the OAS to field a team of electoral observers to the 
province. 


Comment 


11. The election in Cuenca is interesting because it pits 

two popular incumbents - one from a major established party 
(ID) and one running against what established parties 
represent. A Cordero win would reflect growing public 
disenchantment with politics as usual. Conversely 

win would reinforce the IDVs strength in the province and 
nationally. 

KENNEY 


21365 

(SAFE) 

of State\'s Bureau of Diplomatic Security that the employee 
has undergone equivalent security training. The contact 
for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for 
any traveler with planned TDY in excess of 30 days if this 
information is not stated/certified. POC for additional 
information is RSO Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates 
the threat from transnational and indigenous terrorism as 
low. There are no terrorist groups or support groups 
believed to be operating in New Zealand at this time. In 
light of the worldwide security alert all visitors should 
heighten their security awareness and report any unusual 
incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat 
mail have occasionally targeted U.S. diplomatic missions 

in New Zealand. In response to U.S. policies and actions 
various groups in New Zealand have demonstrated 
occasionally at the Embassy in Wellington and at the 
Consulate in Auckland. These demonstrations are usually 
small and are peacefully conducted. During these 
demonstrations 

services normally provide adequate protection to the 
Embassy and Consulate. 


d. (SBU) New Zealand is considered a medium threat crime 
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environment. As such 

experienced an increase in violent and petty crimes 
they are usually non-confrontational in nature. However 
home invasion robberies and assaults 

becoming more frequent. Burglaries and thefts occur 
countrywide but primarily in the large cities of Auckland 
Christchurch and Wellington 

especially aware that street crime 

pickpockets is a daily occurrence in these cities. Common 
sense precautions should be taken 

avoid becoming a target of opportunity. 


e. (SBU) Generally 

significant role in the world drug situation; however 
evidence indicates that New Zealand has been utilized as a 
transit point for shipments of Ecstasy 

to Australia. The most abused drugs in New Zealand are 
locally produced methamphetamine and cannabis. There have 
been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 

f. (U) All forms of public transportation are generally 

safe at all times of the day; however 

should use common sense precautions so as to not become a 
target of opportunity. 

g. (U) The traffic situation in Auckland can be difficult 

with a moderate amount of congestion. Wellington and 
Christchurch traffic is significantly better; however 

during rush hour moderate delays can be expected. 
Visitors are advised that traffic drives on the left-hand 

side ofthe road. Visitors are advised that traffic 

accidents are common and that it is safe to pull over so 
that police may take an accident report. However 

visitors who experience hostility or anti-American 

sentiment should depart the scene immediately and notify 
the RSO. 


h. (U) Precautions should also be taken to not discuss 
sensitive or classified information outside secure 
environments or over unsecured and/or cellular telephones 
and to securely safeguard classified or sensitive 
information at the Chancery and not at hotels or 
residences. 


i. (U) Visitors should also be aware of the State 
Department\'s Consular Information sheet for New Zealand 
and the most recent Worldwide Caution Public 
Announcements 

http://travel.state.gov 


j. (U) In essence 
appropriate caution and be alert to their surroundings 
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with regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Wellington 
(Telephone (64)(4)462-6000 


Burnett 
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on Terrorist Finance\" to Embassy contacts. The distribution 

list included appropriate officials from the Ministries of 

Justice 

media and academics also received copies. Post would welcome 
further suggestions. 


f) Both TFCO and deputy have not received FSI or other 
training on combating terrorist financing. 


g) Post would welcome information on opportunities for 
training of New Zealand nationals in fighting terrorist 
financing. 


BURNETT 
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(SAFE) 

of State\'s Bureau of Diplomatic Security that the employee 
has undergone equivalent security training. The contact 
for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for 
any traveler with planned TDY in excess of 30 days if this 
information is not stated/certified. POC for additional 
information is RSO Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates 
the threat from transnational and indigenous terrorism as 
low. There are no terrorist groups or Support groups 
believed to be operating in New Zealand at this time. In 
light of the worldwide security alert all visitors should 
heighten their security awareness and report any unusual 
incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat 
mail have occasionally targeted U.S. diplomatic missions 

in New Zealand. In response to U.S. policies and actions 
various groups in New Zealand have demonstrated 
occasionally at the Embassy in Wellington and at the 
Consulate in Auckland. These demonstrations are usually 
small and are peacefully conducted. During these 
demonstrations 

services normally provide adequate protection to the 
Embassy and Consulate. 
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d. (SBU) New Zealand is considered a medium threat crime 
environment. As such 

experienced an increase in violent and petty crimes 

they are usually non-confrontational in nature. However 
home invasion robberies and assaults 

becoming more frequent. Burglaries and thefts occur 
countrywide but primarily in the large cities of Auckland 
Christchurch and Wellington 

especially aware that street crime 

pickpockets is a daily occurrence in these cities. Common 
sense precautions should be taken 

avoid becoming a target of opportunity. 


e. (SBU) Generally 

significant role in the world drug situation; however 
evidence indicates that New Zealand has been utilized as a 
transit point for shipments of Ecstasy 

to Australia. The most abused drugs in New Zealand are 
locally produced methamphetamine and cannabis. There have 
been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 

f. (U) All forms of public transportation are generally 

safe at all times of the day; however 

should use common sense precautions so as to not become a 
target of opportunity. 

g. (U) The traffic situation in Auckland can be difficult 

with a moderate amount of congestion. Wellington and 
Christchurch traffic is significantly better; however 

during rush hour moderate delays can be expected. 
Visitors are advised that traffic drives on the left-hand 

side ofthe road. Visitors are advised that traffic 

accidents are common and that it is safe to pull over so 
that police may take an accident report. However 

visitors who experience hostility or anti-American 

sentiment should depart the scene immediately and notify 
the RSO. 


h. (U) Precautions should also be taken to not discuss 
sensitive or classified information outside secure 
environments or over unsecured and/or cellular telephones 
and to securely safeguard classified or sensitive 
information at the Chancery and not at hotels or 
residences. 


i. (U) Visitors should also be aware of the State 
Department\'s Consular Information sheet for New Zealand 
and the most recent Worldwide Caution Public 
Announcements 

http://travel.state.gov 


j. (U) In essence 
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appropriate caution and be alert to their surroundings 
with regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Wellington 
(Telephone (64)(4)462-6000 


Burnett 
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export ban may be decided one way or the other by the end of 
the year. End summary. 


The Old Bait and Switch and Bait 


2. (C) The GOB\'s rice export \"policy\" continues to drift. 
Though the government\'s \"temporary\" ban on the export of rice 
continues into its tenth month 

embargo is beginning to crack. However 

boon for jilted private exporters as the initial hushed 
contracts have benefited the old agricultural commodity 
monopoly: Myanmar Agricultural Products Trading (MAPT). 
According to a knowledgeable commodities trader 

been tasked with providing the 130 

has sold in recent months (though only 23 

shipped to date 

ship before the end of CY 2004). 


3. (C) It\'s unlikely that this new arrangement will last. 
According to the source 

the bench to sell off the GOB\'s warehoused stock that is 
becoming valueless with age. Ironically 

and years of corruption by state warehouse managers 

rice out the back door 

short of the amount contracted. This amount will have to be 
made up from the private sector 

forced-procurement of rice from farmers ended this year. 


4. (C) Another piece of evidence that the government\'s 
re-entry into rice is short-term is the GOB\'s clear intent to 
dissolve the state\'s agribusiness entities. Since the March 
2003 decision to open the rice market 

cut from 14 

massive procurement 

Additionally 

and agricultural research and education arm 

Agriculture Service 

state-owned enterprise to a department within the ministry. 


5. (C) The GOB\'s move to eliminate its role in rice exporting 
does not necessarily signal an imminent return of the private 
sector. The initial justification for the export ban was 

fear of rising rice prices and a weak grasp on nationwide 
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production and demand statistics. The latter problems have 
not been touched 

(plus a huge spate of buying earlier this year by the 

military 

there is some good news. The government in August lifted the 
ban 

reliable sources tell us the senior SPDC leadership will 

revisit the question of private sector rice exports in 

December. 


Comment: Believe it When You See it 


6. (C) The result of this expected policy review is 
impossible to predict 

First 

pre-January operations freely buying and selling within the 
new system. Second 

rice market 

firms like Myanmar Economic Holdings 

Finally 

fragile to allow the market to prevail 

the politically safe status quo -- with the attendant damage 
to farmers 

comment. 

Martinez 
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an energy swap where Armenia exports electricity in the 
summer to Iran and imports electricity in the winter from 
Iran. End Note.) The Ministry of Energy\'s project will 
likely increase Armenia\'s need for higher-priced electricity 
(generated in gas-fired plants) 

ultimately pay significantly higher prices. 


5. (SBU) International donors have long sought to separate 
ArmEnergo and the Ministry\'s functions as a supplier of 
electricity in order to reduce the capacity for corruption 

in the energy sector. But the Ministry is reluctant to cede 
complete control of the energy sector to private 
enterprises. The removal of ArmEnergo is a necessary but 
not sufficient step to withdrawing the Ministry from the 
energy sector. Until the Public Service Regulatory 
Commission establishes market rules governing private (as 
well as public) actors as well as some safeguards to deal 
with energy supply and financial settlements 

be a viable private energy market. For now the Ministry\'s 
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involvement in the energy sector will continue to create 
opportunities for rent seeking by those who control the 
government\'s energy assets. 

RICHTER 
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3. (C) A specialist in European electoral behavior with 
degrees from MIT 

working at MAC would be a challenge for him. Based on the 
briefings he has received from MAC 

could not determine whether MAC is a driver or merely an 
administrator of Chen\'s cross-Strait policy. He said that 
MAC appears to be setting its agenda based mainly on public 
opinion polls. Citing recent MAC polls 

Taiwan residents claim to strongly favor direct air 
transportation links with the Mainland. However 

large numbers of respondents say they want Taiwan to proceed 
slowly with direct links and express concern about security 
and immigration problems associated with closer ties with the 
Mainland. Huang exclaimed 

a government formulate policy?\" 


4. (C) While Huang said he was still in a learning mode for 
his new job 

policy that generally track with the Chen administration\'s 
stated approach. Huang said that President Chen\'s offer 
early in his first term to pursue \"political integration\" 

with the PRC was an opportunity for meaningful dialogue. 
Huang said that Chen would be committing political suicide if 
he used the term \"unification 

formulation was the best he could do politically. If Beijing 
had acted on the offer 

door to an institutionalized framework to pursue eventual 
unification 

the United States should take a more active role in 
encouraging Taipei and Beijing to come to the negotiating 
table. 


Political Family 


5. (C) Although Huang has spent his entire career in research 
and has no government experience 

politics\" first hand as the son of former Central Election 
Commissioner George Huang (Shih-cheng). The elder Huang is 
among the most astute and successful \"dangwai\" politicians of 
his generation 

County Magistrate during the era of KMT one-party rule. 

(Note: Huang\'s reputation 

the sequence of signal switching the CEC sent concerning the 
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conduct of the March 20 election and referendums. End note) 
The younger Huang said his father did not join the KMT 
because of his distaste for the party\'s authoritarian rule 

and because he had his own ideas about how to govern. George 
Huang\'s \"distaste\" for authoritarian rule 

prevent him from befriending one of Chiang Ching-kuo\'s sons 
and forming a \"blood brother\" pact with him. George Huang 
later won the political patronage of Lee Teng-hui -- some say 
through his sister 

and has remained close to Lee to this day. David Huang said 
that his father never shared the DPP\'s ideology or the former 
president\'s pro-independence stance 

the practical issues of local governance. Ironically 

elder Huang decided not to cultivate his more 
intellectually-minded son for a political career. That 

mantle has fallen to David Huang\'s younger sister. A 
practicing attorney 

campaign for the Legislative Yuan in Changhwa 

powerbase. 

Comment: Amateur Hour 

6. (C) The 30-something David Huang was tapped for the number 
four slot in the MAC hierarchy after the job had by turned 
down by former People First Party International Affairs 
Director Raymond Wu (Reftel) and at least three other people. 
Huang\'s appointment is yet another reminder of how thin the 
Pan-Green foreign policy bench is. Lacking expertise in 
cross-Strait affairs and experience in government 

main asset was a personal relationship with MAC Chairman Wu 
a fellow cross-Strait policy neophyte. While MACVs role may 
be only a shadow of what it was under Tsai Ing-wen 

that Huang will be tasked with explaining a policy he readily 
admits not understanding himself is a reminder that the DPP 
government remains an amateur operation in many ways 
after four years in office. 

PAAL 
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U.S. Government\'s and the U.S. business community\'s 
assistance in this accession 

meantime 

percentage of quota to cover goods that were ordered 
before quota levels were lowered earlier this year 

that are now stuck in U.S. ports because they arrived 
following the reduction in quota. 


3. (SBU) Ms. Jocelyn Tran from MAST Industries 
subsidiary of Limited Brands 

and U.S. businesses cannot afford to adopt a \"wait and 
see\" attitude toward the outcome of Vietnam\'s bid for 
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WTO accession. Economic stability and flexibility are 
important to buyers 

for U.S. businesses. MAST is currently expanding 
operations in China; however 

place where the company wants to be located. Not every 
country can make MAST products 

Vietnam or China. However 

adequate access to the US market 

close up shop here. \"We cannot leave in 2005 and come 
back to Vietnam when they achieve WTO membership.\" 


4. (SBU) To maintain stability between the expiration 
ofthe ATC and Vietnam\'s WTO accession 

needs immediate help 

categories currently under quota 

garment categories are produced in the U.S. If Vietnam 
were granted quota-free categories for textiles and 
apparel not produced in the U.S. 

competitive in 2005 and encourage more buyers to 
remain. Ms. Tran cited the sweater market as one 
possible category to be released from quota. Vietnam\'s 
market in this product is still small 

would not be in competition with U.S. producers. 


5. (SBU) Mr. Geoffrey Paul from Li 4 Fung Trading 

Ltd. 

closely with U.S. companies such as American Eagle 
Outfitters 

generous quota volume. This would enable Vietnam to be 
competitive in 2005 

greater flexibility 

to China. 


6. (SBU) Donnelly observed that the best way to address 
the textile industry\'s concerns was for Vietnam to 
accede quickly to the WTO 

cannot join the WTO only for gains in the textile and 
apparel industry. There must be progress in all 

sectors under the negotiated WTO package. While the 
U.S. strongly supports Vietnam joining the WTO quickly 
some tough issues that are important to the U.S. 

remain. How quickly the GVN makes decisions on these 
more difficult issues will determine how quickly 

Vietnam accedes to the WTO. 


7. (SBU) COMMENT: The exchange between Donnelly and 
the textile reps was frank but friendly 

not hesitating to point out that textile issues are not 

only trade questions for Vietnam. As Ms. Tran 

observed 

security employing 2 million people. The industry is 
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looking to overcome its short-term and long-term 
obstacles. The reps may propose some creative ideas to 
achieve increased access to the U.S. market; one rep 
later wondered aloud to EconOff whether the U.S. would 
be willing to raise quotas if the GVN agreed to allow 

the U.S. early access to other markets (e.g. insurance) 
under the BTA. END COMMENT. 


8. (U) PDAS Donnelly has cleared this message. 
WINNICK 
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visit of Prime Minister Phan Van Khai. Advance visits 
said 

visit 

second quarter of 2005 

an advance trip. 


3. (SBU) VFM Bang said there were several agreements that 
the GVN was working on in advance of a possible visit by PM 
Khai 

Framework 

Memorandum of Understanding on Culture. The Ambassador 
noted that important steps forward - such as an Article 98 
agreement - should not be held up just to provide something 
to sign during a visit 

were ready. Doing this ahead of a visit would be of 
substantial benefit to both sides 

agreed 


OTHER VISITS - GVN OFFICIALS 


3. (SBU) The Ambassador asked Bang if there would be any 
other high-level visits in advance of a Khai visit 

a rescheduled visit by Politburo member Phan Dien. Bang 
said we should keep in mind that 

possible to carry out the Phan Dien visit scheduled for July 
2004 

effect. He suggested we contact Phan Dien directly with any 
questions about rescheduling that visit. The Ambassador 
noted the upcoming visit of Vice Foreign Minister Nguyen Phu 
Binh to the United States to meet with members of the 
overseas Vietnamese community. Bang said that this visit 
was a response to the consistent advice Vietnam had received 
from the U.S. Embassy to reach out more to the overseas 
Vietnamese community in the United States. Bang suggested 
the Embassy coordinate directly with VFM Binh to ensure a 
successful visit. 
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GVN: WTO WILL TAKE CARE OF INSURANCE 


4. (SBU) Vice Minister of Finance Le Thi Bang Tam was 
currently in the United States 

had met with Deputy United States Trade Representative 
Josette Shiner. The U.S. insurance and auto industries had 
serious concerns about the investment climate in Vietnam 
said 

United States remained committed to Vietnam\'s accession to 
the WTO 

require a Congressional debate on Permanent Normal Trading 
Relations (PNTR) status and 

Vietnam would receive little help from American businesses 

if they felt that there had been no progress on issues of 
importance to them. VFM Bang said he agreed that the 
insurance and investment issues needed attention 

that Wall of these problems will be resolved during the WTO 
accession process." 

U.S. VISITORS AND CONSULAR ISSUES 


5. (SBU) The Ambassador mentioned the upcoming visits to 
Vietnam of Assistant Secretary of State Maura Harty and 
Deputy Assistant Secretaries of State Marie Huhtala and 
Kelly Ryan. A/S Harty wants to discuss moving the adoption 
process forward and will also raise both the issue of timely 
consular notification of arrest and the status of consular 
officers working from the U.S. Consulate General in Ho Chi 
Minh City. VFM Bang agreed that it was necessary to improve 
timely consular notifications on both sides. A Vietnamese 
student had recently been detained for over two years in 
California without notification to Vietnamese consular 
authorities 

such cases to the Embassy\'s attention immediately. VFM Bang 
explained that Vietnam was happy to give free access to 
officers from the Consulate General in Ho Chi Minh City and 
already did so. He cited the recent trips by Consul General 
Winnick and others to the Central Highlands and Danang as 
examples 

officers can work in the provinces. But official permission 

is difficult because it would force us to grant the same 
privileges to everyone 


PRM DAS RYANVS VISIT 


6. (SBU) VFM Bang asked what the United States and Vietnam 
could do to open up the legal migration options for 
residents of the Central Highlands who wanted to go to the 
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United States 

there. The Ambassador replied that could be one of the 
subjects for the visit by DAS Kelly Ryan; with the support 

of Prime Minister Phan Van Khai 

ahead to process the applications of family members seeking 
to join individuals who entered the U.S. from Cambodia in 
recent years. The Ambassador stressed the importance of 
handling these cases smoothly. He added that the United 
States was considering establishing an in-country processing 
program for refugee applicants. 


WELCOME TO EAP DAS HUHTALA 


7. (SBU) VFM Bang also said he welcomed the visit of DAS 
Marie Huhtala and regretted that he would not be in Vietnam 
at the time of her visit. He expected that it would be 
possible to set up a call with the Foreign Minister 

possibly also to have Vice Minister Phung host an event of 
some kind for her. 


GVN CONCERN: VNHRA IN THE SENATE 


8. (SBU) VFM Bang noted that the United States Congress was 
about to adjourn 

about the Vietnam Human Rights Act in the Senate. The HRA\'s 
passage 

of Particular Concern (CPC) 

would \"set back bilateral relations.\" He asked us to \"make 
every effort\" to stop that from happening in order to avoid 

a \"strong protest\" from Vietnam. The Ambassador noted that 
the best way to avoid this was to fix the situation on the 

ground and take clear actions that could be seen as positive 
developments 

publicly prohibiting forced renunciations. The September 21 
sentencing of protestors from Gia Lai province sent a 
\"negative signal 

was GVN policy 

make that public 

and fill up \"the positive side of the ledger.\" VFM Bang 

said the issue was not religious expression in Vietnam 

those who \"promoted themselves through religion\" and mixed 
politics and religion. 


ARTICLE 98 AND IMET AGREEMENTS: DIFFICULT 


9. (SBU) The Ambassador told Bang that other positive steps 
the GVN could take would be to sign Article 98 and 505 
(IMET) agreements with the United States and to assist in 
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the procurement of the site for the new Embassy building. 
VFM Bang said that an Article 98 agreement \"would require 
further study\" but that an IMET agreement was something that 
Vietnam was thinking about. English training through the 
agreement would be \"valuable to us.\" Regarding the new 
chancery 

face-to-face with the Russians in order to resolve some 
remaining concerns about the proposed site. He promised to 
pursue this as soon as possible. 


POW/MIA UNDERWATER OPERATIONS: WE\'LL LOOK INTO IT 


10. (SBU) The Ambassador also raised the issue of the 
underwater POW/MIA recovery operations we hoped to pursue 
using a U.S. ship 

on board and operating in tandem with a Vietnamese ship. 
The U.S. side wanted to move ahead on this humanitarian 
effort and make concrete plans 

so far had been blocked by the Ministry of Defense\'s 

objection to any foreign naval vessel operating in 

Vietnamese waters. VFM Bang said he knew little about the 
issue but would look into it. 


PEPFAR 


11. (SBU) The Ambassador described planned U.S. activities 
under the President\'s Emergency Plan for AIDS Relief 
(PEPFAR) and noted that the first test of our bilateral 
cooperation would be the GVN\'s approval of the importation 
and use of new drugs by the end of March 2005. Second 
two sides needed to coordinate well \"at a senior level\" 
because of the scope of the project. He offered to brief 
Vietnam\'s National Committee on HIV/AIDS 

Drug Control at their convenience. 


12. (SBU) Comment: Le Van Bang was fighting off a cold 
facing the task of being State protocol chief during the 

visit of 39 top-level delegations to ASEM (including five 
consecutive bilateral state visits) and preparing for a four- 
country trip (October 13-29) to South America where he will 
advance the visit of President Tran Duc Luong to the region 
during the APEC meetings next month. This partially 
explains his relatively limited responses to the concerns we 
raised. VFM Bang\'s discussion of the Senate vote was 
curious 

VNHRAVs chances are slim. He either has information we 
don\'t about the bill's chances of passage 

the bill's failure in the Senate 

something it can call good news after the blow of CPC 
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designation. 
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Assembly (NA) is Wopposed to integration.\" In countering 
this argument 

that it was committed to liberalization if it wanted the WTO 
process to progress and that expecting quick negotiations on 
the basis of a weak offer was not realistic. Comment: While 
there is debate within the NA about the pace of integration 
and how best to balance the amount of foreign investment 
post has no evidence to indicate that the NA is the locus of 
opposition to integration. For example 

with NA member Dr. Mai Anh 

Sciences 

NA\'s efforts in terms of trying to limit SOE monopolies in 
various sectors to allow greater foreign investment. End 
Comment. 


WILL MPT REVISE THEIR OFFER FOR OCTOBER BILATERAL? 


13. (SBU) In concluding consultations on MPT\'s offer 
reiterated Ambassador Zoellick\'s strong interest in telecom 
liberalization and encouraged MPT to consider his 
suggestions and revise their offer. ECON/C inquired whether 
MPT would be able to submit a revised offer before the 
bilateral meeting at the end of October. Tam said that such 
a decision would have to be made by the GVN\'s Chief 
Negotiator at the Ministry of Trade. 


14. (SBU) COMMENT: Tam seemed to express a genuine interest 
in many of McHale\'s suggestions. Some of his responses 
indicated that these were quite novel suggestions and that 

they have possibly not been raised in Vietnam\'s bilateral 
negotiations with other WTO members. This could indicate 

that MPT has yet to be pushed hard to make a compromise on 
their telecommunications offer. END COMMENT. 


IMPLEMENTATION OF WTO REFERENCE PAPER 


15. (U) McHale also addressed MPT\'s efforts to implement the 
WTO Reference Paper as part of their BTA obligations. While 
they have made significant progress towards improving the 
competitive environment and making information publicly 
available 

to meet interconnection requirements. 


16. (U) Reference Interconnection Offer (RIO). MPT 
instructed VNPT as the incumbent operator to provide a RIO 
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about 1 month ago 

RIO by the end of 2004. McHale requested that MPT provide a 
copy to the embassy. He also briefly described how this 
process worked in the United States and how a precedent had 
been set to use the Long-run Incremental Cost to determine 
interconnection rates. McHale added that recent studies 
showed that interconnection rates did not vary greatly 
between developed and developing economies 

should generally be less than .01 USD. In the U.S. 
interconnection rates are between .002 - .005 USD compared 
with .009 USD in Mexico. MPT officials agreed that 
interconnection rates in Vietnam could be somewhere between 
.02 - .05 USD. Cuong also agreed that MPT does not 
currently know what the actual market costs are and that the 
long-held assumption that VNPT operates local fixed-line 
services at a loss (120 VND/minute 

in order to expand tele-density may be incorrect. Tam 
admitted that MPT would need assistance to determine if 
VNPT\'s RIO is cost-based. McHale described how the World 
Bank had provided assistance for Peru to hire consultants to 
provide such expertise. 


17. (U) Spectrum Allocation Plan. MPT has met its 
obligation 

public a spectrum allocation plan. It is available online 

at www.rfd.gov.vn/view/vn/index.html. Post will encourage 
MPT to produce an easily readable diagram as well. 


18. (U) Licensing Process and Public Comment. On September 
18 

licensing process in greater detail than the Ordinance on 

Posts Telecommunications of 2002. It was published in 
Vietnamese in September and will be available soon on-line 

and in English. McHale inquired whether the GVN allowed for 

a period of public comment on this and other 
telecommunications decrees. Tam described a system whereby 
comments were sought from service providers and various 
departments within MPT 

comment question. 


19. (U) This cable has been cleared by USTR Telecom Director 
Jonathan McHale. 
MARINE 
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COMMUNITY-BASED ACTIVITIES AND A PLACE FOR MISSION 
MEMBERS TO MEET AND DINE TOGETHER. HOWEVER 
THIS FACILITY ON LINE OVER THE COMING MONTHS WILL NOT 
IMMEDIATELY MITIGATE THE PROBLEM THAT NOW EXISTS. THERE 
IS NO FACILITY FOR LARGE-SCALE INDOOR MEETINGS AWAY 
FROM THE OPPRESSIVE HEAT. THE AMBASSADOR\'S RESIDENCE 
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LOCATED ON THE COMPOUND 
SINGLE GATHERING OF AMERICAN STAFF. IN THE \"TOWN\" OF 
DJIBOUTI 
EXIST 
RUN ENGLISH LANGUAGE FILMS. QUALITY RESTAURANTS THAT 
MEET MINIMUM U.S. HEALTH STANDARDS ARE FEW. GIVEN THE 
PAUCITY OF RECREATIONAL ALTERNATIVES 
ARE LEFT TO THEIR OWN INITIATIVE TO BREAK UP THE 
MONOTONY OF THE HOME-TO-OFFICE-TO-HOME ROUTINE. YOUN 
UNACCOMPANIED OFFICERS ON THEIR FIRST TOUR OF DUTY 
MOST IMPACTED AND THEY COMPRISE THE GREATER VOLUME O 
AMERICAN OFFICER STAFF. 


E. HOUSING CONDITIONS: POST HOUSING CONDITIONS ARE 
SATISFACTORY. HOWEVER 
INFRASTRUCTURE IN THE COUNTRY 
HOUSING POOL TO MEET THE GROWING NEEDS OF NEWLY 
ASSIGNED OFFICERS HAS BEEN PROBLEMATIC. ASSIGNED 
OFFICERS WAITING IN TEMPORARY QUARTERS TO GET INTO 
PERMANENT HOUSING IS ONE OF POST\'S MOST PRESSING 
PROBLEMS. THE FRONT OFFICE HAS PUT \"QUALITY OF LIFE 
ISSUES\" HIGH ON POST MANAGEMENTYS PRIORITY LIST. 
NONETHELESS 
COMPOUND (NEC) PLANNED FOR CONSTRUCTION IN FY-07 
EXPANDING STAFFING LEVELS WILL KEEP PRESSURE ON 
MANAGEMENT TO PROVIDE AN EVER-INCREASING HOUSING POO 
FOR ITS ICASS CLIENTS. 


F. UNSANITARY CONDITIONS: DJIBOUTI HAS INHERITED A 
FRENCH COLONIAL MUNICIPAL INFRASTRUCTURE THAT HAS NOT 
BEEN KEPT IN GOOD REPAIR. CONSEQUENTLY 
DRAINAGE AND TREATMENT IN A CITY BARELY ABOVE SEA LEVEL 
PRESENTS A HEALTH PROBLEM CITYWIDE. LEACHING OF WASTE 
INTO GROUND WATER IS ALSO A SPECIAL CONCERN IN USG 
HOUSING AREAS WHERE OCCUPANTS MUST TAKE SPECIAL CARE 
BOIL AND FILTER HOUSEHOLD WATER PRIOR TO CONSUMPTION. 
MOREOVER 
REFUSE AND THE COUNTRY LACKS AN EFFICIENT WASTE AND 
COLLECTION AND DISPOSAL SYSTEM. THESE CONDITIONS ALONI 
POSE SPECIAL HEALTH PROBLEMS. 


G. LACK OF ESSENTIAL SERVICES: CITY POWER SUPPLY IN 
DJIBOUTI IS NOT UP TO MINIMUM STANDARDS. FREQUENT 
OUTAGES AND \"BROWNOUTS\" STRAIN THE EMBASSY\'S CAPACI 
TO SUPPLY POWER TO HOUSEHOLDS AND THE WORK PLACE. 
PROVISION AND USE OF STAND-BY GENERATORS AT EACH 
LOCATION IS A MUST. SURGES IN POWER ARE CONSTANT 
REMINDERS OF INADEQUATE POWER LEVELS. 


H. LACK OF ADEQUATE MEDICAL/DENTAL CARE: AGAIN 
MUST SUBMIT THAT MEDICAL CARE IN DJIBOUTI DOES NOT 
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APPROACH THE MINIMUM ACCEPTABLE LEVELS FOR SIMILAR CAF 
IN THE U.S. OR EUROPE. POST HAS A SMALL HEALTH 
TREATMENT FACILITY ON THE EMBASSY COMPOUND STAFFED B\ 
TCN HEALTH CARE MANAGER 
AND SCHEDULED FOR VISITS TO POST ON A QUARTERLY BASIS. 
FOR EMERGENCY CARE 
ARRANGEMENT IT HAS ESTABLISHED WITH A FRENCH FACILITY 
RESERVED FOR TREATMENT OF FRENCH MILITARY PERSONNEL. 
FOR A COMPLETE REPORT ON BASIC MEDICAL CARE AT POST SE 
STATE MED\S WEB SITE ON THE INTRANET. 


. PREVALENCE OF COMMUNICABLE DISEASE: FOLLOWING IS A 
REPRESENTATIVE LIST OF DISEASES ENDEMIC TO DJIBOUTI: 
COLDS AND RESPIRATORY DISEASES 
MALARIA 
AND HIV/AIDS. MALARIA PROPHYLAXIS IS REQUIRED. 


«a 


. UNUSUAL PERSONAL HAZARDS: IN ADDITION TO THOSE 

STATED ABOVE 

HAZARDS BECAUSE OF ITS UNIQUE LOCATION AS A FOCAL POINT 
FOR THE GLOBAL WAR ON TERRORISM. ALTHOUGH 

VIOLENT CRIME IS REMOTE 

SURROUNDING COUNTRIES CONTINUE TO FIND THEIR WAY TO Tt 
STREETS OF DJIBOUTI CREATING A POTENTIALLY VOLATILE 
ENVIRONMENT. AS STATED ABOVE 

DJIBOUTI'S TRANSPORT INFRASTRUCTURE PLACES POST 
PERSONNEL AT GREATER RISK FROM ACCIDENTS ALONE. 


K. EXCESSIVE COST OF TRANSPORTATION FROM POST TO A 
SUITABLE RELIEF AREA: TRANSPORTATION COSTS ON THE 
SINGLE EUROPEAN CARRIER WHICH SERVICES DJIBOUTI 
FRANCE 
TRANSPORT COSTS SERVICING THE SAME ROUTE 
ALTERNATIVE RELIEF LOCATIONS OUTSIDE OF THE HORN OF 
AFRICA REGION. ON A COST COMPARATIVE BASIS 
TRAVEL TO AN ALTERNATE RELIEF AREA FAR EXCEED THE COST 
OF THE DIRECT ROUTE TO THE PRESENT DESIGNATED R&R 
POINT. 


2. (U) POST STRONGLY RECOMMENDS REDESIGNATION OF 
DJIBOUTI AS ELIGIBLE FOR R&R TRAVEL BASED ON CONTINUING 
HEALTH AND WELFARE NEEDS AS OUTLINE ABOVE. 

RAGSDALE 
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Surpass National Security" 


The pro-independence \"Liberty Times" noted in an 
editorial (10/7): 


\". Democratic countries normally protect freedom of 
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speech 

normal situations often seen [in democratic countries]. 
But national defense should be an issue of common 
language shared by all the people of the country. . 
Deputy Undersecretary of Defense Richard Lawless\' 
speech underscored [our] American friends thorough 
observations and concerns about Taiwan\'s political 
situation. To protect the lives and property of 23 
million people and to safeguard Taiwan\'s independent 
sovereignty 

beyond their position [that this is just] a dispute 
between parties and support the special arms budget. 
In this way we can demonstrate to the international 
community the Taiwan people\'s determination to defend 
the island and to show them that Taiwan is an asset 
rather than a liability in the democratic world.\" 


B) \"Deputy Undersecretary of Defense Richard Lawless\' 
Remarks Made at an Inappropriate Occasion\" 


Journalist Lu Chao-lung commented in the \"My Views\" 
column of the centrist 
(10/7): 


\". Lawless is a Pentagon official in charge of Asia- 

Pacific defense affairs; he also has the authority to 

decide on issues concerning the Pacific Command. As 
Lawless is well versed in the United States\' military 
deployment in the area 

of the importance of these arms deals. He does not 

want to see Taiwan bungle and ruin the Pentagon\'s chess 
game. 


Y. Lawless\' strongly worded statements of course 
sounded very pleasant to the ears of American defense 
industry businessmen. What he said was also very true 
based on his duties and responsibilities. 


\"Some Taiwan military leaders know Lawless well and 
believe he has a chance for promotion 

do not think so. No matter what 

personnel reshuffle in the Pentagon after the U.S. 
presidential elections. Lawless\' severe remarks on 
Taiwan\'s arms purchases have made him a big winner who 
is standing in an advantageous position." 


C) WAn Imbalanced U.S. Policy and the Misled Taiwan 
People" 


Journalist Sun Yang-ming said in the conservative 
unification \"United Daily News" (10/7): 
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Y. American sources that know the inside story said a 
balanced U.S. cross-Strait policy would be to “assist 
with Taiwan\'s self-defense capabilities militarily on 
one hand 

in a dialogue with Beijing to reduce tensions across 
the Taiwan Strait.\' 


Y. Under such a concept 

mentioned by Lawless . merely assumes the types and 
amount of weapons that Taiwan needs under a certain 
circumstance to maintain a balance [across the Taiwan 
Strait]. But it does not represent a political issue 

such as whether both sides of the Taiwan Strait should 
resume dialogue. If people only see it from a single 
perspective 


\"If people inside Taiwan only take one side of the 
story 

U.S. policy 

and seriously misleading to the Taiwan people." 


D) WTaiwan Has Strong Reasons to Hold Its Ground and 
Should Work Together to Speak out in Challenge of the 
International Community; the United States Which Honors 
Freedom of Speech Should Not Question Whether K.M. 
Koo\'s Advertisement Is "Political MeansW" 


The pro-independence \"Taiwan Daily\" editorialized 
(10/7): 


\", Senior Presidential Advisor K.M. Koo paid for the 
advertisement out of his own pocket . doesn\'t such a 
move of idealism and enthusiasm deserve support from 
both the ruling and opposition parties in Taiwan? Just 
as Government Information Office Director-General Lin 
Chia-lung said 

honors freedom of speech 

associations\' regarding Koo\'s advertisement. 


\". We believe that the relevant government agencies 
should consider condensing the contents of Koo\'s 
advertisement 

promoting it widely to the international community 
order to] convey the Taiwan people\'s rejection of the 
ignorant and outdated ‘one-China policy.\\" 


PAAL 
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Classified By: Ambassador Charles A. Ray. Reason: 1.4 (b) (d). 


1. (C) Summary. In a message from Beijing 

announced October 6 his desire to retire due to his ill 

health. His message referred to a letter from PM Hun Sen and 
Prince Ranariddh endorsing as his successor Prince Sihamoni 
son of Sihanouk and Queen Monineath. On October 7 
instructed acting Head of State Chea Sim not to refer any 
decisions to him as he was retired as of that date. 

Opposition leader Sam Rainsy told the Ambassador that Prince 
Ranariddh had made veiled threats to him in the National 
Assembly October 7 

Rainsy had sent a letter to the King a day earlier requesting 
that the King not return to Cambodia as scheduled on October 
7 because the government would organize demonstrations 
against the King. Rainsy said he was concerned about a 
\"coup\" 

royalist FUNCINPEC party is taking the King\'s actions 
seriously 

Ranariddh was fed up with Rainsy and was \"out to get him.\" 
Ranariddh suggested that it might be possible to get the King 
to change his mind; A CPP official agreed. Given Sihanouk\'s 
track record over the years of threatening to leave the 

stage 

skeptical of his determination this time. End Summary. 


2. (U) Ina message from Beijing dated October 6 

Sihanouk requested that be allowed to retire. He said that 
he was ill with a new stomach ailment and that he was 
\"physically and intellectually weak.\" His message referred to 
a September 4 letter to him from PM Hun Sen and National 
Assembly President Prince Ranariddh endorsing Prince Norodom 
Sihamoni as his successor 

to the Royal Throne Council to select a successor. In an 
October 7 message the King requested that acting Head of 
State Chea Sim not refer any decisions to him 

retired as of this date. 


3. (C) On October 7 

see the Ambassador urgently. Rainsy told the Ambassador that 
in the morning session of the National Assembly Ranariddh had 
made veiled threats against him 

responsible for the King\'s \"abdication\" because of his letter 

to the King. Rainsy\'s letter the previous day asked the King 

to delay his scheduled October 7 return to Cambodia because 
Rainsy claimed 

there would be government-organized demonstrations against 
the King upon his arrival. The King subsequently delayed his 
return to Cambodia. Rainsy claimed that Ranariddh said the 
situation could get out of control and that Ranariddh 
commented that politicians should have been careful as their 
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actions could have serious consequences. However 
FUNCINPEC official told us that he believed Rainsy had made 
up the story about demonstrations against the King on his 
arrival. 


4. (C) Rainsy said he \"could not exclude the possibility of 

a coup 

coup 

one man\'s hands. Rainsy said that he did not feel in 
personal danger at the moment 

deteriorate. The Ambassador urged Rainsy to take steps to 
remove himself from danger if he felt threatened. He also 
urged that all parties remain calm and peaceful. The SRP 
issued a statement later in the day calling for calm. PM Hun 
Sen left Phnom Penh today for Hanoi to attend the ASEM. 


5. (C) Officials in the royalist FUNCINPEC party are taking 
the King\'s resignation/abdication seriously 

most of the evidence confirming that it is real ultimately 

leads back to Prince Ranariddh. Deputy Prime Minister Lu Lay 
Sreng 

October 7 that he did not expect any violence 

believed both Ranariddh and Hun Sen are \"fed up\" with Sam 
Rainsy and are \"out to get him.\" (Note: Ranariddh and Sam 
Rainsy are involved in messy counter-suits 

alleging libel and Rainsy\'s alleging that Ranariddh tried to 
have him killed. Ranariddh has threatened to have Rainsy\'s 
parliamentary immunity lifted so he can be prosecuted.) 


6. (C) Ranariddh suggested that it might be possible to get 
the King to reverse his decision. He commented at the 
National Assembly that the King might change his mind in a 
day or two. He later said parliamentarians would sign a 
petition asking the King to stay on. The Director of the CPP 
cabinet 

action would be for the two coalition parties to convince the 
King to change his mind 


7. (C) In terms of succession 

the nine-member Royal Throne Council has the Constitutional 
authority to decide the successor. However 

for doing so have not been adopted by the National Assembly. 
If the issue were decided by a vote 

the tie-breaking vote if he and Ranariddh disagree on who it 
should be. By our count four of the members are loyal to Hun 
Sen and four are loyal to Ranariddh 

himself 

National Assembly. Prince Sihamoni has been the King\'s 
choice for some time and Ranariddh has endorsed him 

Hun Sen in the September 4 letter released by Sihanouk. 
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8. (C) Comment: Given SihanoukVs track record of threats to 
resign 

recent actions with some skepticism. However 

Cambodians appear to be taking Sihanouk\'s statements 
seriously. It is quite possible that a series of entreaties 

from political actors will lead Sihanouk to reconsider 

that he intended his messages to create an outpouring of 
support from the Cambodian people that would \"force\" him to 
stay on the throne. It is also possible that Ranariddh has 
been using the King\'s statements as a weapon to attack Sam 
Rainsy with whom he has long-standing animosity. We will see 
how this plays out in coming days. 


Ray 
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with the EU\'s decision 

Common Foreign and Security Policy instruments. The Dutch 
hope this would help increase pressure on these states to 
take measures against the indictees. 


3. (C) Atthe October 4 EU Balkans Working Group (COWEB) 
meeting 

EU Member States to extend the asset freeze to cover the 
other fifteen fugitives under public ICTY indictments. The 
legal procedure to do that should begin a few days after 
GAERC adoption of the original Regulation. If Balkan states 
have aligned themselves with the original Regulation 

would then be asked to adapt to the expanded list 

would include several individuals living openly in Serbia. 


SCHNABEL 
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surprises.\" While the MFA will provide a more formal brief 
on the visit on October 8 (prior to the October 11 GAERC) 
Willems told POLOFF privately that 

a chance to influence the arms embargo debate positively by 
taking a more proactive approach to the human rights dialogue 
with the EU. Instead 

the points that the EU had shared with them in advance. 
Without offering specifics 

from the talks themselves: \"progress\" in the socio-economic 
field and rule of law 

penalty 

related issues. 


3. (C) Willems recalled that the EU had made clear before 
the visit that it was looking for concrete actions 

words 

trip had produced only two concrete results that she could 
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recall: the promise of a visit by the Dalai Lama\'s 

representative to Beijing 

15-23) for the oft-delayed visit to China of UNCHR Special 
Rapporteur on Torture Theo Van Boven (a Dutchman). \"There 
might have been a third item 

recall it so it could not have been that important.\" Willems 
noted that the October 11 GAERC will consider the history of 
the human rights dialogue with China with a view to revising 

it if necessary 

review or likely outcomes. Willems emphasized that 

national capacity 

about China\'s human rights\" and is therefore engaged on human 
rights issues across the board 

NGO\'s 


4. (C) With regard to the arms embargo 

that \"China did nothing to encourage the EU into lifting the 
embargo\" during the visit. Willems surmised that the Chinese 
wanted to prove that \"they won\'t be pushed on human rights 
and therefore would not link the two issues. She noted 
however 

\"possible EU-China Summit deliverables 

provide details. Willems stressed that the Dutch 

president 

information as possible with regard to the arms embargo and 
human rights dialogue 

affairs 

evaluation and decision on next steps. The Netherlands is 
currently concentrating on \"getting as much information on 
the table as possible 

embargo is viewed as part of a larger equation including the 
code of conduct 

partners 

rejected the notion that an \"arbitrary\" December deadline 
would determine the outcome of the EU debate. 


5. (C) On October 6 

Political Affairs Department 

the visit. While he acknowledged that the Chinese could have 
done more 

been seen as \"fairly positive.\" Werner observed that both 
the visit 

could be seen as glasses half-full or half-empty. On 
balance 

that the human rights dialogue was worth continuing despite 
its frustrations. Werner suggested that ongoing (albeit 
slow) progress on the human rights front would be cited by 
some to support lifting the embargo 

like Willems -- that human rights was just one of four 
criteria the EU would look at when considering the arms 
embargo. 
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ZANU-PF December congress that addresses presidential 
succession would motivate firms to invest in the economy. 


4. (SBU) Comment: As we observed at the August CZI 
Congress (ref) 

even a year ago to take GOZ officials to task for poor 
policies. Part of the credit for rebuilding this 
government-business dialogue goes to Gono and part to 
CZI\'s outspoken 

Mandiwanza. Certainly 

to criticism from the relatively apolitical business 
community than from the opposition 

international players. Whether this modest government- 
business dialogue can help bring about saner economic 
policies is still an open question. 


Dell 
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The conference \"International Initiative Against 
Smuggling of Drugs and Money Laundering 

Turkish Police Department and Drug Enforcement Agency 
(DEA) of the United States 

Istanbul Hilton Hotel. 


Making opening remarks of the conference 

said that Turkey hosted a conference on fight against 
drug smuggling for the second time in the last two 
months. 


Stating that those who committed crimes beyond borders 
use high technology 

crime organizations use more sophisticated methods as 
technology progress. Aksu stressed that Turkey has been 
exerting efforts to fight against drug smuggling for 

years by using the most advanced technology. 


Stating that Turkish government aimed to strengthen 
infrastructure and institutionalize the fight against 
crimes 

be more professional in fight against drug trafficking. 


\"Crime is a universal concept. It does not have 
nationality 

drug smuggling should also be universal. Success 
achieved in this area should be perceived as a success 
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of international community. Countries should support 
each other 


Aksu said that Turkish government supported 
coordination between Turkish security department and 
departments of other countries 

expected other countries to assume a similar approach. 


Noting that Turkey\'s International Academy against 

Drugs and Organized Crime (TADOC) was established with 
the cooperation of the UN 

its information and experience in fight against illicit 

drug trafficking and organized crimes with regional 
countries through TADOC. 


Aksu said that Turkish police confiscated 5 tons of 
heroin in 2003 and 6.8 tons of heroin in 2004 

that the increase in the amount of heroin seized by the 
police demonstrates efforts deployed by Turkish 
security forces and high tech techniques used against 
drug smugglers. 


-CONFERENCE- 


Nearly 100 people from Afghanistan 
Azerbaijan 

Kazakhstan 

Tajikistan 

United States and Uzbekistan are attending the 
conference. (E-ULG) 28.09.2004 END TEXT. 


3. (U) Published September 26 
Agency: 


TITLE: Turkey Approves Penal Code in Step Towards EU 
Talks (Update1) 


BEGIN TEXT: Sept. 26 (Bloomberg) -- Turkey\'s parliament 
passed a revamped penal code that widens freedom of 
speech and stiffens punishment for torture 

European Commission said was needed to win membership 
talks with the European Union. 


The code 

proposed ban on adultery 

recommend on Oct. 6 that talks with Turkey start. The 
EU will make the final decision at a summit in 
December. 


`The penal code is of the greatest importance 
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it strengthens the rights of our citizens and the 
nation\'s case for becoming a member of the European 
Union 
after the law was approved. 


Turkey 

percent Muslim 

draw in foreign investment and help it tackle $208 
billion in debt 

economic output. 


The new code was approved by a show of hands 
parliament speaker Bulent Arinc said in televised 
comments to the 550-seat assembly. Prime Minister Recep 
Tayyip Erdogan three days ago called on lawmakers to 
complete the legislation after a meeting in Brussels 

with EU Enlargement Commissioner Guenter Verheugen. 


Verheugen declared there were “no more obstacles\'\' to 
Turkey starting membership talks after Erdogan promised 
to press ahead with the penal code and drop plans to 
outlaw extramarital affairs 

didn\'t meet its standards for human rights and 

individual freedoms. 


President Ahmet Necdet Sezer must approve the 
legislation before it becomes law. 


Heavier Sentences 


The penal code introduces heavier sentences for torture 
and life imprisonment for “honor killings 

system of punishment for women considered to have 
blackened the name of their families through unvirtuous 
acts. It also reduces restrictions on freedom of 

speech 


The law will bring longer jail terms for drug smuggling 
and human trafficking. It also strengthens equality of 
the sexes 

will make polluting the environment a crime punishable 
by imprisonment. 


Politicians including British Prime Minister Tony Blair 

say the EU mustn\'t turn its back on a nation that\'s 

both Muslim and democratic. Germany\'s main opposition 
Christian Democrats oppose TurkeyYs membership 

the nation isn\'t sufficiently European in terms of 

culture 


Turkey 
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candidate for membership of the EU in 1999. EU leaders 
including French President Jacques Chirac say it may be 
15 years before Turkey joins the 25-nation bloc. 


Law Critics 


The European Union has asked Turkey to reform its 
judicial system 

often based on outdated legislation. The original penal 
code was copied from Benito Mussolini\'s Italy in 1926. 


Critics of the new penal code say it doesn\'t do enough 
to strengthen women!\'s rights and leaves some curbs on 
freedom of expression 

press freedom. It also punishes sex between minors with 
jail sentences and doesn\'t mention homosexuality at 

all 


The penal code will enter force on April 1 

few articles on illegal housing and the environment 
which will become law either earlier or later than 
April. 


The EU and the U.S. praised Turkey after it scaled back 
the army\'s role in political life 

rights for its 12 million Kurds and backed an abortive 
United Nations plan to reunite Cyprus. 

Opposition Within EU 


Turkey faces pockets of opposition to its membership in 
the EU 

10 countries including seven ex-Soviet satellites this 
year. Once the talks are over 

still vote to keep Turkey out. 


Due to Turkey\'s higher birthrate 

with 20 percent of the votes on EU laws by 2025 

of Germany\'s 14 percent and France\'s 12 percent 
Jacques Toubon 

the European Parliament 


About 71 percent of Turks support EU membership 
higher proportion of the population than in candidates 
Bulgaria and Romania 

regular poll of public opinion published by the 
European Commission 


To contact the reporters on this story: 
Mark Bentley in Ankara at mbentley3@bloomberg.net. 


To contact the editor responsible for this story: 
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Catherine Hickley at chickley@bloomberg.net. END TEXT. 


4. (U) Published September 24 
Agency: 


TITLE: Trafficking 


BEGIN TEXT: HELSINKI 

conference on improving human rights protection for 
trafficking victims concluded here Friday by calling on 
governments around the world to do more to stop the 
smuggling and exploitation of people. 


\"All countries can do more. It\'s different from country 
to country. Every country has its own specific 

situation 

do more 

Organization of Security and Cooperation in Europe 
(OSCE)\'s Office for Democratic Institutions and Human 
Rights. 


According to OSCE estimates 

people 

Europe every year in what is a billion-euro (dollar) 
illegal industry. 


\"It is important that we realize that the reality of 
trafficking changes constantly and that we react to 
it 

Commissioner for Human Rights\' office in Bosnia 
Herzegovina. 


The two-day meeting 
government 
recommendations to OSCE member countries. 


The 55 states should respect their obligations to 
protect tne human rights of trafficking victims and 
should broaden the cooperation between authorities 
organizations and civil society to better assist them 
the organization said. 


\"We need the necessary legislation 

necessary capacity 

to realize that they are dealing with a victim and not 
a criminal 


During the meeting 

international organizations highlighted the need to 
better identify trafficking victims and to offer those 
victims more protection and easier social integration. 
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In addition 
prejudice needed to be strengthened around the world 
they said. 


In short 

for the victims 

for victims who choose to testify against the 
traffickers 

\"What we have learned here is that there is no 
contradiction between law enforcement and protecting 
the human rights of victims of trafficking. On the 
contrary 

Suurpaeae 

Finnish foreign ministry. 


Only through protecting the victims is it possible to 
produce witnesses willing to testify against the 
traffickers 

said. 


The conference 
experts and national representatives 
ongoing OSCE campaign to strengthen the protection of 
trafficking victims. END TEXT. 
5. (U) Published September 24 


TITLE: Western Balkan countries strengthen 
institutional cooperation in fighting organized crime 


BEGIN TEXT: TIRANA 

agreed Friday to step up and institutionalize their 
cooperation in the fight against organized crime and 
corruption. 


A resolution adopted at the one-day meeting also 
attended by Western delegates committed the seven 
participating Balkan governments \"to facilitate 
operational cooperation and data coordination and to 
promote effective cooperation between police 

judges and prosecutors in the countries concerned. 


Albania\'s Justice Minister Fatmir Xhafaj 

conference host 

\"organized crime has a transnational character" and the 
fight against it calls for bilateral and multilateral 
cooperation. 


Justice ministers and other officials from Albania 
Macedonia 

Bulgaria and Romania were joined by senior officials 
from ltaly 
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the United Nations mission in Kosovo 
Europe and the European Union. 


Participants agreed to reinforce cooperation and 
develop strategies to better combat organized crime and 
corruption 

extradition of suspects and confiscation of their 

property 

cooperation with EU bodies 


The resolution did not specify how exactly the regional 
system of crime prevention would work or give a 
timetable for it to be institutionalized. 


Lutz Salzmann 

Commission in Tirana 

step in the Balkans nations\' fight against organized 
crime and corruption _ \"two persistent phenomena that 
so much hamper not just their process of integration 
into the EU 

development and their own citizens\' well-being.\" 


Speaking of anew regional partnership to fight 
organized crime and corruption 

Balkan countries showed \"their political commitment to 
eradicate these extremely harmful phenomena from their 
societies and economies.\" 


The Balkans have seen a rise in organized crime 
including human 

resulting from recent wars 

of law and order during the post-communist period. END 
TEXT. 
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the latest in a string of unauthorized statements that 

insiders say are aimed at shoring up his position within the 
Democratic Progressive Party (DPP). President Chen Shui-bian 
has publicly rebuked Yu on more than one occasion 

observers say he is unlikely to take firmer action against 

either Yu or Vice President Annette Lu for fear of 

unbalancing the competition among the four contenders for 
future DPP leadership. Chen\'s willingness to award key 
foreign policy posts to followers of Yu and Lu 

underdogs among the would-be candidates 

exacerbated this problem. DPP moderates hope that Chen will 
exert more control after the December legislative election 

but many inside the party warn that this situation may 

continue until 2007 
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begins. End Summary. 


Lame Duck or Kingmaker? 


2. (C) A string of recent unauthorized statements by Premier 
Yu Shyi-kun and Vice President Annette Lu on cross-Strait and 
foreign policy (Reftels) appear to be an outgrowth of 
President Chen Shui-bian\'s decision to encourage a four-way 
competition between candidates for the DPP\'s 2008 
presidential nomination. While Presidential Office and 
National Security Council (NSC) officials fume over this lack 
of discipline 

curb either Yu or Vice President Lu for internal political 
reasons. Presidential advisors tell AIT that Chen fears 

that 

too early 

second term. 


3. (C) While most observers believe only Presidential Office 
Secretary General Su Tseng-chang and Kaohsiung Mayor Frank 


SIPDIS 

Hsieh have a realistic chance of leading the DPPYs 2008 
ticket 

aspirations for the presidency. National Taiwan University 
Professor (and former Mainland Affairs Council Senior Vice 
Chairman) Chen Ming-tong asserted to AIT that Wa four-way 
race is less destabilizing than a two-way race" Chen 
predicted that the president would keep Yu in the running 
until the DPP nominating process opens in 2007. Presidential 
Office Deputy Secretary General James Huang told AIT that 
while Yu\'s ignorance of foreign and cross-Strait policies 
make him clearly unqualified for higher office 

over Executive Yuan (EY) resources will keep him in the 
running indefinitely. 


Yu: Puppet with Many Masters 


4. (C) YuYs sudden activism on foreign policy came as a 
surprise to many DPP officials 

premier as a colorless Chen Shui-bian yes-man. Some 
presidential advisors assess that Yu has fallen under the 
influence of a cadre of hard-line advisors. NSC Senior 
Advisor for cross-Strait policy Chen Chung-hsin asserted that 
Yu is being fed his lines by Executive Yuan (EY) Secretary 
General Arthur lap (Ye Guo-xing) and Government Information 
Office (GIO) Director General Lin Chia-lung. \"Yu is 
completely ignorant about foreign policy 

asserted 
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mouthpiece.\" NSC Staffer and Tsai Ing-wen confidante Chang 
Hsieng-hwei offered a similar assessment 

weak-willed Yu provided an easy target for his two aggressive 
advisors. \"lap is acting as Yu\'s spine\" she continued 

Lin as his brain.\" 


5.(C) Yu\'s recent references to offensive weapons and 
containing PRC expansionism closely track a policy line 
espoused by the Taiwan Think Tank (TTT) 

the GIO\'s Lin in 2001 with substantial financial support from 
Chi-mei Electronics Group founder Hsu Wen-lung 

relative of Lin\'s wife. Taiwan Institute for Economic 

Research (TIER) Vice President David Hong characterized the 
TTT as the intellectual force behind the hard-core \"Taiwan 
first\" school of foreign policy that appears to hold sway 

over the premier and his inner circle. TTT Foreign Policy 
Studies Director Lai I-chung has told AIT that Taipei\'s 

policy should focus on strengthening cooperation with 
like-minded counterparts in the U.S. executive and 

legislative branches to counter the \"pro-China\" bias of the 
State Department and AIT. Closer to home 

the growing power of NSC SecGen Chiou I-jen and his moderate 
New Tide faction threatens to weaken Taiwan\'s resolve to face 
the PRC threat. The EY\'s lap has made a similar case in 
conversations with AIT 

should be to serve as the front-line of a U.S.-Japan-Taiwan 
alliance against PRC expansionism. 


Lu: Flakes and Fundamentalists 


6. (C) While Yu has been more outspoken of late 

moderates also remain wary of Vice President Annette Lu\'s 
potential to cause mischief by pushing her traditional 
pro-independence fundamentalist ideology. Many observers see 
the vice president\'s fingerprints on a range of key foreign 
policy appointments 

Deputy SecGen Parris Chang 

Policy Chief Yang-huang Mei-shin 

Se-kai 

officials tell AIT that the New Tide faction and the vice 
president clashed sharply over leadership appointments at 
both MAC and the NSC after March 20 

the former and New Tide on the latter (Ref A). In recent 
weeks 

in government much less so). DPP insiders point out that her 
main strategy of late has been to insist on joining the 
president at nearly all of his public events 

upsetting a presidential security detail still jumpy after 

the March 19 shooting incident. 
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Moderates Muted 


7. (C) Chen\'s apparent indulgence of Yu and Lu has not 
extended to front-runner Su 

Presidential Secretary General. Taipei County Magistrate and 
long-time Su lieutenant Lin Hsi-yao told AIT that Chen 
regularly warns Su to keep a low profile 

dealing with the premier and vice president. Lin said Su 
feels under enormous pressure in his new post 

because he often disagrees with Chen\'s handling of 
cross-Strait policy and constitutional reform. \"Su hates 

that Chen keeps changing his tune (bienlai bienqu) on these 
issues 

were to get back to Chen 

Lin added that 

says in public or private as reflecting the president\'s 
thinking 

post 

controversial Chen initiatives. However 

more discrete over the past five months 

Note.) New Tide political strategist and Strait Exchange 
Foundation (SEF) Deputy Secretary General Yen Wan-ching told 
AIT that faction leaders recently moved their weekly strategy 
sessions with Su from his office to a more secure location 
for fear that Chen would find out and suspect Su of 
intriguing. 


8. (C) DPP moderates hope that the current situation will 
improve after the December election. Taipei County\'s Lin 
asserted that the president has clearly tired of Yu\'s 

constant verbal missteps. He estimated the chances that Yu 
would be replaced in favor of Su in February at over 80 
percent. The SEF\'s Yen also predicted a shake-up 

said it was too early to say whether it will be Su 

Kaohsiung Mayor Frank Hsieh 

Hsieh has kept a low-profile since the election. However 
Presidential Office Deputy SecGen Huang was less confident 
about an early turnover in power. \"It will be hard for the 
president to replace Yu if the DPP does well in the December 
election 

Yu\'s hopes for future office. Chunghwa Institute for 
Economic Research (CIER) Vice President Chang Jung-feng 
long-time Lee Teng-hui confidante and ex-Chen NSC Deputy 
Secretary General 


SIPDIS 

race would dominate DPP politics for the next four years. 

Chang said that former President Lee told him on September 27 
that recent events have made him increasingly depressed over 
Taiwan\'s future. \"All the Pan-Blue thinks about is March 20 
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2004 and all the DPP thinks about is March 22 
quoted Lee as saying 

challenges facing Taiwan. 


Healthy Competition or Balance of Terror? 


9. (C) NTUYs Chen Ming-tong urged AIT not to worry about the 
emergence of a hard-line faction around the premier or 
fundamentalists like Lu and FM Chen 

will be balanced by moderates at the NSC and Presidential 
Office. \"Just like in the U.S. 

consultative process among a diverse set of interests 

added. However 

long-time CSB \"boy scout”) Luo Wen-chia warned AIT that if 
the president does not exert leadership quickly 

hard-line and fundamentalist groups 

dislike for one another 

promotion of a hard-edge \"Taiwanese nationalism\" that might 
sooner or later run head-on with the growing trend towards 
Chinese nationalism on the Mainland. \"If Chinese and 
Taiwanese nationalism clash 

President Chen still has time to head this off 

Luo added 

remain above the fray. 


Comment: Chaos or Calculation? 


10. (C) While the March 20 election has forced almost 
everyone in the Pan-Blue to acknowledge that leadership 
change is inevitable 

manipulate and delay the onset of serious debate within the 
Pan-Green about his successor. He has strong domestic 
political reasons to delay a DPP consensus about his heir 
apparent 

the aspirations of the two weaker competitors for the 2008 
nomination - Yu and Lu - and to tolerate their repeated 
diversions from the policy course he laid out in his 
inaugural address. 


11. (C) Chen 

the costs of these diversions to his cross-Strait and U.S. 
policies 

know how to close ranks and enforce discipline when they 
choose. This leaves us with only two possible explanations 
for why Chen has been willing to tolerate this rhetorical 
chaos. The first 

cares only about winning the December legislative elections 
and he is convinced once again that he can somehow fix the 
international side-effects after December. In short 
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willing to risk Taiwan\'s security to win greater domestic 
political power. The second 

understands and endorses what Yu Shyi-kun 

Annette Lu are saying and that he has decided that the best 
way to advance those proposals is to allow them to stretch 
the international envelope. This enables him to maintain 
deniability in order to avoid an immediate confrontation with 
China or with us. Given Chen\'s mastery of indirection 

are not certain which is his real intent. 

PAAL 


21385 

21386 

21387 
$2 
sold us somewhere 
for good.\" 


Alina 

central Moldova. She says she wanted to earn money 
working as a waitress in Turkey during the summer so 
that she could afford to go to school in Chisinau. 


Alina -- who asked that her real name not be used -- 
was lured with promises of a job in a bar in Turkey. 
The traffickers took care of her passport and visa -- 
every document needed. Two days later 

was in Istanbul. 


“When we would not have enough clients 
us up and lock us up until 9. When | did not want to 
work 


But Alina told RFE/RL that she ended up being a 
prisoner forced to have sex with tourists in a hotel 
near Istanbul. 


\"During the day 

house with iron bars on the doors and windows. We did 
not have a TV or a phone. It was very strict. At night 
they would take us to a hotel 

tall fence around it 

were people guarding us around the clock 


Twenty-two-year-old Angela is a young woman from a poor 
family in northern Moldova. She is tall and very thin 
and is always staring at the floor. 


Angela says she wanted to visit a cousin in Italy who 
she thought could help her get a job there. But in 
Chisinau 
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hoping they could help her get to Italy cheaply. 


Angela ended up in the United Arab Emirates 

Odessa. Once there 

and Ukrainian pimps and forced to work as a prostitute 
under the threat of death before being sold to other 
traffickers. 


YI did not want to go to work as a prostitute. | 

started crying and said | wanted to go back home 

did not want to work. They told me 

you\'ll end up dead and buried in sand in the desert." | 
got scared 

p.m. 

locked up in a house. When we would not have enough 
clients 

When | did not want to work 

a week and beat me. | got really scared 

swallow pills to make them get me out of the house [to 
a hospital]. But they simply sold me in another city 
Angela said. 


Alina also says she was beaten. She told RFE/RL how she 
was treated by traffickers in Turkey. 


\"The boss did not beat us himself 

| had a period when | felt very sick. | felt | couldn\'t 
even walk 

that 

But he didn\'t care 

attention and would beat us 

the job 

lon Vizdoga is a lawyer who heads the Center for the 
Prevention of Human Trafficking 

organization in Moldova. He says traffickers often use 
violence to force into prostitution girls who have left 
the country legally 


\"Those girls who fall prey [to traffickers] are beaten 
blackmailed.... In case they refuse to obey 

also pressured psychologically. Traffickers gather 10 
to 15 girls 

front of the others. There were also cases when girls 
were shot or tortured 

Both Angela and Alina come from rural Moldova 
poorest parts of arguably the poorest country in 
Europe. The average income in Moldova is estimated to 
be under $100. But such trafficking in women also 
afflicts other former communist countries 

Ukraine 
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There is no firm information about how many Moldovan 
women have been trafficked. But Vizdoga says statistics 
from the International Organization for Migration (IOM) 
show that 70 percent of the 1 
over the past two years come from rural areas 
12 percent are minors. 


Most Moldovan women are trafficked to Russia because 
they don\'t need visas to enter the country 
Turkey 


Victims are usually young girls from poor families who 
graduate from middle school without few 
prospects for the future. 


But older women can also fall prey to traffickers. 


Twenty-nine-year-old Mariana is from a village in 
northern Moldova and spent more than four years in 
Macedonia after being sold to Serbian traffickers. 


She thought she was being led into Italy 
this is what she says happened. 


MARIANA: When we arrived in Macedonia 

a policeman\'s house. The policeman bought girls and 
then sold them to nightclubs. We spent one month and a 
half at his place. | did not know where | was and asked 
him when we were going to ltaly. He said 

here.\" Then he sold me to a club. 


RFE/RL: Did you know his name? 


MARIANA: Agron. He was an [ethnic] Albanian. [It was 
in] Tetovo 


RFE/RL: Is he still in business? 
MARIANA: No 


Mariana says Agron was regularly importing girls and 
selling them to bars. During the day 

women were locked up and beaten if they refused to work 
as prostitutes. 


\"The clients were people who came to night clubs 
locals and foreigners 

Bulgarians. Clients would not pay us directly 
would negotiate with the club owner 

price -- 50 euros per hour 

time 
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The three women -- Alina 
lucky to escape from their ordeals with the assistance 
of NGOs. 


Alina and Angela have been helped by the Center for the 
Prevention of Human Trafficking. Mariana found support 
through the International Center for Women\'s Rights 
Protection and Promotion \"La Strada.\" 


La Strada has been active in Moldova since 2001 
to financing from the Dutch Foreign Ministry and other 
Western organizations. 


La Strada operates in eight other countries in Central 
and Eastern Europe -- Belarus 

Bulgaria 

Ukraine. 


Viorelia Rusu 

also runs a rehabilitation center 

with the help of the International Organization for 
Migration: 


\"After we meet them at the airport 

children are placed in asylums 

legal 

assistance in furthering their education and learning a 
profession. We also try to get them a secure job. Since 
September 2001 

repatriation assistance to some 200 women 

15 percent were minors 

family members 

human trafficking victims are single mothers 

said. 


The Moldovan authorities have recently taken some long- 
overdue steps to monitor migration and trafficking. 
Moldova\'s Prime Minister Vasile Tarlev spoke with 
RFE/RL. 


\"We took several measures. First of all 

for the first time 

began to put order into the data we had. Migration in 
itself shouldn\'t be a problem. But [there is a problem] 
with illegal migration 

other unwanted phenomena 

complications not only for Moldovan citizens 

for other countries. The department for migration has 
already been a success 
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The government also established a National Anti- 
Trafficking Committee 
officials and representatives of both NGOs and the 
Organization for Security and Cooperation in Europe. 


Observers 
efforts will be. 


As for the three victims -- Alina 

-- they are now trying to put their lives back 
together 

process. 


With the help of La Strada and the Center for the 
Prevention of Human Trafficking 
they can get normal jobs in Moldova. 


\"I'd like to get my life back here in Moldova. | don\'t 
want to ever have to go away to some foreign country 
Angela said. END TEXT. 


3. (U) Published October 7 
TITLE: Human trafficking racket busted in city 


BEGIN TEXT: CHENNAI: The Bureau of Immigration busted an 
international syndicate involved in human trafficking 

and arrested its kingpin 

national 


However 

Sleuths of the City Central Crime Branch have started a 
search for them. Fourteen Sri Lankans 

in various lodges in the city 

fly to Europe 

by the Immigration officials on Wednesday afternoon. 


When contacted 

it was during a routine monitoring of foreigners\" 
activities in the city 45 days ago that they got the tip- 
off about the racket. Sleuths lay waiting till Wednesday 
for the gang to resurface in the city. 


Fernando\'s cover was so cleverly crafted that cops did 
not sense anything unusual for nearly six months 
which he managed to send more than two dozen job- 
seekers 

Instead of tampering with the passports or visas (which 
is the practice of other racketeers) 

forging supporting documents 

one\'s prospective employers. 
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He arranged forged letter-heads and other documents with 
the help of M/s Mohan Brothers 

Pantheon Road 

European companies with the help of M/s Century Plastic 
Art on Mount Road. His company 

located in Hill Street 

spade work for him back home. 


Apparently the documents looked genuine 
applicants got their visas. 


Several Sri Lankans approached the Turkish Embassy in 
New Delhi with the fake documents supplied by Fernando 
and got visas to go to Turkey. He had a pointman in 

Delhi to get things done at the embassy. Lankans have to 
come to India as Turkey does not have an Embassy in 
Colombo. 


After obtaining visas 

Chennai. Later 

to that country via Dubai. All through they would be 
accompanied by Fernando\'s men to avoid their landing in 
trouble. Since the passports and visas were original 

there was not much of a scope for the immigration 
officials to detect the fraud. 


From Turkey 

countries in the region 

is a relatively easy job 

used to collect Rs. four lakh per visa from the 
customers. 


Only much later the Immigration Bureau woke up to what 
he was doing 

week 

mistake. They waited for their quarry to assemble along 
with those whom he was shipping abroad. 


A large number of fake documents 

were also seized from the syndicate\'s headquarters in 
Barakath Mansion on Lingichetty Street in Mannadi 
Bureau of Immigration will now probe the international 
ramifications of the racket. END TEXT. 


4. (U) Published October 6 
Sabah News: 


BEGIN TEXT: Police captured 193 Pakistanis in a 
building in Istanbul\'s Ayazag district G-31 sokak no 16 
in Sisli. Fifty of the illegal immigrants managed to 
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escape by breaking the window. Some of them said that 
they wanted to go to Greece and some to Italy. 
Meanwhile 
Buyukcekmece district. They were reportedly planning 
to go to Greece. They said that they paid 2 thousand 
dollars per person. Following interrogation 
deported. END TEXT. 


5. (U) Published October 6 
on Migration: 


5 


BEGIN TEXT: SWITZERLAND - Human Trafficking in the 
Balkans: \"Increasing But Less Visible" New Study - 
Human trafficking is increasing 

visible as criminal organizations are changing the way 
they operate in the Balkans 

IOM study. 


Trafficking for the sex industry has moved into private 
apartments and growing use is being made of the 
internet and telephones 

undertaken earlier this year and looks at developments 
in Albania 

Macedonia and Moldova. 


Exploitation of victims has become subtler through 
small payments to avoid denunciation 

are working as traffickers and pimps 

report 

Development Cooperation Agency (SIDA). 

The report was commissioned in response to a marked 
decline in the number of victims referred to IOM and 
other agencies for protection and help 

human trafficking was actually decreasing in the 
Balkans. 


But new trends noted by the report include increased 
trafficking in children for sexual and other forms of 
exploitation 

circumvent interception 

harvesting as a new objective for trafficking 

greater corruption of government and diplomatic 
officials. 


International criminal organizations operating in human 
trafficking have modified their strategies and methods 
in response to measures taken by governments and 
institutions 

developments in assistance and protection of victims 
as well as the activities of law enforcement agencies 
and organized crime in the five countries. 
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Human trafficking 

running area of concern in the Balkans 

run counter trafficking programmes since 1999. IOM 
programmes primarily focus on direct assistance return 
and reintegration programmes for victims that operate 
in close collaboration with governments 

enforcement entities 

organizations. 


The majority of identified international victims 
trafficked to and within the Balkan states covered by 
the report come from Moldova 

Bulgaria 

countries in Eastern Europe or from within the Balkan 
region. But the report also points to growing numbers 
of victims from Turkey 

Africa trafficked through the Balkans 

Kosovo and Bosnia & Herzegovina 

destinations in Western and Central Europe. 


The report can be downloaded from the IOM website at 
www.iom.int. For further information 

Theodora Suter at IOM HQ. Email: tsuter@iom.int. Tel. 
00 41 22 717 9407. END TEXT. 


6. (U) Published October 5 
Agency: 


TITLE: Turkey Hosted 2 
September 


BEGIN TEXT: ANKARA - Turkey hosted 2 
tourists in September 2004 
Ministry said on Tuesday. 


A statement of the Ministry said that number of 

foreigners visiting Turkey increased by 13.38 percent 

in September 2004 when compared with the same period of 
last year. 


On the other hand 

number of foreign tourists visiting Turkey increased by 
27.25 percent 

September 2004 when compared with the same period of 
the previous year. 


Germany 

countries sending the highest number of tourists to 
Turkey in September of 2004 

that tourists from the Netherlands 
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7. ( 


Belgium 
Israel 
the same period. (BRC-ULG) 05.10.2004 END TEXT. 


U) Published October 3 


TITLE: Streets of despair PART I 

BEGIN TEXT: Majlinda was just 13 when she was snatched 
from her Albanian village and sold into the sex 

industry. Ed Vulliamy meets some of the thousands of 
children trafficked to the West every month 


On the day her life changed 

Majlinda was on the way to help her aunt with the 

ironing of clothes in preparation for her cousin\'s 

wedding in their village in northern Albania. She was a 
little short of reaching the house when three strange 

men stopped her. They grabbed her 

car 

driven to the southern town of Gjirokastra. Not until 

the men and Majlinda had crossed the border with Greece 
and reached Corinth was she told: Now you are going to 
work" 


\"At first | did not know what they were talking about 
recalls Majlinda 

there were other women and told me: \"You work here 
now," When I refused 

and if | made trouble they would kill them. | thought 

of the possibilities. | was afraid to stay 

afraid to leave 

to 


Beaten and raped into submission by her traffickers 
Majlinda began work 

5am 

clients a night. \"And even if | made enough money 
says 

clients had finished for the night." 


Majlinda is scarred around the eyes and forehead. She 
talks at a shelter 

escaped and at which she is hiding from her 
traffickers 

subdued 

is leaden with her grief 


She was in Greece for a year 

catching up with them. So we came back to Albania and 
took a speedboat to Italy." Majlinda was sold on to 
Florence for a price she doesn\'t know. By now 
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were two new Albanians in the group running me 
one remained from Greece.\" She was forced to work the 
streets on the scrappy edges of the city 
from the beauty of its renaissance centre. After 
dealing with her clients 
proceeds 
end of my work. They would get high on drugs - 
marijuana and cocaine - and come at me. And every night 
they beat me - even if | made the _ 1 
insisted on 


Majlinda\'s captors were part of a syndicate - it was 
clear to her that \"they exploited many other women as 
well as me 

let us meet.\" 


There were \"good clients and bad clients 

Good clients? \"I mean the ones who just wanted to have 
sex; the bad ones were the ones who beat me 

and stole my money 

again.\" The traffickers 

against one another with the money they made out of me 
and the other women. They would compete for who could 
buy the flashiest car 


After a year in Florence 

Amsterdam. In the bustle 

by people 

one. | lost all hope. | thought there was no way out. | 
was afraid that if | talked to anyone 

would do something to my family." 


Finally 

to be afraid 

did 

moment it seems that Melinda\'s story will achieve some 
perverse redemption. \"But | was wrong 

hands kneading one another as she speaks. WHe wanted me 
to work for him instead 

time. | gave birth to my child 

| decided... 

\"I told my story to a woman who used to come and see my 
husband [which is how Majlinda describes the Afghan] 

and she in turn told me about some Catholic nuns at 
Utrecht who rescued prostitutes. And | went to them. 

They helped me register my child and get a ticket back 

to Albania." But still Majlinda stares down at the 

table 


\"I finally contacted my family and asked them to keep 
my son 
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ashamed of me. My father said: \"So far as we\'re 
concerned 
her baby took refuge at a shelter in Albania\'s capital 
Tirana 
place she will not discuss 
the Afghan came looking for his quarry and his son. 
\"This place is my last chance 
shelter to which she came. \"But | am terrified he will 
come. And that | will see the Albanian men before my 
eyes once more." 


Majlinda\'s enslavement lasted four years. Men" she 
ponders 

that | don\'t ever want to see another man in my life. 

All | want now is to be with my child 

There were moments 

thought | should not be alive 

But then | thought: why not? You have to be brave to 
survive. | have to be strong 

out of this." And with that she smiles - the faint 

hollow smile of the survivor. 


Majlinda is but one - bold and fortunate enough to have 
escaped - among hundreds of thousands enslaved and 
entrapped by a depraved and burgeoning crime 

the most lucrative and fastest-growing: trafficking in 
young women and children for enforced prostitution. 


In terms of the income it nets 

to lie in third place behind drugs and arms. There is 
evidence that criminal syndicates are switching from 
drugs to women and girls 

transport than an assignment of cocaine or heroin. 
Moreover 

while drugs can only be sold once. 


The scale of the crime is impossible to quantify. The 
US State Department this year said it believed between 
600 

borders each year; profits are estimated to be in the 
billions of dollars. And of those hundreds of 

thousands 

under international law 

age 

the UN Convention on the Rights of the Child. 


Documents produced by Unicef and Save the Children have 
found up to 80 per cent of those trafficked from some 
corners of Albania and Moldova to be children 

reports showing \"a decline in the average age of 
children/women being trafficked for prostitution\". 
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Trafficking is 

smuggling or migration 

erroneously - and disastrously - confused by policy 
makers. The pitiful business of smuggling occurs when a 
syndicate is paid to take a group of people across 
borders illegally but willingly 

asylum. And although some people may elect to be taken 
by their traffickers 

up for the purposes to which they are put. Trafficking 
was defined by a UN convention in 2000 as meaning to 
recruit and transport people \"by means of threat or use 
of force 

abduction 

power or of a position of vulnerability\". 


\"We would all like specific numbers 

programme director for Save the Children in Albania. 
\"But they are simply not available. What we can safely 
assume is that the numbers are high enough to warrant 
very serious concern. It is impossible to over-stress 

the level of oppression and brutality - the vicious 

abuse of human rights being inflicted by these 
traffickers. And the situation is going to get worse 
before it gets better. 


\"The trafficker 

the authorities. They are always finding alternative 
means to carry on. The phenomenon is shifting all the 
time. The trafficking problem outstrips all the efforts 
being made to control it.\" 


\"This has become 

representative in Moldova - the main source of 
trafficking for sexual exploitation in Europe - \"a 
matter for dramatic concern". 


So far as Europe is concerned 

communism collapsed tend to provide both traffickers 
and trafficked. Moldova 

are the main source countries from which women are 
abducted. They are countries where social structures 
have imploded 

controlled by criminal syndicates and where communist 
regimes have been replaced by corruption as a means of 
political power. Trafficking has become integral to the 
economies of these countries - it is the source for 
fortunes 

for profits laundered into resorts and hotels. 


The misery of women and children like Majlinda is a 
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foundation stone for many a new concrete tower in 
Tirana or Chisinau. \"All along the line 
\"there is a chain of people involved in this trade 
you can call it that. The traffickers themselves 
transporters 
speedboats that take them from Albania to Italy - a 
great network of commercial interests engaged in the 
business." 


There are so-called \"destination\" countries in Eastern 


Europe 

\"markets\" are wider and elsewhere - across Western 
Europe and 

Middle East and the Gulf states. The victims 
invariably 


subjugated quarters of East European society - from 
desperately poor villages 

shanty slums. This is the new criminal power play in 
the new Europe. 


Albania is a land of dire poverty 

rugged mountains in the north 

to the south - for decades cut off from the rest of 

Europe and now opened up to a Western dream world with 
which it is bombarded on television 

aspires. It is a country whence tens of thousands of 

girls are trafficked and through which women are 
brought from other parts of Eastern Europe to Greece or 
Italy 

are opening up new channels 

Adriatic sea route 

Yugoslav countries into the West. 


\"It is estimated 

Unicef 

women and girls have been trafficked to Western Europe 
and other Balkan countries. Albania is also one of the 
main transit countries for the trafficking of women and 
girls from central and Eastern Europe." In Albania 
fear of abduction by traffickers is so great that the 
numbers of teenaged girls attending high school in 
rural areas has fallen dramatically. In remote areas 
Was many as 90 per cent of girls no longer receive a 
high-school education 

Children. Even here in Tirana 

Svetlana Roko 

children and children at risk in the capital. 


\"The Albanian pimp 
for extreme ruthlessness 
In one case in which a woman agreed to testify to the 
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police in Italy 
mutilated remains of his other daughter splattered 
around the house. 


Some women are simply kidnapped 

promises of work. \"It depends 

runs a shelter for trafficked women in Vlora 

Albanian south. \"They could be promised a modeling 
career 

recently 

academic scholarships. However 

they are totally destroyed 

psychologically. What we try to do is give them back 
their lives 

that they should focus on their own value 

have. We try to re-integrate them 

vocational skills. We send them to schools in Vlora 
with other women who do not know their background." 


But in spite of all this 

simply re-trafficked when they return. They have 
nothing; they are annihilated. | had a woman who had 
been trafficked and re-trafficked for 10 years. She did 
not know how to live in a different way. Something 
inside her had changed forever.\" 


Traffickers 

waiting to pick up their prey as soon as they are 
released. In many cases 

police and traffickers. However - in defence of her 
work and in praise of those who come to her - \"a not 
insignificant number make it. They re-integrate 
remake themselves 

worthwhile.\" END TEXT. 


8. (U) Published October 3 
TITLE: Streets of despair PART II 


BEGIN TEXT: Katalina swaddles the baby she says gives 
meaning to her life 

with a family - which knows nothing of her past - ina 
rain-swept village in the north of Moldova 

soon have a place of her own 


At the beginning of this year 

up in an orphanage - was abandoned by her boyfriend 
after telling him she was pregnant. Soon afterwards 
she was invited by a Russian woman to a birthday party 
in a local bar in her village near Moldova\'s second 

city 
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Moscow 
line worker at a pasta factory. Katalina opted to give 
it a try - why not? There was nothing for her in 
Moldova. But events twisted strangely when she and her 
Russian minder reached the Ukrainian border. 


VA policeman met us and drove us across the frontier 
avoiding the crossings. The Russian paid the policeman 
and we went to get false papers made. They then 
proceeded by train to Moscow 

another girl from near Balti 

expected. \"You can\'t get away from here 

girl. They will break your legs." 


So began Katalina\'s life as an enslaved prostitute 
working a beat beneath a railway bridge 

traffickers paid local police. \"| was told never to say 
that | was pregnant 

me 

Some clients 

and invited their friends. One man kept me for three or 
four days in a basement and invited 20 men. When | 
objected they told me | was a bitch. They had bought me 
and could do whatever they liked to me. Another time 
was on the 11th floor of a building with seven 
Moldovans 


After they had had their way 

some drugs 

and one of them opened a window and threatened to throw 
me out. But there was one man less stoned than the 

rest 

me from the room.\" 


Time passed in this way 

could no longer be hidden. Clients 

offended 

money back. The Russian traffickers beat her 

saying they would lock Katalina away until she was due 
\"and that they would sell my baby 


Katalina has an expression full of guile; it comes as 
no surprise when she says that she elected to escape. 
The flat in which she was kept by day was watched by 
police officers on the pimp\'s behalf 

girls from leaving. 


But Katalina noted when the police watch went for its 
daily lunch break. That was when she 
girl from her area 


Column 3 
Laughter comes hard while talking about these things 
but now the artful Katalina has her company in unlikely 
stitches. \"We did a funny thing 


\"After running away from the flat 

to Red Square 

Chisinau would go from. Just imagine 

Moldovan prostitutes lost in a tourist trap 

smart people how to get the train back to their little 
village .W Having found the station 

by the railway police and sent home. 


Moldova is Europe\'s poorest country and 
representative there 

main 

trafficking of women and children". 


This is how a briefing paper drawn up by the Swedish 
Foreign Ministry\'s aid wing Sida - which is active in 
counter-trafficking projects in Eastern Europe - 
describes the country: Moldova has probably suffered 
the most devastating peacetime decline in economic 
performance and living standards of any country in 
modern times. From a situation of relative prosperity 
GDP in this country has fallen by more than 70 per cent 
within a decade - placing Moldova on a par with the 
poorest countries in Asia and Africa. For most 
Moldovans 

the most basic needs against increasingly uneven odds." 


The bus station in Chisinau 

capital 

fate - mass emigration. The population is officially 
set at 4.5m 

Barberis 


Hundreds of thousands have simply left 

legally or illegally 

of heaving coaches leave this bus station - with its 
mosaic showing a happy socialist life in factory and 
field - bound for Germany 

As a result 

by their parents 

eye. 


Under communism 

was the orchard of the USSR 

locked into the trans-Soviet infrastructure. Now 
Moldovan society has been ravaged by a corrupt neo- 
communist political class and an economy beholden to 
the profits of crime. The price of agricultural produce 
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is so low that much of it withers - literally - on the 
vine. The average wage is $50 (28) per month. And the 
generation now growing up with no memory of communism 
or relative prosperity is prey to those engaged in 
Moldova\'s rapidly growing and infamous export - human 
beings. 


\"There are about 1m Moldovans living abroad 
Barberis 

illegally and are exposed to trafficking. They go in 
different ways. The traffickers are getting more and 
more sophisticated. There can be direct contact with a 
relative 

advertisements in the newspapers for fake jobs as 
waitresses 

jobs advertised for women and it becomes an attractive 
offer 

high 

education is extremely low 

domestic violence is deeply rooted.\" 


There is a correlation between the subjugation of women 
and children in Moldovan society and their 

vulnerability to trafficking 

runs the Amicul centre for \"at risk\" children in 

Chisinau. Some 80 per cent of trafficking victims 

says 


\"There are old sayings passed on from grandparents 
she says: \"they say an unbeaten woman is like an untidy 
house 

Women are held in low esteem 

tend to accept things as they are 

their men. They are accustomed to hard physical work 
so it is often the best and strongest of them who 

decide they can be free from emotional and physical 
abuse 


\"The traffickers are very much aware of these 
subjugated conditions 

ironically 

working at home and being beaten - why not work away 
from the beating 


The village of Biesti 

typical - the effect is unmistakable and striking. This 

is a community where there are no adults; a place where 
only children and old people walk the main street and 
muddy tracks. The children have for the most part been 
abandoned by their parents 

the traffickers. Angelina 
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on what her mother and father send back - she explains 
that her parents left for Orvieto in Italy 
to look after her 10-year-old brother. 


But unlike most villages of its kind 

revolution under way in Biesti - proving that where 
there is initiative 

all their own way. That with the right resources and 
the will to battle the traffickers with knowledge 
there is reason for faint hope in this webegone 
landscape. For here is one of a network of day centres 
funded by Unicef 

awareness of trafficking and \"life skills" in a world 
without adults 

child in Biesti has 

Lilja 4-ever by the director Lukas Moodysson 
Russian girl trafficked to Stockholm. \"We all cried 
when we saw it 

about it 


Veronica and her friend Aksenia are prime targets for 
any trafficker 
maturity about the dangers 


\"It is not enough just to have the information to be on 
the lookout 

the skills to act when and if you find that you are in 
trouble. Everyone 

village 


There are 63 \"residential schools for what are called 
the \"social orphans\" of Moldova 

children learn and live. These are places like that in 
which Katalina was raised 

13 

\"at risk\" to trafficking. In these places 

is working against the peril that awaits these children 
once they try - as they will - to leave. At the 
orphanage in Orhei 

seen Lilja 4-ever and rehearse a play they will perform 
to the school and around town about social exclusion 
with its obvious message about the return of trafficked 
victims. \"We are learning that we must have them back 
says Svetlana 


\"It is amazing to me 

of trafficking is simply not a matter for the 
government in this country. Similarly 

there no support for the victims of trafficking when 
they return 

them 
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Viorica 

finish her story. She wanted 

school and improve her singing voice 

and play\". But life had other plans for her. Instead 
she was lured from her village by a distant cousin 
Turkey 

coastal resort of Antalya 

clothes and get ready. \"It\"s time for you to work 
they said. | asked what work? They said | was going to 
a hotel to be with men. When | objected 
continues 

| ever wanted to see Moldova again. 


They threatened me with a gun and made me get into a 
car. We got to the hotel. The thing is 

with a man before. | was a virgin 

made me go with 11 men.\" At this point 

in the tracks of her tears and her words. It is a 

terrible moment. 


The psychologist treating Viorica 

me that the girl has tried to commit suicide. \"Her soul 
was destroyed that first night 

explains Dr Chirsanov. \"She used to resist 

and pulling the clients\" hair 

all part of some erotic game. She was crying out 

don\'t want to do this\" 

amusing themselves. After which she got into thinking 
that she was the one who was insane and that this was 
what the world is like. That the people doing this to 

her were normal and she was insane to be unhappy about 
it.\" Most of the girls 

Chirsanov 

of one minor who had jumped from a sixth-floor 
window... she survived 


There is a glaring problem in calling what happened to 
Viorica 

\"prostitution\" 

consent. \"Here 

consent at all 

Balkans at Amnesty International. \"It is clear that if 
you knowingly have sex with a woman who has been 
trafficked 


\"There is no consent in sex with a trafficked woman 
says Denise Marshall 

south London 

women. \"If a trafficked woman is forced to see 30 
clients a day 
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rapes a day. The impact on the body and on the psyche 
is the same as rape. It is the same level of violence 
against that woman." 


A website called www.punternet.com offers an insight 
into these clients" heads. It invites entries from men 
comparing notes on prostitutes. On occasions 

every indication that the woman visited is trafficked 
and that the client knows this. Worst shag of my 

life 

sorry for her - kept thinking why is she doing this? - 
she said only a couple of words to me - gave me 10 mins 
of hand job while looking the other way and jumping 
when | tried to touch her - she lay down trying to 
cover her tits - 15 mins with me trying to grab her ... 
Why does she do it? | probably can guess." 


When politicians turn their attention to trafficking 
and prostitution - as the British Home Office is now 
doing - little attention is paid to the demand" side 
to the punters. 


The debate is most advanced in Sweden 

has been pumped into counter-trafficking abroad and 
legislation enacted at home 

fight trafficking by tackling all use of prostitutes. 
\"The problem of demand has been engaged here by 
criminalising the buying of sexual services 
Strandberg 

\"Basically 

sell sex 

an interesting position 

regard as integral to the battle against trafficking.\" 
According to Stockholm police 

more than two-thirds the number of prostitutes being 
operated in the city 

until this summer 


\"The Swedish law is controversial 

of destination for these women and girls have some kind 
of legislation in place 

matter of trafficking 

of traffickers is not enough - another will always take 

his place. But if there were tighter laws on demand 

then a lot of the so-called punters would think twice 
before they accepted the risk." 


\"The Swedish measure would make a great difference if 
it was more widespread 

right people - not the girls who come back damaged 

the people who damage them.\" 
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\"This matter of trafficking 

\"is becoming of dramatic concern. And yet | do not see 
governments in Western Europe wanting to address and 
find solutions to this issue. In some places 

does not appear to be any political will at all. There 

are many countries in Europe which have not even 
thought to undertake a serious assessment or analysis.\" 


The 45 member states of the Council of Europe are 
currently drafting a convention on trafficking 

providing an opportunity for binding minimum standards 
for the protection of and support for trafficked 

people. Most governments - including Britain\'s - tip- 
toe 

migration 

any discourse on arrivals from Eastern Europe. Within 
the Home Office 

between immigration services 

removing people without proper documentation 
enforcement 

intelligence to prosecute traffickers. 


A triumvirate of organisations - Unicef 

International and Anti-Slavery International - campaign 
for three basic standards to be met by the European 
convention. They are: first 

safety provision for women who emerge as having been 
trafficked. Second 

can decide whether they want to co-operate with police 
investigations. (Protection at the Poppy Project 

funded by the Home Office 

to help the police. Italy has the most advanced 
legislation to date 

reflection 

period.) Third 

permanent - should be on offer in the country of 
destination \"whenever there is reasonable likelinood 
that a trafficked person will be subject to re- 

trafficking or other serious harm\". Italy already has 
such a system 

terms of protecting victims 

traffickers. 


Britain\'s record is different. In autumn 2003 

and Tirana signed a bilateral agreement on repatriation 
to Albania of girls or women found to have been 
trafficked. \"| cannot respect a policy of 

repatriation 

had 16 girls sent back from Britain 

since been re-trafficked back into the system. Is it 
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really so hard for you to take 16 people?" 


Mike Kaye of Anti-Slavery International argues that 
\"there is no conflict between protection and 
prosecution\". Quite apart from respect for the human 
rights of a person who has had them destroyed 
\"Protection of trafficked people three distinct 
advantages: it disrupts the trafficking system 

they do not get re-trafficked; it favours intelligence 
because they are more likely to tell the support agency 
how they were trafficked; and in the long or medium 
term 

likely to co-operate with the police.\" 


\"What really irritates me 

Poppy Project 

put the responsibility on to the country where these 
women originate. The fact is this: if British men were 
not wanting sex with trafficked women 

women would not be here. | had a woman who was raped 88 
times - no 

completely annihilated. She is a religious woman who 
dares not go to church. She has a child but does not 
think she deserves to see that child. The men who did 
that to her were British 

responsibility to provide her with at least sometime 
and proper resources. There are no quick-fix solutions 
for a woman like that" 


Eva 

who took her to Naples 

arrival 

prostitute. When | protested 

family and that his accomplices back home would do the 
same thing to my sister." The trafficker worked 
alongside a \"group of his friends" while Eva and other 
girls enslaved into their operation walked the streets 

of Naples 

quota 

however 

by her trafficker and his accomplices. 


YI could see people living their normal lives 

says 

going about their business. They had their families and 
children with them 

the things | wanted but could never have. lt made my 
heart cry to see them. Instead 

being a slave 

to leave him 

sister. | was alone 
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Eva\'s trafficker was brother to one of Albania\'s 
biggest dealers in drugs and women 

car crash. Eva duly managed to escape when her 
trafficker returned to Tirana for the funeral 
successfully seeking out one of her brothers 
Venice. 


Eva 

distinct and different faces: the one she wears when 
telling her story hitherto - bounden 

and another 

when she gets to this point in her narrative. In 
Savona 

Christian 

about Mary Magdalene 

saved my life 

me. | began to think differently and became a believer. 
My fear left me. | realised that people judge you 
God can forgive everything.\" 


Now living in hiding from reprisal 

Eva is clearly the life force of the shelter in which 
she lives. \"For the moment 

my sister with me 

But Eva also urges her fellow victims and those still 
captive 

she returned: \"I tell them 

is right. Go to the police. Testify against those who 
exploit you 


All names of trafficked women and children in this 
article have been changed for their own safety. END 
TEXT. 


9. (U) Published October 3 
Eurasianet.org: 


TITLE: TURKEY: EU REPORTS PAVE WAY FOR QUALIFIED 
APPROVAL OF ENTRY TALKS; Ahto Lobjakas 


BEGIN TEXT: Some form of go-ahead in the coming days by 
the European Commission for Turkish entry talks now 
appears a foregone conclusion. 


However 

European Commission suggest that uncertainties abound 
and that any decision is likely to come with extensive 
conditions and qualifications attached to allow more 
skeptical member states to support it. 
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The European Commission\'s annual progress report on 
Turkey praises democratic reforms undertaken since 1999 
and accelerated in the past two years. However 
not clearly say Turkey now meets the so-called 
Copenhagen entry criteria dealing with democracy 
rule of law 
areas are identified where Turkey is clearly at odds 
with what are described as \"modern\" European standards. 


Thus 

shifted the balance of civil-military relations toward 
civilians comes with the caveat that conflicting legal 
provisions allow the military to continue to enjoy a 
degree of autonomy. 


Turkey\'s new Penal Code 
receives wide praise for abolishing the death penalty 
and enshrining women\'s rights. 


The Penal Code also outlaws torture. The report notes 
there was a marked decline in reported instances of 
torture in 2004 as compared with 2003. However 
increase in claims of torture was recorded outside of 
formal detention centers. 


An EU fact-finding mission returned from Turkey in 
September and concluded that Ankara is seriously 
pursuing its policy of zero tolerance on torture. Again 
however 

torture and ill treatment of detainees still occur. 


Similar conclusions are evident in other key judgments. 
Reforms are praised 
are noted. 


Thus 

number of cases where nonviolent expression of opinion 
is still prosecuted and punished. Books were still being 
banned and writers put on trial in 2003. 


In the field of human rights and the protection of 
minorities 

two constitutional reforms and eight legislative-reform 
packages since 1999. Turkey has adopted a number of 
human rights treaties since 1999. It executes some 
judgments of the European Court of Human Rights 
again -- not others. 


Human-rights-monitoring bodies have been set up 
specialist training programs at the Interior and Justice 
ministries 
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of human rights reforms is said not to be uniform across 
the country. 


Turkey is criticized for not having signed the Framework 
Convention for the Protection of National Minorities. It 
receives praise for having allowed TV and radio 
broadcasts in minority languages 

Arabic 

that harsh restrictions exist limiting their length. 


The report notes that Turkey constitutionally guarantees 
the freedom of religion 

communities continue to encounter difficulties. Thus 
Christians are said to occasionally still be subject to 
police surveillance. 


The second report analyzes the potential impact of 
Turkish membership on the EU. It proceeds from the 
assumption that Turkey would not join before 2014. That 
date marks the start of the new EU multiannual budget 
cycle. 


The assessment appears to be that most of the Emus 
current policies -- above all 

aid -- will need to be radically rethought so that they 
do not prove ruinously costly. 


The study says a Turkish accession would be different 
from all previous enlargements because of the country\'s 
population 


The annual cost of farm support to Turkey is estimated 
to top 11 billion euros ($13.6 billion) - or more than 
10 percent of the Emus current budget. 


Long transitional periods are predicted for the free 
movement of workers 

\"safeguard\" measure may become necessary to allow other 
EU member states to lock out Turkish labor if their 

markets suffer ill effects. 


Another major challenge is said to be the future 
management of the bloc\'s external borders 

dealing with migration and asylum issues once Turkey 
joins. Fighting organized crime 

trafficking of human beings 

present significant new challenges for the EU. 


Turkey\'s membership in the visa-free Schengen area is 
said not to be a \"short-term\" prospect after accession. 
This means that border controls would remain in place. 
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Opportunities for the EU could arise in the form of 
heightened security for the bloc\'s energy supplies. 
Turkey would provide direct links to the Caspian 
countries 


The clearest positive potential for the EU emerges in 
the field of foreign policy. As a country with a Muslim 
majority and a strategic position 

enhance the Emus role in the wider Middle East. lt could 
also serve as an important model for reform. 


However 

Turkish and EU policies are still often at variance 
regarding Iraq 

Muslim world. 


Turkey could also become a channel for stabilizing EU 
influence in the South Caucasus. Much is said to depend 
on Turkey\'s willingness 

with Armenia will need to improve. The study says 
reconciliation must be achieved over the mass killings 

of Armenians in 1915 and 1916 

genocide. Turkey must also contribute to the easing of 
tensions in the dispute between Armenia and Azerbaijan 
concerning Nagorno-Karabakh. 


The study says Turkey could also help the EU to 
stabilize Central Asia. END TEXT. 
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TITLE: European Public Uneasy Over Turkey\'s Bid to Join 
Union; By ELAINE SCIOLINO 


BEGIN TEXT: AMSTERDAM 

at the Ayasofya Mosque in Amsterdam 

no crystal-chandeliered prayer room. The biggest 
Turkish mosque here operates out of a dark 

hulk of a warehouse that was once a car repair and 
supply service. 


It is a place more for meeting than for prayer. It 

sells subsidized groceries and meals 

for pizza makers and factory cleaners 

floors as temporary sleeping space for new migrants. It 
is 

many Europeans view Turks as truly foreign. 


On Wednesday 
take a small but important step toward deciding whether 
Turkey will be the first Muslim country to join its 
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ranks. The organization\'s executive committee will 
vote on a report stating that Turkey has reformed 
itself enough to merit entry talks. 


If the committee\'s recommendation is accepted 
unanimously by the member nations in December 
will begin a negotiating process that could drag on for 
a decade or more. Even then 

full membership in the union 

trading bloc. 


But just the prospect of admitting a Muslim country of 

71 million people - far larger than most members and 
with a per capita income much lower than any member - 
has set off a fierce 

of European identity. 


Polls throughout Europe suggest that many share the 

fear first expressed by former President Valerie 

Giscard d\'Estaing of France that Turkey is not a 

European country and that Turkish membership would mean 
\"the end of Europe." 


A French opinion poll released Tuesday indicated that 
56 percent of the French oppose Turkey\'s membership. 
President Jacques Chirac said Friday that he would 
require a national referendum on any future expansion. 


While Chancellor Gerhard Schroder of Germany has 
reacted favorably 

percent of his countryYs population opposed. A poll 
issued earlier this week stated that 62 percent of 
Germans wanted the matter to be decided in a 
referendum. 


\"There is a deep anti- Turkish feeling in the debate 
over the E.U. 

Ayasofya. \"They say that Turkey is too big 

Islamic 

Europe." 


His words echoed those of Frits Bolkestein 

member of the European Union\'s executive committee. Mr. 
Bolkestein warned in a speech last month that Europe 
risked becoming \"Islamized\" if Turkey joined. If that 
should happen 

when Austrian 

Ottoman Turks 

\"have been in vain.\" 


Europe 
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coincides with a rise in anti-Muslim feeling throughout 
the continent 
bombings in Madrid in March 
investigators say were carried out by Islamic radicals 
with ties to Al Qaeda; ongoing arrests of Muslims on 
terrorist charges across Europe; and recent kidnappings 
of European civilians by radical Muslim groups in Iraq. 


\"Even on the soccer field they yell at you and call you 
\"Turk\" or \"dirty foreigner 

Dutch-born employment counselor who plays midfield on 
FC Turkiyemspor 

team and now the reigning amateur champion in the 
Netherlands. 


For him the European Union\'s decision is akind of 
litmus test for Europe. \"If the E.U. refuses Turkey for 
cultural or religious reasons 

said. 


The draft of a 54-page confidential report 

been leaking out to the European press and is to be 
voted on by the European Union next week 

ignores the potential problems posed by Turkey\'s 
cultural and religious heritage. 


On the contrary 

important model of a country with a majority Muslim 
population adhering to such fundamental principles as 
liberty 

fundamental freedoms and the rule of law." 


If Turkey joins 

extend to Iran 

Georgia. That would pose a \"policy challenge and 
require significant investment" to manage migration and 
asylum 

trafficking of human beings 

the report warns. 


It also acknowledges the high cost of farm aid to 
Turkey if it joins 

rights abuses and the influence of Turkey\'s military 
are still a problem. But the report also concludes that 
a long transition period could mitigate the impact of a 
huge wave of migration 

could provide an important new labor source and that 
the negotiating process itself would spur Turkey to 
even more democratic reform. 


Many opponents of Turkish membership point out that 
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about 90 percent of the country is geographically in 
Asia 
an institution should not be sacrificed to solve the 
geopolitical problems of the world. 


Even the Vatican has entered the debate 

split on the question. \"Turkey has always represented 
another continent in the course of history 

permanent contrast to Europe 

top theologian 

interview with Le Figaro Magazine in August 

opposing Turkey\'s membership. 


But on Thursday 
secretary of state 
Vatican \"must remain neutral" on the matter. 


The position of France has been particularly clever - 
and calculated. 


France knows well that no issue is more important for 
Turkey than getting into the European Union. After 
Prime Minister Recep Tayyip Erdogan swept into office 
nearly two years ago 

as his government\'s highest priority 

improving Turkey\'s economy. 


During a visit to Paris in July 

generous package of economic incentives 

purchase of 36 Airbus planes worth more than $1.5 
billion. President Jacques Chirac responded with an 
announcement that Turkey\'s candidacy was compatible 
with \"France\'s national interests.\" Now he has joined 
three of his ministers 

Pierre Raffarin 

question. 


The opposition has frustrated many of the three million 
Turks and Europeans of Turkish descent already living 
in Europe beyond Turkey\'s borders. 


\"The European Union is playing with Turkey 

Levent Karaus 

played backgammon at a Turkish teahouse in western 
Amsterdam. \"They say 

Turkey gets halfway across the bridge they say 

\" 


At a nearby table 
descent playing cards said in chorus that Turkey should 
not be allowed to join. 
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\"They will flood into Europe 
Dutch-born bouncer at a nightclub. \"I don\'t want the 
Turks to join 


Firat Hokmanoglu 
saying: \"Turkey is too poor to be in. Its getting in 
doesn\'t really matter to me. I\'m already here." 


Helene Fouquet contributed reporting for this article. 
END TEXT. 
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TITLE: European Commission simplifies funding of 
external assistance 


BEGIN TEXT: The European Commission has decided today 
to replace the existing range of financial instruments 

for the delivery of external assistance with a simpler 

more efficient framework. 


Instead of the current wide range of geographical and 
thematic instruments that has grown up in an ad-hoc 
manner over time 

instruments only 

instruments are: an instrument for Pre-Accession 
Assistance 

instrument 

Cooperation instrument 

stability. Two existing instruments 

Aid 

of modification 


MEDA 

for example the European Initiative for Democracy and 
Human Rights. In the Mediterranean and Middle East 
alone 

no less than 13 regulations. All these Regulations have 
significant differences in their programming and 
implementation procedures. Managing the Community\'s 
programmes on the basis of such a mixed and complex set 
of instruments 

has become an increasingly difficult task. The 
framework set out in this Communication radically 
reduces these differences. 


The Pre Accession Instrument will cover the candidate 
countries (Turkey and Croatia) and the potential 
candidate countries (the Western Balkans). It replaces 
existing instruments PHARE 
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as a number of other regulations. 


The European Neighbourhood and Partnership Instrument 
will cover third countries participating in the 

European Neighbourhood Policy i.e. the countries of the 
south and eastern Mediterranean 

Belarus 

thus replacing MEDA and part of TACIS. This instrument 
will also support the Emus strategic partnership with 
Russia. A specific and innovative feature of the 
instrument is its cross-border co-operation component 
that brings together regions of Member States with 
neighbouring countries sharing a common border. 


The Development Cooperation and Economic Cooperation 
Instrument will cover all countries territories and 

regions that are not eligible for assistance under 

either the Pre-Accession instrument or the European 
Neighbourhood and Partnership instrument (replacing 
ALA 


The Instrument for Stability is a new instrument to 
tackle crises and instability in third countries and 
address trans-border challenges including nuclear 
safety and non-proliferation 

trafficking 


The Humanitarian Aid instrument and Macro Financial 
Assistance will remain unchanged except that all Food 
Aid of a humanitarian nature will be included under 
Humanitarian Aid instead of being dealt with under a 
separate Regulation. 


Further information can be found in the \"Communication 
from the Commission to the Council and European 
Parliament on the Instruments for External Assistance 
under the Future Financial Perspective 2007-2013\". END 
TEXT. 
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TITLE: France: Le Monde Examines Illegal Immigration 
into Europe 


BEGIN TEXT: France\'s major center-left daily Le Monde 
recently has focused on trends in illegal immigration 

to the European Union. The paper\'s online edition has 
provided web-based Flash graphics detailing routes 
taken by \"clandestine\" immigrants 

travel 

throughout Europe to deal with the flow of illegal 
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immigrants. 


German Intelligence services estimate that at least 
500 

and receive about 5 billion euros in annual social 
welfare benefits 

trafficking and arms smuggling receipts. 


As of August 2004 

immigrants turned back at Europe\'s borders. 
In the above diagram 

taken by illegal immigrants via sea 

land routes 


Immigration Routes from the Middle East The first 
destination for illegal immigrants from Iran 

Turkey 

they depart for either Brindisi or Bari 

Frankfurt 

the United Kingdom. 

Sea Routes From Istanbul 

boats with the immigrants leaving from the coasts of 
the Aegean Sea. The cost of passage averages 1500 
euros. 


Air Routes Forged passports and tourist visas can be 
bought in a travel agency for approximately 4 

dollars with about eight days wait time. Air travel is 
usually from Istanbul to Frankfurt 

seeks political asylum. 


Land Routes Illegal immigrants traveling from Istanbul 
to Germany -- usually by truck -- normally pass through 
Greece 

considered to be the most permeable. 


Immigration Routes from East Africa Illegal immigrants 
from East Africa travel via Istanbul 
immigrants usually come from Sudan 


Egypt 


Via Italy Libya has become a major hub for illegal 
African immigrants whose destinations are EU countries 
especially Italy 

transit visa for travelers from the \"brother countries!" 

of continental Africa. 


Via Turkey Departing from Sudan 

ship containers originating in Eastern Europe 
immigrants arrive in Turkey; they proceed on their way 
to the Ukrainian port of Odessa 
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through Moldavia 
Romania. 


Immigration Routes from West Africa the typical route 
for illegal immigrants is via Algeria 

as the first point of entry. Immigrants then travel 
through Algeria by car or truck and cross the Moroccan 
border at either Oujda or Nador. The goal is to reach 
the enclave of Melilla 

Ceuta 

route are from Niger 

Ivory Coast 


The passage north to Gibraltar is usually made at night 
in overcrowded boats called \"pateras.\" Passage is 
organized by traffickers who charge 600 to 2 

per person. Once in Spain 

other destinations within the EU. 


Immigration Routes from Asia Illegal immigrants from 
Asia 

China 

Lanka. Immigrants from Russia and the Federated 
Republic of Chechnya travel primarily by land routes. 


Air Routes Some Chinese immigrants fly directly to 
Paris 
that cost approximately 15 


Land Routes Illegal immigrants from China cross the 
Ukraine 

proceeding on foot across the Czech-German border into 
Germany. Chinese immigrant networks are using Belgrade 
as a hub. 


From East to West Europe Illegal immigrants taking the 
East-West route come mainly from Russia 

Moldavia 

Land Route Traveling by truck 

illegal immigrants travel through Slovenia seeking to 
reach Italy as their port of entry to the European 

Union. Leaving from Chisinau 

Italy by train 

Romanian and Albanian borders. 


Sea Route Illegal immigrants from Albania who arrive on 
the Italian coast sail in small 

boats called \"scafi\" that can travel below radar. Most 
often 

in San Foca 

in Bari 
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European Legislation Countering Illegal Immigration 
Current legislation being studied by the European 
Commission includes the negotiation of acommon asylum 
rights policy; harmonization of penalties for those who 
aid in human trafficking 

coordinated transits through the EU 

employers who overlook irregularities on work visas. 
Sri Lanka 

cooperation accords with the EU to combat illegal 
immigration. The EU is negotiating with an additional 
six countries -- Morocco 

Pakistan 

immigration policies. 


The European Commission is also discussing the 
implementation of a Europe wide database of all 
temporary visas issued for the countries of the 

Schengen zone and the creation of a European agency to 
control borders. 


The G5 Germany 
annually to discuss the undertaking of immigration 
projects and legislation by the group such as: 


-- Establishing a list of countries from which 
immigrants to Europe are ineligible to claim asylum 


-- Intensifying international cooperation to discover 
and dismantle illegal immigrant and human trafficking 
networks 


-- Requiring airlines to provide passenger data before 
arrival 


UK Legislation In the United Kingdom 

immigrant can stay for an unlimited period while being 
processed for political asylum. During this time 
asylum seeker is provided with publicly-funded legal 
services and housing. 


Recent legislation includes a November 2002 law 
providing for the reinforcement of border inspections 
with France and Belgium 

transportation companies caught carrying illegal 
immigrants 

reception centers for asylum seekers. 


-- The law also provides for the naturalization of some 
50 
years or more prior to November 2002. The law also 
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enacted stricter penalties for asylum seekers who have 
lost or misplaced their paperwork and made visas 
obligatory for nationals of the 18 countries with the 
highest number of immigrants to the UK. 


According to the Home Office 

seekers and illegal immigrants come from Somalia 
Afghanistan 

Iran 

asylum from undocumented and illegal immigrants in 
2003. While this is the highest number within the EU 
it is 43 percent less than the previous year 

new asylum law was enacted. 


German Legislation At this time 
can remain in Germany for only 18 months while 
processing for political asylum. 


A law adopted on 9 July 2004 restricted even legal 
immigration to Germany -- requiring an immigrants 
dossier to be re-examined after three years 

for the automatic expulsion of immigrants sentenced to 
prison 

the automatic expulsion of any immigrant deemed a 
threat to national security. 

According to the Interior Ministry 

illegal immigrants come from Turkey 

Montenegro 

ministry reported that 50 

requested asylum in 2003. 


Italian Legislation Italy allows an illegal immigrant 
to remain in the country for only two months while 
processing asylum documentation. 


The \"Bossi-Fini\" law of 2002 required the 
intensification of border patrols 

fingerprinting of all illegal immigrants 

expulsion of 

offenders. Although Italian employers classified 

634 

residence permits will no longer be given to immigrants 
not possessing valid work contracts. 


Italy is currently negotiating an immigration treaty 
with the Balkan countries (including Albania) and 
Libya 

for immigrants. The countries 

negotiating 

reintegrate returning illegal immigrants. 
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Italy saw a 40 percent decrease in reported cases of 
illegal immigration in 2003 compared to the year prior 
(14 


According to the Interior Ministry 

illegal immigrants to Italy come from Sri Lanka 
the former Yugoslavia 

reported that 7 

2002. 


Spanish Legislation Spain allows 40 days for an illegal 
immigrant to begin processing the documentation needed 
to remain in country. However 

2003 provided a statute of limitations on clandestine 
immigration. The law provides local and federal police 
the power 

a person who has entered the country illegally and 
continues to reside within the country 

or she may be a citizen at the time of prosecution. 
Procedures are being negotiated to make it more 
difficult for family members to rejoin each other once 
asylum status has been granted to one member. There 
will be severe penalties for immigrants caught trying 

to enter the country illegally and for businesses that 
knowingly employ illegal immigrants. In addition 
transportation companies 

trains 

passengers who do not use their return trip ticket on a 
round trip purchase. 


The Spanish and Moroccan police reportedly will 
increase cooperative efforts to patrol the Straits of 
Gibraltar and implement the Integrated Border Patrol 
System (SIVE) 

picking up the movement of small marine craft. 


The Spanish Ministry of the Interior stated that of the 
more than 70 

entered Spain via clandestine coastal landings. In 
2002 

Spain from immigrants coming primarily from Morocco 
Algeria 


Austrian Legislation Considered to be one of the most 
extreme in the EU 

which allows only two months to begin processing for 
residency status 

be made at Austria\'s borders and bars additional 
evidence to the court of appeal once the appellate 
court has rendered its decision. An immigrant can also 
be deported during the appellate process for any 
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reason. 


The Austrian Ministry of the Interior reported 32 
demands for asylum in 2003 
requestors originating from Russia 
Serbia and Montenegro 
EDELMAN 
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suggested frustration with the way in which the issue of 
invitations is being handled by FM Moratinos. 


3. (C) Poloff inquired about the accuracy of news reports 
that Cuban FM Perez Roque had told Moratinos in New York that 
noted political prisoner Raul Rivero would not be released if 
Spain invited dissidents to its national day event 

which Popular Party politicians denounced as blackmail. 
Gomez de Olea scoffed 

such a statement 

more insultingW than those reported. He said Perez Roque 
demanded not only the lifting of EU measures undertaken in 
the wake of the 2003 GOC crackdown on dissident 

full revision of the EU Common Position to remove all 
European political conditions on improved ties with Cuba. 


//CUBAN ANTI-EMBARGO RESOLUTION// 


4. (C) Poloff took advantage of the conversation to review 

ref D points regarding the upcoming Cuba embargo resolution. 
Gomez de Olea said Spain would hew closely to past EU 
practice 

while criticizing GOC human rights practices in an 

Explanation of Vote. This was GOS policy under the Aznar 
Government as well. We will follow up by delivering ref D 
points to the MFA Office of UN Affairs. 


//¡COMMENT?// 


5. (C) Moratinos\' positions on Cuba continue to undermine the 
Zapatero Administration\'s contention that human rights will 
remain on the forefront of GOS policy towards Cuba. Instead 
Moratinos appears to favor \"dialogue at any cost\" with 
respect to Cuba and seems willing to risk the ire of both the 
EU and the USG in order to improve relations with the GOC. 
Even if Moratinos does opt to invite dissidents 

makes it abundantly clear that the GOS will continue to chip 
away at EU resolve to hold the GOC to at least minimal human 
rights standards. Given Spanish public opposition to U.S. 
policy towards Cuba 

to portray any rapprochement with Havana as yet another 
demonstration of its \"independence\" f 
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then allocating funds at a later time 

LY needs to allocate funds at the same time that it approves 
the package. 


4. (C) Comment: Wang\'s comments to AIT and his recent public 
statements indicate in fairly clear terms a decision by the 

KMT to postpone consideration of the budget until after the 
December 11 election. Pan-Blue officials have assured AIT 
that the LY will take positive action on the bill during the 

lame duck session that is expected to run though mid-January. 
However 

within the Pan-Blue camp may force the budget into the first 
session of the next LY which begins in February. Septel will 
report on Wang\'s assessment of the current political climate. 
End Comment. 

PAAL 
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between industry association representatives and all others 
on the Charter Council. The Charter Council must fairly 
reflect the interests of the financial institutions" Banks 
interpreted this to mean that they should hold 50 percent of 
the seats on the Council and were promoting a 16-seat 
council of which 8 would be allocated to financial 
associations. 


3. (SBU) At the request of several banking CEOs 

Minister Trevor Manuel called a September 20 meeting with 

all industry stakeholders to resolve the deadlock. 

According to a U.S. banking official in South Africa 
stakeholders were caught off-guard when Manuel presented his 
own plan for distributing 21 seats among the stakeholders. 
Aíter little debate 

seats 

community groups 

black business body 

and Investment Professionals (ABSIP). The government seats 
will include two officials from the National Treasury 

from the Department of Trade and Industry 

Presidency. 


4. (SBU) Banking Council representative Derek Muller 

Nedcor bank executive 

not ideal 

business wants the empowerment financing targets approved in 
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the next few weeks. However 

told Econoff the council was unworkable and the industry has 
been left to fight among itself for its allocated six seats. 

The executive said that each bank is waiting for the others 

to step back and allow the remaining banks to fill the 

seats. The members of the council should be decided prior 
to the October meeting. 


5. (SBU) Banks are also concerned that community and labor 
groups 

years 

review scorecard targets and introduce issues of importance 
to them. Community representative and South African 
Communist Party General Secretary Blade Nzimande said his 
organization was not happy with some of the proposed 
scorecard targets. He said that their Council 

representatives would raise these concerns at the Council\'s 
October meeting. This could lead to further delays in 

rolling out financial services to historically disadvantaged 
individuals (HDI). 


7. (U) The BEE Council will oversee compliance with the 
financial sector charter 

for Black Economic Empowerment (BEE) deals and assessing the 
BEE progress of banks and finance companies. The council 
will hold its first meeting in the second week of October 

and will meet four times a year thereafter. The agenda for 
the Council\'s first meeting includes electing a chairperson 
discussing how to provide banking services and increase 
lending to disadvantaged South Africans 

conflict resolution mechanism when consensus is 
unachievable. A Banking Council employee told Econoff that 
if the council is unable to decide on a mechanism 

would. 


8. (SBU) The council will also review proposed empowerment 
financing targets of R122.5 billion (approximately $18.8 
billion). In a September 15 meeting at the American Chamber 
of Commerce in South Africa (AmCham) 

Coovadia explained that nine task groups have been 
evaluating the scorecard\'s financing targets for nearly a 

year. In June 

industry stakeholders and recommended adding R47.5 billion 
to the original target of R75 billion in empowerment 

financing funds. The money would be distributed over five 
years in the following manner: (1) R50 billion for black 
empowerment deals; (2) R42 billion for low-cost housing; (3) 
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R25 billion for infrastructure products; (4) R4.1 billion 

for small black business; and (5) R1.4 billion for black 
agriculture. If this target is accepted 

largest investment in BEE finance 

billion (approximately USD 15.4 billion) committed by the 
mining sector. 


9. (SBU) Recent comments by Department of Public Works 
Deputy Director-General Lydia Bici fueled speculation that 
institutions may need to comply with multiple charters. At 

a breakfast hosted by the South African Institute of Black 
Property Practitioners 

would apply to companies participating in other charters. 
However 

BEE Partnerships Jeffrey Ndumo told Econoff that this is not 
the case. As an example 

bank that manufactures goods for sale in the ICT sector 
would be required to comply with the ICT Charter. Likewise 
a subsidiary of a bank that primarily buys 

manages real estate would comply with the Property Charter. 
However 

Services Charter. He also pointed out that a subsidiary or 
division that just procures goods or services for the parent 
business (e.g. 

largest IT procurement in the country) would not be required 
to adhere to a different charter. Ndumo also explained that 
if a business operates across many sectors 

required to identify its core business and comply with the 
corresponding charter. Ndumo told Econoff he would be 
willing to answer these types of technical questions for 

U.S. businesses in a forum facilitated by the American 
Chamber of Commerce. 
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what he believes are "double standards\' with regard to the 
free movement of labor and agricultural issues. \"Hurriyet\" 
Ankara bureau chief Sedat Ergin cautioned that Ankara would 
not be pleased by the Commission report\'s language 
concerning ethnic and religious minorities. Ergin also 
commented that some in the military would be uncomfortable 
with the implication that the military\'s role should be 

further proscribed. 


Many commentators expressed concern that the accession 
negotiations will be an open-ended process 
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could be halted in the event of a serious violation of 

freedoms and human rights. Papers note that the EU 
Commission 

be presented to Turkey in 2005 

"expectations\' from Ankara before full admission. The media 
expect the EU to step up pressure on Ankara to recognize the 
Republic of Cyprus. Papers also highlight that the 
Commission report described both Kurds and Alevis in Turkey 
as "minorities.\ EU Commission representative in Ankara 
Hans Jorg Kretschmer 

more to be done with regard to education and broadcast in 
mother tongues. PM Erdogan told the press in Strasbourg 
that Turkey would continue to curb torture 

expand religious freedoms. Meanwhile 

the EU term president 

Turkey to start in the second half of 2005. Bot stressed 

that Turkey can join the EU if it meets all required 

political 

“there is no certainty about EU entry.\ A news commentary 
in \“Cumhuriyet\" applauds Washington\'s "sophisticated\' 
lobbying activities for supporting Ankara\'s EU bid. 

Diplomatic sources told \"Cumhuriyet\" that President Bush 
Secretary Powell 


SIPDIS 
have contacted high-level EU officials in support of 
Turkey\'s case. 


EDITORIAL OPINION: EU-Turkey 


\"Congratulations!\" 

Hadi Uluengin wrote from Brussels in the mass appeal 
\"Hurriyet\" (10/7): \"The next 70 days are significantly 
important for Turkey\'s EU vision. Barring some kind of 
“train wreck 

learn it can start accession negotiations in early 2005. 
There is no need quibble about the negative aspects of the 
EU commission report. The fact is that Turkey managed to 
overcome the first hurdle 

bright side. Turkey should focus on successfully overcoming 
the next hurdle on December 17.\" 


\"Conditions in the Report\" 

Sami Kohen noted in the mass appeal \"Milliyet\" (10/7): 
\"There is a discriminatory approach in the report 
especially on the issue of the free circulation of labor. 
Preventive measures on this issue are expressed in such a 
way that they could be permanent 

to any other EU candidate. Such a condition might be a 
relief to the European public 
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uneasiness for Turks. . The report also says that ‘the 
outcome of negotiations cannot be guaranteed.\' This is 
another statement that will cause concerns in Turkey. . 
There is still a chance to eliminate those conditions or 
make them ineffective. It remains to be seen if EU leaders 
will take steps in this regard 

the conditions even heavier. All of this calls for some 

very hard work by Turkish diplomacy.\" 


\"A Revolutionary Process\" 

Ergun Babahan commented in the mass appeal \"Sabah\" (10/7): 
\"This is a very important step 

the start of negotiations. Once the negotiations process is 
started with the EU 

that is rapidly changing for the better. The result will be 

a democratic country with greater prosperity and 

contemporary values. We are going to see a revolutionary 
process of democratic change." 


\"The EU Report and Sarkozy" 

Fikret Ertan wrote in the Islamist-intellectual \"Zaman\" 
(10/7): \"The Commission report is not a surprise. Turkey 
completed the necessary reforms and has become eligible for 
the start of negotiations. This is an important decision 

but one that should not be exaggerated. In fact 

should focus on the next step 

determinative and faces larger obstacles. One of the 
biggest hurdles is the ongoing referendum debate led by 
France. The Turkish public should get to know the important 
French political figure who initiated the whole referendum 
controversy -- French Finance Minister Nicolas Sarkozy 
aspires to be President of France.\" 


Vitis still a long and thorny path\" 

Fehmi Koru wrote in the Islamist-opinion maker \"Yeni Safak\" 
(10/7): \"The report contains some skillful diplomatic 
language. The EU Commission managed to address all of the 
various strains of thought in the Union. The upcoming 
process and the December 17 summit are the most important 
benchmarks for success. Turkey should shape its vision to 
be able to make the best gains out of the summit. The 
required steps for the success should be taken as soon as 
possible. . Turkey is aware of the fact that EU membership 
process is a long and thorny path. There have been some 
significant gains since the day Turkey officially applied to 

be a member 

rocky.\" 


\"EU Report and Illusions\" 
Orhan Karatas argued in the nationalist \"Ortadogu\" (10/7): 
\"EU officials are revealing their real intentions only on 
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non-official occasions 

Turkish sentiment within the Union. In other words 
officials are warning Turkey to be prepared for the 
possibility that it will never be admitted as a full member. 
Some members are even arguing about whether or not Turkey 
should be given a negotiation date. France is one of many 
examples 

Greek Cypriots to the list. Who can really believe that we 
will convince them all and be admitted to the EU? To 
believe this is to live under an illusion. . Let\'s be 

honest: this is just a report issued by the EU Commission 
and does not represent a binding decision. After making 
such important sacrifices 

report that is full of conditions. This is an indication of 

how Turkey will be treated in the decision process on 
December 17.\" 
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Aspects and Prevention of SARS.\" 


2. Embassy understands that no assistance is necessary. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival in Spain. 


4. THREAT ASSESSMENT: 


In general 

other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 

opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart 

the event you are victimized by crime 

security-related incident 

Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 

the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (http://www.state.gov) and the U.S. Embassy\'s 
website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
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Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas 

threat information through its Consular Information Program 
documents 

http://travel/state.gov. In addition to information on the 
Internet 

calling the Department of State in Washington 

202-647-5225 from their touch-tone telephone 

information by automated telefax by dialing 202-647-3000 from 
their fax machine. 

ARGYROS 
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Similar Features 


2. Embassy understands that no assistance is necessary. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival in Spain. 


4. THREAT ASSESSMENT: 


In general 

other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 

opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 

photo page. Visitors can protect themselves against crime by 
being street-smart 

the event you are victimized by crime 

security-related incident 

Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 

the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (http://www.state.gov) and the U.S. Embassy\'s 
website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas 

threat information through its Consular Information Program 
documents 

http://travel/state.gov. In addition to information on the 
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Internet 

calling the Department of State in Washington 

202-647-5225 from their touch-tone telephone 

information by automated telefax by dialing 202-647-3000 from 
their fax machine. 

ARGYROS 
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6. (C) The would-be depositor asked to set up an account 

with $3 million in cash and provided a September 2004 

letter to the Deputy Director of the CBI signed by the Deputy 
Minister of Defense Brusha Shways 

does business with the IIG 

sums of cash out of the country and deposit it overseas. 

JNB\'s CEO said that he refused to accept the deposit because 
it did not meet the bank\'s KYC 

requirements. The CEO was evasive on whether he would have 
accepted the deposit had he known the depositor. 


7. (C) In asubsequent meeting 

Jordan\'s Housing Bank related a similar story: at the 

beginning of September 

approached by an individual claiming to be a contractor to 

the lraqi Ministry of Defense. The individual wished to open 

an account at the branch 

account and remit the money out of that account to a bank in 
Eastern Europe. The branch manager called the Housing Bank 
front office for advice and was told not to open the account. 


8. (C) ECOUNS subsequently contacted CBJ Deputy Governor 
Shahin to pass him the information provided by Embassy 
Baghdad on the proposed 

arrangement. ECOUNS told Shahin that the CBI had confirmed 
that no cash shipments were planned at this point and that 

the CBJ would receive official notification should such an 
arrangement ever become necessary. He urged Shahin to 
coordinate closely with the CBI on these cases 

to the Embassy any future cases as well. Shahin agreed that 
he would instruct Jordanian banks that when they receive a 
potential client wishing to deposit large funds related to 

Iraq that they must first present detailed information 

including a signed contract specifying the means of payment 
and coordinate with the CBJ before taking action. 


9. (C) COMMENT: The CBJ and Jordanian banking officials 
seem to be taking all the right steps with respect to the 
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attempted cash deposits we have heard about. As far as we 
are aware 

Know-Your-Client guidelines 

CBJ itself. CBJ Deputy Governor Shahin is clearly concerned 
about these cases and would prefer that any fund transfers 
from Iraq sanctioned by the Iraqi government take place 
through normal wire transfers 

the CBJ would be willing to consider a cash transfer on an 
emergency 

documentation from the IIG to fit in the CBJ\'s comfort zone. 
Since we have been pressing Jordan hard on bank secrecy and 
information-sharing on combating terrorist financing 

would be best to keep such cases to a minimum. 


10. (C) COMMENT (cont.): In addition 

Governor\'s request to the Embassy illustrates that 
communication between the CBJ and the CBI needs to be 
improved. We will continue to urge the CBJ to enhance its 
direct links with the CBI 

briefed. There may be merit in developing programs organized 
by the Treasury Department or the Federal Reserve Bank to 
promote greater communication and cooperation between Iraqi 
financial authorities and those of Jordan and of other 
neighboring countries. 


11. (U) Baghdad minimize considered. 
HALE 


21401 
21402 
21403 
21404 
21405 
21406 
21407 
INVOLVED.\" 


REF: STATE 213973 


1. On October 7 

Joyce 

Enterprise 

had no involvement in the aircraft manufacturing sector and 
thus no direct interest in the Airbus-Boeing dispute. He 

noted that the Commission 

had expressed disappointment that the USG had not attempted 
to resolve the dispute through mechanisms available under the 
1992 U.S.-EC Agreement on Trade in Civil Aircraft. The 
Commission had also attributed USG actions to the U.S. 
presidential election and to the growing strength of Airbus\' 
competitive position. Per reftel 
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importance of this issue extended beyond the November 
elections and that the U.S. goal was a level playing field in 

the market. Joyce said that the Irish Government would have 
preferred additional efforts by both sides to resolve the 

dispute before taking recourse to WTO settlement mechanisms. 
He also noted the GOl\'s hope for a resolution during the 
60-day WTO consultations period. 

DALY 
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that the Commission would have to review the program. 
Landaburu noted that the Commission proposed a paper in ICAO 
on PNR and Hutchinson agreed that ICAO should be considered 
as a place to discuss global standards for transfer of PNR. 
Hutchinson noted DHS\'s satisfaction with the current U.S.-EU 
agreement. The EU side welcomed the postponement of the 
October 2004 deadline for including biometric data in 

passports but asked for additional time. Hutchinson agreed 

to look into the appointment of a \"trusted third party\" to 

review international PNR transfers currently under discussion 
between the U.S. and European Commission. Landaburu thanked 
the U.S. for arranging an informational meeting with EU 
countries not participating in the Visa Waiver Program. 


Action items coming out of the meeting included: 


--- U/S Hutchinson committed that the U.S would discuss the 
results of the November test of Secure Flight" with EU 
officials. 


--- U/S Hutchinson agreed to look into the appointment of a 
\"trusted third party\" to review international PNR transfers 

under discussion between the U.S. and European Commission and 
to review what other loose ends remain before full compliance 

with the U.S.-EU PNR agreements is possible 

finalization of a sensitive data list that the Commission 

owes the U.S. End Summary. 


Joint Communications Strategy 


2. (SBU) Hutchinson told Landaburu he appreciated 
participating in the Hague Justice Ministerial and he had 

added Brussels to his trip to strengthen coordination with 

the EU. He hoped that the U.S. and EU could begin to develop 
initiatives together as well as communicate jointly to 

publics as a part of this initiative. The U.S. and EU 

together would be more effective addressing security 
concerns. Landaburu said he appreciated Hutchinson\'s 
efforts at building ties with his European counterparts. The 
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EU was currently stressing a member state driven security 

policy 

Still Landaburu believed that Hutchinson would find strong 
partners with JHA DG Faull and TREN DG Lamoureux 

the member states. A frank U.S.-EU Policy Dialogue on Border 
and Transport Security (PDBTS) would be necessary on the many 
security initiatives DHS was contemplating. Landaburu added 
that the EU needed to balance the need for increased security 
with citizens\' rights to privacy. European public opinion as 

part of a global trend had not been keen on the security 

changes developing in the United States. Landaburu added 

that he did not want to use a joint press conference with 
language constructed to paper over U.S.-EU differences to 

give arguments to those that do not support needed security 
enhancements. Hutchinson agreed that both sides needed to be 
realistic. The U.S. and EU could work together in some areas 
and be honest about those areas where they disagreed. 


US VISIT 


3. (SBU) Hutchinson noted that post-Madrid the pressure for 
strengthened immigration controls in Europe seemed to be 
growing. The U.S. had adopted the US VISIT system to collect 
biometric data on visitors more quickly than had the EU 

he believed that the EU would adopt a similar system. The 
U.S. would serve as a lightening rod for criticism 

such systems came to be commonplace. Hutchinson understood 
this role. He said DHS was working to ensure the US VISIT 
system ran well. An important next step would be development 
of an internationally recognized trusted traveler system that 
would allow publics to see that the technology also 

facilitated travel. 


4. (SBU) Landaburu said he was grateful for Hutchinson\'s 
efforts to raise awareness of the US VISIT program in Europe 
thereby \"answering\" Commissioner Patten and Vitorino\'s 
September 8 letter to Secretaries Powell and Ridge on the 
subject. While 

objection to the enrolling of Visa Waiver travelers in US 

VISIT 

travelers depends in large part on how DHS implements the 
system. Landaburu added that having to submit to a finger 
scan would be a shock to some. The Commission had already 
received complaints from European travelers over treatment at 
U.S borders. Landaburu said he had to wait about an hour at 
immigration at Dulles earlier in the week. EU Consumer 
groups remain skeptical of how DHS safeguards the data it 
collects. 


5. (SBU) Hutchinson said he was concerned about European 
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skepticism 

make implementation more difficult. DHS wanted to be 
responsive. It had already made changes by training 
inspectors and giving them more discretion. While a 
zero-tolerance policy for minor infractions had been 
implemented at the border following the 9/11 attacks 
realized that this had gone too far and reversed the decision. 


\"Secure Flight" 


6. (SBU) Hutchinson noted the recent roll out of the privacy 
impact assessment on the \"Secure Flight program. The 
Computer Assisted Passenger Prescreening Program (CAPPS II) 
had created significant controversy in Europe. DHS had been 
responsive to those concerns with Secure Flight". The 
prescreening function had been adjusted dramatically in the 
modification of the CAPPS ll system to create secure 

flight". The key was to create a better mechanism to compare 
passenger names against a terrorist watch list. In Secure 
Flight" a commercial database would not necessarily be used. 


7. (SBU) Landaburu noted that the EU had concerns with the 
design of CAPPS II and appreciated the information the 
Commission had received from the U.S. on \"Secure Flight". 
The modifications were positive 

likely need additional information. Landaburu asked whether 
the system would definitely use European sourced PNR for 
domestic flights and how exactly data collected for \"Secure 
Flight\" would be used. Hutchison told Landaburu that the 
\"Secure FlightW test would take place in November 

sourced historical PNR data from June 2004 would be used as 
it would be impossible to determine which data was not 
VYdomesticW 

test with the Commission. All interested parties would have 

an opportunity to comment following the test. (Comment: USEU 
previously passed the DHS Privacy Notices on the \"Secure 
Flight \" test to the Commission 9/30) 


PNR in ICAO 


8. (SBU) Landaburu asked Hutchinson his views on developing 

a global standard on international transfer of PNR 

that European travel agents were asking for a standard out of 

fear that proliferation of PNR requests from governments will 

raise the cost of traveling. The EU would seek a better 

definition of PNR within an ICAO framework. Hutchinson noted 
that he saw ICAO examination of PNR as a benefit to aviation 
security but stated that the U.S. is satisfied with the 

current US-EU agreement on PNR. (Comment: USEU passed the 
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Commission Paper on developing a PNR standard in ICAO to 
Washington Agencies 9/23). 


APIS 


9. (SBU) Landaburu added that DHS Assistant Secretary 
Verdery spoke at the September SLCG on the development of a 
regulation requiring airlines to transfer APIS data to 

DHS/CBP before a flight departs. The EU wanted to look at 

the implications of this information. The Commission\'s 

initial reaction was that such a requirement would complicate 
preparations and timing for U.S.-bound flights. Hutchinson 
confirmed that the U.S. was considering the change. He noted 
that currently 

after a U.S.-bound flight departed. Some passenger data was 
available earlier 

check by arriving at the last minute. Some way was needed to 
correct the last-minute problem. It could be a matter of 
educating passengers to provide their data earlier without 
necessarily a longer wait at the airport. DHS is looking at 
requiring manifest data 60 minutes prior to takeoff to enable 

a check to be done before departure 

already told DHS that a 60-minute rule would require that a 
plane\'s door be shut 75 minutes prior to departure. 

Landaburu noted that such a change would cause disruptions to 
passengers arriving at an airport from connecting flights. 
Hutchinson noted the problem and added that DHS is looking at 
implications and gathering more information. 


Biometric Passport Deadline 


10. (SBU) RELEX Director Richard Wright said the EU was 
happy about the one-year extension until October 26 

the law mandating inclusion of biometric data in passports 
but that a year would not be sufficient. Hutchison noted 
that the Congressional deadline was firm 

\"political gamesmanship. As the deadline grew nearer 
U.S.-EU discussions would continue. Hutchinson hoped that 
both sides could work hard to meet the deadline. Wright 
suggested that the EU and U.S. could work jointly on the 
matter adding that the Community had 25 administrations to 
manage in this regard. Hutchinson added that the U.S. was 
testing biometric passport readers with European 
participation. Working together 

message. 


Trusted Third Party 
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11. (SBU) Wright added that DHS A/S Verdery had also 
mentioned onward transfers of PNR data and the need to come 
up with a \"trusted third party\" to oversee those transfers. 
Wright noted that with the court case undecided 

Commission remained under the spotlight. DHS Advisor Maria 
Clayton noted the U.S. was still discussing the issue 

internally. The DHS Privacy office would conduct the joint 
review. Hutchinson added that he would look into the issue 
and asked whether the delay in appointing the trusted third 
party would have any affect on the Parliament ECJ case 
against the PNR agreements. U.S. Unit Head Gunnar Weigand 
said he could not assess the affect the delay would have 

any irregularity in implementation would add to the 
Commission\'s vulnerability before its opponents. Clayton 
noted that to date 

PNR data. She added that the U.S. was also seeking the list 
of sensitive data to be filtered from PNR records from the 
Commission. 


Visa Waiver 


12. (SBU) Landaburu closed by welcoming the U.S. initiative 
setting up an October 18 meeting of EU countries not 
participating in the visa waiver program. Hutchinson replied 
that he hoped the meeting would help the non-VWP countries\' 
to understand the requirements they must meet to join the 
program. He told Landaburu that he understood the non-VWP 
countries\' requests created a problem for the EU 

hoped the countries fully understood the criteria for 
membership and could develop a plan for how our requirements 
could be met. 


Scott 
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waiting to cross into the Congo. The Congolese border is 
currently closed and it is not expected that it will open 

until a GDRC inter ministerial mission arrives in the area on 
October 8. 


3. (SBU) Mariam said this new wave of Banyamulenge refugees 
had organized themselves and even found trucks for transport 
from various villages inside Burundi. She added that the 

RCD-G Vice-Governor of South Kivu claimed not to have been 
involved in encouraging this particular group of refugees to 
return. Mariam noted that while UNHCR respects the wishes of 
refugees to return home 

on the ground to guarantee the safety of returning refugees 

and to send a clear message to the local population. 
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GDRC to Send Inter-Ministerial Delegation to Welcome Refugees 


4. (SBU) Vice-Minister of Interior Paul Musafiri told poloff 
October 7 that he would travel to Uvira on October 8 with an 
inter ministerial delegation that includes an advisor to 
President Kabila 

Vice-Minister of Defense for Demobilization. Musafiri said 
that upon his arrival the GDRC will open the border and 
welcome the refugees. He noted the refugees would likely go 
to an Uvira transit center for a few days and then return to 
their own villages. Musafiri indicated that he planned to 

talk to local actors in Uvira about the importance of 
welcoming the refugees and that the GDRC would also 
coordinate assistance with humanitarian agencies. Moreover 
he explained that the GDRC would keep the border open to 
allow more orderly repatriation of refugees and to prevent 
the gathering of large groups on the border. 


Comment 


5. (SBU) This new wave of Banyamulenge refugees have 
apparently organized themselves to return to the DRC without 
any assistance from UNCHR or other humanitarian agencies. It 
is possible that many of them do not want to be moved to the 
Moaro refugee camp near the Tanzanian border and may have 
feared UNHCR relocation plans. If the refugees perceive that 
they may be more exposed to attacks in Burundi 

reasonable to expect that they will attempt to return home. A 
well-coordinated effort to receive the refugees by the GDRC 
UN agencies 

to lessen the likelihood of violence against the refugees 

and further manipulation of their return by local actors. 

MEECE 
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REF: A. STATE 214134 


B. AMMAN 6508 
C. AMMAN 2574 


SENSITIVE BUT UNCLASSIFIED. FOR USG USE ONLY. 


1. (SBU) SUMMARY: Embassy October 7 delivered reftel 
information on the \"Strategy Targeting Organized Piracy\" 
(STOP) to Mahmoun Talhouni 

Library 

also delivered the reftel non-paper to The Ministry of 
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Industry and Trade office on WTO and Trade Policy. Charge 
will raise \"STOP\" with Deputy Prime Minister and Minister of 
Industry and Trade Mohammad Halaiga at the next available 
opportunity. Early indications are that the GOJ is receptive 
to this IPR initiative by its FTA trade partner and largest 
export market 

steps might be in Jordan. END SUMMARY. 


2. (SBU) National Library\'s Talhouni listened intently to a 
brief summary of the STOP initiative and indicated an 
interest in seeking out opportunities to advance IPR in 
Jordan. But he lamented the lack of public support for IPR 
enforcement from the private sector and noted that more 
public awareness was needed across the board. He was 
especially interested in private sector initiatives. 


Caution Until Copyright Law Passes in December 


3. (SBU) Turning to pending amendments to the temporary 
Copyright Law under review by parliament 

he thought this law would be at the top of the agenda when 
parliament resumed in December 

article-by-article review considered half the bill in July 

just before recess (Ref B). The amendments track closely 
with those the U.S. proposed last year to seek closer 
adherence to its Free Trade Agreement obligations (Ref C). 


4. (SBU) The press had put the spotlight on him during the 
last debate 

critics said his enforcement unit abused it powers. Those 
who benefit most from IPR protections (e.g. the private 
audiotape and DVD distributors) had done nothing to advance 
their interests in the public sphere 

approach was to be low key 

provoke a reaction to the copyright law amendments. He 
indicated being more amenable to proactive measures 
especially to promote public awareness of IPR 

had passed. He was strongly in favor of more private sector 
participation in these activities 

distributors to fulfill requirements in criminal complaints. 


5. (SBU) Embassy expects a more detailed response to the 
STOP initiative once GOJ interlocutors have had time to 
digest the particulars. 

HALE 
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recent enhancement of measures to combat piracy and that the 
exchange of views on actions was very useful. He hoped the 
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report 

commitment to combating copyright piracy. Allgeier commented 
that he hoped the BCM would continue to deal with IP problems 
on a continuing basis. He expressed USG hopes that the new 
Council be formed and begin work on developing and 
implementing the national intellectual property right 

protection plan very soon. 


10. (U) U.S. Delegation member Chris Merriman (USDOJ) gave 
an overview of international cooperation opportunities 

including Operation Fast Link and noted that meeting with GoB 
law enforcement officials within the IPR Working Group had 
been beneficial. In addition 

Berdut (USPTO) described the role of her agency in combating 


piracy 


11. (U) Atthe conclusion of the IP discussion 

Allgeier provided an overview of the GSP petition process. 

He explained that the U.S. Congress had included in GSP 
legislation a variety of conditions that need to be met by 
countries receiving benefits 

enforcement of intellectual property laws. He described next 
steps in considering the International Intellectual Property 
Alliance\'s GSP petition on Brazil 

review after September 30 of information provided in the GOB 
report. He suggested that intellectual property protection 
remain a part of the BCM agenda to which Hugueney tentatively 
agreed. 


The Doha Round 


12. (SBU) Allgeier and Hugueney discussed the framework 
agreement 

special and deferential treatment package that should 
contribute to progress. Both agreed that work needs to be 
accelerated to achieve sufficient progress in time for the 
Hong Kong Ministerial. 


Trade and Economic Overview 

13. (SBU) Hugueney expressed concerns about the relatively 
limited growth in bilateral trade and the decline in 

investment by U.S. companies. In response 

Bastian highlighted positive examples of U.S.-Brazil 
commercial relationships by thanking those present for their 
assistance and sense of fair play regarding Motorola\'s bid on 
the Federal Police communications system contract 
mentioning the selection of the Embraer/Lockheed Martin team 
to provide an aircraft platform for the US Army\'s Aerial 
Common Sensor program. He noted that this USG decision 
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demonstrates that Brazilian companies can compete on a level 
playing field 

military procurement. Bastian pointed out that although 

Brazil is the United States\' third largest trading partner in 

the hemisphere behind Canada and Mexico 

comparison. While part of the difference may be attributable 
to geography 

investment climate. Bastian gave indications based on 
concerns expressed by U.S. businesses for why it has been a 
challenge for Brazil to attract competitive investment. 

These concerns include unclear and complicated regulations at 
all levels of government 

bottlenecks 

inefficient customs and slow judicial proceedings. Bastian 
cited a World Bank study of business practices in 133 
countries as independent evidence that that these types of 
issues need attention in the context of competitiveness 

noting that Brazil ranked 6th to last when it comes to the 
burden of red tape in opening a company. 


14. (SBU) Bastian raised the possibility of establishing 
informal commercial exchanges (ICE) between Brazil and the 
United States 

Secretary Aldonas and GoB Minister of Development 


SIPDIS 

and Trade 

issues of mutual interest 

corporate governance 

of strengthened security measures. Bastian noted that these 
would not be for high-level policy discussions 

foundational fora for business interests with a goal to 
prepare the private sector to pro-actively identify issues 
and address regulations. Bastian noted that the U.S. and 
Mexico have a number of these groups that work well 

the idea was not duplicative of the BCM; there are already 
Brazil/U.S. counterpart discussions between Ministries of 
Agriculture 

that the decline in investment in Brazil is part of a global 
trend 

Nonetheless 

dialog. 


Shrimp Anti-Dumping Case 

15. (SBU) Hugueney explained GoB sensitivities regarding the 
current antidumping investigation on shrimp 

that it potentially will hit a sector that has been providing 
growing employment in the poorest region in Brazil. He 
expressed hope that withdrawal from the investigation of a 
company that had been assessed the highest preliminary 
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dumping margin would lower any dumping margin that may be 
calculated for \"other\" producers in the DOC\'s final 
determination. Hugueney provided Allgeier and Bastian with a 
nonpaper on the issues and noted that the GOB will continue 
to closely monitor the case. DAS Bastian noted that the DOC 
was aware of Norte Pesca\'s withdrawal from the investigation 
and acknowledged the effect this could have on the Vall 
others!" rate in the final determination 

equal. Bastian underscored the transparency and the 
deliberative legal aspect of the process 

a final determination would be made in December. DAS Bastian 
also noted that the DOC Import Administration has provided 
technical assistance on antidumping procedures to other 
countries in the past 

pursuing this type of opportunity. 


SPS - Beef 

16. (U) Regarding Brazil\'s request for certification to 

export fresh 

States 

U.S.-Brazil Consultative Committee on Agriculture the week of 
September 27 

including 

foot and mouth disease. He added that the USG was working 
closely with Brazil. 


Soda Ash 

17. (SBU) Allgeier raised concern over possible 
discrimination against U.S. soda ash exports entering the 
state of Rio de Janeiro due to preferential tax treatment for 

a domestic soda ash producer. Post and other USG officials 
had raised the issue with the GoB on past occasions. 
Hugueney said tax experts from the state of Rio had assured 
the Foreign Ministry that there was no discrimination against 
foreign suppliers. According to Hugueney 

Rio state has merely provided an excise tax payment option 
designed to reduce the accounting burden for small producers 
as opposed to providing them with a lower tax burden. 
Hugueney admitted 

all the details and suggested the two countries convene 
experts to further discuss the matter. Post will follow up. 


18. (U) This cable has been cleared by DUSTR Allgeier. 
Danilovich 
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what to expect 

go it will give Qadhafi an excuse to drop the issue of 
compensation.\" They promised the Italian government U.S. and 
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Israeli Ambassadors a read-out of the trip. End Summary. 


2. (C) Ambassador met October 5 with a delegation from the 
Italian-Libyan Jewish community that outlined an October 
10-14 trip to Tripoli to discuss possible compensation for 
property and monies seized when Libya expelled its Jewish 
community beginning in 1967. The traveling delegation 
composed of six men and one woman who are all Italian 
citizens born in Libya 

Italian-Libyan community in talks with the Libyans. The 
group estimates there are another approximately 1 

Jews living in Israel 

leaving 

list includes: Scialom Tesciuba 

Fellus 


Background 


3. (C) The current Libyan initiative has been building 

since the beginning of the year. Community leaders have been 
meeting with Ambassador al-Obeidi 

proposing a possible visit to Tripoli. Al-Obeidi invited the 
group to Libyan National Day. At the same time the group 
noted Colonel QadhafiWs specific mention of possible 
compensation for Italian-Libyan Jews in his national day 
speech. The proposal drew criticism from the Arab League 
which said it could create difficulties for other Arab states 

that had also expelled Jews. In response 

to back off 

would be withdrawn. They noted there was a previous failed 
initiative (sponsored by Rafello Fellah 

group a now discredited member of the Italian community) 
during the 1990\'s that ended badly when Libyan imams visiting 
Israel were sent home after criticizing Israeli policy 

towards the Palestinians. After a discussion with Ambassador 
al-Obeidi 

proceed 


4. (C) Several weeks ago 

in Perugia. Not realizing the delegation spoke Arabic 

brought an English interpreter. Privately 

members described SaVadi as a playboy with a wild reputation; 
they clearly preferred dealing with Ambassador al-Obeidi. 

But they said SaVadi was open and cordial 

delegation that he remembered what happened to Jews in Libya 
but they should now feel as if the country was open for their 
return. He offered to give back their jobs and their houses. 
Delegation member Shalom Tesciuba 

community 

had a grown family in Italy 
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seized 
either in Italy or in Libya 


5. (C) When Ambassador Sembler asked if the compensation 
offer applied only to Italian-Libyans or to American and 

other expelled Libyan Jews 

we don\'t know what to expect 

\"but if we don\'t go it will give Qadhafi an excuse to drop 

the issue of compensation.\" The group plans to \"verify what 
compensation is being offered and to whom. Perhaps after 
this trip 

the U.S. can visitA" When they return 

Italian government and U.S. and Israeli Ambassadors in Rome 
report to their community and seek its mandate to proceed. 

At this point 

individual basis 

given vastly different levels of claims 

to administer. 


U.S. Class-Action Suit 


6. (C) The group has kept its New York counterparts fully 
briefed on the Libyan offers. But further complicating the 
issue was a class-action lawsuit filed in the U.S. by Schlomo 


Naim against the Libyan government. Al-Obeidi told the group 
that Libya would not respond to the lawsuit. The Libyan 
government\'s position was that the Jews had been expelled by 
King Idris 

first from the Libyan Permrep in New York and then from 
al-Obeidi in Rome; both efforts failed. The group is still 
awaiting an answer for another visa request for Naim but were 
not optimistic. The Italians have established a committee to 
review compensation offers but 

of legal arguments 

to Tripoli for this first meeting. 


\"Everything is directed towards you\" 


7. (C) Interestingly 

group the issue of Italy paying reparations for colonial-era 
damages. The group believes the Libyan initiative is 

directly solely at the United States in an attempt to improve 
Libya\'s image and the prospects for trade with the U.S. Even 
Libyan cooperation on Italy\'s effort to reduce the flow of 
illegal immigrants was \"aimed at an American 

audience. SaVadi specifically asked the delegation about 
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its level of access to the media but the Italians would 
prefer to keep the initiative private and do not plan any 
press. However 

the visit on October 7. 


8. (C) When asked for his opinion on the merits of the 

visit 

that Libya was trying to improve its image through this 
initiative 

acceptance. Perhaps Qadhafi\'s sons 

the world outside of Libya 

Given Libya\'s history 

keep a wait and see attitude. Libya has made significant 
efforts to give up its WMD program but the U.S. continues to 
have concerns about Libyan support for terrorism and its 
human rights record. One member of the group noted that 
Libya harbors a terrorist the Italian government convicted in 
abstensia for the death of a child during a 1982 attack on an 
Italian synagogue. 


9. (C) Comment: The group was a bit awed by the prospect 
of participating in an \"historic opportunity\" and a bit 

nervous about what to expect from the Libyan government. 
They expect it will take months if not years for the 

initiative to bear fruit. So far 

U.S. assistance but would certainly welcome U.S. recognition 
that the Libyans are serious about redress for its abuse of 
the Libyan Jewish community. 


SEMBLER 


NNNN 
2004ROME03911 - Classification: CONFIDENTIAL 


4. (C) Afari-Gyan painted a confident picture of the EC and 
preparations for the upcoming election. He conceded that 
preparations were \"a bit tight\" on time because procedural 
disagreements between the EC and the government had caused a 
six month delay in the voter registration process. The EC 
completed the registration \'mop up\' exercise 

registered voters more time to get their photos taken. Few 
people showed up for the mop-up 

extra names were duplicates 

of 10.2 million names with photos will be published on 

October 12-17. The EC can not accept candidate nominations 
until the register is completed but it has tentatively set 
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October 20 and 21 as nomination filing dates 
the EC officials. 


5. (C) Afari-Gyan is confident the police will act 

impartially on election day and that the parties will abide 

by a Code of Conduct not to deploy \"macho men\" (party thugs) 
to intimidate voters. He conceded that some materials ran 
short during the registration process because the EC did not 
know how many people would respond in any given area and 
because internal controls on voting material made it 

difficult for EC officials to shift resources. Election 
participation will be more predictable on voting day and the 
EC will deliver adequate materials to polling booths. Unlike 
in 2000 

election. The EC invited participation by foreign observers 
although it was not actively seeking their involvement. 


Responding to Complaints 


6. (C) Polchief noted some concerns we have heard about the 
accessibility of the EC to complaints from parties. 

Afari-Gyan said the EC met with all the parties once a month 
in the Inter-Party Committee (IPAC) and that he had a steady 
flow of party officials in his office raising issues. There 

was a formal complaint mechanism 

when he saw the need 

could not possibly respond to every informal issue or 
complaint raised in radio talk shows and other media 

he respond to every complaint which parties raise 

were frivolous. 


7. (C) PolChief noted opposition party complaints that the 
incumbent New Patriotic Party (NPP) is using the state media 
to get disproportionate coverage for its candidate 

John Kufuor. Afari-Gyan said this was primarily an issue for 
the Ghana Media Commission 

if these concerns were serious. At this point 

parties were being given fair air time 

would stick to stories they deemed newsworthy. It was 


inevitable the President would get more coverage as he moves 
around the country 

colors at official functions 

Afari-Gyan pointed out that under the constitution 

media must give equal time to all candidates once the 
campaign has officially launched (after candidates have filed 
their nominations). 


EC Concerns 
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8. (C) When asked about his worst nightmare 

said too many demands for changes to the voter registration 
list would further delay election preparations. He grumbled 
that donors had not fulfilled promises to pay for 40 percent 
of the ECVs election expenses. He worried about being bogged 
down in minor legal squabbles (he had just returned from 
addressing a group of judges 

electoral process and urging them not to grant frivolous 
election-related injunctions.) Afari-Gyan\'s biggest headache 
at the moment 

Under the constitution 

Constitutional Instrument (Cl) to Parliament 

days to ratify it. The EC submitted a Cl to parliament on 
October 7. While the Cl is seen as a mere formality 

is under time pressure since the current session of 
Parliament will only last for about one month. 


Comment 


9. (C) Afari-Gyan was forceful and confident. He saw no 
major problems in election preparations and offered credible 
responses to concerns about the registration process. He was 
surprisingly indifferent to a role for foreign observers. 
Afari-Gyan\'s style is low profile. Ifthe EC has the 

election preparations under control -- as Chairman Afari-Gyan 
credibly conveyed to us -- it could do a better job of 
convincing civil society and the opposition 

view the Commission as inaccessible 

inefficient. 

LANIER 
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SEPTEMBER 30. VALDEZ CHARACTERISED GUAYAQUIL AS A 
TOLERANT 

DOES NOT ANTICIPATE ANY VIOLENCE ON ELECTION DAY AND 

THE CONTRARY 

ABOUT THE ELECTIONS. THERE HAVE NOT BEEN ANY CASES OF 
PRE-ELECTORAL VIOLENCE IN GUAYAS TO DATE. VALDEZ 
REPORTED PC WOULD FIELD 530 VOLUNTEER OBSERVERS IN GUA' 
ON OCTOBER 17 TO MONITOR THE ELECTIONS AND THE TALLY OF 
THE VOTES. VALDEZ PRAISED THE WORK OF THE TEG AND NOTED 
THE TEG HAD FULLY COOPERATED WITH PC\'S OBSERVATION 
EFFORTS. SHE ADDED THAT MANY CANDIDATES HAVE ALSO 
EXPRESSED SUPPORT FOR THE INVOLVEMENT OF CITIZENS 
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PARTICIPATION IN ELECTION OBSERVATION. 


Comment 


8. (SBU) THE POPULARITY OF THE PSC HAS GROWN IN GUAYAS 
OVER THE LAST FOUR YEARS WITH THE ACCOMPLISHMENT OF 
VISIBLE PHYSICAL IMPROVEMENTS TO THE CITY OF GUAYAQUIL 
AND THE ROAD SYSTEM IN THE PROVINCE 

RESULT IN THE RE-ELECTION OF THE TOP PSC CONTENDERS. THE 
PRE AND PRIAN 

HAD DIFFICULTY MAKING INROADS AGAINST THE PSC\'S 
INCUMBENCY ADVANTAGE IN GUAYAS. ANY RESULT SHORT OF A 
SWEEP IN GUAYAS PROVINCE WOULD BE INTERPRETED AS A 
SETBACK FOR THE PSC AT THE NATIONAL LEVEL 

REMAINS THE LARGEST SINGLE PARTY IN CONGRESS. 


9. (SBU) WITH LITTLE DOUBT ABOUT THE OUTCOME OF THE 
MAJOR RACES FOR MAYOR OF GUAYAQUIL (JAIME NEBOT) AND FO! 
PREFECT OF GUAYAS (NICOLAS LAPENTTI) 

EXCITEMENT ABOUT THE ELECTIONS IN THE STREETS. THERE IS 
ALSO RELATIVELY LITTLE CAMPAIGN ACTIVITY TAKING PLACE IN 
GUAYAQUIL ITSELF 

PROVINCE ARE BEDECKED WITH THE USUAL ELECTORAL TRAPPIN( 
OF BANNERS 

IMPROVEMENTS IN THE ELECTION MONITORING PROCESS AND WF 
APPEARS TO BE A COMFORTABLE LEAD FOR THE REELECTION OF 
LAPENTTI AS PREFECT MAY ELIMINATE 

ACCUSATIONS OF ELECTORAL FRAUD THAT MANY IN GUAYAS 
BELIEVE PLAYED A CONSIDERABLE ROLE IN THE DEFEAT OF 
HUMBERTO MATA WHEN HE RAN AGAINST LAPENTTI IN THE LAST 
ELECTION. THE OAS PLANS TO FIELD ELECTION OBSERVERS IN 
GUAYAS TO MONITOR THE USE OF ELECTRONIC VOTING MACHINES 


HERBERT 
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(SAFE) 

of State\'s Bureau of Diplomatic Security that the employee 
has undergone equivalent security training. The contact 
for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for 
any traveler with planned TDY in excess of 30 days if this 
information is not stated/certified. POC for additional 
information is RSO Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates 
the threat from transnational and indigenous terrorism as 
low. There are no terrorist groups or support groups 


Column 3 

believed to be operating in New Zealand at this time. In 
light of the worldwide security alert all visitors should 
heighten their security awareness and report any unusual 
incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat 
mail have occasionally targeted U.S. diplomatic missions 

in New Zealand. In response to U.S. policies and actions 
various groups in New Zealand have demonstrated 
occasionally at the Embassy in Wellington and at the 
Consulate in Auckland. These demonstrations are usually 
small and are peacefully conducted. During these 
demonstrations 

services normally provide adequate protection to the 
Embassy and Consulate. 


d. (SBU) New Zealand is considered a medium threat crime 
environment. As such 

experienced an increase in violent and petty crimes 

they are usually non-confrontational in nature. However 
home invasion robberies and assaults 

becoming more frequent. Burglaries and thefts occur 
countrywide but primarily in the large cities of Auckland 
Christchurch and Wellington 

especially aware that street crime 

pickpockets is a daily occurrence in these cities. Common 
sense precautions should be taken 

avoid becoming a target of opportunity. 


e. (SBU) Generally 

significant role in the world drug situation; however 

evidence indicates that New Zealand has been utilized as a 
transit point for shipments of Ecstasy 

to Australia. The most abused drugs in New Zealand are 
locally produced methamphetamine and cannabis. There have 
been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 


f. (U) All forms of public transportation are generally 

safe at all times of the day; however 

should use common sense precautions so as to not become a 
target of opportunity. 


g. (U) The traffic situation in Auckland can be difficult 
with a moderate amount of congestion. Wellington and 
Christchurch traffic is significantly better; however 
during rush hour moderate delays can be expected. 
Visitors are advised that traffic drives on the left-hand 
side of the road. Visitors are advised that traffic 
accidents are common and that it is safe to pull over so 
that police may take an accident report. However 


Column 3 

visitors who experience hostility or anti-American 
sentiment should depart the scene immediately and notify 
the RSO. 


h. (U) Precautions should also be taken to not discuss 
sensitive or classified information outside secure 
environments or over unsecured and/or cellular telephones 
and to securely safeguard classified or sensitive 
information at the Chancery and not at hotels or 
residences. 


i. (U) Visitors should also be aware of the State 
Department\'s Consular Information sheet for New Zealand 
and the most recent Worldwide Caution Public 
Announcements 

http://travel.state.gov 


j. (U) In essence 

appropriate caution and be alert to their surroundings 
with regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Wellington 
(Telephone (64)(4)462-6000 
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two countries associated with the now widely disliked Menem 
administration. They argued that disagreements with current 
US policies in areas such as Iraq are also a source of 
negative feelings toward the United States 

important as historical factors. It is interesting to note 

that positive views of the U.S. only dropped eight points--38 
percent to 30 percent--between the 2002 Latinbarometer 
completed before the Iraq war 

taken after the war began. However 

saying they had a good opinion of America dropped from 53 
percent just before the crisis in 2001 to 38 percent the 
following year 

the Argentine image of the U.S.. Marita Carballo of 
TNS-Gallup mentioned that throughout the economic crisis 
polls showed that Argentines blamed their own government 
primarily for the crisis 

viewed as contributing agents. 


3. (C) When asked how to improve opinion of the U.S. 
of the pollsters recommended an increase in exchanges 
particularly at the non-governmental level 

countries\' academic 

communities. The opinion experts felt that increasing the 
frequency of these exchanges 

generate 
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exists about the United States and demonstrate the positive 
aspects of the bilateral relationship. Graciela Romer 
recommended a program to teach the best practices from the US 
Congress to assist the Argentine Congress in its current 

efforts to be more transparent. The pollsters generally 
complimented the Embassy\'s efforts to build a stronger 
relationship between the two countries and felt these efforts 
would be reflected in improved polling numbers for the U.S. 

over time. 


4. (C) President Nestor Kirchner\'s support level varies 
widely among the pollsters 

question 

50 and 58 percent. Kirchner tends to poll at least ten 

points higher on his personal image than on his performance 
as president. Kirchner also does better when the question is 
asked as a two-option 

he does if the question is asked with a more standard 
four-point or five-point scale. For example 

latest polling shows that 58 percent of Argentines think 
Kirchner is doing a good or very good job as president 

33 percent saying he is doing an average job. However 
asked whether respondents approve or disapprove of Kirchner\'s 
job performance 

percent said they approved. Graciela Romer had Kirchner\'s 
positive personal image at 55 percent 

him an average personal rating. For job performance 

polling came in lower than the other pollsters 

percent saying Kirchner was doing a good job and 35 percent 
giving him an average rating. Kirchner has higher ratings on 
his performance with the economy and foreign relations than 
he does with controlling crime and dealing with the 
piqueteros. The pollsters lamented how their polls are 
frequently misquoted in the press 

confusion on Kirchner\'s actual approval rating. Both Enrique 
Zuleta Puceiro and Analia del Franco vehemently denied the 
allegations made in the 21 August Noticias article that 
accused them of biasing their polling in favor of Kirchner. 
They argued the numbers used in the Noticias article were 
either wrong 


5. (C) The pollsters explained Kirchner\'s comparatively 
high approval rating as being a result of an improving 
economy 

of viable alternatives 

individual seeking to change the system. As Mora y Araujo 
put it 
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horse in western movies that rides into town to take over for 
the corrupt and incompetent men that have been mismanaging 
things. Kirchner\'s biggest challenges are the economy and 
crime and security issues. Most of the polling experts were 
optimistic in the short term on the economy 

generally attributed the economic improvements to amore 
favorable international situation than to Kirchner\'s decision 
making. On crime and security 

clear strategy and was more focused on short-term strategies 
rather than long-term needs 

the Buenos Aires provincial police force. Puceiro felt that 
Kirchner\'s support level would likely drop in the coming year 
because he would be forced to accept the PJ presidency in 
order to get the support from the PJ provincial party 
structure to make the gains he wants in the 2005 elections. 
By finally tying himself to the traditional Peronist 

structure 

outsider trying to clean up the system. Most of the other 
pollsters agreed that Kirchner\'s approval ratings would 
continue to erode over the coming year 

felt there currently was no opposition leader on the horizon 
that could challenge Kirchner\'s top spot in the arena of 
public opinion. Minister of the Economy Roberto Lavagna is 
the individual with the next highest approval rate 

percent of the population approving of the job he is doing in 
Puceiro\'s latest poll. 


6. (C) The pollsters described the political opposition as 
being in disarray 

traditional party structure in Argentina. All of the opinion 
analysts felt there currently is no well-organized political 
opposition outside of the PJ party. Opposition figures like 
ARI leader Elisa Carrio 

and Compromise for Change leader Mauricio Macri are merely 
figures without a national party structure 

national appeal to directly challenge Kirchner. The Radical 
Civil Union (UCR) party has a national party structure 

is too weak and divided to act as a real check on the GOA. 
Some pollsters 

no longer represent the Argentine electorate. For Romer 
these traditional parties have become fractured 

groupings that encompass individuals from mutually exclusive 
political points of view. As Rosendo Fraga recently put it 

in a meeting with DCM and POLCOUNS 

a culture than a political party. The UCR has faced the 
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brunt of these political changes over the past few years 
leading members of the party have left to form their own 
political organizations. Romer felt the eventual fracturing 
of the PJ was also inevitable. What she thought would 
replace the current political structure is a center-right and 
a center-left coalition. (Comment: Dr. Ruben Octavio 
Villan 

a similar prediction. He felt what has happened in the 
Buenos Aires city politics 

UCR and PJ to form their own political organizations 
foreshadowing of what will eventually happen on a national 
stage. It must be noted that none of our contacts 
Embassy 

the near future. End Comment) The pollsters felt the main 
obstacles that impeded the formation of new opposition 
grouping are the egos of the opposition leaders 
association Argentines have with political alliances 
following the disastrous experience with former President de 
la Rua\'s coalition government 

ratings. Puceiro felt it was also impossible for leftist 
parties to develop because there was little political space 
between Kirchner and the piqueteros 

among the public. 


7. (C) Argentina has a well developed polling community 
with several firms associated with major international 
research groups 

pollsters are also excellent analysts of the Argentine 
political system and have proved to be an invaluable source 
of political reporting for the Embassy. All of them are 

doing work for one or more political parties or figures 

giving them access to interesting information on political 
strategy and negotiations. We will continue to maintain 
close contact with them as we look toward the 2005 election. 
GUTIERREZ 
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deficit in the first half of 2004 soared 83% from a year ago 
to US$2.5 billion. 


Export Expansion Prompts Imports to Grow Faster 


8. Taiwan\'s C/A surplus in the first half of 2004 declined 
23% from a year ago to US$11 billion due to: 1) imports of 
production inputs 
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travel. Imports on fob basis totaled US$74.5 billion 
increase of 35% while exports were US$83.5 billion 

greater than a year ago. The overall BOP trade surplus fell 
by 19% from a year ago to US$9 billion. The export growth 
increased demand for industrial materials and semi-finished 
goods. 


Income from FOREX Reserves Declines 


9. Interest from CBC FOREX reserves has historically kept 
Taiwan\'s \"factor income" account in surplus. TaiwanYs FOREX 
reserves are mainly deposited in U.S. and Japan banks 
foreign government bonds. However 

interest rates in the United States prior to early July 2004 
drove the CBC\'s interest earnings down by 8% to US$5.2 
billion. According to George Chou 

CBC\'s Foreign Exchange Department 

Taiwan\'s FOREX reserves in the first half of 2004 averaged 
3.5 - 4.5% 

higher than bank interest. 


Prospects 


10. Tsai Hung-kun 

Statistical Bureau 

likely continue in the second half of 2004 but will decline 
due to slower export expansion. He expects export growth 
to slow to barely above 10% in the fourth quarter of this 
year and to 7% in 2005. He also foresees improved cross- 
strait relations resulting from the recently cancelled 

military maneuvers 

to bring capital back to Taiwan. Unless fluctuations in 
foreign stock markets prompt a large redemption 

extend the BOP surplus through the second half of 2004 
subject the NTD to heavy appreciation pressure. 
Appended Table 1 

Taiwan\'s Balance of Payments for 1st Half of 2003 & 2004 
(unit: million US$) 


- 1st Half 1st Half 
Item 2004 2003 
A. Current Account (C/A) 

B. Merchandise Trade 


- Exports (fob basis) 83 
- Imports (fob basis) -74 
- Surplus 9 


C. Service Trade 
- Credit 13 
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- Debit -15 
- Deficit -2 
D. Factor Income 

- Credit 

- Debit -1 
- Surplus 5 
E. Unrequited Transfer 

- Credit 1 
- Debit -3 
- Deficit -1 


F. Current Account Surplus (B through E) 10 
G. Capital Account (deficit) -48 -39 
H. Financial Account 


l. Direct Investment 

- Outbound -3 
- Inbound 747 559 
- Deficit -2 

J. Portfolio Investment 

- Outbound -13 
- Equity Shares -8 
- Bonds -4 

- Inbound 6 

- Equity Shares 4 
- Bonds 1 

- Deficit -7 

K. Other Investment 

- Assets 3 

- Liabilities 21 

- Surplus 24 


L. Financial Account Balance 
(I through K) 14 


M. Net Errors & Omissions -1 
N. Overall Balance (F+G+L+M) 24 


O. Change in CBC\'s Net Assets 

- Prior to Adjustment of 

- Valuation Change -24 

P. Valuation Change 670 -3 
Q. Change in CBC\'s Net Assets 

- after Adjustment of Valuation Change -23 
- in Foreign Assets 654 -3 
- in Gold 16 -19 


Source: Central Bank of China 
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Appended Table 2 
Gold & Foreign Exchange Held by Taiwan 
As of June 2003 and June 2004 


(Million US$) 

- June June 
Item 2004 2003 
Central Bank of China: 

Gold 4 

Foreign Exchange Reserves 230 
International Reserves 234 


Deposit Money Banks: 
Foreign Assets 43 
Foreign Liabilities 46 


Net Foreign Assets 231 


PAAL 


5. In July 

Administration (TEPA) introduced a draft regulation against 
\"excessive\" packaging. While TEPA claims local industry 
supports the proposed legislation 

representatives are strongly opposed. AIT has persuaded 
TEPA to submit the legislation to WTO for comment 
extend the time-line for finalizing the legislation. AIT 
ESTOFF has discussed this issue with AnCham 
leadership. Based on those discussions 

will host a meeting with some of the more proactive industry 
reps. 


Taiwan Bank Health 


6. Taiwan banks reported a slight decline in capital 

adequacy ratio from 10.07 percent to 10.01 percent in the 

first half of 2004 

set by the Bank for International Settlements. Central bank 
Officials attributed decline in the capital adequacy to 

Taiwan banks\' massive write-offs of bad debt over the past 
five years and to a significant increase in bank loans as 

the economy rapidly expanded over the past year. Meanwhile 
the bad debt write-off drove down Taiwan banks\' average non- 
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performing loan (NPL) ratio 
measures 

five percent in June 2004. 


7. Despite the improvement 

Commission (FSC) continued to strengthen supervision of the 
banking sector. The FSC has drafted revisions to the 
Deposit Insurance Statute that will authorize the Central 
Deposit Insurance Corporation to take over any financial 
institutions with a capital adequacy ratio of under two 

percent. The bill requires troubled financial institutions 

to pay extra insurance charges on top of normal premiums to 
further encourage banks to maintain a prudent lending policy 
and protect against insolvency. 


PAAL 
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Vietnam has not replenished stocks of poultry and eggs from the 
widespread culling that occurred during the first outbreak of 
avian flu in December 2003 

reportedly stopped raising chicken altogether. As southern 
Vietnam has a significant poultry market 

scarce supply have suggested public concern about avian flu and 
avoidance of poultry. During the past month 

prices in Hanoi 

and in some cases risen slightly. END SUMMARY. 


2. (SBU) According to widespread media reports 

proclaimed free of bird flu in March 

fowl population has been destroyed 

in 57 out of 64 localities and a loss of VND 1.3 trillion ($83.3 
million). International media sources were the first to report on 
fresh outbreaks of avian flu this summer and were the only 
consistent sources until August. Local English language 
publications did not report any confirmation about avian flu from 
the Vietnamese authorities 

until August 

outbreaks. Additionally 

avian flu recurrence in the Vietnamese language press until the 
end of July. 


3. (SBU) Government pronouncements reported in the national media 
have not been consistent. During a working meeting with the FAO 

on July 14 

(DAH) 

new cases of bird flu in Vietnam since March 30. Yet on July 19 

the DAH and the central government announced that an early July 
outbreak was \"under control\". Shortly after the July 19 
announcement 

that avian flu had returned (from July 30 - August 2). The media 
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also reported that avian flu was again becoming a big concern 
the number of people reporting bird flu symptoms rose in 
localities having infected chickens. 


4. (SBU) Vietnamese media have been fairly muted since the initial 
July 19 announcement. Newspapers now carry remarkably similar 
reports 

August 13 did a major Vietnamese publication (Thanh Nien) carry 
the headline Government confirms bird-flu returns." Only a 
limited number of government officials are allowed to answer the 
press on the topic of avian flu. ConGen media contacts claim that 
the GVN decided to follow Thailand\'s approach in dealing with the 
current avian flu outbreak. In their view 

downplayed last years outbreak and Thailand\'s tourism industry 
suffered little while tourism to Vietnam fell sharply. However 

Dr. Bui of DAH warned the population at a September 1 press 
briefing in Hanoi that the HN51 virus could linger in the 
environment for at least five years after a fresh outbreak 

that the flu could erupt again \"anywhere\" 

announced that the current outbreak could soon be declared \"under 
control". 


5. (SBU) Since the first avian flu outbreak both the supply and 
price of chicken have dropped substantially. According to a 
report by the World Bank in Vietnam 

Influenza Epidemic on the Vietnamese Economy 

chicken was roughly VND 45 

ConGen spot checks at local high-end markets indicate a price of 
around VND 30 

with an expatriate retail grocer who sources chicken locally. 
According to the grocer 

at VND 78 

Additionally 

local supplier. Now the company sources from two or three 
suppliers due to short supply. However 

reported to HCMC Econoff on October 7 that wholesale chicken 
prices 

in the past month -- aphenomenon also observed for chicken prices 
in Hanoi during the same period. 


6. (SBU) Econoff also spoke with a local catering business about 
the price of poultry 

While chicken still remains a popularly requested menu item 
catering company reported paying a retail price around VND 

30 

risen in the past six months: beef from VND 55 

65 

from VND 30 

24 


7. (SBU) Poultry and poultry products are becoming far less common 
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even in popular markets such as Ho Chi Minh City\'s Ben Thanh 
Market. Falling demand and prices in recent months 

a fear of contracting the illness seem to be causing farmers to 

get out of poultry. ConGen media sources report that only a 

handful of markets and supermarkets in HCMC are currently allowed 
to sell chicken meat. (NOTE: According to the Ministry of 
Agriculture in Hanoi 

throughout the country in both open markets and in supermarkets 
but cities and provinces may implement their own regulations 
regarding the sale of poultry meat. END NOTE.) 

8. (SBU) COMMENT: In southern Vietnam 

declining poultry prices over a period of months 

official media signals suggest a continuing public anxiety over 

avian flu and the difficulty the government has faced in assuaging 
that anxiety. Recent reports of stable or increasing prices 

indicate that the local market may finally be correcting itself by 
matching diminishing supply with price increases. END COMMENT. 


WINNICK 
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state have rates well above the national average. Lagos 
has various prevention 

place 

enhance them. Few people receive antiretroviral drugs 
making treatment an area of significant need. The areas 
of need identified by the state officials align well 

with the goals of the Emergency Plan. End summary. 


2. USG team members met with the commissioner for 
health 

Ministry of Health and (separately) the CEO of the 
Lagos State Action Committee on AIDS (LSACA) 
Aderemi Desalu 


Lagos Prevalence Rates: Just below national 
average but highest in the Southwest 


3. USG team members provided an overview of the country 
goals for the Emergency Plan for AIDS Relief. The 
presentation included prevalence rates drawn from the 
2003 National HIV Sero-prevalence Sentinel Survey from 
the Federal Ministry of Health. The state prevalence 

rate of 4.7 percent is slightly below the national 
prevalence of 5.0 percent 

prevalence of the Southwest states. Within the state 

the prevalence rate varies by location 

percent on Lagos Island to 7.7 percent in Ikeja. 
(Comment: The reliability of the survey results has 

been difficult to gauge. The Lagos Island rate of 1.7 
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percent seems much too low. End comment.) 


State Response: Solid programs 
underway 


4. Commissioner Pitan explained that LSACA 

the governor\'s office 

in the state. As the coordinating agency 

with eleven line ministries 

Health. (Comment: Effectiveness in some states has been 
hampered by confusion or wrangling over the scope of 
responsibilities of the SACA and other agencies. Lagos 
State is often cited by the World Bank as an example of 
how coordination can and should work. End comment.) 


5. The commissioner commented that most people in Lagos 
State know AIDS is real. He stressed the national 
importance of addressing HIV/AIDS in Lagos 

the state\'s large population is drawn from all areas of 
Nigeria 

their home villages and other parts of the country. He 
highlighted some of the programs in the state 
including voluntary counseling and testing (VCT) 
centers 

(PMTCT) programs 

transfusion services. He added that the state plans to 
establish more VCT centers (with Family Health 
International) and to focus more on treatment. For 
instance 

program and is currently obtaining ARV bids from 
several leading pharmaceutical companies. 


Prevention: Blood supply system is clear area of need 


6. Prevention activities in Lagos State include PMTCT 
programs in twelve hospitals 

programs in schools 

John Snow 

Plan funding will go toward treatment 

also stressed the importance of prevention. 


7. A recent state law calls for screening and 
certification of the blood supply. Eighteen screening 
centers exist 

state remains far from full compliance with the new 
law. Ministry officials asked for USG assistance toward 
the goal of screening 100 percent of the blood supply 
and in increasing the number of volunteer donors. They 
explained that currently less than five percent of the 
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blood supply comes from volunteer donors. Most of the 
supply comes from commercial donors (touts) 

comes from recipients\' relatives. The officials implied 
that increasing the proportion of supply from volunteer 
donors would reduce the likelihood of HIV in the 
supply. 


Care and Support: VCT expansion and refinement needed 


8. Fourteen voluntary counseling and testing (VCT) 
centers operate in Lagos State 

Family Health International and USAID and one run by 
Medecins Sans Frontieres. Ministry officials said they 
plan to increase the number of VCT centers. One noted 
the importance of strengthening family planning 
programs and clinics that treat sexually transmitted 
infections (STI) and linking them to HIV programs. He 
suggested the low prevalence rate on Lagos Island is 
partially due to the fact that the island has had a 

clinic for STIs for over twenty years and an HIV/AIDS 
voluntary counseling and testing center for more than 
five years. 


9. Regarding barriers to people\'s using VCT centers 
Pitan commented that without hope of antiretroviral 
treatment 

make known their HIV status. Another official noted a 
need for youth-friendly services to encourage teenagers 
to be tested 

remains a significant barrier. 


10. A ministry official pleaded for an emphasis on 

children 

HIV/AIDS strategies. She commented that supportive care 
would be valuable even if no drugs were available. 

Pitan said Lagos would be a good place to start 

pediatric AIDS activities 

pediatric center in Nigeria. 


Treatment: Few programs and significant need 


11. The Ministry of Health officials requested that we 
allocate the majority of Emergency Plan funds to 
treatment and antiretroviral (ARV) drugs. In 

particular 

treatment to the services provided by VCT centers and 
maternity centers. Currently 

University Teaching Hosipital is included in the 

National ARV Treatment Program. This site serves about 
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500 clients. The Lagos Island General Hospital also 
provides ARV treatment for about seventy-five patients 
who self pay and ten patients for whom Medecins Sans 
Frontieres covers the costs. 


12. The ministry officials did not have definitive 
information on private hospitals 

providing ARV treatment. They said that given the high 
cost 

through private hospitals. 


Health System: Capacity building 
needed to support programs 


13. One of the ministry officials commented that none 

of these specific HIV/AIDS programs can function 

outside a functioning overall health caresystem. He 
requested some USG support for capacity building in the 
health system 

The USG team explained that the Emergency Plan places 
constraints on general system support 

must be directly connected to HIV/AIDS prevention 

and support 


Comment 


14. HIV/AIDS issues receive relatively strong political 
support in Lagos State. LSACA is perhaps the most 
effective of Nigeria\'s SACAs 

place and a good working relationship with the Lagos 
State Ministry of Health. Clearly 

remains to be done to prevent and treat HIV/AIDS among 
the large population of Lagos State. The ministry and 
LSACA officials have a good understanding of what is 
needed 

the goals of the Emergency Plan for AIDS Relief. 
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politicians 

still open for a compromise that would set a date for 
negotiations to begin with Turkey 

process to stop if Turkey failed to make the expected 
progress. In other words 

criteria 

said that the MFA would soon draft a government position 
which would be sent to the cabinet for approval. Then it 
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would go to Parliament for approval 

Parliament would mandate the position which the MFA should 
take on Turkey in December. (Comment: This would be one of 
the first test cases of the new law requiring the MFA to 

follow Parliament\'s instructions on issues before the EU. 
Although cumbersome 

for government leaders. End comment.) 


3. (U) After the European Commission\'s report on Turkey was 
made public October 6 

released a press statement calling the report a useful 

starting point for DecmberYs EU summit discussions. It 
recognized Turkey\'s progress 

fulfilling all the necessary criteria in practice. It 

questioned the EU\'s absorbative capacity. The press 
statement emphasized as key that beginning negotiations was 
not tantamount to a commitment to accept Turkey as a member 
and noted that the Commission\'s stance was consistent with 
that of SDKU. SDKU confirmed that it would begin a poitical 
discussion among domestic political parties in the interest 

of reaching a wide consensus. 


WEISER 
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to benefit from the training we received at RADACAD.\" 


C. EQUIPMENT DELIVERED DURING REPORTING 


1) Twelve Acer Laptop Computers along with carry 
cases and various software 
Wireless LAN 
one LCD Projector were donated to the Institute 
Prumysloveho Management (IPM) 
This donation was made through a grant request that was 
approved by the State Department. The value of the 
donated articles was $38 
provided an Internal Control Program training workshop 
to Czech enterprise representatives for the Department 
of Commerce. The purpose of this training was to 
advance industry export control awareness and to foster 
compliance with national export control laws and 
regulations following Czech accession to the EU. 


D. IMMINENT TRAINING OR EQUIPMENT STATUS UPDATE. 


1) Tracker Training is scheduled to be conducted in 
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Slovakia during the last week in October 2004. This 
training will be provided to officers of the Border and 
Alien Police at Vysne Nemecke 
with the Ukraine. The instructors are Native American 
Customs and Border Protection Patrol Officers from the 
Tohono O\'Odham Reservation in southern Arizona. Twenty- 
five Border and Alien Police officers will be trained 
on signing and tracking techniques that will help them 
track down and capture aliens 
illegally smuggled into Slovakia. 


2) Two new Skoda Fabia motor vehicles for the Slovak 
Border and Alien Police were purchased this month. 
Delivery time to dealership is expected to take 6-8 
weeks. 


E. SIGNIFICANT DEVELOPMENTS IN EXPORT CONTROLS 
NONPROLIFERATION 
None. 


3. RED FLAG ISSUES. 
None. 


Questions regarding this report can be directed to 


Larry Adkins 
Bratislava at telephone no.: 421-2-5922-3375 
2-5922-3497 or through email at adkinsih@state.gov. 


WEISER 
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reported. If the Emergency cannot be lifted for reasons of 
national security 

detainees\' right to legal counsel and make other improvements 
in their conditions 

reading material 

(Note: Detainees are allowed one visit every 20 days. A few 
prominent detainees have had more frequent visits. End note.) 


5. (C) GORM interlocutors 

indicated that the State of Emergency would likely be lifted 
before the Special Majlis reconvened on October 12. The 
President noted that he had drafted some articles for a new 
Constitution for the Majlis\' consideration. \"I don\'t mean 
they have to pass (his proposed draft);may be released in 
time to participate in the October 12 session 
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Attorney General and the President indicated 

likely remain in detention to face \"very serious charges\" of 
conspiring against the Government. The Attorney General is 
in the process of drawing up these charges. The 
demonstrations of August 12-13 were \"the culmination of a 
long-time process 

groups 

common criminals\" conspiring to overthrow the government. 
The results of ongoing investigations 

substantiate that charge 

undertook to review the conditions of detention the 
Ambassador cited 

the detainees access to legal counsel 

exercise and more frequent family visits. (Note: Just 

before the Ambassador left Maldives the evening of October 7 
the Government Spokesman told him that the President had 
decided to restore the detainees\' right to legal counsel and 
make other improvements in their conditions and that the 
State of Emergency would be lifted in the next few days. The 
State of Emergency was lifted early October 8 

the Government-owned website. End note.) 


6. (C) President Gayoom also asked for an update on the 

case of Guantanamo detainee Ibrahim Fowzy. The Ambassador 
advised the President that FowzyYs case remains under active 
review. 


7. (C) On October 6 the Ambassador met with 10 Members of 
the Special Majlis detained on Dhoonidoo Island. (Two of the 
detainees are also Members of the Regular Majlis.) An 
eleventh MP was in the hospital and not available to be 
interviewed. Atthe Ambassador\'s request 

agreed to allow him some unsupervised discussion with each of 
the detainees--the first time the Government has granted that 
request to anyone. (Note: Under the agreed arrangement 
police escort was present for part of the conversation. At 

the Ambassador\'s request 

each interview 

to the Ambassador in private. Surprisingly 

detainees said anything during this confidential exchange 

that they had not already said during the supervised portion 

of the interview. End note.) 


8. (C) With the exception of one detainee 

of being roughly handled when he was first arrested 

the detainees complained of physical abuse. Each said he had 
adequate food and access to medical care. All complained of 
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severe psychological stress--and many showed evidence of such 
strain--because of their extended detention in solitary 
confinement. The prisoners are strictly forbidden from 
communicating with one another; doing so means the revocation 
of \"privileges\" like food and water 

detainee. Except for the Koran 

or writing material. (One detainee\'s request for a copy of 

the Constitution was denied.) Except for a few detainees who 
have been given a special exemption for medical reasons 

are confined in 8x8 cells with no opportunity to exercise. 

Family visits are rare and heavily supervised. Most 

detainees have been permitted only one visit. Only wives 
apparently 

children are not allowed. One detainee\'s request to 

telephone his children (one and three years old) was denied. 
Many also complained that they had been interrogated only 
briefly. One detainee 

no more than ten minutes in a three-week span 

rhetorically why he was being detained for investigation if 

he was not being investigated. Many inferred from the GORM\'s 
apparent lack of interest in interviewing them that other 
\"evidence\" against them was being compiled. Some said that 
the police had confiscated computer equipment from their 
homes several weeks earlier and speculated that the GORM 
might plant incriminating e-mails or other documents to build 

a case against them. A number of detainees intimated that 

the Government seemed to be focusing its attention--and thus 
likely its case--on Ibrahim Gasim 

and popular new Member of the Special Majlis who had seemed 
poised to win the post of Speaker. 


9. (C) Each detainee denied that he was seeking to overthrow 
the government. A few said that they hoped President Gayoom 
would finish out his current term and leave a legacy of 
democratic reform that the whole country could be proud of. 
Gasim himself 

and whose hands were shaking 

\"mental problems\" as a result of sleep deprivation in the 
early days of his confinement. (Note: He appeared to be 
suffering from acute psychological strain. End note.) His 

wife was attempting to bring a neurologist from Germany 
reported 

the doctor access to him. He denied ever giving money to 
\"Sheikh\" Farid 

charges. \"| want women to be able to run for President 
declared; \"Farid is against that. \"People are framing me 

he concluded sadly. Ibrahim Zaki 

General and government servant for 38 years 

be showing signs of mental stress. Declaring that he was 
suffering from heart and back problems 

signed a \"statement 
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released from detention and given time with his family before 
being sent to the hospital. 


10. (C) The GORM realizes it must repair the diplomatic 
damage done by its reaction to the events of August 12-13 and 
its ill-judged treatment of a high-level EU delegation 

reviewing the situation (Ref D). The lifting of the State of 
Emergency 

and the October 5 signing of the MOU with ICRC are all 
encouraging developments. That said 

the GORM will proceed with \"very serious charges\"--possibly 
relating to treason or subversion--against at least some of 

the detained MPs. These events will cast a long shadow over 
the next sitting of the Special Majlis and could undermine 

its ability to pass credible reforms. A reconstituted 

Special Majlis 

and vociferous proponents of reform 

most Maldivians\' genuine desire for greater democratic 
change. 


LUNSTEAD 
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satisfactory\" 

wanted to address improvement of controls and training of 
inspectors in future meetings with the U.S. Hutchinson told 
Lamoureux he hoped for greater exchanges with European 
institutions on leading technologies in airport security. 


U.S.-EU Maritime Cooperation 


3. (SBU) Lamoureux told Hutchinson that the Commission would 
begin inspecting maritime facilities in January 2005 

this would be the first implementation of the maritime 

security code. As such 

in implementation. Currently differences in U.S. ISPS code 
implementation were creating practical problems. Acting 
Director for Transport and Energy Security 

claimed that through its legislation 

strictly by the ISPS code 

asked for a common identification of suspect port facilities. 
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4. (SBU) Lamoureux asked Hutchinson to explain DHS views on 
container seals. Hutchinson noted that the shipping industry 
was working to develop secure containers and locks. DHS is 
in the process of considering requirements for seals and 

locks on U.S. bound containers. As this process goes 
forward 

differing standards. Hutchinson pledged to share ideas on 
container seals with the EU. Lamoureux felt seals integral 
with the container would be most effective. He asked whether 
the U.S. believed that seals were essential. Hutchinson said 
they were important 

threat to the supply chain 

total. Lamoureux noted that international views on seals 

will affect EU decision-making 

work multilaterally on a container seals measure. 


5. (SBU) Hutchinson committed to respond to Lamoureux on 
both the ISPS and container seals questions and to work with 
the EU. He added that the effectiveness of measures taken 
should also be part of any U.S.-EU discussion and that the 
DHS industry advisory group COAC (Customs Operations Advisory 
Committee) had been asked to make recommendations on 
regulations governing container trade. He promised to share 
the group\'s recommendation with the Commission. Trestour 
suggested that given the security risks raised by 
transshipment of containers 

together on capacity building in third countries. 


Parliament\'s Concern Over Costs 


6. (SBU) Hutchinson asked whether the new Parliament were 
more or less sensitive towards security questions. Lamoureux 
said EU institutions 

becoming concerned with the costs of additional security 

the Commission was preparing a communication on the subject 
to answer the questions: Who should pay? users or the member 
states. Lamoureux believed the overall conclusion would be 
that public authorities 

that the Parliament frequently pointed to the U.S. 

Government\'s willingness to pay for aviation security 

upgrades as potentially distorting competition. Lamoureux 

said the issue had become so contentious that new Community 
security initiatives could be scuttled. Hutchinson told 
Lamoureux that the question of who pays also came up in U.S. 
discussions on containers where it was decided that shippers 
would bear the costs for regulations due to be promulgated 6 
months to a year from now. The U.S. Government had invested 
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heavily in aviation security 
rail shipments 

available 


7. (SBU) Lamoureux also noted that the Parliament continued 
to press on the PNR case and asked whether 

pressure 

new Commission officials parts of the PNR agreement including 
reducing the list of data elements it collected. Hutchinson 

said the U.S. is content with the current agreement and his 
objective would be to let experience demonstrate the 
effectiveness of the privacy protection DHS has put into 

place. 


Rail/Mass Transit Security 


8. (SBU) Lamoureux said that the Commission was concerned 
over rail security 

issue 

Commission would have to issue a regulation harmonizing 
security practices in the area. Hutchinson said that while 

the USG did not take over rail and mass transit security 
following the Madrid bombings 

in securing the U.S. rail network. DHS established \"federal 
leadership" for security. DHS had looked regionally at 
individual networks to find the best practices in place and 
used the best standards to create a benchmark to build from 
in the case of an elevated threat. DHS was also developing a 
federal response capability. The U.S. Congress is sensitive 
to transit authorities\' requests for additional funds 

has made some limited grants in this area. 


9. (SBU) Lamoureux emphasized the importance of looking at 
rail station security. It had become clear that the Madrid 
bombers had intended their bombs to detonate inside stations 
to maximize destruction. He believed the best example in 
Europe of effective station security were the Eurostar 

stations in London 

that such measures were expensive 

in this area. Some U.S operators had piloted checking 
passengers 

been tried only at small stations. The U.S. had neither the 
equipment nor the personnel to do more. Programs moved 
slowly. Lamoureux noted that after Madrid 

railways established a clear separation between passengers 
and luggage 

Hutchinson suggested that there would be benefits in working 
together on rail security. 


U.S.-EU Bilateral Agreement/Air Marshals 
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10. (SBU) Lamoureux suggested that the bilateral aviation 
agreement currently under negotiation between the U.S. and EU 
could provide a better framework for discussions on some 
security issues now underway in ICAO. One example would be 
to use the aviation bilateral to find a more rapid solution 

for a standard set of rules for the training and equipping of 

air marshals. Lamoureux asked whether it would be 
appropriate to discuss \'ICAO type\' standards under the 
auspices of the bilateral. Hutchinson said the U.S believed 
that air marshals added security value 

international standard on training and equipping marshals was 
necessary. He suggested that the U.S. and EU might wish to 
look for alternate venues to discuss the air marshal 

question 

bilateral agreement may not be the best venue. 


Scott 
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[with Taiwan] If [You] See Taiwan as a "Partner\"\" 


Chen Charng-ven 
an op-ed in the conservative 
Daily News\" (10/7): 


\". The writer can fully understand [Deputy 
Undersecretary of Defense Richard] Lawless\' position in 
maintaining the United States\' and Taiwan\'s interests. 
But his speech deserves more thorough consideration 
when it is the taxpayers of Taiwan who have to pay the 
bills from the arms deals. 


\"First 

fails to pass 

attention to its national security? The NT$610 billion 
arms deal does not necessarily equal national security. 
[Taiwan\'s] national security hinges on its goodwill 
gestures to maintain peace 

of domestic affairs 

also the development of mainland China; it does not 
necessarily rely on its arms procurements. . The best 
example is the former Soviet Union 

partly because of its excessive dedication to military 
buildups without recognizing its limits. Also 

weapons that Taiwan plans to buy from the United States 
do not certainly guarantee [complete satisfaction of] 
Taiwan\'s ‘national security\ needs. 


\"Second 
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countries\' will doubt Taiwan\'s commitment toward its 
own national defense should the budget fail to pass? 
The writer is very curious: what other countries 
addition to the United States 

Taiwan\'s security? In fact 

underscored one thing 

States no longer shares a joint defense treaty 

United States has no obligations under international 
law to defend Taiwan. If Lawless can truly represent 
Washington by saying that ‘the U.S. government will 
stand firmly as the backing for Taiwan\'s self-defense\' 
and if Washington is really interested in being 
Taiwan\'s partner 

sign a joint defense treaty with Taiwan and guarantee 
the security of Taiwan as a "partner. If the United 
States is willing to do so 

the taxpayers in Taiwan to pay NT$610 billion or even 
more money for our security. .\" 


PAAL 
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been dominated by secondary issues and have therefore failed 
to engage ministerial-level attention from key EU countries. 
The November Council agenda will reflect the Dutch hope to 
rectify that problem with a thorough discussion of the Wim 

Kok report on the EUVs Lisbon agenda as well as concrete 
progress on three efforts to improve the regulatory 
environment -- business impact assessments for new 
regulations 

rules 

administrative burden of EU regulations. The Dutch have been 
working with both the Irish and with staff from subsequent EU 
presidencies to improve the effectiveness of the Council in 
contributing to improved European economic growth. End 
summary 


2. Emboffs met with Remco Zeeuw 

European Integration and Strategy Department of the Ministry 
of Economic Affairs 

the same office 

Council and Minister of Economic Affairs Brinkhorst 
ambitions for it. Zeeuw and Kes are the officials at the 
Ministry who prepare the &dossier8 for the Council meetings 
and accompany the Minister to them. 


Key role of the Council for Dutch presidency priorities 


3. Success at the Council is key for several top priorities 
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for the Dutch presidency. Laying the basis for the March 
2005 mid-term review of the Lisbon Agenda (five years into 
the ten year program) is one. The Dutch 

of other observers we have talked to 

economic structural reforms necessary for achieving the 
Lisbon Agenda goals (centrally 

productive economy by 2010) have not been implemented. 
Zeeuw 

on what needs to be done 

level prevent progress. Most of the reforms identified have 
not been in the power of the EU to undertake. The Dutch will 
seek both to identify more thatthe EU can 

itself 

national action. A preliminary discussion with Wim Kok 

is chairing a report from a high-level committee as part of 
the preparation for the mid-term review 

September 24 Council 

to the November European Council. 


4. Also important for Council action are three efforts to 
deregulate the European economy. The Competitiveness Council 
has been trying to assert its authority through use of 
assessments of the impact on European business 
competitiveness of regulatory proposals from other Councils 
(this has been most prominent in the review process of the 
Environment Council 

The Irish and Dutch have cooperated in a year-long program to 
simplify existing EU regulations 

come up with a list of 300 suggestions now being winnowed 
down to a do-able twenty or thirty. Finally 

is to introduce an agreed methodology to measure the 
administrative burden of regulations 


5. Put more broadly 

central European economic problem ) slow growth ) will find 
its solution mainly in the areas that are the principal 
responsibility of the Competitiveness Council 

the Eurogroup or the European Central Bank (though 
course 


Dutch view: the Council was not operating well 


6. Dutch Economics Minister Jan Laurens Brinkhorst has not 
hidden his low opinion of how well the Competitiveness 
Council has operated: at a Conference Board-organized 
Productivity 

Amsterdam early in the Dutch presidency 

was a ¿dead horse in the path of progress.8 He has 
repeated such criticisms ) in slightly different terms ) on 

other occasions. Zeeuw and Kees said that other Ministers 
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agreed 

attend Council meetings consistently. Meetings were boring 
and concerned with unimportant things (Zeeuw used the 
proposed regulation on sales promotions ) currently on the 
Council agendas ) as an example). 


7. The Dutch have tried to upgrade the content of the 
agendas 

ministerial attention 

junior minister or civil servant levels 

Council meetings the status they should have. They regard 
regular attendance by certain key industry/economic affairs 
ministers (UK 

measure of their success. Brinkhorst has organized informal 
dinners preceding the Council meetings in order to &improve 
the atmosphere8 and give an &esprit de corps.8 


8. The campaign to upgrade the Council is a long-term 

project 

preceding Irish presidency and the succeeding Luxembourg and 
UK presidencies. Zeeuw said he has even talked with his 
counterparts in Austria and Finland 

about it. All of these countries share the same view as the 

Dutch 

the Council addresses Europe 

(&Coherence8 

Italian emphasis for the Council.) 


Comment 


9. Amore effective Competitiveness Council 

more competition for European business (especially needed 
said our interlocutors 

industries 

not pressed by competition) 

greater transparency and input from business 

obvious benefit to US objectives. Many US problems with 
market access in Europe derive from an inward-looking 
Commission 

Council 

supporting the Council 

audiences for communicating US concerns. 

SOBEL 
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to begin October 8 

GON\'s intentions. Other observers are equally skeptical of 
the GON\'s sincerity and the possibility of a resolution to 
the conflicts rooted in Nigeria\'s flawed 2003 elections. The 
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absence of a response from the GON brings into question the 
continued viability of the Nigerian state as currently 
structured and creates an environment that could encourage 
more violent opposition to GON policies or create a martyr to 
the cause of increased autonomy for Nigeria\'s regions. END 
SUMMARY. 


SITUATION ON THE GROUND 


2. (U) Since the negotiations in Abuja that ended on 
October 2 

in the oil-rich Delta region 

on a group of Asari\'s \"commanders\" reportedly took place 
October 1 while Asari was in Abuja. Furious initially 
reportedly calmed down and ordered no retaliatory attack by 
his group. Asari returned to Rivers State midday October 2 
and ducked the receiving party at the airport 

vehicle and departing for one of his camps. He returned to 
the town of Buguma 

triumphant celebrations by hundreds of armed supporters. 


3. (SBU) A scheduled militias disarmament meeting took 
place this week 

and made a show of \"disarming\" his militia. Asari sent a 
message instead 

for membership in his group. (COMMENT: Tom also publicly 
\"disarmed\" his militia some weeks ago to much fanfare 

little military effect if he keeps having arms to turn in. 

Nobody believed Governor Odili\'s ally 

first time either. END COMMENT.) At another event scheduled 
to show the reconciliation between Tom and Asari 

no-show. Asari took the platform again and called for 
interested parties to apply for membership in his group. 


NEGOTIATIONS 


4. (U) Asari has returned to Abuja for the next round of 
talks with the government 

intention to disarm his fighters. He says that he thinks the 
GON is not very sincere 

possibility\" that disarmament will not go ahead. The 
Asari-GON negotiations last week covered five of the ten 
points highlighted in the talks 


-- disbanding of all militias and total disarmament; 


-- immediate cessation of hostilities by militias and the 
GON; 
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-- GON commitment to promote the development of the Niger 
delta; 


-- a pledge to be peaceful and law abiding; and 
-- a commitment to the unity of the country. 
Outstanding issues include: 

-- resolution of chieftancy issues in Okrika; 

-- resolution of chieftancy issues in Kalabari; 


-- establishment of committees to work for \"wholesome 
community development\" in the Delta; 


-- comprehensive disarmament and observance of fundamental 
rights; and 


-- rehabilitation and re-integration of disarmed youths into 
\"productive and gainful employment.\" 


5. (C) Asari remained in Abuja from September 29 until 
October 2 

President Obasanjo until late October 1 or early October 2. 
According to one source 

without his own security men. The source claimed that Asari 
threatened to walk out if his men 

hand grenades 

President reportedly acquiesced. At the end of the meeting 
Obasanjo assured Asari of his security 

\"hostage\" to travel with him to Port Harcourt. Asari chose 
Andy Uba 

Affairs. 


QUESTIONS OF CREDIBILITY 


6. (C) In addition to Asari\'s own doubts 

remain skeptical. The leader of an Ogoni organization 
Mittee 

\"worthless\" and that he expects more trouble to follow. 
Other ljaw leaders criticized Asari 

Obasanjo wanted to calm the region he would have to make 
deals with each of them in the same fashion. The leader of 
the ljaw Youth Council added a threat to occupy flow stations 
and \"stop production\" in conjunction with a labor-led general 
strike (septel) planned for October 11. From the neighboring 
South East region 

GON security services \"constantly harassing\" politicians on 
one hand 


Column 3 

on the other. \"Asari kills hundreds of soldiers and damages 
oil facilities and is treated like royalty 

and perhaps \"we (the Igbos) need more guns to attack the 
pipelines\" to get Obasanjo\'s attention. 


COMMENT 


7. (S/NF) This outbreak of violence -- rooted in GON\'s 
flawed election 

development and political policies in the Delta 

GON\'s failure to prevent the corruption-driven growth of 
militias nationwide -- brings into question the continued 
viability of the Nigerian state as currently structured. If 
Obasanjo gives Asari a good deal 

other groups with grievances to pursue their claims more 
forcefully. If the negotiations are used instead as a tactic 
to buy time until eliminating Asari 

creating a martyr to the cause of increased autonomy for the 
250 plus tribal and ethnic groups in the country 

an environment for further massacres on the level of Odi 
(2000) or Zaki-Biam (2001). 

ROBERTS 


21441 

Partner\" campaign which helps define the elements of 
trust 

such as \"one partner 

leadership and advocacy program helped sponsor 
public HIV testing for Members of Parliament-the 

first time high-ranking Zimbabwean politicians had 
publicly undergone voluntary HIV testing 

break the entrenched cycle of stigma. 


7. Care and Support: The USG program focuses on 
the introduction of clinical interventions to 

prevent transmission of the HIV virus and to improve 
access to clinical care for HIV and AIDS as well as 
HIV-related conditions. As the entry point to care 
and support 

a series of VCT centers 

areas 

and other clinical venues 

referral networks. In 2003 

Zimbabweans were tested in USG-supported sites 
estimated 90% of all Zimbabweans tested that year 
and the number continues to grow. With the arrival 
of USG-purchased antiretroviral drugs in August 
2004 

national treatment program was officially launched. 
This program provides an excellent example of USAID 
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and DHHS CDC coordination 

expertise in ARV procurement 

and site readiness 

support for laboratories 

in clinical management of ARVs. By the end of the 
year 

be on USG-procured ARVs 


8.Infrastructure and Capacity Building: USG 

support is aimed at strengthening the organizational 
and absorptive capacity of both public and private 
health systems and services as the foundation for 
expanding and improving the quality of HIV and AIDS 
programs and interventions. USG agencies provide 
financial and technical assistance to improve 
surveillance and modeling of the HIV and AIDS 
epidemic and related disease reporting systems. In 
addition 

chain and logistics management for drugs 
contraceptives 

Furthermore 

national oversight bodies and donor coordination 
committees responsible for the monitoring and 
evaluation of Zimbabwe\'s national response to HIV 
and AIDS. The Monitoring and Evaluation Task Force 
is currently developing a national M&E plan that 
responds to the mandate of \"the Three Ones\" and 
demands accountability for results. 


9. Strengthening FBOs and CBOs: Given that 90% of 
Zimbabweans are Christian 

belonging to a church and actively religious 

working with church organizations offers a real 
opportunity to reach a large segment of the 
population with HIV and AIDS interventions and to 
combat stigma. The USG strategy recognizes this 
opportunity and works closely with a wide variety of 
FBOs 

home-based care 

prevention and counseling. Zimbabwe\'s network of 
Mission hospitals offers another target of 
opportunity and serves as an important partner in 
prevention of parent to child transmission (PPTCT) 
programs 

Mission Hospital being one of the initial 5 sites in 
the National Antiretroviral Treatment Program 
supported by the USG -- and the expansion of 
referral networks. The USG supported the creation 
and ongoing function of the Care for HIV Prevention 
and Postive-living (CHAPPL) Network of 10 leading 
mission hospitals 
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share best practices for HIV care and support. 
Currently 

some level of antiretroviral treatment. Community- 
based organizations (CBOs) 

partners in responding to the HIV and AIDS crisis. 
USG support for strengthening the capacity of 
communities and their formal and informal 
organizational structures is instrumental in helping 
communities meet the needs of orphans and others 
affected by AIDS 

disseminate HIV prevention messages. 


10.Challenges: The USG\'s HIV and AIDS program in 
Zimbabwe faces a series of challenges to achieving 
its goal. In addition to the HIV and AIDS crisis 
Zimbabwe is currently facing enormous political and 
economic difficulties. Due in large part to these 
difficulties 

AIDS and high levels of emigration 

strong public health system has started to 

deteriorate over the last several years. At the 

same time 

purchasing power of the USG\'s already limited HIV 
budget. In fact 

USG-supported programs in HIV testing and treatment 
is limited primarily by the lack of adequate 

financial resources. In addition 

to be a significant barrier to the development of 
strong public leadership 

open promotion of HIV products 

information. 


11.Opportunities: While relations between the GOZ 
and USG are strained in general 

the Ministry of Health and Child Welfare remains 
strong. The health care infrastructure 

much weaker than a few years ago 

than in many African countries. The USG also has 
excellent working relationships with civil society 

and plays a lead role in the health donor community. 

In spite of the many challenges 

able to coordinate efforts and build on comparative 
advantages to put in place a comprehensive program 
positioned to both scale up and scale out. With 
additional funding 

its initiatives in counseling and testing 

antiretroviral therapy 

greater numbers of Zimbabweans and more rapidly help 
to mitigate Zimbabwe\'s HIV and AIDS crisis. We have 
also initiated food support for chronically ill 

individuals who are home bound and food supplements 
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for chronically ill out-patients undergoing TB 
treatment or with substantial weight loss. 


12.Conclusion: Although not a President\'s 
Emergency Plan focus country 

program in Zimbabwe is already successfully 
implementing the principles and guidelines outlined 
in Reftel (a). With its coordinated approach and 
emphasis on maximizing each USG agency\'s comparative 
advantage 

difference in the lives of millions of Zimbabweans. 

In spite of the difficulty of implementing 

activities in Zimbabwe\'s current environment of 
political and economic upheaval 

demonstrate that success can still be achieved 
through this coordinated approach. The program is 
now positioned to expand to reach larger numbers of 
Zimbabweans should additional resources become 
available. DELL 
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-- to the unusual arrangement as a stopgap measure because there 
were no central government funds available to support Danang\'s 
infrastructure development ambitions. 


4. (U) Now that most of the infrastructure development is 
complete 

Danang\'s potential as a location to add value to Southeast Asian 
exports 

to attract tourists 

proximity to World Heritage sites like Hue and Hoi An as reasons 
to think tourism can be big business in Danang. 


5. (U) At Danang\'s Tien Sa Port 

noted that while the port is the third-largest in Vietnam in terms 

of freight throughput after Ho Chi Minh City and Haiphong 

Port is the country\'s deepest port 

to 30 

volume of cargo transiting the port (2.4 million tons to date in 
2004) is both a cause and a result of slightly higher total costs 

and longer waiting time for cargo shipped through Danang. While 
Danang\'s port charges are lower than those in HCMC and Haiphong 
cargo often must wait to depart Tien Sa Port until there is enough 
cargo to fill a ship. Along with other Danang leaders 

Director Dung hopes the completion of the East-West Corridor and 
the installation of two gantry cranes for container cargo will 

bring a boom of business to the port by raising cargo volumes and 
consequently 

potential as a port of call for cruise ships and other visiting 

vessels. A 2 

Danang 
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call by a foreign military ship to Danang in 15 years. 


6. (SBU) A call to the Danang branch of the Vietnam Chamber of 
Commerce and Industry (VCCI) highlighted Danang\'s deficiencies in 
entrepreneurial initiative. VCCI\'s Vice Director 

indicated a desire to improve Danang\'s competitiveness 

lamented a lack of access to information on how to go about doing 
this. Cuong spent most of the meeting explaining why Danang 
business was not moving faster 

put forward. He requested U.S. assistance in acquiring more 
information about the U.S. market and in aiding Danang to promote 
itself to U.S. businesses. 

A TOURISM MASTER PLAN 


7. (U) DPI Vice Director Minh outlined the city\'s tourism master 
plan 

coastline - which includes the former U.S. R and R point of China 
Beach - into high-end beach resorts. This ambitious plan includes 
creating a large lagoon 

into a helipad and converting land behind the resorts into 

shopping and office space. Vice Director Minh assured the Consul 
General that authorities are taking into consideration the 

potential for boom and bust in their tourism planning 

specify how they will adjust. 


8. (SBU) The ConGen team also met with Rick Mayo-Smith of 
Indochina Capital 

Southeast Asia 

Construction Company 

in Vietnam that has overseen the construction of the U.S. 
Consulate in HCMC and other projects. Indochina Capital 
Construction and other partners are developing a five-star resort 
at the southern end of the beach in neighboring Quang Nam 
province 

bedroom beachside villas on a 31-hectare section of the beach for 
$1 million. The hotel that will be part of the resort will rent 

rooms for $200-300 a night. Mayo-Smith and DeMatteis hope their 
resort and the greater Danang resort area will rival the resort of 
Phuket 

property from Marble Mountain near Danang to Hoi An has been 
leased for future tourist ventures. One beach resort development 
site near DeMatteis\' site was foundering and its Viet Kieu owner 
was seeking to unload the lion\'s share of his beachfront property 
to other investors. 


EDUCATION: DEVELOPING A SKILLED WORKFORCE 


9. (SBU) During a visit to Danang University 

with university staff and student leaders. The university has 
more than 34 

economics. According to the rector 
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after graduation 

workforce that could prove attractive to investors. However 
others in the city told us that Danang still has a hard time 
competing for talent with the higher paying and livelier HCMC. 


10. (U) While at the university 

student visa procedures to a packed house of more than 100 
students and parents. The majority of students were interested in 
advanced study in the U.S. at the master\'s or Ph.D. level 
contrary to the typical Vietnamese student visa applicant 

wishes to go to the U.S. to study English or take classes at a 
community college. 


NGOS IN DANANG: A MODEL FOR OTHER PROVINCES? 


11. (SBU) The ConGen team visited several NGOs that are providing 
assistance to street children and the handicapped 

infrastructure support to schools 

in Danang and Central Vietnam. All the NGOs reported receiving 
strong support from the Danang government. They are allowed to 
operate independently 

power to turn down projects or beneficiaries proposed by 
government agencies. One NGO 

after a lengthy debate with the local government 

direct aid via turnkey projects without having to go through the 
government. East Meets West has also had success with educational 
projects that aid ethnic minorities in rural areas in Quang Nam 
province near the Central Highlands province of Kon Tum. 
COMMENT 


12. (SBU) Danang has many strengths - well developed but still 
underused infrastructure 

strong NGO community. The city\'s political and business 
leadership is hoping that these strengths will attract increased 
trade and investment. They clearly hope that the East-West 
Corridor and tourism can provide the boost to ignite more rapid 
growth. However 

Moreover 

proactive in reaching out to both foreign and domestic investors 
to convince them that Danang is now open for business. 


WINNICK 
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in return for cessation of enrichment 

as many carrots as possible -- including from the U.S.-- in 
one more effort to resolve the matter without recourse to the 
UNSC. Should Iran respond in any meaningful way to an 
incentives package 

meeting 
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UNSC. EU officials are aware this could lead to an 
undesirable transatlantic rift 

how to reduce this risk. Pushback from the U.S. side focused 
on the strategic and legal advantages of involving the UNSC 
Iran\'s tactic of offering -- and breaking -- pledges to 

comply in order to keep the issue out of the UNSC 

lack to date of any indication that Iran will consider making 

a strategic decision to suspend enrichment and forego a 
nuclear weapons program. End Summary. 


Points of Agreement... 

2. (S) On October 4-5 

Fitzpatrick 

met with a wide range of EU and Canadian officials during and 
on the margins of the U.S.-EU-Canada Trilateral discussions 
on Iran. Canada and the EU agree with the U.S.Vs pessimistic 
assessment of internal developments in Iran 

own downbeat assessment of trends in human rights 

for terrorism 

peace settlement. Although EU officials readily acknowledged 
that their policy of engagement on Iran has failed 

only prescription was \"more engagement.\" On WMD 
interested in Fitzpatrick\'s briefing on the status of Iran\'s 

work in converting its 37 tons of yellowcake into uranium 
hexafluoride 

centrifuge technology related to uranium enrichment -- two 
chokepoints that 

breakout capability. Fitzpatrick underscored USG concern 
that Iran would agree to suspension on the eve of the 
November 25-26 Board meeting 

chokepoints. A suspension pledge in that case would mean 
little 


But Divergence over a G8 Initiative 

3. (C) Nearly all EU interlocutors 

hope that a G8-endorsed initiative could entice Iran to 
suspend enrichment 

at the November IAEA Board meeting. The EU is still working 
on what the possible components of such an initiative could 
be. Given the importance of \"saving face!" for Iran 
officials are convinced that \"significant\" carrots -- 

including especially from the U.S. -- are needed to bring 
Iran around. The EU favors a G8 approach because 
including the US 

of any initiative for Iran. Also 

ultimately fail 

theory have the support of Russia. 


Referral to UNSC Crosses Major Threshold 
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4. (C) Most EU officials shared the conviction that 

reporting the issue to the UNSC would shift the issue to an 
almost inevitable path toward conflict. Iran 

would likely withdraw from the NPT 

enrichment 

is the advantage in having Iran outside the NPT and pursuing 
nuclear weapons?\" DAS Dibble and A/DAS Fitzpatrick 
questioned this assumption 

nuclear weapons within the NPT is even worse. They added 
that reporting to the UNSC is a necessary step to begin to 
ramp up pressure 

inevitably to sanctions or confrontation. The UNSC could 
however 

suspend enrichment 

context than its narrower NPT obligations. Most Board 
members believe the IAEA can only \"call on\" Iran to suspend; 
the UNSC has clear legal authority to compel Iran to do so. 
DAS Dibble observed that Iran will not abandon the NPT 
lightly; to do so would would imply that the purpose of its 
program is not peaceful 

NAM and G-77 countries 

international eyes. Unlike the cases of India and Pakistan 
who never signed the NPT 

international treaty it has signed. 


Once in the UNSC 

5. (C) EU officials were skeptical that moving the issue to 

the UNSC would necessarily be effective. Several questioned 
whether the U.S. could obtain nine votes and no veto on a 
Chapter VII resolution. Referring the issue only to face 

vetoes would undermine the UNSC in dealing with Iran and 
future proliferants. Others were concerned that moving to the 
Council meant immediately seeking to impose economic 
sanctions. Fitzpatrick laid out the several graduated steps 

that the UNSC could take that would raise the pressure on 

Iran to comply 

step of imposing economic sanctions. Council DG Robert 
Cooper stated flat-out that with oil at $50/barrel 

to EuropeYs economy would be such that the EU would be very 
reluctant to move to an oil embargo no matter what happened. 
Fitzpatrick also noted that Russian actions at the last IAEA 
indicated they might be cooperative; the key was to go into 

the UNSC with the support of the EU-3 and European members of 
the UNSC; we could then build on this core. Fitzpatrick also 
stressed that reporting to the UNSC would not mean taking the 
issue away from Vienna. We would expet the UNSC to give its 
support to the lAEA inspection process 

will have to continue. 
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Could UNSC Referral accompany a Parallel G8 offer? 

6. (C) All EU officials expressed concern that there remains 
very little time to develop a G8 package 

time to respond to one 

meeting. Dibble and Fitzpatrick agreed 

that the objective was not to elicit yet another Iranian 
tactical ploy to delay referral to the UNSC 

Iran to make the strategic decision that a network of 
relationships with the West would provide greater security 
than would nuclear weapons. Dibble and Fitzpatrick pointed 
out that there was no reason referral to the UNSC could not 
occur in parallel with a G8 initiative. Should Iran respond 

to a G8-endorsed initiative with concrete steps to halt 
enrichment and 

dismantle its nuclear fuel cycle infrastructure 

could refrain from taking punitive action. Ultimately 

Iran\'s nuclear program is viewed depends on how Iran responds 
to the concerns of the international community. EU officials 
were skeptical that Iran would respond to any G8 initiative 
following a referral to the UNSC. 


Possible EU components of a G8 package 

7. (C) EU officials are still brainstorming possible 

elements of a package that they can propose at next week\'s G8 
Political Directors meeting. Annalisa Gianneli 
Non-Proliferation advisor 

package might be structured 

carrots and sticks that should be clearly spelled out. 

Elements of the offer could correspond to levels of 
compliance 

might be to propose holding a regional security conference to 
address the concerns driving Iran\'s perception of a strategic 
threat. She agreed that \"sticks\" could include 

a visa ban on Iranian officials as well as the threat of 

referral to the UNSC. However 

articulate at what point they would consider Iran to have 
rejected a G-8 proposal (i.e. 

presumably because their thinking has not progressed very far 
in that direction. 


A U.S. security guarantee as a carrot? 

8. (C) EU officials in all the meetings made references to 
the critical importance of some U.S. incentive on Iran to the 
success of a G8 package. Bjorn Larsson on the Council\'s 
Policy Planning staff suggested the most compelling offer 
would be some kind of security guarantee -- along the lines 
of Secretary Powell\'s public statement that the U.S. respects 
the results of the Iranian revolution. DAS Dibble responded 
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that the Secretary\'s statement stands 

would be difficult politically 

IAEA obligations and the many other outstanding issues where 
Iran undermines regional stability (Iraq 

potentially Afghanistan). The U.S. will not give Iran a 

\"pass\" on all these other issues in return for movement on 
the nuclear issue alone. 


Insight into EU thinking: Some Sound bytes 
9.(C) What follows are some quotes by various EU officials 
from the discussions on Iran that illustrate EU thinking. 


Council Secretariat 


-- Robert Cooper 

seems concerned that Iran would respond to a G8 proposal (and 
thus postpone referral to the UNSC). Nm concerned they 

won\'t respond at all. If Iran does respond to a G8 

initiative 

member states are not likely to support referral to the UNSC.\" 


-- Annalisa Giannelli 

\"A G8 deal is preferable to referral to the UNSC. We should 
construct a G8 package that includes carrots and sticks. | 
think we should be hard on Iran in terms of what it must do 
but generous in the carrots we offer.\" 


Commission 


-- Michael Leigh 

is not at the point where it could support moving the Iran 

issue to the UNSC if Iran responds to a G8 package. We need 
to stay in touch 

and discuss it after the IAEA Board meeting 

Commissioners are in place and the U.S. elections are over.\" 
(Fitzpatrick replied that the September IAEA Board resolution 
said decisions would be taken at the November Board meeting 
not after.) 


-- Christian Leffler 

are two unacceptable outcomes: a nuclear Iran 

force... The EU insists on engagement and dialogue with Iran 
in part because we have no alternative.... Ultimate recourse 
to action on Iran would mean a complete policy failure. 
Backlash in the region would be enormous.\" 


Canada and some Dutch are the exception 


10. (C) The exception to the sentiments expressed above 
came from the Canadian delegation 
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Mission Counselor Dirk Jan Kop 

\"just enough before the November IAEA board meeting to keep 
the board from referring the issue to the UNSC. That said 

he thought there would be enough votes on the Board to refer 
in November 

reported that the Canadian Ambassador to the IAEA 
chairman of the Board 

Vienna between now and the November board meeting in an 
effort to persuade NAM members that Iran is a sui generis 
case 

diminish other states\' rights to pursue peaceful nuclear 
energy. Kop and the Canadians were comfortable with a 
three-pronged approach: 


-- Develop a strategy for explaining the logic for referral 

to the UNSC (e.g. enhanced legal authority); 

-- Explore a G8 package 

the U.S.; 

-- Outreach to the NAM to address concerns that referral 
would undermine their access to peaceful nuclear technology. 


Next Steps/Timeline 

11. (SBU) Upcoming meetings offer the EU several 
opportunities to discuss and fine-tune their approach to Iran 
prior to the November IAEA Board meeting. These include: 


Oct 7 restricted PSC discussion of Iran 
Oct 11 GAERC -- EU FM\'s (over lunch) 
Oct 13 G8 PolDirs meeting 

Nov 5 COUNCIL summit 

Nov 11 EU-Russia summit 

Nov 22-23 GAERC 


Comment: Another Transatlantic Trainwreck? 

12. (C) EU thinking on Iran is beginning to crystallize 
around a G8 initiative that would be attractive enough to 
elicit lranian cooperation -- in explicit exchange for not 
referring the issue to the UNSC in November. From the EU\'s 
perspective 

carrots to bring Iran around 

the side of offering too much rather than too little. The 

key 

the mix 

guarantee. The EU would probably support including some 
sticks in the package 

it will be referred to the UNSC 

considered 

the opportunity to avoid referral by being too stingy in the 
offer made to Iran. 
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13. (C) Comment continued. There are several implications 
for transatlantic relations in the EU\'s approach. First 

EU is not at present prepared to support pursuing a G8 
package in parallel with referral to the UNSC. In their 
eyes 

insistence on referral in November will be viewed as 
explicitly undermining chances for successful G8 initiative. 
Failure of a G8 initiative -- either due to the G8\'s 

inability to agree on a package 

of an agreed package -- could also be laid at the U.S.Ys door 
if the U.S. is viewed as having prevented agreement on a 
package 

sufficiently enticing to bring Iran around. The last place 
the EU will look to place blame will be Tehran 

outright Iranian rejection of a G8 package the EU judges to 
be \"sufficient.\" We thus risk a break with the EU over (a) 
the composition of a G8 package -- specifically 

incentives are included 

linked to referral to the UNSC -- specifically 

U.S. would agree not to seek referral if Iran responds 
positively to a G8 initiative. A break with the EU over 
either issue could complicate our efforts in the IAEA Board 
to refer Iran to the UNSC or 

to secure the votes needed to take any action. 


14. (U) This cable was cleared by NEA DAS Dibble and NP 
A/DAS Fitzpatrick. 
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approach to the situation. End Summary. 


\"Bleak\" Situation 


2. (C) Poloff discussed reftel message October 7 with Wilfred 
Mohr 

concurred with the U.S. analysis of the deteriorating 

situation in Bangladesh 

increasingly \"on the radar screen.\" Mohr noted that the 
Bangladeshi parliament is \"not functioning\" since opposition 
parties do not show up for debates 

exit\" from the political violence between the opposing party 
leaders\' families. He added that Shell had recently scaled 
down its operations in Bangladesh because of the 
deteriorating political environment. Mohr identified the 
unclear role Bangladesh plays in border skirmishes in India 
pockets of extremist fundamentalism 

monitoring of development cooperation and governance as 
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additional issues of concern. 


EU Follow-Up 


3. (SBU) Mohr said that within the EU 

organized an internal working-level \"brainstorming session\" 
to be held on October 21 in Brussels which will attempt to 
finda common EU analysis of the political 

development situation and to identify joint initiatives that 
could be taken to tackle related concerns. Mohr also pointed 
out that Bangladesh will be an agenda item for discussion at 
the October 18 COASI consultations with the U.S. 

will participate. 


4. (C) Mohr found reftel suggested points for use in 
discussions with Bangladeshis useful 

identical points had already been used by EU interlocutors. 
Mohr identified in particular that the EU had carried out a 

joint demarche on the Government of Bangladesh pressing the 
government to investigate recent political crimes. 

SOBEL 
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the event. The Brazauskas-Paulauskas Coalition 
example 

the organizers of an outdoor concert. 


6. Despite the vigorous campaigning 
sleep in on October 10 rather than head to the polls. 
Several interlocutors expect a voter turnout of 55 percent. 


Comment 


7. Alytus has successfully discarded its Soviet economic 
and political legacy and transformed itself. Rapid growth 
and plenty of investment 

characterize the new city. With all that Alytus has 
achieved 

find the Labor Party\'s populist platform appealing. Labor 
should win the plurality in the first round of voting. 

With the Barzauskas-Paulauskas Coalition in positions of 
leadership in Alytus 

after round one 

second round run-offs for single mandate seats. 
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Rokiskio Suris Director Antanas Trumpa 

Minister Algirdas Brazauskas 

and other local politicians and is clearly the city\'s 
dominant public figure. Rokiskio Suris executives told us 
that 80% of their cheese is now sold abroad 

account for a growing portion of the companys profits. 
Rokiskio Suris does export to small specialty stores in 
Chicago and New York. 


Electorate: Leftist Inclinations... 

4. Discussing the upcoming Parliamentary elections 
Rokiskis residents we met said that they favor Brazauskas\' 
Social Democrats or Kazimira Prunskiene\'s Peasants Party. 
Brazauskas made a short speech at the festival 
congratulating the town on its birthday 

attendance responded well to the Prime Minister\'s short 
visit. (Note: Brazauskas was born in the Rokiskis region.) 
Local residents all emphasized that social issues 

especially pension reform 

top the town\'s policy agenda. The head of the town\'s 
community center opined that the Social Democrats and 
Peasants best address the social agenda and will win the 
Rokiskis vote. 


5. According to national polls 

likely to perform well in Rokiskis 

suspect the promises of the newly-founded party. Several 
residents expressed support for rising star Petras 
Austrevicius and for the Liberal Center Party 

woman who is considering voting for Austrevicius could not 
remember the name of the \"urbane party" (the Liberal 
Center) on whose ticket the candidate is running. A 
shopkeeper also relished the opportunity to lambast 
supporters of impeached President Rolandas Paksas 
claimed Rokiskis citizens distrust due to the fact that he 

is a \"westerner.\" 


...But Not Politically Inclined 

6. The people of Rokiskis 

their political views openly 

The vast majority of respondents said that they intend to 
vote but are dissatisfied with most of the options and have 
not yet decided for whom they will cast their ballots. 

Some younger residents said that they have no interest in 
political issues and will not head to the polls. 


7. Concerning the race for the town\'s lone single mandate 
representative 
commented that the local candidates for this year\'s 
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elections are rather weak. \"There\'s no one for us to vote 

for 

Akramavicius held a small campaign event parallel to the 
town festival; the event attendees were noticeably older 
citizens 

farms. Although Akramavicius is well known in the town for 
his work on the city council 

could not explain why he was a good candidate beyond the 
fact that he is a \"good man!" and \"from the Peasants Party.\" 


Comment: Social Issues Critical to Election 

8. Our trip to agricultural Lithuania highlighted that 

social issues 

system 

this election. Traditionally 

parties focus more on these concerns 

all parties are now actively campaigning on similar 
platforms. Overall 

and the GOL\'s focus on pursuing the foreign policy goals of 
NATO and EU accession have wearied the rural electorate. 
In Lithuania\'s cheese capital 

have better luck stirring up the fondue than the public\'s 
interest. 
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Stability and Growth Pact. Perhaps a partial answer lies in 
the quality of public expenditure 

social and financing costs and not investment. Spending 
smarter while cutting taxes or social charges through 
coherent 

boost both investment and the government\'s bottom line. 
There is German public support for reform 

among the country\'s political leaders as well as the round 
of state and local elections in the run-up to the 2006 
national campaign is sapping the government\'s will and 
ability to make the long-needed reforms. End Summary 


Forecast: Moderate Growth in 2004 and 2005 


2. (SBU) Our recent forecast points to German real GDP 
growing by 1.7% in 2005 after an increase of 1.8% this year. 
Growth in both years will be mainly driven by exports. 

Softer growth in the Euro area next year will be compensated 
by a pick up in German domestic demand. 


Consumer Demand to Pick Up 
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3. (SBU) In a typical German economic recovery 

growth triggers higher investment 

consumer confidence and retail sales. The recovery we see 
this time around will by pass strong investment growth. 

Private consumption has been stagnating in 2003 and 2004 due 
to a slow rise in disposable income and a noticeably higher 
savings rate 

confidence has been soft 

raising and high contributions to social security systems 
continuing. Businesses blame uncertainty over Germany\'s 
economic outlook and confusion over the course of reforms 

for causing Germans to boost their already high level of 
savings. There may be a moderate up tick in 2005 consumption 
stemming from stronger growth in disposable income caused by 
lower income taxes (the last step of the income tax reform) 

and higher self-income. However 

makes this more difficult than usual to predict. Next 

year\'s boost to consumption should stem from stronger growth 
in disposable income caused by lower income taxes (the last 
step of the income tax reform) and higher self-employed 
income. 


Investment Weakness a Puzzle 


4. (SBU) Investment continues to be a partial puzzle. The 
prolonged drag on overall investment by the construction 
sector 

disappear next year. Machinery and equipment investment 
will rise 4.6% -- much better than recent years 

pushing growth in overall investment activity past the 0.5% 
mark. Recent en vogue explanations for poor investment 
performance include \"credit crunch\" and \"outsourcing.\" 
Bundesbank officials argue that the rise in German overseas 
investment 

statistics 

outside the Federal Republic. 


5. (SBU) The Bundesbank makes a credible argument that 
demand for loans is what is lacking 

respect to outsourcing 

materials in German exports has risen from around 30% in 
1995 to almost 39% in 2002. This phenomenon has generated a 
heated debate on whether Germany has become a \"bazaar 
economy 

investors make needed inputs in other countries. A lower 
share of industrial output in overall economic activity 
however 

output. That is 
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other 

service sector. Unfortunately 

according to a McKinsey report cited by USB Warburg research 
economists. While for each euro of outsourcing 

economy gains only 79 cents 

the U.S. economy realizes 1.13 dollars. The difference is 

that nearly 70% of the displaced workers in the U.S. found 

new jobs with higher productivity within six months. In 

Germany only 40% do. 


6. (SBU) There are some bright spots on the horizon that 
support even our modest pick up for investment in equipment 
and machinery. Real interest rates stand at historically 

low levels 

possible increased emphasis in lending to the less marginal 
credit cases) and wage rounds have yielded labor cost 
increases of only 1.5%. Government efforts to reduce some 
of the institutional rigidities will help next year with 

labor market reform (Hartz IV 

unemployment and social aid programs) and loosening of 
firing restrictions for small and medium-sized enterprises. 
Recent labor agreements add to some cautious optimism 
resulting in longer hours and more flexible tariff wage 
contracts. These can help constrain unit labor costs 
bolstering Germany\'s price competitiveness. These trends 
will be working against the headwind of managers doubting 
that the global recovery will continue next year 

suggested by recent sentiment indicators. 


Budget Deficits Continue 


7. (SBU) A best-case scenario for 2005 puts the government 
deficit at 3.5% of GDP 

3% Maastricht mark. The Finance Minister\'s \"Project 3%\" 
will be working full tilt to avoid the European Commission 

from cranking up the Stability and Growth Pact again - this 
time taking up Eichel on his own November 2004 pledge to get 
the deficit below 3% in 2005. 


8. (SBU) The 2005 budget is encumbered with several risks. 
Among these are high-expected revenues from planned 
privatization (15.5 billion euros) and the still-to-be- 

proven heavy truck highway toll (3 billion euros). The 

costs of merging the unemployment benefit and social welfare 
systems is probably underestimated. One welcomed feature 
for 2005 should be that the social security programs are 
unlikely to have to draw on the budget. 


9. (SBU) For 2004 the deficit is likely to top 4%. Poor 
revenue performance from weak domestic demand is the primary 
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reason. Also 

dreamed for the highway toll for heavy trucks (zero instead 
of 2.8 billion euros) 

euros instead of 3.5 billion euros) and tax amnesty (3-400 
million euros rather than 5 billion euros). 


Lower Prices and Gains In Employment 

10. (SBU) German inflation will decline 

energy and raw material price rises 

price or tax hikes are expected and assuming oil prices 
moderate. Labor market statistics will be difficult to 
interpret as 900 

to register as unemployed to get the new unemployment 
benefits. No reliable estimates exist as to how many of 
these are already so registered. Some estimates suggest 
that the number of unemployed might increase by 300 
Employment should increase slightly. The unemployed should 
be attracted by mini-jobs that will allow them to boost 

their net income by retaining government benefits plus the 
earned income and should be deterred by the prospect of 
losing benefits if they do not accept a job offer. 


Investment and Government Demand Side Policies: A Closer 


11. (SBU) Investment weakness 

forecast 

settlements have highlighted the gulf between what workers 
contribute to production and what employers pay. USB 
Warburg economic research estimates that for the engineering 
industry in 2003 pay for value-added labor was 30 

The firm then paid an extra 37.4% for non-working days (paid 
holidays) and bonuses (the \"thirteenth month\"). Compulsory 
contributions to social security added another 27.2% 

pension schemes and other supplementary costs accounted for 
another 13.2%. Total wage costs amounted to 50 

177.8% of the pay for value added labor. Wage agreements 
and government reforms could help close a portion of this 
divide that contributes to make Germany a relatively less 
attractive investment location. 


12. (SBU) The recent OECD Survey of Germany also points to 
high corporate taxes. It cites a study by the German 

Council of Economic Experts based on 2003 tax codes showing 
that Germany has the highest average effective taxation of 
returns of investment. 


13. (SBU) Some recent commentators have suggested the 
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government could do more to help simulate demand. The 
government\'s tax reform 

time 

beginning in 2005. In 2004 and 2005 together this should 
add 1% of GDP back into consumer\'s pockets 

OECD estimates. Other fiscal charges or administered price 
increases have eaten away some of those gains offered in 
previous stages of the income tax cut. Some of gone into 
the higher savings rate 


14. (SBU) Another part of the answer could lie in the 

quality of the government\'s expenditures. 57% of the 
government\'s expenditures in 2003 went to social welfare 
programs and only 3% to investment. In the 1980\'s the 
government spent 48% of its budget on social systems and 5% 
on investment. 


15. (SBU) Transfers amounting to around 4% of GDP to the 
new states are increasingly ineffective in promoting growth. 
The OECD judges that subsidies to enterprises in the new 
states have not increased productivity but have increased 
dependence on the government and decreased adaptability to 
market forces. The OECD also estimates that more than half 
the transfers for infrastructure are used for government 
consumption (culture 

number of government employees per inhabitant in the new 
states exceeding the ratio in financially weak western 

states by 25%. 


16. (SBU) Tax subsidies for construction have contributed 
to overcapacity in office and residential housing that 
continue to weigh against investment. Government 
procurements 

complex 

the state level and not subject to open competition at the 
EU level 


17. (SBU) One theme that runs through discussions on 
investment and government budget policies is \"confidence 
or lack thereof. Uncertainty about global demand 
employment 

Confidence can work wonders. In that bellwether year for 
German growth 

about the future when the tax reforms were adopted 

turn sour when new policies were adopted that were not so 
favorable for economic growth. 


18. (SBU) The European Commission points to research 
suggesting that even as a government reduces its budget 
deficits through structural changes 

investors\' expectations can 
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sense that the government will pass the gains on through 

lower taxes (or no tax increases). Consumption goes up and 
investment goes up ifthere is a clear 

comprehensive and credible reform plan. A recent survey for 
the German Financial Times suggested that the majority favor 
reforms. Confidence could follow. Less and smarter 
government spending is something that most would understand. 


Forecast for Germany 
2003 2004 2005 


Percent Avg. Annual Growth 


GDP -0.1 1.8 1.7 

of which 

Consumption 0.0 0.0 

1.4 

Investment 22 -2.8 

0.6 

-construction 33 -4.1 -2.6 

-machinery & equipment -1.4 -1.9 

4.6 

Net Exports -11.2 36.7 88 

Consumer Price Index 1.0 1.7 0.9 
Employment 10 -03 04 
Unemployment Rate (%) 105 106 10.6 
Fiscal Balance (%GDP) 38 -4.1 -3.5 


19. (U) This message coordinated with Embassy Berlin 


20. (U)POC: James Wallar 
wallarjg2@state.gov; tel. 49-(69)-7535-2431 
7535-2238 
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inherited from the profligate spending of former president 
Bakili Muluzi. This recurrent expenditure will keep the 
government from investing enough to drive economic growth. 
Governmenti\'s main ambition for this year 

establish the practices and mindset necessary to effective 
fiscal discipline and good economic governance. The goal of 
this budget 

lay the groundwork both for macroeconomic stability (helped 
by renewed aid flows) and for the fiscal soundness needed for 
development investment in future years. 
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3. (U) As presented to Parliament 

spend MK85.7 billion ($801 million) 

GDP 

the revenue side 

billion is foreign aid/grants. The deficit of MK8.5 billion 
($79 million) would stay just at the International Monetary 
Fund\'s (IMF) deficit ceiling of 4.3 percent of GDP. 


4. (U) Parliament was reportedly far more engaged in debating 
this budget than in any previous year 

to the normal two-week debate period. This is thanks in part 
to a budget seminar for members of Parliament just prior to 
the session 

administration has given to fiscal matters. The largest bone 
of contention appeared to be whether the GOM should assume 
donor revenues 

in previous years. At the end of the session 

budget stands substantially as drafted. The largest 

allocations go to the ministries of education (MK10.6 

billion) 

billion). Parliament added MK4.1 billion to the National 

AIDS Commission budget 

grant. 


5. (SBU) Though the donor community is not enthusiastic about 
the size of the deficit 

reality of the budget. Gondwe\'s budget includes all but a 
few predictable expenditures--a distinct improvement on the 
previous administration\'s notoriously unrealistic budgeting. 
The budget includes allocations for fertilizer subsidies and 
grain buys 

off-budget emergency expenditures. But the GOM is likely to 
make a few off-budget expenditures 

million rural microfinance facility 

consolidating the government in Lilongwe 

the chief of state\'s residence 

reform package. On the other hand 

conservative assumptions on interest rates (and thus on debt 
service expenditures) and deliberately leaves off several 
likely revenue sources which are politically contentious 

such as higher effective tax rates on reformed government 
wages. 
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COMMENT: LUCK STILL HAS A PART IN THIS 


6. (SBU) While the final document has not been published 
appears that the budget is in line with the draft 

vetted through the IMF\'s staff monitoring program. The big 
challenge for the Mutharika administration is to stay within 
the budgetary limits. We have a couple of reasons to think 
Mutharika may succeed at this. 


7. (SBU) First 

please donors. There are some hard-to-swallow expenditures 
but we view them as a crucial concession to reality. The 
budget avoids most revenue risk and thus has some implicit 
upside. For instance 

represents a substantial windfall that would allow 

accelerated domestic debt retirement and a corresponding cut 
in debt service. Second 

responsibility and economic growth firmly at the front of his 
administration\'s ambitions. He has emphasized this issue 
almost to the exclusion of all others 

impossible for him to push the issue aside in case of failure 

to perform 


8. (SBU) But there is still risk in the coming months. The 
GOM has to survive the November-March planting season 
inflation will rise because of food shortages 

exchange pressure will increase. With slim forex reserves 
and excess liquidity in the system 

and an inflationary spiral are still very real possibilities. 

To survive the next six months 

be competent 
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There was too much global competition and excess capacity for 
such a strategy to succeed. However 
was on the way to becoming a more important niche player. 
Future success depended on the ability of local industry to 
navigate a competitive course by capitalizing on new niche 
markets (such as hybrid vehicles) and new technology (such as 
fuel cells) 
innovation. Twine reckoned that South Africa would have to 
produce over 2 million vehicles annually (roughly 4% of world 
production) to become a global player -- even as a niche 
producer. He estimated that South Africa was more than 10% of 
the way to reaching this goal. 


South Africa as an Investment Location 
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9. (U) Twine believes that international motor companies were 
attracted to South Africa for a number of reasons: 1) South 
Africa\'s relatively advanced economy and infrastructure were 
conducive to supporting a sophisticated 
the availability of a sufficiently skilled work force; 3) an 
existing local supply and support services industry 4) a 
comparative advantage in raw material supply; 5) an emerging 
market and the potential to grow with the black middle class in 
South Africa and elsewhere in sub-Saharan Africa. He noted 
that while the black middle class market-share had increased to 
31% in South Africa 
materialized. Currently 
(SACU) countries (which include South Africa 
Namibia 
the sub-Saharan market. 


10. (U) On potential threats to the South African motor 
industry 

India or China would cause companies there to export excess 
production to places like South Africa 

were twice as high. He pointed out that although local 
industry was partially integrated into global manufacturing 
networks 

in boardrooms overseas. This meant that South Africa was 
especially vulnerable to a variety of external events. 


11. (U) Twine cited possible government intervention in the 
areas of Black Economic Empowerment (BEE) and pricing as a risk 
factor for the industry that would negatively affect foreign 
investors. For example 

foreign-owned firms to sell equity to local BEE partners 

local partners might have difficulty ponying up $30-50 million 

for model retooling every five to seven years. This could mean 
that foreign auto manufacturers might have to constantly search 
for new BEE investors to maintain a minimum BEE share ratio. 
To date 

industry 

would be if parent companies had to share the profits with 

their new BEE partners 

investment risks up front. Twine also noted labor hostility to 

the industry as a negative factor 

misperception that the South African auto industry is vital to 
multinational parent companies. 


12. (U) DTI Director of BEE Partnerships Jeffrey Ndumo has 
indicated that auto manufacturers will have latitude in 
pursuing either enterprise charters or a sectoral charter. DTI 
does not have a preference of either way. Ndumo said that if 
the auto manufactures pursue a sectoral charter 

encouraging them to frame it as a set of broad guidelines that 
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would include the components market as well. Ndumo said DTI 
was sensitive to the issue of selling equity for auto 
manufactures and was encouraging them to find a \"creative\" 
solution to satisfy equity requirements. 
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efficiently shifted its focus from agriculture to 
management and economics. 


3. Rietavas is generally an apolitical town 

elections are different 

municipality executive branch Vytautas Diciunas. It 
suffices to pass by a local store to hear snippets of 
conversation focused on election topics. At the height of 
the campaign 

parties are all active contenders. The list ranges from 
prominent Labor party candidate 

and post-soviet bureaucrat 

to be in the running for the position of minister of 
agriculture 

carpetbagger 

Centrist 

the Liberal Center Party 

Party and Liberal Center Party candidates have the greatest 
chance of winning. The director of the municipal 
administration calls Rietavas a litmus test: Predicting the 
vote in Rietavas will provide the national election 

results. 


4. Even opponents of the Labor Party recognize that Labor 
has the best chance of winning. lts campaign is the most 
active and visible with respect to local media coverage 
meetings 

financial resources and an effective membership enrollment 
drive have rendered the other parties powerless. The 
skilled former leaders of the kolkhoz (soviet era 

agricultural collectives) 

the provincial residents what they want to hear. 
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5. A local farmer told us that he and his neighbors are 
unhappy with the current government. They expect something 
better from new parties in power. The Labor Party appeals 
to them as a political new comer with bright promises to 
increase pensions. Oddly 

representing change and progress 

the \"old days 

vote for Labor. In contrast 

promises 

says the local librarian. She will vote for a candidate 

she knows personally who has helped her in the past. The 
director of the municipal administration confirmed that the 
elite will choose their candidate on the basis of personal 
criteria -- looks or eloquence often win here 


6. There is political excitement and hope in Rietavas. 
People in this small provincial town are doing well 

want to do better. They will vote for change (Labor) 

rather than more of the same - even if \"the same\" has not 
been so bad. 
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important decision I've been a part of" at the Commission. 
Patten suggested that Atlantic powers \"have two decades to 
shape the world\" -- after that 

trends argue in favor of India and China. Patten doubted 
whether the EU Constitution will ever be ratified 

worried about growing French disaffection with the EU that 
could lead Paris to \"bring the temple down.\" He believes 
incoming Commission President Barosso has several advantages 
over his two immediate predecessors 

mistaken in trying run the Commission in presidential style. 
Patten suggested Commissioners Verheugen 

Mandelson bear watching as future Commission heavyweights. 
He worried that the US and EU may split on Iran 

more visible US activity on the Middle East peace process. 

End summary. 


Column 3 


2. (C) Over drinks atthe end of a long day 

clearly pleased with the decision announced earlier in the 

day to recommend in favor of launching accession negotiations 
with Turkey. He called it \"the most important decision | 

have taken part in during my entire tenure on the 
Commission. Patten noted that at the beginning of the Prodi 
Commission 

were in favor of Turkish enlargement. He stressed that the 
EU has proven very successful at reform 

will increasingly come to realize the advantages of having 
Turkey inside the EU. 


3. (C) In particular 

would make the EU a more serious player in defense 

give it strategic weight in the Caucasus and Central Asia. 

He also pointed to the disturbing demographic trends in 
Europe 

could make in this regard. He predicted that smart 

investors will begin to pour money into Turkey (at times at 

the expense of other newer EU members in Central and Eastern 
Europe). Patten also expressed the view that the Erdogan/Gul 
duo was the \"most impressivel" leadership team in all of 
Europe today. 


4. (C) Patten thanked the U.S. for its low-key approach to 
Turkish accession over the last few months 

leaders to keep \"piano\" as well through the crucial Council 
decision in December. 


EU - Amazing 


5. (C) Patten expressed his own amazement that EU 
institutions 

and blue tack\" actually perform. He refuted arguments that 
Europe has become sclerotic and unable to compete 

he does have long-term concerns about basic demographic 
factors 

rising powers in China and India. He suggested the Atlantic 
countries have two decades to shape the world. Beyond that 
and he predicted economic and demographic trends favor a rise 
in power for India and China. He was particularly 
enthusiastic about India\'s future 

to China -- India\'s democratic system means it will not have 
to cope with new political structures as its economy rapidly 
expands. 


6. (C) In the meantime 
-- against all odds. The EU of today is neither the one 
envisioned by Monet and Schumann 
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Adenauer and De Gaulle in years gone by. With the most 
recent enlargement 

drive the Union 

that France was getting nervous about its waning influence. 
The lingua franca of the EU is now english 

appear increasingly willing to stand up to France and tell 
them \"no.\" Barosso\'s decision to give France the minor 
Transport portfolio was a major blow 

there is a growing feeling in Paris that it might be better 

to \"bring the temple down.\" 


7. (C) Patten also predicted that the EU Constitution would 
not be ratified 
ratification in three or more countries. 


The Barosso Commission 


8. (C) Patten judged the incoming Commission President to be 
a \"smart 

several advantages over his two most recent predecessors 
Patten suggested. First 

several languages. Secondly 

any political obligations. This offered him additional room 
for maneuver 

Commission. Third 

leaders who are serious competitors in putting forward a 
vision for the future of Europe. (On the flip-side 

noted that there are also no political leaders in Europe who 
are prepared to make difficult decisions to pursue a 
visionary policy.) 


9. (C) Still 

believed he could manage the Commission in presidential 
style. He said Barosso \"should have begged\" to keep either 
(outgoing Italian Commissioners) Monti or Vitorino 
established a structure with three senior Vice Presidents: 
Monti/Vitorino 

Patten predicted that Verheugen 

Commissioner Mandelson will be the centers of gravity in the 
Commission below Barosso. He suggested 

Wallstrom might in fact leave in the near future to pursue 
politics back in her home country. 


On US-EU Relations 


10. (C) Patten said managing transatlantic relations will 
remain a challenge no matter who wins in the US elections in 
November. Patten said many Europeans disagree with US 
policies 
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this could not be guaranteed in the long run. In the post 

9/11 world 

visa/border entry hassles -- either personally or someone 
they know. The world\'s best and brightest 

went to the US to study and then stayed 

reluctant to do so -- a fact Patten said he hopes to 

capitalize on in his next job at Oxford University. Besides 
border policies 

attitudes about guns. For many of his countrymen in England 
Patten suggested 

Athens 

European elites who resent the United States precisely 
because America did Europe so many favors over the preceding 
decades. 


11. (C) Still 

to devote increased attention to transatlantic relations. 
That is why he pushed so hard to have a political appointee 
Ambassador selected for Washington (vice aCommission 
functionary). Patten noted that it took 15 months to get 
John Bruton\'s nomination through the bureaucracy -- and 
suggested in the end it only happened because Bruton is a 
close personal friend of Manuel Barosso. 


12. (C) He advised the US to also re-think its relations with 
Europe. In so doing 

EU that America will only listen to European views if Europe 
is also ready to play a serious role in implementing the 
policies adopted. He suggested the next US Administration 
approach Europe openly and say: we need this relationship 
but what are you (Europe) going to contribute? Ifthe US 
goes down the multilateral road Europe wants 

any Europeans atthe end of the path if the bullets begin to 
fly? In a nutshell 

(\"courteously 

will be the next major test for the relationship. The West 
needed carrots to offer the Iranians 

The Middle East is another area for more work 

suggested the next US President needs to \"look a little moreenergetic\" in 
working the peace process. 
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human right record 

and the EU\'s experience at this year\'s UNGA ministerial. 
(Cuban FM Perez Roque was a no-show at a scheduled meeting 
with Dutch EU presidency FM Bernard Bot.) 


SCOTT 
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issue. End Summary. 


Designation Strategy 


2. (C) Poloff discussed Ref A and B information October 7 
with Wilfred Mohr 

confirmed that the Dutch expect the Maoists to be designated 
by the EU within the month as part of the larger designation 
strategy in motion since Summer (ref C). Mohr said he is 
currently working on adding the issue to the EU\'s COREPER 
agenda for further discussion among EU members. He noted 
there remains some reluctance among a few members 

he was optimistic that the Dutch 

British 

thanked poloff for the additional information 

of use in EU discussions. 


3. (C) Mohr noted that the Maoists have refused back-channel 
talks and were not likely to agree to political talks with 

the Government of Nepal (discussed in Ref C as a variable 
which could derail an EU designation). Mohr also reported 
that recent discussions with Government of India officials 

had revealed that the GOI feels the Maoists are not sincere 
about political discussions and are \"playing games. Mohr 
also said that 

move 

international front" in messages regarding this issue. 


4. (SBU) Econoff also delivered reftel points separately on 
October 7 to Alle Dorhout 

issues in the MFA\'s Directorate for European Integration 
Margreet Wenting 

terrorist financing in the Department of Financial Integrity 
at the Finance Ministry. 


Troika Visit to Keep GON \"On Notice\" 


5. (C) Since the primary Dutch/EU concern is that designating 
the Maoists could give the Government of Nepal \"the wrong 
impression\" that they are now favored 

Presidency will organize a Troika visit to Kathmandu to be 
carried out together with the designation. Such a visit will 
ensure that the GON does not see itself as \"off the hook 
\"the winning party 
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implied no weakening of ICTY conditionality. On Kosovo 
Commission is looking for money to help with post-riot 
reconstruction 

recommendation for an economic development strategy. High 
Rep Solana\'s Balkans advisors see tough times ahead on 
getting to status discussions. The EU is toughening its 

message on ICTY compliance with all the relevant countries 

but remains somewhat nervous about potential variance between 
US and EU approaches. Policy coordination between the US and 
EU on Macedonia and Albania is excellent. END SUMMARY. 


Serbia and Montenegro: How the \"Twin Track\" Will Work 


2. (C) Genoveva Ruiz Calavera 

Commission\'s Serbia and Montenegro Unit 

new \"twin track\" approach in the same terms as reported Ref 
A. She added that the Commission still believes it would 

have been better if SAM had been able to complete internal 
market harmonization 

\"endless disputes.\" The key now was to ensure that any 
Stabilization and Association Agreement is negotiated in a 
way that would preserve the essentials of the State Union\" 
such as its responsibility for foreign and defense policy 
including political dialogue with the EU 

of ICTY obligations. Ruiz Calavera also underlined that the 
EU expects that Montenegro must also continue to \"bear the 
burden\" of compliance with ICTY as well as Serbia. In 
particular 

the State Commission for ICTY cooperation. Ruiz Calavera 
also asked for US assistance \"to calm down\" the Montenegrins 
who had overreacted to the EU\'s shift; \"we told them not to 
think of applying this approach at the WTO or UN; and the 
next day they went to talk to the WTO." 


3. (C) English noted that we had also seen the Montenegrins 
misinterpreting the EU\'s new policy as an encouragement to 
the government\'s aspirations for independence. He also noted 
U.S. appreciation of and support for the EU\'s continued 
insistence on ICTY cooperation as a precondition for progress 
in the SAA process. 


4. (SBU) In a meeting on Oct 1 with EUR/ACE\'s 

Nelson-Douvelis 

explained that the \"twin trackW approach would not apply to 

the EU\'s CARDS program assistance to SAM 

appeals. The CARDS program in SAM is budgeted at around 190m 
euros annually in 2005 and 2006 

yet wrestled with the question of what it will do with 

programs in municipalities that end up with Radical party 
governments after the recent elections. Hungary was putting 
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lots of pressure on the Commission to take a tough line. 
Sobieski also said the Commission was looking at resuming 
macro-financial assistance to Belgrade 

had not yet met the necessary IMF conditions. 


KOSOVO 


5. (SBU) In a very brief discussion on Kosovo 

agreed that the next several months were critical 

to the standards review in 2005. Ruiz Calavera said the 
Commission is currently looking for additional funds for 
Kosovo this year. If such funds could be identified 

would use them to support reconstruction efforts for cultural 
and religious sites damaged in the March rioting 
supplementing the PISG\'s efforts to rebuild housing. English 
said such a move by the EU would be very welcome. 


6. (SBU) In her October 1 meeting 

had not yet responded explicitly to the recommendation in the 
recent Eide report calling for a comprehensive economic 
development strategy. A major difficulty was that most 

economic competencies in Kosovo were among the powers already 
transferred from UNMIK to the PISG 

of Economy had been totally ineffective. Sobieski also noted 

that Pillar IV of UNMIK had recently issued a new report (a 

copy was provided to EUR/ACE) on promoting economic 
development. 


7. (C) In a subsequent meeting 

advisor Stefan Lehne noted the difficulties of getting a good 
result from the upcoming Kosovo elections. Lehne said that 
some of his Serbian contacts (Samardizic and Ratkovic) had 
hinted that Kostunica\'s initial negative response might not 
be the last word. But even more fundamental is the need to 
move from the standards process to the status issue; and 
Lehne thought it was almost impossible" to see how Belgrade 
could go along with this transition in a constructive way. 
When English raised the decentralization project as a way of 
assuaging Serb concerns 

hard for the Kosovar Albanians to give away before status 
and that in any case 

important to the Serbs than legal ones. English responded 
that decentralization was a critical part of the most 

important issue: majority-minority relations. 


ICTY COOPERATION LACKING EVERYWHERE 


8. (C) The EU shared the U.S. assessment that ICTY compliance 
remains a widespread problem in the region. Jan Lucas van 
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Hoorn and Tony Agotha of the Dutch Presidency said that ICTY 
Prosecutor Carla Del Ponte had recently told the EU she had 
clear indications that fugitive indictee Ante Gotovina was in 
Croatia this summer. In late September 

Romano Prodi called Croatian PM Sanader to complain about 
poor Croatian performance 

a V'hastily assembled\" report on ICTY compliance 

organized a couple of ineffectual raids on the houses of 
suspected Gotovina supporters. Del Ponte has been invited to 
the October 11 EU FMs\' meeting (GAERC) 

message on Serbia and send \"a shot across the bow of 
Croatia." 


9. (C) In Bosnia-Herzegovina 

the key roadblock on better ICTY cooperation. If 

anticipated 

EU\'s feasibility study 

whether it would have to postpone SAA negotiations with the 
whole country because of the behavior of the RS. English 
noted that the U.S. continued to support High Representative 
Ashdown\'s efforts to prompt greater cooperation with ICTY 
and that Ashdown would continue to get support if he decided 
to take further punitive measures. The Dutch Presidency\'s 
Agotha reported the EU was getting close to final approval of 
an asset freeze against fugitive ICTY indictees (details REF 
D) 

against support networks. 


10. (C) In his separate meeting 

and Nelson-Douvelis that the EU remains concerned about a 
\"disjuncture\" between the messages being sent to the Serbs by 
ICTY (\"give us everything\") and the U.S. (\"only Mladic 
matters\"). Lehne said he always thought the Croatian model 
provided a better approach. English said that would depend 
entirely on what one thought the \"Croatian model\" was. If it 
was improve your cooperation with ICTY 

some flexibility 

little things 

could not accept it. Lehne did not respond directly 

said Solana remained frustrated that ICTY conditionality was 
blocking Serbia\'s progress toward an SAA with the EU and PfP 
with NATO. And without Serbia on a positive track toward 
Europe 

difficult. 


BOSNIA-HERZEGOVINA 


11. (C) John Dunne 
that the GoBH was making progress on meeting the EU\'s 
conditions for starting of SAA negotiations 
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Commissioner Patten was insisting on the need for more 
implementation of laws passed. Helene Holm-Pederson of the 
Council Secretariat commented that the EU-Bosnia ministerial 
troika during the UNGA had demonstrated yet again FM Ivanic\'s 
eloquent optimism and his lack of substance. Ivanic\'s one 
substantive point had been to repeat his call for a 
re-examination of the OHR mandate prior to elections in 2006. 


12. (SBU) Holm-Pedersen also noted that neither the HDZ nor 
SDA had been helpful during parliamentary debate on 
legislation for a War Crimes Chamber in Bosnia. She observed 
that the fact that feelings are running high\" on the issue 
might be a \"good sign it will have some bite.\" English 
responded that the U.S. sees the War Crimes Chamber as an 
important part of ICTY\'s completion strategy 

disappointed at the EUYs meager contribution. Dunne said the 
Commission had funded 1.5 million euro 

review\" the possibility of further funding 

promises. 


13. (C) Lehne 

remained a \"touchy question\" 

done with OHR\'s \"Bonn Powers.\" But there seemed to be a 
growing appetite for moving ahead with a change 

\"parking\" the Bonn Powers with the PIC. Lehne cautioned 
however 

EU could somehow take over full responsibility on behalf of 
the international community in Bosnia 

\"The EU is ready to engage more 

too much too quickly.\" 


MACEDONIA 


14. (C) Ambassador Jean Louis Wolzfeld 

upcoming Luxembourg Presidency 

referendum on the decentralization was a discouraging 
development 

circumstances it has slowed implementation of the law 

will likely undermine the confidence of ethnic Albanians in 

the Ohrid Framework Agreement. Nonetheless 

continue to speak out in favor of the decentralization law as 

a necessary element of the Framework Agreement 

turn 

Wolzfeld also recalled that the European Commission was due 
to issue its opinion (\"avis\") on Macedonia\'s EU membership 
application by mid-2005. 


15. (C) Lehne 
Macedonia (REF B) as well coordinated. He argued the EU 
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line 

read.\" There was no need for the EU or US to suggest a 
boycott strategy. He predicted the GoM would probably appeal 
for voters to abstain 

make supportive statements. (The Dutch Presidency had 
earlier half-jokingly suggested the campaign slogan 

want to travel (i.e. 

home.\") 


ALBANIA 


16. (C) The Dutch Presidency expressed its appreciation for 
U.S. support in its recent demarche to Albania on the need 

for accelerated reforms (REF C). But the EU was concerned by 
PM Nano\'s reaction. It appears Nano has not gotten the 
message about how serious the problems are. (NOTE: Ata 
Sept. 30 dinner for English and Nelson-Douvelis 

Ambassador to the EU Artur Kuko (protect) said he shared the 
EU\'s concern that the PM did not understand the seriousness 
of the situation. END NOTE.) Nano\'s response has been to 
cite the GoA\'s responsible behavior on Kosovo and the 
\"Greater Albania\" question 

everything. The European Commission 

cancelled 

negotiations planned for early October. 
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visits this week to certain EU capitals 

explain US concerns over lifting the EU\'s China arms embargo. 
Mattiolo said that those concerns 

be discussed by Ministers at the GAERC 

rush 

lift the embargo. Mattiolo repeated the position he used 

with Suchan and Remington: Italy supports 

front pushing for 

strategic issues would be satisfied by the Code of Conduct. 
According to Mattiolo 

code 

modified to more effectively prevent delivery to China of 
weapons systems that could put US or EU troops at risk. 

Note: We will report details of Suchan/Remington\'s Rome 
meetings septel. Subsequent to the visit 

Defense Cooperation chief was contacted by the dip advisor to 
the Ministry of Productive Activities with an offer to 

consult on the Code of Conduct. Poloff will seek more detail 
on the advisor\'s agenda for the meeting and seek Department\'s 
guidance before proceeding. 
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3. (C) Mattiolo reported that he has been working with the 
MOD Chief of Staff to identify an Italian officer to join the 

British 

military advisors at the African Union\'s planning cell in 

Addis Ababa. Ministers may also discuss deployment of an EU 
police training team to the region. 


SEMBLER 
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issues that remain to be tackled 

right to broadcast in languages other than Turkish 

military relations 

religious minorities. Papers also highlight the EU 
Commission report as describing both Kurds and Alevis in 
Turkey as "minorities.\ FM Gul said on Thursday that it was 
“out of the question\' that Kurds and Alevis in Turkey will 

be given a 'minority\' status. \"Milliyet\" writes that the 
Commission report has also demanded a retrial for imprisoned 
PKK leader Abdullah Ocalan. Analysts do not anticipate that 
the EU will expect Ankara to recognize Greek Cyprus or start 
withdrawing troops ahead of the December decision. But they 
recall that Ankara will have to sign an EU customs union 
protocol with the “Republic of Cyprus. Greek Cypriots were 
reportedly annoyed by the EU Commission for not putting in 
its recommendation envisaging recognition by Ankara of 
Nicosia or withdrawal of Turkish troops from the divided 
island. Verheugen had to remind Greek Cypriot diplomats 
about Nicosia\'s rejection of the UN-backed blueprint for the 
reunification of Cyprus 

stage 

Verheugen said. 


Kerry denies he\'s supported Armenian genocide claims: The 
Democratic competitor in the US presidential election 

Kerry 

\"Zaman\" that he does not plan to recognize the massacre of 
Armenians by Ottomans as ‘genocide 

Turkish press reports in early September. Kerry denied he 
promised in a letter to the Armenian lobby that his 
administration would recognize April 24 as \"Armenian 
genocide day\" in honor of the Armenians killed by Ottoman 
forces in 1915. “If elected 
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Turkey\'s full EU membership 


Barzani due in Ankara: The northern Iraqi Kurdistan 
Democratic Party (KDP) leader Masoud Barzani is due in 
Ankara next week following a long interval 

reports. Barzani will discuss with Ankara the upcoming 
Iraqi elections and the situation in Kirkuk. 


Osman Ocalan Ally Killed by PKK Faction: \"Sabah\" reports 
that a close associate of Osman Ocalan 

PKK leader Abdullah Ocalan 

executed by a PKK faction. The man was reportedly abducted 
earlier this week from a house in Mosul that housed the 
offices of Osman Ocalan\'s nascent political party. 


Peshmerge attack Turkish truckers: Nine Turkish trucks 
carrying humanitarian aid to Iraq were attacked around Mosul 
while en route to Turkey 

said the peshmerge in northern Iraq fired on Turkish trucks 
but allowed the passage of Syrian and Iraqi lorries. 


Bomb explodes near Istanbul Patriarchate: A sound bomb 
exploded in the garden of the Greek Orthodox Patriarchate in 
Istanbul early Thursday 

Hagia Yorgi cathedral. No injuries were reported in the 
explosion. Ecumenical Patriarch Bartholomeus | said the 
bombing had been perpetrated by those aiming to block 
Turkey\'s EU drive. 


Arinc re-elected parliament speaker: Bulent Arinc 
parliamentary speaker and a member of the ruling AK Party 
was reelected speaker of Turkey\'s parliament by a large 
majority. Arinc received 381 votes in the third round 

will serve a new three-year term. 


EDITORIAL OPINION: EU-Turkey 


\"Now it is Time for the Date\" 

Mehmet Ali Birand wrote in mass appeal-sensational \"Posta\" 
(10/8): \"The relationship between Turkey and the EU is like 
a football match. The match began with the opening whistle 
at the EU Summit in Helsinki in 1999. It was a hard fought 
match. . The EU Commission report was chalked up as the 
opening goal 

leading 1-0. The second half of the match will be played on 
December 17 

different players this time. The 25 heads of state and 
government will take their places on the field. The second 
half will be even tougher than before 

players on the other side are committed to eliminating the 
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idea of Turkey\'s membership in the EU. . The EU Commission 
gave the green light 

a slight one -- that the member countries will forget about 

their promises on December 17. The main problem lies with 
the French attitude. . Under current conditions 

that there is no other serious opposition at the December 17 
summit apart from France. However 

also change. In sum 

Turkey 
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to source 50% of products locally. Industry is also putting 
increasing pressure on retail chains to sell locally produced 
clothing. The industry and trade unions have formed a task 
team to advise government on the impact of tariffs and quotas 
on the textile and clothing industry. They may recommend that 
the government consider such measures as voluntary restraint 
and various co-operative safeguard mechanisms in order to 
protect local industries from Chinese and other competitors. 


9. According to South African industry sources 

African government has told them it will not push for a re- 
negotiation of the demise of the ACT in Geneva because \"a deal 
is a deal" 
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Cuban-sponsored resolution 
of Votes condemning the human rights situation in Cuba. 


2. (C) Groenemeijer noted that 

28 US-EU COLAT consultations in Washington 

share similar goals in Cuba 

those goals. Groenemeijer declared that the vote on this 
resolution is not linked to the internal situation in Cuba 

but rather to the U.S. \"unilateral policy\" embargoing trade 
with Cuba 

referenced the US-EU \"Understanding\" reached during 1996-1998 
which provided for the EU\'s suspension of its case against 
the Libertad Act before the WTO 

to restart the procedure in the future if waivers of Title 

Ill or other provisions were not continuously granted. 
Groenemeijer emphasized that the Understanding does not 
soften the EU\'s opposition to the U.S. policy 

the EU remains convinced that the Libertad Act is contrary to 
international law. 


3. (C) As a footnote 
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U.S. \"country by country\" approach of reporting on policies 
and activities in Cuba 

having received ref B points as per ref C) could be seen as a 
harbinger of country-by-country discontinuation of Title III 
waivers. Groenemeijer indicated that he believed the EU 
should remain vigilant regarding the 1996-1998 Understanding 
and would be prepared to relaunch its dispute before WTO in 
case the waivers are not renewed. 
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decisions or financial sector initiatives to broaden 
access have the potential of posing a threat to the 
integrity of the formal financial sector.\" Note 
Business Report 


SOUTH AFRICA DROPS IN GLOBAL INVESTMENT RANKINGS 


7. The 2004 annual AT Kearney Foreign Policy 
globalization index ranked South Africa 49th out of 

62 countries as a destination for foreign investment 

a drop of 11 places and behind Botswana 

Uganda. The countries surveyed in 2002 account for 
96 percent of the world\'s gross domestic product and 
84 percent of the population. South Africa ranked 
low in the personal contact category 

cross-border communications 

of international telecommunications and the low 
levels of remittance and personal transfers. 

Internet usage is ahead other African countries 

below most other developed countries. Tourism 
political engagement 

were areas where South Africa ranked between 35 and 
37 on the scale. Note This Day 


CABINET RECOMMENTS PUBLISHED ADMINISTERED PRICE INDEX 


8. The cabinet recommended that Statistics SA 
(StatsSA) monitor and publish its administered price 
index on a monthly basis. StatsSA estimates that 
increases in prices regulated by the government 
account for 16 percent of overall consumer prices and 
18 percent of consumer prices when mortgage payments 
are omitted. Prices that are set by the government 
include water 

public hospitals charges 

and postage. StatsSA has proposed two approaches to 
compiling the index 

set by government and the other including VAT and TV 
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license fees. For the latest monthly price release 
StatsSA included administered prices (regulated by 
both government and state-owned enterprises) and 
found that they rose by more than the targeted 
inflation range of 3 to 6 percent. During August 
StatsSA estimated that administered prices using CPIX 
(excluding mortgages) increased by 6.3 percent while 
administered prices in overall consumer prices 
increased 6.8 percent. The cabinet agreed that price 
setting should take into account inflation targets 

as well as efficiency 

demand and supply projections. Note Business Day 
This Day 


JULY RETAIL SALES INCREASE BY 15.5 PERCENT 


9. On an annual basis 

percent 

demand that is driving South African economic growth. 
Adjusted for inflation 

11.7 percent in July. Consumers continued to take on 
new debt as the private sector credit extension 
increased by 6 percent in July 

11.3 percent increase in money supply. So far 

strong rand has shielded the economy from 
inflationary pressures 

cut interest rates in August. Whether the Reserve 
Bank will cut interest rates at next weekYs Monetary 
Policy Committee meeting will depend on its view of 
future oil prices and wage settlements. Note 
Standard Bank 

Report 


FRAZER 


21468 

soon develop 

of the climate change response strategy 

strategy sets no deadlines. The strategy balances climate 
change response with practical considerations such as 
ensuring sustainable economic growth and using locally 
available resources like coal. End summary and 
introduction. 


2. DEAT Director-General Dr. Crispian Olver opened the 
presentations with an explanation of the impact of climate 
change and areas of vulnerability for South Africa. He 

noted the negative environmental and other implications --on 
water supply 

health-- from climate change. He also stressed economic 
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challenges the country faces in addressing climate change 
in light of its heavy reliance on cheap electric power from 
low-grade coal-fired plants. Dr. Olver noted that although 
South Africa contributes only 1.7 percent of global 
greenhouse gas emissions (number 15 in the world) 

higher level on a per capita basis 

of GHG emissions is 5 percent per annum 

or so the level of emissions will double. Olver also noted 
mitigation efforts underway or planned for a number of 
sectors 

with the Department of Minerals and Energy (DME)\'s efforts 
to implement a White Paper on Renewable Energy and an Energy 
Efficiency Strategy. 


3. Dr. Olver described the implementing actions that 
different departments of government will undertake in 
support of the climate change response strategy. DEAT 
intends to optimize waste management to minimize GHG 
emissions 

place a national ambient monitoring network and information 
handling system that incorporates GHG data 

protection plans for plant 


4. The Departments of Water Affairs 8 Forestry 

Health 

Technology and the Treasury all will be actively involved in 
implementing the strategy. The other key partner in the 
strategy is the Department of Minerals and Energy 
represented at the launch by Dr. Rod Crompton 

Director General for Energy. 


5. Dr. Crompton noted a number of DME activities and policy 
initiatives underway 

diversity by developing natural gas; establishing targets 

for renewable energy; tapping Global Environment Facility 
and World Bank funding to facilitate and subsidize renewable 
energy; reducing sulfur content in diesel fuel and requiring 
gasoline to be unleaded by 2006; and offering a low-smoke 
home cooking fuel program at the community level. At the 
international level 

participation in the Carbon Sequestration Leadership Forum 
and the International Partnership for the Hydrogen Economy 
initiatives. 


6. Representatives of industry and civil society also made 

brief statements at the launch. Dr. John Kilani 

President for Sustainable Development of African Rainbow 
Minerals Limited and Chair of South Africa\'s Executive Board 
on the CDM (Clean Development Mechanism). Dr. Kilani noted 
that business appreciated the government\'s efforts on 

climate change. He encouraged South Africa to move quickly 
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on CDM activities because other countries such as Brazil 
India and China are far ahead. 


7. Erin Lorimer 

Network 

welcomed the strategy and the government\'s multi-agency 
approach. She also said the NGO community hoped to see more 
details of implementation plans soon 

very vague and gave no timeframes for implementation. Ms. 
Lorimer also noted that government renewable energy targets 
were too low. She encouraged the government to focus on the 
social and economic benefits that climate change response 
can generate 

industries. 


8. In closing comments 

Affairs and Tourism Rejoice Mabudafhasi emphasized the 
importance of raising public awareness on climate change and 
building capacity to support the strategy. Speaking on \"the 
way forward 

noted that the National Committee on Climate Change 
comprised of government and stakeholders 

the strategy. Anticipating Russia\'s ratification and the 
entry into force of the Kyoto Protocol 

to be prepared for intensified action on climate change and 
possible new targets for developing countries. 


9. A question-and-answer period was dominated by queries and 
concerns about DME\'s implementation of the Clean Development 
Mechanism. Dr. Crompton noted that DME intends to work with 
the Development Bank of South Africa to offer a \"hand- 

holding\" mechanism to assist interested parties to develop 

CDM projects. 


10. Post will forward a copy of the Climate Change Response 
Strategy to OES/EGC. Note: A long-term technical adviser 
funded under the USAID-DEAT bilateral drafted the initial 
version of the strategy in 2002. 
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previous landless black majority as tne economic and social 
rationale for BEE. The Minister said that despite 

significant progress over the past ten years in establishing 

a strong macro-economic policy and legislative framework to 
combat the legacy of apartheid 

through much of the 1990s stifled development of black 
business. 


Column 3 
BEE WILL GENERATE GROWTH 


4. (SBU) Mpahlwa said that BEE was part of South Africa\'s 
growth strategy and added that economic expansion will 
sustain the implementation of BEE. Mpahlwa said that 
industry empowerment charters and scorecards promote a 
general approach to empowerment that is broad-based. He 
acknowledged the corporate process that prevents local 
representatives of foreign firms from making key decisions 
and said that multinational companies should be recognized 
for their work in other BEE criteria if the local entity 

cannot sell equity. Mpahlwa pointed to the Financial 
Services Charter as an example of this. (COMMENT: The 
Minister\'s comment in this regard provides hope for the 
Information and Communication Technology (ICT) sector where 
the current version of the Charter indirectly penalizes 

firms exempted from the sale of equity. END COMMENT). 


5. (U) Mpahlwa told the audience that members of the 
Presidential International Advisory Council (PIAC) raised 
concerns about the ICT Charter process in a recent meeting 
with President Mbeki. Mpahlwa said that the President 
promised to look \"seriously\" at the issues causing concern 
to business 

sale and scoring of equity. 


6. (SBU) Responding to a question on accrediting agencies 
DTI Deputy Director-General Lionel October said that the 
Government is concerned with the proliferation of rating 
agencies and the high fees they charge to measure company 
compliance with the sector scorecard. October said that the 
Government does not think these high costs are appropriate 
and that DTI is looking at an accreditation system and 
evaluating a fee structure. (NOTE: DTI\s Codes of Good 
Practice will address these issues. Local business 
companies expected the Codes to be released this summer 
the Minister said he had not yet reviewed them. He said he 
was scheduled to review them on October 3. END NOTE). 


7. (SBU) Mpahlwa discussed the status of the National BEE 
Advisory Council 
he was busy compiling a new list of proposed candidates for 
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the Advisory Council. Another DTI official had previously 
told Econoff that Mbeki refused the first list of candidates 
because it was dominated by the BEE "elite 

connected businesspeople who have won a majority of the 
empowerment deals. The official said that Mbeki had called 
for greater representation from the provinces and industry. 


8. (SBU) Mpahlwa said that the DTI is in the process of 
updating the Preferential Procurement Policy Framework Act 
of 2000 to bring it more in line with BEE objectives. The 
Preferential Procurement Act and its regulations govern the 
tender process for state-owned entities. Currently 

for a government tender valued at over R500 

$77 

percent for the bidding companys achievement of specified 
social development goals (e.g. 

historically disadvantaged individuals (HDI) 

South African enterprises 

promoting Small Micro and Medium Enterprises (SMMEs) 
developing human resources and skills 

communities 

less than R500 

percent on achievement of social goals. A DTI official 
involved in the process told Econoff that the 90/10 

gaps would be reduced 

bidder\'s achievement of BEE objectives. He said that a 
review of the Preferential Procurement regulations is 
currently underway 

to the Preferential Procurement Act. 


9. (U) The Minister concluded his remarks by thanking 
American companies for providing economic opportunities to 
black professionals in the 1970s and 1980s through their 
implementation of the Sullivan Principles. He specifically 
singled out IBM and SA Breweries for their contributions 
during that time. 
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agreement on moving forward. Rende explained that there 
remains a lack of confidence among the three riparian 
countries. He listed several familiar Turkish concerns about 
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moving forward 

tripartite Joint Technical Committee was dead. However 
optimistic remarks about Syria and his ideas about ways the 
U.S. could facilitate cooperation might indicate a new 
willingness to explore cooperation. End Summary. 


Proposal of Iraqi Water Minister Rashid 


2. (C) Regional Environment Officer (REO) and visiting USGS 
hydrologist Janet Hren met October 1 with MFA Transboundary 
Water Policy Head Mithat Rende to discuss the latest 
developments in Turkey\'s water policies. Rende reported that 
Iraqi Water Minister Rashid had accompanied Iraqi President 
al-Yawar on his August 2004 visit to Ankara. In a meeting 

with Foreign Minister Gul 

cooperation with Turkey on the Tigris and Euphrates. Rende 
said that Rashid\'s presentation was positive 

offer new ideas on how to move the process forward. 


3. (C) Rende emphasized that Turkey considers the shared 
waters of the Tigris and Euphrates as a source for building 
cooperation with Syria and Iraq. However 

what was lacking 

lack of confidence among the countries and Turkey remains 
wary of anti-Turkish feelings in Syria and Iraq that have 
poisoned past discussions on the Tigris-Euphrates. To move 
forward 

firm political will to engage in meaningful cooperation; put 

a stop to the repeated resolutions 

Syria in the Arab League 

using water as a weapon against its Arab neighbors; conduct 
joint projects; and exchange information. Rende claimed that 
previous efforts to exchange data have been one-sided. He 
said that Iraq has asked for -- and received -- hydrological 
information 

return. As evidence of IraqWs reluctance 

unanswered request Turkey made three years ago for 
information on IraqVs plans to divert water into the Dokan 
reservoir. Later Rende added that no discussion can take 
place until the three countries agree with Turkey\'s position 
that the Tigris and Euphrates must be dealt with as a single 
water basin. Rende claimed that Syria now agrees with this 
position. He said that an earlier Iraqi proposal to restart 

the trilateral commission would go nowhere -- \"it\'s dead; new 
mechanisms are needed to build cooperation." In January 
Iraqi officials had proposed reviving the committee. 
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4. (SBU) Rende said that relations with Syria continue to 
improve 

issues. In addition to Syria\'s support for the \"single 

basin\" concept 

dams provide important benefits for Syria. He also reported 
that Syrian officials asked \"Ankara\'s blessing\" for a project 
to pump as much as 1.5 bcm per year of water from the Tigris 
river for irrigation. 


U.S. Role as Facilitator 


5. (SBU) Hren briefed Rende on USGS experience on similar 
issues 

in what ways the U.S. could be helpful. Rende reiterated 

that third party intervention would be a mistake 

welcomes facilitating efforts.\" He reminded REO that MFA U/S 
Ziyal in June 2003 told officials in Washington that Turkey 
wanted to be part of the solution and offered to \"contribute 

to the reconstruction works of water and hydropower 
infrastructures of Iraq." Rende said that the U.S. could 

help in a number of ways 

and technicians on modern principles for water basin 
management. Rende said Iraqi officials needed more 
background on the Helsinki Rules 

internationally-accepted principle of equitable and 

reasonable use of shared water resources. He added that all 
three countries would benefit from technical support to help 
them collect and share common water data. Noting that all 
three countries need to do a better job of managing water 
resources for agriculture 

use of water in agriculture would be welcome. 


Water for Israel 


6. (U) Rende said that Turkey remains committed to the 
Manavgat water project to transport fresh water via tankers 
to Israel 

added that Libyan officials had expressed interest in a 
similar scheme to buy fresh water from Turkey. Turkey 
continues to explore ways to deliver fresh water to Cyprus: 
an Israeli company will begin ferrying water to Cyprus using 
large water bladders 

pipeline to Cyprus to provide fresh water to both sides of 
the island. The total cost of the pipeline would be about 
USD 1 billion. he said. 


Comment 
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7. (SBU) Turkey\'s MFA securely controls Turkey\'s policy on 
the sensitive Tigris-Euphrates issue -- and Rende is the 

point man. In previous conversations 

Turkey as eager to cooperate but suspicious of Iraq and 
Syria. What was new were his positive comments about Syria 
and his thoughts on ways the U.S. could facilitate 
cooperation with Iraq. For example 

efficient agriculture could build confidence that each of the 
countries is looking to carefully use the shared water. One 

of Turkey\'s complaints about Iraq (and to a lesser extent 
Syria) is that it has a history of wasting water for overly 
ambitious and poorly managed agricultural schemes. Turkish 
GAP officials have told REO that this is a problem as well 

for the GAP programs designed to pump Euphrates water to 
irrigate the plains of upper Mesopotamia in Turkey. CYMMIT 
the International Maize and Wheat Improvement Center located 
in Ankara 

which it describes as \"water conservation agriculture\" that 
reduce water usage 

fax a brief description of the projects to OES/PCI and 
NEA/REA. 


8. (U) Baghdad Minimize Considered. 
EDELMAN 
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unions have announced their intention to honor the strike 
protesting a recent fuel price hike (ref A). The strike\'s 
sustainability or the level of violence it may engender is 
unpredictable at this point. GON security forces have been 
advised to quickly thwart any demonstrations. Posts held EAC 
meetings on October 6 and 10 and are taking appropriate 
precautionary measures (refs B and C). In an unrelated event 
that nonetheless adds to the climate of tension 

employees of Royal Dutch Shell began a two-day strike October 
7 

production has not been affected. End Summary. 


2. (U) In an effort to avert the national stay-at-home 

Ministry of Labor called a meeting October 6 with 
representatives from the NLC 

Corporation (NNPC) 

Association (NECA). Total and other independent oil 
companies also attended. The talks ended abruptly when NLC 
President Oshimohole objected to what he termed only \"low 
level" government representation. The NLC insisted 
Ministerial level GON representation was needed for 
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meaningful negotiations. 


3. (U) In addition to the talks convened by the ministry of 

labor 

Productivity began closed-door negotiations with the NLC 
Petroleum Products Pricing Regulatory Agency (PPRA) and the 
NNPC on October 6. The House of Representatives unanimously 
called on the government to revert to the old fuel price and 

on the NLC to call off the strike until acompromise could be 
reached. 


4. (C) While President Obasanjo is doing everything he can 
(short of compromise) to avert the strike 

Presidency says that the pressure on Obasanjo to roll back 
the price inceases is growing among many of his closest 
confidants 

speculates that the negative publicity a strike will generate 
for Nigeria and the record price of oil on the international 
market have swayed the opinions of this group of advisors. 


5. (U) All three major labor federations - The Nigeria Labor 
Congress 

Trade Unions (CFTU) - have announced their support for the 
strike. Many civic 

have also publicly endorsed the \"stay-at-home\" call. We have 
also heard reports of student groups in some southern areas 
such as Lagos State and Delta State 

strikes. Some oil service companies in Warri 

suspended operations on October 6 


(Comment: The fuel price hike is universally reviled and 
President Obasanjo\'s popularity is flagging. It is thus no 
surprise that so many unions/organizations have announced 
their support for the strike. However 

how long a \"stay-at-home\" can be sustained. The fuel price 
controversy has served as a rallying point for many Nigerians 
who are frustrated with the government on issues not solely 
related to the price hike.) 


6. (U) In practical terms 

educational institutions to close or have limited operations 
on Monday. Local contacts say food markets will likely be 
closed during the day 

who \"forgot to stock up.\" Financial institution contacts are 
expecting staff to report to work 

open to the public 

The stock exchange expects to trade normally. The strike\'s 
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impact on manufacturing companies will likely vary by company 
and by geographic location. Oil companies report they plan 

to operate normally. (Note: Most of the oil companies are 
located on self-contained compounds and/or are off-shore. 

End Note.) 


7. (U) Desperate to ensure the strikes success 

issued detailed \"mobilization\" instructions to its 36 state 
councils. Several symposiums have been held in the Lagos area 
in the run-up to the strike in order to \"sensitize\" the 

public. On October 6 

badges 

area. NLC leader Benson Ukpa expressed to Abuja poloffs his 
satisfaction with pre-strike preparations and claimed that 

Vall of NigeriaW supported the NLC in this strike. 


8. (C) Comment: The NLC 

labor bill and a federal court decision that claimed the NLC 
doe not have the authority to call on strike on fuel taxes is 
doing its best to ensure the strike happens. Adherence to the 
stay-at-home is as much a referendum on public support for 
the NLC as it is on the government\'s decision to raise fuel 
prices. 


9. (S/NF) GON security contacts told Embassy Abuja that the 
security presence in Abuja 

would be increased in anticipation of the strike. RMSA 
reports that GON security services have been ordered to 
quickly thwart any violent demonstrations. 


10. (C) To forestall flight disruptions at Murtala Muhammed 
International Airport (MMIA) during the protest 

authorities have put in place several contingency plans. 
According to a Federal Aviation Authority of Nigeria (FAAN) 
official 

will be placed in strategic areas around the airport. 
Authorities have also arranged for the transportation and 
accommodation of air traffic controllers during the 
stay-at-home. (Comment: We expect international flights to 
continue operations. Domestic flights are less certai 
particularly should the strike last longer than a few days. 
End Comment.) 
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Preparations - Batten Down The Hatches 
Stock Up on Money and Food 


11. (U) Bank contacts reported cash withdrawals have 
increased significantly as clients anticipate the need to 

make substantial purchases of food and other supplies over 
the weekend. Many banks said they were considering opening 
over the weekend to meet the extra demand. 


12. (C) As reported refs b and c 

precautionary measures of assuring adequate fuel supply for 
generators and motor vehicles and preparing a warden message 
alerting the non-official community to increase their 

security posture as warranted. Both American schools will be 
closed on Monday. 


Nigerian Shell Workers Stage Unrelated 
Warning Strike; Oil Production Not Affected 


13. (SBU) In an unrelated event 

Royal Dutch/Shell began a two-day \"warning strike\" October 7 
protesting long-planned company-wide downsizing. Shell 
announced in March 2004 it planned to streamline its 
operations in Nigeria. According to the press 

workers oppose the offerered severance package and allege 
Shell is skewing jobs in favor of expatriates. A Shell 
External Relations representative in Port Harcourt confirmed 
that there is no connection between the Shell strike and the 
proposed NLC strike. He also confirmed that oil production 
has not been affected. 

BROWNE 
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Vice-Governor 

is also guilty of political gamesmanship as he seeks to 
bolster his provincial base. End Comment.) 


UNHCR Plans to Start Repatriation from CAR to Equateur 


7. (U) Mariam said that now that the DRC has signed a 

tripartite agreement with the Central African Republic (CAR) 
UNHCR would work to repatriate up to 3 

UNHCR camps in the CAR back to Equateur Province before the 
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end of the year. She estimates that there are an additional 
7 

who will also receive assistance to return to the DRC. 


No Repatriation from Congo-Brazzaville for this Year 


8. (U) Mariam explained that 

tripartite agreement with Congo-Brazzaville 

refugees would not begin until next year due to the 
difficulty of traveling during the rainy season. She 
estimates that there are over 70 

Congo-Brazzaville 

Equateur province. (Comment: Despite the difficult 
humanitarian situation in the province 

situation in Equateur remains relatively stable 

when compared to the east of the country. End Note.) 


Comment 


9. (SBU) Repatriation of refugees is normally coordinated by 
UNHCR with the respective governments of the countries 
involved through tripartite agreements. The return of 
Banyamulenge refugees to South Kivu 

this dynamic as local and national actors try to manipulate 
the issue for political gain. As one Vice-Governor from South 
Kivu tries to encourage Banyamulenge returns 

even larger returns of non-Banyamulenge from Tanzania 
likely with the support of hardline elements in Kinshasa. 
UNHCR finds itself in the uncomfortable position of being 
criticized for being too-cautious in its approach to refugee 
returns. Their mandate 

integrity of refugees under international law and to evaluate 
carefully the feasibility of returns to areas that remain 
volatile. UNHCR is correct in this case about its concerns of 
rapid large scale refugee returns to South Kivu 

both logistical and security issues. Nonetheless 

appears to have recognized to some degree that it needs to be 
flexible when facing returns of determined refugees. 
MEECE 
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(one-stop processing) systems in Matadi and Kinshasa are 
closed. Trucks are backing up at Kasumbalesa and Sakania in 
Katanga Province. There is no gasoline available in either 
Lubumbashi or Mbuji Mayi (which is supplied by Lubumbashi). 
Futhermore 

behind at least two weeks in shipping and sales. One firm 
stated that it has cancelled all orders for the next few 

weeks until the situation is resolved. Lubumbashi sources 
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have noted that tne exchange rate is slowly rising due to a 
lack of dollars on the market as firms pay extended fees. At 
Matadi 

National Office of Transportation 

being very flexible in the payment of additional port fees 
(e.g. allowing partial payment or payment cancellations) due 
to the strike conditions being out of the control of shipping 
and export-import firms. 


5. (SBU) Ofida workers and the Intersyndical de Kinshasa (a 
broad collection of civil servant unions) are threatening to 

push other revenue generating services into a general strike 

in 72 hours if their demands are not met. These services 

would include DGRAD and DGI (both of which are tax services) 
and possibly others which are under the control of the 

Ministry of Finance. The workers and unions have also voiced 
concerns regarding ongoing investigations into high level 
officials in DGRAD and the Ministry of Finance for 
mismanagement and corruption. Business sources claim that the 
government initially told them on Monday that the strike 

would not be serious and would only last one or two days. 
However 

Monday 

solution. 


6. (SBU) Comment. The ongoing labor difficulties pose several 
problems for the GDRC. First 

such as soaps and detergents and processed foods 
manufactured goods are imported. The paralysis at Matadi and 
Kasumbalesa halts all imports. Second 

customs revenue over a long period of time would adversely 
effect the government\'s ability to plan a budget within the 
confines of the IMF/World Bank programs. Third 

problems at the Port of Matadi will threaten the completion 

of International Maritime Organization (IMO) mandated 
improvements. The IMO granted the GDRC a six-month extension 
(until December 2004) to complete improvements and comply 
with International Ship and Port Facility Security (ISPS) 

Code. If it does not comply with IMO regulations 

decertified and insurance rates for ships entering Matadi 

will skyrocket. 


7. (U) It appears unlikely that the GDRC will meet Ofida\'s 
demands. It has previously refused to go above FC 10 

because doing so would get the DRC off track with the 
IMF/World Bank. Previous solutions involved paying a portion 
of back wages (reftel). If the strike continues for any 

lenght of time 

Finance join in 

steady economic growth the country has achieved over the past 
three years. End Comment. 
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freeze Maoist assets. While there is some discussion of 
tactics 

the need to act. End summary. 


2. (C) USEU Poloff raised reftel points on freezing Maoist 
assets with Bruno Hanses 

External and Politico-Military Affairs Directorate of the 
European Council. Hanses told us that the thinking within 
the EU has evolved considerably since the U.S. last raised 
the issue. He said that the question of an assets freeze has 
been discussed at length within the anti-terrorism 
clearinghouse 


3. (C) Hanses characterized the action as symbolic in nature 
and said that there was some tactical consideration being 
given to \"keeping the issue in the fire\" for a bit in order 

to extract the maximum pressure from the threat before 
actually implementing it. There was 

increasing awareness within the EU on the need for the action. 


Scott 


3. (SBU) Sola lji 

Polchief 

September 29 convention. lji said the public rift between 
Akinfenwa and Akande had damaged the party\'s ability to 
retain and attract members and to be a voice in national 
politics. AD party members are supporting other parties\' 
presidential hopefuls 

winning team 

consumed by internal crises 

Democratic Party (PDP) was having Wan easy ride." lji said 
his state was neutral as to who emerged as the new national 
chairman. The important thing was for the party to be 
reconciled and to return to compliance with INEC regulations. 


4. (SBU) lji complained Afenifere 
socio-political group that authored AD 
the party\'s efforts to expand its support base. Afenifere 
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he said 

its leaders. This alienated both younger and non-Yoruba 
party members. lji remarked that the antagonists in the 
current crisis - Papa Adesanya 

Akinfenwa 

to make room for new leadership 

that AD would do so 


Lagos Governor\'s Office Has Eye on 2007; 
Seeks Alliance with VP Atiku 


5. (C) Folorunsho Folarin-Coker 

Lagos State Governor Ahmed Tinubu 

separate October 4 meeting that the governor viewed the 
convention as a \"colossal waste of money. Nevertheless 
was necessary in order to bring the party back into INEC 
compliance. Folarin-Coker alleged the PDP was \"pulling the 
stringsW behind Afenifere in order to foment dissent within 
the party. The new convention 

yield no positive results 

would undoubtedly continue. Folarin-Coker also accused INEC 
of contributing to the AD crisis 

independent about the commission is the \"I\" in its name." 


6. (C) Asked how the party planned to extract itself from 

the crisis 

conventions are meaningless. With money 

ward 

said VP Atiku could provide the funds needed to restore party 
relevance 

run for the presidency 

He maintained that Lagos Governor Tinubu and VP Atiku were 
\"very close and were actively discussing strategic 
partnership 

in 2007. 


7. (C) Folarin-Coker averred that the governor\'s office and 
the AD party are also engaged in active discussions with 
aggrieved minority Delta groups. Pressed for how a largely 
South-West Yoruba party planned to attract these disparate 
groups 

ideological congruence.\" However 

elections approached these groups might find the AD the \"best 
suitable bedfellow.\" 
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Convention Atmospherics -- Music 
Akande Wins while Afenifere Pouts 


8. (U) PolSpecialist reported the convention had a festive 
atmosphere 

attendees into the stadium and delegates and guests sang and 
danced for hours. Prominent party members including former 
AD governors and legislators attended the event 
representatives from several other political parties. The 

most important attendee 

National Electoral Commission (INEC) 

as giving the stamp of approval to what party adherents hope 
will be the final 


9. (U) Approximately 4000 delegates voted to choose the 
party\'s national executives with former Osun State Governor 
Bisi Akande emerging as the party\'s new chairman. Leaders of 
the Akinfenwa faction did not attend the convention. 
Immediately after the convention 

the affair and reaffirmed their support for Akinfenwa as the 
party\'s \"authentic leader.\" On October 5 

it was severing all ties with the party. (Comment: We may 
not have seen the last of the tattered Afenifere-AD alliance. 
Afenifere leader Adesanya is reportedly trying to sidle up 

to new AD chair Akande in hopes of keeping his relevance. 
End Comment.) 


10. (C) This convention was stricken with the flaws of the 

prior two disputed conventions. The roster of delegates made 
the outcome pre-ordained. That many Afenifere leaders and 
Akinfenwa partisans boycotted the meeting is no big surprise. 
Few people are keen on attending an event at which their own 
public political demise is an integral part of the 

proceedings. That Afenifere is now publicly estranged from 
the AD demonstrates how far Afenifere has fallen in recent 
times. If it sold stock 

distress values. The split also shows that the AD leadership 

is now independent of Afenifere and feels confident enough in 
its strength or in Afenifere\'s weakness to absorb the 

latter\'s wrath. The convention may have tapped Akande as the 
new AD chairman 

the real leader of the AD. 


11. (C) Tinubu is a close political ally of VP Atiku 
there has never been much love lost between Tinubu and 
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President Obasanjo. Tinubu will continue to people the AD 
leadership with people that look like him. He will also try 

to keep his opponents in Afenifere on their haunches by 
fomenting division within that group. In this vein he called 

an Afenifere meeting on October 5 in which Senator Ayo 
Fasanmi was appointed Afenifere deputy chairman. Meanwhile 
Presindent Obasanjo and his cronies want to control the 
Southwest. They will continue to use Afenifere and disunity 
inthe AD to weaken the party. The notion is plausible that 

VP Atiku may see the AD as an insurance policy should his bid 
inthe PDP be unsuccessful. However 

reticent to fund the AD knowing that such amove 

uncovered 


12. (C) With the withdrawal of Afenifere and possibly the 
Akinfenwa group 

less divided party. But it is also a smaller one 

many of its founders and leading members. The new 
leadership 

willing to reach out to other groups. Ironically 

the political split in Yorubaland 

offer these groups. In the final analysis 

only in Lagos State. It will be hard pressed to gain 
meaningful allies among other groups in Southern Nigeria. 
Its best hope does not lie in what it can do for itself but 

in waiting for internal divisions within the PDP to send 
disgruntled PDP members its way. Until then 

as the big winner in this latest Afenifere-AD flap because it 
will likely weaken the AD\'s appeal in Yorubaland. 
BROWNE 
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principles mirrors language used for Croatia. And the 
statement that the EU will need to monitor the implementation 
of the reform legislation over time is fair 

pledge to follow through on the new laws. Ugdul said she 
believes these clauses reflect the \"lessons learned\" by the 
EU following earlier expansions. She said she was encouraged 
by Swedish FM Frievalds\' comments during her recent visit. 
Frievalds 

on the caveats 

Every country to date that has begun accession talks has 
progressed toward full membership. Sema Kilicer 

officer at the EU Representation to Turkey 

she has advised her GOT contacts to focus on the positive. 
Kilicer said the caveats in the report reflect the heated 

debate among EU commissioners 

Turkey\'s candidacy. She said the debates 

changes to the text 
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...But GOT Has Concerns 


3. (U) However 
elements of the report: 


-- The Commission states that accession talks will be \"an 
open-ended process whose outcome cannot be guaranteed 
beforehand\" (Note: The GOT tried to have this sentence 
removed during drafting. End Note); 


-- The Commission proposes the establishment of a screening 
process that would precede the opening and closure of each 
chapter of the accession talks. Ugdul said the EU and GOT 
have already held eight working groups on the chapters of the 
EU acquis; any further discussions on the chapters should 
take place simultaneously with the start of accession talks; 
and 


-- The Commission indicates that the EU might place permanent 
restrictions on the free movement of Turkish workers. 


4. (U) Ugdul averred that the EU would be subjecting Turkey 
to different standards than those applied to other candidates 

if it were to implement these elements of the report. She 

said the GOT will lobby EU leaders to ensure they do not 
include similar language in the EU Council report in December 
(Note: See septel for similar comments by FM Gul to UK FS 
Straw. End Note). 


5. (C) Ugdul and Kilicer both said they were pleased that PM 
Erdogan 

public statements on the positive elements of the report 
contrast to their initial 

EU\'s December 2002 decision to postpone a judgment on 
Turkey\'s candidacy until 2004. 


6. (U) Some other voices 

circumspect 

detail. Onur Oymen 

People\'s Party (CHP) 

expectations.\" Oymen said he is concerned that the report 
does not emphasize the importance of Turkey\'s secular State. 
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He maintained that PM Erdogan and others in the ruling AK 
Party could interpret the EU\'s language on religious freedom 
as opposition to traditional Turkish secularism. He is also 
concerned that the EU may call for extensive further reforms 
on Kurdish issues 

education in public schools. President Sezer said he 
expected the EU Council in December to remove \"negative 
elements\" of the report 

national interests during negotiations. Devlet Bahceli 
chairman of the Nationalist Movement Party (MHP) 

an October 7 press conference that the EU\'s intention is to 
\"justify terrorism\" and \"insult the Turkish State.\" Ahmet 
Tasgetiren 

daily \"Yeni Safak 

groundwork for a \"Plan B\" alternative to full EU membership 
and argued that Turkey should also develop a Plan B. Mehmet 
Ocaktan 

\"discrimination\" for referring to Kurds as minorities. Orhan 
Birgit 

similar remarks 

both Kurds and Alevis as minorities reflects its \"ignorance\" 
(Note: In Turkey 

tied to the 1923 Lausanne Treaty. The Turkish State 
interprets the Treaty as conferring minority status 

exclusively to three non-Muslim religious groups: Greek 
Orthodox Christians 

End Note). 


7. (C) Ugdul and Kilicer told us the GOT and EU Commission 
will work on further reforms before December to bolster 
Turkey\'s position at the EU Summit. They said they will 
focus on the following priorities: 


-- Adoption of a new Criminal Procedure Code (reftel A) 

which determines how the judiciary functions in criminal 
matters. Parliament is expected to adopt the new Code by the 
end of the month; 


-- Adoption of a new Execution of Punishments Law (reftel A) 
also on the legislative agenda for this month; 


-- Establishment of a corps of Judicial Police 
oversight of police investigations; 


-- Adoption of a new Associations Law. President Sezer 
vetoed the law in August; Parliament is expected to override 
the veto this month; 
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-- Removal of language from the \"reasoning\" of the new Penal 
Code indicating that comments in favor of withdrawing troops 
from Cyprus 

Empire committed a \"genocide\" against Armenians 
constitute a crime (reftel B). The reasoning is an 

attachment to the law designed as a guide for judges and 
prosecutors. Ugdul said she was unaware of the controversial 
language until it was covered in the Greek Cypriot and 
Armenian American press. She said she will raise the issue 
in the next meeting of the Reform Monitoring Group 

FM Gul 


-- Adoption of a new Foundations Law. Contacts say the new 
draft law is under Cabinet review. We have not seen the 

text 

non-Muslim foundations to acquire legal ownership of 
properties (reftel C). 


8. (C) Overall 

followed Secretary Powell\'s advice: Don\'t whine 

be positive in public 

you want changed. Nevertheless 

amount of complaining about EU conditions and caveats; the 
GOT has to manage domestic public opinion. The GOT faces a 
tough challenge over the next three months as it tries to 
assure elements of the Turkish public skeptical about EU 
intentions 

will be a good candidate. The USG role will be to help 
ensure that the Turks keep their eyes on the prize. We have 
told our GOT interlocutors that the EU\'s insistence on 
implementation should not present a stumbling block -- after 
all 

the reforms for the good of Turkey. 
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third-party services should be provided by societies that 
have the exclusive purpose of providing these services. 
Excepted are third-party services that are provided in the 
rural agricultural sector which can be provided by natural 
persons.\" LabOff is attempting to confirm with Izurieta that 


Column 3 
this does not exclude agricultural workers from other 
provisions in the decree. 


3. In addition 

provided by the MOL on September 14 

the decree were violated 

considered direct employees of the main company 
date they were hired. This article was deleted from the 
signed version. However 

if the decree is violated 

the contracting of the workers indefinitely 

legal labor obligations and social security benefits. 


4. Art. 11 now states that subcontracted workers cannot 
receive less pay than what is stated as the minimum wage for 
each sector. In the case that there is no specified minimum 
wage for a sector 

wage. In the previous version 

workers had the right to equal pay 

of work as the main companies direct-hire employees. 


5. The decree states that companies may contract 
subcontractors to hire workers to perform the companies 
primary activities indefinitely. Art. 9 of the decree was 

not changed and limits the number of subcontracted work force 
to 75%. This is significantly higher than the percentage 
requested by union leaders (15%) 

Presidential meeting with union leaders. 


Subcontracting Law Project in Congress 


6. Andres Paez 

Committee 

four draft bills on subcontracting. He is working on 
harmonizing them and said he plans to present a report to 
Congress the week of October 11. The majority of points in 
the law project will be the same as those in the executive 
decree 

benefits. He hopes to have a first debate on the topic later 
this month and a second debate in November. Paez said he is 
optimistic about prospects for Congressional approval. 


Comment 

7. The decree is not law until it is published in the 

Register 

of its signing is now public 

to the public or press. We believe the agricultural workers 
exemption on contracting does not represent a loophole 
exempting subcontractors from the rest of the protections in 
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the decree 

Unfortunately MOL Izurieta has been unavailable due to his 
efforts to resolve health workers strike. 

CHACON 
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two AFP wire service stories and a sidebar quoting President 
Bush as saying on October 7 

that much of the material accumulated over 12 years by our 
Intelligence and that of our allies was erroneous. We should 
find out why and correct the deficiencies.\" 

HERTELL 
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Chen\'s positive overtures on dialogue 

relations 

by his warning that the \"forces of darkness\" across the 
Taiwan Strait have aimed more than 600 missiles at Taiwan. 
He then used that warning to call for strengthening 
self-defense. Chen also made a strong pitch for Taiwan\'s 
entry into the United Nations and other international fora 
blaming PRC diplomatic pressure for pushing Taiwan\'s people 
further away from the Mainland. On the domestic front 
appealed for ethnic harmony and political unity. Chen barely 
mentioned plans for constitutional revision after the 
December Legislative Yuan (LY) elections. End Summary. 


2. (SBU) President Chen Shui-bian\'s October 10 National Day 
speech mixed conciliatory gestures to Beijing and opposition 
parties with appeals to Taiwan pride and calls for 

international recognition. Almost a third of the speech 

related to the future of cross-Strait relations. Chen 

reiterated a number of his May 20 inaugural themes 

his commitment not to rule out any form of future political 
relationship between the \"ROC and PRC or China and Taiwan.\" 
He also emphasized that he would not deviate from his May 20 
commitments during his term in office. Chen announced that 
he would convene his proposed Committee for Cross-Strait 
Peace and Stability after the December LY election and 
include leaders from all political parties. He also restated 
post-election plans to move forward on the \"constitutional 
reform project\" and other \"national policy issues that are of 
vital importance to the people.\" 


Overtures: The 1992 Formula and Direct Links 
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3. (SBU) Chen asserted that recent leadership changes in PRC 
offered a new opportunity for progress in cross-Strait 
relations. Targeting this new leadership 

PRC to restart dialogue with Taiwan \"on the basis of the 1992 
meeting in Hong Kong.\" This was the most explicit 
endorsement he has yet given to the formula used to 

facilitate cross-Strait dialogue in 1992 

effect agreed not to challenge the other\'s definition of one 
China.\" Chen characterized the 1992 arrangement as \"not 
necessarily perfect but acceptable\" as a framework for future 
dialogue. 


4. (SBU) Chen\'s speech also suggested specific areas for 
possible cooperation 

and cargo charter flights. Chen put the charter flight 
proposal in the context of an emerging new economic 
relationship between the two sides that will take advantage 
of a \"division of labor in the global supply chain. Chen 
also called on the two sides to reduce military tensions 
across the Strait. Noting his own decision to cancel 
September \"Han-kuang\" military exercises 

the two sides could exercise self-restraint in the near term 
it would pave the way for future discussions on terminating 
the current state of hostilities. Chen said that negotiation 
of a \"Code of Conduct across the Taiwan Strait" should be set 
as the long-term goal for both sides. 


Warnings: Sha Zukang and other \"Forces of Darkness!" 


5. (SBU) Chen\'s offer for dialogue with the new leadership in 
Beijing was tempered by strong warnings over the threat of 
PRC diplomatic and military intimidation. Chen disputed the 
PRC\'s claim to represent Taiwan in the United Nations and 
stated that Beijing\'s diplomatic pressure was driving the 
people on the two sides of the Strait further apart. Without 
citing PRC Ambassador to Geneva Sha Zukang by name 
recited Sha\'s well-known \"nobody cares about you!" insult to 
Taiwan reporters after Taipei\'s failed 2003 bid for World 
Health Organization (WHO) observership to illustrate the 
Beijing\'s \"flagrant attitude.\" 


6. (SBU) To reinforce the need for upgrading Taiwan\'s 
self-defense capabilities 

the dangers posed by the \"forces of darkness\" across the 
Strait. Chen said the 600 ballistic missiles pointed at 

Taiwan represented a \"shadow of terror\" that neither Taiwan 
nor the international community could afford to ignore. Chen 
added that these \"forces of darkness\" and \"shadows of terror\" 
threatened both the peaceful status quo in the Taiwan Strait 
and the security of the region and the world. 
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Domestic Appeal: \"The Republic of China Is Taiwan\" 


7. (SBU) Chen declared that the \"Republic of China is Taiwan 
and Taiwan is the Republic of China\" in the context of a 
domestic appeal for unity. Chen told the audience that it 
did not matter whether an individual identifies with \"Taiwan 
or the Republic of China 

expression of national identity is a testament to one\'s 
loyalty to this country.Y Chen promised that he and his 
party would make a candid self-reflection on the issue of 
identity and ethnicity. Atthe same time 

not to dwell upon the \"victory or defeat of each election!" 
and instead seize new opportunities for rebuilding solidarity. 


Comment: Something for Everybody 


8. (C) Chen\'s speech addressed a wide range of often 
contradictory themes and audiences. His references to the 
11992 Hong Kong\" formula and reducing military tensions were 
clearly meant to be the headliners for Beijing. At the same 
time 

was calibrated to strengthen the government\'s case for early 
LY action on the USD 18 billion special defense procurement 
budget. Similarly 

greater international recognition likely targeted his own 

base 

opposition supporters. Rhetoric about the \"forces of 
darkness\" notwithstanding 

Beijing some opening to respond positively 

chooses to do so. Officials in Taipei tell us they will wait 

for Beijing\'s response before deciding on further possible 
concessions to get around the \"one China\" deadlock. 

PAAL 
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thrown a grenade into our home in Baghdad 

afraid of what might happen to my family if | took them to 
Iraq with me.\" The UAEG has granted permission to his wife 
and three daughters to continue residing in the UAE after 
he leaves. Salih produced a copy of a letter signed by CPA 
Administrator Paul Bremer thanking him for his leadership 
and service to the MFA and Iraq as a member of an MFA 
Steering Committee. The letter 

states: The role that you performed over the past several 
months was an important one 

hold for you personally 

contribution.\" Salih said he fears photocopies of the 
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letter may have gotten into the wrong hands and that he is 
now marked for having cooperated with the Coalition powers. 


SISON 
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to present my deepest regards to you 

staff 

course on Internet last week. It was a wonderful opportunity to 

me and to other Iraqi journalists to take the lessons and then 

visit media institutions in Abu-Dhabi and Dubai. This experience 
was very useful to me in opening new horizons. May God keep you 
safe! . Hope to see you again one day. Ala\aK. Ghazala 
Journalist 


9. Another participant emailed to say: WDear Helmi: Thank you 
very much indeed for everything you have done for us. Your 
patience & knowledge will be kept deeply in our mind and 
thoughts. We are back home safe. I\'ll keep in contact. Please 
convey my regards for everybody. Regards 


Integrating Iraqi Journalists into the Larger Middle East 


10. Conclusion: Post believes small 

programs like this help to integrate Iraqi journalists into the 
larger Middle East 

particularly important because it demonstrates a Middle East 
country that works 

Arabic and English-speaking journalists 

developed a vibrant and relatively open press. 


The importance of this type of training cannot be over stated. 
Information and communications literacy training empowers those 
who receive it and the less access the participants have to state 
of the art training the more they appreciate it. Internet 
accessibility in Iraq is neither widespread nor affordable for 
most. State of the art training for specific user groups on how 
to use Internet effectively in Arabic is even more rare. Such 
training generates an enormous amount of good will and 
establishes partnerships with participants and employers of the 
participants. Post thanks Embassy Baghdad and Iraq Public 
Diplomacy for enabling a successful program. 


SISON 
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negotiations. Once negotiations start 

publics will forget about the conditions and become 
accustomed to the idea of Turkey in the EU 

Gul. Straw added that there can be no permanent derogation 
on free movement of people 
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EU principle. Straw said he expects negotiations to begin 
before the end of the Luxembourg Presidency (i.e. 

June 30). 


4. (C) Gul said Turkey is pleased overall but unhappy about 
a few things. Gul read off a list: opening negotiations on 
economic chapters when 

economy; stating that Turkey must fulfill Customs Union 
obligations before opening negotiations; the ongoing 
screening process; waiting until after 2014 to start the 
chapter on financial issues. Gul said Turkey is looking 
forward to the European Summit to \"correct\" these things in 
December 

about them. Turkish UK Ambassador Alptuner added that Turkey 
had had too many conditions placed on it. 


5. (C) Gul reiterated that Turkey is seeking direct flights 
between the UK and north Cyprus; such flights are not 
economically feasible from New York but are from the UK. 
Straw said he understood the Turkish request but that the UK 
wants to proceed carefully in order to avoid provoking the 
Greek Cypriots before the December EU Summit decision on 
Turkey\'s EU accession. Straw was more optimistic about 
prospects for measures to help Turkish Cypriots after 
December. He said that the UK will try to prevent decoupling 
of the EUVs trade and aid provisions for Turkish Cypriots. 


6. (C) Straw briefed Gul on the status of EU trade and aid 
proposals for the TCs. Aid has been agreed to in substance 
with some conditions (NFI) 

As a condition of the agreement on aid 

by a date certain (NFI). Gul appeared reassured. He asked 
if aid had been \"diluted\"; Straw replied the TCs will be 

able to participate. 


Iraq 


7. (C) Straw told Gul the security situation in Iraq was bad 
and had become worse over the past year. Gul claimed 47 
Turks had been killed in Iraq and another 60 are unaccounted 
for. This is more than the number of UK soldiers killed in 

Iraq (11) 

Ocalan is moving about Iraq freely while Turkish truck 

drivers are killed. Coalition forces\' disproportionate 
(according to Gul) use of force is alienating the Iraqi 
population. He said the Kurds are taking over Kirkuk and 

this could spark conflict. 


Column 3 


8. (C) Straw said he had counseled the Kurds to be 
restrained and patient during his recent trip to Iraq. Straw 
observed the IIG is making a significant contribution to 
Iraqi security 

contacts with local leaders. The UK is concerned about 
possible flare-ups in Mosul and Fallujah. However 
preparations are advancing. 

Sawer/Tuygan on Iraq 


9. (C) After the Straw/Gul meeting 

with MFA Deputy U/S (soon to be U/S) Tuygan for two hours 
mostly on Iraq. In general 

On Kirkuk 

co-existence; Tuygan agreed but added pointedly that newcomer 
Kurds did not have that tradition. 


10. (S) Tuygan echoed Gul\'s complaints about Osman Ocalan\'s 
apparent ability to move about freely; adding U.S. inaction 

is disappointing. He claimed the U.S. and GOT had agreed to 

a \"roadmap\" to either seize senior PKK officials or to engage 

in operations and that had not happened. He said 1500 PKK 
had crossed from Iraq into Turkey (without mentioning what 

time period he was talking about). If there were more 

reports of crossings in large numbers 

take action. Sawers emphasized the need for Turkey to 

discuss any such plan with the MNF and IIG beforehand; Tuygan 
said Turkey would want to consult. Sawers asked if Turkey 
would talk to Osman Ocalan; Tuygan said never. 


Sawer/Tuygan on Iran 


11. (C) Sawer said the EU-3 initiative is likely coming to 

an end: they will give the Iranians a final chance over the 

next three weeks and if there is no positive result 

the IAEA board for UNSC referral. Sawer doubted the Iranians 
would meet EU-3 demands. Tuygan said Iran has a great 
ability to absorb punishment but Turkey supports the EU 
position on Iran. Tuygan described Turkey\'s commercial 
relations with Iran as \"extensive.\" However 

feeling the effect of conservatives\' consolidated hold on 

Iran 


12. (C) On Georgia 

nationalist rhetoric on South Ossetia and Abkhazia -- and 
Turkey 

parts of eastern Turkey as formerly included in Georgia. 
Turkey will continue to support Georgia and counsel 
Saakashvili to exercise caution in dealing with problems 
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will watch Georgia closely. Straw said the UK is telling 
Russia a stable Georgia is in Russia\'s interest; Tuygan said 
Russia needs to be engaged. 


13. (C) Tuygan said Turkey is in dialogue with Armenia on 
bilateral issues and Nagorno-Karabakh. Tuygan said the 
Armenians want to \"decouple\" these issues but Turkey will not 
open the border without concessions on NK. 


14. (U) Baghdad minimize considered. 
EDELMAN 
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Agaba.\" Keynote speaker ASEZA Environment and Health 
Commissioner Dr. Bilal Bashir emphasized regional 
cooperation 

participation in confronting environmental challenges. 
Eleven participants representing research institutions from 
Saudi Arabia 

attended the workshop. End summary. 


Jordan and Egypt Only Ones with Pilot Projects 


artificial reef projects. By rehabilitating damaged reefs 

or creating new ones 

marine biodiversity and having positive economic and 

cultural impacts. Jordan\'s pilot project costs USD 30 

and is fully funded by the Regional Organization for the 
Conservation of the Environment in the Red Sea and the Gulf 
of Aqaba (PERSGA - www.persga.org). Egypt\'s project is at a 
smaller scale and is funded by a company operating tourist 
submarines in the resort city of Hurghada on the Red Sea. 


Adopt a Coral 

3. The technique of the Jordan pilot project starts with 
designing cement blocks of different shapes 

weights. These blocks are put in the sea in sandy areas so 
they will not affect existing corals. Coral larvae 

by currents 

creating new coral colonies. ASEZA also has a program for 
recreational divers called \"adopt a coral sapling.\" The 
program uses coral saplings that grew on cans or tires that 
were taken out through clean-up campaigns. The corals are 
placed on small plastic pieces. Divers can take the coral 
via its plastic base and attach it to the underwater cement 
blocks. 


Comment 
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4. Participants thought the pilot project was a success and 
they enthusiastically expressed their interest in having 
similar artificial reef projects in their countries. 

Participating countries are eagerly looking for funding from 
the U.S. and other donors for this work. 


HALE 
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detention. The strike commenced October 11 as planned and is 
thus far being observed widely. Most schools and businesses 
are closed. Oil companies are running limited operations 

but say production has not been affected. President 

Obasanjo has reportedly formed a 32-member committee 
including labor 

to the strike. Relatively low-level sporadic violence and 
harassment have been reported. End summary. 


2. The State Security Service (SSS) arrested NLC President 
Adams Oshiomhole at the Abuja airport on Saturday. According 
to the press 

security services before being released. Press accounts of 

the extent of Oshiomhole\'s injuries varied widely 

from a spike in blood pressure to a dislocated leg. Numerous 
political and civil society figures condemned Oshiomhole\'s 
arrest. 


Nationwide Strike Commences 
Widespread and Mostly Peacefully 


3. The nationwide stay-at-home strike commenced as planned 
October 11. There is widespread observance of the strike 
throughout southern Nigeria. Most schools and businesses are 
closed. Very little commercial transportation is available. 

While some senior executives are able to report to work 

vast majority of workers 

could not go to work 

businesses are expected to re-open after 4:00 p.m. 


4. The first phase of the strike is planned to last until 
Octber 14. The strike will be suspended for two weeks to 
provide government time to roll back the price increase as 
well as to give the populace a respite. If the price 
increase is not retracted after two weeks 
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resume indefinitely. Labor leaders also reserved the right 
to extend the initial four-day strike should there be clashes 
between security forces and labor activists resulting in 
casualties. 


5. Although some oil companies are operating with skeletal 
staffs 

affected. International airlines at Murtala Muhammed 
International Airport (MMIA) also continue to operate 
normally. Most domestic airlines appear to have operated out 
of MMIA today 

aviation fuel rationing. The Warri airport was reported 

closed. 


6. Television news reported that President Obasanjo has 
formed a 32-member committee to examine the fuel price issue. 
The committee consists of representatives of labor 

government 

manufacturing industries. 


7. Post also received reports that Obasanjo has scheduled a 
staekholders meeting. According to these as of yet 
unconfirmed reports 

Obasanjo will head the government\'s delegation. 


(Comment: Currently 
and the stakeholder meeting are one and the same. End 
Comment.) 


8. Most of Lagos is peaceful 

few areas. A heavy police presence was reported around the 
city. Schools are closed and few private or commercial 
vehicles are operating. Most gas stations are closed. 


9. National Electric Power Authority employees reported to 

work. The Lagos office of the Central Bank of Nigeria is 

open. Commercial banks are opened with a skeletal staff; few 
customers are demanding service. The Nigerian stock exchange 
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is open. 

10. NLC teams are on the streets to assess the extent of 
compliance with the strike. \"Area boys!" flying NLC flags are 
reported to have hijacked commercial buses in some areas and 
used them to harass motorists found on the road. No incidents 
have been reported on Victoria and Ikoyi Islands; movement on 
the islands is not expected to be a problem. 


Port Harcourt 

11. The strike appears to be progressing peacefully in the 
city. Police made public announcements in the morning 
warning people not to gather or rally. There is little 

vehicular traffic. The oil unions 

said their members are observing the strike 

essential workers. Oil companies are operating with skeletal 
staffs. Production has not been affected thus far. 


12. Few motorists are on the roads. The airport is closed. 
NUPENG and PENGASSAN members are observing the strike 
for essential workers. Banks are not servicing customers. 
Public schools are closed. Private schools are open with 
minimal staffing. The Delta Broadcasting Service is not 
operating. 


Escravos 


13. Oil facilities at Escravos are operating normally. 


Bayelsa 


14. Schools are closed. Most shops and offices are closed to 
customers. Banks are not attending customers. Some private 
hospitals are closed. Police presence is heavy in strategic 
locations 


Calabar 


15. The city is quiet. Most businesses are closed. 


Ibadan 


16. The city is peaceful. Many informal sector businesses 
(produce stands 


Onitsha 


17. People are moving freely. Business is as usual. 
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Enugu 

18. Few vehicles are on the road. Some markets and businesses 
are open. Commuters are moving undisturbed. The State Civil 
Secretariat is closed. Civil servants have gone home. School 


SIPDIS 
children who went to school in the morning returned home 
because teachers would not teach. 


Benin City 

19. University students are making bonfires in front of their 
campus 

from the roads. Businesses are closed 

been received of people being molested. Police are deployed 
to strategic locations around the city. 

BROWNE 
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detention. The strike commenced October 11 as planned and is 
thus far being observed widely. Most schools and businesses 
are closed. Oil companies are running limited operations 

but say production has not been affected. President 

Obasanjo has reportedly formed a 32-member committee 
including labor 

to the strike. Relatively low-level sporadic violence and 
harassment have been reported. End summary. 


2. The State Security Service (SSS) arrested NLC President 
Adams Oshiomhole at the Abuja airport on Saturday. According 
to the press 

security services before being released. Press accounts of 

the extent of Oshiomhole\'s injuries varied widely 

from a spike in blood pressure to a dislocated leg. Numerous 
political and civil society figures condemned Oshiomhole\'s 
arrest. 


Nationwide Strike Commences 
Widespread and Mostly Peacefully 


3. The nationwide stay-at-home strike commenced as planned 
October 11. There is widespread observance of the strike 
throughout southern Nigeria. Most schools and businesses are 
closed. Very little commercial transportation is available. 


Column 3 

While some senior executives are able to report to work 
vast majority of workers 

could not go to work 

businesses are expected to re-open after 4:00 p.m. 


4. The first phase of the strike is planned to last until 
Octber 14. The strike will be suspended for two weeks to 
provide government time to roll back the price increase as 
well as to give the populace a respite. If the price 
increase is not retracted after two weeks 

resume indefinitely. Labor leaders also reserved the right 
to extend the initial four-day strike should there be clashes 
between security forces and labor activists resulting in 
casualties. 


5. Although some oil companies are operating with skeletal 
staffs 

affected. International airlines at Murtala Muhammed 
International Airport (MMIA) also continue to operate 
normally. Most domestic airlines appear to have operated out 
of MMIA today 

aviation fuel rationing. The Warri airport was reported 

closed. 


6. Television news reported that President Obasanjo has 
formed a 32-member committee to examine the fuel price issue. 
The committee consists of representatives of labor 

government 

manufacturing industries. 


7. Post also received reports that Obasanjo has scheduled a 
staekholders meeting. According to these as of yet 
unconfirmed reports 

Obasanjo will head the government\'s delegation. 


(Comment: Currently 


and the stakeholder meeting are one and the same. End 
Comment.) 
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8. Most of Lagos is peaceful 

few areas. A heavy police presence was reported around the 
city. Schools are closed and few private or commercial 
vehicles are operating. Most gas stations are closed. 


9. National Electric Power Authority employees reported to 

work. The Lagos office of the Central Bank of Nigeria is 

open. Commercial banks are opened with a skeletal staff; few 
customers are demanding service. The Nigerian stock exchange 
is open. 


10. NLC teams are on the streets to assess the extent of 
compliance with the strike. \"Area boys!" flying NLC flags are 
reported to have hijacked commercial buses in some areas and 
used them to harass motorists found on the road. No incidents 
have been reported on Victoria and Ikoyi Islands; movement on 
the islands is not expected to be a problem. 


Port Harcourt 

11. The strike appears to be progressing peacefully in the 
city. Police made public announcements in the morning 
warning people not to gather or rally. There is little 

vehicular traffic. The oil unions 

said their members are observing the strike 

essential workers. Oil companies are operating with skeletal 
staffs. Production has not been affected thus far. 


12. Few motorists are on the roads. The airport is closed. 
NUPENG and PENGASSAN members are observing the strike 
for essential workers. Banks are not servicing customers. 
Public schools are closed. Private schools are open with 
minimal staffing. The Delta Broadcasting Service is not 
operating. 


Escravos 


13. Oil facilities at Escravos are operating normally. 


Bayelsa 

14. Schools are closed. Most shops and offices are closed to 
customers. Banks are not attending customers. Some private 
hospitals are closed. Police presence is heavy in strategic 
locations 


Calabar 
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15. The city is quiet. Most businesses are closed. 


Ibadan 
16. The city is peaceful. Many informal sector businesses 
(produce stands 


Onitsha 


18. Few vehicles are on the road. Some markets and businesses 
are open. Commuters are moving undisturbed. The State Civil 
Secretariat is closed. Civil servants have gone home. School 


SIPDIS 
children who went to school in the morning returned home 
because teachers would not teach. 


Benin City 

19. University students are making bonfires in front of their 
campus 

from the roads. Businesses are closed 

been received of people being molested. Police are deployed 
to strategic locations around the city. 

BROWNE 
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He wondered what the U.S. considered the right combination of 
MNF and Iraqi forces to do so and asked if the U.S was 
committed to the current timetable. Massolo said that the 
stronger the Iraqi ownership of actions taken 

enduring their impact would be. A/S Bloomfield briefed on 
latest developments in UN protection force commitments and 
noted that the U.S. saw two pillars for improvement of the 
situation: a political track that would defeat the aim of the 
insurgents by establishing a legitimate elected Iraqi 
government; and building sufficient capability in the 

indigenous Iraqi security sector. He also briefed on PM 

Allawi 

current operations by MNF and Iraqi forces in key Sunni 

cities. He noted that the U.S. was mindful of the same 
questions Massolo had posed and was thinking along the same 
lines. 


4. (C) On the NATO Iraq mission 
to have NATO there 
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assisting NATO planners 

the projected protection force for the NATO trainers. He 
asked if that force would be drawn from MNF troops already in 
Iraq or if the thinking was to seek supplemental forces 

task he said would require huge effort. A/S Bloomfield said 
he would check with Washington to get an answer. 


5. (C) Moving to the upcoming international conference on 
Iraq 

focused agenda 

The public message should be about bringing stability as 
quickly as possible. The conference should not re-open a 
legitimacy debate about the war. Massolo proposed that an 
informal steering group 

Kosovo 

and to be responsible for any necessary follow-up. He 
believed such a body could establish a broad pattern of 
cooperation. Massolo added that the Iraqis must be included 
in any such effort and suggested that it meet somewhere other 
than the U.S. 

A/S Bloomfield said he would take this proposal back to 
Washington for consideration. He added that the lraqis were 
looking for 

reaffirmation of international support for such key goals as 
debt relief and commitment to seeing a free Iraq succeed. He 
said he appreciated the chance to hear Italian views and 
encouraged Massolo to continue to engage with the U.S. on 
these issues. 


6. (C) Massolo closed by pointing out that there was a 
gradual convergence of Italian public opinion of the right 
and left supporting Italian participation in stabilizing 

Iraq. While not wholeheartdiy shared by all 

was a growing public opinion which wanted to see Italian 
troops there 

the Italian Parliament. There is not in Italy a pathology 
about an exit strategy 

firm andreassuring assessmnt of continued Italian 
Parliament must renew Italian troops in Decem\" problem." 


7.(U) this message. 


8. (U) Minimize considered. 


SEMBLER 
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America 

NLD-sponsored social welfare programs. End Summary. 


2. (C) Emboff met a Burmese confidante of Aung San Suu Kyi on 
October 8. This source 

enter and leave ASSK\'s housing compound regularly 

the meeting. He stated that Aung San Suu Kyi had provided 

him with a very specific message to pass verbally 

that for security reasons she preferred not to send a written 

note at this time. 


3. (C) First 

the staunch support by the American government and people for 
the cause of democracy in Burma 

Suu Kyi said that the U.S. has shown itself to be a true and 
close friend of Burma 


4. (C) Second 

that she has learned that some officials in the United Nation 
system are working against U.S. objectives in Burma. (For 
potential context 


5. (C) Third 

welfare programs. She specified four types of programs for 
which she sought U.S. support: pencils and notebooks for 
students 

support for the Embassy-run Professional Development Program 
(PDP) aimed at building next-generation leadership potential 
among NLD officials. The contact also mentioned support for 
the families of political prisoners. 


6. (C) Since the NLD as a party is forbidden from receiving 
outside assistance under Burmese law and refuses to do so on 
principle 

support for ASSKYs suggested programs be forthcoming. One 
idea posited was that ASSK might nominate non-NLD individuals 
as cutouts to receive assistance and funnel it on to the NLD. 
(Note: This approach has been used successfully in the 
recent past. End Note.) The contact said he 

in detail with Aung San Suu Kyi at the earliest opportunity 

and get back to us. We added that some sort of handwritten 
request 

sake 

assistance. 


7.(C) COMMENT: ASSK 

response to at least three queries we have stealthily 

delivered to her in recent months seeking her views on ways 

the USG might assist the pro-democracy movement. We were a 
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bit surprised by her comments on PDP 

NLD trainees she nominated has completed its course of study 
and we are still waiting for an NLD response to our repeated 
inquiries regarding a potential second batch of participants. 
Aung San Suu Kyi knows that the NLD 

ebb 

supporters - if not democracy and a better life immediately 
then at least pencils and paper for their children and 

perhaps some medicine for the ill. This is the first direct 
message we have received from her since April. End Comment. 
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3. (SBU) The ICFU officials identified the many obstacles 
the country would have to surmount to get agriculture 
back to previous levels of productivity. We summarize 
below. 


- Finance. ICFU officials said they expected the GOZ to 
issue 99-year leases in the near future 

know whether the leases would be transferable or could 
serve as collateral for loans. 

- Machinery. Tractors for tillage of land have been 
reduced from 44 

to the ICFU officials. Irrigation units belonging to 
dispossessed farmers are in disrepair 

vandalism or misuse. 

- Training. The ICFU officials said they lack resources 
to provide training to inexperienced new farmers. In the 
meantime 

farmers to mentor at least five new farmers. In 
subsequent discussion 

with the CFU on joint training projects. 

- Organization. The officials admitted their offices and 
other physical facilities are inadequate for an 
organization of 12 

largely unproductive new members contribute nearly 
nothing in dues. 

- Environmental Management. They complained that new 
farmers are overtaxing resources on formerly white-run 
farms by allowing cows to overgraze and by cutting down 
too many trees for quick sale as firewood. 

- Infrastructure. In oparceling out land to new farmers 
the GOZ has frequently divided one large farm into five 
or ten smaller units 

place to collectively manage assets. A new farmer 
allotted a plot with water or electricity resources is 

not required to share with his new neighbors 

to the ICFU representatives. 
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- Market Conditions. The ICFU farmers said GOZ policies 
discourage agricultural output 

underpaying for grain and tobacco. ICFU Vice-President 
Mudzikisi noted that he has shifted production on his 

farm from maize to paprika and sorghum 

does not control the prices of these crops. 


4. (SBU) Comment: We were encouraged that the ICFU 
President restated his willingness to engage in formal 
talks 

CFU\'s still excellent resource base might be the only way 
for the ICFU to expand services to new farmers. As 
former dues-paying CFU members 

feel they should be able to access the CFU\'s superior 
facilities 

international contacts. \"We paid for it 

Nyabonda 

the same time 

might be the best way for the mostly-white CFU to survive 
in the new Zimbabwe. Unfortunately 

the CFU suggest that they have not yet adjusted to this 
reality. 


5. (SBU) No one expects a large influx of donor funds for 
agricultural recovery at this time. With or without 

donor funds 

land reform levels even in the medium term 

dramatic GOZ policy shift away from centralized control 
and towards restoration of the rule of law. In the short- 
term 

unions to stimulate debate on what policies are necessary 
to restore agricultural productivity could set the stage 

for future progress. Equally important 

coordination and dialogue on land policy 

economic interests 

begin to limit Mugabe\'s populist-inspired control of the 
land issue. End comment. 
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The governorates 

accord and 

governorate 

system of representation. 


3. (C) Much of the hour-long meeting was devoted to Berri 
decrying UNSC 1559 as interference in LebanonYs domestic 
affairs and to Berri\'s attempt to convince the Ambassador 

that French and U.S. views toward implementation of UNSC 1559 
have already diverged (with the U.S. softening its line 
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according to this theory). The Ambassador pushed back that 
the U.S. wants to see UNSC 1559 fully implemented 
functioning cabinet addressing the needs of the Lebanese 
people rather than answering to Damascus. After giving a 
strong condemnation of Sunni extremism in Iraq and al-Qaida\'s 
activities worldwide 

as U.S. neglect of the Israeli-Palestinian peace process 
arguing that what he believed to be the absence of U.S. 
strong leadership in pushing the Israelis and Palestinians 
toward a two-state solution fanned the flames of extremism. 


4. (C) Comment: In arguing for a national unity 
government 

best for Berri and his Amal movement than what is best for 
Lebanon. Hariri\'s proposal for a narrow 

government would likely leave out Amal figures; a 
technocratic government is also more likely to pursue 
Hariri\'s reform agenda at the expense of Berri\'s spoils and 
patronage instincts. In a larger 

however 

be deal makers or deal breakers 

influence on the direction of policy and debate with the 
cabinet. As the Ambassador told Berri 

is narrow and technocratic or larger and drawn from a broad 
political spectrum is not of interest to the USG. What we 
want to see is a cabinet that earns credibility among the 
Lebanese people by starting to address their needs. This 
would signal to us that Lebanon is beginning the process of 
moving toward compliance with UNSC 1559. 
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facilities and resources 

case\" - an obvious jab at our jabs at them for holding people 
without charge and without access to legal counsel. 


2. (U) Please advise. 
LUNSTEAD 
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have been acts of sabotage 
detrimental to stability.\" 


2. (S) Abdullah Rashid suggested that it would be most 
effective if the GCC made a coordinated approach to Iran. 
The GCC\'s position should be that Iran\'s interference in 
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Iraq is detrimental to GCC-Iranian relations 

asked that the USG provide a more detailed account of 
Iran\'s negative actions to assist the UAE make this case 
with the GCC 


3. (S) Abdullah Rashid said that his government is 
concerned that Iraq\'s police and military are not yet 
capable of carrying out their missions. He also noted that 
some trainees who have benefited from courses overseas 
have returned to Iraq and joined militia loyal to Moqtada 
Al Sadr 

capacity-building is more important than economic capacity- 
building 

security reconstruction.\" He said he had delivered a 
similar message to U/S Larson in discussions on Iraqi 
reconstruction recently. 

SISON 
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AGREEMENT \"WITHIN 10 DAYS\" 


1. (U) Sensitive But Unclassified. Please protect 
accordingly. 


2. (SBU) Foreign Minister Oskanian\'s senior advisor told us 
October 12 that the GOAM is prepared to sign a revised 
\"Article 98\" agreement \"within next ten days.\" President 
Kocharian is currently deciding who to authorize to sign the 
document 

will be ready to move forward. 
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particular those referred to as \'non-traditional\' 

practice their religion without discrimination.\" (Note: 
Armenia also agreed to adopt a law on alternative military 
service within three years of its accession in 2001 

pardon conscientious objectors. End Note.) 


3. (SBU) As of October 12 

witnesses are serving terms in prison for refusing military 
service on religious grounds; four more are awaiting trial. 
Hranush Kharatyan 

Religious Affairs 

working out a procedure to release conscientious objectors 
who were previously sentenced to prison. 

EVANS 
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the Iraqi people.\" He said that the U.S. had accomplished 
its mission. Iraq is in the hands of the Iraqis. The U.S. 

did its best by creating the right atmosphere by opening the 
airports 

The U.S. soldiers should not be patrolling the streets of 
Baghdad; the Iraqis should. SecDef said the U.S. only has 
the responsibility to create an environment so the Iraqis can 
take care of themselves. 


3. (C) Bahrain\'s Commitment to the U.S.: The King said 
Bahrain is committed to the U.S. He said Bahrain needs 
stability to maintain its political and economic development. 
He said Bahrain has made good progress on reform relative to 
the region but not compared to the rest of the world. The 
King said that Bahrain has an open society -- where people 
can speak freely provided they follow the law -- and they can 
demonstrate peacefully. However 

demonstrated against the U.S. Navy in the last five years. 
SecDef said that he was appreciative of the support that 
Bahrain has given the U.S. fleet and the Iragis. 


4. (C) Saudi Arabia: The King said that he was worried about 
the security in the region 

Arabia. He said there would be a problem if the radicals 

took over the Kingdom. \"We do our best to support the Saudi 
Government and their efforts." SecDef said the Saudis had 
been slow to get engaged. When the attacks happened they 
were not ready and they are still not particularly well 

trained or equipped 


5. (C) Moderate Muslim Leaders: SecDef said that there need 
to be more moderate leaders 

up against radical leaders. We need them to tell the truth. 
Karzai 

The King said he told clerics that if you speak up against 

the U.S. 

said 


6. (U) SecDef has approved this cable. 

MONROE 
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maintain that the only solution is a return to the fuel 
subsidy. END SUMMARY. 

AROUND NIGERIA 

2. (U) The second day in Abuja saw streets and 


markets active 
and filling stations closed to customers. Many schools 
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are also not operating as a result of the strike. 
Activities slowed at the Federal Secretariat and other 
GON offices due October 11 

operate. 


3. (U) NLC Leader Benson Ukpa told us that the police 
in Abuja laid siege to the NLC Secretariat yesterday 

and prevented labor leaders from organizing a peaceful 
procession in and around the city to monitor the 

strike. The police also prevented labor leaders from 
walking to the Presidential Villa when President 
Obasanjo invited them. The police said that \"trek\" 
would attract hoodlums and miscreants thereby causing a 
breakdown of law and order. 


4. (U) There has been more trouble in other parts of 
Nigeria. Halliburton security personnel told ConGen 
Lagos that police shot and killed an adult male at the 
Eleme junction on the outskirts of Port Harcourt 
October 12. In Kaduna 

killed a 12-year boy after firing several shots at a 
group of demonstrators. A stray police bullet aimed at 
the demonstrators reportedly hit the young boy on the 
head 

The source added that the demonstrators 
unemployed youths 

price hike while calling on residents to observe the 
sit-at-home strike. At least 40 demonstrators were 
arrested and a dozen sustained injuries during the 
stampede. 


5. (U) WArea Boys\" thugs and police were involved in 
many fracas. A ConGen Lagos vehicle ferrying mail was 
temporarily blocked in the Anthony area of Lagos by a 
bus loaded with people carrying bottles. A convoy of 
vehicles conveying NLC Mobilization Committee members 
was attacked in Lagos. No one was injured 

contacts predict similar attacks by pro-government 
elements as the strike progresses. Local newspapers 
reported that the police arrested nine labor leaders in 
Awka 

\"breaching public peace\" while monitoring compliance!" 
with the strike 

students protesting off campus. 


6. (U) Jerry Agbeigbe 

former president of the National Association of Pilots 
and Engineering 

unidentified assailants. His corpse reportedly was 
left at the Alapere Police Station in Lagos. Agbeigbe 
had been on the forefront of the agitation for the 
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payment of salary and pension arrears for Nigerian 
Airways employees. It is unknown whether the killing 
was related to the Nigerian Airways situation 

strike action 


7. (U) In other places: 


LAGOS: Public offices and many businesses were closed 
again today. Reports from some areas of the city 
indicated that about 20 percent of vendors were back at 
the markets. Trading continued on the floor of the 
Nigerian Stock Exchange 

be lower than normal again today. The Lagos office of 
the Central Bank was operating normally. Commercial 
banks in some areas opened 

largely closed to customers out of fear of harassment 
from \"area boys.\" More than 1000 protesters blocked a 
major road in the Badagry area this morning. Lagos 
airport was open 

control was joining the strike 

were interrupted in many places -- including a sixty 
percent reduction in flights between Abuja and Lagos. 
Some manufacturers closed factories 

the NLC sent to ensure compliance with the strike. 


KANO: The northern commercial center saw more strike 
activity October 12 than October 11 
security forces have been reported. 


ONITSHA: NLC officers are reportedly moving around to 
ensure compliance with the strike in this trading 

center for the Southeast. Some markets and banks that 
opened earlier in the day have been forced to close. 

The general hospital was also forced to shut down. Some 
government offices that opened in the morning were 

later closed 

Private businesses and public transport operated 

without disturbance. 


ENUGU: Public offices and schools remain closed. 
Commuters are moving undisturbed. Major markets are 
open. The police reportedly arrested labor (and 
possibly political) leaders while people were off the 
streets as a result of the strike. 


IBADAN: Private schools were open and there was more 
pedestrian and vehicular movement than on October 11. 
Banks and government offices remained shut 

and there were reports of clashes between police and 
protesters. 
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PORT HARCOURT: Some commercial facilities were 
open 

moving. Allbanks were closed. Motorists were 
reportedly displaying green leaves as a sign of 
solidarity with the strike. International flights were 
arriving as usual. 


WARRI: Banks 

government offices were closed. Private schools 
remained open. NEPA offices were closed 
technicians were at work. Delta Broadcasting Service 
was off the air. The airport was closed. 


OIL INDUSTRY 


8. (SBU) ChevronTexaco and ExxonMobil both reported 
continued office operations with skeletal staffs. Oil 

and gas activities in the field 

affected. Oil unions continued to honor the strike 

except for essential staff. Generally 

oil sector said they do not expect production to be 
affected by the strike if it is confined to this week 

as planned. However 

indefinite strike 


NLC STRIKE LEADERS GENERALLY SATISFIED 


9. (SBU) Expressing displeasure over the level of 
compliance in Abuja 

deems the strike successful and very much on course." 
A top official at the NLC Secretariat said the strike 
would continue in spite of several attempts by the 
government to foil the resolve of the Nigerian people." 
He said reports from many parts of Nigeria indicate 
that the public 

\"positively responded to our call.\" NLC leaders claim 
even the Nigeria Police have cooperated 

expressing solidarity with the measures taken by the 
NLC and avoided enforcing government orders." 


10. (U) NLC officials were less happy about the recent 
inauguration of a 33-man committee by President 
Obasanjo to cushion the effect of the recent price 

hike 

Nigerians.\" The Committee was inaugurated yesterday at 
the Presidential Villa. According to President 
Obasanjo 

coordinate measures that will be agreed to bring about 
a short term relief and medium term positive impact on 
the effect of high oil prices.\" Although NLC head 
Adams Oshiomhole and four other labor leaders were 
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included in the Committee 

NLC had \"embarked on the strike to force the government 
to revert to old fuel prices 

measures that are full of deceit.\" 

ROBERTS 
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CHINA ARMS EMBARGO 


Classified By: AMBASSADOR CLIFFORD SOBEL FOR REASONS 1.4(B) . 


1.(C) Summary: According to Dutch FM Bot 

\"cautiously\" with regard to the issue of lifting the China 
arms embargo. Although there is no strong opposition to 
lifting the embargo 

before making that decision. Bot would prefer not to have 
the embargo lifted during the Dutch presidency 

break consensus. An internal Dutch report of the ministers\' 
meeting notes that supporters of a quick lift (France and 
Spain) have so far failed to make their case. It is possible 
that the EU-China summit currently scheduled for December 8 
will be postponed 


BOT: EU MOVING CAUTIOUSLY 


2. (C) On October 12 

Ambassador Sobel with a brief readout of the EU Foreign 
Ministers\' lunch-time discussion of the China Arms Embargo 
during the October 11 GAERC in Luxembourg. According to Bot 
\"no one\" in the EU doubts that the embargo will be lifted in 
time; it is only a question of \"when.\" When the issue was 
raised at the lunch by French Minister-Delegate Cloudie 
Haignere 

opposition to lifting the embargo at some point in the 

future 

lifting the embargo was \"positive.\" Bot reportedly also 
concluded 

strengthen the Code of Conduct and the \"Toolbox\" before the 
EU would be prepared to lift the embargo. 


3. (C) Bot confirmed that while the French and Spanish pushed 
to lift the embargo by the EU-China summit 

including Denmark 

the UK -- preferred to take a more cautious 

approach. Bot reiterated that \"if | had my way 
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happen 

alone as president to break a consensus to lift. Bot made 
clear that he and British FM Straw are coordinating closely 

on how to handle the issue 

that he worried that Straw\'s opposition to lifting the 

embargo may be \"shifting.\" (Note: British Ambassador Colin 
Budd separately told Ambassador Sobel that Straw\'s position 
on the embargo has not changed 

December 2003 European Council meeting. Budd also reported 
that at the GAERC 

slowly were made by German Foreign Minister Fischer 
argued that the \"prestige of our main ally (the U.S.)\" should 
be seriously considered 

suggested that the EU needed to \"pause for thought" before 
moving forward.) 


3. (C) With regard to human rights 

had decided to downplay in public the connection between the 
embargo and the human rights situation in China. In private 
however 

Chinese should take on the human rights front (freeing the 
remaining Tiananmen prisoners 

Karel Hartogh 

during the EU-Chinese ministerial in Hanoi that if China 
needed \"more time\" to deal with human rights concerns 

it should understand if the EU needed \"more time\" to feel 
comfortable lifting the embargo. 


DUTCH BELIEVE MORE WORK TO BE DONE 


4. (C) In a separate discussion with poloff 

lJssel (Director for Arms Transfers in the MFA\'s Security 
Department) 

the meeting. According to van den lJssel 

concluded: 1) a \"clear majority\" needs more time before 
making a decision to lift; 2) more work remains to be done on 
the Code of Conduct and \"Toolbox 

for positive steps on human rights from the Chinese 

the supporters of a quick lift have not yet succeeded. 


SUMMIT POSTPONED? 


5. (C) Herman Schaper 

separately told us that the Chinese Ambassador to the 
Netherlands recently asked the MFA to consider alternative 
dates for the EU-China summit currently scheduled for 
December 8. While the Dutch have pushed back hard to hold 
the summit on December 8 as planned 

at other dates 
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December 17 EU Council meeting). While no explicit link had 
been made to the arms embargo by the Chinese side 

the MFA saw the request as a possible veiled threat. 

(Schaper told DCM on October 12 that while a majority of EU 
members agree that the embargo decision should not be linked 
directly to the summit 

the idea of using the summit to \"hint\" that a decision is not 

far off.) Hartogh 

to avoid holding the summit too close to elections to the 
Taiwanese legislative Yuan (currently scheduled for December 
11). Chinese Deputy Foreign Minister Zhang Yesui is 
scheduled to visit The Hague on October 14 and presumably 
will discuss preparations for the summit. 

SOBEL 
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which gave the police and military state-of-emergency powers. 
These expanded powers were short-lived 

Constitutional Court abolished the zones several months after 
they were established. Since that time 

made slow progress in combating violence and illicit activity 
in the department. There are almost 1 

Colombian National Police (CNP) in Sucre 

departmental commander told us his goal is to work with 
department\'s Marine and Army units to reduce crime and 
increase operations by ten percent each. 


-- Last year 

received squadrons of rural mounted police (\"carabineros\"). 
Several ofthese municipalities had never had a police 

presence and had become accustomed to FARC influence. The 
department has one EMCAR (mobile police squadron) of 150 
police. 


-- The two principle highways leading to Cartagena and 
Barranquilla 

trafficking and illegal roadblocks 

p.m. Highway police patrol the roads and the police 
commander told us that travel 

to the coast 

officials drove several hours from Monteria 
Department 


-- Drug seizures in the department are increasing. Earlier 
this year 

cocaine -- the largest seizure ever in Sucre -- on its way to 
Cartagena. 
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-- So far in 2004 

roadblocks and only five kidnappings. In 2003 
comparison 

and 11 roadblocks and 51 kidnappings in 2002. 


3. (C) Nevertheless 

remains tenuous 

serious problem. Murders increased by three percent between 
January and September of 2004 

estates are a growing problem. As of September 1 

ranches had been burned. 


4. (C) Nearly all our interlocutors emphasized that 

paramilitary commander Rodrigo Antonio Mercado Pelufo (alias 
\"Rodrigo Cadena\") exerts significant control over Sincelejo 
and most of the department\'s coastal municipalities and is 
vying for dominance in the Montes de Maria region. There 

are an estimated 400 paramilitary fighters in Sucre. 

Although Mercado is formally a member of the AUC\'s Northern 
Bloc -- commanded by Salvatore Mancuso -- and should be 
obeying the unilateral cease-fire the AUC declared in 2002 

all our interlocutors agreed that he is conducting business 

as usual: drug trafficking 

territory 

police commander assured us that Cadena is the police\'s 
number one paramilitary target. Cadena was implicated in the 
Chengue massacre and the murder of a judge in 2002. 


5. (C) A human rights NGO affiliated with the University of 
Sucre 

questioned the local government\'s commitment to capturing 
Cadena and combating the paramilitaries. The NGO noted that 
Cadena is widely known to have a home in Sincelejo\'s most 
posh neighborhood but authorities look the other way. The 
Bishop complained that many city government officials are AUC 
sympathizers who come from families that have long supported 
paramilitary activity. He said guerrilla control over many 

rural government officials is equally troubling. 


6. (C) The FARCVs 35th and 37th fronts 

members each 

elsewhere in central and southern Sucre. The National 

Liberation Army\'s (ELN) Jaime Bateman Canyon Front cooperates 
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closely with the FARC. Although the guerrilla presence has 
been mostly eliminated in Sincelejo 

source of concern for the security forces in rural areas. A 
former mayor of one of the Montes de Maria municipalities 
noted that in 2000 she was the only mayor who was not forced 
to govern her municipality by proxy from Sincelejo. With the 
increased police presence today 

their towns 

ranches continue. 


7. (C) Economically and socially 

According to our interlocutors 

rates of illiteracy and internally displaced persons in the 
country. There are between 60 

persons in Sucre (primarily in Sincelejo) 

been displaced by violence elsewhere in Sucre or in the 
departments of Antioquia or Choco. Since Sucre\'s total 
population is only 600 

as high as 15 percent. Upon taking office 

installed streetlights and built several roads in Sincelejo\'s 
poorest neighborhoods and is building or expanding six 
elementary schools with assistance from the government of 
Japan. However 

frustration at their inability to provide adequate assistance 
to the displaced and unemployed. 
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NEPAD supporters. He said Africa\'s own contribution to 
NEPAD and conflict resolution efforts were primary focus 
before seeking external assistance 

USG support in moving NEPAD forward in the G-8. Mamabola 
also highlighted the importance of strengthening the Peace 
and Security Council (PSC) 

Parliament (PAP) 

Review Mechanism (APRM) to foster good governance \"based on 
African standards 

generally. A late October evaluation will monitor results 

to date. Mamabola said that the SAG was looking carefully 

at UK PM Blair\'s Africa Commission 

duplicate the G-8 action plan itself. Perina noted that 

NEPAD success would attract support. 


///NEPAD/// 


4. (SBU) Duarte explained the planning process that 
eventually transformed the OAU to the AU 
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Vresolutions to an \"instrument\" that could independently 
field Africa\'s own peacekeeping troops. She said 

was located in the diversity of 53 states 

Africa 

Africa. The Challenge 

directives and harmonize 17 overlapping regional 
organizations as NEPAD vehicles. Duarte contended that a 
policy must allow each to remain independent but cooperative 
on trade and defense issues. SAG views peace and stability 
as absolute prerequisites 

African common defense policy of 2003. She listed goals 
achieved to date: positive role in conflict resolution in 
Burundi and DRC 

force and a unified SADC position at DOHA. The current 
strength of leadership binds NEPAD 

was to find a continent-wide element for success that would 
be lasting but not treaty-based. 


5. (SBU) Sudan/DRC: Duarte noted two objectives in Sudan: 
keep the Government of Sudan (GOS) on board as a negotiating 
partner; otherwise the country will be split 

the GOS to develop Darfur 

areas. There are currently 410 military observers in 

Darfur 

return of people to their villages and fields to farm 

otherwise starvation will result. A SAG Public Service 
Administration official noted SAG assistance to develop a 
post conflict reconstruction plan for DRC. Perina advised 

of a new State Department Office on Coordination for 
Reconstruction and Stabilization to assist with post 

conflict events. Duarte expressed interest in this office 

given NEPAD interest in post conflict "peace management.\" 
She noted an October 13-15 NEPAD peace and security workshop 
on post conflict reconstruction in Johannesburg to be 
attended by representatives at the ambassadorial level of 

the heads of state steering committee and partners. Over 
the next thee years 

legal AU entity. The Secretariat will likely remain in 

South Africa. 


6. (SBU) SAG Message to USG policymakers: Duarte 
encouraged assistance with development and urged the USG to 
view the APRM as a non-punitive 

noted that partnership with the USG is very important and 
asked about potential regional cooperation. She also noted 

an equal commitment to stop terrorism as manifested by 
African participation in an October 15 meeting to 

assist/assess Africa\'s own counterterrorism efforts to date. 


//OPTIMISTIC NEPAD SECRETARIAT/// 
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7.(SBU) NEPAD Secretariat Multilateral Relations Director 
Sudir Chuckun noted strong support from the Germans (for 
APRM) 

USAID on specific projects. The UN agencies also have a 
\"cluster system\" operating in Africa around NEPAD 
described as a socio-economic program of the AU that as yet 
had no legal basis. A 20-member (5 original plus 15 
members) NEPAD Implementing Committee is a subgrouping under 
the HSGIC (Heads of State and Government Implementation 
Committee) 

South Africa. A NEPAD strategic plan is in process. He 
encouraged life-of-project funding and a more profound 
engagement on policy with the USG 

market access 

issues. 


8. (SBU) Chief Economist Jahed welcomed USG interest in 
NEPAD. Developing the regional economic commissions (REC) 
as key NEPAD building blocks is a major goal. Focus is on 
capacity building 

acceded to APRM 

NEPAD to foster good governance and accountability. 
Strategic issues include: debt 

building internal regional trade 

warning system and post conflict reconstruction. A private 
sector unit exists. The African Business Round Table works 
with the NEPAD business groups in South Africa 

Swaziland 

SMEs. The groups will play a supportive role 

Jahed 

Business Council 

gender/women and others planned for labor and civil society 
issues. 


9. (SBU) NEPAD Secretariat message for USG policymakers: 
It is important to engage with NEPAD; evaluate ODA and 
quality of support; and support G-8 forum key issues. It 

would have been useful to have a dialogue on Millennium 
Challenge Corporation issues before the fact. NEPAD is 
viewed as the continent\'s blueprint for which support is 
needed so the staffers questioned UK Africa Commission\'s 
likely impact on NEPAD. 


//NEPAD BUSINESS LUNCH/// 


10. (SBU) Johannesburg CG Dunn hosted a lunch to provide 
business\'s perspective on NEPAD. Guests included the head 

of the APR Secretariat 

American Chamber of Commerce and members of the Chamber\'s 
NEPAD Committee 

member of NEPAD\'s E-Africa Commission 
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the South African Black Accountants Association. Geoff 
Rothschild 

Securities Exchange and a member of the NEPAD Business 
Forum 

participating in the World Economic Forum 

and support from President Mbeki. He strongly supported 
NEPAD 

alleviate poverty. Others around the table repeated this 
theme 

business. The APR official said that feedback from 
\"stakeholders\" in the peer review process was a major 
departure for most African governments and defended the non- 
punitive character of the APRM 

donors or investors to put Africa\'s house in order. The 
strategy of NEPAD leaders is to send a strong persuasive 
signal to non-participating countries to pressure them into 
joining up; progress to date has been encouraging. 


//INTELLECTUALS ON NEPAD ./// 


11. (SBU) Four outspoken 

academicians and journalists from the Center for Policy 
Studies 

Witwatersrand 

Affairs (SAIIA) met with the S/P staff and PolCounselor. 
Two agreed that with the OAU-AU transition Africa had 
reached a \"turning point\" with a new African-initiated 
emphasis on good governance 

conflict resolution via the PSC and plans for the African 
standby force 

NEPAD. One suggested that it was more a \"breaking point\" 
pressed by events in Rwanda 

DRC and pushed forward by South Africa and Nigeria\'s 
presidents. Another said that NEPAD Secretariat was 
understaffed with no direction or vision or delivery vehicle 
on how to translate a plan into action 

after Mbeki and Obasanjo? 


12. (SBU) One interlocutor acknowledged a turning point but 
queried its sustainability. He said the OAU spearheaded 
political liberation and developed a culture of solidarity 

from the independence struggle - i.e. 

New representative and accountability institutions such as 
the PAP 

Council 

interventional regime now exists 

anticolonial 

pretext for action is against genocide 

violations and unconstitutional changes of government. 
NEPAD explicitly links peace 

governance continent-wide. This has led to two contending 
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threads of African nationalism: the \"old style\" represented 
by Mugabe of Zimbabwe 

anti-colonial fighter who mobilizes Africans around these 
themes 

the new pan-Africanist core group - Mbeki and Obasanjo 
(along with presidents of Mozambique 

Ghana 

Resources also remain a serious problem with five countries 
accounting for most of the AU budget. There is a policy and 
implementation gap; the sooner NEPAD integrates into NEPAD 
the better. He perceived a need to coordinate NEPAD 
capacity with the RECs 

the Secretariat. 


13. (SBU) Message for USG policymakers: Specify the nature 
of the partnership vis--vis reform and delivery of donor 
resources. Specifically 

its dirty laundry? There needs to be some form of subtle 
reinforcement. Blair \"is getting ahead of himself 

giving Africa enough time. There needs to be a more honest 
and judicious way of communicating with Africans. The RECs 
ability to deliver in one view is questionable; and as a 

result 

wide approach on some issues. NEPAD needs practical 
deliverables 

agricultural plan. There should be careful statecraft in 

support of nations doing the right thing (i.e. 

White House visits 

and Danes left Kenya). The US especially should strengthen 
Africa\'s peacekeeping capacity via timely technical 
assistance and logistical support. 


{HAND PERCEPTIONS OF USG/// 


14. One said that perceptions of hypocrisy and self-interest 
preoccupation of the US do not play well in Africa as seen 
by the \"jump in IraqW and \"not one soldier in Liberia." 

Such things affect US credibility. Another opined that the 
notion that all mistakes are on the US side is wrong 
unhelpful and plays into the hands of those who wish to 
destabilize and alienate Africans from the United States. 
NEPAD/APRM could become a new form of conditionality. Avoid 
coming across as if mutual accountability does not exist. 
How do we extract outside commitment based on that we do 
with respect to democracy 

exchange for open market access. Also 

\"African solutions to African problems 

out for reneging on responsibility 1" Let\'s avoid 

\"aristocracy of death; there are conflicts everywhere." For 
example 

blame Africa for African conflicts. Western countries and 
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Africans need to learn how to develop consensus on Darfur 
and Zimbabwe. 


///MUSLIMS IN AFRICA/// 


15. (SBU) Perina noted the USG focus on Africa in the 
global context of a post-911 world and the need to reach out 
to Muslims. He asked if there was a danger of these 
communities changing - for economic or other reasons - in 
ways that threaten stability? One interlocutor noted an 
increase in students from all over Africa and Asia in 
Madrassas (Islamic schools) in Pakistan. Another suggested 
that it would be a mistake to focus on only that segment of 
the population 

continent 

partners to defeat this problem. At the 59th UNGA 

pressed for development and Bush antiterrorism; the issue is 
how to bridge this divide by compromise 

interlocutor. Anti-Americanism is widespread. Another 
interlocutor echoed these sentiments 

anti-American sentiment is widespread in Africa. The 
perception is that America dictates how societies should 
organize themselves 

solidarity between Africa and the Arab world in particular. 


16. (SBU) Muslim in Sub-Saharan Africa are moderate 
communities generally and those in South Africa do not 
necessarily harbor extremist views 

have embraced the western notion of democracy. Most 
Africans do not mix religion and politics. The US needs to 
be very careful in terms of its advocacy of its own beliefs 
about democracy and antiterrorism 

acknowledges the need to fight terrorism and is putting 
legislation in place. One said the US comes on \"too 
strong and does not seem to understand that 911 represented 
a civil war in Islam in Central Asia 

the Horn. In one sense 

target but a convenient hook for mobilizing this struggle. 
The US antiterrorist strategy misses the boat on how the US 
plays into this. 


17. (SBU) One interlocutor suggested the need for a 
different model of US diplomacy 

while still acting in its own self-interest. A different 
approach could make a difference. US diplomats should 
cultivate and develop personal relationships 

trust. Much of the dynamics of the Zimbabwe situation 
relates to failure to do that. Blair fell right into that 

mode and made it difficult for the SAG and others to take 
the moral position on Zimbabwe. Why not quietly fund the 
right things? For example 
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US some points 

needs to be a bridge. They recognized that America was 
hurting after 911 and not interested in talking about 
development. However 

but instead reacted to post-911US actions with tremendous 
alienation. The perception is that America is strong and 
democratic at home but a dictator abroad. 


18. (SBU) SAG reaction: Regarding the few Muslims in South 
Africa 

history of coexistence and governance 

view 

threatened Nigeria as well. A close ANC advisor and Muslim 
scholar noted the proliferation of proselytizing Saudi 

Arabian text books in South Africa that can be expected to 
have an impact in the future. 


19. (SBU) Comment: S/P staffers considered the mission to 
be highly successful and useful input into the US 
policymaking process on NEPAD and an approach to Islam in 
Africa. Results of the October 12-13 NEPAD peace and 
security workshop on post conflict reconstruction and the 
October 22-23 Multi-stakeholders Review in South Africa 
should indicate how Africa\'s grades it own progress to date 
and perhaps suggest how it plans to proceed with existing 
and potential partners. 


(U) Ambassador Perina cleared this message. 
MILOVANOVIC 
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Classified By: Political Counselor Andrew Schofer for reasons 1.4 (b) a 
nd (d). 


1. (U) Please see guidance request in para 10. Bionote 
para. 11. 


2.(C) Summary: Dutch MFA contacts characterized the 
recently concluded round of the EU Human Rights Dialogue with 
China as a \"dialogue of the deaf 

continue. Chinese \"dialogue fatigue\" may have contributed to 
the disappointing results. The Chinese MFA has created a new 
Special Representative for Human Rights to handle HR 
Dialogues in the future. The EU sees positive long-term 

trends in socio-economic areas 

fundamental human rights will not be possible as long as 
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these are seen as challenge the state; in effect 
elite have created a \"glass ceiling\" to protect their 
positions against such reforms. End Summary. 


3. (C) Sandra Pellegrom (MFA HR office) and Gerrie Willems 
(MFA China Desk) briefed POLOFFS October 8 on the EU\'s recent 
trip to China and the status of the HR dialogues with China 

in general. Pellegrom was on the trip to Tibet and Beijing. 
While they confirmed that the dialogue had been generally 
disappointing (refs) 

confidently EU foreign ministers would conclude at the 
October 11 GAERC that the dialogue remained useful and should 
continue. They pointed out that the dialogue offers a 

channel to hear one another\'s views and to share information 
on law reform and other issues. The EU wants to encourage 
ongoing progress in the fields of torture 

reform of the education through labor system 

movement 

broad legal reforms 

are especially welcome developments. Looking ahead 
however 

of Chinese human rights will soon hit a \"glass ceiling 
individuals try to move beyond socio-economic 

judiciary reforms to challenge state authority in the area of 
\"fundamental freedoms.Y The fact that the Chinese elite will 
not tolerate such challenges will continue to create problems 
for EU-Chinese relations 


NEGOTIATING WITH THE CHINESE 


4. (C) Pellegrom observed that one had to be on one\'s guard 
with Chinese statements concerning human rights 
always technically truthful but which skirted the edges of 
the truth.\" She explained that Chinese precision could 
easily mislead a casual listener by masking underlying 
problems. For example 

people enjoy freedom of expression on the internet 

the limits of the law.\" Although Chinese laws offend the 
spirit of human rights 

insisted that they were no different than European 
restrictions on pornographic internet sites. 


5. (C) Pellegrom and Willems noted that 

prior dialogues 

fundamental freedoms rather than easing into it gently. The 
result was a \"dialogue of the deaf 

\"completely scripted and up against a concrete wall.\" When 
EU del head Amb. Piet de Klerk 

under various categories of political prisoners (there are 72 
on the EU list) 

him to desist. According to the Dutch 
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the candid discussion was embarrassing them in front of 
representatives from other ministries. 


SPECIFIC ISSUES 


6.(C) Death Penalty/Torture: Pellegrom said that the 
situation seems to be improving 

limits on the range of cases subject to the death penalty. 
The fact that the Chinese refuse to release any statistics 
however 

therefore it cannot make a definite evaluation. With regard 
to torture 

\"have a problem\" with the EU. 


7.(C) International Covenant for Civil and Political Rights 
(ICCPR): According to the Dutch 

hard (albeit behind the scenes and away from scrutiny) to get 
implementing legislation in place before ratifying the 
Covenant 

The Re-education through Labor program continues to make this 
difficult 

justify arbitrary detention under the ICCPR. Less troubling 
for the Chinese in the run up to ratifying the ICCPR are 
freedom of expression and religious freedom -- not because 
the Chinese plan to relax restrictions 

justify oppression by pointing to \"legitimate laws!" already 

on the books. The Dutch noted that implementation \"in the 
spirit of the ICCPR\" is important not only to the ICCPR but 
also to the EU and made clear they will continue pressing 
China on it. 


8. (C) Cooperation with UN mechanisms: In this area 

Dutch reported that the Chinese were more open than in the 
past. Specifically 

various UN HR visitors was a welcome development. 


DIALOGUE FATIGUE AND NEW SPECIAL REP FOR HR IN CHINA 


9. (C) The Dutch reported that the Chinese side seemed tired 
- both physically and psychologically \"tired of dialogues\" in 
general. The Dutch surmised that the Chinese may have 
\"dialogue fatigue\" from meeting the EU presidency twice a 
year in addition to separate sessions with Germany 

the UK 

colleague also at the briefing said the last Japan/China HR 
dialogue was in 2000. End Note.) The Chinese announced to 
the EU delegation that the MFA had created a new position of 
\"Special Representative for Human Rights who will handle all 
HR dialogues from now on 

new office. 
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10. (C) Action Requests: The Dutch asked for information 
on the status of the USG dialogue with China and at what 
level they meet with us. Regarding the new Chinese \"Special 
Representative for Human Rights 

heard of this development and if we knew at what level of 
seniority the new office would operate. 


11. (C) BIO NOTE: Shang Jun - The Dutch reported that his 
normal harsh jokes and direct manner could not hide the fact 
he was tired; they mentioned he has heart trouble. 

SOBEL 
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Presidency. Although some member states (i.e. 

Denmark) were insisting on a rapid ban on HFCs 

Bercken was confident that the regulation would provide for a 
generous phasing-out period. 


2. (SBU) After repeated follow-up attempts to the September 
17 demarche 

he would not be able to comment on the Dutch position ahead 
of the October 14 meeting of Environment Ministers. He said 
he would only note that the Dutch in their capacity as EU 
President would seek a compromise on the issue among EU 
member states. However 

that Dutch Trade Minister Karien van Gennip noted in meetings 
at USTR in mid-September that the Dutch were aware of USG 
concerns and were working on this issue in the Council in 
order to avoid anything radical in terms of product bans. 
Moreover 

to managing/containing HFCs stop-gap measures that limit the 
emissions of HFCs in the pre- and post-production states of 
refrigerating products but do not put limits on their use. 

The Dutch thus recognize the need for a regulation that 
provides for a gradual ban on HFCs. 

SOBEL 
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houses do not make thriving nations\" in the context of 
inter-Arab in-fighting. However 

message to be that 

by the CP\'s labor reform conference in September and his 
implicit criticism of the PM\'s stewardship of the economy 
over the past 30-plus years 

ranks and avoid conflict. 


3. (C) The point also resonated more broadly within Bahraini 
society 

and lately has been dealing with the specter of sectarian 
friction following the late September arrest of civil society 
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activist Abdel Hadi Al Khawaja 

and an advocate for Shia empowerment. The King continued 
that Vwe stress commitment to serenity in dialogues and 
courtesy in divergences of opinions... and consider such 
attributes the core of Bahraini values.\" This view echoes 
statements made by other leaders 

leader Shaikh Issa Qassem and opposition society Al Wifaq 
President Ali Salman 

situation and solidarity within Bahraini society. 


4. (C) About one-third of the way into his speech 

spoke of the \"wise government led by our dear uncle\" the PM 
and his great success and achievements. Moments later the 
King talked about the political and economic reform process 
he has implemented and entrusted the Crown Prince with 
following up on these issues. Most importantly 

the national dialogue 

and four opposition political societies on possible 
amendments to the constitution to rationalize and improve the 
efficiency of the legislative process. (Note: We understand 
that for now 

Alawi will continue to head the government team interacting 
directly with the opposition parties 

the CP on the status of the dialogue rather than to the King. 
End Note.) 


5. (C) The King highlighted the honor of serving in the 
parliament and said 

the development of democracy other than you 
representatives of this nation.\" One contact understood this 
to be a subtle message that changes to the constitution would 
come only through legislative channels 

oppositionists negotiating directly with the government. 


6. (C) The King commended the Crown Prince for his 
chairmanship of the Economic Development Board 
\"well-studied initiative\" on labor market reform. The King 
continued that 

state informs its people about the problems because that move 
represents the first step towards a solution. We fully 

support this move 

importance of immediate action to prepare 

mission 
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responsibility and carry on the reforms.\" 


7. (C) The King\'s major new policy initiative was his desire 
for a personal status law. He stated that it must be a 

flexible law that takes into account religious values 

protects the rights of women and children 

relations between husband and wife. He cautioned that the 
law must be drawn from \"our tolerant Islamic values\" and be 
well-balanced and moderate and allow for \"ijtinad 
interpretation of Islamic principles. 


8. (C) During his October 9 meeting with Defense Secretary 
Rumsfeld 

that he had raised a \"revolutionary idea 

children should rely upon the law for their rights and the 
husband/father was not the absolute authority in their lives. 
He noted that Bahraini women are prominent in education 
medicine 

in the Kingdom are women. 


9. (C) MP Salah Ali 

society 

PoIFSN that his parliamentary bloc strongly supports 
development of a personal status law. Al Minbar had proposed 
a law some two years ago that was harshly criticized by 
leaders in the Shia community 

impose Sunni interpretations of Sharia tenets on all 

citizens. Ali hoped that by stressing flexibility and 

\"ijtinad 

law that would be acceptable to all. 


10. (C) The King proudly cited his participation in the G8 

Sea Island Summit last July 

model that Bahrain represents in the Gulf region. Ina 
possible reference to the Greater Middle East and North 
Africa initiative 

democracy.\" He stressed that the democratic reform process 
is deeply rooted in the heritage of Bahrain\'s citizens. 


11. (C) The King said that the solution to Iraq\'s problems 
must come from within. Iraq\'s unity can be maintained 
through democracy 

neighbors 
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He also raised achieving a comprehensive and just peace in 
the Middle East based on secure borders for all states 
including an independent Palestinian state with Jerusalem as 
its capital. 


12. (C) The King used his address to parliament as a vehicle 
to appeal for unity and calm and to emphasize the need for 
dialogue to resolve differences. His advice works on many 
levels 

scene. He also took steps to ensure that his son 

Prince 

political issue facing the Kingdom 

amending the constitution. While the King was careful to 
praise the Prime Minister and his accomplishments 

effect of the speech was to push the Crown Prince more firmly 
into the middle of Bahrain\'s political life as a way for him 

to establish his credibility and to prepare for his future 

job. 


MONROE 
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90-day 

to help customers to evade import duties and exchange rate 
laws at the final destination. Anecdotal evidence points to 
some companies receiving payments in large amounts of 
cash*no questions asked. Indeed 

provided by Zone merchants frequently amounts to helping 
customers skirt customs duties and exchange rate laws in the 
importing country. In such an environment 

to turn a blind eye to more serious criminal activities. 


6. (C) There are 2388 registered companies in the CFZ 
1716 of those are owner operated. The other 672 are 
represented by those owner-operated companies. Though no 
official statistics exist 

companies are broken down along ethnic/religious lines as 
follows: 30-40% Jewish 

20% equally between Indians/Pakistanis 

Panamanian Christians. In general 

businessmen live in Colon 
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Panama City and commute to Colon daily. The Arab businessmen 
in the CFZ also have maintained historical ties to Arabs in 

Isla Margarita 

Tri-Border Region of Brazil 

ties have raised concerns about possible terrorist financing 

links 

year. In fact 

task force to analyze these ties to see if there are 

terrorist finance links. 


7. (SBU) CFZ businesses have grown and prospered with little 
GOP supervision. The GOP\'s Colon Free Zone Administration 
has traditionally done the merchants\' bidding and lacked 
resources to implement serious security 

intellectual property programs 

practice 

trademark violations or counterfeiting--has been pressure by 
legitimate merchants in the Zone whose business is affected 
by illicit activity. Since 2002 

tried to implement reforms on the law-enforcement and 
security fronts however 

staff of lawyers 

investigating money-laundering and intellectual property 

rights (IPR) violations and a security department that 

numbers only some 80 full time patrollers (four groups of 20 
plus 4 bikes and 3 motorcycles) 

entrances during business hours. Nevertheless 

played a role in several significant cases 

with other GOP law enforcement entities and with USG 
assistance. On the money-laundering front 

landmark \'Speed Joyeros\' case developed jointly by the GOP 
and USG over two years 

U.S. money laundering charges 

seized assets 

Colombia and elsewhere. The CFZ has also been the source of 
some very large IPR cases 

million pirated music and Sony \'Playstation\' CDs which were 
destroyed in December 2003 and nine containers of counterfeit 
Marlboro cigarettes--over 400 

million--seized in November 2003. In both cases 

goods came from Asia transiting the CFZ for distribution 
throughout Latin America. The large volumes of merchandise 
trade combined with weak local law enforcement capabilities 
have made the CFZ an ideal place to conceal criminal activity. 
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8. (C) According to Panama\'s Customs Authority 

travelers declare more than $400 million in U.S. currency at 
Panama\'s main port of entry 

This number represents declared 

does not/not include smuggled cash. Colombia is the main 
source of these U.S. dollars at $5 million per month 

followed closely by Mexico at $4 million per month 

other countries in Central American and the Caribbean. The 
Embassy believes that most of this cash ultimately comes from 
the United States 

and is destined to pay off credit lines in the CFZ 

form part of the Black Market Peso Exchange (BMPE). In this 
system 

in dollars and sells those goods in Colombia in pesos. The 
merchant then approaches a currency dealer in Colombia who 
receives the pesos on very favorable terms and arranges for 
payment of the merchant\'s debt in the CFZ in dollars from 
drug proceeds in the United States. 


9. (U) Lack of diversification in its supplier and customer 

base is a serious concern for the CFZ. Two-thirds of CFZ 
merchandise comes from Asia 

Taiwan (15.2%) 

customer base is even more concentrated 

exports going to Latin American countries 

Andean countries: Colombia (14.1%) 

Venezuela (5.6%). As these Colombia and Venezuela have faced 
political and economic challenges 

Venezuela have dwindled by two-thirds since 2001. The 
relative stability in the past few months in the Andean 

region has led to a strong rebound in the first half of 2004 

for the CFZ however 

of 2004 are up almost 18% and 20% respectively over the same 
period last year. 


10. (C) A particular sore spot is Cuba 
disproportionately large customer. Cuban government 
businesses bought $208 million worth of merchandise in 2003 
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from the CFZ. Recently 

doing business with Cuba in the form of large overdue 
accounts receivable 

some unofficial estimates peg the debt as high as $500 

million. These debts are so large and touch so many 
businesses in Panama that CFZ merchants pressure the GoP to 
restrain its criticism of Castro\'s policies and even 

cooperate with the regime in some limited ways 

bilateral investment agreement 

interest payments and to stave off a Cuban default. In fact 

the late August 2004 break of diplomatic relations between 

the two countries led to immediate protest from CFZ merchants 
who feared the non-payment of outstanding debts. 


11. (U) Weaknesses in its supplier and customer base caused 
the CFZ to shrink by 20% in 1999 after the Asian financial 
crisis and the Mexican peso crisis. The CFZ is still far 

from recovering to previous levels due to economic downturns 
in its principal customer countries like Venezuela and 
Colombia. In 2003 

7.1% 

far 

U.S. 

part due to its reputation for weak law enforcement. 

12. (U) Since much of CFZ trade is from Asia to Latin 
America 

ever-increasing sub-regional FTAs do not constitute an 
immediate threat to the CFZ. Moreover 

nature of the CFZ 

one of various CFZ attractions (easy credit and cargo 
consolidation being more important) 

tariffs across the region should not hurt the CFZ terribly. 


13. (SBU) In 2000 

promoting an ambitious plan to double the size of the CFZ to 
include the adjacent MIT and Evergreen ports 

newly-opened Panama Canal Railway cargo terminal 
international airport with a high-tech industrial park to be 
developed on the site of the current France Field municipal 
airstrip -- all in one duty-free customs area. Eschewing 
normal competitive bidding procedures 

concession through direct negotiations with the San Lorenzo 
Consortium (CSL) to develop both the industrial park (CEMIS) 
and a major international airport (CIASA) that would 
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eventually require over $400 million in new private 
investment. The CSL concession sparked much controversy. 
Shortly after it was given final approval by the National 
Assembly in 2002 

promoters of bribing a handful of his colleagues (including 
himself!) in the legislative Assembly. The resulting 
investigations and media frenzy have all but halted project 
implementation 

closer to real resolution. 


14. (C) The Embassy has increasingly focused on the CFZ; 
making it a key part of our broader initiative to engage the 
Colon community in the past year. We have assisted with law 
enforcement training 

expenses related to IPR court cases. NAS has donated 
computer equipment to help the CFZ administration to 
computerize all transactions and thus more effectively screen 
for suspicious activity. As noted 

formed 

getting a better understanding of the monetary transactions 
that take place in the Zone. 


15. The CFZ remains an important pillar of Panama\'s 
service-based economy 

has been slow to change old business patterns that rely on 
unstable markets and has turned a blind eye to possible 
criminal activities. Surely 

dollar commerce is legitimate 

when CFZ merchants sell on razor-thin margins and so much CFZ 
trade comes from Asian countries (adept at mass production of 
counterfeit goods) and goes to Andean countries (eager to 
launder their illicit drug proceeds). CFZ merchants will 
continue to give into these temptations until the perceived 

risk is greater than the very lucrative payoffs. Indeed 
merchants have staunchly resisted proposals to reduce 
criminal activity by increasing security 

cannot afford the increased user fees that such security 
improvements would require. That is changing though*in 2003 
the CFZ opened doors to the Business Anti-Smuggling Coalition 
(BASC) 

companies may be further exposed to liability. Also helping 

is the new PRD Torrijos administration 

efforts 

Quijano to the administrator post at the CFZ. Finally 
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relative stability of Venezuela and Colombia in recent months 
is leading to rebounding imports and export. Until the CFZ 
merchants overhaul their business model and the CFZ 
administration addresses its security and law enforcement 
weaknesses 

its future by discouraging potential new customers and 
investors needed for expansion. 


(Sources: Ministry of Economy and Finance 
Republic 


In $ millions 1997 1998 1999 2000 2001 2002 2003e 
CFZ imports 5 
CFZ reexports 6 


(In millions 

Panama GDP 9 

CFZ Contrib. 810 803 694 805 894 855 895 
Asapct 82 75 63 71 78 73 7.4 


Top sellers to the CFZ: 
(% of total 2003 CFZ imports by value) 


Asia: 

--Hong Kong 23.4% 
--Taiwan 15.2% 
--Mainland China 13.0% 
--Japan 4.5% 
--South Korea 3.4% 
--Thailand 0.9% 
--Singapore 0.6% 


Europe: 

--Italy 2.5% 
--France 2.4% 
--Switzerland 2.1% 


North America: 
--USA 9.8% 
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--Mexico 2.0% 


Top buyers from the CFZ: 
(% of total 2003 CFZ re-exports by value) 


South America 
--Colombia 14.1% 
--Ecuador 7.9% 
--Venezuela 5.6% 
--Chile 3.1% 
--Brazil 2.0% 
--Paraguay 0.4% 


Central America/Caribbean 
--Panama 8.4% 
--Guatemala 6.9% 
--Costa Rica 5.4% 
--Cuba 5.2% 

--El Salvador 3.6% 
--Nicaragua 3.4% 


North America: 


--USA 4.5% 
--Mexico 2.6% 
WATT 
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the 2005 budget that are normally the exclusive right of the 
Congress. This effort is made more complicated because the 
last time these powers were invoked it was at the behest of 
UCR President de la Rua\'s government for then Minister of the 
Economy 

Tuesday 

united front against the GOA\'s proposal. The call was met by 
opposition from the Alfonsin camp within the UCR 

far the party needs to go in order to achieve unity. 

However 

request for \"superpoderes\" have been received favorably by 
other opposition leaders outside of the UCR. There is talk 

of an alliance between Recrear leader Ricardo Lopez Murphy 
and the UCR. Affirmation for an Egalitarian Republic (ARI) 
leader Elisa Carrio says that she will not enter into an 

alliance with the UCR or any other party 

supports Stubrin\'s efforts to oppose the granting of 
\"superpoderes\" to Fernandez. 
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4. (C) Former UCR Deputy Jesus Rodriguez recently told 
Poloff that the UCR\'s two top goals should be the restoration 
of transparency in the internal decision-making of the party 
and the formation of solid alliances with other opposition 
groups. Rodriguez worked tirelessly with other UCR members 
to ensure that Stubrin was elected and felt his election 
represented a new beginning for the party. Leading pollster 
Manuel Mora y Araujo recently remarked to Poloff that the UCR 
needed to purge all of its top leadership in order to be able 

to move beyond the stigma of the failed de la Rua 
administration and the 2002 primary debacle. (Comment: Some 
POL contacts continue to believe unproven allegations that 
Rozas was involved in vote rigging in the 2002 UCR primary 
arguing that Rozas therefore needs to resign in order for the 
party to make a complete break with its troubled past. When 
fraud charges were first raised in the press after the 

primary elections 

for new elections in the disputed provinces in order to clear 
his name. When the request for new elections was denied 
resigned his leadership post in the party and only took it up 
again after new elections were completed in February 2003. 
See Reftels for more background.) Dr. Ruben Octavio Villan 
who works for Deputy Marcelo Rafael Godoy 

the UCR 

the long-term prospects of the UCRVs attempts at alliances. 
Villan argued that the opposition groups are competing for 

the same minority share of the votes and are plagued with 
leaders with sizable egos 

limelight. 


5. (C) The UCR is the only party with sufficient ground 
strength to organize a viable opposition to the PJ. The 
election of Stubrin and his recent attempts to build a united 
opposition front against the Casa Rosada\'s \"superpoderes\" 
proposal is a good start toward that end. The party 
continues to suffer from infighting between those aligned 
with Stubrin and Rozas and the Alfonsin wing of the party. 
Fortunately 

the differences within the party in order to prepare for the 
next great challenge in the 2005 elections. The UCR is 
Argentina\'s oldest political party and has recovered from 
several crushing blows in the past 

overthrow of Radical President Hipolito Yrigoyen and 
Alfonsin\'s forced early departure from office in 1989 
subsequently regain the reigns of leadership in Argentina. 
The next year will determine whether the UCR can once again 
rise from the ashes 
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contact in the HCMC branch of the Ministry of Public 
Security (MPS) informally confirmed that Dr. Que had been 
transferred to MPS Prison #5 in Yen Dinh District 

Province (nearly 200 kilometers south of Hanoi). 


3. (SBU) Mrs. Que bemoaned the fact that the financial 
hardship of traveling to this relatively remote prison meant 
that she would only be able to visit her husband at best 
quarterly instead of twice a month 

possible if he had been imprisoned in or near HCMC. 
Visitation procedures also were cumbersome: each time that 
she wanted to visit 

certified by HCMC police authorities 

Moreover 

until she received formal notification from GVN authorities 
that her husband had been transferred. Mrs. QueYs MPS 
contact indicated to her that this would come \"soon.\" 


4. (SBU) Similarly 

Dr. Pham Hong Son informed Embassy that Son had also been 
moved to Prison #5 in Thanh Hoa Province. The family member 
reported that Son\'s wife had traveled to the new prison on 
September 12 

was reportedly being punished for refusing to wear his 

prison uniform. Son had apparently worn civilian clothes in 

his previous prison. Son\'s family had not received any 

letters from him since the transfer. The family member 
speculated that the transfer to a more distant prison was 

done to punish Son\'s wife for her frequent meetings with 
foreign diplomats and members of the international press to 
highlight his case 

threatened this possibility in an attempt to silence her 

(Ref B). 


5. (SBU) Son\'s wife last visited him on August 16 and after 
that visit reported to Radio Free Asia that Son was 

suffering from a hernia. Son\'s family member confirmed the 
report to Poloff and added that Son 

physician 

condition for more than five months and said that the prison 
did not have facilities to treat it. Son\'s wife apparently 
raised her concerns to the prison authorities 

his health was being \"appropriately\" treated. After the RFA 
report 

from international journalists 

publicly denied on September 24 that Son was in ill health. 
However 
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he might receive an operation \"imminently.\" 


6. (SBU) Comment: Although the GVN has in the past 
incarcerated a number of political prisoners in Prison #5 
more recently the authorities seem to have used Ba Sao (also 
known as Nam Ha) Prison in Ha Nam Province for these 
prisoners. The transfer of these two high-profile 
individuals to the more remote Prison #5 may well be an 
attempt to distance them from their families 

seeking to block the flow of information about them to 
journalists 

remain in contact with Dr. Son\'s family to see if he is 
indeed able to receive his operation. End comment. 
MARINE 
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(SAFE) 

of State\'s Bureau of Diplomatic Security that the employee 
has undergone equivalent security training. The contact 
for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for 
any traveler with planned TDY in excess of 30 days if this 
information is not stated/certified. POC for additional 
information is RSO Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates 
the threat from transnational and indigenous terrorism as 
low. There are no terrorist groups or support groups 
believed to be operating in New Zealand at this time. In 
light of the worldwide security alert all visitors should 
heighten their security awareness and report any unusual 
incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat 
mail have occasionally targeted U.S. diplomatic missions 

in New Zealand. In response to U.S. policies and actions 
various groups in New Zealand have demonstrated 
occasionally at the Embassy in Wellington and at the 
Consulate in Auckland. These demonstrations are usually 
small and are peacefully conducted. During these 
demonstrations 

services normally provide adequate protection to the 
Embassy and Consulate. 


d. (SBU) New Zealand is considered a medium threat crime 
environment. As such 

experienced an increase in violent and petty crimes 

they are usually non-confrontational in nature. However 
home invasion robberies and assaults 

becoming more frequent. Burglaries and thefts occur 
countrywide but primarily in the large cities of Auckland 
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Christchurch and Wellington 

especially aware that street crime 

pickpockets is a daily occurrence in these cities. Common 
sense precautions should be taken 

avoid becoming a target of opportunity. 


e. (SBU) Generally 

significant role in the world drug situation; however 

evidence indicates that New Zealand has been utilized as a 
transit point for shipments of Ecstasy 

to Australia. The most abused drugs in New Zealand are 
locally produced methamphetamine and cannabis. There have 
been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 


f. (U) All forms of public transportation are generally 

safe at all times of the day; however 

should use common sense precautions so as to not become a 
target of opportunity. 


g. (U) The traffic situation in Auckland can be difficult 
with a moderate amount of congestion. Wellington and 
Christchurch traffic is significantly better; however 
during rush hour moderate delays can be expected. 
Visitors are advised that traffic drives on the left-hand 
side ofthe road. Visitors are advised that traffic 
accidents are common and that it is safe to pull over so 
that police may take an accident report. However 
visitors who experience hostility or anti-American 
sentiment should depart the scene immediately and notify 
the RSO. 


h. (U) Precautions should also be taken to not discuss 
sensitive or classified information outside secure 
environments or over unsecured and/or cellular telephones 
and to securely safeguard classified or sensitive 
information at the Chancery and not at hotels or 
residences. 


i. (U) Visitors should also be aware of the State 
Department\'s Consular Information sheet for New Zealand 
and the most recent Worldwide Caution Public 
Announcements 

http://travel.state.gov 


j. (U) In essence 

appropriate caution and be alert to their surroundings 
with regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Wellington 
(Telephone (64)(4)462-6000 
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their political counterparts 

the conditional 

process 

track. They do not think the start of accession talks 
will by itself result in large amounts of new foreign 
direct investment. End Summary. 


2. (SBU) Turkey\'s business community welcomed the 
October 6 European Commission report recommending the 
start of EU accession negotiations as another step toward 
normalcy for a country plagued for decades by political 

and economic volatility. Understanding that the 

accession process will be long and often bumpy 

leaders say they value the very process as a way of 
locking-in and ensuring the continuation of economic and 
political reforms begun since the 2001 financial crisis 

and the 2002 ascendancy of the AK Party. As strong 
supporters of EU membership 

help the government lobby EU members for a favorable 
decision in December. A number of groups are now jetting 
off to European capitals 

Minister Erdogan in business events in Berlin and Paris 
this month. 


3. (SBU) The CEO of the largest \"holding\" group of 
companies told us the start of accession talks would 
immediately lengthen his companies\' planning horizon 
allowing the group the \"visibility\" to make longer-term 
investment and employment decisions in Turkey. He said 
the group 

Eastern Europe as well as in export projects in Turkey 
would likely relax its current internal rule that 

requires 50% of all revenues be generated from outside 
Turkey. Top bankers similarly expected an EU negotiation 
process to help lengthen credit maturities 

innovations like the introduction of a home mortgage 
market and a corporate bond market. 


Keeping the State on a Short Leash\" 
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4. (SBU) But in contrast to politicians and many in the 
media (see reftel) 

welcome the reservations and cautions in the October 6 
report 

the likely accession process. Consistent with the view 
that it is the process more than the endpoint that 
counts 

talks would keep both politicians and the military Won a 
short leash.\" In a sense 

and the more conditions that must be met 

thought. Similarly 

about the actual date EU ministers will set in December 
for the start of negotiations. 


5. (SBU) Markets seemed to agree with business 
interlocutors that the import of the start of an EC 

process was for the long end of investors\' portfolios. 
Although Turkey-watchers around the globe were glued to 
their Reuters screens 

markets 

for some months 

The Istanbul stock market index of thirty corporate blue- 
chips 

increase. The index is now up 21% since January 1. 


6. (SBU) Business leaders are skeptical that a December 
green light for EU negotiations will trigger a flood of 

new foreign direct investment as Turkey becomes a 
\"convergence country." An official of TUSIAD 

business organization 

corporate \"exploratory missions\" from EU countries. But 
he thought such visits would not lead to much new 
investment since existing investment impediments 

lack of confidence in the rule of law and the fairness of 
regulation 

The Foreign Direct Investment Association of Turkey 
(YASED) also stated in public remarks that unless the 
investment climate improved in Turkey 

have a significant impact on the FDI flow into Turkey. 


7. (SBU) In Ankara 

responsible for investment echoed this view. He noted 
the uptick in FDI inflows this year 

success of ongoing negotiations with the IMF on a new 
three-year macroeconomic policy framework was far more 
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important to new investors than was the prospect of EU 
membership ten or more years in the future. An IMF- 
provided \"policy anchor\" would help convince investors of 
the sustainability of today\'s good monetary and fiscal 
policies 

they lacked. Along with judicial reform 

over time such confidence would bring in the large FDI 
flows that other EU accession countries enjoyed. 


8. (SBU) An EU Mission official agreed 

that \"structural and cohesion\" financial aid from the EU 
would take time to materialize and would not be very 
large in relation to the size of Turkey\'s economy. 
Furthermore 

implementing 90 

arduous task that will likely have more downs than ups. 


9. (SBU) The business community\'s views on EU accession 
reflect an opinion that after two years in power 

Party has yet to earn business\' trust 

Istanbul\'s corporate elite. Business leaders believe the 

AK government has only made economically sensible policy 
decisions after going to the brink and being pushed back 

by markets or external forces like the IMF. The recent 
adultery controversy and the dispute this spring over the 
status of religious \"Imam Hatip\" schools are frequently 
cited evidence that the AK Party has failed to learn from 

the success of policies that have stabilized the currency 
and generated domestic investment and growth. A more 
recent flap is over a government-draft of a new banking 

law that essentially ignored the industry\'s input in 

favor of a top-down 

septel). Left to its own devices 

\"Ankara\" would quickly revert to the populist habits that 
have been the downfall of so many governments. 


10. (SBU) The business world\'s realism is well- 
grounded: EU accession talks are not a magic pill 

an anchor that -- along with a continued IMF role -- will 
help ensure the continuity of reforms over time. To 
business people 

boom-bust cycles requires continued progress in creating 
political predictability 
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privatization and the tax 

regulatory and legal reforms. U.S. (and EU) support for 
a strong IMF program will help preserve the current 
economic momentum 

festering business disputes and create a framework for 
expanding U.S.- Turkey trade and investment. We will 
continue to urge the Turks to set a date for TIFA Council 
discussions and look forward to upcoming visits by senior 
U.S. economic officials. Post will also keep a public 
affairs focus on a better investment and business climate 
as the key to Turkey\'s long-term prosperity. 

EDELMAN 
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it was also important to recognize China\'s positive changes 
in recent years. He said that \"a majority of member states 
favor a lift 

it would take time to iron them out. He understood that we 
were still not satisfied with EU assurances that lifting the 

ban would have no material impact 

proceed Won the basis of mutual trust if transatlantic 

relations are to be respectful." The US and EU needed to 
\"respect each others\' autonomy in foreign policy 

trusting each other not to endanger their critical 

interests 

\"Toolbox\" addendum to the Code of Conduct was designed to 
reassure the US that no increase in sales to China would 
result from lifting the embargo. On Suchan\'s description of 
possible US reactions to lifting the embargo 

that we would lose sympathy in the EU if we are perceived as 
threatening Congressional retaliation. \"They will drop their 
doubts and join the pro-lift camp 


4. (C) Ambassador Reimer Nielsen of Denmark acknowledged that 
his country was still uneasy about the human rights 

implications of ending the embargo. China \"hasn\'t delivered 
what we want yet 

a decision on lifting the embargo. Council Policy Advisor 

Tomaz Koslowski (himself a former Polish Ambassador to China) 
argued that China\'s human rights record had improved 
significantly since 1989 and that Beijing\'s progress should 

be recognized. China\'s openness to dialogue is a good sign 

and a major accomplishment 

\"extremely important to note\" that in EU discussions there 

has been \"no mention\" of increasing arms sales to China. He 
also underscored that the embargo is vague and not legally 
binding 
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not to endanger the interests of friends and allies. 


5.(C) Polish Ambassador Maciej Popowski added only that the 
EU is a “community of rules\" and that Member States generally 
respect those rules and are working to tighten them (a 

reference to the effort to strengthen the Code of Conduct). 
Lithuanian Ambassador Arnoldas Milukas said that Vilnius 
favored revising the Code of Conduct to be as legally binding 

as possible. He expressed serious concern about the 

political implications of lifting the embargo 

Lithuania was \"very concerned for transatlantic relations." 


6. (SBU) The main purpose of Suchan\'s visit was an 
on-the-record briefing on October 7 at the Center for 

European Policy Studies (CEPS) in Brussels. Sharing the dais 
were Amnesty International\'s EU Director Dick Oosting and 
USEU Defense Policy Advisor Col. Mike Ryan. The briefing was 
followed by a press conference at CEPS and follow-on 
exclusives for Reuters and Wall Street Journal Europe. 

During the press events 

to those in para 2. The two CEPS events were attended by 
most major wire services and several dailies -- including two 
Chinese newspapers -- and resulted in positive and 
widespread 

news cycle. USEU Political Minister-Counselor followed up 
with an interview for BBC World Service on October 8. 


7. (U) DAS Suchan has cleared this message. 
McKinley 
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Apparel Industry\" 

American Apparel Producers\' Network (AAPN) pointed 
out the importance of price 

instant message. His message was that the origin 
of production is no longer important 

the crucial factor. Todaro predicted that 

companies with their own brands and markets must 
streamline their supply chains. Whoever owns the 
most powerful and efficient supply chain will have 
the competitive advantage. Companies also need to 


Column 3 

cut short the distance between themselves and the 
customers by providing better and quicker 
services 


8. Mr. Brad Beal from Jockey International Inc. 
in the seminar \"Executing a Successful Central 
American Business Plan!" 

advantages of investing in Central America in 
anticipation of the Central America Free Trade 
Agreement (CAFTA). Investors will be able to 
increase the speed of receiving raw materials and 
accessing the U.S. market. According to Beal 
cost competitiveness and worker efficiency in 
Central America also appeal to manufacturers. 
Beal emphasized that manufacturers in Central 
America are heading toward what he called the 
\"full packaging" stage 

supply chain and moving closer to markets. 


9. In a discussion on \"Branded Clothing from 
China\" 

Co. 

Garment Co. 

Chen Pei Technology Co. shared their experiences 
of establishing brands and opening markets in 
China. They emphasized the importance of market 
orientation 

customers 

special-day gifts 

Regional Differences as Manufacturers Prepare for 
Lifting of MFA 


10. COMENT: According to seminar participants 
global manufacturers are pursuing different 
strategies to strengthen their market position in 
preparation for the lifting of textile quotas in 
January 2005. Those companies that have their own 
brands are trying to cut down production time and 
cost by centralizing suppliers and shortening 
supply chains. They also seek to build closer 
relationships with their customers so they can be 
more responsive to consumers needs. Asian and 
Central American textile manufacturers are 
shifting production lines to places with lower raw 
material and labor costs 

market is not compromised. 


11. Manufacturers in Taiwan and China appear to 
be adopting very different strategies in the face 

of a seismic shift in the textile industry. 

Taiwan based companies are focusing on product 
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development and upgrading in an attempt to remain 
competitive in the global market 

little to develop their own brands or build 

relations with end users. Chinese companies 
conversely 

product quality but are focused on branding and 
marketing 

market. 
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but not necessarily locked." MAC Senior Vice Chairman Chiu 
Tai-san told reporters that the TAO spokesman\'s October 13 
remarks would not alter Taipei's commitment to easing 
cross-Strait tensions. Officials admit that President Chen\'s 
assertion on October 10 that \"the Republic of China is 
Taiwan\" likely provoked the negative PRC statement 

that Chen needed to emphasize Taiwan\'s sovereignty to avoid a 
domestic backlash to his \"1992 Framework\" offer. One senior 
presidential advisor downplayed the significance of the PRC 
reaction 

was Washington 


TAO Rejects 10/10 Message 


2. (C) Taiwan officials responded cautiously to media reports 
about PRC TAO Spokesman Zhang Mingging\'s rejection of 
President Chen\'s 10/10 speech. NSC Senior Advisor for 
cross-Strait policy Chen Chung-hsin told AIT that Zhang\'s 
remarks were 

17 PRC policy statement on Taiwan. Chen stated that Zhang\'s 
comments suggested that \"the door to dialogue remains closed 
but not necessarily locked.\" MAC Planning Bureau Chief Chang 
Shu-ti offered a similar assessment 

responded to most questions during the TAO press conference 
with established policy formulations. Chang said that the 
similarities between the October 13 TAO press conference and 
the May 17 policy statement may indicate that the PRC 
leadership remains in an observation mode awaiting the 
outcome of elections in the United States and Taiwan. 


Self-Inflicted Wound? 


3. (C) Chen administration officials say that the negative 

tone of the October 13 TAO statement was likely provoked by 
the president\'s emphasis on the sovereignty of the \"ROC\" and 
its 23 million people during his 10/10 speech. The NSC\'s 
Chen said that he fully understands why the PRC would be 
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\"allergic\" to the president\'s WROC equals Taiwan\" 
formulation 

domestic political pressures the president faces from within 
his own camp. Chen said he hoped that Beijing would 
understand that 

towards Taiwan to satisfy their own hard-liners 

Chen needs to also address his own fundamentalist base. 
\"Perhaps this is wishful thinking 

they can differentiate between what is meant for them and 
what is for domestic consumption.\" 


4. (C) Executive Yuan (EY) Research 

Evaluation Council (RDEC) Vice Minister Chen Chun-lin put a 
slightly different spin on the president's sovereignty 
formula 

also has its \"bottom line.Y" \"Beijing needs to realize that 
we are ready to talk 

that we are an equal partner 

added that if Beijing\'s precondition is that Taiwan accepts 
that it is part of Beijing\'s \"one China 

be able to gain the necessary public support to open a 
political dialogue. 


Taiwan Response: Patient and Maybe Even Unified 


5. (C) The NSCVs Chen said that the Chen administration will 
remain low-key on the TAO statement to see how things evolve 
over the coming weeks. When asked about the October 13 TAO 
comments 

reporters that Taiwan would continue to send positive signals 
to Beijing to show Taipei\'s sincerity. Chiu said that Taiwan 

did not expect Beijing to immediately accept Chen\'s overtures 
and promised that Taipei would give Beijing more time to 
consider ways forward. A MAC press release issued later in 
the day offered a similar message 

11 offer to initiate talks on two-way direct charter flights 

for the Chinese New Year. MAC Planning Bureau Chief Chang 
told AIT that Taipei will continue to pursue the New Year 
charter plan 

cross-Strait links be considered domestic in nature. Chang 
asserted that Taipei is prepared to authorize private 

entities to negotiate two-way charter flights 

MAC would not explicitly announce this until there was some 
signal from Beijing that talks on the subject may be possible. 


6. (C) The NSC\'s Chen told AIT that the immediate challenge 
facing the government is to get everyone back on the same 
page. Chen complained that Premier Yu Shyi-kun and MAC 
Chairman Joseph Wu should not have engaged in rhetorical 
debates with opposition legislators over the existence of a 
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\"1992 consensus\" in the days following the president\'s 10/10 
speech. Immediately after the October 13 TAO press 
conference 

Chi-mai and MAC Chair Wu to ensure that everyone used the 
same talking points in their public comments. 


7. (C) While NSC and MAC officials search for small signs of 
flexibility from Beijing 
Secretary General James Huang told AIT that the major 


SIPDIS 

objective of President Chen\'s speech -- satisfying Washington 
-- had already been achieved. Huang said that whether or not 
Beijing wants to talk to Taiwan is of secondary importance. 
\"That\'s their decision 

reassuring the United States that we are trying to be 
constructive.\" Huang dismissed the domestic political debate 
over the \"1992 consensus\" that arose from Chen\'s 10/10 
speech. \"His reference to a \'1992 Framework\' had nothing to 
do with any \'92 consensus 

formulation to respond to (EAP) Assistant Secretary Kelly\'s 
April 21 description of the cross-Strait situation that 

existed in 1992.\" 


Comment: Mixed Messaging Strikes Again 


8. (C) President Chen\'s decision to use the same speech to 
achieve contradictory policy goals scuttled an important 
opportunity for cross-Strait progress yet again. It is not 
clear whether this was his intention to start with 
carelessness 

consistent with his past behavior. In any event 

from the October 13 TAO statement that Beijing has chosen 
unsurprisingly 

aides say they were supposed to ignore. Given the negative 
tone of Beijing\'s public reaction to 10/10 

optimistic as officials here that the PRC will reopen the 

door to contacts on New Year charters and other forms of 
dialogue any time soon. 
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End Summary and Comment. 


CONSENSUS EMOTION: RELIEF 


2. (U) The dominant reaction of our Asian and European 
interlocutors alike to the successful conclusion of the 
Fifth Asia-Europe Meeting (ASEM-5) held October 7-9 in Hanoi 
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was relief. The Europeans were relieved that the summit 
unfolded without any major problems or incidents 

Asians were relieved that the Europeans did not let the 
Burma issue derail the entire event -- although there was 
some reported dissatisfaction on the part of the GVN and 
other Asian representatives that European participation was 
at a relatively lower level. On Burma 

ultimately able to agree to a paragraph (4.7) in the 
Chairman\'s Statement under the heading of Recent Regional 
Developments\" as follows: 


Begin text: 


The Leaders took note of the briefing on the recent 

political developments in Myanmar given by the Head of the 
Myanmar delegation. In this connection 

stakeholders in the country to work together to ensure a 
successful outcome of the ongoing national reconciliation 
process. The National Convention should be an important 
element in the national reconciliation and democratization 
process and a forum for a genuine open debate with the 
participation of all political groups in the country. They 
looked forward to the early lifting of restrictions placed 

on political parties in accordance with the assurances given 
by Myanmar. They also reaffirmed their support for the 
efforts of the Special Envoy of the UN Secretary General. 


End text. 


REACTION TO BURMA COMPROMISE 


3. (SBU) The reaction to the final Burma compromise was 
lukewarm but positive. Even though its effort to include a 

call for Aung San Suu Kyi\'s release failed 

delegation viewed the Burma language in the Chairman\'s 
Statement as \"decent enough.\" The Singaporeans were happy 
that the issue had not derailed the summit. The Spanish 
Ambassador told the Ambassador that he thought that human 
rights and political issues had been somewhat neglected 

that the summit had on the whole been worthwhile. The 
French (who 

Germans in opposition to raising the issue at all) 

considered the statement an \"acceptable outcome\" but 
complained that the conflict over BurmaWs participation had 
overshadowed this ASEM summit to the point where real 
progress on other issues was not possible. 


MORE STYLE THAN SUBSTANCE 
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4. (SBU) The French complaint that ASEM-5 contained more 
form than substance was echoed by all of our other European 
interlocutors 

French First Secretary Alexis Andres 

Nguyen Dy Nien told French Ambassador Antoine Pouilleute 
that he \"agreed\" that ASEM should strive for more 
operational outcomes.\" The British have a different view of 
the Vietnamese attitude 

spiking at the SOM level an Indonesian proposal to create an 
Asian-Europe cultural dialogue on religion 

support from the European countries and from the 
Philippines. In general 

interlocutors agreed that the Asians were concerned with 
maintaining the protocol level of the meetings and 

restricting them to the cultural and economic areas while 

the Europeans wanted to see ASEM address the issues of the 
day 

of the participants agreed was that ASEM-5 offered an 
excellent opportunity for leaders to meet each other 
informally. The Ministry of Foreign Affairs ASEM 
Secretariat estimated that there were more than 150 leader- 


SIPDIS 
level bilateral meetings on the margins of ASEM-5. 


SOME MINOR LOGISTICS AND SECURITY ISSUES ARISE 


5. (SBU) Many of our interlocutors were pleasantly surprised 
that there were no major security 

organizational problems during the confab. A common refrain 
from European diplomats 

Vietnam\'s ASEAN colleagues was that the event proceeded 
\"surprisingly smoothly.\" The Japanese noted that there were 
serious problems with parking for non-delegation vehicles in 
the vicinity of the events 

when some members of their delegation were refused entry 
into certain events due to a credentialing mix-up. However 
the consensus was that these were relatively minor problems 
considering the scale of the event. One worrisome 
observation involved security: the UK Embassy noted that 
although the approaches to the event were strictly guarded 
and the GVN dedicated a massive amount of manpower to 
security 

Asian and European) were often allowed to pass security 
checkpoints freely without having to show credentials. On 
the positive side 

that GVN cooperation with German security personnel 
protecting Chancellor Schroeder was \"excellent 

echoed by the French in describing the arrangements for 
President Chirac. 
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6. (SBU) Unfortunately 

security lessons from ASEM-5 that will be applicable to the 
2006 APEC summit in Hanoi. That event will be held at the 
new International Convention Center on the outskirts of the 
city 


7. (SBU) There were no tangible 

ASEM-5 summit. The documents generated by the event -- 
including the Chairman\'s Statement; Recommendations for 
Organizational and Management Strategy and Long Term 
Financial Sustainability of ASEF (Asia-Europe Foundation); 
Recommendations for ASEM Working Methods; the ASEM Work 
Program 2004-2006; the List of New Initiatives; and ASEM 
Activities since ASEM-4 -- are available online at 
www.asem5.gov.vn. 


THE GVN GOES SHOPPING 


8. (SBU) Vietnam had a productive series of bilateral visits 
and high-level meetings that occurred concurrently with the 
summit 

Vietnam was also able to conclude its bilateral WTO talks 
with the EU (also septel). The GVN went on a spending spree 
during the visits of the French President and the German 
Chancellor: it signed an MOU with France to buy ten Airbus 
aircraft with a contract value of USD 750 million (details 

to be negotiated later) and agreed that the French would 
build an above-ground tramway through Hanoi at a cost of 
approximately USD 200 million 

would be a loan and USD 60 million would be a grant. 
Germany obtained agreement on the GVN purchase of 16 diesel 
locomotives for 45 million Euros (USD 55.5 million) and 
concluded a deal worth 110 million Euros (USD 136 million) 
for ThyssenKrupp AG to provide a cement factory and 
limestone processing plant. The Germans had been 
negotiating the locomotive deal for nine years prior to the 
Chancellor\'s visit 

also signed agreements with Japan 

EU 

substantial as the deals with the French and the Germans. 


9. (SBU) Comment: ASEM-5 was a tribute to the utility of 
low expectations. The heated debate over Burma\'s 
participation and the subsequent attendance by a limited 
number of high-profile European leaders made the very 
existence of the ASEM-5 summit appear to be an 
accomplishment. The fact that it concluded without any 
negative incidents and with a consensus position on Burma 
then seemed like a triumph. EU concerns (reftel) that ASEM- 
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5 would end up a substance-free talk shop turned out to be 
well-founded 

meetings on the sidelines made the event worthwhile for all 
who attended. The Asian preference for formal diplomatic 
frameworks focusing on uncontroversial issues such as 
economic and cultural relations remains 

European preference for more substantial and \"productive\" 
events. Conflict over the ultimate character of ASEM will 
likely carry over to ASEM-6 in Helsinki in 2006 

opportunity to arrange a rich schedule of high-level 

bilateral meetings will prove a powerful draw nonetheless. 
MARINE 
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OF DAWA AND GUIDANCE" 

PERCEPTIONS OF ISLAM AND ADDRESS THE QUESTION OF 
RADICALISM ATTACHED BY ITS MILITANTS. IN ANNOUNCING THE 
CONFERENCE TO THE PRESS ON OCTOBER 11 

DHAHERI 

AWQAF 

ISLAM\'S TEACHINGS ARE NOT PORTRAYING THE TRUE TENETS OF 
THE RELIGION 

ISSUE OF TEACHING OF ISLAMIC CONTENT AS WELL AS THE 
PROBLEMS OF EXTREMISM AND NEGLIGENCE. SEPARATELY 

TOLD THE AMBASSADOR THAT THE ANNUAL CONFERENCE WILL BE 
THE LARGEST SINCE ITS INCEPTION. 


2. IN HIS RELEASE TO THE PRESS 

STRESSED THAT THE EVENT IS NOT BEING HELD BECAUSE OF 
EXTERNAL PRESSURE. HE EXPLAINED THAT THE EMERGENCE OF 
RADICAL IDEAS AND ACTIVITIES FALSELY ASSOCIATED WITH 
ISLAM NEEDED TO BE CLARIFIED BEFORE THE GLOBAL 
COMMUNITY. EVER SINCE THE UAE BECAME A FEDERATION IN 
1971 

JUST BY WORDS BUT WITH ACTIONS. THE RULERS OF THE UAE\'S 
SEVEN EMIRATES HAVE DONATED LAND TO CHRISTIAN AND HINDU 
DENOMINATIONS TO BUILD THEIR CHURCHES AND TEMPLES. 


3. THE MINISTRY OF JUSTICE HAS INVITED SEVERAL 
INTERNATIONAL MUSLIM AND NON-MUSLIM SCHOLARS TO ADDRES 
THE CONFERENCE 

THE ZAYTUNA INSTITUTE AND ACADEMY IN HAYWARD CALIFORNIA. 
(NOTE: THE ZAYTUNA INSTITUE IS A NON-PROFIT 

INSTITUTE WHICH HAS SEVERAL INTENSIVE PROGRAMS AND 
COURSES IN THE BAY AREA. END NOTE.) THE CONFERENCE IS 
UNDER THE PATRONAGE OF UAE PRESIDENT SHEIKH ZAYED. 
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Afghanistan 
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time in their history 

by secret ballot 

international community 

continued: "If we and other friends of Afghanistan remain 
committed to this strategy 

moderate and democratic society 

heritage 

terrorism.Y 


Germany and Turkey discuss tank sales: Germany is talking 
to the Turkish government about exporting German battle 
tanks 

Ankara reportedly emphasized its interest in acquiring over 
200 Leopard 2 battle tanks. 


Istanbul synagogue reopens: Neve Shalom Synagogue in 
Istanbul 

reopened Monday with a service attended by politicians 
diplomats and representatives of different faiths 

papers report. On November 15 of last year car bombs 
exploded outside the Neve Shalom and Beth Israel synagogues 
in Istanbul 


Kurdish lawmakers in Brussels: On Monday 

her former DEP lawmaker colleagues went to Brussels to 
receive the Sakharov Peace Prize 

Zana in 1995 

and her colleagues by the State Security Court in 1994 is 
scrapped. Zana is expected to deliver a speech in Kurdish 
to the European Parliament 


EDITORIAL OPINION: Afghanistan Elections 


\"Afghanistan and Women" 

Social democrat-opinion maker Cumhuriyet carried this 
editorial (10/11): "The whole world watched the tragic 
situation of Afghan women completely veiled while the 
country went through an election process under occupation. 
The visual shots 

reason for shame for the Islamic world. It was as though 
these visuals were coming from the dark ages..The election 
in Afghanistan is nothing but a pathetic drama. The 
election is part of the US plan to establish hegemony in the 
Asian continent." 


\"Vote Instead of Bullet" 

Sami Kohen commented in the mass appeal Milliyet (10/9): 
\"Although geographically Afghanistan is far from Turkey 
historically 

As a result of the elections 
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of attention 

traveling to Kabul to cover the elections. The reason for 
such attention was that a president was being elected for 
the first time by the Afghan people. In a way 

is atest of democracy. Afghanistan has an advantage: the 
whole world is determined to support the country. The US 
NATO 

Afghanistan\'s side. If the promised financial aid flows to 
Afghanistan 

Kabul 

established 

future ahead of them. The impact of such results on Al- 
Qaida and terrorism will be very positive. In addition 
Afghanistan will become an example of a country that 
harmonized Islam and democracy 

and development at the same time." 
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hard negotiations for the United States. The Ambassador 
reminded Minster Tuyen of upcoming Bilateral Trade Agreement 
(BTA) obligations 

to investment in the auto and insurance sector and briefed 

him on the USGVs new Strategy Targeting Organized Piracy 
(STOP). End Summary. 


WTO Accession Negotiations 


2. (SBU) The Ambassador congratulated Minister Tuyen on 
concluding bilateral WTO negotiations with the European 
Union (EU) during the Asia Europe Meeting Summit (ASEM) in 
Hanoi October 8-9. Minister Tuyen acknowledged that the EU 
is an important trade partner for Vietnam and conclusion of 
bilats with the EU will help speed up Vietnam\'s WTO 
accession process. He asserted that although the EU 
delegation made difficult demands of Vietnam during the 
negotiations 

as a developing country. When the Ambassador said he hoped 
the EU had not left the most difficult negotiations for the 
United States 

the EU had done just that." 


3. (SBU) Minister Tuyen noted that while conclusion of 
negotiations with the EU is significant 

is Vietnam\'s most important trade partner. He assured the 
Ambassador that the GVN is preparing carefully for bilats 
with the United States at the end of October and would be 
prepared to discuss both bilateral market access issues and 
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multilateral issues such as intellectual property rights 

(IPR) and sanitary and phyto-sanitary (SPS) measures. 
Minister Tuyen categorized the upcoming talks as a 
\"milestone\" and expressed his hope that the United States 
would have as \"realistic\" an attitude toward the 

negotiations with Vietnam as the EU had. Minister Tuyen 
told the Ambassador that he expects the GVN to conclude its 
bilats with some partners 

He noted that although initially he had not expected to 

close with the EU so quickly 

opportunity to close during ASEM. He expressed hope that 
the United States and Vietnam could also come to an 
agreement soon and not \"miss the chance\" to close in early 
2005. 


BTA Implementation 


4. (SBU) Minister Tuyen assured the Ambassador that the 
Ministry of Trade (MOT) is working to prepare for the next 
round of BTA obligations that come due for Vietnam in 
December. He noted that he had already assigned staff on 
the Americas\' Desk at MOT to summarize the upcoming 
obligations and begin preparing for implementation. He said 
that he believes implementation of the BTA is an important 
step toward WTO accession. 


Insurance and Autos 


5. (SBU) The Ambassador reminded Minister Tuyen that U.S. 
companies play an important role in the WTO accession 
process and will have an important voice in the debate in 

the United States Congress over Permanent Normal Trade 
Relations status (PNTR) for Vietnam. The Ambassador noted 
that American companies are interested in doing business in 
Vietnam but are still cautious because they want the GVN to 
improve the trade and investment climate. He specifically 
highlighted the problems faced by American insurance 
companies seeking investment licenses and automakers faced 
with rising taxes and tariffs. 


6. (SBU) On insurance 

insurance companies came to Vietnam earlier than American 
companies and VietnamVs insurance market is still 
developing. He also noted that the Vietnamese insurance 
company (Bao Viet) still has limited capacity and there is 

not a consensus among senior GVN officials on the issuance 
of licenses to American companies. American insurance 
companies are asking for a quicker phase-in of BTA 
commitments on insurance. While noting that the GVN is not 
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obliged to implement the BTA faster 

acknowledged that there is nothing preventing early issuance 
of insurance licenses to American companies. Minister Tuyen 
stated that he supports issuing insurance licenses to 

improve the competitive environment in Vietnam 

working to develop a consensus among senior GVN officials. 
However 

ministries to agree to issue licenses to the U.S. companies 

if there were positive developments in the bilateral WTO 

talks. Minister Tuyen reiterated a long-standing GVN 

request that the USG choose which American insurance company 
should receive a license first 

easier if only one American company had applied for a 
license. He asserted that if the GVN issued a license to 

one company 


7. (SBU) The Ambassador responded that granting these 
insurance licenses would provide a strong signal to foreign 
investors that Vietnam\'s investment climate is improving. 
In addition 

sector in Vietnam 

of the private sector. Although the best step would be for 
the GVN to issue all the licenses 

is likely that the U.S. companies would also accept phased- 
in issuance of the licenses. The biggest problem right now 
the Ambassador added 

forward by the GVN on the issue of insurance licenses. 


8. (SBU) On Vietnam\'s auto policy 

that the GVN is trying to balance conflicting interests. 

The GVN has to protect the interest of investors 

needs to maintain an acceptable level of traffic in Vietnam. 
At the moment 

a compromise that meets both of these needs. Vietnam\'s auto 
policy is intended to foster investment in and development 
of the auto sector 

companies. However 

about infrastructure 

people are killed on the road each year 

said. (Note: The Minister noted that this is more than the 
number of Americans that have been killed in Iraq. End 
Note.) He also said that \"quite a few\" former Vietnamese 
leaders have criticized the GVN for not improving road 
safety. Minster Tuyen concluded by stating that the GVN 
needs to develop a clear policy that both encourages 
development of the auto sector and controls accidents. 
However 

quickly as tax changes have to be approved by the National 
Assembly. 


9. (SBU) The Ambassador noted that he had just returned from 
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a trip to HCMC where he had spoken with many representatives 
of the American business community who had all cited lack of 
adequate infrastructure as an impediment to Vietnam\'s 
economic growth. American automakers 

indicated a willingness to work with the GVN on the issues 

of traffic and road safety. Ford 

program and is willing to work with local and national 
authorities. The best way forward is for tne GVN to develop 
its auto industry in partnership with foreign investors 

to slow development by increasing taxes 


Textiles 


10. (SBU) Minister Tuyen confirmed to the Ambassador that 
the GVNVs investigation of corruption in the allocation of 
U.S. textile quota (reftels A and B) had found \"negative 
acts and mistakes\" by staff under his supervision. (Note: 
The Vietnamese phrase \"tieu cuc\" translated as \"negative 
acts\" is often used as a euphemism for \"corruption.\" End 
Note.) However 

as the media has made it sound. Regardless 
acknowledged the need to fix the \"mistakes\" and ensure 
allocation is done fairly and transparently. He said that 

he had temporarily taken over supervising the quota 
allocation procedures and MOT would announce the 2005 quota 
allocation by October 15. 


11. (SBU) The Minister reiterated a request (made during EB 
PDAS Donnelly\'s visit to Hanoi September 28 and via dipnote 
(reftel C)) for 1.8 percent additional carryforward from 
Vietnam\'s 2005 quota in category 338/339. He argued that 
the USG decision to reduce Vietnam\'s quota in May resulted 
in over-allocation of quota by the GVN. This over- 

allocation is causing problems for U.S. companies such as JC 
Penney. The Ambassador assured Minister Tuyen that his 
request had been conveyed to Washington and explained that 
the Committee for Implementation of Textile Agreements 
(CITA) would have to consider the request. 


STOP 


12. (SBU) The Ambassador briefed Minister Tuyen on the 
Strategy Targeting Organized Piracy (STOP) announced by the 
White House on October 4 and provided him with a copy of the 
STOP Fact Sheet (reftel D). (Note: Although MOT is not the 
primary GVN agency responsible for IPR 

Management Board (MMB) of MOT does bear some responsibility 
for enforcement. End Note.) 
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13. (SBU) Comment: Minister Tuyen did not display much of 
his normally colorful personality in this meeting. Between 
the textile quota corruption scandal and Vietnam\'s over 
allocation of T-shirt quota 

feeling pressure over his management of Vietnam\'s second 
largest export sector. Twice now he has categorized the 
request for additional textile carryforward from the United 
States as a \"personal\" request. On the other hand 
conclusion of WTO negotiations with the EU seems to have 
increased his confidence in Vietnam\'s ability to make 
progress in Vietnam\'s accession negotiations. Minister 
Tuyen appeared more hopeful that Vietnam might be able to 
conclude deals with the United States and other major 
partners by early next year. End Comment. 
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its sponsorship 

bilateral deal to protect Vietnam from the excessive demands 
made by other partners.\" He said that it was too early to 
tell whether there could be a deal with Vietnam 

had been progress on WTO market access negotiations. 
Despite progress on goods 

market access for services 

being most difficult. Lamy mentioned telecom 

transport 

financial services as being hard areas. With a precise idea 
of Vietnam\'s \"red lines 

might fall within the political parameters of a deal 

said. There might be room at the political level for a 

deal 

later that day or 


5. (U) Lamy also noted his preference for multilateral trade 
deals (i.e. 

characterized as less open and transparent since all parts 
were not published \"as we know from the U.S. Bilateral 
Investment Treaty.\" (Note: We believe that he meant the 
BTA.) 


6. (U) Lamy also took the opportunity to describe the Boeing 
and Airbus \"subsidies\" as \"apples and pears.\" Subsidies for 
Airbus were completely transparent unlike those for Boeing 

he opined. He noted that he was certain that the timing of 

the filing of the U.S. case to the WTO had nothing to do 

with U.S. politics. 


7. (U) On the following day 
Minister Tuyen announced a deal in their bilateral market 
access negotiations. Lamy said that with this deal 


Column 3 

wanted to set a benchmark to allow Vietnam 

developing country 

precautions and transitions and wanted other trade partners 
to understand this. He said that Vietnam had committed to 

an average 16 percent tariff level on goods 

Cambodia\'s (22 percent) and China\'s (below 10 percent) 
which is a good reflection of Vietnam\'s level of 

development. The EU showed flexibility regarding some \"red 
lines\" of Vietnam 

transition process in Vietnam. He noted for example the 30 
percent equity cap of investment in Vietnamese companies and 
the limitation of foreign ownership in telecoms. This is 

about comparable to the Chinese commitments five years ago 
he observed. 


8. (SBU) Comment: In recent weeks 

been quite sober in assessing prospects for a bilateral EU- 
Vietnam WTO deal during ASEM. Apparently more interested in 
scoring points with the Vietnamese and others than in 
improving market access for the firms he represents 

closed out the EU\'s bilateral negotiations. In doing so 

the EU settled for low levels of commitments not seen in 
recent accessions especially on services. Minister Tuyen 
confirmed to the Ambassador on October 12 that the EU had 
left the hard issues for the United States and other 
countries. If the GVN recognizes that the EU bar is 
artificially low 

flexible when they come to Washington in late October. End 
comment. 
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is only partially true. The current Government has taken 
privatization off the table and cuts to subsidies are just 
now beginning to be considered 

increases bring home the reality of the nation\'s fiscal 
situation. The GSL has begun to change its tone 
President recently commenting that subsidies are no longer 
sustainable and should not be expected to continue. 
Whether this rhetoric will translate into concrete action 
on the fiscal front is questionable. The President\'s 
coalition remains tethered to a socialist firebrand party 
(JVP) with keen interests in seeing continued payouts for 
its constituent base in the rural 

LUNSTEAD 
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struggle against the government ... but today we have to 
fight to be liberated from Prabhakaran.\" The announcement 
signed by \"Secretary Gnanarajah 

e-mail address (www.tmvp.org and contact@tmvp.org 
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respectively) but 

Also not surprising is the fact that the Batticaloa street 
address listed for the \"office\" provides only a road name 
(Lake Road 

identifying house number. Like its name 

depicted on the website looks suspiciously similar to the 
LTTE logo 


2. (SBU) Sources in Batticaloa 

fear of the continued factional fighting and periodic LTTE 
reprisals against suspected Karuna sympathizers 

public reaction (other than skepticism) to the announcement 
of the new \"party.\" One contact attributed the apparent lack 
of interest to fear of being identified as a member of the 

new rival movement. Even people who know each other well 
he said 


3. (SBU) Comment: The new party\'s similarity in name and 
logo to the LTTE is an obvious and intended affront to the 
Tiger leadership in the north. Despite its identification 

with Karuna 

Douglas Devananda 

Party (EPDP) and former anti-LTTE paramilitary-turned-Cabinet 
Minister. Following Karuna\'s split last March 

infuriated the LTTE leadership by publicly offering to set 
Karuna up in politics. In September Devananda claimed to 
poloffs that he was in constant contact with Karuna and was 
prepared to help him launch his party at the propitious 

moment. (Note: The EPDP Spokesman disavowed any knowledge 
of the press release when we contacted him October 12.) Why 
now is the propitious moment is unclear 

murder by the LTTE of Karuna\'s deputy and brother (Reftel) 
coupled with the absence right now of much of the LTTE 
leadership on a highly publicized visit to Europe 

factors. That said 

followers either dead or on an LTTE hit list 

expect this party to register with the Election Commission or 
conduct a successful membership drive anytime soon. For 
right now 

Tamil Eelam to remain very much a paper tiger. 
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democratic standards. Slovakia will continue to focus on 
Ukrainian democracy through the \"strong financial 
instruments of the EU\'s European Neighbourhood Policy.\" 
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HURLBERT 


NNNN 


21551 
number remain targets of GOZ repression. End Summary. 


2. (SBU) EconOff spoke with the Commercial Workers Union 
of Zimbabwe\'s (CWOZ) Secretary General Taringa 

Catering and Hotel Workers Union\'s (ZCHWU) Secretary 
General Mudzengerere 

Trade Workers Union\'s (ZCATWU) General Secretary Gumbo 
Associated Mine Workers Union of Zimbabwe\'s (AMWOZ) 
General Secretary Midzi 

Workers Union\'s (ZDAWU) Deputy Secretary General Ruyi. 


3. (SBU) In Zimbabwe 

union of each economic sector negotiate labor issues. In 
Zimbabwe\'s strained economic environment 

negotiations are a mixed bag. While CWOZ 

ZCATWU report generally amicable negotiations 

and ZDAWU complain that employers refuse to follow labor 
laws and increase wages consistent with inflation. 


4. (SBU) Zimbabwean labor officials provided a unique 
window into the local economy. For example 

believes mining companies do earn small profits from 
global mineral prices. However 

African firms will eventually control the mining sector. 
Ruyi asserts that more employers violate workers rights 
than follow the law. Mudzengerere notes that tourists 
visiting Victoria Falls tend to spend the night in 

Zambia. Gumbo states that the construction industry has 
shrunk from 120 


5. (SBU) In 2000 

GOZ launched a W look East" policy focused on China 
Malaysia 

currency making imports increasingly competitive 
Chinese in particular have been able to gain a foothold 
in many retail sectors. Senior union officials across the 
board expressed nothing but dissatisfaction with the 
growth of Eastern businesses in Zimbabwe as a result of 
the look east policy. Midzi cited regional unionsY 
complaints of Eastern business treating workers worse 
than Western; Taringa noted that Chinese firms hire 
workers on short-term contracts 
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harder; Gumbo complained that Chinese firms stay outside 
of employer councils 

negotiate only with the GOZ. 


6. (SBU) Union officials recounted to EconOff a long list 
of repressive tactics by the GOZ. The GOZ targets the 
ZCTU by arresting its leaders and by breaking up its 
rallies. [Note: On October 12 

police arrested three members of the Communications and 
Allied Service Workers Union 

failure of the state-owned post and telecommunications 
company to pay a wage increase that was awarded after 
arbitration. End Note.] In an attempt to draw membership 
away from the ZCTU 

the opposition MDC 

labor body 

(ZFTU)(Ref). Union officials complained that these 
actions foster confusion and force legitimate unions to 
spend scarce resources to shore up their base. ZCTU- 
affiliate officials complained that the ZFTU plagiarizes 
ZCTU-negotiated agreements and attempts to banish 
legitimate unions from whole geographic regions. 


7. (SBU) Comment: Zimbabwe\'s severe economic downturn 
characterized most vividly by a sharp decline in real 

wages 

firms and GOZ repression to create an hostile environment 
for the ZCTU. Unfortunately for workers 

they are most in need of strong union representation 

unions are finding it increasingly difficult to play this 

role. 
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friendship toward the U.S. is adequately reciprocated. He 
noted that the growing threat in Iraq is from Iranians 
believes civil war there is inevitable 

be more aggressive against insurgents in Iraq. He intimated 
that the GOK is pursuing release of the Kuwaiti Guantanamo 
detainees only for public consumption and recommended the 
U.S. raise officially the issue of controversial Kuwaiti 

Islamist youth camps because it is too sensitive for the GOK 
to deal with directly. He discussed the ruling family\'s 
perspective on Kuwait succession and mentioned that Prime 
Minister Shaykh Sabah intends to visit the U.S. after the 
Presidential election to congratulate the winner. End 
Summary. 
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Feeling Left Out 


2. (S) Over several candid discussions with a ruling family 
member on the staff of the Prime Minister 

views that 

also likely reflect opinions of the Prime Minister and other 

GOK decisionmakers. An oft-repeated theme is that it appears 
to the Prime Minister that the U.S. doesn\'t appreciate 

Kuwait. The interlocutor urged the U.S. not to forget about 
Kuwait\'s efforts and sacrifices to build stability in Iraq. 

He emphasized that Kuwait was an excellent partner to the 
U.S. and that the U.S. did not appear to be sufficiently 

grateful. He said that the Prime Minister considers the MNNA 
status 

because the U.S. already gave the same status to certain 
other countries which have not done nearly as much as Kuwait. 
He further opined that he hopes the U.S. does not view 
Kuwait the same way it does some other MNNA countries 
implying that several of the MNNA countries were not highly 
regarded by the U.S. as allies. 


3. (C) The Shaykh also expressed to PolOff his frustration 
that so many U.S. Government visitors come through Kuwait 
enroute to Iraq 

complained that when U.S. officials do request meetings 

are often last minute requests 

during the Kuwaiti weekend (Thurs/Fri) and ask for meetings 
on Friday afternoon. This 

convinces him that Kuwait is not appreciated. He reiterated 
that Washington must understand it has a great friend in 
Kuwait but that it must be careful not to lose its friends. 


Iraq: Civil War Looms and Elections Will Fail 


4. (C) He opined that Iraq would enter a period of civil war 
and that there was no way to stop the escalating sectarian 
violence. Calling himself an \"optimist\" he said \"let them 
have their civil war and hopefully in five years or so things 
will settle down.\" He did not think that a civil war would 
spread across the borders into Kuwait. 


5. (C) On the Shia threat in Iraq 

should have removed or killed Moqtada Al-Sadr quickly and not 
let him gain the following that he did. He opined that the 

Iraqi people would respect the U.S. more if greater force 

were used against these types of threats. He repeatedly told 
PolOff that the Iranians are crossing the border into Iraq in 
great numbers to cause trouble and to affect the upcoming 
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elections. He further remarked that the U.S. should delay 
the Iraqi elections until there is stability. He is 

convinced that the elections 

January 

the USG\'s \"one chance 

democracy fails 

promoter of democracy in the region. (Note: These remarks 
came well before the recent elections in Afghanistan. End 
Note.) 


Islamist Youth Camps: Junior Jihadis Not Arts and Crafts 


6. (S/NF) The Shaykh explained that Islamists sponsor spring 
camps in the desert and summer indoor clubs as a prime source 
of recruiting youths for various Islamist causes. (Comment: 
Islamists advertise in the spring and summer for young 

Kuwaitis to go to summer camps.\" These camps are believed 
to serve as 

indoctrination into an intolerant religious worldview and at 

worst 

September 11 

Sheik Mohammed confessed that \"he was drawn to violent jihad 
after joining the Brotherhood in Kuwait at age 16 and 

attending its desert youth camps.\" End Comment.) The Shaykh 
said that the GOK 

forum 

said this issue is too sensitive for the GOK to address for 

fear of being accused by Islamists of regulating the teaching 

of the Qur\'an. He advised PolOff to take the issue up with 

the MOI and recommended that the U.S. \"rock the boat\" on the 
issue because it is a serious one that the GOK is politically 
unable to address. 


7. (C) Further on the Islamists 

Al-Mutawa and Hamad AI-Ali play a big role in the 
organization of the summer camps and that Hamad 
being the \"former\" Secretary General of the Scientific 
Salafis (aka Salafi Movement) is still something of a thinker 
for the organization. (Note: Abdallah Al-Ali Al-Mutawa is 
known to have provided large donations to charities in 
Pakistan 

A close relative of Mutawa\'s recently confided to Poloff 
that he estimates these donations totaled over $90 million 
during this period. End Note.) 


Ruling Family Succession 


8. (C) Speaking as a member of the Al-Sabah family 
informed PolOff that the widely held expectation of how 
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succession of the Amir and Crown Prince may play out is not 
set iin stone. While Prime Minister Shaykh Sabah is 
considered by all to be the second in line behind Crown 
Prince Saad to become Amir 

something should happen to the Prime Minister 

that Shaykh Nawaf Al-Ahmed Al-Jaber Al-Sabah 

deputy Prime Minister and Interior Minister would become 
Amir. (Note: The very ill Crown Prince Saad is not 
considered a viable candidate for the position of the Amir. 
End Note.) Behind Nawaf is Shaykh Mishaal Al-Ahmed Al-Jaber 
Al-Sabah 

Guard. He spoke as though this order of precedence was a 
well-established public fact. (Comment: Traditionally 

the top two Kuwaitis 

other is from the Salem branch. Given the current domination 
of most Ministries by the Jaber branch 

surprising to see such a move. Both top spots were occupied 
by the Salem branch when Amir Abdullah Al-Salem Al-Sabah and 
Crown Prince Sabah Al-Salem Al-Sabah ruled together from 
1963-1965. End Comment.) The Shaykh 
\"balance-of-the-branches\" theory as a coincidence and 
appeared to truly believe that it is not a factor in 

succession. 


9. (C) The Shaykh relayed that Crown Prince Shaykh Saad 
Al-Sabah was in increasingly poor health. He told PolOff 

that he met with the Crown Prince in August and that Saad did 
not even acknowledge him when the Shaykh tried to speak to 
him. He said that Saad had some form of colon disease in 
2001 and this led to severe hemorrhaging resulting in massive 
blood loss. He informed PolOff that this blood loss led to 
brain damage. He reminded PolOff that the Amir continues to 
struggle with Parkinson\'s disease but that PM Shaykh Sabah 
despite having a pacemaker 


If Women Vote... It Will Be for the Islamists 


10. (C) Although he personally supports women!\'s political 
rights 

He believes that should women be permitted to vote in 
general elections 

putting even more Islamists into Parliament and pushing the 
society further towards religious conservatism. (Note: It is 
widely assumed 

suffrage 

Islamists would be ordered by their husbands to cast their 
vote for the candidate he chooses 

Islamist voter participation and the likelihood of Islamist 
candidates being elected. Post agrees that this is a 
possible short-term consideration should Kuwaiti women gain 
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the right to vote. End Note.) He is convinced the measure 

will fail should it come to a vote in the National Assembly. 

He commented that he knows few Kuwaiti women who actually 
want the right to vote or want to run in general elections 

for a seat in Parliament. (Note: Post 

has several female activist contacts 

declared their intention to run for office. End Note.) 


Release of Gitmo Detainees Not a Serious Concern 


11. (S/NF) The Shaykh told PolOff \"off the record 

Prime Minister doesn\'t really want any of the Guantanamo 
detainees back. Despite the public calls for a return of the 
detainees 

the media. He also informed PolOff that the Prime Minister 
is planning a trip to the U.S. in January to congratulate the 
winner of the U.S. presidential election. In the near term 

the Prime Minister is planning to travel to Europe 

Paris and London. He mentioned that the Prime Minister has 
no intention of traveling to Baghdad anytime soon. 


Comment 


12. (C) The Shaykh is well-educated 

pragmatic. Because of his position and daily interaction 
with the PM 

Shaykh Sabah and insight into the PM\'s views. Throughout the 
conversations 

and this Shaykh\'s began. That said 

the perception of a growing frustration from senior GOK 
officials with the way the U.S. appears to be treating 
Kuwait. Although Kuwait remains supportive of U.S. efforts 
in the region 

is not working with the Kuwaitis but at times appears to be 
dictating Washington\'s demands with an expectation of 
compliance. Of all his messages this was the most often 
repeated. 
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the \"Republic of Cyprus\". End Note. President Sezer 
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approved the decision and it was published in the State 
Gazette on October 2 - several days prior to publication of 
the European Commission report on Turkish accession. The 
same day 

is reproduced below. The customs union is limited to trade 
in industrial goods. See septel for further details. 


2. Begin text MFA announcement: 
October 2 


Article 3 of Decision 1/95 of the Turkey-EC Association 
Council taken on 22 December 1995 on the completion of the 
Customs Union stipulates that the Customs Union be applied 
on Turkey\'s territory on the one hand 

customs territory on the other. 


In view of the accession of 10 new Member States (Cyprus 
Czech Republic 

Poland 

Turkish Government has decided to include all new EU members 
in the scope of the Council of Ministers Decree No. 

2002/4616 of 3 September 2002 which specifies 

Turkey\'s internal legislation is concerned 

which the Turkey-EU Customs Union applies. This decision 
makes it possible for goods imported to Turkey from the new 
Member States to be treated under the Customs Union regime. 


This decision is an administrative act emanating from our 
relations with the EU as well as reciprocal legal 

obligations under the Customs Union. Our views and position 
as outlined in our press statement issued on 1 May 2004 and 
forwarded through official channels to the EU and its member 
states remain valid. The amendment of our internal 
legislation as such does not imply in any way the 

recognition of the Greek Cypriot administration by Turkey. 


In the same vein 

equally obliged according to its Treaty of Accession with 

the EU to provide Customs Union treatment to goods coming 
from Turkey. In essence 

has abrogated all restrictions against goods from Turkey 
through a decree published on 11 December 1998. The EU 
Commission has given written confirmation that the Greek 
Cypriot administration is accepting the free circulation 

under the Customs Union of goods from Turkey as of 1 May 
2004. 


Turkey remains committed to its special relationship with 
the Turkish Republic of Northern Cyprus 
emanating from this special relationship. 
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Unfortunately however 

commitments with a view to ending the isolation of the 
Turkish Cypriots. The EU Commission has carried out its 
responsibility by proposing the two draft Regulations on 
financial assistance and direct trade on 7 July 2004. Turkey 
appreciates the Commission\'s efforts. However 

States could not yet finalize these positive but first 

steps. It is expected that the political decision taken on 

26 April 2004 by the EU-15 foreign ministers be put into 
effect by the EU-25. 


Turkey wishes to stress once more that it is due time to 
stop imposing on the Turkish side 

clearly its will for a solution 

any way deserve. 


End text MFA announcement. 
Edelman# 
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of great potential for reaching out and serving a region of 
Turkey lacking in decent (western standard) health care." 
The hospital includes a medical education center and features 
extensive outreach programs. 


c) The former RMO conducted an extensive tour of the hospital 
in June 2004. He was impressed by the physical layout of the 
hospital and the professionalism of the staff. He was 
especially impressed by the hospitals medical director and 
demonstrated his confidence in the hospital by referring 
difficult cases to the hospital 

Kirkuk 


d) Turkey\'s health care system provides uneven care and 
suffers from chronic underfinancing. Southeast Turkey 

the Gaziantep American Hospital is located 

and medical care is poor. Turkey\'s medical universities 
provide outstanding training for doctors and specialists 
medical services in the big cities and for middle and upper 
class Turks is generally very good. However 

outside of the big cities and in the underdeveloped regions 

of Turkey is of poorer quality. Providing modern medical 
technology for the Gaziantep American Hospital will 
demonstrate the long-term commitment of the United States to 
Turkey and its people. Embassy would showcase the donation 
perhaps including the participation of the Ambassador and the 
consulate in nearby Adana. 


2. Embassy would be pleased to answer any questions. POC is 
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Economics Officer Kurt Donnelly. donnellykd@state.gov. 
EDELMAN 
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Cuba). 


5.(C) Comment: The Ambassador and Country Team members 
will continue to raise the issue of human rights in Cuba and 

to discourage GoA actions that can be manipulated by the 

Cuban government in Castro\'s favor. End Comment. 
GUTIERREZ 
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pseudonym \"Marciano\" in the very pro-Chavez daily DIARIO 
VEA 

Ambassador Brownfield. WMartianW noted that Ambassador 
Brownfield seemed to be bringing a new approach based on 
mutual respect. He warned the Ambassador not to try to 
interfere in Venezuela\'s internal affairs. It is widely 

believed that \"Marciano\" is actually Venezuela\'s Vice- 
President 


2. DIARIO VEA (pro-government 
10/08 Stumbling Block column headline: \"Shapiro\'s Successor\" 


Full text: \"The new U.S. Ambassador to Venezuela is William 
Brownfield. He\'s a Foreign Service official; that is 
professional. He\'s coming from Chile 

carefully watched: too friendly say some 

He\'s loquacious and forward. His wife is also the U.S. 
Ambassador to Ecuador. It is a family of diplomats. 
Brownfield was in Central America and also 

in Venezuela as a consul in Maracaibo. In other words 
knows the country. 


VWhat is 

instructions he brings from his government and the fact that 
he is Shapiro\'s successor. Let\'s see: a) As for the 
instructions 

the letters of credence to Foreign Affairs Minister Prez: 
\"We are ready 

possibility of improving the bilateral relations between our 
two countries and also to collaborate on regional affairs 
(our cannibalistic opposition cannot be happy with this 
statement). Starting off with this statement is not bad and 
we have to bet on his good faith. Venezuela-United States 
relations got complicated as a result of Washington\'s 
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interfering in Venezuela\'s domestic affairs and because of 

the way the U.S. Embassy worked together with the Venezuelan 
opposition in sinister events such as the coup d\'tat on 

April 11 and the oil strike and sabotage in 2002. The 
government of the United States provoked the conflict 

the government of Venezuela. Therefore 

ambassador brings another approach 

national sovereignty 

everything can be dealt with based on that recognition. b) 
Succeeding Shapiro is a challenge: he was a most imprudent 
and undiplomatic human being. If Brownfield doesn\'t want 
problems he must behave differently than his predecessor - 
more discretion and less meddling; relations with all the 
sectors of society and not with one in particular; Chavista 

and anti-Chavista; government and opposition; not to succumb 
to the lure of the East of Caracas and to keep in mind that 
Caracas also has other places where human beings live and a 
number of people that believe in the Venezuelan government 
and support President Chvez. 


Welcome or Unwelcome: 

\"This columnist 

administration\'s foreign policy towards the region - and 
particularly towards Venezuela - and about the performance 
of ambassadors from that nation 

judging Brownfield\'s management 

within the parameters of other previous ambassador 

the hope that the U.S. administration will look at the case 
of Venezuela with a different criteria from the one it has 
used up until now. Welcome 

won\'t have to say in the future 


5. Marciano\' is considered to be the pen name of 
Venezuela\'s Vice-President Rangel; the fact that he chose to 
address this issue probably reflects the Vice President\'s 
desire to comment on recent statements by Secretary Powell 
A/S Noriega and the Ambassador. The general line in VEA is 
stridently anti-USG. MarcianoYs message shows some 
restrain 

End Comment. 


Brownfield 
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steps\" could be taken to ease then restrictions. However 
said there is concern on the island over whether such 
concessions by the Turkish/TC side would be adequately 
reflected in the UNSCR on UNFICYP renewal. 


4. (C) If restrictions were eased 

noted in the UNSCR. Ifthe restrictions were eliminated 
Turks/TCs would want to see language urging recision of the 
restrictions removed from the UNSCR. Bilman 

the Turkish Mission to the UN for four years 

based on his experience 

changes to the UNFICYP UNSCR would be for the SYG to write a 
letter to the UNSC noting the changes 

addendum to the September 28 UNFICYP report. Otherwise 
claimed 

insufficient factual basis for inclusion of such language. 


5. (C) Bilman stressed that these are only his ideas from 
having visited the island 

them with the military or senior levels of the MFA. While 
not completely certain the Turkish/TC side is prepared to 
ease the restrictions 

if the above concerns are met. 


6. (C) Action request: We request that the Department ask 
USUN to make appropriate inquiries and inform us of the 
possibility of changes to the draft text in the event the 

Turks/TCs ease or remove restrictions on UNFICYP movements. 
EDELMAN 
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elements. Accordingly 

reform. Al-Mohri also shared his thoughts on the situation 
in Iraq 

effort to stabilize Iraq. End Summary. 


Gulf States Placation of Sunni Conservatives Dangerous 


2. (C) The head of Kuwait\'s Shiite Clerics Association 
Mohammed Bakr al-Mohri 

with the rebuke he received from Prime Minister Shaykh Sabah 
during the latter\'s much-publicized meeting with newspaper 
editors on September 22 

the GOK allow the teaching of the Shiite (Jaafari) system of 
jurisprudence in Kuwait\'s schools and universities. Noting 

his surprise at the admonition 

criticized him for making \"sectarian\" statements 

said the GOK\'s public criticism of him reflects the fact that 


Column 3 

the government is \"fearful of Salafi Islamists.\" He said 

this was just one example of the many ways in which the GOK 
was placating Sunni conservative elements in society and 
subsequently crippling its own reformist agenda. Another 
example of this 

website belonging to firebrand 

al-Ali 

Although Shaykh Sabah stated he would summon al-Mohri to 
discuss his demands 

which suggests his remarks were only for public consumption. 
End Note.) 


3. (C) Al-Mohri linked these examples to a larger 

trendW in which Gulf Arab Sunnis were increasingly falling 
under the sway of mainstream clerics who advocated violence 
against nonbelievers 

the killing of U.S. civilians in Iraq. Al-Mohri said 

extremists were still actively raising funds from Gulf States 
for terrorist activities 

crackdown on religious charities had reduced the amount of 
aid extremists could funnel to terrorist organizations like 
Al-Qaeda. Al-Mohri heaped particular scorn on Qatar-based 
Egyptian cleric Yousef al-Qaradawi 

following and routinely \"calls for terrorism.\" He said four 
Kuwaiti jihadis who had been returned to Kuwait from Syria 
after attempting to cross into Iraq to fight Americans had 
been influenced by al-Qaradawi\'s fatwas. 


Shia Making Gains in Kuwait: Motivated By U.S. Attention 


4. (C) Al-Mohri said the Shia population in Kuwait had 
achieved much over the past few years and he is optimistic 
that they will continue to do so. Praising the State 
Department\'s Human Rights Report 

the United States is taking note of the plight of Kuwaiti 

Shia had encouraged him to continue pushing for reforms 
though the Shia had already made significant gains during the 
year. (Note: Shia celebrated Ashoura with a public 
reenactment of the battle of Karbala for the first time this 
year. In addition 

Shiite Waqf (endowment) and the approval of numerous 
long-standing building permit applications for Shiite mosques 
and Husseiniyas. End Note.) 


5. (C) Responding to Poloff\'s query 

al-Habib 

remarks he made on a widely distributed cassette tape 
fled the country after being erroneously pardoned in late 
2003. 
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Iraq Shiites Appreciate U.S. Liberation 


6. (C) Al-Mohri said the majority of Iraqi Shiites still 

follow the teachings of Grand Ayatollah Ali al-Sistani 
moderate views have been instrumental in limiting bloodshed 
there. He pointed out that Sistani had issued a fatwa 
prohibiting the bearing of arms against coalition forces. 
Al-Mohri also said that Iraq\'s Shia population is still 

grateful to the U.S. for having liberated it from the tyranny 

of Saddam Hussein. 


Iranian Leaders Seek Stability in Iraq and View U.S. as Key 


7. (C) Al-Mohri said he meets with the \"highest religious 
authorities\" whenever he visits Iran 

President Khatami. He said all of these officials stressed 
that regional stability was a priority 

where a stable regime would facilitate cross border 
pilgrimages to the holy cities of Najaf and Karbala. That 
said 

the political backing of the U.S. 

Arabia. Al-Mohri said he had heard that U.S. officials had 
approached Iran seeking Iranian support for stabilization 
efforts in Iraq. He urged the U.S. to continue these back 
channel approaches. Although he conceded that Iran feels 
threatened by the U.S. presence in Iraq 

of ongoing IAEA investigations into Iranian nuclear 
activities 

leaders are not as hardline as they once were 

willing to engage in dialogue. (Note: Al-Mohri\'s comments do 
not coincide with open source and other reporting indicating 
that Iran is sparing no effort to keep Iraq destabiized. End 
Note.) 


8. Comment: While al-Mohri may have some legitimate insights 
into the thoughts of the Hawza in Iraq and the public views 

of leaders in Iran 

Ayatollah Sistani in Kuwait is belied by the persistency with 
which itis made. Al-Mohri 

self-appointed mouthpiece for the Shiite community in Kuwait 
will nonetheless continue to push the GOK 

to cede ground on rights previously denied Kuwait\'s Shiite 
minority. End Comment. 
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the region should be the manner in which the relationship is 
characterized. Fahed added that \"we don\'t just support you 
because you are the United States of America. We support you 
because we believe in your mission.\" Fahed finished by 
saying that CENTCOM sponsored military exercises must have 
relevance for his military 

recent exercises involving senior GCC military and civilian 
leaders were outside of the purview of his forces\' mission. 


3. (S) Admiral Clark later met with Major General Al Mullah 
Kuwait Navy Commander 

handle the Iraqis and the border issue on the water. The 
border issue encompasses the Iraqi 

extent 

Bubiyan Island. Clark recommended that any discussion occur 
in a political arena for resolution as a matter between 
governments. The border issue is sure to be revisited as 
almost daily reports of Iraqi intrusions into Kuwaiti 
waterways are reported and the demarcation line is difficult 
to \"see\" on the seas. 
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Category # of Companies Percent 
Textile Industry 162 59.3% 
Suppliers 46 16.9% 
Services to 

Other Businesses 17 6.2% 
Other Manufacturing 

Activities 48 17.6% 
TOTAL 273 100.0% 


4. From this breakdown 

maquila sector activity in Honduras is related to textile 

and apparel production: nearly 60 percent of businesses are 
directly involved 

suppliers and service companies are as well. However 

is still no way to translate this headcount of companies 

into an accurate accounting of the textile and apparel 
industry per se when it comes to production 

employment. As a result 

precise responses to many of the specific questions posed in 
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paragraphs 5 and 6 of reftel. Where the specific 
information requested is not available 

below the closest information possible 

of exactly what is being measured. 


5. Total industrial production in USD value: 
-- 1.27 billion in 2003 
6. Total textiles and apparel production in USD value: 


-- Not available 

the value added by the maquila sector in 2003 was USD 705 
million 

production. However 

sector as a service industry (in which value is added to 
imported materials for re-export) and not as a group of 
manufacturing industries. It therefore provides annual 
figures for \"value added by the maquila sector" 

not disaggregate textile and apparel production from other 
maquila activities. 


-- The AHM also provides an annual figure for value added by 
the maquila sector 

the Central Bank 

than the Central Bank\'s figure. Post regards the Central 
Bank figure to be the more reliable of the two 

follows standard international practices for collecting 
national accounts. However 

frequently quoted in the Honduran press 

used in official GOH publications. For sake of comparison 
below are the two series of estimates for the last ten 
years. 


Value Added by Maquila Sector 


According to According to AHM (Honduran 
Year CentralBank Manufacturers\' Association) 


1994 125 186 
1995 163 242 
1996 204 284 
1997 313 390 
1998 455 455 
1999 539 552 


2000 575 662 
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2001 561 716 
2002 613 819 
2003 705 881 


7. Textiles and apparel\'s share of the host country\'s 
imports and exports: 


-- The closest approximation available is the value added of 
the entire maquila sector as a share of imports and exports 
of goods and services. In the statistics below 

value added is itself included as a service export 
maquila-related imports are excluded from import figures. 


in USD million 2001 2002 2003 
Maquila Value Added 561 613 705 
Imports 3 

Exports 2 

Maquila/(Im + Ex) 9.0% 9.7% 10.4% 


Source: Central Bank. 


8. Total manufacturing employment; Total textiles and total 
apparel employment: 


-- Total manufacturing employment was 337 

2002 

to the National Statistical Institute 

agency with primary responsibility for collecting employment 
data. Data is collected by means of a household survey 
conducted in May and September of each year. However 
employment data is broken down into only ten broad 
categories 

the \"manufacturing employment" number given above. Starting 
next year 

include a figure for textile and apparel sector. 


-- The Central Bank and the Honduran Manufacturers\' 
Association each provide annual data for employment in the 
maquila sector 

incorporated under either the Industrial Processing Zones 
legislation or Free Zones legislation. For the reasons 
explained above 

would overstate employment specific to the textile and 
apparel sector. Again 

the AHM differ slightly 


Employment in \"Maquila Sector\" 


According to According to AHM (Honduran 
Year CentralBank Manufacturers\' Association) 
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2001 94 
2002 105 
2003 114 


9. A brief description of the relative importance of 
textiles and apparel in overall production and employment: 


-- In 2003 

26% of Honduras\' exports of goods and services (USD 705 
million out of total exports worth USD 2 

dependent on traditional exports 

bananas 

much from the maquila sector as it does from coffee and 
bananas combined. As explained above 

is in the textile and apparel sector 

some maquilas established recently which are engaged in 
other activities: for example 

for automobiles 

components. While the hope is that the sector will continue 
to diversify into other forms of light manufacturing 

textile and apparel production still dominate. Within the 
textile and apparel sector 

a full-package model in which businesses import thread from 
the United States and then export a finished product ready 
for market 

assembly 


10. How frequently does the industry or government collect 
and report textile and apparel employment data 
monthly 


-- The National Statistical Institute (INE) collects and 
publishes national employment data twice a year. The AHM 
collects data for the maquila sector only and publishes it 
annually. Neither group collects information on employment 
in the textile and apparel sector specifically. 

11. If monthly employment is unavailable 

assessment of the institutional capacity of the host country 
to collect such data: 


-- INE could not move to monthly collection of employment 
data without a complete restructuring of their current 
system for administering national household surveys. The 
AHM 

could move to monthly data collection 

no plans to do so. 


12. Comment: Despite the strength and continued growth of 
the Honduran textile and apparel sector in recent years 
producers here 
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expiration of worldwide quotas as a serious threat to the 
viability of the industry. One American maquila-owner 
recently reported to EconOff that he has already lost 
several of his regular customers to China 

difficulty getting new orders 

be able to hold on until early 2005 when 

more flexible sourcing rules of CAFTA-DR come to the rescue. 
Meanwhile 

especially the lower labor costs and higher volumes that 
China will soon bring to the world market 

apparel producers in Honduras see speed-to-market and 
responsiveness 

requiring printing or other specialized work 

sustained future competitiveness. End comment. 
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obligations\" before determining how to vote this year. He 
dodged further by drawing on an old saw to assert Turkish 
foreign policy was based on Ataturk\'s philosophy of \"Peace at 
home 

previous wording related to Cuba 

Turkey\'s June 12 


\"1. The Republic of Turkey does not have any laws or 
measures of the kind referred to in the preamble to 
Resolution 57/11 (Resolution regarding Cuba in 2003) and 
reaffirms its adherence to the principle of freedom of trade 
and navigation in conformity with the Charter of the United 
Nations and international law. 


2. The Government of Turkey is of the view that 
differences and problems between States should be settled 
through dialogue and negotiations.\" 

EDELMAN 
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In reference to Embassy 

13 

furnished by Gem Electronic s.rl. of San Benedetto del Tronto 

to be installed in 21 Class 200 (vessels) 

in the last three years at the Rodriquez naval shipyard in 

Messina. With regards to the Focal plane arrays components 
specified in para 1 of the referenced note 

Headquarters confirms the supply of 25 InSb Focal Plane 

Arrays DS 271 611 74-6 produced by the Raytheon Company to be 
installed in law enforcement boats as by end user Certificate 
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that we enclose herewith. 


End translation 
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blocking traffic 

International flights are operating normally 

flights have been scaled back due to low numbers of 
passengers. Most filling stations remain closed today. Banks 
still report low staff turn-out; skeletal services are being 
rendered at head offices and most branches are closed. 
Contacts report that operations are significantly reduced at 
Lagos and outlying ports. Military and police officers were 
observed at the Lagos port facilities. 


4. (U) Circumstances regarding the October 12 death of 
aviation union activist Jerry Agbeyegbe remain cloudy (ref 

b). Police initially claimed he died in a car accident; most 

other reports indicate he was shot in his car sometime during 
the early morning. The National Union of Air Transport 
Employees (NUATE) and other aviation employee associations 
are expected to issue statements today calling for a judicial 
inquiry into the alleged killing. An autopsy is being 

conducted. 


5. (U) AWKA: Newspapers reported that the nine labor leaders 
arrested on Monday were released on bail Tuesday 

protest march and pleas for their release by other labor 
leaders. 


6. (U) PORT HARCOURT: There was significant violence on 
October 12 around Eleme Junction 

death of an adult male (ref b). Fighting was also reported 
around the Shell residential area and the airport. The city 

is calmer today. The strike continues 

on the road and some shops and markets are open. Oil service 
company offices remain closed 

remain unaffected. 


7. (U) WARRI: The strike continues in Warri. Police patrol 
the streets. The commercial wing of the airport is closed. 
Few filling stations are attending customers. 


8. (U) ONITSHA: There is more movement of people and traffic 
today. The main market and some government offices opened. 


Column 3 

National Electric Power Authority (NEPA) was reportedly 
operating and collecting payments from customers. Some banks 
also opened. Most schools remain closed. 

9. (U) IBADAN: Like yesterday 

schools are open. Most government offices remain closed. 


10. (U) ENUGU: Public offices and schools remain closed. 
Commercial activities continue unaffected. 


11. (U) KADUNA: Offices and schools remain closed. 
BROWNE 
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to remain in the region 

regional stability. He confirmed Bahrain\'s commitment to 
combat terrorism but said a festering Arab-Israeli conflict 
would continue to draw new recruits. The Crown Prince also 
reaffirmed Bahrain\'s support for U.S. efforts in Iraq. End 
Summary. 


2. (C) CNO Admiral Vernon Clark opened the meeting with the 
Crown Prince and Commander-in-Chief of the Bahrain Defense 
Force Sheikh Salman Bin Hamad Al Khalifa on October 10 by 
noting he was pleased to see that joint U.S.-Bahraini efforts 

to keep the Bahrain School open had been successful. The 
Crown Prince called the Bahrain School your \"best ambassador\" 
and urged the Navy to ensure that this tremendous asset in 

the region remains open. CNO Clark reaffirmed the importance 
of the school and said the Navy wanted to be a good neighbor. 


3. (C) Clark then explained that his trip was part of a 
worldwide review of the Navy\'s \"footprint.\" The Navy is 
looking to streamline operations in response to budgetary 
constraints 

referred to an increased need for \"near-shore\" operations 
that would include new shallow-water vessels and closer 
cooperation between the U.S. Navy and the U.S. Coast Guard at 
home and overseas. The Crown Prince underscored the 
important role the U.S. Navy has played in bringing stability 

to the Gulf 

development programs to be more effective. He stressed that 
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technical capabilities 

only thing the Navy looks at when considering how to be more 
efficient and effective in the Gulf. 


4. (C) Throughout the discussion 

on the need to build relationships with local communities and 
called upon the Navy to remain engaged in Bahrain. These 
kinds of efforts are critical to winning hearts and minds 

in the region. Partnerships such as the Bahrain School 
demonstrate how effective that kind of community involvement 
can be in creating a stable and secure future for all. Clark 
noted that he appreciated the Crown Prince\'s perspective and 
that this trip was part of an effort to engage partners in 

the region to determine a footprint that was reasonable for 

all. 


5. (C) Turning directly to terrorism the Crown Prince put 
Bahrain squarely on the front-line in a global war of ideas. 
He called for an effort to hit terrorists at their center of 
gravity 

continues to be a strong marketing tool 

terrorists to attract new recruits. He said that without a 
resolution 

fail. The Crown Prince said reformers in the region must be 
able to demonstrate that the justice and democracy America 
calls for is not antithetical to an Arab definition of those 
same principles 

universal principles. 


Iraq 


6. (C) On Iraq 
Secretary Rumsfeld (Reftel) that the ultimate responsibility 
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for the security of Iraq rests with the Iraqis 

He said that now was the time to remain focused and that 
Bahrain was willing to due its part to support U.S. efforts 
in Iraq. 

MONROE 
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3. (U) Poverty and illiteracy characterize the coastal 
province of Esmeraldas 

and whose population is over 70% Afro-Ecuadorian. Voter 
participation has historically hovered around 70% and 
localized fraud and violence are not uncommon. The coast- 
based PRE traditionally has shared political power in the 
province with the Social Christian Party (PSC) and the 
National Action Institutional Renewal Party (PRIAN). 
However 

Colombian border 

closing of dozens of schools in the region 

widespread belief that past elected officials have stolen 
millions of dollars of public funds opened the door for new 
political leadership. 


ELECTORAL PREPARATIONS 


4. (SBU) Meetings with election officials and independent 
electoral observers suggest that arrangements for the 
elections are proceeding relatively smoothly. Roy Torres 
Estacio 

Election Tribunal (TSE) 

for voting station officials were proceeding apace. He also 
noted that none of the new electronic voting booths used as 
part of a pilot project will be located in Esmeraldas 
province 

regional coordinator for the NGO Citizen\'s Participation 
noted that nearly all of her 41 observers were trained and 
ready for Election Day independent monitoring activities. 
Also the OAS will send a team to monitor the elections. 


5. (SBU) With respect to potential problem areas 
Estacio and Ortiz claimed that any irregularities would 
probably occur at the local level and include violations 
associated with improper advertising near voting stations 
and isolated incidences of incorrect voting procedures. To 
prevent inadvertent voting irregularities 

Participation has a new voter information program in 
conjunction with eight other international and national 
organizations. As elsewhere 

officials interviewed reinforced the belief that election- 
spending limits were ludicrously low. For example 
spending limit for candidates in the race for Mayor and 
Provincial Council member is $8 

the municipal council races range from $2 to $133 per 
candidate. Party officials tacitly acknowledged that their 
candidates were overspending. 
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SHIFTING POLITICAL LANDSCAPE 


6. (SBU) While the PRE has historically garnered much of the 
country\'s support in past elections 

in this year\'s campaign was focused on the accomplishments 
of Estupinan and the positive prospects of the MPD. Even 
PRE supporters agree that Estupinan 

Ecuadorian elected as mayor of the provincial capital 
transformed Esmeraldas from a trash-infested and decrepit 
city to a clean 

port. The president of the province\'s chamber of tourism 
and other business leaders 

Carlos Saud 

sustainable business opportunities. Polls show Estupinan 
leading his PRE rival Carlos Canizares 

respectively. Even PRE\'s own internal polls 

acting prefect Cesar Pimentel of the PRE 

lead for Estupinan. 


7. (SBU) Meanwhile 

governor-equivalent) between MPD candidate Lucia Sosa and 
current prefect Homero Lopez is too close to call. Lenora 
Neira 

the recent MPD rise associated with Estupinan 

otherwise have had no chance against an incumbent PRE 
candidate. The turnout at two political rallies observed by 
ConOff and PolOff - supporters for the MPD rally numbered 
more than 400 while those of the PRE numbered around 100 - 
suggested that the MPD has greater popular support or 
organization capacity. PolOff and ConOff spoke informally 
with local from various socioeconomic classes who reinforced 
this perception. 


8. (SBU) Party officials 

independent election observers all noted that Estupinan\'s 
Afro-Ecuadorian roots reflect an important shift for that 
population\'s interest in the political process. While it 

may not trigger an increase in the absolute number of Afro- 
Ecuadorians actually voting 

successes and Estupinan\'s presence will make this population 
take greater ownership in party activities and raise issues 

that are of concern to the poorer regions of the province. 


COMMENT 


9. (SBU) It was heartening to note Estupinan\'s popular 
appearance is based on a solid record of accomplishment. 
However 

shift away from the PRE and toward the MPD 
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political officials observed that Estupinan\'s support is 
based on his personal qualities and record of 
accomplishment 

party. That support could have a coattail effect which 
changes the political balance in Esmeraldas 

short run. 


KENNEY 


21572 

likely join EU consensus to lift the China embargo 

that a review of ChinaYs human rights situation shows that 

\"the conditions are right.\" PM Berlusconi\'s diplomatic 

advisors took a different tack 

work with the US to ensure the embargo would not be lifted if 
shared strategic interests would be compromised. End summary. 


2. (S) MFA officials took a fairly hard line on Italy\'s views 
regarding upcoming China Arms embargo discussions in 
Brussles. Deputy Director for Multilateral Political Affairs 
Claudio Bisognero 

Director Luigi Mattiolo and Armaments Authorization desk 
officer Enrico Padula reiterated that while Italy is \"not out 

in front\" it will likely join EU consensus to lift the 

embargo 

situation shows that \"the conditions are right.\" Bisognero 
and Mattiolo urged the USG to work with the EU to ensure that 
the improved EU Code of Conduct and \"toolbox 

under discussion in Brussels 

DAS Suchan regarding the potential for creating a strategic 
imbalance in the China Sea/Taiwan Straits. When asked how a 
Code with worldwide scope could be improved to be the 
functional equivalent of a country embargo 

suggested that the EU 

common guidelines for arms transfers to China. 


3. (S) PM Berlusconi\'s diplomatic advisors for Europe 
Francesco Talo 

more understanding view of the difficulties that lifting the 
embargo would cause for US strategic interests 

ultimately for US-EU relations. Dionisi said Italy has to 

strike a balance between trade and political considerations. 
Talo said Italy will not support lifting the embargo unless 
China\'s human rights are \"respected\" and unless it is clear 
that removing the embargo would not increase China\'s security 
threat. They both suggested that Italy will cooperate 

closely with the US in working to convince its EU partners 
not to lift the embargo if shared strategic/military concerns 
would be compromised. \"We will do our best\" in Brussels 
promised Dionisi. Dionisi and Talo agreed that the EU Code 
of Conduct had serious shortcomings 
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the embargo provided political cover for countries that want 
to say no to arms deals with China. They also acknowledged 
the possibility that lifting the EU embargo would spur non-EU 
countries such as Russia and Israel to exercise less 

restraint in arms deals with China. Dionisi emphasized that 
Wat the end of the day 

military issues." 


4. (S) Dionisi reacted most to the potential impact on 

US-Italy defense cooperation. In this context 

the Augusta/Westland effort (teamed with Lockheed Martin) to 
supply the new Presidential helicopter for tne White House 
fleet. He said he had heard reports that DOD had delayed the 
decision in order to give US manufacturer Sikorsky more time 
to improve its bid. DAS Suchan emphasized that the decision 
on the helicopter had not been made 

that if the embargo were lifted 

likely impose restrictions on technology transfer to Europe 
making future cooperation on other projects 

Joint Strike Fighter 


5. (S/NOFORN) COMMENT: The comments by MFA officials to 
DAS Suchan and BG Remington were less encouraging than we 
have heard before 

Berlusconi\'s diplomatic advisers were the first concrete 
statement we got from the PM\'s office after several months of 
working the issue. We need to close the clear daylight 

between Prime Ministry and MFA views by persuading PM 
Berlusconi of the importance the US attaches to this issue. 
Persuading the Italians to take up our cause in Brussels may 
require a direct order from Berlusconi to Foreign Minister 

Frattini (a Powell-Frattini pull-aside may occur in 


Washington Oct. 14-16). At this point 

have heard all our arguments 

toward our position by a direct message from a high NSC 
official to Berlusconi\'s senior Diplomatic Adviser 
Castellaneta 

context of the close working and personal relationship 
between PM Berlusconi and President Bush. End Comment. 


6. (SBU) DAS Suchan and BG Remington have cleared this 
message. 


SEMBLER 


NNNN 
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advancing issues both sides agree on and de-emphasized areas 
of controversy 

purpose. The AG thanked the JHA Troika for their 

willingness to give the U.S. a chance to be heard in their 
discussions and expressed appreciation for EU CT cooperation 
since 9/11. The agenda included a discussion of information 
sharing 

Europol and Eurojust 

Securities Convention. 


3. (U) On the topic of information sharing 

dividing the problem of information sharing into three 
general categories: criminal/judicial 

border and transportation security since each has its own 
particular issues. U/S Hutchinson and Commissioner Vitorino 
both agreed differentiating between different types of 
information was useful. The U/S stated 

security information sharing 

passport information and biometric data 

separate category with different processes and requirements 
for the exchange and use of information. The AG agreed with 
Donner to continue discussions to improve sharing of 
criminal/judicial information in the established JHA 

dialogue. On the issue of intelligence sharing 

stated it would be useful to have experts 

magistrates and prosecutors 

the auspices of Eurojust. As to border and transportation 
security 

to channel those discussions into the Policy Dialogue on 
Border and Transport Security (PDBTS). The AG stressed that 
while such classification provided a useful analytical 
framework 

of bureaucratic obstacles to information sharing. He argued 
any framework should serve to remove obstacles 

place new ones. Frieden commented that while the need to 
share and exploit border and transportation security 
information existed 

strictly controlled. He suggested a step-by-step approach 
whereby parties could set up a timetable and roadmap for 
greater information sharing. The AG also announced the 
creation of an FBI liaison to Europol as means by which to 
enhance information sharing. 


4. (U) Vitorino called for greater dialogue on future 
initiatives changing collection and use of information. He 
noted the U.S. had led the way in seeking additional 
information 

usually followed suit 

concerns as the U.S. He stressed 

easier to EUR to act in concert with U.S. information 
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requests when it was seen as a true partnership - and not as 
Europe following U.S. dictates. Advance notice of new 

initiatives on information sharing allowed policies to be 

debated and developed on both sides of the Atlantic. He 

cited the PNR initiative as catching Europe off-guard and 

asked for prior consultation on how the U.S. would address 

the September 11 Commission recommendations so Europe could 
prepare for any new changes. EU CT Coordinator De Vries 
echoed his comments. 


5. (U) Under \"prevention of terrorism 

freezing assets within the EU was cumbersome as it required 
consent of all 25 Member States. The EU Commissioner said 
the EU needed a legal framework to improve the exchange of 
information and registration of bank accounts 

by which to secure the cooperation of financial 

institutions. Donner proposed a meeting of experts 

organized through Eurojust to address signs and signals of 
terrorism - this meeting would review existing completed 
cases to \"tease out" facts helpful in understanding the 
terrorists. A separate expert group would profile of those 
most susceptible to recruitment for Jihad. There was also a 
need for an expert group to organize the joint forensic 
examination of frozen assets. The AG agreed such expert 
meetings were needed. USEU DoJ Senior Counselor Richard 
highlighted ongoing projects in Europol and Eurojust. 


6. (U) The U.S. and EU agreed to work to improve cooperation 
between US law enforcement agencies and Europol. Richard 
suggested using Eurojust as a forum for expert group 
meetings on developing intelligence and sharing experiences. 
De Vries agreed that using Europol and Eurojust as 
frameworks for upgrading contacts between U.S. law 
enforcement would be excellent. 


7. (U) In a final comment 

the Hague Securities Convention 

adopted by the end of the year. The AG responded that while 
the US foresees no obstacles to the progress of the 
convention 

process. 


MEETING WITH EU MEMBER STATES MINISTERS ON THE MARGIN O 
JHA INFORMAL 


8. (U) At the Sept. 30 meeting of the EU Member State JHA 
ministers 

night - that the U.S. and EU had a common interest to 
improve common capacity!" to fight terrorism and both have 
common objectives to keep Europe safe. He announced the 
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results of the Troika meetings with AG Ashcroft and Sec. 
Ridge: agreement to group information in three categories - 
police/judicial 

assignment of FBI and Secret Service agents to Europol; 
agreement to use Eurojust as a forum for CT \"lessons 
learned\" and meetings of CT experts; expansion of the role 
of both Eurojust and Europol to deal with terrorist 

financing; and the status of the Hague Convention on 
Securities. Donner also raised the issue of VWP access for 
new Member States. Donner noted the Netherlands had just 
signed its bilateral protocols implementing the US-EU Mutual 
Legal Assistance and Extradition Agreements and urged other 
Member States to complete the process as quickly as 
possible. Vitorino stressed the same point. 


9. (U) The AG expressed appreciation to his EU counterparts 
for their CT efforts and for meeting the challenges posed 

after 9/11. He stated democratic nations must protect the 

laws and liberties of people. He also called for increased 
efforts to establish durable transatlantic ties and for 

improved law enforcement and CT efforts to protect people 
against crime and terrorism: \"We have a common and ruthless 
enemy. He announced that an experienced FBI agent would be 
posted in The Hague to work with Europol and looked forward 
for the opportunity to work with Eurojust on information 

sharing. In closing 

major force contributing to terrorist recruitment. 


10. (U) U/S Hutchinson told the ministers the U.S. was 
creating principles and guidelines to limit problems on 

border security issues. He said the U.S. was anxious to 

share best practices with the EU on transportation security 
and he welcomed a dialogue on the Visa Waiver Program with 
Member States. Speaking on the first day travelers from VWP 
countries were being enrolled in US VISIT 

importance of the program in establishing identity. In 
reference to the upcoming VWP deadline for machine readable 
passports 

the first time solely for not carrying the proper machine 
readable passport. 


FRENCH 


11. (U) The AG also met with French Justice Minister Perben 
and they signed the U.S.-French protocols to the US-EU MLA&E 
Agreements. The AG thanked Perben for French 
counterterrorism assistance and discussed the Moussaoui 

case. The AG agreed to look into the status of the 

remaining three French nationals at Guantanamo. AG Ashcroft 
also met with German Interior Minister Schily and discussed 
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the Motassadeq case. In the meeting with The AG\'s 
discussions with Polish Interior Minister Kalisz and Deputy 
Justice Minister Krolak 

issues 

extradite nationals. The Polish ministers raised several 
mutual legal assistance and prisoner transfer matters 
focused particularly on the visa waiver issue 

was a strong ally in Iraq. They also expressed concern over 
Chechens seeking asylum. The AG met with Romanian 
Administration and Interior Minister Saniuta and Justice 
Minister Diaconescu and discussed Romania\'s anti-corruption 
efforts and the SECI center. The AG praised Romania\'s new 
willingness to extradite nationals 

pave the way for a modernized extradition treaty. 

OTHER MEETINGS FOR THE ATTORNEY GENERAL 


12. (U) Following the Sept. 29 signing of the US-Dutch 
bilateral protocol to the US-EU Mutual Legal Assistance and 
Extradition Agreements (Reftel A) 

and senior Justice Ministry officials to discuss bilateral 

law enforcement efforts. The AG praised new Dutch CT 
legislation and proposals 

preventing terrorist acts. He also applauded Dutch efforts 
to fight Ecstasy 

organized crime (and CT) as having a US nexus and to share 
information on drug traffickers accordingly. Donner 
responded with examples of greater Dutch information 
sharing 

European agreement with the DEA to join EPIC 

barriers to the sharing of information on drug traffic 
through third countries were being abolished. [Note: DEA 
Administrator Karen Tandy signed this agreement with the 
Dutch October 8.] The Justice Minister agreed in principle 
to the US request for access to the \"blacklist\" - a list of 
passengers from the Netherlands Antilles caught trafficking 
drugs through Schiphol. He said 

explain precisely the intended recipients of the information 
and how the information would be used in order to satisfy 
his data protection concerns. The AG agreed to work with 
the Justice Minister to satisfy his data protection 
objectives. 


13. (U) The AG praised the Dutch attitude toward 

extraditions as \"constructive.\" Donner asked about the 
remarks on Dutch extradition contained in the President\'s 
Majors List transmittal letter and received assurances these 
comments reflected only a small number of specific cases but 
did not reflect the broader relationship. Donner briefly 
touched on asset seizure 

move in the direction of the Camden Asset Recovery 
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Interagency Network (CARIN) network discussed last week in 
The Hague. 


14. (U) The AG also met with senior Dutch CT officials on 
Sept. 29 and with senior Dutch prosecutors on Sept. 30 
stressing the themes of positive cooperation and partnership 
with the Dutch on CT and law enforcement 

need to continue the fight against crime and terrorism. 


15. (SBU) AG Ashcroft met with International Criminal 
Tribunal for the former Yugoslavia (ICTY) President Ted 
Meron and Chief Prosecutor Del Ponte in separate courtesy 
calls during his visit. Meron reviewed the structure of the 
Court 

Security Council-derived nature and that of the 

International Criminal Court (ICC). Meron also underscored 
his efforts to guide the Tribunal towards a successful 
completion of its mandate. Del Ponte expressed frustration 

at the number of outstanding fugitives 

forces had been able to apprehend Saddam Hussein and she 
didn\'t know \"why it was so difficult to get Karadzic and 
Mladic.\" The AG reassured Del Ponte of the U.S. commitment 
to seeing such fugitives apprehended and explained that 
other major terrorist fugitives 

the United States 

David Tolbert described the ICTY Prosecutor\'s support of war 
crimes-related investigations and prosecutions being 
conducted by AUSAVs in Boston 

The AG thanked Del Ponte for her support these efforts and 
conveyed DOvu\'s willingness to provide any assistance needed 
in the Tribunal\'s investigation and prosecution of war 

crimes. 


16. (U) AG Ashcroft 

minute introductory meeting with newly appointed European 
Commissioner for Competition Policy Neelie Kroes. The AG 
noted how pleased he had been when he had first heard of 
Mrs. Kroes\'s appointment in light of her extensive business 
experience and how that could inform her decision-making. 
He complimented Mrs. Kroes on her performance at the 
European Parliament the day before 

herself against allegations her business background would 
bias her decisions; Mrs. Kroes had said that 

referee 

a more informed 

the issues before her. Both the Attorney General and Mrs. 
Kroes stressed the need for a vigorous pro-competitive 
policy as an essential factor for achieving economic 
progress 

from competition were in reality trying to protect 

themselves from the future. Mrs. Kroes promised to continue 
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the cooperation and open communication with the Justice 
Department that had been practiced by her predecessor 
Monti. 


U/S HUTCHINSONVS PROGRAM 


17. (U) In addition to his participation in EU meetings with 

the Attorney General 

Dutch border and transportation security officials and 
European private sector stakeholders. On September 29 
received a briefing from Port of Rotterdam officials on how 
they have been able to comply with international 

national shipping security requirements. The Port officials 
explained how they use a web-based port security \"wizard\" to 
aid its 142 constituent terminals in achieving ISPS code. 

The U/S and his staff also observed the real-time 

port traffic control center. The following day 

held discussions with Schiphol Airport customs 

and security officers and met with the ISI team. 

Discussions highlighted the successes of ISI 

supported by the airlines 

Royal Marechaussee. The U/S also viewed a demonstration of 
the airport\'s iris-scan based Privium trusted flier program. 


18. (U) The Under Secretary also met with Dutch Justice and 
Interior Ministries officials 

newly appointed counter-terrorism coordinator 

Joustra\'s plan to restructure Dutch CT efforts. The U/S 
invited Joustra to visit the US. He also visited the 

National Coordination Center 

handling crisis situations. Finally 

executives from European companies and the Ministry of 
Transportation to consult on new border and transportation 
security technologies under development. 


19. (U) Press covered the two bilateral protocol signings 

and the JHA press conference. About 100 members of the 
media attended the press conference at which Attorney 
General Ashcroft explained the challenges the U.S. and the 
EU had faced since 9/11 and 3/11 and expressed his 
appreciation for the cooperation the U.S. had experienced 
with the EU. He spoke of the goal of every government to 
protect its people against crime and terrorism. The AG 
referred to acommon and ruthless enemy and cited the steps 
the U.S. and the EU were taking together against this enemy. 
Coverage from these events resulted in over 52 stories 
worldwide 


Column 3 

multilaterally against a common enemy 

that terrorism is not just an American issue. [Note: This 
followed similar coverage of Secretary Ridge\'s visit 
resulted in over 82 stories worldwide.] 


COMMENT 

20. (U) The visits by the AG and DHS Secretary and U/S - all 
covered extensively in the press - highlighted US-EU aims to 
establish additional forums for future cooperation. The two 
sides emphasized commonalities - a theme carried by both 
Secretary Ridge and the AG. Post is encouraged by the 
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progress made during the successive US-EU Troika meetings 
and looks forward to the follow-through pledged by Frieden 
and the British to ensure the US voice is heard during 

future JHA Ministerial discussions. 


21. (U) This cable has been cleared in draft by DOJ and DHS. 
SOBEL 
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economic benefit to Nunavut" They would want Nunavut/Inuit 
representatives in all phases of discussion. NTI officials 

cited the Denmark and Greenland agreements on missile defense as 
positive models. (Comment: NTI\'s position on U.S. missile 

defense reflects the generally positive attitudes in Nunavut 

toward the U.S. military 

contributed extensively to Igaluit\'s infrastructure 

construction of the Igaluit airport in 1947. End comment.) 


Northwest Passage 


6. NTI officials also asked whether the U.S. might change its 
position on the Northwest Passage through Arctic waters. The 
Ambassador noted in his meeting with NTI officials (and later 
that day in a radio interview with a local CBC reporter) that if 
the Northwest Passage is considered to be international rather 
than Canadian waters 

terrorists. The Ambassador said that he has made this point to 
Washington but that it was not clear at this point whether the 
U.S. would change its position and support Canadian control of 
the Northwest Passage based upon terrorist considerations. NTI 
said that for the Inuit 

feel strongly about it. 
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that he had received campaign contributions from a former 
provincial governor under arrest for drug trafficking. In 

all cases 

among media analysts 


3. Last month 
Secretary of Communications and Spokesperson 
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fourth person in the 22 months of the Gutierrez 
Administration to hold this position) 

ez 

singled out a number of media 

\"El Universo\" and \"El Comercio! 

\"Ecuavisa\" and \"Teleamazonas\" and the Director of \"Radio 
Vision\" Diego Oquendo for telling \"half-truths\". After a 
predictable outcry from the media 

administration of once again attempting to stifle freedom of 
press 

denied that the Administration had proposed legal action 
against any media outlet 

to initiate a discussion of ways to eliminate rumors that 
harm the successful governance of the country. 


4. Shortly after Oa\'s conciliatory appearance with Oquendo 
on \"Radio Vision\" 

Quito provincial prosecutor requesting an investigation of 
Oquendo for what he characterized as possibly criminal 
remarks against national security made in an interview with 
an ex-minister close to Gutirrez. In the interview 

ew 

Oquendo stated he had information from reliable 

placed sources that Colombia\'s FARC had contributed to 
Gutirrez\'s 2000 presidential campaign and asked if this 
were true. (The ex-minister responded in the negative.) In 
the wake of Gutirrez\'s request for an investigation 
Oquendo 

morning radio program as a bully pulpit to lash out against 
the Administration and its \"campaign against the press\". 
The media 

president 

through Oa 

claiming he was not accusing Oquendo of a crime 

merely asking the prosecutor to determine the facts. 
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5. In September 

channels in Ecuador 

nk 

collapse of 1999-2000 and individuals connected with it. 
Teleamazonas is owned by Fidel Egas who is the majority 
stockholder of Banco del Pichincha 

bank. One segment was to have focused on Roberto Isaias 
member of a family that owns television stations Gamavision 
and TC in Guayaquil 

Isaas is now a fugitive and is residing in the U.S.; he was 
convicted in absentia of fraud in the collapse of Filabanco 
and his case is now before an appellate court. 


6. Officials from Teleamazonas and Banco de Pichincha 
reported to Embassy officials that Roberto Isaas contacted 
the station and threatened retaliation if the segment on him 
aired. Those involved believed Isaas was concerned that 
negative media coverage could adversely affect the pending 
appellate decision in his case. Teleamazonas offered to 
send a crew to Florida to allow Isaas to appear on camera 
and give his side of the story 

the 

station proceeded to run the story. At the same time 
Teleamazonas ran a story on Congressional deputy Patricio 
Dvila 

which implied that he had unjustly profited from Ecuador\'s 
banking collapse. 


7. TCTV responded with a series of news stories 
questioning the solvency of the Banco del Pichincha (despite 
official government audit reports to the contrary) 

resulted in significant withdrawals and speculation of 
collapse. At the same time 

accounting irregularities. Also 

leader Leon Febres-Cordero 

president 

withdraw Teleamazonas\ license based on a law prohibiting 
banks from owning communication media. 


8. Faced with this onslaught 

Pichincha sued for peace. Catholic church leaders brokered 
talks resulting in a \"non-aggression pact\" whereby 

y 

Teleamazonas agreed to back off coverage of the Isaas 
family connection to the Filibanco banking failure 

agreed to stop its attacks on the Banco del Pichincha. 
Concurrently 

accusations against Dvila 

from making allegations of banking improprieties. Thus far 
the truce has held. Bank officials told Embassy officers 
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that the bank is regaining its heretofore-solid credibility 
and depositors are returning. Teleamazonas believes the 
legal case against it will soon be dropped. A leading 
Teleamazonas producer told us 

opera\" has had a chilling effect on Teleamazonas and the 
station will be more careful about whose interests it 
offends in the future. 


9. During his tenure 

the press. His efforts to reign in the media 

been unsuccessful 

by 

and rally to arms of the media themselves. Such incidents 

as the Oquendo case have served to provoke discussion of the 
importance of freedom of the press and the need to resist 
governmental intimidation and interference. 


10. More troubling is the chilling effect of private and 
business interests on the media demonstrated by the TCTV- 
Teleamazonas dispute. Itis an example of the economic 
interests which limit freedom of the press by inhibiting the 
press from performing its watchdog function. In contrast to 
the Oquendo case 

this dispute. The fact that the press feels free to 

criticize the government 

family business interests 

power lies in Ecuador. 


Kenney 
21576 


Classified By: AMBASSADOR LINDA WATT FOR REASONS 1.4 (B) AND 


SUMMARY 

1. (C) WHA Deputy Assistant Secretary Dan Fisk\'s October 5-7 
meetings with President Torrijos and key cabinet officials 
brought friendly and productive exchanges on security and law 
enforcement cooperation; foreign policy; economic and trade 
policy; and good governance/anti-corruption. DAS Fisk 
emphasized that the USG wants to continue close collaboration 
with Panama on security matters 

crime and emerging regional threats 

spent October 6 near the Colombian border touring Panama\'s 
Darien province with Ambassador Watt and Panama National 
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Police (PNP) Chief Gustavo Perez (to be reported septel) and 
attended a dinner with Panamanian business leaders. 


2. (C) DAS Fisk\'s meetings with President Martin Torrijos 
Foreign Minister Samuel Lewis 

Ubaldino Real 

Ferrer 

on the following issues: 


-(security) proposals to centralize public forces 
specialized police border unit 
academy/training center 

Enforcement Academy (ILEA) in Panama; 


-(foreign policy) Haiti 


-(economic and trade policy) bilateral Free Trade Agreement 
Free Trade Area of the Americas (FTAA) 

enhancing Panama\'s comparative advantage as a trade 
crossroads; 


-(anti-corruption and good governance) Aleman/Portillo 
corruption cases and a soon-to-be-named anti-corruption 
commission. 


In an October 7 meeting 

had decided to turn down the USG\'s proposal to base an ILEA 
for Latin America in Panama 

too much political heat. 


End Summary. 


3. (C) At an October 5 luncheon with DAS Fisk and other 
participants attending a U.S. Embassy Panama-hosted Central 
America chiefs of mission conference 

discussed his government\'s ambitious agenda. Torrijos 
accompanied by his ministers of foreign affairs (Samuel Lewis 
Navarro) 
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(Ulbadino Real) 

integrated strategy aimed at combating corruption 
establishing clear rules of the game and enhancing 
transparency in order to attract greater domestic and foreign 
investment 

poverty. 


4. (C) Torrijos said his government seeks to capitalize on 
Panama\'s comparative advantage as a strategic crossroads for 
commerce. Thus 

strategy is the expansion and modernization of the Canal 

along with the development of Panama\'s seaport and airport 
facilities 

Elaborating on Canal expansion 

explained that this 10-to-12-year modernization project would 
cost an estimated $5 billion 

through a combination of Canal revenues (which are robust and 
rising) 

bridge loans to finance any gaps. 


5. (C) Torrijos underscored the importance of cultivating 
closer relations with the United States 

mutual economic and security goals. In this context 

Minister Ferrer stressed the importance of reaching a free 
trade agreement (FTA) 

that the GOP seeks an FTA that takes into account Panama\'s 
sensitive agricultural sector. Ferrer pointed out that seven 

or eight key agricultural products generate significant 
employment in Panama\'s impoverished rural areas (where he 
cited an estimated 70% of the population lives in poverty). 
Minister of the Presidency Real highlighted the serious 
security implications of this issue 

rural sector could threaten domestic stability. In this 

regard 

attract important ancillary service sector businesses 

would not generate significant employment for Panama\'s 
working classes. (Comment: Construction during the 
decade-long project is expected to generate considerable 
well-paid temporary employment. End Comment.) 


6. (C) On foreign policy 

reassessing its relations in the region 

of integration with other Central American countries. 

Torrijos said his government is currently considering a more 
realistic approach to regional issues that would stress 

shared interests -- such as cooperation on common customs and 
transportation policies -- rather than a top-down approach 
focused on political integration 
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undermined by intractable problems within Parlacen. 


7. (C) In a pull-aside following lunch 

Torrijos that the USG looks forward to developing an even 
closer relationship with Panama based on a broader range of 
issues. For example 

the corruption case involving former Nicaraguan President 
Aleman as well as in any cases which develop involving former 
Guatemalan President Portillo. Fisk noted that the USG does 
not want to interfere in the judicial aspects of these cases 

but views them as important precedents that would send a 
strong message throughout the region. In response 

pledged Panama\'s cooperation but noted that returning 
Aleman\'s ill-gotten money to the Nicaraguan government is 
complicated because the GOP and Panamanian banks are 
navigating uncharted legal waters. Nonetheless 

suggested that the Nicaraguan Attorney General send a formal 
request seeking the repatriation of Aleman\'s accounts in 
Panamanian banks. Torrijos stressed that the GON needs to 
state explicitly in its request that these accounts belong to 

the Nicaraguan government. 


8. (C) Fisk underscored that the USG would like to enhance 
security and law enforcement cooperation with Panama. He 
also urged Panama to think more expansively about its role in 
the region and to play a more prominent role in discussions 
of security issues. Fisk noted that Panama could help other 
Central American countries whose military establishments 
remain mired in outdated Cold War thinking. Panama 
unburdened by a military 

American countries on current challenges such as gangs and 
transnational threats. 


9. (C) Turning to trade 

remains committed to pursuing a vigorous free trade policy in 
the hemisphere 

Torrijos agreed with Fisk\'s assessment that the FTAA has more 
life to it than some countries in the region are willing to 
acknowledge. 


10. (C) In closing 
USG attaches to the GOP pursuing legal measures to achieve 
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justice in the case of U.S. serviceman Cpl. Zak Hernandez 

who was murdered while stationed in Panama in 1991. Fisk 

said this issue would remain a bilateral irritant unless the 

GOP pursued effective legal measures against those 

responsible for Hernandez\'s murder. (Note: Former Panamanian 
President Perez Balladares stage-managed the acquittal of PRD 
legislator Pedro Miguel Gonzalez 

authorities for his role in the Hernandez murder. End Note.) 


11. (C) In a detailed October 7 discussion 

DAS Fisk and Ambassador Watt that President Torrijos had 
decided not to accept the USG\'s proposal to establish an ILEA 

in Panama because it could generate unwelcome political heat 

at a moment when the GOP must husband its political capital 
before taking potentially unpopular decisions to reform 

Panama\'s Social Security Fund and making budget and personnel 
cuts. (Note: Also 

referendum on Canal expansion during 2005. End Note.) 


12. (C) Lewis also was cautious when DAS Fisk proposed 
establishing a Coast Guard international training facility in 
Panama. He explained that the GOP currently is studying an 
unrelated Texas A&M University proposal for a maritime 
institute in Panama to train merchant seamen and to undertake 
related initiatives. Although the two ideas are dissimilar 

Lewis proposed exploring whether the Coast Guard might want 
to participate under the (civilian) umbrella of Texas A&M. 
(Note: Torrijos and Minister of the Presidency Ubaldino Real 
are Texas A&M graduates.) The Texas A&M proposal would not 
need approval by the Legislative Assembly 

Panama is keen to greatly increase employment opportunities 
for Panamanians aboard Panamanian-flagged vessels 

said 


13. (C) DAS Fisk said the USG is pleased by the high level 

of cooperation it enjoys with Panama on security issues. 

Many of the same transnational crime and security concerns 
affect all of Central America 

immigrants (which flow north toward the United States) and 
arms (which flow south toward Colombia). The USG would like 
to see greatly improved cooperation among Central American 
nations on all aspects of regional security and transnational 
crime that affect the entire region. As an example 
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pointed out that drug running pilots often fly directly over 

the borders of two countries 

air authorities will be reluctant to chase an airplane that 

may move into the other country\'s airspace. The same problem 
obtains on the sea. A welter of bilateral problems and 
inhibitions is getting in the way 


14. (C) Panama wants to \"play a role 

to raise those topics at a meeting of Central American 

nations in El Salvador during the week of October 11-15. The 
region probably should concentrate on improving 

roads 

host a Caribbean summit in July 2005 

Caribbean nations are interested in concluding a multilateral 
shipboarding agreement 

suggestion. 


15. (C) Lewis said that President Torrijos would go to 
Colombia to attend a November 1 three-way 
Colombia-Venezuela-Panama summit with presidents Uribe and 
Chavez. The meeting would discuss Chevron proposals to 
integrate Colombian and Venezuelan natural gas fields and 
possibly build a gas pipeline to Panama. Lewis noted 
estimates of up to 300 

mostly illegally. On Haiti 

in contributing where it could 

the electoral process 

respected Electoral Tribunal. 


16. (C) At an October 5 meeting that the Ambassador 
attended 

Fisk that the GOP is determined to establish a stronger 
official and police presence in the Darien border region with 
Colombia. Panama\'s most ethnically diverse province 
Darien is beset by land disputes between settlers from other 
Panamanian provinces 

groups 

serious thought to proposals to create a specialized police 


Column 3 

border unit with a new law to clearly codify its mission and 
to staff it with more police than are now assigned to duty 
there. (Note: At present approximately two companies -- 
about 150 effectives -- of militarized police in the Darien. 
End Note.) The GOP\'s aim is to take back areas now 
controlled by criminals and guerrillas and to improve 
security for the population 

weapons 

numbers of undocumented Ecuadorians 

are using the Darien and Panama to head north toward the 
United States. 


17. (C) The challenge to improve security extends as well to 

sea and air. Panama has more seacoast to defend than land. 
Vast stretches of coast are currently unpatrolled as are 
Panama\'s offshore islands. What Panama needs is a real Coast 
Guard 

(SMN) which lacks a clear mission 

Air Service (SAN) also lacks capability and a clear mission. 
Radar operators daily track unidentified 

Panama\'s airspace but the SAN lacks the means to intercept 
them. That\'s very frustrating 


18. (C) Under the previous GOP 

Police (PNP) was king 

lion\'s share of resources 

Fisk said Washington had understood 

that the PNP also had air and sea capabilities. (Comment: 
The PNP does have helicopters and several \"brown water\" 
patrol vessels. End Comment.) 


19. (C) Shifting to personal security 

ambitious-sounding plan to convert Panama\'s prisons to 
resocialization enterprises. He pledged \"equal 

applicability\" of the law to all Panamanians. Gangs in 
Panama are far from reaching Salvadoran or Guatemalan 
proportions 

102 separate gang entities in Panama which as yet have no 
great criminality but \"if we don\'t act now 

trouble.\" The PNP has no specific unit to deal with gangs or 
child criminals 
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20. (C) At an October 7 meeting with Ambassador Watt 
Real told DAS Fisk that he is deeply involved in the new 
GOP\'s efforts to enforce a \"zero tolerance\" anti-corruption 
policy. President Torrijos plans to unveil the GOP\'s new 
Anti-Corruption Commission on October 18. Confronting 
corruption means forcing cultural change in Panama 

said. People need to be educated on public sector ethics 
for example 

office supplies for private use. Meanwhile 

must lead by example and bring wrongdoers to justice. 
Prosecuting a \"big fish\" would make an especially big 
impression. On the other hand 

follow the rule of law and avoid a \"lynch mob\" mentality. We 
want to accuse wrongdoers of breaking the law 

we also will have to prove it. We must proceed step by step. 


21. (C) DAS Fisk told Real that Washington had \"great 
expectations\" for the Torrijos government\'s \"forward-looking\" 
agenda and on anti-corruption. It makes sense that the 
government proceed carefully to avoid \"tying itself into 

knots\" while pursuing a corruption case. He agreed that 
fostering a \"culture of lawfulness\" would be important for 
success and also praised the GOP for cooperating in 
investigating Panamanian bank accounts allegedly belonging to 
former Nicaraguan President Aleman. This government is not 
the old PRD 

criticism. Change needs time. How could the previous 
government leave us with such a mess? he asked rhetorically 
adding that the new GOP wants to start changing popular 
attitudes and practices toward corruption now 

next government will not inherit such large difficulties. 


22. (SBU) At an October 6 dinner with Panamanian business 
leaders 

approaches 

security cooperation. In general 

success in Central America during the past two decades 

said 

Collusion between business and government is unfairly 
stacking the economic deck in favor of a small number of 
privileged insiders. Central America 

need to open and democratize its economic structure to ensure 
participation by all. Why is it that Central American 
immigrants in the United States can be highly successful as 
entrepreneurs while they seem stifled at home? he asked 
rhetorically. Several participants spoke of the need for a 
greatly improved education system 

complete formal public schooling find themselves woefully 
unprepared for workplace realities. 
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23. (U) This message has been cleared by DAS Fisk. 


MINIMIZE CONSIDERED 
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their lack of support mong the working class. End summary. 


2. (U) After the pro-Chavez Bolivarian Workers Forc (FBT) 
lost the elections for the Venezuelan Worers Confederation 
(CTV) in October 2001 

battle the CTV and heped create a parallel labor 
confederation. Dissdent CTV leaders and ndependents 
founded in Apri 2003 the National Workers Union (UNT) with 
the ope of supplanting the CTV as Venezuela\'s largest rade 
union group. Since then 

union membership along pro-Chave/anti-Chavez lines 

is now unclear how man workers each confederation 
represents. Both grups face the possibility of elections 

for top pots next year that could help bring the labor 

picture to sharp relief. 


3. (U) CTV President Carlos Ortega (currently in exile/hiding 
and facing criminal charges related to the national strike) 

and Secretary General Manuel Cova (now the CTV\'s de facto 
leader) received four-year terms in what was the first direct 
election of confederation leaders in CTV history. Ortega and 
Cova were backed by a coalition of opposition parties 

notably Accion Democratica (AD). The FBT charged fraud 
the GOV did not recognize the current CTV leadership. At the 
same time 

CTV were elected to three-year terms 

of October 2004. By law 

new elections after the end of the term. Rather than operate 
one more year with a president-in-exile 

(including Cova) are pressing to hold CTV elections at the 
same time as federation and union elections. Voter turnout 

is also a factor 
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union leaders than for national labor leaders. 


4. (C) In the wake of the national strike 

officials and pro-Chavez labor leaders formed the UNT 

a board of 21 \"national coordinators\" representing diverse 
groups. Some national coordinators have ties to pro-Chavez 
political parties Patria Para Todos (PPT) 

Movimiento Quinta Republica (MVR). Others have ideological 
ties 

are \"independents\" from the Christian Democrats (COPE!) 
though critics refer to them as \"opportunists.\" National 
Coordinator Orlando Chirino 

chief in Carabobo State 

of UNT was to practice \"collective leadership\" and thereby 
break from traditional Venezuelan union models. The 
collective arrangement proved inadequate to manage a national 
labor movement 

executive council member from COPEI. Maspero told poloff the 
full board of coordinators stopped meeting after only a few 
months 

had come for labor central to elect a president 


leaders hope could take in February 2005 
can be adopted in time. 


5. (C) There are two principal factions within UNT. Maspero 
and Chirino lead one sect that is reported to have close 
contacts with Minister of Labor Maria Cristina Iglesias. A 
member of the PPT party 

registering new UNT-affiliated unions 

to Maspero and Chirino reportedly fare better with Iglesias 
than do other UNT factions. Maspero demurred when poloff 
asked in the presence of Chirino which of them would be their 
faction\'s candidate for UNT president. It will be decided 

later 


6. (C) The second principal faction is formed by Ramon 
Machuca 

SIDOR 

had hoped to be named its first president; when the 
collective model was adopted 

cooled. Earlier this year 

at SIDOR. If the UNT holds elections 

be acandidate. He is supported by fellow national 
coordinators Franklin Rondon 

public worker federation 
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head ofthe Caracas Metro union. Torrealba told poloff 
September 28 his faction has poor relations with the Minister 
of Labor 

September over its collective bargaining agreement with the 
GOV. Both faction agreed that other groups exist within UNT 
that 

candidates as well. 


7.(C) Venezuelan labor analyst Rolando Diaz told poloff 
September 22 that elections for both confederations will be a 
measure of their respective strengths. Workers affiliated 
with each central will vote -- confederations draw up their 
own voter rolls -- and thus give an indication of overall 
membership of each. Another factor in the elections is the 
role ofthe National Electoral Council (CNE) 

empowered by the 1999 Constitution to oversee union internal 
elections. Both the CTV and UNT oppose this provision 
they view as a violation of International Labor Organization 
(ILO) conventions on the freedoms of association and to 
organize. There are widespread concerns as well that the 
CNE 

disparate treatment to the CTV 

has yetto recognize. Torrealba expressed concern that the 
CNE will be biased in favor of the UNT faction competing 
against his. He said his faction might seek a Supreme Court 
injunction to void the CNE\'s authority to intervene in union 
elections. Diaz was confident that in a fair contest the UNT 
would be shown to have fewer workers than the CTV. 


8. (C) President Hugo Chavez has been unable to capture wide 
support among organized labor and has instead caused its 
fragmentation. He can only count on nominal support from the 
UNT leaders 

than for their affection for Chavez. The CTV and UNT 
elections could overlap next year 

pitfalls for Chavez. A relatively big turnout for CTV over 

UNT would signal low Chavez support in the formal economy 
working class. Involving the rarely impartial CNE could open 
the institution to further erosion of its credibility 

Chavez needs to preserve for next year\'s legislative 

elections. Taken in the context of high 
unemployment/underemployment and flagging worker salaries and 
benefits 
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headache for Chavez in the coming year. 
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officials to retire upon turning age 75. On the other hand 
Pereira himself and many others note that Article 200 of 
Panama\'s constitution grants a ten-year term to Supreme Court 
Magistrates without mention of age. No law can trump the 
constitution. Many Panamanians who consider Pereira a 
corrupted troglodyte would love to see him go 

President Torrijos\' Democratic Revolutionary Party (PRD) 
since Pereira is a Moscoso appointee. Representatives of the 
Executive Branch recently punted the issue to Solicitor 
General Alma Montenegro de Fletcher (a founding PRD member) 
requesting that she opine on the applicability of the Ley 
Faundes to Pereira. Fletcher has stated that the Ley Faundes 
should apply to all public servants 

Pereira hasn\'t shown any signs of leaving. At the same time 
contrary to Montenegro 

Legislative Assembly is discussing reforming the law to 
exclude public officials with a constitutionally-mandated 

term. Meanwhile 

the most important positions in the Panamanian government 
and one of the most coveted prizes of political patronage 
hangs in the balance. 


REROUTING THE PROBLEM 

2. (C) Opponents claim that the Torrijos administration\'s 
posturing on the separation of powers is insincere. No one 
contests that Pereira\'s exit from the Supreme Court could 
pave the way for a PRD appointment 

Torrijos to tip the balance of the Court in favor of his 

party. (Pereira is one of five Moscoso appointees on the 
nine-member Supreme Court.) Minister of the Presidency 
Ubaldino Real deferred to the Solicitor General when queried 
by the press on the Torrijos administration\'s position 
regarding the applicability of the \"Ley Faundes\" to Pereira. 
Granted 

has a positive reputation for objectivity 

founding member of the President\'s political party. 


3. (SBU) The entire debate may end up without result. 
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Popular Party legislator Jorge Hernan Rubio 

Second Vice President Ruben Arosemena\'s alternate 
proposed revising the \"Ley Faundes.\" Another Popular Party 
leader 

pointed out that that since the constitution imposes no limit 
on the age of Supreme Court appointees 

logically be no maximum age either 

judicial branch has the final say. Legislator Rubio\'s 

proposal would clarify that the WLey Faundes\" does not apply 
to public officials whose term is fixed by the constitution. 


COMMENT: THEN AND NOW 

4. (C) As applied in the past 

1998) seems more a tool of political expediency than anything 
else. Legal scholars argue that even the law\'s namesake 
former Supreme Court Magistrate Jose Faundes 

penchant for the ponies and a known drinking problem 
because he was sick 

biologist Carlos Arellano Lennox was the most recent case 
study even though President Moscoso appointed him as Director 
of Panama\'s Environmental Authority (ANAM) well after his 
75th birthday. Rumor has it that Moscoso chose to remove 
Arellano after only three weeks on the job after he refused 

to approve a shoddy environmental impact assessment of her 
controversial \"Camino Ecologico\" road project that was to be 
built through a national park in Panama\'s westernmost 
province of Chiriqui. 


5. (C) La Prensa published a scathing editorial on October 
10 by its founder I. Roberto Eisenmann 

Court. Eisenmann states unequivocally that Magistrate 
Pereira must obey the law pointing out that Pereira himself 
has imposed on others in the past who challenged its 
constitutionality. To many critics of Panama\'s judicial 
system 

proposed would send the wrong message 

Pereira and his colleagues \"above the law\" while civil 
society clamors to reduce the privileges and immunities of 
top public officials. 


6. (C) Since President Torrijos took office on September 1 
Panamanians have speculated about how he would get rid of 
Moscoso\'s least-liked and most criticized appointees 
including Cesar Pereira 

Cigarruista. (NOTE: An allegation that PRD legislators were 
paid off to approve the Spadafora and Cigarruista 
appointments has not been proven. END NOTE.) The entire 
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Torrijos administration has been very careful not to overtly 
violate the separation of powers despite the de facto synergy 
between the PRD executive and the PRD legislative majority. 
No matter whether Pereira stays or goes 

rock-bottom credibility of Panama\'s highest court 

Torrijos must appoint Supreme Court magistrates who are above 
reproach. Assuming that Pereira will stay 

sign of doing 

departure when his ten-year term ends will be an early test 
of Torrijos\' resolve to make good his campaign pledge of 
depoliticizing Panama\'s highest court. 


7. (C) In private conversations with the Ambassador 
President Torrijos and senior members of his cabinet have 
repeatedly expressed their high level of frustration with the 
Supreme Court. The President is clearly considering options 
as to how to ease out at least some of the most controversial 
justices. As the new government struggles to investigate the 
well-covered tracks of Moscoso administration corruption 
tawdry state of the Supreme Court impedes serious judicial 
consideration of these and other corruption cases. 
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by NaSaKa or MI 

battles among the \"Big Three\" are escalating. End comment. 
Martinez 
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during the stormy July session 

had walked out to protest the absence of a secret ballot 
during the previous sitting declared that they would not do 

so this time 

would return \"after a few hours\" and not boycott the entire 
session. The protesting MPs\' apparent change of heart will 
help move reforms forward 

walk-out as \"a delaying tactic . . . designed to frustrate 

the process.\" Two of the four former detainees addressed the 
October 12 Majlis session 

express his continued support of a secret ballot. A motion 
has been tabled to vote on the method of electing the 
Speaker 

session. Once a Speaker is elected 

Special Majlis will be able to turn its attention toward 
proposals for constitutional reform 

that President Gayoom\'s proposed draft \"will carry the day 
(Ref A). 
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3. (SBU) Shaheed attributed Gayoom\'s decision to lift the 
State of Emergency to the Ambassador\'s October 6-7 visit. 
Unlike the disastrous September 6 visit by EU Chiefs of 
Mission 

\"back foot 

Ambassador\'s visit produced \"more positive outcomes.\" He 
indicated that he had understood from the Attorney General 
that at least some of the detainees had already seen a lawyer 
but said he would verify that claim. 


4. (C) Comment: While the Government obviously wants to 
portray the reconvening of the Special Majlis as proof that 
reform efforts are back on track 

without charge of some of its most prominent pro-reform 
Members will cast a pall over the proceedings. The election 
of a Speaker (detainee Ibrahim Gasim 

contender for the post of Speaker 

running) will be a significant test for this fledgling 

institution. The selection of a candidate not hand-picked 

by the President--and thus not bound to ensure that only 
Gayoom\'s approved proposals \"will carry the day\"--would be an 
important development along the path to reform. 
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Political Parties\") that IRI conduct \"individual 
consultations and trainings with the four or five most 
viable political parties\". We believe that such 
targeted assistance could both hurt the participating 
parties\' public standing 

US Policy 

interference in domestic Jordanian politics. 


3. Other proposed CEPPS activities 

mentioned below 

advancing political reform. Because they are not 
targeted at particular groups 

assistance available to any bona fide group that 
approaches us 

ammunition to anti-US and anti-MEPI voices. Most of 
them closely complement ongoing Mission-supported 
activities. 


--NDI: Technical assistance and training resources to 
active parliamentary blocs and their corresponding 
political parties 

of the Lower House of Parliament. Providing such 
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programs through the Permanent Bureau would mitigate 
the impression of direct USG support for any particular 


party. 


--IRl: Periodic polling on Jordanian public opinion 
towards political parties and governance. This 
research would be useful 

duplicate polls recently undertaken by organizations 
such as the Center for Strategic Studies at Jordan 
University. 


--NDI: Women\'s forum on involvement in politics. This 
generic 

Mission\'s speaker 

strengthening women\'s role in politics. In training 
cadres for the 2007 elections 

such training is open to all candidates on a non- 
partisan basis 

on an equal basis. 


--IRl: Series of 12 workshops for youth and women on 
political participation and the New Generation Mock 
Parliaments. These activities would likewise 
complement other Mission programs. 


--IRl: Enhancing capacity of local elected officials. 
The training and consultations for municipal councils 
would complement other Mission programs aimed at 
decentralization and responsiveness of local 
government. 


4. We look forward to coordinating closely with IRI 
NDI and MEPI offices on this project. 
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for both companies and countries." 


3. (U) Spanish press generally covered the major arguments 
of both the US and the EU 

position. All included allegations that presidential 

election politics played a significant role in the timing of 

this dispute. Following are some excerpts: 


-Conservative - ABC 

...at the base of this discussion are two key factors: the 
unstoppable increase in Airbus sales 

presidential election. 


-Left of center - El Pais 
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Brussels felt betrayed by being taken before the WTO while in 
the process of negotiating with Washington and following the 
last meeting on the 16th of September 

considered to be constructive. 


-Independent - El Mundo 

Although Republican ideology defends the free market through 
to its ultimate consequences 

promoted a very protectionist policy in the last four years 

in particular with steel 

products 


3. (SBU) Comment: Beginning with our first consultation 
with Hergueta reported in Reftel B 

would play a fairly passive role in this matter. Recent 
conversation with Hergueta does not modify this impression: 
the only difference being dismay that the dispute has moved 
to the WTO and the belief that utilizing the WTO will 
seriously harm commerce. 
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accession talks and President Kocharian\'s October 12 letter 
to EU presidents on the issue indicate that Armenia\'s 
concerns could both complicate its relations with Turkey and 
unhelpfully affect the public debate on Turkish-EU accession 
particularly in problematic countries such as France (where 
Oskanian pointedly noted the presence of a 400 

Armenian community). Over the course of their discussion 
Oskanian gave DAS Kennedy a copy of the letter that President 
Robert Kocharian has just sent to all EU presidents raising 
Armenian concerns with the possibility of Turkish accession 
to the EU. 


2. (C) Kennedy noted that the recently-adopted Turkish penal 
code itself does not mention Armenia but rather it is cited 

in a legal reasoning (reftel). She urged Armenia not to 
overreact to this development which appeared to take both 
Turkish and EU officials off guard. She was confident that 
efforts to remove or void such an interpretation would be 
successful as criminalizing free speech was inconsistent with 
EU (or American) norms. 


3. (C) While she agreed that it was appropriate for Armenia 

to raise its concerns 

larger picture in mind. She also noted that issues such as 
Turkey\'s closed land border with Armenia are not part of the 
EU\'s Copenhagen criteria. That said 

the EU offered a dynamic backdrop for movement on a range of 
issues. The U.S. 
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with Armenia. She noted 

Armenian occupation of Azerbaijan as the constraint on its 
ability to move on Armenia. Armenia should keep public focus 
athome and abroad on the positive prospects of EU accession 
for Turkey. Oskanian did agree on the overall benefits to 
Armenia of Turkey inthe EU. 


4. (C) Full text of the Kocharian letter (original in 
English) follows. Begin text: 


Dear Mr. President 


The European Commission recommendations on the Turkish 
accession process forces me to write to you with two major 
concerns. 


Let me be clear that my concerns are not borne of our own 
bilateral differences with Turkey. We have said from the 

start that a Turkey that fulfills the conditions for EU 
membership and is deserving of the European label should 
indeed be allowed to join the EU. Armenia would only welcome 
a neighbor which is democratic and tolerant 

foreign policy is indeed Vin line with the EUV and one whose 
membership means Armenia will border the EU. 


However 

does 

will receive the green light for accession talks despite two 
major fundamental wrongs. 


First 

on the sensational parts 

rejection of tolerance and freedom of expression. Rather 
than encouraging democratic 

the difficult topics of Cyprus and Armenians 

the Turkish Penal Code criminalizes expressions of support 
for the withdrawal of Turkish forces from Cyprus 

affirmation of the occurrence of the Armenian Genocide. To 
say 

of expression 

to say that the EU is willing to ignore these flagrant 
violations of basic freedoms. 


Second 

closed 

contributing positively to regional stability We do not 
believe Turkey\'s foreign policy regarding its neighboring 
countries is simply Vless in line\' with the EU\'s. We want to 
believe it is completely in contradiction to the EUVs 

policies of enlargement and inclusion 

affects us in the New Neighborhood. 
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We would not want the EU to lose its moral authority and 
credibility 

neighbors to affect reforms 

willing to look the other way when another of our neighbors 
actively maintains a contradictory 


Sincerely 
Robert Kocharian 
End Text. 


5. (U) DAS Kennedy has cleared this cable. 
EVANS 
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President Chen Shui-bian\'s Soft Landing\" 


The conservative 
editorialized (10/14): 


Y. Judged from various angles 

China\'s Taiwan Affairs OfficeYs Wednesday were already 
tantamount to a political showdown. Beijing seems to 

say that unless President Chen acknowledges the ‘one 
China\' principle and thus establishes a political 

premise 

issues concerning both sides 

links 

across the Taiwan Strait - meaning that the door would 

be closed for any cross-Strait discussions. 


\"President Chen\'s reference to the "1992 Hong Kong 
meeting as the basis\' [for re-opening cross-Strait 
talks] shows that he is also clearly aware that the 
"1992 consensus\ is the key to resuming cross-Strait 
interaction and that he hopes Beijing could accept his 
"synonym\' to improve on the impasse caused by ‘one 
China.\' But Beijing has refused to accept Chen\'s 
attempt to use 1992 Hong Kong meeting\' to replace the 
"1992 consensus\ in exchange for a ‘soft landing.\' 
Beijing even made a tighter definition [of the "1992 
meeting\'] and directly called Chen *deceptive. For 
Beijing 

no longer its priorities now 

become a political premise that allows no [other]. .\" 


B) Chen Uses the United States ‘Patience 
Recommendation\ to Wait for Ice to Melt [Across the 
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Taiwan Strait]\" 


Journalist Lo Chia-wei noted in the conservative 
independence \"United Daily News\" (10/14): 


\". President Chen 

Affairs Office\'s remarks 

told us to be patient. Chen\'s words have offered a 
good beginning for both sides of the Taiwan Strait to 
“put aside their disputes.\ There may be a chance for 
improvements in the cross-Strait situation next spring 
if Taiwan\'s goodwill gestures can last beyond the 
legislative elections and Beijing can act in a softer 
manner. .\" 


C) \"To Concentrate Taiwan People\'s "General Will.\\" 


DPP Legislator Shen Fu-hsiung said in an op-ed in the 
centrist 


\"It is not unexpected that China\'s Taiwan Affairs 
Office would harshly criticize President Chen\'s 
National Day speech. On the surface 

negotiations and reconciliation between the two sides 
of the Taiwan Strait are in the indefinite future. But 
for Taiwan 

consensus among ourselves. . 


\"Even though Chen\'s speech has failed to win a goodwill 
response from Beijing 

significance in coordinating the disputes inside Taiwan 
regarding unification and independence. The president 
has maximized the possible forms for the future 
development of cross-Strait relations - namely 

for Taiwan independence 

forming a federation 

even a unified one-China framework. All of these can 
cover the majority views held by the Taiwan people. 
Chen\'s move proves that he has broken the blockade of 
the fundamentalists regarding cross-Strait issues and 
has returned to the pragmatic central route.\" 


D) \"Taiwan 


The conservative 
\"China Post\" said in an editorial (10/14): 


\". By offering to use the 1992 meeting instead of the 
1992 consensus as the model for resumed talks 
President Chen was in fact denying there was such a 
consensus. 
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\"The "one China principle 

Taiwan and the mainland are apart of China 

basis for cross-Strait talks. The Chen administration 
has been unwilling to acknowledge that there was any 
such consensus because it runs counter to the ruling 
party\'s pro-independence stance. 


\"The present predicament makes the prospects for cross- 
strait peace rather dim. The ruling DPP and its allies 

are determined to bring Taiwan independence to reality. 
Even some political opponents of the "green\' camp 
believing that this can win them more grassroot 

support 


\"The trend is putting Taiwan and the mainland on a 
collision course. Beijing will by no means tolerate 

the declaration of statehood by the Taipei government. 
It will do everything possible 

military force 

independence.\" 


\"Tension in the Taiwan Strait will in all likelinood 

rise further as the independence advocates aggressively 
push for the accomplishment of their goal and the 
Beijing government make intense efforts to stop them. 
The future of Taiwan has become highly unpredictable 
with the possibility of the outbreak of war growing 
steadily.\" 


E) \"The One China Myth Is the Source of Sadness for the 
Taiwan People\" 


The pro-independence \"Liberty Times\" editorialized 
(10/14): 


\". Today 

sticking to the one China principle can both sides 
resume talks. The one China principle is a synonym for 
‘annexing Taiwan. Therefore the Pan-Blue politicians 
in Taiwan should cut off their links with the one-China 
principle 

or they will only bring Taiwan towards the tragic 

ending of war. Taiwan\'s elected leader should also 
stop wasting his effort in dealing with China 
meaninglessly. The only right way is to assert 
Taiwan\'s identity and seek a way out for the 23 million 
people.\" 


PAAL 
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Turkey wanted to get a date in December 
would not criticize it. On October 13 

had not yet received the criticism he feared. 


4. (C) Cemalettin Damlaci 

the Foreign Trade Undersecretariat 

Specialist on October 

8 that the GOT\'s October 2 announcement has not actually 
been implemented. Implementing regulations must be issued 
for the Customs and Foreign Trade Undersecretariats. Asked 
about the timing of these regulations 

the Greek Cypriots 

would need to show a \"positive approach\" before Turkey 
finalized these measures. Conversely 

General for EU Affairs Sabahattin Kocas told Econ Specialist 
on October 13 that he expected the Prime Ministry to approve 
the implementating regulation for the Customs 
Undersecretariat soon. 

EDELMAN 
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declared that The Bahamas would clearly suffer if the assets 
committed to it were to be diminished. She noted that the 
archipeleagic nature of the country required that many 
essential services (including police 

clinics 

This 

population 

provide the necessary infrastructure 

patrolling of its 100 

country's efforts to expand its economy was costly 

Minister observed 

Seasons international resort on idyllic 
previously-underpopulated Great Exuma island required that a 
500 percent increase in the local police force from 16 
officers to 86. 


Ambassador: OPBAT Needs Your Support 


5.(C) Ambassador responded to what was clearly a prepared 
presentation by the DPM by saying that he welcomed the 
GovernmentV's expression of support for OPBAT. He noted that 
his in consultations in Washington prior to arriving at Post 

that he had detected \"red flags\" about the ability and 
willingness of some USG agencies to maintain current levels 

of support in the face of competing demands. As examples 

the Ambassador cited a review by INL that could result in 
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substantial cuts to the NAS budget in Nassau 

helicopters and their crews used by OPBAT in Iraq and other 
crisis locations 

Haiti that could require a large new commitment of U.S. 
assets. 


6. (C) Ambassador invited the Deputy Prime Minister or 
Foreign Minister Fred Mitchell to accompany him on a trip to 
Washington to explain OPBAT\'s mission and importance to The 
Bahamas and to the United States to members of Congress 
interested in the Caribbean 

Executive Branch officials. Ambassador reiterated that it 

was important that key officials know that the resources that 
they were committing to OPBAT were being properly utilized 
and having the maximum return in the face of many competing 
demands. He noted that he had begun a program of sending 
Embassy press releases to members of Florida\'s congressional 
delegation to help keep them abreast of events here. 


7. (C) Minister Pratt responded that it was Florida that 

would suffer the most if OPBATYs operations and effectiveness 
were to be reduced. She noted that while The Bahamas was the 
first line of defense for the southeastern United States 

there was no way that her country could properly secure its 
borders with its own resources. The Ministry\'s national 
security deputy 

in the resources committed to OPBAT would send the wrong 
message to drug traffickers and migrant smugglers. He 
recalled that when the U.S. decided to close down its 

aerostat sites several years ago that there was an upsurge in 
drug trafficking as drug dealers immediately moved to exploit 
what was perceived to be a diversion of interdiction assets 
from the region. He said that he hoped that history would 

not repeat itself. 


Impact of Hurricanes Frances and Jeanne 


8. (SBU) Turning to the impact of recent hurricanes on The 
Bahamas 

important to provide relief assistance to the poor Haitian 
community 

Harbor 

Pratt responded by acknowledging that the issue of illegal 
Haitians in The Bahamas was a problem that had been 
\"postponed twenty years too long.\" She claimed that the U.S. 
needed to recognize that the goal of Haitian migrants was not 
to live in The Bahamas 

United States. Characterizing the Haitian problem in The 
Bahamas as Va cancer 
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campaign that she was shocked to discover that some 
neighborhoods in her own parliamentary district were almost 
\"85 percent Haitian.\" Unless The Bahamas came to terms with 
this issue 

faced the prospect that someday Haitians could \"outnumber 
Bahamians\" in their own country. 


9. (SBU) Discussing relief and reconstruction efforts 

Ambassador explained to the DPM that the Embassy was working 
closely with the local representative of the Inter-American 
Development Bank 

local presence of the EU) to avoid any duplication of effort. 
Ambassador also noted that he was lobbying hard in 

Washington to assure that The Bahamas received its fair share 
of funds from the Administration\'s supplemental appropriation. 


10.(U) Ambassador also briefly reviewed other areas of U.S. 
assistance to The Bahamas 

the sister city program 

Bahamian law enforcement officers with the FBI. The Deputy 
Prime Minister then reiterated her long-standing concern 
about the importation of guns from the United States into The 
Bahamas and the impact that this had on the level of violence 
associated with criminal acts in the country. 


Comment 


11. (C) The Deputy Prime Minister\'s presentation of OPBAT\'s 
importance to Bahamian national security -- and contribution 

to U.S. national security -- was clearly rehearsed. 

Ambassador has stressed to Bahamian officials the importance 
of them making clear their appreciation for what OPBAT does 
for them and their country and the danger that taking it for 
granted could present in an era of zero-sum budgets and the 
demands for OPBAT resources in other crisis spots around the 
world. 

ROOD 
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while he is Europe?" | told her this was an interesting idea 
but that such a meeting could be easily misinterpreted. She 
said she understood that 

the Tigers were very good at keeping confidences. 


Government Efforts 
6. (C) | then asked Kumaratunga how things were going from 


the Government side. What did she think had resulted from 
her convening of the National Advisory Council on Peace and 
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Reconciliation on October 4? She replied that she thought 
the inaugural National Advisory Council (NAC) meeting had 
gone well. She was 

National Alliance and the UNP had not participated. She had 
heard 

ranks that UNP leader Ranil Wickremasinghe had made a mistake 
in not attending. The NAC would now break into three smaller 
groups--political 

meetings at that level. She would send invitations to all 

the parties to participate in the political sub-group. | 

told her that we also had the impression that many people 

felt the UNP had erred in not attending the NAC 

that she could allow Wickremasinghe a face-saving way to opt 
back in 

between herself and Wickremasinghe on this subject had so far 
been cordial 

encouraged her to do so. | told her we would encourage 
Wickremasinghe and the UNP to be supportive of the peace 
process. (I will see UNP Deputy Leader Karu Jayasuriya on 
Monday and make this point.) 


7. (C) On the question of resuming talks 

that she believed she had made a significant gesture to the 
LTTE in her opening statement at the NAC 

her government accepted the necessity to set up an Interim 
Administration 

that the Interim Administration as well as any final 

settlement would be based on the Oslo Declaration which said 
that a federal solution should be sought within a united Sri 
Lanka. She did not see why the LTTE could not agree to this 
as they had signed on to Oslo already. She added that she had 
received word from the Norwegians that in the recent LTTE 
meeting with Vidar Helgesen 

LTTE might be able to show some flexibility on the agenda for 
the talks--perhaps a result of the hard message they were 
receiving from the Europeans. 


8. (C) What about the JVP 

get them to go along with her ideas? She said that she 
believed the NAC offered the JVP a face-saving way to go 
along with negotiations. The issue of peace had been the 
most difficult when the SLFP was negotiating its alliance 

with the JVP last year. The SLFP wanted to accept 
federalism; the JVP was only able to go as far as 
power-sharing at the local level. They had papered over this 
difference when the JVP accepted a formulation that they 
would accept whatever received the backing of the majority of 
Sri Lankans. She was sure she could persuade the majority to 
support a federal solution. Now that they are in government 
she said 

compromise. 
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9. (C) I told the President that we supported her efforts to 
resume the peace talks 

international community 

solution must not harm the unity and territorial integrity of 
SriLanka. She should keep that in mind 

was a type of support which could allow her to take some bold 
steps. She responded that she greatly appreciated our 
support. 


COMMENT 


10. (C) The President said she was still jet-lagged from her 
trip to the US 

visibly fatigued--with a several-hour Cabinet meeting still 
to come. She is clearly still hunting for that so-far elusive 
formula which will allow the peace talks to restart 

not appearing to give in totally to the Tiger demands. As 
noted above 

them to support the process. We agree with the President 
that working on curtailing the Tigers 

good idea. We will explore this at greater length in an 
additional message. 

LUNSTEAD 
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elements!" of BEE - direct empowerment 
development and employment equity 
- plus a \"residual\" element 
corporate social investment programs. The scorecard breaks 
down the measurement into the following components: 
Direct Empowerment Equity Ownership 
Management 


HR Development Employment Equity 
Skills Development 


Indirect Empowerment Preferential Procurement 
Enterprise Development 


Residual TBD (e.g. 


Each industry\'s respective scorecard is the basis for 
measuring business compliance with charter targets. 


6. (U) American companies operating in South Africa support 
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BEE objectives. This commitment can be traced back as far 
as the 1970s when U.S. firms in South Africa embraced the 
Sullivan Principles and established workplace equality 
practices and corporate social responsibility programs. 
Today 

comply with many empowerment criteria. 


7. (SBU) The major sticking point for U.S. companies has 
been the component that requires the transfer of equity. 

U.S. firms generally oppose this requirement as a matter of 
corporate policy. Nevertheless 

subsidiary signed an agreement in 2002 to sell 25% of its 
South African operations to an empowerment consortium. 
Additionally 

are considering employee shareholding schemes as a way to 
comply with the ICT Charter equity ownership component. 


8. (SBU) Industry charters are generally drafted by charter 
working groups led by steering committees 

typically comprised of industry associations representing 
South African 

labor 

lack big business experience and do not understand the 
corporate complexities of a multi-national company. This 
underscores the need for businesses to work with and to 
educate the working groups and steering committees. For 
example 

the ICT charter working group by applying the draft 
scorecard to their companies and explaining the financial 
implications for them. While there has been no thorough 
analysis of the business costs of implementing empowerment 
targets 

spending over R120 billion on funding BEE. At the company 
level 

Africa recently told AmCham members that targets in the 
fourth draft of the ICT Charter would erase his profits. 


9. (SBU) Some charter steering committees and working 
groups seem to have an agenda of their own that is 
antagonistic towards U.S. firms. Moreover 

association representatives sitting on the working group do 
not always accurately represent American (or foreign) 
business views. U.S. companies were particularly frustrated 
by the working group\'s rejection of their reasonable 
proposals in the ICT Charter process. Representatives of 
American firms in South Africa have discussed the 
possibility of creating their own Industry Association as a 
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mechanism to increase their influence in the charter 

process. Company reps voted down the idea 

fears of alienating the existing political process and 

players and antagonizing existing associations. European 
Chambers of Commerce have politely rejected AmCham efforts 
to collaborate in the ICT industry 

seem to share many of the same concerns that American 
companies have. 


10. (U) BEE is a reasonable effort by the government to 
address the legacy of apartheid. Its implementation 
however 

stakeholders who question its impact on most of the 
population. For example 

Motlanthe recently raised concerns about the concentration 
of empowerment equity in the hands of a few mega-rich black 
business people. His remarks came shortly after Finance 
Minister Trevor Manuel berated black professionals for 
undermining the economy with increasingly excessive salary 
demands. COSATU General Secretary Zwelinzima Vavi and 
Deputy Finance Minister Jabu Moleketi have also weighed in 
against perceived enrichment of a small black elite. The 
media cites the following individuals in this category: 

Tokyo Sexwale 

Zungu 


FRAZER 
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US to "classifyW nations regarding anti-Semitism: US 
Congress has approved a bill which will establish a special 
committee to monitor anti-Jewish actions worldwide 
\"Cumhuriyet.\" The "Global Anti-Semitism Awareness Act\ is 
drafted by Tom Lantos 

witnessed Genocide 

and the Middle East 


Germany to sell tanks to Turkey: Germany wants to sell 

about 250-300 heavy battle tanks to Turkey 

change of recent defense policy 

the Leopard Il tanks is expected to be pushed ahead if EU 
leaders decide in December that Turkey has undertaken enough 
democratic reforms to begin EU membership talks. German 
Defense Minister Peter Struck is planning to travel to 

Turkey next month to discuss the sale with his counterpart 

Vecdi Gonul. Turkey receive second-hand tanks rather than 
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new ones at an estimated value of up to seven billion Euros 
(8.6 billion dollars). Germany was prepared in 1999 to sell 
around 1 

party 

Kurdish insurgents in southeast Turkey 

an end. 


Germany extradites fundamentalist Turk: A leading Turkish 
Islamic militant known as the “Caliph of Cologne\' was 
formally charged by a court in Istanbul on Wednesday and 
sent to jail pending trial a day after he was deported from 
Germany. The court charged Metin Kaplan with ‘attempting to 
overthrow the secular order by use of arms.\' Kaplan\'s 
organization aims to create an Islamic state in Turkey under 
the leadership of a Caliph. The group has mounted a hate 
campaign against Jews and Turkey and Israel. 


Barzani softens tone on Kirkuk: Following meetings in 

Ankara earlier this week 

Kirkuk is an Iraqi city with a Kurdish identity. “Kirkuk is 

a symbol of cohabitation and it is important that people 

live in peace and harmony there 

Barzani emphasized that agreed with PM Erdogan and FM Gul on 
many issues 

talks as other than ‘friendly and positive.\' 


Cyprus: Foreign ministry spokesman Namik Tan told the press 
on Wednesday that the Greek Cypriots are ‘trying to shrug 

off responsibility for the failure of efforts to resolve the 

Cyprus conflict.\' “It is obvious who bears the 

responsibility 

that 

end the island\'s decades-long division. Greek President 
Costis Stephanopoulos warned over the weekend that "Turkey 
cannot join the EU if it does not normalize its relations 

with Greece 

contribute to a solution to the Cyprus problem.\' Greek 

Cypriot FM George lacovou said Tuesday that Ankara would not 
be allowed to enter membership negotiations with the EU 
before recognizing the Greek Cypriot administration. 

lacovou also called on Ankara to open Turkey\'s ports and 
airspace to Greek Cypriot vessels and airplanes. 


Zana receives Sakharov Prize: Former Kurdish lawmaker Leyla 
Zana finally received the European Parliament\'s Sakharov 
Peace Prize Wednesday after being released in June from a 
decade in prison. Zana had been awarded the high-profile 
prize in 1995. Addressing the European Parliament\'s foreign 
affairs committee 

pushing through ‘revolutionary changes! in its bid to win a 

date to launch EU accession negotiations. She noted that 
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systematic torture no longer existed in Turkey. Zana also 
said a new constitution was necessary for Turkey so that 
minorities such as the Kurds and non-Muslims can express 
themselves freely. 


Turkish troops to Afghanistan: Turkey 

command of ISAF in February next year 

troops to Afghanistan. NATO\'s top civilian representative 
in Afghanistan 

mandate had been extended for one year. 


EDITORIAL OPINION: Afghanistan; EU-Turkey 


\"Afghanistan\" 

Melih Asik commented in the mass appeal Milliyet (10/14): 
\"The Afghanistan election was like a photo exhibit 
particularly regarding completely veiled women voters at the 
ballots. Such images were presented as a proof of the 
liberation of Afghan women. In fact 

different from the Taliban era. Foreigners who were in 
Afghanistan during the Russian occupation still remember 
that Afghan women at that time did not even wear 
headscarves 

the Taliban against Russia 

complete fundamentalist order. Today the Taliban is gone 
but the religious fundamentalist system is still in place. 

This is because that is the USVs desire. And the US wants a 
moderate version of it for Turkey as well.\" 


\"Turkish Image in Europe\" 

Yilmaz Oztuna wrote in the conservative Turkiye (10/14): 
\"The EU Commissioner Verheugen underlined the importance of 
Turkey\'s accession to the EU by highlighting that the EU 
would become a global super power. Europeans in general 
however 

revolves around the possible cost of Turkey\'s membership. 

In addition 

labor force from Turkey which went to Europe many years ago 
failed to establish a positive image vis--vis the 

Europeans. People from very conservative and remote parts 
of Turkey went to Europe to work and influenced the people 
negatively. The few Turks in the labor force in Europe with 
high qualifications have not made a significant difference 

to correct the image. . In such a short period Turkey has to 
exert every effort to correct this image. When we send 
delegations to European capitals 

excluding repellant characters.\" 


EDELMAN 
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He pointed out that the methodology of compiling totals 
by collecting anecdotes from residents was not 

reliable 

check existing state records before releasing the 
report results to the press. 


4. (SBU) The head of the GON\'s National Commission for 
Refugees agreed that the Committee\'s methodology was 
faulty 

\"believable.\" He told Poloff that he was amember of 

the Committee that produced the report 

of the country when the final report was compiled. He 
promised to forward a copy of the report to Poloff when 

he received it. 


5. (SBU) Until now 

President Obasanjo was inaugurated in 1999 have been 
estimated at around 10 

Committee in Plateau State alone would be several times 
the previous figure for the country as a whole. The 
explanation may lie in the upcoming expiration of 
Plateau State\'s six-month State of Emergency (SOE) on 
November 18 

Dariye\'s returning to his office. The release of this 
report may have been a political move by the GON to 
block Dariye\'s reinstatement. It is the Presidency 
however 

forces--the police 

Security Service (SSS) 


ROBERTS 
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cooperate in expediting the deployment of an expanded AU 
protection force to Darfur. Javier Solana\'s Personal 
Representative for Sudan Pieter Feith said he would encourage 
EU Member States to provide in-kind logistical support. EU 
military planners 

to \"fast forward\" the deployment might provoke a failed 
mission. Nonetheless 

AU reformulate its request for EU funding that would allow 
1000 military personnel to be on the ground in Darfur by 
October 30. The Commission is prepared to fund up to 50 
percent of this entire operation. The EU informed Snyder 
that a high level EU delegation led by Dutch Foreign Minister 
Ben Bot would leave for Sudan on October 12. The EU will 
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pressure the Sudanese government to finish the Naivasha peace 
talks and to end the violence in Darfur. Following a 

meeting of EU Foreign Ministers in Luxembourg on October 11 
the EU again called on the Government of Sudan to disarm the 
janjaweed militias and to facilitate humanitarian access. 

They also said the threat of sanctions against Sudan must be 
maintained. End Summary. 


2. (SBU) In separate meetings with the European Commission 
and the European Council on October 11 

of his recent meetings with Sudanese Vice President Taha and 
other officials in the region. The EU shared his assessment 

that concluding a comprehensive peace settlement between the 
North and the South was essential to stabilize the country. 
Anders Henriksson 

Africa (DG Development) 

stress this point in their conclusions on Sudan later in the 

day. Snyder characterized the large EU assistance packages 
as an important \"carrot\" in encourage the opposing factions 

to work towards a comprehensive peace settlement. Henriksson 
said that the longer the two sides took to finalize the peace 
accords 

percent of the total package for Sudan has been re-programmed 
to other parts of Africa (including the EU\'s number one 

priority on the continent 

noted that increasing revenue from oil makes the Sudanese 

less dependent on development assistance. 


3. (U) The EU informed Snyder that a high level EU 
delegation led by Dutch Foreign Minister Ben Bot would leave 
for Sudan on October 12. The EU will pressure the Sudanese 
government to finish the Naivasha peace talks and to end the 
violence in Darfur. 


4. (U) Note. The EU Council conclusion Henriksson referred to 
\"notes with appreciation the resumption of the negotiations 
between the GoS and the SPLM/A under the auspices of IGAD and 
urges both parties to conclude the discussions on the 
outstanding issues as soon as possible 

comprehensive peace agreement and to implement it without 
delay. The Council is of the view that a speedy conclusion 

of the \Naivasha process\' could provide a political platform 

to address the underlying causes of the ongoing conflicts in 
Sudan 

to promote human rights; and to establish a genuine and 
constrictive dialogue with the political forces that are not 
present in Naivasha.\" End note. 
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5. (C) The two sides also discussed at length the role of 

the AU in stabilizing the situation in Darfur. Fernando 
Valenzuela 

delicate balancing act between allowing the AU to take 
ownership of the process while providing enough support to 
ensure a successful outcome. He said that the UN was well 
placed to convey to the AU the importance of the donor 
community\'s involvement with the logistical planning and 
deployment of the expanded monitoring and protection force. 
Valenzuela also opined that the AU should see the logic in 
acknowledging they are not ready to go at it alone. Both 
sides agreed that the African Mission in Sudan (AMIS) might 
mirror the role played by AMIB in Burundi -- a bridge to a 
full-fledged UN peacekeeping operation. 


6. (C) The EU asked about the \"BBQ approach\" (broad 
quick) to deployment in Darfur 

Council Secretariat Coordinator of Political-Military and 
Defense Policy Relations Matthew Reece expressed doubt 
whether \"fast forwarding\" the mission was logistically 
possible. He said that since there was virtually nothing on 

the ground to support a large deployment 

supplies would have to be procured and then flown in. Snyder 
said that because helicopter gunship attacks on civilian 
populations were continuing (he reported an additional 10 
people had been displaced over the past few days) 

was committed to support an expanded deployment as soon as 
possible. He explained that the U.S. goal is for 10 

military personnel to be on the ground in Darfur by October 
30; Snyder indicated the Pentagon would make two C-130\'s 
available to ferry in troops. 


7. (C) Reece said he understood the purpose 

Peter Stamps 

reformulate its request for financial support from the EU\'s 
Africa Peace Facility to meet this goal. Feith said he would 
encourage EU Member States to provide in-kind logistical 
support. He also stated that Solana was planning to travel 
to Addis on or about October 21 

and Security Council is expected to approve the expansion of 
the AU ceasefire commission in Darfur. The EU hopes to 
receive a list of requirements at the earliest opportunity. 
According to DG Development Sudan Desk officer 
Salgueiro 

percent of the expanded deployment (estimated total is 180 
million euros for 12 months). 
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8. (U) Note. EU Council conclusions on the AU mission in 
Darfur state: \"The Council reaffirms its commitment to 
assist the AU in the planning and implementation of a 
significantly expanded pro-active monitoring mission with a 
sufficiently broad mandate 

in Darfur.\" It also takes note of the GoS\'s commitment to 
\"cooperate with an enlarged AU monitoring mission with an 
expanded mandate and a possible police component 

by the AUX" End Note. 


9. (C) Regarding genocide 

not been as forward-leaning as the U.S. because the 
implications of making such a designation were enormous. He 
welcomed the formation of a UN committee to investigate and 
noted that an Italian national was invited to participate. 
Regarding the European Parliament\'s resolution that events in 
Darfur were \"paramount to genocide\" (reftel) 

that there was no legal consequence within the EU system or 
any obligation to act as a result of the finding. Valenzuela 
agreed with Snyder\'s assessment that the Sudanese were well 
able to withstand a sanctions regime. He added that the main 
EU sanction -- a freeze in assistance -- was already in 

place. 


10. (U) Note. EU Council conclusions relating to genocide 
state: \"The Council welcomes the recent mission and the 
recommendations of the UN High Commissioner for Human Rights 
and of the UN Special Advisor on the Prevention of Genocide 
in Darfur. The Council further welcomes the decision of the 
UNHCHR to increase the number of human rights monitors in 
Darfur. The Council welcomes the UNSC Resolution 1564 and 
the establishment of a Commission of Inquiry into violations 

of international humanitarian law and human rights in Darfur 
by all parties 

whether acts of genocide have occurred in Darfur. The 
Council calls upon all parties to extend their full 

cooperation to this Commission of Inquiry.\" End Note. 


11. (C) The two sides touched briefly on other issues. 
Regarding the political situation in Khartoum 

expressed its continuing fears of a total collapse of the 
government and disintegration of the country. Both sides 
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agreed on the positive contributions Egypt has made and 
expressed disappointment for the lack of progress made in 
Abuja. Regarding the humanitarian situation 

improvements including a huge expansion of national and 
international NGOs operating in the region. However 
agreed that these gains were offset by new displacements of 
civilians. 


12. (U) Note. The EU Council conclusion of October 11 
requests that \"the GoS provide information on actions taken 
thus far to neutralize and disarm the Janjaweed militias and 
to bring to justice perpetrators of human rights violations 
and crimes against civilians.\" In also \"notes with urgency 
the need for additional humanitarian assistance and 
coordination. The EU has already committed well over 300 
million euros. The Council also emphasizes that humanitarian 
assistance and measures to enhance security are mutually 
supportive 

community. End Note. 


13. (C) All EU interlocutors were extremely thankful for 
Snyder\'s report fresh from the field 

Henriksson was leaving within hours for Sudan as part of the 
Dutch Presidency\'s delegation. Although Sudan plays second 
fiddle to the primacy of the Great Lakes with regard to EU 
interest in Africa 

developing situation. Furthermore 

the importance the U.S. attaches to Sudan. It\'s willingness 
to financially support a stepped-up expansion of the AU 
protection force in Darfur -- despite advice from its own 
technical experts to go slowly -- reflects this 

understanding. 


(Ambassador Snyder has cleared this message.) 
Minimize considered. 
SCHNABEL 
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status 

paperwork fees initially. Unfortunately 

think the migrants would have immediate work authorization as 
\"economic refugees 

Cubans\' resettlement died down they could apply for residency 
and/or permission to work. This secondary paperwork would 
likely involve fees. He said that of course 
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not to repatriate the migrants to Cuba. 


2. (C) Rosa Bautista said that he had previously discussed 

the issue in general with President Ricardo Maduro who wants 
to accept the Cuban migrants. The FM said he would re-check 
with Maduro about the specific number of migrants the GOH was 
willing to accept. Embassy delivered to the FM at his house 
the biographic data for 16 Cuban migrants (ref A) the evening 
of October 8. The FM also said he would seek a meeting on 
October 11 or 12 to coordinate with the Minister of 
Government and Justice 

details of any possible resettlement 

Alcerro oversees Honduran Immigration. 


3. (C) Acting PolCouns spoke October 12 with MFA Director 
General for Foreign Affairs Mario Fortin about the GTMO 
Cubans 

Cuban migrants 

migrant (ref A). Acting PolCouns informed Fortin that the 
Embassy would provide bio data for an 18th Cuban migrant 
prior to the end of the week. Fortin said he had spoken to 
the FM October 11 regarding the issue and understood that the 
FM had held meetings at the presidential palace on the issue 
of the GTMO Cubans 

those talks. 


4. (C) As of the afternoon of October 13 

waiting to hear back from the FM on the issue. Post will 
press the MFA for an answer October 14/15. 

Pierce 
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preference for keeping a minimum of four large banks 
relatively competitive 

The big four are Standard Bank 

SARB Governor Mboweni recently reiterated the government\'s 
\"preference for the big four South African banks to remain in 
South African hands 

stable.\" He confessed that the Treasury and the SARB would 
have to consider modifying the policy at some point. Some 
would argue that the policy lost its luster after Nedcor\'s 
majority shareholder 

listing and headquarters to London from South Africa. Old 
Mutual is an international financial services group with 

strong South African roots (where it still derives most of 

its income) that has maintained a secondary listing for 

itself on the JSE Securities Exchange and a primary listing 

for Nedcor. If there was any doubt before as to whether the 
four-pillar policy was standing 

should clear it up. The policy will have to change. 

8. (SBU) The question is 
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four major retail banks in South Africa are foreign owned 
will the government close the door to future foreign 
takeovers 

think that the government will allow another foreign takeover 
of a big bank after ABSA 

Manuel chooses to approve the Barclays deal. We will be 
watching to see whether he leaves the door open for other 
foreign banks to compete in South Africa 

capital to the country. 


Some Reservations 


9. (U) Media reports suggested that Barclays would have an 
unfair competitive advantage in South Africa if no other 
foreign banks were allowed in 

officials do not seem to be worried. Indeed 

all banks got a shot in the arm on news of Barclays! bid. 
Many in the private sector are hopeful that increased 
competition among the big four will bring down the high cost 
of local banking and make the whole economy a bit more 
competitive. Currently 

half their income from banking fees 

developed markets. The acquisition is also seen as good for 
South Africa 


10. (SBU) A U.S. bank executive held reservations about 
whether it was a good idea for Barclays to leak news of the 
deal so soon. ABSA shares have been increasing in value ever 
since and this only made the deal more expensive. The 
executive also questioned the logic of buying a South African 
bank at a time when the rand was overvalued. The rand has 
appreciated 16% against the British pound and 25% against the 
U.S. dollar since January 2003. However 

issue it appears to be. SARB Governor Mboweni recently 
suggested that Barclays might not need many British pounds to 
purchase ABSA. He pointed out that the actual foreign 
exchange inflow \"might be disappointing\" because Barclays 
could finance much of the purchase through rand holdings that 
it has accumulated over time. This would take pressure off 

the SARB to \"mop up\" excess foreign exchange in an effort to 
keep the rand from appreciating further. 


What Will Happen to ABSA and its Employees? 


11. (U) Some local labor and political organizations voiced 
reservations about job cuts after mergers and the potential 
of capital leaving the country 

is likely to happen in the case of ABSA. ABSA\'s CEO 
Booysen 
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leadership 

He pointed out that there was little overlap between ABSA\'s 
and Barclays\' Africa business )- with the only overlap in 

the areas of corporate and investment banking in South 
Africa 

echoed this sentiment 

transfer of ownership than amerger. Moreover 

a small number of employees in South Africa 

likely solution to any redundancies the shifting of employees 
to other areas. 


12. (U) In 1986 

leaving behind what later became First National Bank 
owned by FirstRand Limited. Barclays returned in 1995 as a 
much smaller entity 

banking 

employees in South Africa 

Africa. At this time 

retain the ABSA brand in South Africa 

on the retail level. ABSA 

largest retail bank in South Africa 

Barclays is well known internationally and is locally strong 
in corporate banking and credit cards. 


Comment 


13. (SBU) It is difficult for South Africans to argue against 
Barclays\' acquisition of ABSA 

represents a very large 

the country -- increasingly important to a government that 
wants to grow the economy and reduce high unemployment. 
Whether it brings more competition to the banking sector and 
along with it lower banking fees is another question. The 
private sector would like to see that happen 

convinced that Barclays will not simply join the clubby 
profitability of the big four. For its part 

would like to see banking services more affordable 
economic competitiveness reasons and to make services more 
accessible to the large \"unbanked\" population in South 
Africa. Other unanswered questions concerning the 
acquisition revolve around what Barclays will do with the 
ABSA brand 

four-pillar policy. Will Barclays\' purchase of ABSA open or 
close the door for future foreign acquisitions of South 

African banks? 

MILOVANOVIC 
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in the Compact itself remains undecided. As a legal 
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obligating document 

but likely less detail than would be the case for a project- 
planning document. The decision on the level of detail 
needed in the Compact could dramatically affect the time 
needed to complete due diligence reviews and prepare a 
document for signature. 


4. (SBU) MCC and Post are also considering the degree of 
conditionality to be made inherent or explicit in the 
Compact. MCC officials note that there might be value in 
undertaking project elements in prioritized tranches 
specific performance or policy triggers for moving to 
successive tranches. The policy reforms MCC has in mind 
fall into two areas of concern: (1) reforms that are 
necessary to ensure maximal impact from the program (such as 
reducing red tape 

reform) and (2) reforms whose goals are continued 
improvement on the 16 key eligibility indicators. Regarding 
the latter 

concrete commitments that could be incorporated into the 
Compact as milestones in the fight against corruption. This 
type of conditionality would provide an extremely forceful 
lever for reform 

reduced MCC project effectiveness due to losses to 
corruption. Post strongly supports strengthened anti- 
corruption efforts be included as bases for review of the 
Honduran Compact prior to any disbursements. 


5. (SBU) The MCC approach in Honduras has been based on the 
approach used in the private sector: MCC is prepared to 
obligate large quantities of funding 

programs that promote economic growth and reduce poverty. 
However 

(1) the problem (the obstacle to economic growth) has been 
well defined; (2) a viable solution that targets and solves 

that problem in a way that benefits society as a whole has 
been identified; and (3) the economic rate of return 

justifies singling this activity out as a top-priority 

activity. In short 

problem that other donor programs or private sector efforts 
cannot or will not resolve 

should yield the greatest bang for MCC\'s buck. 


6. (SBU) By focusing on economic rate of return 

the financial rate of return used by the private sector 
attempts to take full account of all benefits and costs that 
accrue to society even if they do not have a direct cash- 
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flow associated with the project. (Examples would include 
the benefits of customs reform or a cleaner environment 

the costs of providing more subsidized water as a result of 
increasing demand of farmers that have been taught to grow 
new crops.) The MCC recognizes the importance of other 
development objectives that are pursued by other donors 
has a mandate to focus exclusively on sustainable economic 
growth that results in poverty reduction. 


7. (SBU) The GOHVs initial ideas quickly focused on what 
they called the Wdry canal" idea. The plan is to improve 
road infrastructure between Puerto Cortes on the Atlantic 
coast and Puerto Cutuco 

border in El Salvador. The road would link Tegucigalpa and 
San Pedro Sula (the political and business centers of 
Honduras 

would promote the development of export-oriented businesses 
by lowering transport costs and increasing efficiency. 
Secondary and tertiary roads would link farms and smaller 
towns to these major markets 

shortages 

linking population centers with industrial zones. 


8. (SBU) To capitalize on this basic infrastructure idea the 
GOH quickly added an initiative to improve agricultural 
productivity 

encourage a shift from subsistence agriculture to export- 
oriented agribusiness that could also benefit from the new 
road network. This proposal played to MCC\'s strengths 
particular its ability to fund the entire range of economic 
activities from farm to market 

in a rational and linked way 

year) implementation period. This would complement a model 
of this type pioneered by USAID. 


9. (SBU) Perhaps predictably 

proposal went forward within the GOH 

were added to placate powerful political interests. The GOH 
proposal identified nine impediments to economic growth. 
MCC staff distilled these down to five essential 
impediments: (1) high transportation costs; (2) low 
agricultural productivity; (3) uncertain land tenure; (4) a 
shortage of supervisors and technicians in the light 
assembly sector and an overall labor shortage in the Sula 
Valley; and (5) a mismatch between the location of hotel 
facilities and tourist attractions. One of the early MCC 
visits 
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proposal to just one or two core objectives. Thanks to 
extensive meetings with the GOH by EconOffs 
representatives 

GOH of the need to take most of the ornaments off the tree. 
What follows is a brief description of the current elements 

of the GOH Compact proposal and MCC views on the relative 
merits of those elements. 


9. (SBU) The logistical corridor: MCC inquired broadly 
throughout the GOH 

found strong support for the proposed upgrade to Honduras\' 
transportation infrastructure. As currently envisaged 
proposal would include three elements: the main highway; 
improvements 

road network; and a tertiary-level expansion of rural and 
urban access roads. 


-- The highway: If approved 

million to finance two segments of the logistical corridor. 

Other segments would be financed by other donors 

from the Interamerican Development Bank (IDB) and the 
Central American Bank for Economic Integration (CABEI). (By 
pooling these loans with the grant portions of the project 

the GOH buys down the overall interest rates to stay below 
IMF-imposed borrowing limits as it approaches HIPC decision 
point.) 


-- The secondary roads: These would be key to extending the 
benefits of the logistical corridor to communities further 

afield 

road maintenance. MCC feels that additional consideration 
must be given 

selected. This portion of the program is currently budgeted 

at $19.5 million. 


-- The tertiary roads: These roads complete the linkage of 
the port to the local farm and village level 

rural transformation from subsistence farming to value-added 
agricultural exports. In the urban setting 

allow underutilized labor to more easily commute to regions 
of higher employment and relative labor scarcity. This 
approach increases employment overall without the need to 
relocate the labor force and therefore without the 
consequent strain on existing public services infrastructure 
in those locations. This portion of the program 

1 

million. 


10. (SBU) Improving Agricultural Productivity: This 
proposal consists of six elements: fixing the land titling 
and tenure system; establishing a \"millennium challenge 
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fund\" to fund smaller projects on a rotating-fund basis; 
expanding drip irrigation; providing technical assistance in 
the agricultural sector; improving flood control in the Sula 
Valley; and establishing agricultural Wvalue-added chains." 


-- Land titling: This element would provide a revolving 
fund to settle contested land titles 

use clean land titles as collateral for loans for activities 
such as home construction 

business. MCC is unconvinced that this is an activity that 
could not be carried out by the private financial sector 
and notes that the World Bank is also actively working on 
improving land registries. That said 

considering the proposal further 

land titling issues to economic growth throughout the 
region. This portion of the program is currently budgeted 
at $10 million. 


-- Millennium Challenge Fund: This element would establish 
a revolving fund to support small projects that arise during 
Compact implementation 

program flexibility. This component was included by the GOH 
to provide a mechanism to receive unsolicited proposals 
which they understood might be required by the MCC\'s 
authorizing legislation. The MCC General Counsel has 
determined that such a mechanism is not required by law. 
The GOH technical team and MCC staff discussed establishing 
a more focused fund to provide financing for projects in the 
agriculture sector. While 

budgeted at $10 million 


-- Expanding Drip Irrigation: In selected areas of high 
potential agricultural productivity 

systems would be supported to increase yield while 
potentially decreasing total water usage compared to 
traditional gravity-fed irrigation techniques. MCC favors 
this element 

assistance training in use and maintenance of these 
technologies. This portion of the program is currently 
budgeted at $25 million. 


-- Technical Assistance: This element would train farmers 

in modern farming techniques 

rotation 

irrigation operations and maintenance 

of enhanced productivity. MCC favors this element 
particularly in conjunction with drip irrigation systems. 

This element could build on or follow the best practices 
established by proven USAID-funded systems. This portion of 
the program is currently budgeted at $7.5 million. 
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-- Flood Control in the Sula Valley: This element would 
fund construction of the El Tablon Dam 

waters and generate electricity in the Sula Valley. MCC 
notes that this project is not intuitively linked to the 

other central elements of the compact proposal 

potentially contentious for political and environmental 
reasons. MCC does not intend to fund this item. This 
portion of the program is currently budgeted at $35 million. 


-- Agricultural Value Added Chains: This element would 
support collaboration among vertical components of 
agricultural commodity sectors 

with the intent of collecting funds to enhance production 
and marketing of the commodity. MCC remains unconvinced the 
structure of such efforts is clearly defined or would be 
successful in preventing major players in the sectors from 
benefiting disproportionately. While the MCC will probably 
not directly fund the value added chains 

well as other entities) would be eligible to submit 

proposals to a fund to support the provision of public goods 
to promote the growth of the agricultural sector as 
described under the Millennium Challenge Fund. 


11. (SBU) Other Programs: Programs added to the core 
objectives of transportation infrastructure and agricultural 
productivity include an apparel training center 

funding 

tourist centers in Tela and Tegucigalpa. MCC seeks overall 
to minimize the number of projects it is involved in 

to limit overhead administrative costs 

funded projects tightly focused on the core objectives of 

the Compact. Therefore 

following proposals: 


-- Apparel Training Center: This element would train 
supervisors and technicians for the light assembly sector. 
MCC notes that in addition to being tangential to the core 
Compact objectives 

by the private sector. Additionally 

be seen as violating the MCC prohibition on funding any 
activities that displace U.S. jobs. This portion of the 
program is currently budgeted at $1.5 million. 


-- Pre-School Education: This initiative would fund pre- 
schools 

thus allowing mothers to enter the workforce. MCC notes 
that this element is tangential to the core objectives 
established in the Compact proposal and suffers from dubious 
political optics by contributing to a charity founded by the 
President. This portion of the program is currently 

budgeted at $7.5 million. 
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-- Small and Medium Enterprise Development Financing: This 
element is poorly linked to core objectives contained in the 
Compact proposal. While financing will likely be an 

integral part of the agricultural portion of the Compact 

MCC does not intend to fund this broadly defined initiative. 
This portion of the program is currently budgeted at $4 

million. 


-- Tela Bay Infrastructure: This element would fund 
development of roads 

and electricity services to support the development of a 
luxury resort complex in Tela (on Honduras northern 
Caribbean coast). MCC feels this project should be financed 
by the project developers and does not intend to fund it. 

($15 million.) 


-- Royal Mines\" Tourism Center: This element would convert 
a former prison into a tourism center and shopping area in 
Tegucigalpa 

balance the mismatch between the location of hotel 

facilities (overbuilt in Tegucigalpa) and the location of 

tourist attractions (such as the Bay Islands or the Copan 
Ruins). This element is poorly linked to core objectives 
contained in the Compact proposal. MCC does not intend to 
fund this initiative 


11. (SBU) Comment: Post welcomes and continues to support 
the extraordinary progress made to date on the substance of 
a proposed Compact. However 

progress also be made on a number of internal administrative 
matters facing the new MCC program. MCC indicated it 
expects to place a direct-hire representative in-country as 
soon as possible after the signing of a Compact. This will 
require completion of an NSDD-38 process. Post encourages 
MCC to begin this process as soon as possible. Post also 
raised with visiting MCC representatives the possibility of 
contracting a local-hire 

who could manage logistics and paperwork for the 
increasingly heavy MCC visitor load to Honduras in the run- 
up to Compact signing. Establishing such a position 

local office space 

progress of the proposal by providing a stable workspace for 
MCC visitors 

permanent MCC office 

representative upon assignment. Both Embassy and USAID 
management offices stand ready to discuss ICASS or other 
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options for contracting or procurement for staff 
space 


PIERCE 
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combating piracy and without one the prospect for 
significant 

Brazil is dim. The GoB answer is the new council 
explicitly be charged with shaping and implementing a 
national plan. While there is plenty of room for skepticism 
concerning the council 

the lower level inter-ministerial committee formed in 2001 
the context in which the council is being formed is quite 
different. The scourge of piracy was not an issue in public 
debate in 2001 

as an urgent domestic issue. Furthermore 

the table 

help ensure that its work is focused and relevant. 


Recommendations 


8. (SBU) Despite Ambassador Hugueney\'s urgings 

on the ground has not improved sufficiently to warrant 

closure of the IIPA investigation. But likewise 

constructive way in which the GoB has engaged on this issue 
and its initial efforts to address the problem 

other extreme of removing GSP benefits from Brazil at this 
time is neither warranted nor wise. Post believes our 

positive bilateral engagement on the issue would evaporate in 
a backlash against USG imposed norms should we actin a 
punitive way at this juncture. The ensuing conflict would 
produce little of value with the bilateral dialog likely 

shifting from improving copyright protection to GoB efforts 

to fight the \"unjust\" removal of GSP benefits 

perhaps a protest in the WTO. Although some industries would 
no doubt complain to the GoB about the loss of trade 
preferences 

would be sufficient enough to force a change in GoB policy. 
We believe the mere threat of removing benefits creates much 
more positive pressure for change than the actual removal of 
benefits. 


9. (SBU) Given the coincidence in timing of the CPI\'s efforts 
and our GSP review 

headway with the GoB on an extremely sensitive issue. So far 
the bilateral dialog has been constructive; we should act to 
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maintain this positive momentum by not escalating the issue 
atthis time. For now 

extend the review to enable the USG and U.S. copyright 
industries to gauge the effectiveness of recent GoB actions 
and its commitment to sustained anti-piracy efforts for the 
future. The extension should provide the GoB with a 
reasonable amount of time for formation of the council and 
for its formulation and implementation of a national plan 

while preserving the \"pressure\" implied in an ongoing review. 
Embassy believes six to nine months may be required to see 
tangible effects on piracy in the country. If at the end of 

that we do not see sufficient progress on IPR enforcement 
then it will be time to turn towards more coercive measures. 
We also recommend that consideration be given to offering 
technical assistance 

its anti-piracy efforts. 

Danilovich 
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REF: A. A: KINSHASA 1884 


B. B: KINSHASA 1874 C: KINSHASA 1870 
C. D: KINSHASA 1807 


Classified By: Poloff Gons Nachman for Reasons 1.5 B and D 


1. (C) Summary. A large crowd threw rocks and threatened to 
kill UN peacekeepers whose vehicle had broken down in the 
center of Bukavu on October 6 after they saw them 
transporting a man of Tutsi appearance. Although this person 
was a long time MONUC Congolese interpreter of Mushi 
ethnicity 

infiltrator. Despite the fact that this incident took place 

close to the office of the regional military commander 

neither he nor his troops intervened to disperse the crowd 

for two hours until UN personnel threatened to shoot in 
self-defense. This incident as well as demonstrations against 
the return of Banyamulenge refugees in Uvira (reftels) 

further evidence of a dangerous campaign of manipulation and 
intolerance against Congolese of Tutsi ethnicity by the media 
in Kinshasa and by civil society 

figures in South Kivu. End Summary. 


Crowd Targets Peacekeepers Seen with \"Tutsi\" 


2. (C) MONUC sources in Bukavu described to poloff October 6 
an incident which took place in Bukavu the preceding day. At 
approximately 10:30 AM a MONUC APC broke down in the center 
of Bukavu. The APC was transporting Uruguayan peacekeepers 
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and a Congolese interpreter who works for MONUC. A woman who 
saw the interpreter\'s face assumed that he was a Tutsi and 
started screaming that MONUC was transporting a Rwandan 
infiltrator. A crowd gathered quickly around the peacekeepers 

and began insulting MONUC 

access to the Tutsi. The individual in question was in fact a 

Mushi and not a Tutsi 

features associated with Tutsis. 


FARDC\'s General Mabe Ignores Situation for Two Hours 


3. (C) The crowd around the peacekeepers grew to over a 
thousand people 

continued for close to two hours. As this incident was taking 

place 

region commander General Mbuja Mabe 

less than 150 meters from where the crowd had assembled. Mabe 
did not answer MONUC\'s phone calls and FARDC soldiers present 
in the area did not intervene to disperse the crowd. Once the 
crowd started to threaten to burn peacekeepers alive 

said that it would fire in self-defense. At this point 

emerged from his office and his soldiers started to disperse 

the crowd. According to MONUC 

that Mabe 

crowd had gathered 

crowd for the two hours that they threatened the peacekeepers. 


4. (C) MONUC staff reported that the same crowd which 
threatened the peacekeepers also looted the offices of the 
Congolese Rally for Democracy-Goma (RCD-G) located in the 
same area. FARDC soldiers did not intervene to stop the crowd 
from entering the premises of this political party. On the 

contrary 

incited the crowd and even laughed as both peacekeepers and 
the RCD-G offices were attacked. Several Uruguayan peacekeers 
suffered injuries 

the attack on the APC. 


Media Propaganda Against Tutsis Continues 


5. (U) The pro-government Kinshasa daily newspaper \"L\'Avenir\" 
published an article about the Bukavu incident 

claimed falsely that a riot had been averted thanks to Mabe\'s 
intervention after MONUC had hidden two Rwandans in a tank. 
Another major daily newspaper 

the same day a front page article from a Bukavu NGO on the 
Gatumba massacre. This NGO alleged that the victims at 
Gatumba had not been Banyamulenge refugees 

soldiers who had infiltrated the camp to attack the Congo. 
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The usually moderate newspaper provided prominent coverage to 
this five-page article without questioning the credibility of 

the baseless allegations. 


6. (C) MONUC and UNHCR sources in Bukavu have also referred 
to a campaign by civil society 

and church leaders in South Kivu against the return of 
Banyamulenge refugees 

group in public and private statements as non-Congolese and 
suggesting that they are Rwandan infiltrators bent on 

attacking the Congo. 


Comment 


7.(C) The attack on MONUC peacekeepers in Bukavu by a large 
crowd of civilians who thought MONUC was hiding a \"Tutsi\" 
illustrates the high level of paranoia and animosity which 

has been fomented in South Kivu against this ethnic group. 
The demonstrations in Uvira against the return of 
Banyamulenge (ethnic Tutsis) refugees from Burundi has also 
been part of a related manipulation effort by hard-line 

elements in South Kivu. Further ethnically-motivated attacks 

in this province could lead to a major incident threatening 

the peace process and the transition. The GDRC needs to take 
a stand to halt a growing campaign of ethnic hatred in South 
Kivu and elsewhere. 


8. (U) Bujumbura minimize considered. 
DOUGHERTY 
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make the necessary compromises relating to the privileged 
power these auditors 

interagency drafting committee. The committee would be 
dominated by GOT officials 

represented. The Deputy Resrep said the key is GOT political 
will to change the draft 

not be that time-consuming. 


Tricky Timing for a Board Vote: 


8. (Sbu) Now that the pressure of the budget deadline is off 
the Deputy Resrep said the Fund staff was in no rush to reach 
agreement on the many outstanding issues. Given that the 
negotiations are over a three-year program 

review 

are inclined to take their time and make sure the issues are 
carefully worked out. While he thought the current mission 
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might have to stay longer than their planned departure date 
of October 26 

without an additional mission. 


9. (Sbu) Once all the issues are worked out 

Resrep said the timing of a board vote could be tricky. On 
the one hand 

parliament passes the budget before going to the board. On 
the other hand 

vote get too close to the EU\'s December 17 decision on 
Turkish Accession 

GOT commitments to pass its budget. 


EDELMAN 
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possible 

However 

telling you this\") 

necessary out of its own budget once the Common Funding issue 
is decided. 


2. (C) PolMilOff inquired as to Turkey\'s thinking regarding 
combining OEF and ISAF under a unified command. In response 
Coskun read from the final version of the speech he had 
drafted for Minister of Defense Gonul for the Romania 
informal ministerial. Any such decision 

sense militarily. However 

account \"the distinct nature of both operations" and \"the 
view of the Afghans themselves." Coskun was anxious to say 
that the GOT did not oppose the merger 

seek to proceed carefully before agreeing to this move. 
Coskun confirmed that the Germans were \"dead-set against" 
this proposal 

turn them around. 


3. (C) Finally 

sending its own personnel to Iraq to take part in NATO 
Training Mission-Iraq. Coskun responded that the GOT was 
considering this issue at a senior level 

about both domestic and Iraqi sensitivities regarding the 
presence of Turkish troops on Iraqi soil for the mission. He 
added that Turkey was already offering a number of training 
courses under the umbrella of its PfP Training Center for the 
Iraqis 

responded that we understood that the IIG had assented to 
(indeed 

done so in full knowledge that all NATO members would be 
invited to participate. Coskun replied that he assumed this 
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was the case 


4. (U) Baghdad minimize considered. 
EDELMAN 
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on reform in the peninsula 

to halt Saudi government funding of radical mosques in 
Europe. End Summary. 


2. (C) At October 6 U.S.-EU Troika discussions on Maghreb 

and Gulf issues 

of U.S.-Libyan relations 

must be resolved prior to removal of Libya from the list of 

state sponsors of terrorism. Dutch Presidency Middle East 
Director Micheil den Hond noted the overlap between EU and US 
approaches to Libya 

emigration was an immediate concern for Italy and Malta. The 
EU planned to lift its arms embargo on October 11 in 

recognition of Libya\'s strategic choice to dismantle its 

nuclear weapons infrastructure but 

continued EU concern about the Bulgarian medics held in 

Libya. (Note: As forecast 

and issued a statement mentioning ongoing concerns on October 
11.) Den Hond said the EU hoped to bring Libya into its 
Barcelona process -- dependent on Libyan acceptance of 
attending meetings with Israel -- where the EU thought it 

could best manage relations with Tripoli. 


Western Sahara 

3. (C) The EU side detailed ongoing efforts to encourage 
Morocco and Algeria to resolve this issue. The EU is 
currently using ongoing negotiations for Neighborhood \"Action 
Plans\" with Rabat and Algiers as the vehicle. Both sides 
agreed to include general references to the conflict in their 
Action Plans 

resisted making any specific political commitments. The EU 
continues to provide humanitarian assistance to refugees and 
POWs 

issue between Morocco and Algeria. Den Hoon said he thought 
a major effort was needed in the UN on this. In a separate 
meeting 

Middle East Pascal Charlat said that peace in the Western 
Sahara was a prerequisite for stability in Algerian-Moroccan 
affairs. Charlat said the EU was also concerned by the 
presence of up to 800 \"Afghans\" in Morocco. 
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Engaging the Arab World on Reform 

4. (C) Den Hoon said the greatest challenge in the region 
for the US and the EU was to find a way to engage the Arab 
World in a way that can bring development and prosperity to 
people. The EU has ten years experience with the Barcelona 
process 

Yet 

policymakers were proposing the Broader Middle East reform 
agenda 

Island G8 summit 

convergence of US and EU approaches. US and EU coordination 
to promote reform in the region was key 

DAS Dibble agreed 

local initiatives and not be seen as imposing an a priori 

plan from outside. 


Forum for the Future 

5. (C) Den Hoon added that he attended the recent Forum for 
the Future meeting in New York 

some \"suspicion\" among Arab countries\' statements regarding 
the initiative but was pleased to see these remarks were not 
shared with the press. He said that Egypt had been 
particularly difficult regarding the presence of Afghanistan 

and Pakistan at the meeting and want to hold a G8-Arab Group 
forum. Den Hoon said the geographic scope of the U.S. 
approach -- going beyond the Arab world to include other 
Muslim countries -- is an issue in the region. lt makes it 
appear that religion is the defining element 

to reform. Den Hoon said that Egypt had also raised the 
concern that the Middle East Peace Process 

related to the issue of regional reform 

agenda. 


EU Engagement in the Gulf 

6. (C) As part of a regional strategy 

seeks to deepen its superficial relations with the Gulf. The 

EU hopes to finalize a Free Trade Agreement with the GCC 
countries this year 

Commission noted that the EU and US have different approaches 
on FTAs. The EU has promoted a GCC customs union as a first 
step to a regional FTA; there is concern that the U.S. focus 

on bilateral FTA\'s could undermine the GCC customs union. 


7. (C) The EU has also been pursuing a parallel political 
dialogue with GCC countries 

rights 

plans to pursue bilateral relations with GCC members 
focus on reform. Money was not the issue; the key is to 
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build on the desire for change in the Gulf 

which he found to be greater than one might expect. He cited 
the Sultan of Oman and the Emir of Kuwait as examples of 
leaders pushing reform on their conservative societies -- 

\"the reverse of what we see in the Mediterranean.\" 


Gulf links to Hamas 

8. (C) Council Secretariat official Charlat said the EU was 
concerned about the strong Hamas links to the UAE 

the EU is urging Dubai to cut these ties. Charlat said the 
EU understood that Hamas leader Khalid Mishal planned to 
relocate from Damascus to Dubai. (Note: According to 
Embassy Abu Dhabi 

End note.) 


Saudi Arabia 

9. (C) Den Hoon said Saudi Arabia was a concern to the EU; 
it was reluctant to engage and has dragged down EU efforts 
with the GCC. On the positive side 

ended funding of radical mosques in Europe 

have intensified bilateral cooperation with the Saudis on 

this issue. DAS Dibble remarked that the Saudi government 
has been very cooperative 

funding to charities that support radical and terrorist 

groups. 


10. (U) NEA DAS Dibble has cleared this telegram. 
McKinley 


21615 

of ostensible Palestinian charities. Separately 

Abdullah publicly praised moderate Muslim leaders\' efforts to 
promote tolerance and peaceful dialogue with the West. End 
Summary. 


2. (SBU) The IAF organized a peaceful demonstration October 

8 in the Nezzal area of Amman. The Amman city government and 
the Public Security Directorate (PSD) approved a permit for 

the rally after refusing two earlier permit requests. The 
demonstration began after Friday prayers 

gathering at a mosque and then walking through a closed-off 
street for a little over one hour. Demonstrators protested 

Israeli actions in Gaza and the West Bank and perceived U.S. 
support for the them 
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(i.e. 

of participants varied widely from \"hundreds\" to 10 
According to the PSD 

official told RSO the Islamists had wanted to march from the 
Professional Associations compound to the UN building -- the 
\"traditional\" protest route -- but that police rejected this 
request. The official also said that demonstrators focused 
their ire on events in the West Bank and Gaza 

Iraq. 


3. (U) The local media characterized the demonstration as a 
peaceful show of solidarity with \"brothers under occupation.\" 
No injuries or violence were reported 

demonstrators torched both Israeli and U.S. flags. According 
to the press 

1st District) said the recent terrorist bombings in Taba 

Egypt were a reaction to Israeli PM Sharon\'s \"crimes\" in Gaza 
and that \"the resistance\" was capable of reaching \"anyone 
anywhere.\" IAF Secretary General Hamza Mansour called on 
Arab governments to release frozen funds donated by 
\"societies and communities\" to support the Palestinian 
people 

entering the West Bank and Gaza in support of the Palestinian 
cause. A Muslim Brotherhood statement issued prior to the 
rally condemned \"Zionist-U.S. aggression\" against the people 
in Palestine and Iraq as \"the epitome of terrorism.\" 


4. (U) In keeping with his efforts to promote moderate 

Islam 

Abdullah Abdul Muhsen Turki of the Muslim World League (MWL). 
The King highlighted openness to other cultures 

human dignity 

\"true nature of Islam. He also commended the MWLYs decision 
to form an Islamic delegation to tour foreign countries as 

positive step for \"building bridges and promoting dialogue 

in an atmosphere of moderation and toleration. 


5. (C) Islamist and Arab nationalist critics here of USG 
policy (and by implication of the GOJWs) routinely seek to 
link images of Palestinians under Israeli occupation 
Iraqis clashing with U.S.-led forces. The IAF 
well-organized critic of GOJ policy 

of peacefully remaining in public view 
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that many share but are reluctant to express themselves. 


6. (U) Baghdad minimize considered. 
HALE 
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government;\" much needs to be done on security. Arafat needs 
to delegate power to the Prime Minister. Israel complains 
about not having a negotiating partner; this issue needs to 

be resolved so Israel does not have an \"alibi\" for not 

\"trying\" to move negotiations forward. 


Taking a Swipe at Weisglass 

3. (SBU) Israel 

The recent Knesset vote against Sharon\'s Gaza plan and the 
issue of financing disengagement are causing problems in 
Israel. Solana said there could be further political 
realignment 

could be moved up from 2006 to 2005. With the Roadmap 
stalled 

(a reference to Weisglass) were \"disgraceful\" and \"totally 
unacceptable. The EU cannot accept Israel saying \"no\" to 
the Roadmap. WDishonesty doesn\'t help 

noting that the remarks in question were made by \"someone 
close to the Prime Minister.\" 


What the EU can do 
4. (SBU) Solana outlined four areas for EU action 
guided by the direction given by the Roadmap. 


-- Security: The EU stands ready to help the PA improve its 
police structure to enhance law and order and combat 
terrorism. 


-- Reform: The EU will support PA reform efforts. But the 
PA needs to carry out reform. 


-- Economic: The EU will do all it can to support Gaza 
disengagement. But 

Gaza 

part of a broader plan leading to a negotiated resolution of 
all issues. 


-- Electoral Process: The PA needs credible elections in the 
territories 

will support this so Palestinians can elect the leaders they 
want. 


Focus on 1967 borders 
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5. (SBU) Saying it was time to \"take a leap 

the \"step-by-step\" approach to Roadmap implementation had 
reached its logical end. Once the US elections are over 
continued 

implementation. For example 

of a Palestinian state yet 

\"quite clear-- the 1967 borders.\" The two parties can 
negotiate exchanges of territory as they see fit 

must be on the basis of the 1967 borders as the starting 
point. Solana concluded that it was imperative to move 
forward speedily\" to final settlement talks 

the irresponsible statements of Israeli leaders." 


Comment 

6. (C) Council Secretariat sources indicated to us in 
advance of Solana\'s speech that 

Solana would announce a major initiative 

be little that was really new. They described this as the 
result of an effort by the Dutch presidency and Solana to 
pre-empt individual member states from launching trial 
balloons of their own 

remarks or out of frustration over lack of progress on the 
Roadmap. The Israeli mission in Brussels told us today that 
PM Sharon\'s office was upset with Solana\'s remarks but 
the words of the Embassy officer with whom we spoke 
nothing much in what Solana said to get upset about -- what 
Weisglass said was inexcusable." 


7. (C) Comment continued. We interpret Solana\'s remarks as 
an attempt to pin Sharon down on whether Gaza disengagement 
is in lieu of disengagement in the West Bank 

process that could ultimately include the West Bank and lead 

to a negotiated settlement of all final status questions. 

The 1967 borders is simply the vehicle Solana chose to 

achieve this. We expect the EU will press this issue in any 
future Quartet meetings. 


McKinley 
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blamed Colombians on September 29 for ignoring the border 
problem. The Governor of Colombia\'s Arauca department 
borders Apure 

the Colombian insurgency. On October 5 

Venezuelan National Defense Council (CDN) Gen. Melvin Lopez 
Hidalgo said at a university forum on Plan Colombia that he 
suspected Colombian paramilitaries were receiving US 
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training 
Washington intended to use such forces. 


4. (C) GOV press outlets have also kept the story alive. 

The Bolivarian Liberation Forces (FBL) garnered front-page 
coverage in the pro-Government tabloid Diario Vea October 1 
by announcing they would suspend operations 

\"empire\" was blaming the FBL for its own bloody attacks. A 
pro-Chavez website on September 29 cited a joint declaration 
by Colombian social organizations blaming the White House for 
the ambush. The FARC 

the press accusing the Colombian Army. 


5. (U) The pro-opposition media 

ranchers 

government for the lack of security at the border states. 

The CD on October 8 responded to the FBL\'s article by asking 
the Attorney General\'s office to investigate links between 

the FBL 

confrontational tone 

September 30 press conference said Chavez\'s September 22 
speech to troops in Apure opened space for dialog after 28 
years of insecurity in the region. (The first kidnapping 

took place in 1976 


6. (C) A former PDVSA executive told PolOff September 29 
that the victims probably were not in the area for oil 
exploration. A larger group with seismic equipment would 
have characterized a true exploration mission 

adding that even a less formal scouting party would have had 
experienced geologists. Defense Minister Gen. Garcia 
Carneiro told the press that authorities were seeking a 
member of the group who incriminated himself in the attack 
because he fled the scene just prior to the ambush. 


7. (C) As noted by the NGOs 

of the everyday violence in Venezuela\'s \"wild west 

rarely publicized at a national level and almost never 
punished. This time 

publicity bonanza for both the GOV and the opposition. The 
opposition is using the incident to blame the government for 
harboring terrorists 
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military morale. The border problem has also become the 
latest GOV bugbear 

Venezuelan public that it has an external enemy in the United 
States 

The GOV also continues to treat the issue in attempts to 
reassure the public it controls both the border and its own 
troops. 


8. (C) The GOV\'s unwillingness to rule out the FARC as the 
culprit in these attacks suggest that the Colombian 

guerrillas really were at fault and that the GOV knows it. 

If the PDVSA official's comments and the account of the 
fleeing victim are true 

region to conduct some kind of business with one of the armed 
groups. 

Brownfield 
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Fein is in government in the south (see transcript 

Sinn Fein has long wanted such a statement 

Irish government is not in a position to put pressure on DUP 
to work with Sinn Fein if it continues to say Sinn Fein 
cannot be in government in the Republic. DFA officials say 
however 

minister\'s remarks. Rather 

the press in the same way he always responded before becoming 
foreign minister 

Irish policy. Indeed 

government emphasized that paramilitarism must end 
decommissioning of weapons must take place 

armies eliminated before Fianna Fail (the largest party in 
government) would review its current opposition to Sinn 
Fein\'s participation in government. Education minister 
Hanafin added that Sinn Fein had \"a long 

These statements aim to calm the Progressive Democrats 
junior party in the government coalition. Privately 

Fianna Fail party members have told embassy that they are the 
last party that would ever form a government with Sinn Fein. 
Opposition parties 

foreign minister\'s remarks. 


3. (SBU) Remarks by Minister for Foreign Affairs 
Ahern 


Journalist: \"Minister Ahern 
is sorted conclusively 
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accept Sinn Fein as potential coalition partners (in Northern 
Ireland) 

about Sinn Fein down South? Willthere be a change in those 
circumstances as well?\" 


Minister Ahern: \"Well we have a particular stance as you 
know well but obviously if the circumstances change 

in relation to SF going into government will change and | 
believe it is a matter of time 

that SF will be in government in the future. But until such 
time as the IRA demonstrably show that they have put down 
arms forever and a day 

reality and it\'s the same in the north as it is in the 
republic....Obviously 

come a time 

government in the repbulic as they will be in the north and | 
hope that happens in the future." 

BENTON 
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to Libya. Moscato believes the majority of boat crossings 
are organized by criminal groups charging $1 

deliver each immigrant to Sicilian shores. The new 
well-publicized policy of quick return will 

discourage other immigrants from wasting their money on a 
futile effort. 


A \"Global\" Issue 


5. (C) Despite bilateral efforts 
long-term answer to the immigration problem would require 
broad cooperation among EU countries and beyond 


between the EU and the Organization for African Union. 
Poverty rates in Africa were growing and 

stopping the refugee flow would require increased 
developmental aid to the poorer nations. He lamented the 
fact that so much EU funding is focused on cultural programs 
rather than development aid to combat what he considered a 
core security concern for Europe. Also necessary 

to Moscato 

individual EU countries and the community as a whole. A 
regularized system of legal immigration would 

reduce pressure for illegal immigrants 

crime and regularize the flow of workers from Africa but also 
Asia and South America. He noted that the EU should be 
concerned about discouraging immigration from Africa because 
many new arrivals migrate from Italy to the rest of the EU. 
However 

unified approach to immigration because of the many 
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conflicting concerns of member states. Northern tier 

countries were concerned with asylum issues; countries on the 
eastern border were focused on refugee flows from the former 
Soviet Union; only the southern tier faced the problem of 
waves of boat people arriving from Africa. 


Detention Camps/Human Rights 


6. (C) Moscato was adamant that Italy was doing all it could 

to respect the human rights of the immigrants landing on its 
shores. But he did not consider immigrants who were returned 
to Libya as being Italy\'s problem. Pisanu will discuss the 
concept of detention camps located outside of EU borders next 
week in Brussels; Italy continues to support creation of 

these centers to take the pressure off of Italy. At the 

moment 

debate about its position on the camps. Meanwhile 

a statement stressed that Libya was a signatory to the 1969 
Convention of the Organization of the African Union 
\"recognizes the Geneva Convention as a fundamental and 
universal instrument for granting refugee status 

the 1969 Convention provides for member states to co-operate 
with the UNHCR. Apparently without irony 

that Libya had held the rotating Presidency of the UN 
Commission on Human Rights in 2002. Moscato conceded that 
Libyan officials were ill-prepared to deal with the human 

rights challenge posed by these illegal immigrants 

reiterated the hope that the widely publicized program of 
returning refugees to Libya would discourage future 
immigrants and reduce the scope of the problem. In the 
meantime 

security and interests. MFA officials reporting on PM 
Berlusconi\'s latest visit to Libya (reftel) echoed the same 
sentiments. 


7. (C) Separately 

Mediterranean 

to Tripoli this week to evaluate the situation and make 
preliminary recommendations on how IOM could provide 
assistance in relocating refugees. Schatzer noted that Italy 
provides significant funding for IOM initiatives in the 

region; theoretically 

activities in Libya. 


8. (C) Comment: While Italian officials would welcome 
EU-wide solutions to the immigration challenge 

current domestic political pressure (especially from the Lega 
Nord) to take firm action and have opted first for bilateral 
measures 

opposition criticism of its new policy of quick return 
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government is stressing its commitment to protecting human 
rights and insists it is continuing to process asylum 

appeals. 


SEMBLER 
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Rosada\" to immediately take action to end the oil depot 
takeover. He stated that the original instructions demanded 
action by 1700 hours that day 

Interior Ministry contact that normal deployment procedures 
would necessitate a few days to transport the nearest riot 
control unit to Santa Cruz. He reported that the Interior 
Ministry then contacted the Argentine Air Force to provide 
needed airlift capability. Malaver ordered the riot control 

unit stationed in La Pampa to immediately mobilize for 
deployment 

equipment 

unit was airborne 

authorizing them to disband the protesters. He reported that 
by 2200 hours the unit had established a command base in 
Caleta Olivia and after coordination with local police and 
medical units 

hours. Malaver relayed that the action \"took less then 15 
minutes!" once it started. According to Malaver 

control unit was supported by a large contingent of 
provincial police 

He stressed that the unit went into action fully armored but 
without the use of billy-clubs 

stated the decision not to use billy-clubs was made to limit 
possible injury to the Piqueteros; weather conditions 
prevented the use of teargas. He reported that the 
Gendarmeria suffered two minor casualties. A Molotov 
cocktail burned one soldier and another was stabbed by the 
sharpened point of a piquetero 

reported that the protesters suffered no serious injuries. 
(NOTE: A Vintage Oil executive confirmed to ECONCOUNSs that 
the Gendarmeria had cleared the piquetero roadblock on the 
highway in Caleta Olivia 

police removed the 35 piqueteros that were occupying the top 
of one of the oil tanks in the depot 

separate actions carried out by two distinct groups). 


4. (C) Thirty-six piqueteros were detained and three remain 
in custody at present. There have been press reports and 
subsequent protests claiming human rights abuses occurred to 
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detained piqueteros 

the alleged abuse reportedly took place after the Gendarmeria 
had handed the detainees over to the Provincial Police. 

Santa Cruz Governor Sergio Acevedo told DCM that he 
suppported the law enforcement action 

conducted at his request. He also said that he had agreed to 
look into the allegations of police abuse. 


5. (C) Malaver was clearly proud of his unit\'s success 
talked at great length about the difference between the five 
Gendarmeria riot control units and those available to other 
forces. He stated that 

police forces consisting of regular duty officers that engage 
protesters individually 

his forces \"move in like the Roman Legion; they don\'t fight 
as individuals they are trained to stay together and move as 
one unit.\" He also pointed out that these five units 

located in strategic areas including Buenos Aires Province 
and La Pampa 

mission. He opined that the Gendarmeria was the only force 
that had units trained and equipped to break up protesters 
with a minimum risk of injury posed to either the soldiers or 
the protesters. The meeting with POLOFF ended abruptly when 
an aide to Malaver entered the room to remind him he had to 
leave for the airport. Malaver confided in POLOFF that he 
had been ordered to travel to Santa Cruz to start the process 
of establishing a sixth elite riot control unit to be 

permanently based in the President\'s home province \"as soon 
as possible.\" 


6. (C) After Malaver 

meeting with Hector Schenone 

charge of narcotics control 

Ministry had recently approved the recruitment of 8 
Gendarmeria over the next four years. He stated this was at 
least partially in recognition of the increased public 

security role that the force was playing 

Province of Buenos Aires. He intimated that a major obstacle 
facing the force was that its training facility was overtaxed 
with both Gendarmeria recruits and almost 400 recruits for 
the new Buenos Aires Police Force. He stated that at the 
present time only 1 

this year were in training 

the idea of provincial police recruits taking training slots 
from his force. 


7.(C) COMMENT: Although reaction to piquetero activities 
are historically much harsher in the provinces than the 
potentially-explosive Buenos Aires 

case in Caleta Olivia 

is clear that this rapid deployment ordered from the 
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President\'s office marks a much more proactive approach by 
Kirchner to protests that affect his traditional center of 

power. It is of course possible that Kirchner authorized the 
use of force because he has a higher degree of trust in the 
Gendarmeria to intervene without bloodshed than the Federal 
and Provincial Police in the Buenos Aires area. His order to 
establish a Gendarmeria riot control unit in Santa Cruz seems 
to indicate that he will not brook future piquetero protest 

in the province. END COMMENT. 


GUTIERREZ 
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celebrated 25 years of democracy. We congratulate the 
Ecuadorian people on continuing EcuadorYs democratic 
tradition with free 


Latest Electoral Developments 


9. (U) Proportional Representation: On October 12 

parties in Congress failed in a sixth and probably final 
attempt to legislate a system to allocate council seats among 
parties. The vote in favor of debate on the issue was just 
three short of a simple majority. Interestingly 

Congress members whose parties were in favor 

and PRE 

chosen earlier by the Supreme Electoral Tribunal 

the \"Imperial\" or Webster" system 

This system provides for proportional representation but is 
less favorable to the small parties than the \"d\'Hont\" system 
struck down as unconstitutional by the Constitutional Court. 
While a post-electoral legal challenge to the TSEVs selected 
system is likely 

Court to support the TSE. 


10. (U) Electoral Watchdog Upbeat but Alert: Citizens 
Participation director Cesar Montufar told PolChief on 
October 13 that his objections to the TSE decision were 
procedural in nature. Although the constitution makes it 
clear that Congress 

issue 

post-electoral challenges from small party candidates. 
Montufar downplayed his public statements warning that this 
issue could undermine the credibility of the elections 

said he expected the elections to proceed smoothly overall. 
He expressed greatest concern about the possibility for 
irregularities after the voting booths close and report their 
results to provincial electoral tribunals. His concern is 

that in some provinces (Guayas 
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tribunals might annul significant numbers of results on 
questionable (and partisan) grounds. These deliberations 
will take place outside the electoral observation process 
and could take weeks to play out behind closed doors 
said. For its part 

press conferences on election day to report on qualitative 
aspects of the process 

the mayor\'s races in Quito 

could be released late on election night or on October 18. 


11. (U) Electoral Violence: A candidate for provincial 

council in El Oro province for the PRIAN party was shot and 
killed on October 8 in Guayaquil. Press reported that Jhon 
Lamota was shot during an attempted car-jacking. A PRIAN 
party spokesman called for a full investigation of the crime 

and denounced a pattern of violence against party members and 
workers 

members (in Esmeraldas and El Oro provinces) on September 11 
and violence against another in Guayas province on August 17 
and September 25. 


12. (U) AID Candidate Fora Great Success: On October 12 
Citizens Participation and other civil society groups 
completed a series of over 50 fora for citizens to meet with 
candidates to hear about their technical and financial 
proposals. The fora were successful at better informing 
voters 

about the candidates\' platforms and encouraging civil debate 
among candidates. 


13. (U) Campaign Spending: The 45-day election campaign 
formally ends on October 14 

cease. According to Citizens Participation 

13 

exceeded legal spending limits and incumbent mayor Paco 
Moncayo is very close to doing the same. Traditionally 
violators of campaign spending limits are required to pay a 
fine after the elections. Meanwhile 

Guayaquil Jaime Nebot has publicly called on the Comptroller 
General investigate the private firm Y Interview 

by the Electoral Tribunal to monitor campaign spending. 
Citizens Participation has also asked the TSE to make public 
the data gathered by Interview. 

KENNEY 
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that in the proposed US Executive Order because it sees the 
United Nations Security Council process as providing an 
effective multilateral mechanism for freezing the assets of 
individuals and entities associated with Al Qaida 

Taliban or Usama bin Laden. 
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While New Zealand\'s legislative basis -- the Terrorism 
Suppression Act 2002 (as amended) -- is sufficient to ensure 
full compliance with United Nations Security Council 
Resolutions 1267 

further 

the proposed new US Executive Order would necessarily fall 
within the definition of those who have committed \"terrorist 
acts\" as defined in our legislation. 


End text. 


4. (C) Comment: The New Zealand government\'s response is not 
surprising and is consistent with the position it has taken 

since opposing the invasion of Iraq 

terrorist funds under the UN resolutions 

participation in Iraq\'s reconstruction: New Zealand has 

insisted that such actions be linked to decisions by the 

United Nations. 

Burnett 
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he is willing meet with any person or group who had a 
\"different viewpoint 

\"constructive;\" he would not engage with \"extremists.\" On 
China 

issues (the Spratlys) with all interested parties and not 

try to deal with invidual claimants; the same applied to the 
Paracels. Vietnam looked to other countries in the region 
for good development examples 

was China. Vietnam also wanted to play a more prominent 
role in the region 

this along; however 

United States are key. The USG sent the wrong message to 
Vietnam by failing to deal with \"negative anti-Vietnam 
elements\" in the United States 

Vietnam through the Country of Particular Concern (CPC) 
designation 

Although Vietnam sees human rights as a collective issue 
is ready to deal with \"individual cases\" raised by the 
United States. End Summary. 


OVERSEAS VIETNAMESE 


2. (U) The Ambassador 

a dinner October 13 for Vice Foreign Minister Nguyen Phu 
Binh. Binh 

Overseas Vietnamese 

visit to Canada and a ten-day visit to the United States 
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including stops in Washington 

Northern California. VFM Binh\'s purpose is to discuss Viet 
Kieu (overseas Vietnamese) issues with central and local 
government authorities 

Vietnamese descent. Binh\'s delegation will include Tran Van 
Thinh 

Community Research 

the Committee\'s Que Huong (Homeland) Journal. Both Thinh 
and Phong joined VFM Binh and the Ambassador for dinner. 


3. (U) Binh opened by explaining that the Committee on 
Overseas Vietnamese 

and has a permanent staff of 70 

for outreach to communities of ethnic Vietnamese living 
overseas through the MFA\'s missions and official media 
including the Committee\'s \"Homeland\" journal and website. 
Binh agreed with the Ambassador that the 1.4 million 
Vietnamese-Americans represented a potential bridge between 
the United States and Vietnam. Although dealing with the 
thorny issue of Vietnam\'s relations with Vietnamese- 
Americans was sometimes \"difficult 

\"things are getting better.\" For its part 

considered all overseas Vietnamese to be \"Vietnamese 
regardless of their current citizenship. \"Although the war 
divided us 

divided 

great importance to their homeland and where their 
ancestors\' graves are located 

objective is to have overseas Vietnamese return home and 
visit these graves and see for themselves the changes in 
Vietnam 

economic or other contributions\" was of secondary 
importance 


4. (U) The Ambassador noted that improved relations between 
Viet Kieu and Vietnam would have a positive impact on the 
overall bilateral relationship. Conversely 

Vietnamese-American community speaking out against building 
up the bilateral relationship could be harmful. We needed 

to have positive voices to counterbalance the harmful ones 

and to help the leaders in both countries to move the 

bilateral relationship in a positive direction. Outreach 

both by the Committee and by Vietnam\'s Ambassador and other 
diplomats in the United States 

information gap 


5. (U) VFM Binh explained that 

he would meet with anyone who is willing to discuss issues 
in a constructive manner. He would not meet with 
\"extremists 

have a \"constructive dialogue.\" Binh noted that he had met 
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twice with former Republic of Vietnam (South Vietnam) Vice 
President Nguyen Cao Ky and agreed that 

high profile visit was positive 

to develop a \"fundamental 

Vietnam\'s relationship with Vietnamese-Americans. 


6. (U) Binh explained that ethnic Vietnamese who had assumed 
different nationalities 

Vietnam 

able to purchase land and other real estate. He agreed that 

it is important to ensure that 

Americans returning to Vietnam to visit or live continued to 

rise 

govern their activities here. The Ambassador stressed that 
one of the U.S. Mission\'s primary responsibilities is to 

provide assistance to Americans in trouble. If a Vietnamese- 
American ran afoul of the law -- particularly outside of 

urban areas -- local police and other officials often are 

not aware of the need for notification 

this sometimes gives the GVN a black eye. Good coordination 
between the Mission and the GVN is the way to avoid this 

the Ambassador said. 


7. (U) Binh listened with interest to the Ambassador\'s 
listing of a number of prominent Vietnamese-Americans -- 
including a professional football player -- and agreed that 
they could play a useful role in advancing Vietnam\'s 
relations with the Viet Kieu community in the United States. 
That said 

Vietnamese back to the \"homeland;\" even if they could not 
make a \"direct contribution 

a bridge. Binh reiterated that Vietnam would not hesitate 
to talk with people of different viewpoints 

these viewpoints aare different because of a lack of 
understanding about the \"real situation\" in Vietnam. 
However 

repeated. Vietnam needs to be persistent 

a long time to win over some members of the Vietnamese- 
American community. But Vietnam has time. Some 20 years 
ago 

one year. Now the number was 360 

All of these individuals might not agree with what they see 
and hear in Vietnam 

said. 


8. (SBU) VFM Binh\'s brief also includes Asia and Africa 
issues and 
Minister Wen Jiabao\'s recent visit to Hanoi and his 
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bilateral discussions with Vietnam\'s leaders (septel). On 
the subject of the Spratlys 

was to \"put aside\" the current territorial disputes and 
focus on oil and natural gas exploration 

is a sensitive maritime area 

should discuss the issue only within the context of the 
Declaration of Conduct 

or deals only added to mutual suspicion and mistrust. For 
that reason 

deal to explore jointly the disputed area because this would 
send a signal that Vietnam sought only to take care of 
itself. The key to resolve this is a discussion among all 
the parties 


9. (SBU) Turning to tourism in the Spratlys 

although several Vietnamese tourism companies had \"noisily\" 
advertised trips to the islands 

only during April and May and there just are not the 

facilities to handle tourists. The GVN does not want to 
increase tension with China over this issue and 

did not actively discourage the companies from advertising 
travel to the Spratlys 

For now 

China had itself indicated its desire to develop tourism in 

the Paracels 

claim to two of the islands and had told the Chinese that 

for the same reason that China opposes Vietnam\'s development 
of tourism in the Spratlys 

tourism. If China wants to move forward with this tourism 

plan 

Binh said. 


VIETNAM IN ASIA AND THE WORLD 


10. (SBU) Fundamentally 

country in Asia the desire for peace and stability 

noted. In this sense 

As for an economic role model 

select the good experiences!" of its neighbors 

China 

experiences are a good fit for Vietnam because of the 
similarities of both countries\ political and economic 
systems. In terms of the development of Vietnam\'s trade 
relations 

Vietnam should not rely solely on this market. Because of 
trade disputes -- such as those involving shrimp and catfish 
-- itis wise for Vietnam to diversify its trading partners 

to lower the risks to itself. The EU 

the latter in particular because of its proximity to Vietnam 
-- are among Vietnam\'s more attractive trading partners. 
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Politically 

political bloc 

focusing on internal political matters; the sooner 

stabilized 

concerned about ASEAN stability 

members sometimes seem to be more concerned about their own 
national interests rather than those of the group as a 

whole. 


DEVELOPMENT ASSISTANCE AND TRADE 


11. (SBU) Vietnam\'s relationship with Japan is positive 
thanks in large measure to Japan\'s status as Vietnam\'s 
largest ODA provider. Binh agreed that U.S. assistance -- 
particularly in the area of HIV/AIDS prevention -- is 
significant 

and other support 

The EU had recently concluded its WTO talks with Vietnam 
and Japan had \"promised\" to conclude its bilateral 
negotiations soon. The United States and China were the 
only two question marks 

not to have \"greater requirements!" than the United States 
and the EU. WTO accession could help Vietnam to play an 
even more prominent role in preserving peace and stability 
in the region 


12. (SBU) The year 2005 would be significant because of the 
removal of textile quotas for WTO members China and India 
who stood to benefit greatly 

Vietnam\'s textile industry could \"collapse.\" This would put 
great pressure on Vietnam and would lead to increased 
unemployment. WTO accession 

would also have negative aspects 

United States will help to mitigate these downsides. 
Vietnam\'s economy could not become strong overnight 
Vietnam thus needed the \"sympathy\" of big countries like the 
United States 


USG SHOULD PROMOTE POSITIVE ELEMENTS 


13. (SBU) Returning to the subject of Vietnamese-Americans 
Binh expressed his hope that the USG would play a role in 
improving the \"atmosphere\" and promoting \"positive and 
favorable elements\" while reducing \"negative elements.\" For 
example 

element and is playing a constructive role in building the 
bilateral relationship. However 

take action against individuals and groups that sought to 

harm Vietnam 


Column 3 

United States in the eyes of many Vietnamese. Binh said 

that the GVN hoped that the USG would not hesitate in 

dealing with individuals such as Nguyen Huu Chanh and Vo Van 
Duc 

by not bringing them to justice. (Note: Nguyen Huu Chanh 

is the president of the Government of Free Vietnam (GFVN) 

an exile group which calls for the overthrow of the GVN. 

The GFVN has previously operated camps of \"freedom fighters\" 
along the Thai border 

involvement in attacks on GVN facilities in Vietnam and 

abroad. GFVN supporter Vo Van Duc was convicted in absentia 
by a Thai court of attempting to place a bomb in front of 

the Vietnamese Embassy in Bangkok. He is currently 
imprisoned in California while his extradition hearings 

continue. End Note.) The Ambassador stressed that the USG 
would take action if we had evidence of wrongdoing and urged 
the GVN to provide us with whatever information is available 

on the individuals and groups of concern. 


HUMAN RIGHTS 


14. (SBU) Binh agreed with the Ambassador that 

such as law enforcement cooperation and intelligence 
sharing 

held by some can only come through a step-by-step process. 
Vietnam\'s leadership holds many different opinions 

believe that the risks of closer relations with the United 
States outweigh the benefits. Country of Particular Concern 
(CPC) designation did not help 

served to convince some in Vietnam that the bilateral 
relationship has more negative than positive aspects. In 
the area of human rights 

countries 

the individual 

greatest number of people outweigh those to help individuals 
or small groups. That said 

pay attention to the individual cases the United States 
raised. While true that the United States and Vietnam have 
different systems 

and religious freedom are issues of serious concern to the 
American people 

resolve our differences in these areas. 


DIALOGUE WORKS BETTER THAN PRESSURE 


15. (SBU) Over time 

the United States will gradually decrease differences 
both sides need to make efforts 

small 
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States would be \"counterproductive.\" However 

States sets out to resolve bilateral differences through 
dialogue 

United States. Unfortunately 

American localities to \"prevent\" the visits of GVN officials 
have led some Vietnamese provincial officials to consider 
blocking the visits of USG officials. The Ambassador 
explained that these resolutions were a statement of local 
sentiment and had no force in law. Hopefully 

understand this and work with the Mission and Vietnamese 
local governments to ensure that USG travelers had safe and 
productive trips 

underlining the importance of dealing with Vietnam with 
\"peace and friendship." If the United States is able to do 
this 


16. (SBU) Comment: Vice Foreign Minister Binh was an easy 
and knowledgeable interlocutor whose Asia experience -- he 
was Vietnam\'s first ambassador to South Korea in 1992 -- was 
reflected in his thoughtful discussion of regional issues. 

While he might be the first to admit that his brief -- 

promoting reconciliation between Vietnam and Vietnamese- 
Americans -- is not an easy one 

mindedness in dealing with this issue will likely serve him 

well in the task ahead. End Comment. 

MARINE 
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Action Against Human Slavery.\" This conference is a direct 
result of our June Trafficking in Persons conference in 
Rome 

conference 

Ambassador John Miller 

and Combat Trafficking In Persons (G/TIP) has also been 
invited to speak at this conference and intends to 
participate. On behalf of the organizers 

University 

American Foundation 

to the Ambassador of coach-class air transportation to and 
from Rome 

has been offered to Mrs. Nicholson. 


3. On November 13 

Washington where the North American College (NAC) is 
awarding him the \"Umilta\" Award for his service as 
Ambassador to the Holy See. The award consists of a framed 
picture of the \"Mother of Humility 

the NAC. The additional flight leg to Washington is 

included in the Miami flight as it was the same cost as the 
Miami-only ticket. The NAC has offered to provide two 

nights lodging for the Ambassador and Mrs. Nicholson. All 
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travel / lodging is to be provided in kind. 


NICHOLSON 
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in its outstanding debt to the bank and the SDIF (the latter 
debt stems largely from the failure of Pamukbank 

group also owned) by shortening the repayment period from 
2011 to 2006. From the outset much speculation surrounded 
the identity of the mysterious foreign investors who were 
providing the capital that would enable the Cukurova Group to 
meet its 4 billion USD in outstanding obligations 

speculation earlier this month focusing on Central Asian and 
other unspecified middlemen. Officially 

funds was the Northway Petroleum Corporation 

paper entity whose General Manager was added to the Turkcell 
and Yapi Kredi boards earlier this fall. 


3. (SBU) Jewel in the Crown: For Cukurova 

to the deal was the ability to hold onto the 13 percent of 
Turkcell shares that the bank holds in trust against the 
group\'s outstanding debts. Under its original payment 
protocol 

billion USD in cash by the end of January 2005. The new 
protocol lengthened the deadline and provided for gradual 
release of shares as Cukurova made its debt payments. The 
company 

Cukurova) the wealthiest man in Turkey 

centerpiece 

growing interests throughout the region (including its recent 
success in a GSM license tender in Iran 

subject to review by the Iranian parliament) 

appears poised to maintain its market dominance and continue 
to grow its overall valuation. 


4. (SBU) Missed Deadline: Despite the doubts about the fund 
providers 

typical comment 

as \"positive for all the parties directly involved.\" Given 
Cukurova\'s previously spotty record in loan repayment 
however 

confidence in the plan would \"gradually increase once 
investors see a couple of regular monthly payments by 
Cukurova.\" To date 

registered. Instead 

from early September to late September 

October 11. The Group briefly claimed on October 11 that it 
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had made the necessary payment in the United States 

the Columbus Day holiday had prevented transfer of funds to 
Turkey. That claim swiftly disappeared 

group proved unable to produce a deposit receipt and as the 
funds failed to appear again on October 12. 


5. (SBU) Next Steps: Still unclear is what the next step in 
the process will be. The SDIF 

indicated that Cukurova can combine the first and second 
payment 

protocol. Both Yapi Kredi Bank and the BRSA 

said that failure to produce the money on October 12 rendered 
the revised protocol null and void. Most critically for 
Cukurova 

shares it holds as early as the end of January. Already a 
number of companies have expressed interest 
Telia-Sonera 

could assume majority control of the company by buying the 
pledged shares. 


6. (SBU) What Went Wrong: Cukurova Chairman Karamehmet is 
notoriously tightlipped 

that the group\'s unidentified fund providers balked at 
contributing once they realized that the collateral they had 
been promised fell short of the amount they were being asked 
to provide. As evidence 

had asked that bank shares be provided to them as collateral 
as well 

repayment agreement 

Turkey was open to question. In a statement late Thursday 
Cukurova claimed that the delay in payment was entirely the 
fault of its lenders 

responsibility. 


7. (SBU) Yapi Kredi Still Healthy: Both the Chief Sworn 
Auditor (bank inspector) of BRSA and Yapi Kredi executives 
told econoffs that 

is still a sound institution. One YKB executive told us the 
Turkcell shares held by YKB have appreciated in value from 
$1.5 billion to $7-8 billion over the past 2.5 years. 

Moreover 

Telia Sonera would be very interested in paying a substantial 
premium for these shares. The Sworn Auditor said YKB is 
adequately capitalized and has a good image. A second YKB 
executive worried about the effect of the uncertainty could 
have on YKB\'s image 

Chairman Bilgin in a meeting this summer. 


8. (SBU) How the Cukurova-Yapi Kredi end game plays out is 
important for several reasons. First and foremost 
Chairman Bilgin has told us privately 
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Turkey\'s major banks 

implications for the entire banking sector. YKB executives 
have told us that BRSA stays in close 

YKB management. This case is also important for the 
credibility of the relatively new leadership of BRSA and 

SDIF. Cukurova is only one of the owners of failed banks 

that the regulators--backed by the GOT--have been pressuring 
into finalizing deals to honor intervened banks loans to 

these owners\' other companies. But Cukurova is the most 
important of the remaining cases because of the large amounts 
involved and Yapi Kredi\'s size and importance. If SDIF and 
BRSA are perceived as insufficiently tough on Cukurova 

could hamper the regulators\' ability to enforce other deals 
with failed bank owners. Finally 

raises questions about the source of the funds the group is 
bringing in to make its payments. Though markets and even 
regulators seem to be mainly focused on whether Cukurova can 
come up with the money 

clear 

money laundering. End Comment. 
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Branch\" and Chapter 600 of the CMH. Ethics issues are 
discussed in consular staff meetings and individually with 
local staff during employee review sessions. 


(j) Name Check and Clearance Reviews: Namecheck returns are 
rigorously reviewed and consistent standards are applied 
when determining whether a hit warrants further action. 


(k) Visa Lookout Accountability (VLA): All issuing officers 
fully understand VLA provisions. Post submitted VLA 
compliance cable in September 2004. 


(1) Intake 

processing procedures are in compliance with department 
regulations with the exception that the physical structure 

of the Consular Section impedes FSO line-of-sight 
supervision of LES. Remodeling to provide such oversight 
has been approved for FYO5. Fingerprinting is conducted by 
consular officers. 


(m) Interview and Adjudication: All applicants for whom a 
personal appearance is required appear for interviews. LES 
review applications for completeness 

preadjudicate visa applications. 


(n) Photo Standards: Photo standards are rigorously applied 
for visa applicants. 
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(o) Review of Visa Refusals and Issuances: Visa refusals are 
regularly reviewed by supervisor and issuances are spot 
checked by same. 


(p) Visa Shopping: Consular staff are alert to possible visa- 
shopping. Due to low levels of third-country national 
applicants 


(q) Files: Consular files are being retained in accordance 
with \"Record Retention Guidelines and 9 FAM Exhibit F. 
(r) Post passport and CRBA issuances are periodically 
audited by consular manager. 


(s) Anti-Fraud Program: Conoff serves as fraud prevention 
manager and oversees LES investigators. When fully staffed 
two LES conduct fraud investigations. Conoff periodically 
validates random investigation results and requests other 
LES to investigate same case in order to compare results. 
LES staff investigations provide factual information only 

and do not influence cases in other ways. Note: Staffing 
shortages and travel restrictions due to civil war and poor 
infrastructure limit anti-fraud efforts. However 

raud work is actively supervised by an FSO. 
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a transparent government procurement and investment framework 
that can proceed with approvals far below cabinet level 

will continue to see less than optimal FDI inflows. 


5. (SBU) Despite many obstacles 
firms to achieve their goals. Below is a list of cases that 
have been supported by Post. 


Success Stories 

-- GTech 

difficulties 

to unfounded allegations of bidding improprieties. Embassy 
advocacy over the past nine months contributed to resolution 

and the planned launch in December. This $12 million investment 
is expected to produce revenues of $10 million per year starting 
the second year. 


-- Fiserv and IBM requested Embassy assistance when they felt 
they were not being treated fairly during a government-owned 
banking tender. Embassy pressure to make the choice on 
qualifications 

firms win the $10 million deal. 
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-- Commercial Lynks is the largest supplier of soybeans to Sri 

Lanka. This firm had numerous problems with a government tender 
and tariff issues 

They now are supplying to the market and the government without any 
hitches. 


-- Intervention by the Embassy 

was credited with encouraging the resolution of a labor dispute at 
Energizer 

went ahead with a new $2 million investment in the plant which 
supplies the local battery market. 


-- Colombo Copper 

Free Trade Agreement to export to India 

competitors sidestepped the value-added requirements to undercut 
prices and swamp the market. Embassy advocacy with the Ministry of 
Commerce assisted in closing down these non-compliant competitors. 


-- Working with the Department of Commerce\'s Advocacy Center 
Embassy protested against the choice of a non-competitive foreign 
firm for an ADB-funded port software project. Post\'s efforts 

with others 

favored US firms to compete fairly. 

6. (U) USG officials could cite the first three cases during TIFA 
discussions for examples of successful US business endeavors 
should also note with concern the fact that US companies continue to 
suffer frustrating setbacks 

sectors like energy. 
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prosecuting\" 

on reparations to the victims of human rights abuses. Mr. 
Amua-Sekyi stated that the report recommended reparations for 
3 

that \"the government will not go after them (the 

perpetrators) to exact justice 

conscience and faith" 

exacting justice." President Kufuor expressed appreciation to 
various institutions 

the work of the NRC. 


3. (SBU) The major opposition party 

Congress (NDC) 

as incomplete and argued that the timing of the release (less 
than two months before elections) is politically motivated. 
The Chairman of the ruling National Patriotic Party (NPP) 
told the Charg that he would try to convince the GoG to 
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hold its response until after the elections. He thought that 
there was not enough time between now and the elections to 
give full consideration to the report and that an earlier 

release would unnecessarily make the NRC report a campaign 
issue. 

LANIER 


4. (SBU) The community advocacy group 

Survival of the Ogoni People (MOSOP) 

about Shell\'s handling of the leak. Press reports stated 

that MOSOP President Mr. Ledum Mitee 

(Tuesday) containment measures had not been taken.\" He said 
that oil from the leak had reached a tidal creek and was 
threatening a large stretch of farmland. Mitee denied that 
youths prevented Shell from gaining access to the site. A 
MOSOP representative told us the spillage started on Sunday 
in at least two points. Presently 

capped and the fire put out. The MOSOP representative stated 
that the clean up process has not begun 

\"grossly inadequate\" equipment to the site. He said the 
communities remained calm during the spillage and fire 

never stopped Shell from attending to the situation. MOSOP 

is also investigating the cause of the spill. 


MOSOP: SSS Manhandled Journalists 


5. (SBU) The MOSOP representative also stated that on 12 
October 

they were detained by State Security Service (SSS) for 5 
hours. The MOSOP officials said that they were not harmed 
but that three journalists who were also arrested had their 
cameras seized and were \"severely manhandled\". 

Shell: \"Willing to Talk\" to Pressure Groups 

6. (SBU) The Shell External Relations Director indicted 
that Shell regards MOSOP as one of a variety of \"pressure 
groups.\" He indicated Shell\'s willingness to talk to such 
community groups 

discussions with them as a substitute for discussions with 
competent local and state government authorities. He also 
stated that Shell would be responding to what the company 
regarded as inaccurate statements by MOSOP in the press. 


7. (C) Comment: The leak and fire come at a very 

inopportune moment. The recent violence around Port Harcourt 
and the nationwide labor strike have tensions high and have 
generated skittishness in the international market. The time 
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of the incident might be coincidental. However 

also be an attempt by one of the militia groups to gain 
leverage and take action in talks with the Government by 
reminding Abuja that they have the capacity to realize their 
threats against production. 


BROWNE 
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generated skittishness in the international market. The time 

of the incident might be coincidental. However 

also be an attempt by one of the militia groups to gain 

leverage and take action in talks with the Government by 
reminding Abuja that they have the capacity to realize their 
threats against production. 


BROWNE 


21638 
Days\" 


The centrist 
editorial (10/14): 


\"Legislator Lee Wen-chung said a high-ranking U.S. 
defense official has given him a guarantee that so long 
as Taiwan buys defensive weapons [from the United 
States] 

Taiwan Strait if Taiwan can resist an attack for at 

least 12 days. 


\"The remark about coming to help defend Taiwan in 12 
days sounds [like he is using too conservative a time- 
frame]. The United States\’ Seventh Fleet has a carrier 
battle group stationed at Japan\'s Yokosuka port 

could rush to Taiwan\'s rescue in two days and nights. 
Besides 

Guam 

few hours. What really matters is that the United 
States\' fundamental position is very clear: the Taiwan 
Straits\' status quo must be maintained. 


\"If Taiwan did not do anything but Beijing used force 
against Taiwan 

would send its troops to help defend Taiwan. And it 
would not take 12 days. The troops would definitely 
arrive in 48 hours. It would be another story 
however 

is a democratic country 

congressional support for issues like the dispatch of 
troops to fight Beijing. If Taiwan plays with fire and 
thereby triggers a war 

obvious as to whether U.S. congressmen would agree to 
sacrifice the lives of American soldiers [for Taiwan]. 


\"Surely Taiwan needs to purchase essential defensive 
weapons to defend itself. But the purchase of 
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defensive weapons should not be made as a provocative 
move 

impractical "guarantee.\\" 


2. President Chen\'s Overture 
A) \"China\'s Inflexibility Blocks Progress!" 


The pro-independence 
editorialized (10/15): 


\". But what political dispute is left between the two 
sides once Taiwan accepts ‘one China\' and negotiates on 
that basis? In view of [Beijing\'s Taiwan Affairs 

Office Spokesman] Zhang\'s usual rhetoric 

that China isn\'t ready to deal with Taiwan in any 
manner until Taiwan acknowledges that it is part of 
China. This was 

Beijing has rejected goodwill gestures made by Taiwan. 
Under the circumstances 

why should Taiwan bother to extend an olive branch to 
China?\" 


B) \"President Chen Needs to Review His Beijing Policy\" 


The conservative 
\"China Post\" editorialized (10/15): 


Y, Chen\'s mainland policy could be divided into two 
aspects: strategic and tactical. At the tactical 

level 

to gain electoral advantage 

methods contingent on the needs of different elections. 


\"At the strategic level 

could be summarized into one of using legitimacy to 
protect illegitimacy. Under this strategy 

legitimate status of the ROC would be used as a cover 
to promote an independence agenda. . 


\"But by this time President Chen must have realized he 
cannot continue a pro-independence policy without 
provoking a strong backlash from Beijing. He now may 
have to examine carefully whether such a mighty 
neighbor who has repeatedly threatened to smash any 
moves by Taiwan to change its political status. .\" 


PAAL 
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in Vietnam. On autos 

ministries and agencies there are \"discussions 

and differences of opinion\" over the auto policy. He 
acknowledged 

special consumption tax\" because of its negative impact on 
consumers and that he \"personally\" wants to develop the auto 
industry in Vietnam. Minister Phuc also said he had asked 
the Ministry of Transportation to work with Tricore and all 
interested parties on the Hanoi Ring Road Project and that 
he hoped there would be a \"good solution" to the issues 
delaying the dissolution of the McCullagh-Krong Ana coffee 
joint venture in Dak Lak province. 


MARINE 
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Burcuoglu predicted that most Gulf states would be unwilling 
to approach Iran on its activities 

do so. Burcuoglu did not make any commitment as to whether 
Turkey would work for an OIC statement/approach to Iran 

said he would pass this request on to higher authorities. 


3. (S) However 

be able to persuade Tehran to cease and desist. Only when 
the major Shia parties in Irag--he named SCIRI and 
al-Da\'wa--or major Shia leaders such as Sistani openly 
criticize Iranian interference will Tehran even consider 
backing off. Until Iraqi Shias themselves criticize Iran 

the Iranians will exploit the perception that they have been 
invited to carry out their activities in Iraq by the 

country's Shias. Burcuoglu said he believes that some Iraqi 
Shia leaders are uncomfortable with Iran\'s unconstructive 
role 

concerns. 


4. (U) Baghdad minimize considered. 
EDELMAN 
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Spillways 1.\" 

2. Embassy understands that no assistance is necessary. 
3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 


to obtain a Spanish visa prior to arrival in Spain. 


4. THREAT ASSESSMENT: 
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In general 

other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 

opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart 

the event you are victimized by crime 

security-related incident 

Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 

the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (http://www.state.gov) and the U.S. Embassy\'s 
website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas 

threat information through its Consular Information Program 
documents 

http://travel/state.gov. In addition to information on the 

Internet 

calling the Department of State in Washington 

202-647-5225 from their touch-tone telephone 

information by automated telefax by dialing 202-647-3000 from 
their fax machine. 

ARGYROS 
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all appearances are adequately clothed and fed 

the United Nations High Commission for Refugees [UNHCR]-assisted 
repatriation program [reftel] 

U.S. or even to obtain permanent residence status in Ghana. The 
camp is regarded as one of the best administered in the region 
although some problems remain with the availability of potable 

water 


2. (SBU) In response to spectacular articles that appeared in both 

the Washington Times and local Ghanaian newspapers suggesting that 
martial law had been imposed at the Budumburam refugee camp 
Coord on October 6 visited the sprawling settlement located in 
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Accra\'s western outskirts. The reportedly \"imposing\" military 
presence consisted solely of a five-man checkpoint along the coastal 
highway near the entrance to the camp. Once inside 

life-as-usual prevailed. UNHCR Protection Officer Jane Muigai told 
Ref Coord that initially the checkpoint had caused some anxiety 
within the camp because of the refugees\' negative experiences in 
other countries with the military. She confirmed that nothing 
resembling martial law had ever been imposed upon the camp. 


3. (U) Budumburam is different from many other refugee camps 
because of the urban origin of the majority of its inhabitants. 

About 70 percent of the 42 

Monrovia and its environs; consequently 

education and income prior to fleeing Liberia. The camp 
administrator 

popularly regarded as the most \"prestigious\" destination to which a 
refugee in West Africa can aspire. 


4. (SBU) Budumburam 
criteria used to evaluate refugee camps 


SHELTER: There are some 5 

average occupancy of eight family members. Most dwellings have 
concrete floors and walls with tin roofs 

were built using wood. While not meeting the internationally 
accepted Sphere standards 

from the rain and privacy. Of the camp\'s twelve zones 

spread beyond the camp\'s traditional boundaries set by the GOG in 
1990. In two of these zones 

Ghanaian neighbors; in the third zone 

the understanding that the houses they have built will be ceded to 
the property owners when the refugees depart. Rents in the 
Budumburam area are reportedly among the highest [per square meter] 
in the greater Accra area. 


HEALTH: St. Gregory\'s Clinic continues to operate on-site; a new 
wing with three additional rooms was finished earlier this year. 
Medecins Sans Frontieres provides intermittent staffing 

additional French doctor residing full-time in the camp. The 

facility includes a lab that was added in 2002. AIDS awareness 
programs and immunization campaigns supplement the overall health 
program in the camp. Refugees pay twenty cents per consultation 
token fee that rises to one dollar if the appointment takes place 

after hours. 


Garbage collection and removal continues to be problematic 
UNHCR\'s recent purchase of two garbage trucks. A large amount of 
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refuse strewn about the camp tainted an otherwise orderly picture of 
normalcy as defined in the West African context. Moreover 

only one toilet per 50 residents 

per 22. Drainage in the low-lying camp is inadequate. Potable 
water is only available by purchasing large 

however 

has commissioned a feasibility study that could result in the 

drilling of four wells. 


NUTRITION: Ref Coord did not witness any indications of significant 
malnutrition 

bellies. On the contrary 

overweight. Earlier in 2004 

food distribution campaign targeting unaccompanied minors 

elderly 

Other refugees have the opportunity to grow small plots of 
vegetables. 


GBV: The incidence of gender-based violence has reportedly 
decreased markedly over the past year 

per month in 2003 to the current average of only one case per month. 
Unfortunately 


SECURITY: Since the UNHCR re-assumed responsibility for Budumburam 
in 1992 

neighborhood watchers. In addition to a midnight-to-5 a.m. curfew 

the camp has installed more lighting at night to enhance security 

and there is a modest Ghanaian police presence. Judging from the 

lack of complaints to Ref Coord or to UNHCR 

to have been effective in providing refugees with a secure 

environment. Privately 

that UNHCR was not offering them any salary. 


EDUCATION: There are a number of schools within the camp serving 
the 14 

school-age children do not attend classes 

percentage of non-attendance among those of high school age. [N.B. 
This compares favorably with Ghanaian school enrollment figures of 
only 58 percent at the primary school level.] At least one NGO 

offers technical training in Budumburam in fields such as carpentry 
while the German government offers 70 university scholarships each 
year. Those with the means to do so may attend Ghanaian educational 
institutions outside the camp. 


INCOME GENERATION: There are no official employment statistics 
Budumburam is a constant bustle of activity. The GOG\'s refusal to 
grant them work permits has not prevented many refugees from working 
informally as brick makers 

fishermen 

large number run small retail shops. Remittances are undergirding 
much of the refugee economy: Western Union has an affiliate at 
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Budumburam that receives USD 400 

amount going to Liberian refugees visiting the Accra branch 
according to the Agricultural Bank\'s Country Director. At one 
extreme 

cash from abroad every month and spends his time loitering at the 
camp\'s entertainment center 

the GOG allows freedom of movement 

behind barbed wire 

the camp\'s vitality. 


5. (SBU) A two-hour meeting with 30 Liberian refugees 
representatives of the refugee council and its internal security 
team 

Most refugees are taking a wait-and-see attitude toward returning 
home 

elsewhere. Some would opt for local integration 

opportunity; one refugee 

at the age of nine. He thus felt no particular attachment to 
Liberia and would prefer to remain permanently in Ghana. 


6. (SBU) The first assisted repatriation on October 1 was limited 
to a small group that had friends and relatives in Monrovia who 
could offer them immediate shelter. As the situation in Liberia\'s 
capital city improves 

continue 

as long as possible. Over the medium term 

traditional Ghanaian hospitality toward the refugee population will 
continue despite occasional grumbling. GOG expenditures on behalf 
of the refugees are minimal 

remittances -- together with the salaries and rents paid on behalf 
of the burgeoning local and expatriate staff involved in refugee 
assistance -- is considerable. 


7. (SBU) The Ghanaian welcome mat is 

over a longer period of time. Veronica Ankomah-Tutuh 

the Ghana Refugee Board and head of an NGO that offers assistance to 
refugees 

Ghanaians oppose the continued presence of refugees 

perceive - fourteen years after their first arrival in Ghana -- as 

having worn out their welcome. Thus 

is making plans to repatriate or resettle all Liberian refugees by 

the end of 2006 

population in Ghana from 48 
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some Liberian refugees to settle in Ghana 

refugees permanent residence is not in the cards and would not play 
well with the Ghanaian electorate during this election year. 


LANIER 
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membership 

proposing these reforms 

taking part in the protest announced a surge in membership 
applications in the days leading to the event. In the last 

six weeks 

Abvakabo 

applications 


4. In an attempt to address trade union concerns 

coalition government scaled back 1 billion euros of cuts to 
jobless benefits and dropped plans to raise tuition fees. 
Wouter Bos 

thought unions could achieve further reductions to the 
budget cuts ifthey maintained pressure. The government 
however 

October 4 

early retirement and pre-pension changes and declined to 
reopen discussions with unions on the issue. 


5. The coalition government is nonetheless exploring 
avenues to reinitiate dialogue and reach a compromise with 
labor forces on other points of contention. D66 (a center- 
left member of the governing coalition) parliamentary leader 
Boris Dittrich spoke October 6 with FNV vice-chairman Agnes 
Jongerius. While stressing that tax breaks for early 
retirement should be abolished 

member of coalition) parliamentary leader Maxim Verhagen 
conceded there was room for talks on shaping early 
retirement schemes for professions characterized by hard 
physical labor and under the \"life-cycle savings" plan 
which allows workers to use accumulated leave hours to 
retire early. Labor Minister Aart Jan De Geus (of the CDA) 
has suggested letting CDA State Secretary for Defense and 
Prime Minister Balkenende confidant Cees van der Knaap 
explore how the unions and the Cabinet might begin talks. 
Chairman of the Social Economic Council Herman Wijffels has 
expressed his willingness to mediate such discussions 
interim PM (and Finance Minister) Gerrit Zalm calls for his 
participation. Zalm 

market 

and the principal proponent of the budget reforms 

van der Knaap\'s involvement is a CDA initiative 

Cabinet one 


Column 3 

mediation. Even so 

probing efforts to see whether there is a basis for talks 
with the unions. Van der Knaap has started talking to the 
FNV and employers federation 

the government\'s handling of this \"non\"-mediation effort 
\"clumsy.\" 


WHAT\'S NEXT? 


6. The labor federations could join with opposition parties 
and seek to force a referendum on the early retirement and 
pre-pension changes. They would have to wait until 
parliament adopted the budget (sometime after November 18) 
and then collect more than 600 

This is unlikely. The FNV threatens to continue strikes 
particularly in the healthcare 

construction 

Although supportive of repeal of the government\'s proposed 
reforms 

and FNH 

employers in a dispute between unions and the coalition 
government. Furthermore 

would damage the country\'s competitive power 

in the end 

remain unchanged 

labor costs will only rise.\" The government could also 
negotiate. It has indicated its willingness to enter into a 
dialogue with labor and management 

to \"new\" subjects such as youth unemployment and innovation. 


7. Negotiations could forestall strikes (which are already 
diminishing public support for the unions). Negotiations 
however 

Minister Zalm in particular 

revisiting the early retirement and pre-pension proposals. 
This is unlikely given Zalm\'s strong support for the 

reforms. Trade unions 

government 

model 

trade unions may agree to the coalition government\'s plans 
to transform the early retirement and pre-pension schemes in 
return for amendments to the life-cycle scheme to reflect 
the alternative early retirement plan tabled by the economic 
policy agency (CPB). Such a resolution would give the 
scheme a collective element and expand the transition period 
for full implementation of the reforms by approximately five 
to ten years. The government would save the core of its 
life-cycle plan and shore up its position in recent 

political polls. Such a resolution would provide the 
government an opportunity to address criticism from banks 
pension funds 
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reform\'s current form only 5 per thousand workers would opt 
for the plan and the current short transition given is 

likely to create chaos. A resolution reached with the 

polder model would likewise give trade unions the impression 
that the strikes have not been in vain. 


POLITICAL IMPLICATIONS/COMMENT 


8. A Dutch opinion poll conducted after the October 2 
demonstration exemplifies the events political potential. 
The Maurice de Hond poll shows if parliamentary elections 
were held now 

government would retain only 49 of its 77 seats in the 
parliament (of 150 seats). Opposition parties with ties to 
labor - most notably the PvdA - would enjoy a substantial 
gain with the PvdA winning 55 seats (up from 42). The 
governing coalition believes significant changes need to be 
made to Dutch social policy in order to survive in the 
current competitive global economy. Therefore 

has currently ruled out negotiations over parliament- 
approved 

and worker disability schemes. Since the government does 
not have to hold elections until 2008 

steps now will lay a foundation for economic growth in the 
future - and the voters will reward it then. 


SOBEL 
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million Euros to tackle crises in third countries. EU 

Council officials summarized EU crisis-management operations 
and aspirations 

-- which might be a good partner for S/CRS -- would be set up 
by end of year. EU Council Director for Policy and Planning 
Christoph Heusgen suggested that S/CRS work together with his 
office to develop a U.S.-EU dialogue on &early warning8 
assessments of countries at risk. END SUMMARY. 


2. (C) EU Council Secretariat Director-General Robert Cooper 
(see ref C) said U.S. plans were \"highly relevant to what the 
EU wants to do but now does rather badly;\" if the 
constitutional treaty is ratified 

Minister and EU Diplomatic Service could help bring together 
\"significant political 

coordination that the EU currently lacks. Cooper said that 

at present 

management 

unit of about a dozen police officers 
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institutional framework that encompassed both the political 
authority of the member states and the Commission\'s funds. 
Until these elements existed under a single framework 
would continue to \"learn crisis management by doing 

would not be able to develop an S/CRS equivalent. 


3. (C) Other interlocutors commented on the EU institutional 
framework as well. Marc van Bellinghen 

the European Commission Office of Conflict Prevention and 
Crisis Management (Directorate-General for External 
Relations) 

Secretariat was subject to when trying to act in a crisis 
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situation: Council action requires unanimous agreement of 
the 25 member states 

situations; also 

budget (CFSP budget is 50 million Euro/year) and very little 
manpower for taking action outside of Brussels. Council 
interlocutors 

constraints under which the Commission must work: while the 
Commission has money for crisis management 

the political backing; whereas Council crisis-management 
operations are usually carried out by people seconded from 
the member states under the political control of the 
member-state officials on the EU Political and Security 
Committee (PSC) 

on-the-ground work to experts without an official connection 
to -- and without the political backing of -- member-state 
governments. 


COMMISSION MAY INAUGURATE WSTABILITY INSTRUMENT 


4. (C) Van Bellinghen acknowledged the Commission\'s need to 
\"adapt its foreign-aid instruments\" so that the EC could 
\"respond to crises in real time.\" He said that that was a 
principal purpose of the proposed streamlining of the EC 
foreign-aid system that the Commission had proposed in a 
White Paper published on September 29 (\"On the Instruments 
for External Assistance under the Future Financial 

Perspective 2007-2013\"). The proposal includes a \"stability 
instrument\" of about 500-600 million euros per year to tackle 
crises and instability in third countries. Commission Deputy 
Director-General for External Relations Michael Leigh 

affirmed that such a stability mechanism would give the EC 
more resources and greater flexibility in dealing with crises 
quickly. For the present 

authorities would be brought together under the new 
constitution in 2007 

medium-term issues 
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managed by the Council. He said he expected the Commission 
proposal to get the necessary approval of the European 
Parliament and member states 

2007. Leigh added 

would actually be made available for a stability mechanism 
could not yet be predicted. (NOTE: Van Bellinghen named the 
500-600m euro figure 

Commission White Paper. END NOTE.) 

CRISIS MANAGEMENT MOVING UP EU AGENDA 

5. (C) Michael Matthiessen 

of Civilian Crisis Management 

plans were strikingly similar to that of his Directorate. He 
said EU priorities for crisis management were expanding 
capabilities for missions in four priority areas: police 
rule-of-law assistance 

protection. He noted that the EU had succeeded in meeting 
its headline goal targets for building rapid reaction 
capacities in the four priority areas. Given expanded EU 
membership 

the available on-call pool for the four civilian headline 

goal elements and two new areas: monitoring capacity and 
staff for EUSRs. 


6. (C) Matthiesen stressed that the Council was responsible 
for not only strategic level planning 

operational conduct of EU crisis-response missions. He 
described the EU\'s three current civilian crisis-management 
missions: the EU Police Mission (EUPM) in Bosnia 
PROXIMA police mission in FYROM 

mission in Georgia. Matthiessen added that EU was 
considering or planning several future missions: (1) a 

police mission in Kinshasa to train DRC police; (2) the 
sending of police planners to Addis Ababa to help the African 
Union in Darfur; (3) an as-yet undefined civilian crisis 
management mission in Iraq (Matthiessen will go on a 
fact-finding trip to Iraq in October to assess needs for 

civilian crisis management in time for the November 5 visit 
of Iraqi Prime Minister Allawi to Brussels); (4) a possible 
police-assistance mission to the Palestinian Territories; and 
(5) a possible replacement of UNMIK police with EU police in 
Kosovo. (NOTE: deliberations on 3-5 above are in the 
beginning stages. END NOTE.) 


7. (C) Most interlocutors pointed out that crisis management 
and dealing with failed and failing states is central to the 
European Security Strategy (ESS) 

foundation of the European Security and Defense Policy 
(ESDP). An important component of the ESS is \"effective 
multilateralism with the UN at its core\" (refs B 

Against that background 


Column 3 

enthusiastically welcome an S/CRS approach 

Pascual 

Council Secretariat Policy Unit Director Christoph Heusgen 
proposed that a first step on enhancing U.S.-EU coordination 
on crisis issues could be to begin a regular dialogue on 
&early warning8 assessments 

had undertaken similar 

countries at-risk. He also referred us to the EU-UN Joint 
Declaration on Crisis Management. Jim Cloos 

Secretariat Director for UN Affairs 
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the agreement. In response to Ambassador Pascual 

for EU support to encourage concrete efforts by the UN to 

improve coordination among UN agencies involved in 

post-conflict operations 

brought into the loop in developing thoughts on how EU-UNcooperation mic 
relevant to the S/CRS approach. 


CIV/MIL PLANNING CELL: USEFUL S/CRS PARTNER 


8. (C) Both Cooper and Matthiessen suggested that the 
Council\'s incipient Civilian/Military Planning Cell (CMPC) 
could be a natural partner for S/CRS. According to our 
interlocutors 

year 

management -- including both military and civilian components 
as needed -- based on an EU watch list of potential crisis 
countries. Cooper said he foresaw the CMPC as first 
developing the capability to manage a crisis monitoring 
operation; later 

Demobilization and Reintegration (DDR) programs; finally 
even further in the future 

managing post-conflict reconstruction programs. Ambassador 
Pascual noted that the EU was aware of the U.S. position on 
EU planning capability. He welcomed 

stated role to act as a coordinator of EU civilian 

stabilization and reconstruction activities. 


COMMENT: SEEDS PLANTED 


9. (C) Since the December 2003 approval of the ESS and the 
related advent of the concept of effective multilateralism 
crisis management and dealing with failing states have been 
moving toward the center of EU foreign and security policy 
thinking. Thus 

chord. EU capabilities and resources in these areas are not 
commensurate with the EUVs economic clout or the political 
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weight of the member states 

make progress -- the proposed Commission \"stability 
instrument" and the planned Council civ/mil planning cell are 
two examples of this. Continued consultation with the EU on 
these issues could help us not only to reach our objectives 

for S/CRS 

approach to \"effective multilateralism 

ideological multilateralism of many in the EU with its 

intense suspicion of American Whegemony. END COMMENT. 


10. (U) This message has been cleared by Ambassador Pascual. 
MCKINLEY 
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and Lee Teng-hui 

KMT 

and the Presidential Office for efforts to undermine him 
even complained that they were tapping his telephones and 
conversations. 


6. (C) Wang\'s assessment of the Pan-Blue\'s election prospects 
appear to be on the optimistic end 

four percentage points higher than what other political 
observers are estimating. While most observers agree that a 
major shift in LY balance is unlikely 

that voters disillusioned with the PFP would automatically 
shift their support to the KMT. The estimate may be even 
more unrealistic 

election strategy 

However 

Pan-Blue maintaining a majority so that he can remain 
speaker 

than half full. 

PAAL 
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strike had been a success and would be suspended for 
two weeks to see ifthe GON rolls back the price 
increase on gasoline. Business was back to normal in 
most parts of the country on October 15 

strike is suspended 

larger businesses reportedly still are observing the 
stay-at-home in Delta State. 


2. (SBU) President Obasanjo\'s 32-member stakeholders 
committee 

Mantu 

several sectors of Nigeria\'s political class. One 

cause was Mantu\'s reportedly telling committee members 
that the committee was not a forum for negotiations 
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but rather for reaching solutions to discussing prices 
and a mechanism for stabilizing prices. It is unclear 
whether this committee will be a forum for resolving 
the suspended strike issue 

NLC members have not pulled out. 


3. (SBU) NLC sources said in public and private that 
they thought the first phase of the strike had been a 
success. NLC President Oshiomhole claimed 95 percent 
of union members had participated 

jubilant that so many non-NLC workers had stayed at 
home too. Even GON offices were affected. Econoffs 
going to a scheduled meeting at the Commerce Ministry 
October 14 as the strike was winding down 

arrived to find the Ministry\'s front doors locked 

because there were not enough junior staff on hand. A 
door at the back was open 

do our business. 


4. (SBU) Comment: Back-door business of a totally 
different kind has been rather the norm for resolving 
the repeated gasoline price-hike strikes of the past. 
While real bargaining went through various conduits 
some sort of public intermediary -- a committee of 
senators or governors 

stage to reach a \"resolution\" that ended the labor 
action and temporarily rolled back at least part of 
gasoline price increase. The NLCVs stay-at-home tactic 
this time seems to have been more successful than its 
demonstrations-based mass actions of the past 

The bargaining could become rougher this time or the 
resolution different 

GON adversaries. 

ANYASO 
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worst in fifteen years.\" After a slow start 

efforts stepped up dramatically during September 

745 

the sluggish donor response 

problem eleven months ago has now become a $100 million 
emergency. Thus far 

contributions 

representative and other donors 

in donor contributions 

FAO\'s response 

made. U.S. representative highlighted USAID\'s 
commitments to help address the emergency. In a private 
meeting with Diouf later in the day 

stressed that USG criticisms of FAO were aimed at 
improving the organization\'s ability to respond to the 
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present and future emergencies. Separately 

has tentatively discussed with EUCOM possible use of U.S. 
military assets in this emergency. At present we do not 
see an immediate need for such USG support 

remain in contact with FAO as it works to overcome 

initial glitches in the response effort and becomes 

better able to plan for future logistical needs. End 
summary. 


LOCUST SITUATION 


2. The FAO Secretariat characterized the current locust 
situation in the Sahel as \"the worst in 15 years 

particularly severe in Senegal 

Niger. There has been significant damage to crops and 
pastureland. A significant number of new swarms are 
forming in the above four countries 

Faso and Chad. These swarms are spreading to the north 
and west into Western Sahara 

Libya 

Guinea Bissau and Guinea. Some 3-4 million hectares are 
infested. Further details are available at www.fao.org. 


CONTROL ACTIVITIES 


3. According to the FAO briefing 

have stepped up dramatically. Since the summer 
cumulative 875 

745 

immediate objective is to protect crops 

the number of locust. Currently 28 spraying aircraft are 
operating in Mali 

Another 10 aircraft will be available in the next few 
days. 


DONOR CONTRIBUTIONS 


4. Diouf said that donor contributions have been slow to 
come in; donors are putting severe restrictions on how 
their funds can be used; and donors are not providing FAO 


with information on their contributions (including 

bilateral aid). All this has hampered FAO\'s efforts 
according to Diouf 

problem eleven months ago has become a $100 million 
problem today. Thus far 

and it is using $6 million of its own funds 

have promised another $9.5 million. The organization has 
$38 million in approved projects ready to go 

more needs to be done. (Note: these numbers 
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Diouf 

Mission obtained from the FAO Secretariat shortly 
afterwards 

indication of the current situation.) Additional 
constraints 

airlift capacity due to competing demands in Darfur and 
the Caribbean 

production 

been approved in all affected countries. 


DONORSY QUESTIONS 


5. Canada wanted to know if FAO could really use 

$60 million if it arrived tomorrow 

importance of coordination throughout the UN system. A 
WFP rep said the UN agencies were \"pulling together" in 
this crisis. Diouf pointed to the establishment of a 
coordination center in Dakar. 


6. France said that in the short term there should be 
crisis procedures in place that 

rapid transfers of credits. In the medium term 

to make sure that the Emergency Prevention System for 
Transboundary Animal and Plant Pests and Diseases 
(EMPRES) is effective. And we need to ensure effective 
coordination among all the players. Diouf agreed there 
are lessons to be learned from this crisis 

Secretariat will provide suggestions as to how to assess 
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this. He said that EMPRES worked last year when there 
was a similar outbreak in Sudan; the problem was 
contained and there were no headlines. 


7. Sweden said it was about to donate SKr 5 million 
FAO has not provided any project documents that would 
allow Sweden to use that money. Diouf responded that 
\"there is a limit to what we can do.\" All donors want 
project documents at the same time 

time to negotiate agreements with major donors. 


8. The US commended FAO staff for their hard work and 
praised the organization for providing timely warning of 

the crisis 

response thus far: (1) insufficient transparency and 

delays in use of donated funds 

establishing a coordination structure/process 

inadequate staffing in the field 

response mechanisms 

information system. (See reftels.) We also mentioned 
FAO\'s failure to use its own Emergency Trust Fund for the 
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locust crisis 

apparent inability to give us specifics of what kinds of 

aid was needed 

to our queries. We did note that there had been progress 


in recent weeks/months 

review would be important to extract lessons learned. We 
also reviewed USAID\'s $11.3 million commitment thus far 
for FY 2004-2005 

short-term emergency food aid 


9. Japan mentioned its $3 million contribution 

stressing the need for more efficient procedures 
information 

expenditures could be justified to taxpayers back home. 


DIRECTOR GENERAL\'S REACTION 


10. Diouf reacted defensively and emotionally to some 
comments made during the meeting 

rhetorical flourishes that seemed to take some dnors 
aback. He reiterated that the lag in doQor response was 
largely to blame for the cQrrent situation. He said the 
Emergency Trust Fund was only $2 million 

alreadybeen allocated to other emergencies. He said hQ 
did not understand how FAO could be more trasparent 
about funds received. He said it 7as impossible to plan 
during a crisis 

notice of anticipaed logistical needs. He conceded 
donors\' poiQt about the need for strict accountability 
aconciliatory tone 


11. e Ambassador met privatelQI Diouf. The locust eme2mary topic of cor 
in criticizingst outbreak were 

cons4improve FAOVs ability to 

o future emergencies. 


12. We have taken thQ’rtp@ 
r rack. 


13. In Septembehe possibility of 

¡QQ80LQQollowed up. We have appreciated EUCOM\'s willingness to 
assist in this effort within DOD operational 

and policy constraints. In view of the currently fluid 

situation on the ground and the apparent mismatch between 

U.S. capabilities and current needs of the international 

effort being coordinated by FAO 


foresee an immediate need for U.S. military involvement 
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in this crisis in the near term. We will remain in 

contact with FAO as it works to overcome initial glitches 
in the response effort and becomes better able to plan 
for future logistical needs. 


13. Minimize considered. 


HALL 
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concluded it was insufficient to convict him of treason. 


2. (SBU) Tsvangirai\'s defense team told the Embassy that 
Garwe had done a good job in applying the law to the facts 
presented at trial. Tsvangirai still faces an additional 
charge of treason stemming from his involvement in mass 
action last year. A court date for that trial has not been 

set and his lawyers would not predict how imminent it might 
be 


Celebration Suppressed Amid Relative Calm 


3. (U) Within an hour after the verdict was announced 
supporters began loudly celebrating in front of the party\'s 
headquarters in downtown Harare. Witnesses from the 
Embassy\'s Public Affairs Office 

headquarters 

disperse the crowd; by early afternoon the area had returned 
to ordinary business with reduced police presence. There 
have been unsubstantiated reports of isolated incidents of 
violence between police and apparently celebrating citizens 
downtown. Otherwise 

Harare reported relative calm by early afternoon 

ordinary business proceeding among a heavy police presence. 
Police were joined by military at many of the roadblocks 

along major traffic arteries as the day began. A military 

jet made several low passes over the downtown area as court 
proceedings commenced. 


Uneven Access for Diplomats 


4. (SBU) American and other diplomats attempting to cover 
the trial were initially turned away by police 

who threatened to use force to remove them. One policeman 
shoved a German diplomat several times with his baton as the 
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diplomat was leaving. South African diplomats arriving after 
Western diplomats were permitted access. Following 
subsequent efforts by the Embassy through the Ministry of 
Foreign Affairs and police contacts 

access to the courtroom 

had left. Most journalists at the scene were denied entry 
including some who claimed to have gotten explicit advance 
authorization by the police commissioner. 


Comment 


5. (S/NF) COMMENT: Zimbabwe\'s beleagured judiciary continues 
to surprise its critics with rulings against the Government. 

It is not clear whether this unexpected acquittal represents 

an assertion of judicial independence or is the product of 
executive direction. Garwe has long been painted by many as 
under Government control 

us that his ZANU-PF sympathies were constrained by his 

priority on judicial integrity. Two earlier postponements of 

the verdict's announcement suggested some wrangling over the 
verdict 

disagreements between Garwe and two independent assessors who 
had to sign off on the judge\'s assessment of the facts 

were the result of government pressure. Separate RMAS 
reporting indicates that senior security officials believed 

right up to the day before the announcement that the verdict 
was going to be found guilty. The unusual admission of some 
foreign journalists into the country specifically for the 

verdict announcment 

GOZ interest in spinning the story to international audiences 

but does not necessarily indicate advance knowledge by senior 
GOZ circles. Whether the Government directed the verdict or 
not 

vindication of the rule of law in Zimbabwe and as evidence of 

a level political playing field in the run-up to its March 
parliamentary elections. 

WEISENFELD 
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dishonouring the family through illicit affairs. 


Provocation will no longer be a defence in \"honour\" 
killings. The societal code of \"honour\" had once been 
part of the Turkish legal code and attacks on women 
were regarded as attacks on the family or as creating 
social disorder. Henceforth these are to be legally 
treated as attacks on individuals. 

THE new penal code came near to being still-born. lts 
eventual passage came in dramatic circumstances 
required an emergency session of the Turkish 
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Parliament. The government\'s earlier proposal of a 
clause criminalising adultery had brought the entire 
package of reforms under threat. The move to 
reintroduce the ban on adultery 
repealed in 1998 
fine or imprisonment provoked a wave of protest both 
within Turkey and across Europe. 


Faced with the E.U.\'s ultimatum to choose \"either 
adultery or Europe\" as the Turkish daily Cumhurriet 
described it 

on the penal code was suspended and the government 
withdrew the entire bill from Parliament after it 

became evident that a group of deputies of hardline 
Islamic orientation 

Justice and Development Party (Adalet ve Kalkinma 
Partisi or AKP) were planning to press forward with the 
clause to criminalise adultery. 


The issue continued to create a massive stir in Turkey 
for many weeks before the E.U. deadline. Prime Minister 
Recep Tayyip Erdogan travelled to Brussels for a 
meeting with the E.U.\'s Enlargement Commissioner 
Guenter Verheugen in the third week of September. \"No 
item which is not already included in the draft of the 
Turkish criminal code will be included and | mean by 
that the issue of adultery 

Brussels. From the E.U.Vs part 

declared that there were no hurdles to beginning talks 
on Turkey\'s membership 

his forthcoming report on Turkey. \"We have been able to 
find solutions to the remaining outstanding problems 
Verheugen said 

conditions which Turkey must fulfil\". 


It is unclear why the adultery issue was raised in the 
first place. It is more of a mystery given that Erdogan 
and Foreign Minister Abdullah Gul have assiduously 
worked to further the cause of Turkey\'s E.U. 
membership. Many important reforms have been initiated 
over the past 18 months in the attempt to fulfil the 
political 

membership. These include a ban on the death penalty 
changes to the courts 

code 

role in government. The Turkish military highcommand 
constitutes an independent centre of decision-making 
and the E.U. has been insisting on a much greater 
political control over the military. 


The timing of the adultery controversy 
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Turkey was on the point of getting an E.U. approval 
has puzzled many observers. Turkey has been granted 
E.U.\'s candidate-member status since 1999. Turkish 
newspapers speculating on the issue highlighted the 
Prime Minister\'s dilemma in an almost entirely Muslim 
country which looks to a future in Europe. Cumhurriet 
said that Erdogan was attempting to consolidate the 
conservative support base of the Justice Party. 
According to the daily Posta 
have to perform a difficult balancing act to retain the 
support of hardline Muslim groups after backing down on 
the adultery issue. 


THE AKP was started just three years ago. The party\'s 
roots are Islamic and it came to power in November 2002 
amidst fears that Erdogan 

impose an Islamisation programme on the country. 
Erdogan himself could not be a candidate in that 
election because of a 1999 conviction on charges of 
attempting to undermine the foundations of the Turkish 
Republic. Since that time 

learnt much from the experience of another Turkish 
Islamic party 

under Necmettin Erbakan 

to resign in 1997. 


The military remains a powerful factor in Turkish 
politics. It has seized power on three occasions since 
the 1960s in order to uphold the secular Kemalist 
state. The military regards itself as the guarantor of 
the secular republic founded early in the 20th century 
by Kemal Ataturk. It exercises power through the 
National Security Council (MGK) 

President 


The AKP enjoys a big majority in Turkey\'s Parliament. 
Its extraordinary performance was for the most part a 
result of the economic crisis of 2001 

even the middle classes for the first time 

keeping with the revival of Islamic parties in the 

country stemming from the economic crises of the mid- 
1990s. It was a time when the affirmation of religious 
values accompanied the general disillusionment with the 
corruption and bankruptcy of the old system. 


Erdogan is viewed as belonging to that generation of 
politicians that has moved a long way from its Islamic 
roots. Deposed Prime Minister Erbakan was once his 
mentor 

Erdogan when Turkey entered the era of the free market. 
Abdullah Gul 
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the AKP as a \"conservative and democratic party\". 
Erdogan himself has declared that the reforms being 
undertaken by the AKP are necessary not only for 
entering the E.U. but also for Turkey\'s own 
democratisation. 


The AKP fared very well in local elections in March 

this year 

Moreover 

sizable presence across the country. However 
continues to face opposition from the secular 
establishment 

the bureaucracy. The party\'s plans to reform the higher 
education system 

from the Council for Higher Education. 


The party now has a stronger and wider mandate across 
the country 

representative of the country\'s Anatolian majority 

which accounts for 90 per cent of the country\'s 
population. The conservatives 

Anatolia 

religious symbols like the headscarf. On the other 

hand 

Turkish state prohibits state employees from wearing 
the headscarf or turban. In fact 

the AKP could not contest the elections because they 
cover their heads. The party\'s core voters are expected 
to put more pressure on Erdogan on the headscarf issue. 
The Prime Minister will face more vigorous pressure on 
the issue from militant Islamic groups like the Milli 

Gorus 

the adultery issue. 


6. (U) Published October 14 


TITLE: ON TWENTH-FIFTH ANNIVERSARY OF WOMENVS RIGHTS 
CONVENTION 


PROGRESS 


BEGIN TEXT. The twenty-fifth anniversary of the 

adoption of the Committee on the Elimination of 
Discrimination against Women was observed at the United 
Nations Headquarters on 13 October at an event attended 
by a number of persons involved in the issue over the 
years. 


In a statement to mark the anniversary 
which elaborated the convention notes that 
years earlier 
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full equality for women both in law and in practice. 
Actual implementation of its principles remains 
inconsistent with commitments 
States Parties to key parts of the Convention continue 
to undermine its effectiveness. 


\"Discriminatory laws are still on the statute books of 
many States parties\" 

women continue to have unequal legal status with regard 
to marriage 

to economic resources. For example 

maintain discriminatory laws governing ownership and 
inheritance of land 

Discrimination against women also persists in some 
nationality laws 

their nationality to their children. 


\"The co-existence of multiple legal systems 

customary and religious laws governing personal status 
and private life and prevailing over positive law and 
even constitutional provisions of equality 

source of great concern\" 

continues. 


The scourge of trafficking of women and girls and the 
persistence or escalation of violence against women has 
been noted with concern by the Committee when 
monitoring the implementation of the Convention in both 
developed and developing countries. 


\"Although violence against women -- a form of 
discrimination that seriously inhibits women\'s ability 

to enjoy rights and freedoms on a basis of equality 
with men -- is now widely recognized as a public 
concern 

aggravated in situations of conflict and other forms of 
social upheaval such as economic and political crises\" 
the Committee adds. 


The Convention calls for the elimination of 
discrimination against women in political and public 
life 

absent 

countries. The persistence of traditions and customs 
which discriminate against women and continuing 
stereotypical attitudes towards the role of women and 
men in society are major impediments to equality and 
women\'s enjoyment of human rights. Such social and 
cultural factors take various forms in different 
countries and societies 


polygamy 
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widows 
opportunities and lack of access to reproductive health 
care for women and girls. 


The Convention 

and men 

Assembly in 1979 and is one of the most highly ratified 
international human rights conventions. Yeta 
significant number of the 178 States parties continue 
to hold reservations to key articles of the Convention. 


Although the number of reservations to the Convention 
remains a concern 

France 

withdrawn their reservations to the treaty in full or 

in part since the Fourth World Conference on Women in 
1995. Even those States expressing reservations are 
brought within the monitoring system of the treaty 

their commitment to promoting equality for women is 
subject to international scrutiny. 


The Committee on the Elimination of Discrimination 
against Women 

parties on their implementation of the Convention 
recently took action on the first individual complaint 
and concluded its first inquiry under the Optional 
Protocol. (The Optional Protocol 

force in 2000 

women to submit claims of violations of rights 
protected under the Convention to the Committee. It 
also allows the Committee to initiate inquiries into 
situations of grave or systematic violations of women\'s 
rights.) 


Many States parties have taken concrete steps to 
promote equality and eliminate discrimination against 
women 


-- Bangladesh has amended its Constitution to increase 
the number of reserved seats for women in the national 
parliament from 30 to 45; 

-- legal reform in Latvia now prohibits discrimination 
against women in the area of employment; 


-- anew national ministry in Angola has been created 
for the promotion and development of women; 


-- in Kyrgyzstan 
educational institutions have been opened; 


-- in Ethiopia 
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programmes for girls and at least 30 per cent of the 
total number of university seats are allocated to 
female students; and 


-- in Argentina 
to the Supreme Court of Justice. 


Among those who were to take part in today\'s 
commemorative event were Deputy Secretary-General 
Louise Frechette and present and past Committee 
chairpersons and members Feride Acar (Turkey); Dame 
Sylvia Rose Cartwright 

Judge and the current Governor-General in New Zealand 
Ivanka Corti (Italy); Salma Khan (Bangladesh); Aida 
Gonzalez Martinez (Mexico); and Charlotte Abaka 
(Ghana). 


NOTE: (Please address) Renata Sivacolundhu 

Department of Public Information 

2932 

mediainfo@un.org. For the full text of the 

Committee\'s statement 
www.un.org/womenwatch/daw/cedaw. For more information 
on the Convention including States parties 

reservations 

visit www.un.org/womenwatch/daw/cedaw. END TEXT. 


7. (U) Published October 7 


TITLE: EU Commission says Vyes 

BEGIN TEXT: The European Commission gave a green light 
yesterday for Turkey to open membership negotiations 

with the EU 

again 


But the recommendation by the 30-member EU executive 
carried several conditions 

of suspending talks if Ankara backtracks on democracy 
and human rights. 


“The Commission\'s response today is yes. That is to 
say 

criteria is positive 

negotiations 

the European Parliament. 


\"However 

a large number of recommendations on following up and 
monitoring the situation in Turkey 

recommendations on the conduct of negotiations.\" 

A strong Europe had nothing to fear from Turkish 
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accession 


The start of talks was conditional on Turkey bringing 
into force outstanding legal reforms 

penal code and the code of criminal procedure 

are in the works. 


Accession talks would be \"an open-ended process whose 
outcome cannot be guaranteed beforehand\" 

Commission said. It proposed no start date 

final decisions on whether and when to EU leaders at a 
December 17 summit. 

In Ankara 

foreign affairs commission 

we were expecting it. Justice has been done. We hope 
the rest will come." 


The prospect of Turkish membership 

borders with Syria 

across Europe. Public opinion is divided on whether to 
accept a large 

million with a patchy record on human rights into what 
has been a \"Christian Club\" up to now. 


Dutch Foreign Minister Ben Bot 
president of the 25-nation bloc 
to start in the second half of 2005. 


The EU executive said Turkey had made substantial 
progress in political reforms but must improve 
implementation 

and expand freedom of expression and religion 
rights for women 


\"The Commission will recommend the suspension of the 
negotiations in the case of a serious and persistent 
breach of the principles of liberty 

for human rights and fundamental freedoms on which the 
Union is based 

decide by qualified majority. 


Enlargement Commissioner Guenter Verheugen told 
parliament the recommendation was adopted by a very 
wide consensus. Commission sources said only two 
members voiced misgivings Dutchman Frits Bolkestein and 
France\'s Pascal Lamy. 


Speaking to Reuters on the eve of his outgoing 
executive\'s last major decision 

novelty of introducing such an explicit emergency 
brake\" 
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enlargement talks 
east European countries that joined in May. 


The Commission made clear Turkey could not join the EU 
before 2015 at the earliest 

to agree its budget for the period from 2014 before 
concluding the talks. 


Turkey\'s accession would be \"different from previous 
enlargements\" 

of Turkey\'s population 

economic 


It recommended that the EU consider permanent 
safeguards on free movement of workers from Turkey with 
long transition periods and \"specific arrangements\" 
before Ankara benefits fully from EU farm subsidies. 


Accession - key points of study 


Accession of Turkey to the European Union would be 
challenging both for the EU and Turkey. If well 
managed 

both. 


Ankara\'s accession would be different from previous EU 
enlargements because of Turkey\'s population 
geographical location and its economic 

military potential. 


Turkey would be an important model of a country with a 
majority Muslim population adhering to such fundamental 
principles as liberty 

rights and fundamental freedoms and the rule of law. 


The economic impact of Turkish accession would be 
positive but relatively small as its economic 

integration is already well advanced. Turkish gross 
domestic product is expected to grow faster than the EU 
average. 


Turkey to qualify for EU funds over a long period. A 
number of regions In present member states could lose 
funding. 


Integration of Turkey into the EU\'s internal market 
will be beneficial. 


Agriculture 
and one-third of its workforce 
special support. Turkish accession would help secure 
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better energy supply routes for the EU. A planned 
pipeline route carrying oil from huge reserves around 
the Caspian Sea runs to the Turkish Mediterranean port 
of Ceyhan. 


EU\'s external borders to become longer 
significant investment. Managing migration 
fighting organised crime 

drugs and arms smuggling to be eased by closer 
cooperation. 


Budgetary impact of accession can only be assessed 
later. 


Turkey\'s membership would significantly affect 
allocation of seats in European Parliament. Turkey to 
have important voice in EU decision-making given its 
population share (now 70 million). 


EDELMAN 
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security precautions in the volatile northern region. The 
potential for election fraud would be minimized 

there was always the potential for some \"die hard criminals\" 
to try to manipulate some balloting. Botwe noted that the 
fact that some people have been imprisoned for double 
registration indicates that there have already been some 
attempts at election fraud. 


6. (C) Esseku rejected opposition criticism of the NPP. He 
debunked some claims that the NPP has been deploying its own 
party police force. In response to criticism that the NPP 

has gained undue advantage from incumbency 

issues with the NPP pale in comparison with the NDC\'s abuse 
of incumbency in the 2000 election campaign. President 

Kufuor was refraining from using party colors during 
government functions. The NDC had been unable to 
substantiate its broad allegations of government corruption. 


USG Support for Parties 


7. (C) Esseku and Botwe hoped the USG could facilitate 
nonpartisan capacity building for political parities 

preferably channeled directly to the parties or through the 
Electoral Commission (not through NGOs) 

government is doing. Charge explained that the USG and U.S. 
organizations generally offer support related to the overall 
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democratic process 
development. 
Comment 


8. (C) While Esseku\'s confident predictions are 
unsurprising 

GOG intelligence service survey done in June 2004 reportedly 
predicts that the NPP will poll around 50 percent of the 
popular vote in the presidential race 

less than the party\'s internal target. Esseku admitted to 
poloff privately after the lunch that he is spending a great 
deal of time patching up divisions within the party over some 
parliamentary candidates. We were somewhat surprised by 
Esseku and Botwe\'s cynicism about election observers. It 
reflects in part a latent suspicion of NGOs. Some in the NPP 
also believe foreign election observers in the 1992 and 1996 
elections were too quick to pronounce on the integrity of 
elections which the NPP viewed as flawed. Despite this 
cynicism 

obstacles in the way of observers. 


LANIER 
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rule.\" Since reassuming the throne in 1993 

seen his power progressively eroded by powerful politicians 
especially Hun Sen 

Sihanouk apparently took particular offense when his son 
Prince Ranariddh 

away from a new power sharing formula Sihanouk had brokered 
last November. He was further disappointed when political 
leaders refused his summons to Pyongyang this spring to 
settle the political deadlock. Sihanouk has found himself 
uncomfortably marginalized. Atthe same time 

81 

doubt focused on his legacy. 


3. (C) When Sihanouk announced his resignation October 7 
many assumed it was another empty threat designed to provoke 
calls for him to assume a greater role. In fact 

seems that a tired Sihanouk was focused on using what cards 
he had left to ensure his own succession and the continuation 
of the monarchy. In recent days 

about his concerns about the strength of republic sentiment 
which exists in all three top political parties 

the royalists. Under the Cambodian constitution 

is to be elected from among members of the three royal blood 
lines by the Throne Council within seven days of the death of 
the former King. A sitting King has no inherent 
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constitutional role and there is no heir apparent. And the 
constitution is moot on what happens of the King abdicates. 

It is now apparent that Sihanouk had worked behind the scenes 
with Hun Sen and others to permit him maximum influence in 
the selection of his own successor. 


Why Sihamoni? 


4. (C) Many had long speculated that Ranariddh 

oldest son 

Sihanouk has had a rancorous relationship with Ranariddh for 
years. Sihanouk may have worried that having such an overtly 
political son as King would put the monarchy itself in 

danger. But 

Monineath 

son by her 

doubt took on even greater emotional urgency for the Queen 
with the untimely death of her other son my Sihanouk 
Narindrapong 


5. (C) Sihanouk needed Hun Sen\'s support to control his own 
succession because Hun Sen controls a majority of the seats 

on the nine-member Throne Council. Hun Sen has expressed his 
support for Sihamoni 

two reasons: first 

political experience or ambition; second 

Sihamoni puts Ranariddh 

kind of political box 

and increasing his dependence on Hun Sen. 


6. (C) At Sihanouk\'s request 

passed laws to permit election of a new King upon abdication 
and to permit election by a simple majority of the Throne 
Council 

Council by virtue of his position as president of the 

National Assembly -- could not block a vote on Sihamoni. 
Ranariddh has recently claimed his support for Sihamoni 
which Sihanouk publicly replied 

does not want to be King is lying.\" 


What of Sihanouk\'s Future? 


7. (C) Sihanouk claims he intends to live quietly in 
retirement. But no one is counting Sihanouk out yet. He has 
indicated his intention to live in Phnom Penh probably in the 
palace in close proximity to King Sihamoni. Speculation is 
that Sihanouk will seek to mentor his son as King. There are 
also rumors that Sihanouk may someday reenter the political 
fray openly 
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As far fetched as that may sound now 

first time in 1955 precisely so that he could play an overtly 
political role and become prime minister. 


And Ranariddh...? 


8. (C) Ranariddh has professed support for his brother 
Sihamoni as King and voted for Sihamoni in the Throne 
Council. Nevertheless 

Penh that Ranariddh still hopes one day to ascend the throne. 
While the selection of Sihamoni probably portends greater 
stability in Cambodia 

upon SihanoukYs eventual passing. Sihamoni has been King for 
only 24 hours 

churning out speculation that Ranariddh may still hope to 
succeed his half-brother 

abdication. 


Implications for the U.S. 


9. (C) For the time being 

negative impact of Sihamoni\'s ascension on the throne. The 
process by which Sihamoni was chosen was remarkably peaceful 
and orderly 

the same time 

He has a close attachment to France and is a French citizen 
but we are unaware of him ever expressing strong views about 
the U.S. Since Sihanouk became King in 1941 

with the palace have often been rocky or worse. With 
Sihamoni\'s ascension as King 

a new chapter with the Cambodian monarchy. 
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percent political.\" The use of SETAF out of Vicenza also had 
a political component to it 

NATO-assigned force 

Castagnetti said that military-to-military talks could go 

forward to offer recommendations to the politicians for 
decisions on Vicenza and Naples/Gaeta 

said 

required a top-down effort. A/S Bloomfield assured 
Castagnetti that the U.S. wanted to be together with Italy at 
every step. He said he was sure that together we could frame 
terms of discussion that would get us to agreement. 
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3. (S) Castagnetti replied that one problem would be 
translating the SOF concept for Sigonella into writing. If 
something is not strictly connected to NATO 

must know about and approve itin advance. SOF operations by 
definition could not be known in advance. A/S Bloomfield 
countered that SOF was not of a different legal character 
than other forces; but some exigencies required timely action 
that might not wait for formal deliberative processes. The 
U.S. was seeking Italy\'s advice 

undersood that latitude was needed to deal with crisQs we 
might face. NATO was certainly a art of the picture 

was likely to be involved at some stage in future 
contingencies 

Afghanistan). We shouldn\'t tie our hands in this respect. 
Castagnetti agreed that NATO had a role in new conflicts. 
DASD Hoshn noted that we had a close partnership in all 
dimensions with Italy in the Global War on Terror (GWOT) 
that training and other joint work would allow us both to be 
more effective. The U.S. 

agree on parameters. 


4. (S) Castagnetti asked what the projected number of SOF was 
for Signoella and was given rough estimates 

that SOCEUR would be meeting with IDGS on Oct. 7 and would 
have more detail. He said there was concern that Sicily did 

not have the right facilities for SOF 

training as it would be too visible. When DASD Hoehn 
mentioned the possibility of joint training 

intrigued 

discussion of reciprocity in training. Castagnetti said \"l 

would be the happiest man in the world if you could get my 
Foreign Minister and Defense Minister together with yours on 
this issue.\" He said Italy would be very open and 

cooperative in the continuing discussion of SOF at Signoella. 


A/S Bloomfieldthanked him for his advice and for his 
positive outlook regarding U.S.-Italian cooperation on this 
matter. 


5. (S) The Deegation was joined by Ambassador Sembler for 
heir call on Defense Minister Martino. Martino noted that 
Italy had its most pro-U.S. government since World War Il. 

It approved of U.S. goals in the GDPR and would do what it 
could 

constraints. He promised to analyze with sympathy\" U.S. 
proposals and see how he could help. He stated that any 
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approach that required modifying existing agreements risked 
resulting in less than is available now. A/S Bloomfield said 
the U.S. agreed and would not seek to re-open the existing 
agreements. 


6. (S) Martino directly stated that the only problem is 
Sigonella 

training facilities in Sicily. DASD Hoehn pointed out that 
there were other training sites in the region that could be 
used by SOF stationed at Sigonella. Ambassador Sembler added 
that there could be great opportunities for joint training 
with U.S. SOF there. Martino agreed that other training 
locations could be worked out and said joint training would 
be excellent as it would develop feelings of friendship and 
understanding of procedures 

of goodwill.\" DASD Hoehn told him that the U.S. wanted 
Allies to be inside of the transformation envisioned in the 
GDPR 


7. (S) A/S Bloomfield asked about LTG Castagnetti\'s advice in 
seeking a top-down approach on the SOF discussion. Martino 
replied that the SOF at Sigonella issue was not insoluble but 
needed to be worked carefully. Italy 

want there to be too much visibility. If the numbers were 

not large 

military technical issues related to SOF at Sigonella were 
worked out 

the GOI. He underscored that this would be represented by a 
strong and cohesive GOI and parliamentary majority. 


8. (S) Martino said Italy recognized that we faced a common 
global threat and that we were all involved. One could not 
step back and say \"let others take care of it.\" A/S 
Bloomfield added that 9/11 and developments since 
demonstrated the need to react quickly 

luxury of time for extensive debates back in capitals. The 
new environment included unpredictable dangers that required 
speed 

worse. Martino replied that speed of deployability was a 
political 

allow for rapid decision making. However 

trade-off between possibilities for quick action and 
democratic control. We all want both. \"Everyone 

\"is interested in increased usability of forces.\" He pointed 
out that Italy has been a leader in a transformation of 
usability 

significantly while increasing the number available for 
deployment outside Italy four-fold. DASD Hoehn noted that it 
was no accident that we sought to work most closely with 
countries like Italy who take the threat and the need to 
change to meet it seriously. Martino added that Italy 
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the rest of NATO 

U.S. taxpayer in terms of defense for 50 years 

over USD 750 billion in defense spending because of US and 
NATO protection since the founding of the Alliance. Now 
however 

against terrorism threats. Martino said that once the 
military-to-military work is done 

support the U.S. plans politically. 


9. (S) MFA Director General for Multilateral and Political 
Affairs Giampiero Massolo told A/S Bloomfield and DASD Hoehn 
that Italy was pleased to hear the President\'s speech on GDPR 


in August (which he said was well-received by the Italian 
public) and to have the delegation in Rome to follow up. 
DASD Hoehn asked Massolo for his sense of the way forward 
with Italy 

place and in what terms. A/S Bloomfield noted that mil-mil 
discussion on Sigonella was ongoing 

ready to provide detailed planning information for the 
consideration of the top political level. We would 

be able to be more specific soon. 


10. (S) Massolo said he could give a positive reaction and 
feedback 

understands the general U.S. perspective and considerations 
and interprets them in a positive way. He urged the U.S. to 
continue on the same public diplomacy path opened by the 
President\'s August speech. That 

support in the Italian Parliament. We would soon need to 
pass from the general to the specific and explain some 
details of U.S. thinking. Vicenza and Naples/Gaeta were 
\"certainly not problems 

on a technical level 

problematic. Plans for SOF at Sigonella would have to be 
better understood by the Italian side. Decisions about 
Sigonella would be political ones 

it must be very clear what will be said to the political 

level players. What is the aim? What does the U.S. mean by 
flexibility? What will Sigonella look like in 5 or 10 years? 
These questions 

matter goes to the political level. 


11. (S) Massolo then suggested establishing a U.S.-Italy 

working group 

and MFA perspective the content of the \"SOF package" that the 
Italians would eventually move forward for top-level 
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political blessing. He asked for the USG to send a group for 
informal and direct talks. \"We must explain that there will 

be forces hosted in Italy that will have to leave for 

missions from Italy and that it is known and understood that 
there is a procedure of informed consent for them." He asked 
to what extent the new security situation would require new 
elements in this context. He added that his presentation was 
a result of MFA/MOD/IDGS consultation. A/S Bloomfield 
replied that the U.S. was ready to support establishing a 
working group. SOF numbers would be made clear in mil-mil 
discussions. Post-9/11 the U.S. changed our conceptual view 
of national security 

non-state actors. He paraphrased Australian PM Howard 
remarks soon after the Bali bombing 

would be derelict if he knew a terrorist attack was coming 
and did not act to stop it 

territory. This notion needed to be incorporated in our 
national security concepts. It explains the need to act 
quickly. And such action must be viewed as legal and 
legitimate. We may not have time to go to the NAC or 
Parliaments for a vote. Recognizing this was sensible 
preparation for the future. 


12. (S) Massolo closed by saying Italy broadly shared the 
U.S. view of the new strategic context and the necessity for 
rapid strategic action. However 

on which to hang it. We cannot 

shared cause be made to sound illegal. Once we figure out 
how to do that 

of the machinery needs to be exposed to the public 
explanation must be waterproof.\" He also noted that Italy 
needed to do some public diplomacy work with Italians talking 
to Italians about the coming changes. He said that bases are 
seen as a contribution to stability 

commanders on the bases refrain from discussing the changes 
publicly for the time being. A/S Bloomfield responded that 
here the U.S. would follow Italy\'s lead on the process and 
thanked Massolo for his advice. DASD Hoehn cautioned that 
there may be public discussion in the U.S. of some details 
and that we would keep Italy informed about our thinking in 
this regard. Massolo said he would inform the GONs public 
affairs officers to sharpen their antennae. A/S Bloomfield 
closed the session by saying the USG would let the GOI know 
what goes up to Congress 

Sigonella issues via mil-mil channels 

team for the working group. 


13. (U) A/S Bloomfield has cleared thQs message. 


SEMBLER 
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Understanding with Private Sector 


1. Summary: The U.S. Department of Labor-funded \"Cumple y 
Gana\" project held two recent public outreach events in 
Honduras 

contents and implications of CAFTA-DR with regards to 
protection of labor rights and enforcement of labor laws. 
EconOffs participated in the program 

Minister of Labor and private sector representatives. 
Turnout was good 

the events marked a strong first step in the important 
effort of educating the Honduran public about CAFTA-DR 
correcting the many misperceptions that persist. End 
summary. 


2. The \"Cumple y Gana\" project held two recent public 
outreach events in Honduras: in Tegucigalpa on September 29 
and in San Pedro Sula on September 30. The project 

full title is \"Strengthening Labor Systems in Central 

America: Cumple y Gana (Comply and Win)\" 

U.S. Department of Labor 

America by the Costa Rican NGO FUNPADEM (Foundation for 
Peace and Democracy) and by Abt Associates. Within 
Honduras 

umbrella organization COHEP (Honduran Private Enterprise 
Council). The launch of the project in March was attended 

by President Maduro and Ambassador Palmer. 


3. While the Cumple y Gana project has various objectives 
including providing training to strengthen Ministry of Labor 
inspection services and strengthening alternative dispute 
resolution mechanisms 

increasing public awareness of the labor provisions 

contained in CAFTA-DR. Each event was attended by roughly 
75 people from the private sector - not CEOs and company 
presidents 

involved with the day-to-day management of labor issues. 
(FUNPADEM plans to hold additional outreach events aimed at 
workers and labor unions in the future.) 


4. The two key presentations at the event were delivered by 
Armando Urtecho 

chapter of CAFTA-DR 

dispute settlement mechanisms outlined in the agreement. 
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Given the low level of knowledge that prevails among the 
private sector as to exactly what the CAFTA-DR agreement 
says regarding the enforcement of labor laws 

presentations were very positively received. The average 
Honduran businessman seems to have only a vague sense that 
CAFTA-DR will reduce Honduran sovereignty by giving the 
United States the right to ultimately impose \"fines\" of USD 
15 million at will if Honduras fails to meet first-world 

labor standards. EconOffs took pains to dispel the myths 
and correct the many misperceptions inherent in this view. 
Specifically 

only the enforcement of member countries\' own labor 
legislation; requires the protection of fundamental 
internationally recognized 

in the core conventions of the ILO (International Labor 
Organization); establishes a dispute-settlement process that 
focuses on consultation and cooperation 

monetary contributions only as a last resort. 


5. At the Tegucigalpa event 

Executive Director of FUNPADEM Dr. Rodolfo Piza 

of COHEP Jose Maria Agurcia 

German Leitzelar. Leitzelar took pains to counteract the 
perception that CAFTA-DR represents a loss of Honduran 
sovereignty 

international treaties do not supersede the Honduran 
constitution 

constitution. As he often does 

that Honduras! labor legislation already protects the 
fundamental labor rights which CAFTA-DR covers 
Honduras has ratified all eight of the core ILO conventions 
(he pointedly stressed that the United States has ratified 
only two). But he urged participants to place a greater 
emphasis upon enforcement 

because it is necessary for the economic transformation of 
Honduras 

shared by all. \"The treaty is not important" 

\"what is important is our conduct and our commitment 

or without CAFTA.\" 


6. Atthe event in San Pedro Sula the following day 
EconChief represented the embassy 

was not present 

participation. The question and answer session was 
generally polite 

concerns. Many questions were technical in nature 
fielded by Urtecho of COHEP. In addition 

inquired about the \"fines\" that could be imposed 
response to which EconChief stressed the numerous other 
options for settlement of a dispute 

compensation levied would be as a last resort 
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that all funds would be directed to programs within the 
country to address the enforcement problem. EconChief also 
highlighted that the U.S. interest is in promoting regional 
integration 

improving the enforcement of labor laws 

\"punishing\" its neighbors. 


7. Asked how a developing country could afford to enforce 
\"these new laws\" 

no new laws 

its own laws. These are standards that Honduras has already 
decided are important and therefore passed into law - now it 
is up to Honduras to adequately enforce them. That said 
the USG has historically been eager to support such efforts 
in our partners 

doing so under CAFTA-DR. Again 

is to improve how the system works 

In one of the best exchanges of the morning 

member asked how CAFTA-DR would prevent corruption from 
undermining the system. Urtecho turned it back on the 
audience 

corruption. As he listed the symptoms and societal costs of 
corruption 

doing its part to combat corruption 

audience were nodding in assent. Following the event 
EconChief was approached by audience members 
interviewed by several reporters 

opportunity to set the facts straight and to promote CAFTA- 
DR as a strongly positive step for the region. 


8. Comment: Nearly ten months after Honduras\' part in the 
CAFTA-DR negotiations concluded 

among the business community 

public 

was interviewed by one television journalist who apparently 
did not realize that CAFTA-DR is distinct from the FTAA.) 
For many of those in attendance 

first time they had received a clear description of the way 
that the agreement sets out to protect and enforce 
fundamental labor rights. Further outreach of this nature 
including future events aimed at workers and unions 

of great value in counteracting widespread misinformation 
and building public support for CAFTA-DR 

prepares for ratification. End comment. 
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Ocalan on US/Kurds: Any Kurd not willing to cooperate with 
the US is a fool 

imprisoned leader Abdullah Ocalan. Ocalan told \"Hurriyet\" 
in Suleymaniye that the US has been removing dictatorships 
in the Middle East 

Kurdish problem within that framework. The founding of his 
dissident movement 

be completed by late October 

new movement would then establish ties with the US. Turkey 
is our country 

to return home 


AKP working to see Kurds in parliament: The ruling AK Party 
is seeking a formula for the inclusion of pro-Kurdish DEHAP 
in parliament without removing the 10-percent elections 
threshold 

seats of the 550-seat parliament for political parties which 
remain under the threshold. AKP aims to silence charges 
directed by EU to Ankara regarding non-representation of 
Kurds in the parliament 


More Turks killed 

group 

its website showing the beheading of a Turkish man it 
described as a truck driver who carries supplies to US 
‘crusader\' forces in Iraq. The footage shows one of the 
hooded militants beheading the hostage and placing the head 
on the body. Papers report two more Turkish truckers were 
abducted in Iraq on Thursday. 


Zana in Brussels: Former Kurdish lawmaker Leyla Zana called 
on Turkey on Thursday to begin a dialogue with its Kurdish 
minority 

criteria would otherwise be "cosmetic.Y Zana 

partly in Turkish and partly in Kurdish to the European 
Parliament 

implementing basic human rights standards it must meet to 
join the EU. `The Turkish government must include in its 
agenda the democratic solution to the Kurdish issue by 
giving it a proper name 

broadcasting and education have been lifted during Ankara\'s 
drive to join the EU 

and is still too frightened to identify the problem 

emphasized. 


Gang boss extradited to Turkey: Convicted Turkish 
underworld boss Alaattin Cakici 

corruption and extortion 

Turkey on Thursday. Cakici previously served sentences for 
‘forming and directing a gang to commit crime. Austrian 
police captured him in July 
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Turkey. He was atthe center of a 1998 scandal over the 
privatization of a state bank 

toppling of the government of then-prime minister Mesut 
Yilmaz. Recently 

with intelligence officials triggered investigations against 

the top judge of the appeals court. 


EDITORIAL OPINION: Afghanistan; Election 2004 


\"What Type of Democracy?\" 

Sami Kohen remarked in the mass appeal Milliyet (10/15): 
\"The Afghanistan election is over. Iraq is preparing for a 
general election process for the first time in the post- 
Saddam era. Saudi Arabia is also going to hold a local 
election for the first time. These are nice events 

what extent can we possibly callthem democratic? The fact 
of the matter is that none of the three examples bears any 
resemblance to Western-type democracies. Yet we should take 
into account the fact that none of these countries has any 
democratic tradition 

of democracy. Elections are taking place either for the 

first time or in the midst of chaos and anarchy. Thus it is 
easy to be cynical regarding the elections in these 

countries. . Given the circumstances 

to expect a Western-style democratic outcome and election 
process overnight in Iraq 

most important gain is that these nations are on their way 
towards democracy. This might be a rocky and thorny road. 
But their determination and will for democracy does matter." 


\"Why Americans Continue to Believe Bush?\" 

Haluk Ulman commented in the economic-politic Dunya (10/15): 
\"The problems created after the intervention in Iraq are 
increasing every day. The Bush administration brought 
uncertainty to Iraq and the whole region\'s future 

should be of direct concern to Turkey. . There is no 
encouraging development regarding the fight against 
terrorism either. President Bush is only fooling himself by 
saying that the US managed to land a serious blow against 
international terrorism with the occupation of Iraq. The 
occupation in fact helped Al Qaida grow even more. . Despite 
many blatant mistakes by the Bush administration 

opinion polls in the US indicate continued support for Bush. 
The American electors are brain-washed by the neo-con- 
manipulated media. Therefore at least the half of the US 
voters continue to believe whatever Bush says. It remains 

to be seen how long this will continue." 


EDELMAN 


Column 3 

21665 

21666 

Avoidance of Incidents\" in the disputed territorial waters of 
the northern Adriatic. On September 30 -- the day Slovenian 
FM Ivo Vajgl announced Slovenia would present its proposal -- 
the Head of EU Politics at the Croatian MFA told us he had 
heard of the proposal only from the newspapers and that he 
had no meetings scheduled with the Slovenian Embassy in 
Zagreb. At the October 14 meeting 

that they have not/not received such agreement from the GoS. 


5. (SBU) Our MFA contacts stressed that Croatia will not use 
its recently-proclaimed Fishing and Environmental Protection 
Zone (FEPZ) to press its case on the maritime boundary 
(reftel B). The FEPZ and maritime boundary are completely 
separate questions 

officials have employed rhetoric equating the FEPZ with 
territorial expansion. The FEPZ lies well south of the 
disputed area. 

DELAWIE 
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(C) PolMilOff delivered reftel demarche to MFA Acting 
Nonproliferation Director Joan Wiegman on October 14. 
Wiegman said the Netherlands\' delegation to the UNFC in New 
York has explained that the GONL is \"rather satisfied" with 
the current draft of the New Agenda!" resolution. She said 
that if it remains in its current form 

support it. PolMilOff pushed back with reftel points 

that the draft was not balanced and placed too much focus on 
nuclear weapons states. PolMilOff also stressed that 

divisions between allies on this issue were not helpful going 
into the 2005 NPT RevCon. Wiegman claimed there was more 
support among allies for the new text 

internal reporting which suggesting the Norwegians and 
Australians see the current text as a big improvement. 
Comment: Post will elevate this issue with the GONL here 

and believes it would useful to also raise again with the 

Dutch delegation in New York. End comment. 

SOBEL 
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remarks condemning the human rights situation in Burma and 
the Burmese response were not pre-choreographed 

that Luxembourg PM Juncker stepped in for the ailing Dutch PM 
Balkenende had no apparent impact on the substance or tone of 
the event. End Summary. 


2. (C) MFA Director of Asian Affairs Robert Milders told 

poloff October 14 that the Dutch were satisfied with the 
results of the October 7-9 ASEM summit in Hanoi. He said 
that FM Bot had gone to ASEM with a primary intention of 
speaking out about the Burmese political and human rights 
situation 

the paragraph about Burma that ultimately appeared in the 
ASEM Chairman\'s Statement (see reftel). Beyond that 

said 

other than the exchange about Burma the whole meeting had 
been pre-negotiated. Separately 

his biggest worry in the leadup to the ASEM Summit had been 
how to handle the last-minute substitution of Luxembourg PM 
Juncker for Dutch PM Balkenende in the EU Presidency seat. 
Milders said that he had had to draw on his 30-plus years of 
diplomatic experience to convince FM Bot and others in the 
ministry that this development would not undermine their 
position or disrupt the carefully choreographed Dutch 
strategy for the meetings. In the end 

substitution worked without a hitch. 


3. (C) On October 13 

Kelkas provided additional details of the Burma discussions 

at the summit. Kelkas said that Juncker made a statement in 
the opening session of the summit condemning Burma\'s internal 
political and human rights situation 

by Dutch FM Bot and then representatives from the EC 

UK 

condemned Burmese handling of the National Convention and 
treatment of National League for Democracy 

release of Aung San Suu Kyi and other political prisoners 

and pushed the Burmese to allow entry to the Special 
Representative of the Secretary General and NGOs. While the 
majority of Asian members did not comment on the issue 
Japanese Prime Minister reportedly asked Burma to make a 
\"more serious effort" as a member of ASEM to deal with human 
rights concerns. Burmese representative U Tin Winn responded 
that Burma is following its Seven Step Roadmap to Democracy 
but argued that it is a \"delicate process. He asked other 
states not to \"rock the boat\" by applying sanctions. Winn 
further commented that tne NLD \"was invited\" to participate 

in the reconciliation process 

participate and instead \"had chosen to live in a cocoon.\" 


4. (C) According to Kelkas 
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Ministerial meeting with China 

to continue pressuring Burma. China reportedly responded 
that it was prepared to do so 

should continue to press Burma for change. 


5. (C) In a separate meeting with POLCOUNS on October 14 
Jaap Werner 

Department 

meeting had moved quickly to impose additional sanctions on 
Burma in response to the Burmese government\'s failure to make 
any progress on human rights. Werner stressed that the Dutch 
Presidency had worked hard to ensure that the EU presented a 
united front at the ASEM summit 

GAERC to adopt the new measures \"automatically\" rather than 
leaving the issue open to additional discussion. 

SOBEL 
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primarily state officials. He has sought the assistance of 

the ICTY Registry and has asked the officials\' respective 
governments to ensure their cooperation 

the trial chamber that the process is now beyond his control. 


6. (SBU) Kay also used the status conference to combat false 
statements about the conduct of the trial. The first was the 
allegation that defense counsel had bought the witnesses who 
have so far appeared. Calling it \"ridiculous 

elicited a joke from Judge Robinson about the amount of money 
the defense team has. But he went on to address a more 
pervasive story circulating: that Milosevic has instructed 

his witnesses not to appear. Of the witnesses who have 
appeared 

testify by Milosevic. Prosecutor Geoffrey Nice objected to 

this point 

expressed his wish that his witnesses not appear. Nice went 
on to encourage the court to pose the question directly to 
Milosevic so that he might set the record straight. The court 
did not respond to this suggestion. 


7. (SBU) Given the chance to speak at the status conference 
Milosevic railed against his counsel and the court 

his counsel's examination of the witnesses was inadequate and 
that the court\'s order to impose counsel had no legal 

validity Wexcept here 

respected.\" Judge Robinson responded sternly 

Kay\'s examination were on Milosevic\'s head because Milosevic 
was each time given the opportunity to question the witnesses 
and each time refused 

was \"beyond his comprehension.\" In response to Milosevic\'s 
protest that the entire examination was so lacking that he 
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could not fix it with a few questions 

responded strenuously again 

Milosevic\'s prerogative to instruct Kay and build the case as 
he sees fit. 


8. (SBU) Kay is in the process of preparing applications for 
compulsory orders to compel witnesses to testify (i.e. 
subpoenas). He informed the court that he hoped to file the 
applications on Thursday 

the possibility of a hearing on the matter on Monday 

18. 


9. (C) Comment: The Milosevic defense case picked up this 
week just where it left off a month ago: a marginal witness 
defense counsel 

bringing witnesses to The Hague 

that he is being denied his rights 

trial chamber 

prosecution team\'s private predictions of an early conclusion 
to the case appear reasonable. The one thing that could 
change the equation is the appeals chamber: if 

the chamber upholds the imposition of counsel (as is widely 
expected) but modifies the modalities 

control over his defense 

agree to participate. The public hearing by the appeals 
chamber next week may shed some light on its thinking 

the future course of this trial. End comment. 

SOBEL 
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no live viruses are injected 

research nurse Armstrong Makhofola. The stigma associated 
with joining an HIV vaccine trial remains a big challenge. 

In addition 

stringent eligibility criteria 

certain age group 

of education 

contracting HIV 

near future. Phase | trials in Durban and Soweto will end 

in mid-2005. These results will dictate whether the research 
can move into its second and third phases. The main 
objective of Phase | trials is to test the safety of the 

vaccine prototype. They will also determine its possible 
side effects. Despite being in the early stages of the 

first phase of trials 

to have strengthened immune response 

candidate-vaccine had also not shown any unexpected side 
effects so far. The next phase will focus on maintaining 

the safety level of the vaccine 

dosage and method of administering the vaccine. The third 
phase involves tens of thousands of participants to assess 
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whether the vaccine pre-vents natural infection from HIV. 
Source: UN Integrated Regional Information Networks 

5. 


Auditor Criticizes Health Department for Lax Funds 
Allocation 


4. Auditor-General Shauket Fakie has criticized the Health 
Department for paying out billions of rands in conditional 
grants to provinces and then failing to follow up on how 
these funds were spent. Fakie qualified the department\'s 
annual report tabled in Parliament yesterday 

were fundamental deficiencies 

law 

the health department did not verify or follow up on all of 
the payments it made to provincial departments amounting to 
R7 billion ($1.1 billion using 6.5 rands per dollar) 

91.4 percent of the department\'s budget for conditional 
grants to the provinces. \"The act requires funds to be 
withheld when significant under spending and the no 
achievement of objectives occurs. It was noted that 

spite of the grants being under spent 

made. In 18 instances 

amounting to R279 million occurred in the provinces on the 
various programs 

Health Professions Training and Development conditional 
grant of R1.8 billion was inadequate in Gauteng 

Eastern Cape 

transfers conditional grants to the provinces for combating 
HIV/AIDS 

hospital management 

the department transferred R110 million to non-governmental 
organizations and failed to ensure that audited statements 
for the use of the money were provided 

were effective financial management and control systems in 
place at the organizations. Source: Business Day 

8. 


Africa\'s Countries Lack Vitamins 


5. Itis estimated that vitamin and mineral deficiencies 

are costing sub-Saharan economies more than $2.3 billion a 
year in lost productivity. Iron deficiency alone costs South 
Africa 0.4% of its gross domestic product. A report 

released by the World Health Organization 

Initiative 

Alliance for Improved Nutrition and the Development Bank of 
Southern Africa (DBSA) finds that adding essential vitamins 
and minerals to foods regularly consumed by a significant 
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proportion of the population can cost as little as a few 

cents per person per year. In South Africa 

that 37 percent of children under the age of five suffer 

iron deficiency; 160 

severe mental impairments; and about 26 percent of women 
between the ages of 15 and 49 have iron-deficiency anemia. 
Also 

because they lack vitamin A. In May 2002 the United Nations 
General Assembly agreed that the elimination or reduction of 
vitamin deficiencies should be one of the principal goals of 
development to be achieved early this century. Almost two 
years ago South Africa joined a global initiative to fortify 

flour with iron and folic acid and vitamin A 

million a year over the next five years. South Africa 

iodizes 62 percent of salt sold 

5800 children and prevent 3400 birth defects a year. In 
South Africa 

subclinical vitamin A deficiency. Source: Business Day 
October 8. 


Western Cape\'s HIV/AIDS Antenatal Survey Results 


6. Western Cape\'s latest antenatal survey reveals that 13 
percent of pregnant women attending public health facilities 
have HIV (up from 12.4 percent in 2002) and that teenage 
infection rates have been increasing by 1 percent annually 
with 8.5 percent of all pregnant 15-19 year olds having HIV. 
52 percent of districts reported HIV prevalence rates of 
greater or equal to 10 percent. There had been a rapid rate 
of increase in urban settings 

province\'s populations reside. The HIV prevalence rate in 
the under 20 age group has continued to rise consistently 
over the last eight years with the rate highest among 
younger women. It continues to increase rapidly among 15 to 
24 year old women. The district with the highest infection 
rate is Gugulethu/ Nyanga 

women are infected. The Western Cape has the lowest HIV 
prevalence of all provinces and around one-third of that of 
KwaZulu-Natal. To combat the rise among teenagers 
Health Department is planning peer education programs in 
every high school this year. Around a quarter already run 
these programs. The survey showed that: (1) The districts 
with the highest prevalence were Gugulethu/ Nyanga 
percent prevalence 

(19 percent) 

Plettenberg Bay area (15.6 percent); (2) there were fewer 
infections in rural (8.3 percent) than in urban (14.7 

percent) areas 

between Plettenberg Bay and Cape Town; (3) lowest infection 
rates were found in the Klein Karoo (5.4 percent) 
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Central Karoo (6.5 percent) 

and Blaauwberg (4.4 percent); (4) the epidemic in the 
Western Cape is around five years behind the national 
epidemic; and (5) the HIV infection rate of the total 
population in the Western Cape is probably half that of 
pregnant women at around 6.5 percent. The evidence 
indicates that the largest risk group in our province is the 
under-20s. Source: Cape Times 

October 7. 


Health Finance Chief Outlines Action on Health Funds 


7. The Health Department\'s chief financial officer 

Muller 

oversee the spending of billions of rands given to provinces 
as conditional grants 

taken to address the problem. Muller\'s comments came after 
auditor-general Shauket Fakie\'s damning report on the Health 
Department\'s spending 

report was tabled in Parliament (see above article). Muller 
provided the parliamentary portfolio on health with details 

of the department\'s R172 million under spending during the 
2003-04 financial year 

complement would be strengthened to improve financial 
monitoring. Co-ordination with the provinces would also be 
improved 

financial officers gathering 

minister and the nine provincial ministers and meetings of 

the provincial heads of health. Regarding the lack of 
oversight for nongovernmental organizations (NGOs) that 
received funding from government 

difficult to obtain financial statements from NGOs that 
received once-off funding. Those requesting more funding had 
to provide financial statements and audited reports. 

Source: Business Day 


HIV Crisis Among South Africa\'s Health Workers 


8. October\'s issue of South African Medical Journal 
published an article showing a high prevalence rate of 
HIV/AIDS of health workers in KwaZulu-Natal 

Mpumalanga 

respondents 

the four provinces had HIV/AIDS in 2002. The authors said 
the high HIV prevalence among health workers had serious 
implications including increased absenteeism 

that non-infected workers had to compensate by working much 
harder 

a stratified cluster sample 
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facilities in the country that represented the public and 
private health sectors in Free State 

Natal and North West. The sample was designed to obtain a 
representative 

and nonprofessional health workers 

comprising workers in four provinces tested for HIV. Among 
younger health workers 

higher. The group 

HIV prevalence rate of 20 percent. About 20.3 percent of 
nonprofessionals were infected with HIV 

of professionals were HIV-positive. Black health workers 
had a much higher HIV prevalence than other race groups 
however caution needed to be exercised in interpreting the 
results 

were too small to yield meaningful results. Source: 
Business Day 


South Africa\'s Risk Behavior 


9. Results from Durex\'s eighth annual online global sex 
survey 

participated 

sexual behavior. 

While 78 percent of South Africans are seriously concerned 
about HIV-Aids 

partners whose sexual history they do not know. The survey 
showed that of the South Africans who completed the 
questionnaire 

education. The survey is internet-based with 350 
participating from 41 countries. Source: SAPA 
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of a Cyprus agreement 

its room to make Aegean concessions. We defer to Embassy 
Athens 

shared by UK Ambassador Westmacott 

Aegean agreement without a Cyprus settlement will face tough 
criticism at home and make it harder for the GoG to advocate 
Turkish EU accession in December. End Comment. 
EDELMAN 
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Government 

fulfill its CO2 emissions targets under the terms of the 
agreement. Rivera (please protect) said that the previous 
center-right Aznar Government found Kyoto \"inopportune\" and 
had thus \"parked\" any serious effort to meet Spain\'s target 

of limiting CO2 emissions to 15 percent above 1990 levels. 
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Instead 

arrived to the level of 40 percent over 1990 levels. By 

contrast 

Zapatero Government views Kyoto compliance as one the 
principal planks of its \"return to Europe strategy.\" (Note: 

During the election campaign 

criticized Aznar\'s emphasis on strong ties with the U.S. and 
made several gestures toward France and Germany immediately 
after taking office. End Note.) 


2. (U) Rivera acknowledged that it would be \"very difficult" 

for Spain to meet the 15 percent above 1990 levels target 

but that Zapatero and the rest of his cabinet were determined 
to do the best they could to limit CO2 emissions. The first 

part of the Government\'s compliance strategy was to complete 
its National Emissions Compliance Allocation Plan 

required by EU Directive 87/2003. This was submitted to 
Brussels in September (Ref A). The second step was to create 
a National Emissions Rights Register which allocates CO2 
emissions rights to the sectors of the economy covered by the 
EU Directive. Requests for emissions rights were required by 
September 30 and the Environment Ministry is in the process 
of finalizing the register. Both steps will allow Spain to 
participate in the EU\'s CO2 trading regime which will debut 

in January 2005. 


3. (U) The harder part of the equation 

is not the bureaucratic framework but instead the 
industry/government reform and transformation required to 
actually reduce CO2 emissions. The Government\'s strategy 
focuses on three areas: (1) significantly reduce the amount 
of electricity generated by burning coal (replacing it with 
natural gas combined cycle\" generation); (2) reform tax 
policy to encourage greater energy efficiency; and 

multiple tools available to government to greatly increase 

the percentage of energy generated by renewable energy 
sources. Rivera stressed that all three areas required 
significant inter-ministerial coordination and that this was 
already under way. She noted that Minister of Economy and 
Treasury Pedro Solbes 

strings 

however 

the cooperation of Spain\'s autonomous regions and that 
efforts to get them on board were only now getting underway. 


4. (U) Rivera said the goal of the above strategies was to 
reduce CO2 emissions from the current 40 percent over 1990 
levels to 24 percent over 1990 levels by 2012. The remaining 
nine percent required to meet the 15 percent over 1990 target 
would be obtained via domestic carbon sink credits (two 
percent) and credits obtained on the international market 
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(seven percent). Rivera said Spain would not limit itself to 
credits obtained on the soon-to-be-born European CO2 credits 
market 

September Spain-Uruguay greenhouse gas emissions reduction 
MOU (Ref B) would be replicated with other nations and would 
provide Spain with significant credits. Rivera also noted 

that Russia\'s October decision to ratify Kyoto should serve 

to depress the price of emissions credits 

Spain\'s efforts to acquire credits on global markets. 


5. (U) Rivera stressed that Spain recognizes that any 
serious/successful effort to address the problem would 
require attention to the 60 percent of traditional Spanish 

C02 emissions not covered under the National Emissions 
Compliance Allocation Plan. Her office was working on a new 
plan for these non-covered sectors as well. She concluded by 
asserting that the many voices in the private sector had 
exaggerated the economic costs to Spain entailed by Kyoto 
Compliance. Rather than focusing on purely business costs 
the new government believes a serious effort to comply with 
Kyoto could actually help induce a \"technological revolution\" 
in Spain 

in turn have a long-term positive impact on the economy. 


6. (SBU) COMMENT: Rivera 

clearly a \"true believer\" in Kyoto. We think she provided an 
accurate snapshot of Zapatero\'s intentions vis-a-vis Kyoto. 
But this government is young and inexperienced and still 
faces tough tradeoffs further down the road. Opposition from 
within and outside the government will certainly grow once 
the economic costs of Kyoto compliance become more apparent. 
That said 

Spain from continuing as an EU \"outlier\" with respect to 
Kyoto compliance. He takes this \"return to Europe\" stuff 
seriously and likely believes that Kyoto is one litmus test 

of his Government\'s Europeaness (sic). 
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is very useful to start thinking about the other half 

what happens if and when the BOG decides to refer the matter 
to the UNSC. He thanked the US for taking on this role and 
elaborating possible options at the UN. He expressed his 
personal concern 

the issue that will mean the end of the IAEA process 

although the IAEA would still have a role to play. 


2. (C) Responding to Poloff\'s inquiry regarding the status of 
the EU-3 initiative 
GAERC 
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continue their efforts along with EU High 
Representative Solana. For the moment 

not be expanded to all 25 EU member states. 
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admitted that the wording in the bilateral agreement on this 
question is confusing and could be open for review. 


3. (U) A/Ecmin pointed out that Alitalia and Air France had 
advertised their codeshare arrangement from Linate via Paris 
as a trans-Atlantic service of exactly the kind Italy was 
denying to U.S. carriers. Sansone said his office would once 
again examine how Alitalia and Air France were advertising 
these flights 

the Alitalia-Air France arrangement to be simply a code-share 
on an intra-EU Milan-Paris flight. 


4. (U) Sansone had no substantive comment when A/Ecmin noted 
that the continued existence of a discriminatory regime at 

Linate could lead the U.S. to take countermeasures. We 
emphasized that the U.S. continued to hope that such a 
development could be avoided. 


5. (SBU) Comment: We believe the GOI is sticking by its guns 
(despite the double standard on the Alitalia-Air France code 
share) because Italian authorities fear that more codesharing 
will further drain traffic from Milans Malpensa airport 
designated airport for inter-continental traffic (and also 

much farther from Milan than Linate Airport). The GOI also 
has an interest in maintaining Alitalia\'s competitive 
advantage in Milan at a time when Italy\'s flag carrier is 
restructuring after a brush with bankruptcy last month. Given 
the GOl\'s currently intransigent position 

officials may wish to consider a face-to-face meeting with 
Sansone to attempt to reach an understanding on the issue. 
End comment. 
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Panamanian has ever been arrested for drug trafficking.\" The 
SMN marines compared themselves to U.S. Marines and presented 
themselves as part of the U.S. drug enforcement effort. Lt. 
Franco pointed out some of the limitations of the Panamanian 
marine team in that each one earns about $300 monthly before 
taxes 

equipment. He noted that while motivated 

often under-equipped and SMN patrol boats frequently cannot 
respond due to lack of fuel. Despite these shortages 

said 

scourge affecting both the USG and GOP 

them 

continued seamless support for counter-drug operations which 
cost them fuel and human resources that are in critically 

short supply. 


5. (C) Panama PPF conduct detainee transfers with 
professionalism and little fanfare. They have been well 

trained. Embassy has used IMET funds to train SMN Marines in 
the U.S. Also 

training sessions locally via ODC 

breadth of training is now paying big dividends as visiting 

USG teams often comment on the PPF 

proficiency and law enforcement knowledge. Law enforcement 
officials working in Panama enjoy the close proximity between 
the SMN base (former Rodman Naval Base) and Tocumen 
International Airport. Continuous governmental support and 
the professionalism of the public forces contribute greatly 

to the success of this on-going counter-drug operations. 
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future." The happiness comes from the fact that the 
population feels that as a result of the departure of 

the forces of ex-RCD/G commanders Jules Mutebutsi and 
Laurent Nkunda in June 

largely liberated from the Tutsi politico-military 

domination that they have been experiencing since 
Banyamulenge forces entered the town in 1996 during 

the \"first\" war (which ousted Mobutu and installed 
Laurent Kabila). Though there remains an RCD/G 
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appointed Tutsi Vice-Governor 

city for the moment seems to be in the hands of the 
Kinshasa-appointed governor and regional military 
commander-an impression reinforced by the presence in 
town of many new troops sent from other parts of the 
country 


5. (U) Bukavuans\' anxiety about the future is due to 
uncertainty that the present situation can last. It 

is clear in the speech of virtually everyone in the 
town that they do not consider the war to be by any 
means yet over. Specifically 

will let Bukavu remain largely \"independent\" of its 
control 

at some point in the near future. In particular they 
are worried that the international community will 
pressure the transitional government in Kinshasa to 
bow to Vice President Ruberwa\'s demand that 10th 
Regional Commander Mbuza Mabe be replaced. General 
Mabe is viewed by the population of Bukavu as the 
savior and protector of the city and is thus very 
much a popular local hero. The population is afraid 
that if he is replaced 

RCD/G and Rwanda domination 

take over. 


6. (U) USAID Reps inquired as to whether there were 
any ethnic Tutsi remaining in Bukavu 

Banyamulenge had fled to Rwanda during the May crisis 
in Bukavu. Interlocutors reported that there are a 
handful of government-loyal Banyamulenge soldiers 
from General Masunzu\'s command in town 

move around town freely experiencing no problems from 
the local population. There are also some ex-RCD/G 
Tutsi soldiers (of unknown origin) that arrived in 

town recently from Goma as bodyguards for the Tutsi 
Vice-Governor. 


7. (U) Though USAID Reps\' interlocutors felt that it 
would now be \"safe\" for Banyamulenge civilians who 
had fled in May to return to the city 

that some of their residences had been now occupied 
by others. As many Banyamulenge illegally occupied 
houses belonging to others when they first came to 
town in 1996 and 1997 

cases 

might thus easily prove an obstacle to a full-scale 
return of Banyamulenge refugees and prove a 
troublesome issue in the future. 


Column 3 
Insecurity and DDRRR 


8. (U) There are mainly two sources of insecurity in 
South Kivu at the present time: the yet-intact 

forces of Laurent Nkunda in the area between Kalehe 
and Goma along the western shore of Lake Kivu 

the pockets of Interahamwe in various rural areas 
around the province. The former group has caused the 
displacement of up to 40 

this year. As yet unconfirmed reports from the field 
subsequent to USAID Reps! visit to the Kalehe area 
suggest that General Mbuza Mabe\'s government troops 
from Bukavu may now be attempting to push Nkunda\'s 
forces north past Minova and have had some early 
successes. As for the latter group 

pillaging 

the displacement of 3000 civilians in the Walungu 

area 

territory. 


9. (U) MONUC DDRRR specialists in Bukavu told USAID 
Reps that voluntary repatriation of Interahamwe and 
ex-FAR always tapers off whenever there is fighting 
between various factions for control of the city or 

of other key towns in the region. The months 
following the Bukavu crisis of late May and early 
June have been no exception 

volunteers having dwindled to a trickle. It is 
believed that during periods when the region is 
stable and appearing to make progress toward 
returning to some normalcy 

tolerated by local Mai-Mai groups 

greater isolation. During periods of acute turmoil 
and anxiety 

worried that the province may again be overrun by 
forces loyal to Rwanda 

greater freedom of moment and less pressure. 


10. (U) The MONUC DDRRR team also told USAID Reps 
that former 10th Military Region Commander Nabiolwa 
was much more a pro-active collaborator in DDRRR 
efforts than current commander Mbuza Mabe. They 
attribute Mabe\'s cooler attitude to an acute 

awareness among FARDC officers since the May-June 
Bukavu crisis that they will not be able to count on 

the MONUC\'s support should they again have to fight 
renegade insurgents opposing the authority of the 
transitional government in the Bukavu-Goma area. 


Column 3 
IDPs in Kalehe 


11. (U) USAID Reps accompanied International Rescue 
Committee (IRC) staff to the Chabula and Chigera IDP 
sites on the peninsula extending into Lake Kivu north 

of Kalehe town on September 8. The sites were 
hosting 1008 and 326 IDP families respectively. The 
great majority of the IDPs at these locations had 

fled the Nyabibwe area in the hills across the 

channel separating the peninsula from the mainland on 
May 27 when Laurent Nkunda\'s forces marched through 
their area on the way to Bukavu. It is at least the 

third time that these same populations have fled 

their home villages in the same manner for the same 
destinations 

the RCD rebellion began 

2002 in response to Interahamwe raids. 


12. (U) When asked why they did not return home now 
the IDPs replied that it was clear that the war was 

not yet over. They had heard from newly arriving 
IDPs - described as those who had originally 
attempted to \"stick it out\" in the home villages - 

many stories of continuing pillaging 

by Nkunda\'s soldiers. As recently as five days 

earlier 

gunfire - presumably a skirmish between Nkunda\'s 
forces and Mbuza Mabe\'s Bukavu-based FARDC soldiers - 
coming from the hills across the bay where they used 
to live. When asked who made up Nkunda\'s army 
IDPs replied that these were almost entirely 
Rwandaphones 

Hutu and the leadership mostly Tutsi. 


13. (U) Living conditions for the IDPs are not good. 
Though some have received plastic sheeting and non- 
food item kits from UNICEF 

ration of food from WFP 

served 

assist newcomers. Water and sanitation are 
problematic 

settle on steep slopes immediately adjacent to the 
lake where there is no water supply. The 
International Committee of the Red Cross (ICRC) has 
constructed a handful of latrines and is building 
additional ones 

the lake 

represents a health hazard. To provide safe water to 
the IDPs 

then treats it with chlorine prior to distribution 
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through spigots. IRC plans to increase its 
intervention in the water sector and to begin 
providing health services as well. Atthe present 
time 

walk away over mountainous terrain. 


14. (U) Although the IDPs have been living in these 
conditions for over three months with only one food 
distribution 

is clear that they are still depending on food 

supplies coming across the bay from their former 

villages. Sending representatives back to the 

villages 

risk encountering Nkunda\'s soldiers and having 
everything taken from them as well as physically 

harmed. Many women who have attempted this have been 
raped. 

15. (U) Rape continues to be a huge problem. At the 
reference hospital serving the area 

learned that 20 new cases had come for consultations 
and treatment in the previous week alone. Hospital 
authorities reported that there were over 100 cases 
documented since May (when Nkunda\'s forces first came 
through the territory) 

total for all the preceding years of the war was 400 
represented a huge increase. 


16. (U) Humanitarian activities outside Bukavu town 
itself were shut down entirely for several weeks 

after the Bukavu crisis of late May-early June when 
expatriate humanitarian staff evacuated the city and 
MONUC recommended that local staff no longer travel 
outside city limits. By mid-July 

had largely returned 

most agencies had started sending teams to the field. 
OFDA partner International Medical Corps (IMC) 

runs a health and nutrition program in Bunyakiri 
territory 

centers in that area next week. Goal 

partner who 

running a similar program in Lulingu to the northwest 
of Bukavu but had evacuated the area as a precaution 
also plans to be fully operational once again ina 

few weeks time. Humanitarians from Bukavu continue 
however 

Kalehe in the Nkunda-dominated part of the province. 
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17. (U) In Maniema Province 

humanitarian access is new entirely logistical 

according to staff of Catholic Relief Services (CRS) 
and OCHA with whom USAID reps spoke in Kindu. None 
of those questioned could think of any areas in the 
province where humanitarian agencies would fear to go 
for security reasons. Unfortunately 

the extremely poor condition of all roads in the 

region 

immediately translate into increased access. Many 
areas remain accessible only by motorcycle 

only on foot. 


18. (U) It is believed that at least 80% of former 

IDPs in the region have returned to their villages. 

The few who have remained in the forest are believed 
to do so either because they have absolutely nothing 
to go back to in their home villages or because they 
still have crops to harvest in the area where they 
have been living for the past few years. Most Mai- 
Mai who came to Kindu in the latter part of 2003 and 
first half of 2004 are believed now to have returned 

to their villages 

integration into the FARDC. The humanitarians report 
them appearing to no longer be a consolidated force 
in Kindu town itself. MEECE. 
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problem. Ambassador replied \"we\" have a problem 

that Yemen is on record supporting a peaceful political 
transition in Iraq 

is in Yemen\'s interest. Qirbi told Ambassador that Yemen\'s 
statements at the UN call on Vall parties not to interfere in 
Iraqi affairs and to help Iraq achieve elections and full 
sovereignty.\" Qirbi added that 

difficult problem for the IIG is the presence of pro-Iranian 
elements inside IIG\'s institutions 

PM Alawi by either opposing or shelving many IIG initiatives. 


3. (S) Ambassador pressed Qirbi to live up to Yemeni pledges 
of support for the political process in Iraq by making it 

clear to the GOI that its efforts to undermine Iraqi security 

and weaken the IIG are a threat to regional interests. 


4. (S) Pol/Econ Chief also raised this issue with Deputy 
Foreign Minister Noman. Noman offered that some inside the 
ROYG are concerned over possible Iranian support for the 
recently ended al-Houthi insurgency in the north. He said 
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that the ROYG could approach the GOI \"in a brotherly way 
but that it has little 

KRAJESKI 


21685 

21686 

list of the individuals for our review well before any 
releases. The Minister of Interior promised to provide with 
a list as soon as possible 

were \'very successful\" and that as in the past 

released would be subject to \"constant surveillance\" and 
prohibited from traveling outside of Yemen. 


3. (S) Characterizing the potential release of 
terrorism-related security detainees an issue of urgent 
concern 

Minister Qirbi on October 16. Ambassador told the FM that 
Interior Minister Alimi committed to providing the Embassy an 
advance list during an October 14 meeting \"as soon as 
possible.\" In addition to names 

photos 

review and comment. Qirbi replied that he believed the ROYG 
would be able to comply with our request 

with Minister Alimi and Political Security Organization (PSO) 
officials. Ambassador stressed that failure to provide this 
information in a timely manner would be a major step backward 
in the our cooperative CT relationship with the ROYG. 
KRAJESKI 
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DCI for Iraq WMD\" under cover of diplomatic note number 371 
to the Ministry of Foreign Affairs. There was no 
Bahrain-specific coverage of the issue in the local press. 


MONROE 


21690 

testified that the authorities did all they could to prevent 
unnecessary use of force. Prison management claimed that the 
fatality was a result of wounds inflicted by other inmates. 


5. (SBU) Asem Rababa 

National Center for Human Rights (NCHR) 

14 that the October 12 disturbance occurred for two reasons: 

1) prisoners were unhappy with alleged deals between prison 
managers and the witnesses to testify on behalf of the 

accused 

promises made to those inmates who testified. Rababa claimed 
that the two inmates injured during the September 1 riot and 
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who provided exonerating testimony were released from custody 
a week prior to their appearance in court. Rababa said these 
two witnesses came to the NCHR and complained that they had 
actually testified against the defendants and were being 
misquoted. 


6. (SBU) Rababa attempted to attend the PSD proceedings 
was turned away. He informed PolOff October 14 that the judge 
refused his entry and requested that he receive permission to 
attend from the head of the PSD. Rababa then asked the PSD 
for authorization but was told that he must request 

permission from the judge. Rababa stated that according to 
regulations 

public unless the presiding judge rules otherwise. No such 
ruling has been issued 

journalists that had access to the proceedings. 


7. (SBU) Rababa spoke with lawyers participating in the 
hearing and said their general feeling was that the 
defendants would be found guilty. Rababa shared this opinion 
but felt that the head of the PSD would reduce the sentences 
or prevent their implementation. (The PSD Director has 
authority to modify internal court punishments.) According 

to Rababa 

for the PSD. 
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companies to ensure that contracts would be awarded to them. 
Bank records 

($2.7 million) was missing from funds meant to purchase land 
for the incinerator 

possible suspects 


Chang: Corrupt Polluter? 


4. (U) The incinerator project has been a flash point of 
controversy ever since Chang proposed it in November 2000. 
Local residents 

Chi-Fen and Taiwan Solidarity Union (TSU) County Councilwoman 
Yin Ling-Ying 

open-air water treatment facility on public health grounds. 

Yin made repeated attempts over the years to bring the 

incinerator case to court 

and suspicious business practices in the plans for 
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construction and operation of the plant. The incinerator 
issue is the latest incident in a long-running battle between 
Yin and Chang. In 1999 

international environmental community to fight a 
land-excavation project initiated by Chang that would have 
destroyed the natural habitat of the endangered fairy pitta 
bird. (Note: Yin is running in the December LY election. 
The DPP\'s Su is not running for re-election this year 
expected to run for County Magistrate next year. End Note.) 


Or Victim of Political Persecution 


5. (U) Chang has denied all charges and claims to be the 
victim of political persecution. In newspaper interviews 

has said the investigation is being used by the present 
administration to punish him for his outspoken campaigning on 
behalf of the Pan-Blue Lien-Soong ticket during the March 
presidential election. He claims to have gone into hiding 
because he fears he will be imprisoned for political reasons 
before he can have his day in court. His sister 

Li-Shan 

disappearance to allege that Tsai Chi-Wen 

charge of the case 

Other allies of Chang on the County Council have attempted to 
discredit the investigation by suggesting that the 

relationship between Tsai and Su may be \"intimate.\" (Note: 
Chang Li-Shan is running in the coming LY elections. Because 
she failed to secure the KMT nomination 

independent. End Note.) 


6. (C) Lee Chien-Chung 

County Councilman Lee Chien-Hsing 

political persecution were meant to distract attention from 
his criminal activities. Newspapers report that Chang\'s 
accusers (Tsai 

from Chang 

connections and gangster past. DPP officials involved with 
the 2004 presidential election are even more dismissive of 
Chang\'s persecution claims. They say that Chang\'s reported 
decision to pocket KMT money before the March 20 election 
rather than distribute it on behalf of the Lien-Soong 
campaign was a major factor in Chen Shui-bian\'s landslide 
victory in Yunlin. 


Comment: Politics as usual in Yunlin County 


7. (C) While Yunlin\'s reputation for corruption and money 
politics is perhaps the worst on the island 
of the Chang affair in the ongoing election campaign is 
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indicative of the local 

campaign politics. In Yunlin 

personalities and local power politics matter more than party 
label and policy stands. Septel will further examine the 

role these factors will play in the upcoming LY election. 
PAAL 
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box\" approach 

would be best and the resolution was sent back to the 
Secretariat for additional work. The issue will not be 


SIPDIS 
formally presented before the General Assembly next 
month. 


5. The SYG appealed once again for a more realistic view 
by member nations of the resources necessary to keep the 
organization running and accomplish its goals. Since 

1998 the Deputy SYG 

worked full-time hours for half-time pay. In addition 

all of the SYG\'s pension costs have been and are being 
paid by the German university from whom he is on extended 
leave. Add the depositary function of the Cape Town 
Convention 

only voluntary contributions thus far 

and it is easy to see that the current level of activity 

cannot be sustained by the current level of resources. 


6. Comment: Mission wholeheartedly agrees with the SYG\'s 
sentiments expressed in para 5. The organization spends 
less than two million euros annually and the Department 
particularly the Legal Advisor\'s office 

secret of the fact that UNIDROIT\'s work is not only 


SIPDIS 

important for U.S. industry 

Deputy SYGVs retirement and interim replacement 
Capetown Convention depositary function 

an electronic document library are all chronicled in ref 
b) and present additional examples the organization\'s 
inability to carry out its core functions at its present 
level of funding. Given the above 

its previous statement that the organization is worth 
considering as an exception to the mantra of zero nominal 
growth. 


HALL 
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representatives for every type of intolerance. Cristiani 
promised to make his views clear at the COSCE. 


3. Cristiani questioned the necessity of a third OSCE meeting 
on anti-Semitism 

and employed the same format as the Berlin conference. He 
said that Italy would consider supporting a meeting at a 
working level 

other forms of intolerance the next. 


4. Finally 
represented at the OSCE Ministerial in Sofia in December. 
Poloff promised Cristiani he would check with Washington. 
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Despite its name 

with Singapore\'s trade unions. The National Trades Union 
Congress is closely allied with the PAP. In fact 

website actually trumpets the \"benefits of symbiotic ties\" 
between the PAP and NTUC. In December 2002 

affiliated with the NTUC sacked and expelled a branch 
chairman because he had taken a leadership position in an 
opposition party (reftel). Opposition parties have made 
little 

Singapore. 


Who Will Take Up the Challenge? 


4. (C) The biggest challenge to the development of the 
opposition in Singapore is the PAP\'s highly successful track 
record. It has consistently delivered peace 

rapid economic growth for four decades 

corruption and mainly avoiding cronyism. It maintains close 
contacts with all levels of Singapore society and seeks 
feedback -- on its terms -- on how government policies are 
working. Besides active constituency contacts by MPs and 
other politicians 
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very extensive grassroots intelligence network which provides 
\"very complete 

public\'s thinking about government policies 

senior ethnic Malay leader. Even without the checks that a 
vibrant press or opposition would provide 

been able to avoid the pitfalls of corruption 

tarnish its reputation. Furthermore 

susceptible to external shocks and surrounded by much larger 
neighbors 

experienced hands of the PAP for the untested opposition. 


5. (C) Given its bleak prospects 

opposition? Singapore PeopleWs Party MP Chiam See Tong 
observed that most members join because they have been hurt 
by some PAP policy. Examples include people dissatisfied 
with the compensation awarded them for land expropriated by 
the government or those who have been forced to pay 
government fines. (Comment: The PAP is sometimes derisively 
said to stand for \"Pay and Pay. End Comment.) Others 

as Sylvia Lim 

PAP\'s domination of the political scene. Academics and 
opposition figures note that university students are hardly 
bastions of idealism or critical views 

students are focused on launching their careers rather than 

on political protest. The opposition doesn\'t seek power and 
doesn\'t consider itself a credible alternative to the PAP. 

Its goal is to serve as a modest check on the PAP\'s power 
prevent corruption. 


The Silent Treatment 


6. (C) Limited coverage by the mass media 

hews to the government line 

The press occasionally runs an article noting opposition 
criticism of a government policy or an angry letter to the 
editor 

docile press even draws the scorn of some members of the 
elite. One senior MFA official reportedly threatened to 
demote any official he found reading the Straits Times. End 
Comment.) Long time opposition stalwart Joshua Benjamin 
Jeyaretnam (\"JBJ\") told us that friends often ask him why he 
has been so quiet recently. He tells them he has been 
active 

limited media coverage 

volunteers door to door to meet voters and its one MP holds 
weekly sessions with his constituents. 


Friendly Fire 
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7.(C) While the PAP is extremely disciplined and presents a 
common front to the outside 

sometimes feckless. As one opposition MP noted 

too many leaders and not enough followers. Some of the 
parties have authoritarian streaks and revolve around a 
single personality 

time 

ofthe opposition. Steve Chia 

(NMP) from the National Solidarity Party 

embarrassed last December after his wife revealed that he had 
taken photographs of their maid topless. 


8. (C) The PAP prevails by its pragmatism and ruthless 
pouncing on misstatements by opposition members by suing them 
for defamation. This tactic has forced several figures into 
bankruptcy and prevented them from running for public office. 
For example 

Chee Soon Juan followed then Prime Minister Goh Chok Tong 
around at campaign events using a bullhorn to ask him about 
an alleged $17 billion loan to Indonesia. The courts 
subsequently ruled he defamed Goh. Damages haven\'t been 
awarded yet as Chee has drawn out the judicial process -- he 
missed one hearing scheduled some six months in advance 
because he reportedly was visiting relatives in Taiwan. 


Ideology? Not in Singapore 


9. (SBU) A unique aspect of the Singapore political system is 
the almost complete absence of ideology. Seemingly 
controversial issues such as free trade 

and military service are not issues here. Rational 

pragmatism reigns supreme and the PAP has done a masterful 
job of adopting any ideas or policies that it thinks will 

work for Singapore 

opposition. MP Chiam See Tong told us he spent years pushing 
for smaller class sizes in schools and longer compulsory 
education 

attributing it to Chiam. This environment has made it 

difficult for the opposition to launch any sustained 

critiques of government policy and has created a parallel 

lack of ideology in the opposition itself. 


Taboo Subjects 


10. (C) Even though Singaporean society is an amalgam of 
Chinese 

cleavages have not been used to foment political activity. 
The PAP has worked hard to prevent this possibility from 
becoming a reality. Citing race riots in Singapore in the 
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1960\'s 

or religion to be out of bounds 

political parlance. For example 

Long announced an easing of the requirement for police 
permits for indoor gatherings 

sensitive issues such as race and religion. The PAP uses 
government housing policy to discourage the development of 
minority districts by setting racial quotas for each block of 
apartments. 


Stacking the Deck 


11. (C) The PAP makes full use of the powers of incumbency to 
hamper the opposition. In 2001 

with only 16 days notice and at the same time announced a new 
electoral map which had been extensively gerrymandered. The 
PAP has also consolidated most single member districts -- the 
opposition has had some success in the past in knocking off 
weak individual PAP candidates -- into five- or six-member 
Group Representative Constituencies (GRCs). (Note: Parties 
have to field teams of five or six candidates 

more difficult for the opposition. The PAP justifies the 

GRCs on the grounds that they promote minority participation 

in parliament since every GRC slate must include at least one 
ethnic Malay or Indian. End Note.) As noted above 

ruling party also keeps a close hold on the media and uses 
defamation suits to batter opposition members. The PAP uses 
an array of carrots and sticks for the voters. The PAP has 
offered subsidized housing upgrades to opposition wards that 
switched to the PAP and threatened to leave new subway stops 
in opposition districts closed. 


If You Can\'t Beat Them ... 


12. (C) The PAP has co-opted some of the government\'s best 
and brightest critics 

positions and sinecures at its disposal. For example 

Raymond Lim founded the Roundtable 

group. The PAP later recruited him to run for parliament in 
2001 and he is now the Acting Second Minister for Finance and 
Second Minister of State for the Ministry of Foreign Affairs. 

An opposition figure commented that the PAP\'s successful 
co-optation strategy has fomented mistrust in the opposition 
camp by causing them to suspect each other\'s motives. The 
PAP has also used Non-Constituency MPs (NMPs) to bring in 
fresh views and specialized talent into the parliament. 

(Note: NMPs are chosen by a special government committee 
serve for two and a half years and have restricted voting 
rights. End Note.) The NMPs give representation to various 
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social groups in Singapore and can critique government 
policies. They also have the effect of crowding out the 
elected opposition by taking on some of its legitimate role 
in the political process. 


Creativity by Fiat 


13. (C) Recognition is growing here that Singapore\'s 
continued economic competitiveness and prosperity will be 
hampered by its lack of risk-taking entrepreneurs and 
creative industries. At an intellectual level 

recognizes this is a problem. It is unclear 

will loosen its tight grip on the levers of economic and 
political control to create a more hospitable environment for 
creativity. On the one hand 

exhorting Singaporeans to be more daring and to speak up. On 
the other 

\"messy\" style of democracy in the West or Taiwan. At the 
same time 

start-up ventures (which have little access to venture 
capital much less bank financing) 

investment holding company 

vast financial resources to gobble up major Singaporean 
companies. (Note: Temasek is run by Ho Ching 

Lee. End Note.) 


Comment 


14. (C) In contrast to the PAPYs phalanx of bright ministers 
and MPs 

working the system or winning over public opinion. 
Opposition figures appear more interested in bemoaning their 
fate than planning how to build viable organizations. 
Furthermore 

facts and uses tactics that backfire badly. There are 
undercurrents of dissatisfaction in Singaporean society -- 
such as among older workers concerned about job security. 
However 

PAP\'s ability to handle or that the opposition could exploit. 


15. (C) Without a charismatic leader to galvanize the 
opposition or a sustained economic slump that would shake 
people\'s trust in the PAP 

progress toward becoming a credible alternative. Entering 
opposition politics offers few rewards and many possible 
problems. One opposition figure compared Singapore to the 
movie The Matrix -- though everything looks fine on the 
surface 

the isolated and ineffective opposition that it wants. What 
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the PAP fails to grasp 

risk-taking and its dearth of creativity and entrepreneurship 
are in fact the logical results of its sterile political 

culture. 
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The reason | am raising this issue with you is to ask for 
your assistance in working to find a solution so that we can 
avoid a repetition of this year\'s painfully late payment that 
is having an impact on the operations at the OPCW. In 
particular 

how to set up a mechanism that would give priority to 
national security organizations. That could entail a 
separate account for security organizations being set up 
within the Commerce Justice State appropriation. However 
am certainly not wedded to that particular fix 

to any suggestions from you or your staff. Ultimately 

| hope we together can arrange is an appropriate mechanism 
that could ensure more prompt and full payment of our 
obligations to the OPCW. 


5. (SBU) | will be seeing you in Washington on October 
20-21 

and members of your staff. Once again 

work you and PDAS Record did to ensure the first amount of 
U.S. funding reached the OPCW 

support to guarantee that such damage to U.S. interests does 
not occur again. 


6. (U) Javits sends. 
SOBEL 
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received a positive response. Cristiani is attempting to 

find a work around 

local NGO or have a new line-item placed in the MFAVs budget. 
However 

time for either round of the Ukraine elections. 
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control. The club\'s high number of expatriate patrons 
combined with alcohol and a perception of inproprities 
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between men and women highlight security concerns for the 
club. COM did not desire to officially ban embassy personnel 
from frequenting this establishment but recommended advising 
personnel to heighten their awareness regarding the security 
of public places to include the Russian club. EAC members 
agreed with this assessment. 


5. (SBU) Atthe conclusion ofthe EAC 

personnel to keep the RSO informed regarding any plans to 

have large gatherings at local restaurants 

asked CONS to work with RSO in developing a warden message to 
be released to the community regarding the increased 

potential threat to westerners during the month of Ramadon in 
advance of the U.S. elections. 
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programs and new housing projects to expanded transportation 
systems and river basin development 

eradicate poverty in Thailand within his next term if his 
government is given another four year lease in office. 
Thaksin was in rare form 

to deliver while lambasting the main opposition Democrat 
Party (DP) for its inability to do so. In a calculated ploy 

to humanize his image 

his temper with critics and bemoaned the effect of being 
Prime Minister on his sex life. DP Leader Banyat Bantadtan 
not surprisingly 

campaign inauguration while providing no answers to the 
issues of Avian Flu and southern violence. Despite -- or 
perhaps because of -- recent polls showing a softening in 
voter support 

populist political campaign that offers something for 
everyone in Thai society. End Summary. 


GRAND OFFICIAL LAUNCH OF THAKSINYS SECOND BID 


2. (U) PM Thaksin formally launched his bid for a second 
four year term before thousands of loyalists from his Thai 
Rak Thai (TRT) party in a nationally televised extravaganza 
on October 17. The Hua Mark indoor Stadium venue in Bangkok 
was connected through a teleconferencing link to thousands 
more TRT supporters at eight locations throughout Thailand 
including Samut Sakhon 

Ratchasima 

Phattalung. The Prime Minister came with a full bag of 
trademark \"populist\" promises for his next term 

appeal especially to voters in the nation\'s 74 

Vowing to the national audience that he will eradicate 
poverty in Thailand over the next four years 

promised his crucial rural constituency that his earlier 
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rotating village fund scheme will evolve into a system of 
village \"banks\" offering easy access to loans for farmers. 
Thaksin also announced that his government will form a 
organization to take out loans for poor farmers that the 
recipients will be able to repay with produce and livestock. 


3. (U) Thaksin declared that his second administration will 
also dispatch \"poverty eradication caravans\" throughout 
Thailand to provide job training for the unemployed 

would also be given a 100 baht daily allowance (approx. 41 
baht equals 1 US dollar) for participating. Thaksin also 
promised that land right papers will be issued to squatting 
farmers who are now occupying and using public land. In 
another nod to the nation\'s lower income group 
announced that he will expand his 30 baht medical care 
program through increased levies on tobacco 

other \"vices.\" The poor will also be given more low cost 
housing and slums will be eradicated (though no one will be 
forced to leave them 


4. (U) Thaksin also provided for Thailand\'s middle class in 
his package of promises. Addressing a subject dear to the 
heart of every Bangkok commuter -- the city\'s massive traffic 
jams -- Thaksin vowed to spend 1.1 trillion baht to improve 
traffic flow in and around the capital. He promised to build 
more \"sky train\" (elevated tracked transport) and subway 
routes -- while keeping fares low for the ridership. Tax 
deductions up to 60 

for elderly parents. Small business will be granted a higher 
tax deductible income base on their revenue. Thaksin told 
his supporters and the nationwide audience that that his 
second administration also will develop the country\'s river 
basins and construct more reservoirs to combat drought. 
Bureaucratic performance will be improved and corruption 
addressed. 


WI CAN DELIVERY 


5. (U) Thaksin 

and clearly dominating his enthusiastic 

repeatedly pumped on the theme of TRT\'s ability to deliver on 
its promises. He outlined his own successes and also made 
repeated references to the opposition Democrat Party\'s 
\"failures.\" Referring to the question of how he will fund 

all of his promised programs 

successful businessman -- declared that Wwe have the money 
because | know how to make money. And when | promise to do 
something 

party that failed because they promised but couldn\'t 

deliver" Thaksin referred proudly to his record as prime 
minister over the past four years 
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this period Thailand came out of the economic crisis that had 
plagued it since 1997. (Note: Thaksin emphasized how his 
government has performed for the nation\'s economy. For 
example 

stronghold southern city of Phattalung that under his 
administration rubber and palm oil prices are good 

tourist numbers) 


THAKSIN MAKES SOME INTERESTING ADMISSIONS 


6. (U) Thaksin told the assembled faithful that 

weary from his four years in office 

successfully addressed many of the country\'s problems. Ina 
moment of introspection 

\"rash and hot headed at times\" with his critics 

\"keep cool.\" (Note: This is not the first time the Prime 
Minister has vowed to curb his famous temper.) Oddly 
ruing that his duties as Prime Minister has given him little 
time to spend with his family 

life also suffers.\" The two-hour show concluded with 
displays of cheering crowds 


TRT TARNISHED IN RECENT MONTHS 


7. (SBU) Comment: Thaksin has come out with a strong 
populist platform that will undoubtedly excite his rural vote 
base 

anxious to shore up a widely perceived sag in his party\'s 
popularity since last summer\'s win of the Bangkok 
governorship by the Democrat Party. Troubled by an inability 
thus far to stem chronic violence in the south and a recent 
revival of the Avian Flu scare 

defensively. His public comments scale back his earlier 
predictions of a massive Thai Rak Thai win in the next 
general election. In recent remarks 

back away from his earlier call for 400 out of 500 
parliamentary seats. On October 12 

\"Nation\" newspaper that the TRT is \"certain\" to win 200 seats 
and to take a proportionate number of the 100 party list 
seats given automatic appointments in ratio to their parties\' 
total vote. Apart from the latest reshuffle (ref b) 

has been rolling out a number of public initiatives recently 
to buttress his popularity. These include the recent 
inauguration of a campaign against corruption 

for low-level government employees and minimum wage 
increases. 


CAMPAIGNING TO ACCELERATE 


8. (SBU) Comment continued: Election campaign-related 
activities will continue to pick up. So will the exchange 
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between the opponents. DP Leader Banyat Bantadtan criticized 
Thaksin for holding a gaudy campaign inauguration while 
providing no answers to the issues of reemergence of Avian 
Flu and southern violence. Thaksin 

likely repeat his characterization of the DP as weak 

touch and unable to deliver on campaign promises. Thaksin 
appears confident that his hold is secure on the vote-rich 
north and northeast regions of the country. He is preparing 
however 

south and central regions. His campaign kickoff suggests 
that Thaksin will rely on a re-election strategy of direct 
appeal to voters over the head of local power brokers 
something similar to the method that served him so well in 
2000-01. He is again prepared to offer the electorate as 
many blandishments as it takes to win 

financially sound and fully realizable or not. End 

Comment. 
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The conservative 
editorialized (10/18): 


\". President Chen\'s National Day speech seems to have 
been related to the United States in many ways. First 

in the beginning 

Chen\'s speech had been reviewed by Washington before it 
was delivered; then both Washington and Tokyo responded 
to Chen\'s speech immediately 

they were both prepared to do so. Then when his speech 
failed to get the response from Beijing that was 

expected 

"Washington had told me that Beijing would respond to 

it this way.\' All these signs have made people wonder 

if Chen\'s cross-Strait talk was made at the request of 

the United States. Some other people also have 
speculated that Chen was trying to use this speech to 
alleviate cross-Strait tensions in an attempt to curry 

favor with the United States. 


“Washington believes that the key to improved cross- 
Strait ties lies in ‘resuming dialogue\' and "direct 
transportationY [across the Taiwan Strait]. In April 
Assistant Secretary of State James Kelly did not mind 
taking all the trouble of writing five paragraphs to 
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elaborate on how both sides of the Taiwan Strait 

reached a consensus in the 1992 meeting about different 
interpretations by either side of the "one China\' 

principle 

1993 and 1998 

Chen referred to the ©1992 Hong Kong meeting\' in his 
National Day address because the U.S. government was 
his planned target audience and that such a move was 
made at the request of the United States. 


\"Chen did not touch on the ‘resumption of dialogue\' or 
‘direct transportation\ in his May 20 inaugural speech 

so his National Day speech was like “homework handed in 
late.\ In Washington\'s eyes 

meeting\' that Chen mentioned in his speech may sound 
equal to the "1992 consensus\' that Washington hoped he 
would say. But Washington probably has failed to 

notice the difference between the two terms 

it did not find out that Chen was "playing with words\' 

until now. As a result 

a gift by President Chen to the United States 

could Washington be feeling now -- surprise at 

receiving a gift 

for having complimented Chen on the "constructiveW 
message of his speech? .\" 


B) \"Incrementalism or Obstructionism\" 


The pro-independence 
commented in an editorial (10/18): 


\". By issuing another expression of goodwill to the 
other side 
international praise. 


\"The first and direct benefit will be felt in the DPP\'s 
legislative election campaign 

capability to build up an image of a moderate and 
progressive governing force in Taiwan that can secure 
wider support from middle of the road voters. 


\"Even without a positive response from Beijing 

and his party has skillfully drawn support from both 
domestic and external audiences and affirmation on both 
fronts will in turn be helpful to the DPP\'s campaign. . 


\"In either case 

leadership is to minimize the chance of any severe 
crises or military confrontations [across the Taiwan 
Strait]. 
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\"International influence 

States and Japan and other great powers 

more significant role in both mediation and monitoring 
the maintenance of peace. A framework of peace is 
essentially needed to craft a stable and constructive 
cross-strait relationship. Only through talks and 
exchanges of different views can a predictable and 
institutionalized framework for cross-strait 

interaction be advanced." 


C) Can Chen\'s Gesture Be Turned into Real Policy?\" 


Freelance writer Ku Er-teh noted in the pro- 
independence 


\". Chen certainly shoed goodwill in his [National Day] 
address 

little more difficult to fathom. Can this goodwill be 
translated into actual policy? Some would say the most 
important thing is how the Chinese will respond to it 

but even more important is whether or not Chen\'s team 
prepare their own contingency plan prior to 
implementing any such policy. 


\"It turns out that the Executive Yuan 

National Defense 

no idea what Chen was going to say in his address. 
Based on this 

intended to communicate his good intentions 

what purpose? 


\"\'m afraid that the consequences of Chen\'s words might 
not have been thought through. But at least the 
Americans noticed Chen\'s goodwill.\" 
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doesn\'t really matter if we get a majority or not -- as long 

as independents hold the balance and not the Pan-Blue 
govern.\" Executive Yuan (EY) Research 

Evaluation (RDEC) Vice Minister Chen Chun-lin 

campaign strategist 

projected 8-9 seat gain materialized before the campaign 
season even started. Chen assessed that \"it isn\'t that we\'ve 
done anything right 

incompetent opponents.\" 


Divide and Conquer 
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3. (C) Pan-Green campaign officials say the DPP\'s prospects 
have been boosted by a series of strategic errors over the 
past six months on the part of the Pan-Blue. DPP Deputy 
Secretary General Lee Ying-yuan told AIT that the ruling 


SIPDIS 

party was seriously concerned when the Pan-Blue announced 
early in the summer a plan to limit the number of nominees. 
\"There was a period when | feared we had nominated too many 
candidates 

announced their new restrictions 

them.\" DPP officials were also worried that collapsing poll 
numbers for the People First Party (PFP) might lead to a 
pre-election Pan-Blue merger (Reftel). Presidential Office 
Deputy Secretary General James Huang told AIT that the DPP 
has actively countered KMT efforts to marginalize PFP 
Chairman James Soong by singling him out for attacks 

him appear to be the DPP\'s real enemy. The DPP has also 
launched a public campaign to highlight the KMT\'s refusal to 
dispose of its \"ill-gotten\" assets 

Pan-Blue merger. 


4. (C) National Security Council (NSC) Secretary General and 
veteran campaign manager Chiou I-jen told AIT that the DPP 
will use similar tactics at the local level to take advantage 

of Taiwan\'s multi-member district system. \"We will pick the 
strongest Pan-Blue candidate in each district and focus all 

of our attacks on him 

voters will see that candidate as the one the DPP wants to 
get rid of and shift their votes to defend him 

leaving all the other Pan-Blue candidates in the district 

with too few votes to get elected.\" 


5. (C) Chiou was less optimistic that the DPP could repeat 

its successful pre-presidential election assault on the KMT\'s 
local faction bases. To illustrate his concern 

that the DPP managed to persuade more than a third of the 
membership of Miaoli County KMT Legislator Ho Chih-hui\'s 
faction to vote for Chen Shui-bian in March 20. \"We could 
get them to vote for Chen because they couldn\'t care less 
about Lien Chan 

vote for Ho because his election matters to them.\" However 
other officials insist that the DPP is effectively playing 

local factional politics 

DPP\'s Lee noted that PFP Taitung County Magistrate Hsu 
Ching-yuan has already declared 

Miaoli County Magistrate Fu Hsueh-peng is close to declaring 
support for DPP candidates in their districts. While Lee 
credited the DPP\'s success to patient relations building 

KMT has chosen to run candidates in both areas from factions 
traditionally opposed to the sitting magistrates. 
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Themes and Appeals 


6. (C) DPP officials say that island-wide campaign appeals 
will aim both to suppress opposition turnout and to get 
Pan-Green voters to the ballot stations. The DPP\'s Lee said 
that the party\'s twin slogans will be Advance Reform 
\"Care about Taiwan. On the reform side 

emphasize the need to break gridlock in the LY. Legislation 
to force the KMT to dispose of its assets 

blocked by the Pan-Blue in every session since 2002 

a key element of this appeal. The NSC\'s Chiou said the 
\"Truth Investigation Commission" law would be another. Chiou 
asserted that the powers given to the Commission under the 
Pan-Blue enacted law surpassed those enjoyed by the 
government under martial law. Perhaps more importantly 
DPP\'s Lee noted that polls show 70 percent of the public 
supports the DPP\'s position that the commission should 
suspend operations until the Council of Grand Justices rules 
on the constitutionality of the law. 


7. (C) Lee told AIT that Pan-Blue opposition to the USD 18 

billion special defense budget package will serve as the main 
target of the DPP\'s \"Care about Taiwan" (Gu Taiwan) campaign. 
He said that the party is planning to hold a major rally on 
December 4 to raise public awareness over the need for 
Taiwan\'s defense 

those in the political arena who don\'t care about Taiwan." 

DPP LY Defense Committee Convener Lee Wen-chung noted that 
the PFP\'s attempts to block the budget bill offered the DPP a 
perfect opportunity to paint the opposition 

fence-sitting KMT 

say that the special budget will be the only cross-Strait 

related theme in the DPP campaign 

resurgence in support for the TSU may tempt President Chen to 
reach for his anti-China card (Septel). 


One Campaign: Four HQs 


8. (C) One unique element of this year\'s DPP campaign is the 
existence of four independent campaign headquarters 

by (respectively) DPP Secretary General Chang Chun-hsiung 
Presidential Office Secretary General Su Tseng-chang 

Yu Shyi-kun 

say that President Chen ordered this model to allow aspirants 

for future party leadership the chance to show their mettle 

as campaign managers. The EYYs Chen commented that the only 
measure of coordination will be the DPP party operation 

which will be largely run by Deputy SecGen Lee. Lee told AIT 
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that ensuring that party heavyweights don\'t trip over each 
other on the campaign trail has been a major headache 
added that the structure can be made to work if they follow 
the party\'s game plan. \"We have made Yu responsible for 
getting his ministers out on the stump 

of the south 

is responsible for helping struggling newcomers gain name 
recognition 

President Annette Lu was put in charge of the party\'s female 
mobilization effort after she complained of being left out. 
Lee said in reality 

president and not say anything. 


Comment: A Win-win Election? 


9. (C) The current upbeat mood within the DPP is light-years 
from the tense 

prevailed in the lead up to the March 20 election. DPP 
officials appear confident that even if they do not gain an 
outright majority on December 11 

KMT members disgruntled with their own party leadership will 
give them the seats needed for a working majority. The DPP 
may have considerable leverage to shift the balance after the 
election 

size of the LY passed in August will lead many to consider 
alternative forms of future employment. A number of DPP 
officials have also asserted privately that a strong KMT 
showing would not necessarily be a bad outcome either 
might extend the leadership of the incompetent Lien Chan. 
The DPP\'s positive assessment of the electoral landscape has 
given rise to an unprecedented tolerance for experimentation 
both with nominations and campaign organization. 

PAAL 
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web\" for following tables: 

Appended Table 1 Major Economic Indicators for Jan-Aug 2004 
Appended Table 2 Economic Indicator Estimates for 2004 
Appended Table 3 Economic Indicator Forecasts for 2005 
Appended Table 4 Major Economic Indicator for 2001 

2003.) 
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Coalition\" parties that had backed President Megawati\'s 
reelection effort (minus the United Development Party -- PPP 

-- which recently broke off) argued that the DPR should 

establish a Special Committee (PANSUS) to hold hearings over 
the weekend and pave the way for a change of command prior to 
President-elect Yudhoyono\'s inauguration. The parties 
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outside of the National Coalition -- a loose grouping often 
dubbed the \"People\'s Coalition 

Yudhoyono -- argued that hearings could wait until the DPR 
had established its commissions for the 2004-2009 period. 


3. (U) After a break for closed-door consultations 

Megawati\'s Indonesian Democratic Party - Struggle (PDI-P) and 
its allies gave in to the majority position. (Note: The 

National Coalition now consists of Golkar 

Prosperous Peace Party (PDS) 

-- representing a combined total of 264 of the DPRVs 550 

seats. End Note.) Presumably 

will send a new letter to the DPR 

Endriartono Sutarto in place and rendering this issue moot. 


4. (C) In the legislative battle over Sutarto\'s resignation 
and Ryamizard\'s appointment 

overcame opposition from a coalition that includes the two 
largest political parties. However 

constellation failed during the vote for DPR leadership 
positions (ref C) 

National Awakening Party. On that occasion 

interests were at stake 

substantial resources to install its leadership slate. By 
contrast 

half the DPRVs legislators showed up for the plenary session 
-- indicated that few parliamentarians felt a personal stake 
in the outcome of the TNI debate. 


COMMENT 


5. (C) Despite its initial victory in the TNI leadership 
controversy 

of odd bedfellows that could easily disintegrate. By October 
17 

Justice Party (PKS) and the Crescent Moon and Star Party 
(PBB) 

the President-elect 

his cabinet. 


6. (C) Efforts to elevate Ryamizard in the final days of 
Megawati\'s administration seemed driven by a degree of petty 
vindictiveness on the President\'s part. Megawati appears to 
have decided against explicitly conceding her election 

defeat 

or attending his inauguration. 


BOYCE 
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SSFA for discussion purposes. In the five years since 
the DOT Nigeria Transportation Project was initiated 
Nigeria has made significant strides towards improving 
aviation and 

Prior to the Nigeria Transportation Project 

service between the US and Nigeria had been suspended 
since 1993. Port services were rendered by untrained 
port security personnel with no meaningful oversight 
from senior port authorities. Today aviation security 
and safety is vastly improved 

for aviation safety within Nigeria\'s reach. Port 
services 


3. (U) Meeting aviation goals 

service in Nigeria 

sufficiently lacking that 

direct flights to the US. In large measure 

the DOT Nigeria Transportation Project and aviation 
security technical assistance rendered by the former 
FAA Security 

the suspended ban was lifted in December 1999. Other 
aviation achievements include: 


-- August 2000 open-skies agreement reached between the 
US and Nigeria. The agreement facilitated three direct 
air services between Nigeria and the United States 
accomplished with wet lease arrangements and a charter 
service. These direct services have since failed for 
commercial reasons 

Airlines will begin direct service to Nigeria in early 
2005. This would be the first scheduled direct service 
by a U.S. carrier to the African continent in more than 
10 years. 

-- Various technical assistance programs in the areas 
of aviation safety oversight 

airport security and training capability with the 

Nigerian Civil Aviation Authority 

Management Agency 

Nigeria 

Technology. 

-- Purchasing and installation of security screening 
equipment worth more than $2.5 million for Lagos 

Port Harcourt and Abuja airports. In addition training 
was provided to some 120 screeners. 


4. (U) Progress at the ports: Nigerian ports are of 
international importance 

oil security depends on their accessibility. The DOT 
Nigeria Transportation Project helps to ensure progress 
in security 
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Thus far 

-- Full port security and environmental assessment 
-- Training courses for more than 150 Nigerian Port 
Authority personnel 

-- Seminar on oversight and anti-corruption for 
Ministries of Transportation and Aviation. 


5. (U) Project Results: Aviation infrastructure 

and security in Nigeria are greatly enhanced as a 
direct result of the USAID/DOT-funded Nigeria 
Transportation Project. Missions led by the Office of 
the Secretary 

inspections 

Nigeria\'s strides in these areas. 


6. (U) The DOT Nigeria Transportation Project plays a 
critical role in helping to secure US-Nigerian trade in 
petroleum. Further improvements in access to Nigeria\'s 
exit and entry points would improve Nigeria\'s trading 
prospects and help make Nigerian goods more competitive 
on the world market. These upgrades would also make 
Nigeria a more attractive market for U.S. business and 
investment. Mission looks forward to continued 
collaboration with the Department of Transportation on 
these important endeavors. We hope to discuss areas of 
future cooperation at the October 25-29 Safe Skies for 
Africa Conference in Johannesburg 


BROWNE 
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generation\" evictions 

Banket region evicted A1 farmers 

subsistence farmers who settled on commercial farms under 
the GOZ\'s fast-track land reform program. Over the past 
week 

former commercial farms in Mashonaland West 

government officials gave out notices of eviction to A1 
farmers on another farm in Mashonaland East. The 
International Organization for Migration (IOM) and the 
International Committee of the Red Cross (ICRC) have been 
involved in assessing the status of the displaced persons in 
the Banket region. The GOZ reportedly told IOM and ICRC not 
to assist the newly displaced farmers in Mashonaland West 
and East 

stay on or near farms instead of returning to their home 
villages. IOM was to meet with the Permanent Secretary in 
the Ministry of Social Welfare to discuss the increasing 
number of displaced persons and the status of an IDP task 
force the GOZ promised to set up. Meanwhile 
ex-commercial farm workers remain displaced and homeless 


Column 3 
and access to many of them even by IOM or ICRC is not 
possible. 


4. (SBU) On October 3 

Mail newspaper reported that UN Resident Representative 
Angelo had been recalled because of reports that he was 
\"meddling in the country\'s internal politics.\" The article 
further accused Angelo of working with the MDC to effect 
regime change in Zimbabwe 

leveled daily in the press against non-governmental 
organizations. The UN ran several statements in the press 
denouncing the article and explaining that Angelo is 
departing at the scheduled end of his term in Zimbabwe. The 
Sunday Mail article also quoted Minister of Foreign Affairs 
Stan Mudenge as saying that negative reporting on Zimbabwe 
by UN elements \"could lead to the collapse of the UN system 
in Zimbabwe.\" 


5. (SBU) Over the past several months 

international NGO 

difficulty getting extensions of Temporary Employment 
Permits for its international staff 

issuing only in monthly increments. In late September 
Immigration Office advised CRS that permits for three 
international staff would not be renewed. The immigration 
official told CRS that it could appeal but that 

appeal were denied 

leave the country immediately. Other international NGOs 
have heard rumors that Temporary Employment Permits will be 
denied for their expatriate staff 

March elections 

notification. 


6. (SBU) COMMENT: Like the recently gazetted NGO bill (refs 
B 

organizationsY humanitarian activities appears to be an 

effort to limit access by outsiders to rural areas in 

anticipation of the March 2005 elections. The GOZ wants to 
control outside information. It also wants to control 
humanitarian assistance 

and is perceived by many in the countryside as associated 

with the opposition. Ramped up GOZ efforts to control 

outside access and influence in Zimbabwe underscore the 
primacy of domestic political anxieties over GOZ interest in 
burnishing its international image. The leadership likely 
assesses that such measures will provoke a negative reaction 
from the West but not from the region 

principal focus of its modest charm offensive. END COMMENT. 


WEISENFELD 
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not 

extend to the fullest reaches of that region. 
Additionally 

2003 indicated that overall 57 percent of Sri 
Lankans used television as their primary news 
source. 


3. (U) Sri Lankans of all socioeconomic 
classes watched 

teledramas - especially in Sinhala or Tamil - 
much more than other evening programs. The 
LMRB study reported that they watched 
religious programming in English the least of 
all programs surveyed. While Sinhalese 
viewers across all socioeconomic groups had 
relatively high percentages of respondents 
who regularly watched news programming 
(between 50 and 75 percent) 

percentages were insignificant in all but the 
most affluent class. The research indicated 
that Sri Lankans in several age groups 
watched between 1.3 and 3 hours of television 
aday 

weekend. According to LMRB\'s research 
individuals in the 15 to 34-year-old 
demographic watched the most television in 
general 

life 


4. (U) As in many other countries 
government-owned 

stations dominate the Sri Lankan television 
scene 

independent broadcasters have a significant 
market share 

and are gradually gaining in importance. 
Government-owned 

stations include Rupavahini and the 
Independent Television 

Network (ITN) 

English 

and Tamil. Among independent broadcasters 
Maharajah 

Broadcasting carries all three languages 
whereas 

Swarnavahini is Sinhala-only. Estimates 
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indicate that 

approximately 95 percent of Sri Lankans 
outside the north 

and east (which were not surveyed) have daily 
access to at 

least one television (Note: That figure would 
undoubtedly 

be somewhat lower if the impoverished and war- 
torn north 

and east were included in the data. End 
note) Many large 

companies have television in their break 
facilities 

example 

have televisions 

that patrons can watch. Prime time for Sri 
Lankan viewers 

is from seven to eleven p.m. 

broadcasts and 

political talk shows with viewer call-ins are 
aired. 

Evening news broadcasts last twenty minutes 
apiece 

between one and a half to three minutes 
devoted to 

international news (and up to five for sports 
coverage). 


5. (U) The favorite programs in the prime 
time slot are 

\"teledramas\" - serialized dramatic programs 
in Sinhala or 

Tamil usually sponsored by large businesses. 
In remarks on 

September 14 

Samaraweera decried 

the content of teledramas 

three-member 

committee would be set up to regulate and 
evaluate 

teledramas and make sure that they were up to 
\"high 

standards.\" No specific actions have yet 
been taken 

however. State-run media rules prohibit 
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explicit portrayal 

of sexual or violent scenes. However 
local NGO 

Alcohol and Drug Information Center 
claimed there 

was a scene featuring alcohol 
advertisement 

every ten minutes on state-run television 
programs. 


6. (U) Teledramas are so prevalent 

that a recent 

survey done by local firm Survey Research 
Lanka indicated 

that teledramas were the highest-watched 
shows on every 

network operating in Sri Lanka. Next came 
the ubiquitous 

broadcasts of various cricket test matches 
which claimed 

between 19 to 37 percent of viewers on 
average 

nightly Sinhala news program ranked dead 
last. According to 

data from the Media Ministry 

40 percent of 

Sri Lankans admit to watching at least one 
teledrama per 

day 

as high as 70 

percent in some areas of the island. 
Anecdotal evidence 

suggests 

into news 

programs to catch the highlights at the 
beginning and then 

quickly switch to a teledrama 

reported 

viewership for both news programming and 
teledramas. 


7. (U) While teledramas lead the ratings 
among Sri Lankans 

overall 

intellectual bent 
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aren\'t left out: three popular talk shows 
cater to those 

desiring debate over political and social 
issues. Viewers 

can call into these programs 

hosted by 

former Minister of Economic Reform 

and Technology 

Milinda Moragoda. One government-run network 
weekly debate 

show recently had as its theme current views 
of the present 

political situation 

in the April 2 

Parliamentary elections. Other topics of 
political debate 

have included freedom of expression and the 
current media 

culture 

government after six 

months in office. 


8. (U) COMMENT: While television news takes 
third place 

behind teledramas and sports coverage 
nevertheless 

the dominant source of news for more than 
half the general 

Sri Lankan public. In contrast 

20 percent 

obtain their news mainly from newspapers. 
Television 

exerts a large influence on Sri Lankan public 
attitudes 

especially toward international issues. 

Given the 

importance and influence of television in Sri 
Lanka 

Colombo will continue to seek opportunities 
to place our 

material on TV and arrange for TV coverage of 
our different 

visitors and activities. Such an approach 
should help 

reach a broader audience than just the 
traditional elites. 

END COMMENT. 
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region. Provided the challenges some non-GCC nationalities 
faced obtaining visas can be addressed 

desirable venue for future programs and events aimed at 
Media reform. A recap of the workshop from NEA/PI organizer 
and participant Ross Kaplan follows. END SUMMARY. 


3. From October 4-6 

NGOs 

workshop in Abu Dhabi entitled \"Strategies for Sustainable 
Media Development for the Middle East and North Africa.\" 
Attendees included publishers 

editors 

and media and civil society advisors from donor agencies. 
The International Research & Exchanges Board (IREX) 
implemented this workshop and demonstrated reliability and 
professionalism. USAID provided technical advice in 
development of agenda 

scope of work for this event. 


4. The following list comprises 15 participants from 12 NEA 
countries 

implementers 

submissions due to late substitutions for Moroccan and 
Tunisian participants resulted in the inability to obtain 

visas for these 2 participants. Bahraini participant 

withdrew his participation to report on the sudden closing 

of the Bahrain Center for Human Rights. Lebanese 
participant had last-minute medical emergency preventing his 
attendance. Yemeni participant was unable to obtain visa due 
to an apparently new visa restriction whereby Yemeni 
nationals may not receive visas via private sponsorship. 
Yemeni participated via conference call. 


Mahmoud Abdulhadi 
Training & Development Center 
Nadia Alami 
Mohammed Al-Jassem 
Dahem Al-Qahtani 
Walid Al-Saqgaf 
conference call) 

Rafiah Altalei 

Hussein Amin 

Edward J Baumeister 
Zouaoui Benhamadi 
Nart Bouran 

Patrick Butler 
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Janblat Chkai 

Said Essoulami 

East and North Africa 
Pernille Glynning 

Shanthi Kalathil 
International Development 
Ross Kaplan 

State 

Rania Khalaf 

Jamal Khashoggi 

Saudi Ambassador in London and former Editor 
Mark Koenig 

International Development 
Daoud Kuttab 
Media/Al-Quds TV 
Aralynn McMane 

World Association of Newspapers 
Salah Negm 

Jacky Perkins 

World 

Biljana Tatomir 

Institute 

Mark Whitehouse 

Dina Zorba 


5. Day one set the framework for development of specific 
recommendations by discussing the obstacles to and prospects 
for reform of the journalism profession 

business 

applicable expertise discussed the situation in their 

country and their field which brought about lively 

discussion 

recommendations per topic. Day two focused on the 
development of specific recommendations from the Arab media 
professionals to donors and implementers as they develop 
strategies and implement projects. 


6. Several common themes emerged from the discussions over 
the first two days. Arab media professionals expressed 
sincere interest to forge partnerships with donors and 
implementers 

serve as the main partners while donors and implementers 
could play the auxiliary role. Participants stressed the 
importance of including women in all media assistance 
activities and asked donors and implementers to encourage 
media organizations to provide equal opportunities for 

career advancement for women. The participants stressed the 
need for media assistance to focus on developing local 
capacity and maximizing existing capacity to avoid repeating 
the use of \"parachute\" trainers. 
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7. Daoud Kuttab of the Institute of Modern Media at Al-Quds 
University/Al-Quds TV/AmmanNet constructively shaped much of 
the dialogue and persuaded many of his colleagues of the 
need for a holistic approach that recognizes the 
interdependence of journalism 

law 

associations 

Kuttab emphasized a holistic approach by MEPI (together with 
other donors) must be coupled with political support 

including sustained high-level USG consultations with Arab 
governments to create space for free and independent media. 


8. The workshop also identified research on audience 
attitudes and preferences 

and successful strategies and approaches in the region and 
elsewhere as a common theme that should be integrated into 
assistance. 


9. Day three of the workshop featured a working visit to 
three media houses at Media City in Dubai. At MBC/AI 
Arabiya 

newsroom at MBC and the newsroom at Al Arabiya. MBC is 
considered a \"family channel\" with primarily entertainment 
programming and several news programs. Al-Arabiya is a 24 
hours news channel. The two stations share facilities and 
many staff members. Al-Arabiya conducts paid training for 
other stations and journalists and anticipates opening a 
training center to expand its training capacity. 

Participants met with Al-Arabiya\'s Executive Editor 

Sattar Ellaz 

Salah Nagm. 


10. Nagm claimed that State broadcasters\' news programs are 
the most watched. Nagm expressed interest in regional 
networking 

Al-Arabiya 

media. 


11. Participants next visited Dubai Television\'s news 
studios 

Dubai TV 

the richer gulf states to support the latest in studio and 
production equipment 

throughout NEA countries. Dubai TVYs news facilities were 
equal to or better than MBC/AI Arabiya. 


12. Participants finished with a visit to CNN Arabic 

also serves as its Gulf Bureau and the main center covering 
terrorism regionally. Caroline Faraj 

role of the bureau 
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Inside the Middle East 

indicated that approximately 50% of the hits on CNN Arabic 
come from the United States. 


13. Participants identified dozens of recommendations to 
donors and implementers in the topic areas discussed at the 
workshop. The full set of recommendations will be presented 
in the final workshop report drafted by IREX. Below are 
priority recommendations identified by the participants. 


14. Journalism: 


-- Enhanced professional training opportunities are very 
much needed by journalists 

technical support personnel throughout the MENA region. 
However 

donors in close consultation with local partners design 
programs that address several concerns (See next three 
points). 


--As much as possible 

Arabic by local 

specialists can surely contribute 

include serious attention to the training of trainers. 
--Technical assistance should be provided to local 

university journalism faculties that are open to change 

also to existing or newly emerging mid-career media training 
institutions serving the MENA region. 


--Sustained follow-up activities can greatly increase the 
effectiveness of training 

refresher courses at progressively more advanced levels 
creation of real opportunities for trainees to publish or 
broadcast their work. For example 

investigative journalism 

platform 

investigative work might be published. Also 

be included in training 

accept new techniques being introduced by newly re-trained 
journalists upon return to their news rooms. 


--Careful selection of training participants 

consultation with local partners 

Participants in each group of any training activity should 
start at a similar level of preparation (i.e. 

middle-level 


15. Media Business: 


--Participants stressed the importance of skilled business 
managers in media enterprises but also emphasized the lack 
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of sufficient people to fill this need. Therefore training 

was emphasized with a focus on comprehensive and sustained 
programs such as support to executive development 

series 

Advertising 

research are all areas that need to be addressed. 


--Audience and market research was repeatedly stressed as a 

vital need. The workshop recommended that such research be 

supported 

international research standards be applied 

emphasis be placed on developing independent and competent 
groups to conduct such research. 


--Local media and new technology were singled out as needing 
special emphasis in developing a sustainable business model. 
Both media are relatively new to the region; and 

are to develop further 

skills. 


--Participants stressed the need for translation of 
documents on management practices 
materials 


--The workshop suggested that one consider a gradual shift 
from free to fee-based training that would develop the 
sustainability of management courses 

service training. 


16. Media Law: 


--State ownership 

constitute the most fundamental barrier to developing free 
independent media in the MENA region. Thus 

officials need to be constructively engaged by U.S. 
international organizations 

officials to increase awareness of the considerable benefits 
of freer media - and to ease fears regarding any (mis) 
perceived drawbacks to more open media systems. 


--Training of more media law lawyers 
media law specialists is needed in the MENA region. 


--Support for independent media industry associations and 
other capacity-building in the general areas of media law 
advocacy 


--Internet information data bases (in Arabic) should be 
established to provide sample legislation and expert 
commentary on the best international practices for ensuring 
enabling environments for free media. Particular attention 
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could be devoted to successful legal practices from fellow 
Muslim (or otherwise similar) national media systems. 


--In sum 

importance of media law reforms. Training and advocacy 
activities should involve media-sector NGO representatives 
parliamentarians 

pertinent decision-makers. 


17. Print and Internet: (The Print and Internet section 
covered specific needs of these two media 

the needs were identified in the journalism 

media law sessions described above.) 


--For Internet 

how to make the internet a viable business model. 
Sustainability may not be immediately achieved 

business skills will prove vital as internet media develops. 


--For Internet 
technical training for media\'s specific needs - web design 
use of proxy servers 


--Most press syndicates in the region remain state- 
dominated 

independence of their members. As a result 
recommended either the fundamental reform of existing 
syndicates 

independent professional associations. 


18. Broadcast: 


--The broadcast section covered specific needs of the 
broadcast industry 

identified in the journalism 

sessions described above. 


--The workshop emphasized the importance of supporting 
emerging local private media - local radio 

local television. These media are not widely accepted by 
Arab governments nor are most of those existing highly 
professional. Furthermore 

broadcasters discuss local issues 

vacuum and a focus on issues such as Iraq and the Israeli- 
Palestinian conflict. 


--There was significant support for and discussion of local 
production in radio and television. Participants encouraged 
support to production of public affairs 

documentaries 

television. 


Column 3 


--Support was encouraged for special reporting on broadcast 
media - human interest 
civil society 


--The issue of the transition from state to public 
broadcasting received much attention. Most participants 
observed that state broadcasters were not currently suited 
to modern demands and did not meet the criteria of being a 
public service. Therefore 

participants noted the importance of following and staying 
engaged where possible in true reform efforts 

Morocco. 


19. US Ambassador to the UAE Michele Sison delivered the 
welcome remarks 

to provide support to political 

reforms 

within the region itself. Her remarks were carried in four 
major Emirati dailies. The articles were positive 

highlighting the USG\'s focus on getting media assistance 
recommendations directly from experts in the region. 


20. The UAE\'s largest daily also interviewed some of the 
workshop participants at the conclusion of the workshop. 
The interviews were parlayed into a full-page feature 

article by UAE columnist Ali Al Amoudi that appeared on 
October 14 in the Arabic daily Al-Ittinad (circulation 

85 

in the press release 

Bush\'s speech at the graduation ceremony of the University 
of South Carolina describing MEPI. In the body of the 
article 

Dawuud Kettab and Dr. Hussein Amin 

reactions to each session. They praised the fact that the 
workshop provided an opportunity to exchange opinions. Dr. 
Hussein was quoted 

connected to political and economic reform and we should 
benefit from the U.S. experience because it is developed in 
these areas.\" Rafia stated 

and reject openness just because this workshop is coming 
from the U.S. and because we have different points of view 
regarding U.S. foreign policy. These programs are going to 
serve us and our potential to strengthen freedom of media 
democracy and educational reform." 
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COMMENTS: 


21. Several visa issues arose which should be noted for 
future workshops in the UAE. In the NEA region only GCC 
citizens can travel visa free to UAE. Using the normal 
channels (through local sponsorship by the hotel or airline) 
can mean that last minute participants will not receive 

visas. Since sponsorship is through hotels 

use a private tour agency 

the process. Given the processing time needed by immigration 
authorities 

maximum extent possible. 


22. Participants and Ambassador Sison expressed strong 
positive feedback on the workshop. Beyond their enthusiasm 

for the produced recommendations 

particularly impressed by and appreciative of MEPI\'s effort 

to consult with Arab media professionals 

perceived current method of having strategies and programs 
imposed on them by MEPI and BMENA. The participants asked 
that this model of consultation and contribution to the 
development of donor and implementer strategies and programs 
continue. 
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slipping out of their hands 

\"magical solution 

opting Sunni notables into government could be a way 
forward. Bloomfield thanked Sheikh Hamdan for the advice 
and suggested that the Arabic media could help defuse the 
Iraqi insurgency by broadcasting the more positive message 
that while Saddam\'s day is over 

new lraq 

Hamdan agreed that it was important to maintain the 
delicate equilibrium among the ShiVa 

Iraq. \"They are all part of the balance of power 

said. It was also important to proceed with elections and 
not have a fragmented Iraq 

not holding elections would be catastrophic. 


Iranian Influence in Iraq 


5. (S) Sheikh Hamdan said that Iran\'s interference in Iraq 
was a very serious matter and urged the US to be very 
prudent about this issue. He said he had firsthand 
knowledge of Iran using the cover of a commercial company 
to conduct intelligence operations inside Iraq. He 
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recounted talks he had recently with Hassan Sadr 

next ambassador to Saudi Arabia 

plans to establish a UAE-Iran commercial enterprise in 
Iraq. Bloomfield said that US experts have a range of 
views on the extent of Iranian influence in southern Iraq. 


6. (S) When Bloomfield told of USG efforts to eliminate 
shoulder-fired missiles capable of shooting down an 
aircraft 

missiles originating in Iran 

this was one way the Iranians are trying to send \"a warning 
shot\" to the US to stay away from Iran. Sheikh Hamdan said 
the Iranians want the US to know that if our policy is 
contemplating attacking Iran next 

resistance from Iranians than we have from Iraqis. The 
Iranians are trying to send the message to the US that if 
we were to intervene in Iran it would be costly for us. 


7. (C) Sheikh Hamdan said the UAE is deeply concerned about 
what lran represents as well as the threat of terrorism 
emanating from Iran. He urged the international community 

to be strong in the face of Iran's WMD threat. Bloomfield 

said the US wants Iran to be a good neighbor but finds the 
opposite in all directions. He said lran should stop 
antagonizing the world community 

the IAEA. 


Status of US Military in the UAE 


8. (C) Bloomfield thanked the UAE for being a good host to 

US military operations during OEF and OIF 

important for Sheikh Hamdan to raise with him and the 
Embassy any issues in the relationship that may be cause 
discomfort before they come between us. Sheikh Hamdan said 
he was not aware of any major problems in the relationship 
other than the occasional U.S. violation of UAE air space 

which he called a sensitive issue for the Emiratis. 


ATACMS and North Korean SCUDS 


9. (S) Asked about UAE\'s intention on ATACMS 

told Bloomfield that he would inquire about the status of 

the ATACMS MOU and follow up with the Ambassador. In the 
context of ATACMS issue 

of previous discussions with him about UAEY\'s willingness to 
discard its North Korean SCUD missiles. 
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(S) Sheikh Hamdan said he would discuss the matter with his 
brother 

of the UAE Armed Forces 

then inform us 

matter would be handled cooperatively and with full 
transparency. Bloomfield offered to send a team to the UAE 
for discussions. The removal of SCUDS from the UAE would 
be a \"good news story for Congress 

eliminate another former customer in the Middle East for 
North Korean weapons 

off one of the North Koreans\' important sources of hard 
currency to build up their nuclear weapons program. 


Predator 


10. (S) Sheikh Hamdan raised the issue of the UAE\'s request 
for an armed Predator UAV by stating unequivocally that the 
UAE is in the advanced stages of negotiations with its 

allies for a UAV system that meets its homeland defense 
requirements. He said the UAE regretted the fact that the 

US was not able to satisfy the UAE\'s needs 

for our efforts. He reiterated that the UAV 

would be co-produced in the UAE (note: South Africa 

Jordan) 

but also in protecting the UAE\'s allies. 


11. (U) A/S Bloomfield cleared this message. 
SISON 
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for post-embargo states. But as ref (C) makes clear and 

other reporting suggests 

within the EU to lifting the embargo. It appears less likely 

than ever that individual Member States will stand up and 
challenge the widespread assumption that the embargo should 
at least in principle 

statement to the press -- \"We are not in any sense against 
lifting the embargo 

and sensible manner...\" -- should serve as notice that the EU 
is moving beyond \"if\" and is now discussing the when and how 
of lifting the embargo. 


3. (C) While EU governments may have agreed tacitly that the 
embargo should in principle be lifted 

needed to work out a formula that keeps all Member States on 
board. The outlines of that formula have been clear since 
July: strengthening the Code of Conduct on arms sales (ref. 
G); creating a \"Toolbox\" to monitor transfers to post-embargo 
countries (ref. H); issuing a political declaration stating 
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the EU\'s intent to remain vigilant on arms sales to China; 
and perhaps getting token progress from China on human 
rights. 


4. (C) Differing Member State views on each of these elements 
are serious 

informed Council contact 

Conduct and Toolbox \"could be agreed tomorrow\" ifthe French 
removed their objections to draft provisions calling for a 
higher degree of transparency and regularity in Member State 
arms licensing consultations. Discussions on strengthening 
the Code of Conduct are also currently stalemated over 
whether to make it legally binding; Dutch Presidency contacts 
suggest the final decision on this will be political 

technical. It is possible 

be able to iron out all these differences in time for a full 

lifting of the embargo prior to the December 8 EU-China 
summit. The most likely scenario 

EU to achieve sufficient consensus over the next two months 
to go to the summit and confidently signal to China that the 
end of the embargo is near; that it will be lifted as soon as 
Member States finish ironing out the \"modalities.\" Beijing 
might even help the process along by sending some positive 
signals 

intimating that the summit itself could be endangered by a 
lack of EU progress. In other words 

not appear likely to lift the embargo by December 8 

still be able to make a commitment to China that we and other 
concerned parties would be unable to walk back later. 


5. (C) The EU still has several opportunities to make 
progress on the issue before the EU-China summit. Foreign 
Ministers will meet again at the November 2 and November 22 
GAERGCs (joined by Defense Ministers at the latter) 

of Government will gather for a summit on November 5. At 
each of these meetings 

rapid lifting of the embargo to aggressively pursue their 
agenda 

week. Whether a formal agenda item or just the topic of 
debate on the margins 

each of these meetings. The goal of the pro-lift camp will 

be to achieve sufficient consensus to go to the EU-China 
summit with a solid pledge to lift the embargo in the very 
near future. Under these circumstances 

to make that a politically unpalatable thing to do. 


6. (C) Changing the political calculus of EU governments that 
have so far acquiesced to pro-lift arguments will require 
continuing our diplomatic efforts while raising the level of 

our public outreach (ref. F). PM P/DAS Greg Suchan\'s 
on-the-record public appearances in Brussels on October 7 
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(ref. B) were an excellent start. His remarks helped launch 
a public debate in Europe that until now had been 
conspicuously absent. Numerous commentators 
Parliamentarians from across Europe have begun weighing in 
with compelling arguments that lifting the embargo would be 
foolish on both strategic and human rights grounds. In an 
editorial following Suchan\'s visit 

Times even acknowledged 

this matter of international security.\" We have only seen 
one commentary in the last week defending the pro-lift 
argument 

caters almost exclusively to EU bureaucrats. 


7. (C) On-the-record public outreach by US officials helps 

get out our key message concerning the embargo. Far more 
effective 

states. To the extent possible 

should aim to encourage influential NGOs such as Human Rights 
Watch and Amnesty International to speak out. (Fora 
European audience 

director alongside P/DAS Suchan at a press event on October 7 
added tremendous credibility to our message.) Likewise 
European parliaments should be encouraged to take a stand 
holding hearings on the issue and clarifying their concerns. 
Liberal MEP Graham Watson is initiating a debate in the 
European parliament in mid-November (date tbd). Similar 
efforts in member state capitals can help raise the ante as 
foreign ministers and heads of government face this issue 

and should be encouraged. 
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broken: LTTE ready for talks with Government 
independent Daily Mirror on October 16. \"Permanent peace on 
the horizon 

18. Similar stories appeared in the Sinhala and Tamil 
vernacular press 

Sudar Oli. (Note: On October 18 the BBC Sinhala service 
reported that LTTE political wing leader Tamilselvan 
currently leading a Tiger delegation to several European 
capitals 

Sinhala language program the previous day. End note.) 


3. (C) According to sources in both the Tamil National 

Alliance (TNA) and the Peace Secretariat 

media\'s optimism is misplaced. Ambassador Jayantha 
Dhanapala 

the Ambassador on October 18 that he is unsure what prompted 
\"the sunshine stories\" over the weekend. Noting that the 

LTTE has always understood that the GSL would present 
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counterproposals to the Tigers\' controversial Interim 
Self-Governing Authority (ISGA) proposal 

coverage ofthe LTTE position as \"nothing new.\" Itis 
difficult to assess the purported statement by Tiger 
spokesman \"Daya Master\" to AP indicating a new Tiger 
position 

Tiger hierarchy 

with authority. That said 

tough line the Tiger delegation is reportedly hearing during 
its European trip (Ref A) will help moderate its 
uncompromising stance on restarting talks. 


4. (C) Dhanapala could not identify any recent event that 
might have prompted the rosy news coverage. Even the October 
16 release of two Sinhalese home guards 

in August in Trincomalee (Ref B) 

Dhanapala indicated 

prisoners to secure their release. While stressing that he 

did not believe 

detained terrorists for hostages 

Trincomalee--which was volatile to begin with--had grown so 
tense and politically charged because of the abductions as to 
be untenable 


5. (C) TNAMP G.G. Ponnambalam also discounted press 
reports of anLTTE change of heart. As of October 16 
Ponnambalam claims to have spoken to the delegation in 
Europe 

Echoing Dhanapala\'s comments 

had never refused to consider GSL counterproposals 

as those counterproposals do not form the basis for 
negotiations. He described the TNA\'s unprecedented meeting 
on October 11 with the Malwatte Mahanayake 

religious leader 

Sinhalese nationalist groups protested outside the monk\'s 
residence while the meeting took place. End note.) 
According to Ponnambalam 

TNA delegation that despite his personal disagreement with 
the ISGA 

negotiated\"--a significant departure from the public stand 
adopted by other leading members of the Buddhist clergy. 


6. (C) Comment: Like the press reports of one week earlier 
claiming that another rift in the Tiger leadership had 

occurred 

heart are too good to be true. That said 

than cordial reception in stops along their European tour may 
be forcing them to rethink their rigid stance on resuming 
negotiations. Well-timed statements by \"Daya Master\" and 
others in the Tigers\' second-tier leadership may be intended 
to make the Tigers sound more reasonable and seem more 
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internationally presentable while they are pitching their 
case in Europe. The real test 

behave on the ground. For now 

evidence of change. 
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page\" regarding the positive direction in which Libya is now 
moving. He said that since the outstanding issues 
surrounding the Labelle Disco bombing (the reason for the EU 
embargo) had been solved 

progress on WMD and terrorism 

to maintain the embargo. He emphasized that the EU\'s Code of 
Conduct for arms exports would still apply 

\"Toolbox\" measures for post-embargo countries 

finalized. Jurgens said that until the US removed Libya from 
its State Sponsors of Terrorism list 

our waiver authority to prevent any retaliation against EU 
countries doing business with Libya. Other troika 

participants from The Hague 

Council Secretariat did not comment. 
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the FAA\'s website. He asked whether the U.S. planned to use 
northern Cyprus as a rest/recuperation stop for U.S. troops 

in Iraq. In a subsequent telephone call 

Econoff that the British Government was planning to do an 
aviation security assessment for northern Cyprus soon 
inquired about the timing of TSA\'s assessment of Ercan 
airport. 


6. (SBU) Action Request: Embassy requests talking points for 
use with MFA on U.S. PNR requirements for Turkey. 
EDELMAN 
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This definition has hurt us a lot.\" Zana said Kurdish and 

Turkish people needed a new constitution 

them as equal people. Zana added that the armed persons in the 
mountains should be reintegrated into society 

applications such as the Compensation Law hurt the honor of the 
Kurdish people. She added that the EU was a bridge between Turks 
and Kurds 

European Union. 


CUMHURIYET: As a result of an explosion of a remote-controlled 
mine planted by PKK/Kongra-Gel militants on a road in Yuksekova 
Hakkari province 


Column 3 
vehicles were damaged. 


CUMHURIYET/TURKIYE: The Elazig Governorate announced that as a 
result of GOT forces\' operations in Istanbul 

Elazig provinces 

attacks in Elazig and other major towns were detained. GOT 

forces seized 7 kilograms of C-4 explosive 

percussion caps in places indicated by the detainees. 


TURKIYE/BOLGE/EKSPRES: Attorney Ismet Altug has been elected as 
the President of the Adana Bar Association at the election held 
on October 10 


ULKEDE OZGUR GUNDEM: Based on information provided by a Heze 
Parastina Gel (HPG-People Protection Forces) member 

surrendered to the GOT forces a few days ago 

Midyat Jandarma Commands 

operation in the rural Doganli 

regions. A number of HPG shelters in the region were discovered 

by GOT forces. 


ULKEDE OZGUR GUNDEM: Twenty-seven \"Human Shield Initiative" 
members from Adana and Mersin set up tents in the Kato Mountain 
Hakkari province 

the region. Thirty persons from the Mardin Human Shield 

Initiative\" will go to Cudi Mountain for the same purpose. 
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Editorial Commentary 


-- \"The law of ‘preferring Jews over the rest of the 
peopleW" 


Daily columnist Jawad Bashiti writes in independent 
mass-appeal Arabic daily Al-Arab Al-Yawm (10/18): 
\"From now on 

wars in the world: a war against terrorism and another 
war against the “enemies of Semitism\' 

score of all anti-Semitic actions that take place 
anywhere. It will be correcting the stances of 
countries vis--vis this issue in terms of rewards and 
punishments 

that each country in this world would need to 
undertake in order to respond to anti-Semitic actions. 
With this law 
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illusions of the Old Testament and the heavenly 
promise 

joins Israel in its war and antagonism against the 
Arabs 

Whoever survives the anti-terrorism law will not 
survive the anti-Semitism law. Arabs 

odd number of reformists 

one hand as either exercising terrorism 

it 

exercising anti-Semitism 

it.\" 


-- \"Bush gets United States involved in a historical 
issue\" 


Daily columnist Sultan Hattab writes on the op-ed page 
of semi-official 

(10/18): \"By signing the anti-Semitism law 

States President George Bush put the U.S. prestige 
role and capabilities in the service of the Jews 

he looked to gain their votes in the upcoming 
presidential elections.. This is one of most serious 
decisions ever taken by the United States since its 
establishment 

outside its borders and because it works on reshaping 
the world in favor of the Jews and their protection by 

a superpower. This decision is considered as absolute 
support for Israel 

weapon anytime against its opponents and enemies and 
without need to refer to the United States.. We do 

not support the oppression of any people or religion 
not even the Jews 

them and Semitism. However 

that such a privilege would turn into a privilege to 
confiscate our rights and to make any resistance 
against Israeli policy in the region 

Sharon\'s Nazi policy of building the wall 

Palestinians and confiscating their rights 

to be recorded as anti-Semitism.\" 


-- \"The anti-Semitism law poses questions regarding 
freedom in the U.S.\" 


Journalist Lamis Andoni writes in independent Arabic 
daily in Al-Ghad (10/17): \"The law 

pertinently the philosophy that lies beneath it 
represents another escalation against the Palestinian 
struggle for independence and against the growing 
campaigns in Europe and America in solidarity with the 
Palestinian people. Philosophically 

the distorted concept that any criticism or 
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condemnation of Israel is a form of anti-Semitism. 
The law is considered a success for tne many extensive 
attempts and campaigns by Israel and Zionist 
organizations to describe everything that is happening 
- from news reports 

Israel\'s bombing of Palestinian towns 

the Hague decision against the separation wall - as 
proof of the rise and spread of anti-Semitism in the 
world.. In recent years 

movements that go beyond the condemnation of 
occupation to the support of the right of return for 

the Palestinian people and the condemnation of Zionism 
have been witnessed. Such a step aims to disfigure 
the nature of the Arab-Israeli conflict by showing it 

as a conspiracy to exterminate Jews in the world 
which serves the interests of extremist Israelis and 
Americans 

as legitimate action against terrorism 

against Arab-Palestinian efforts to organize a 
massacre of Jews 

legitimacy of the Palestinian resistance against the 
occupation. Therefore 

importance 


-- \"Semites!!\" 

Columnist Mohammad Ka\'wash writes on the back-page of 
independent 

(10/17): \"It is most surprising 

that President Bush 

terror and for the ‘liberation of people\' from 

repression 

extremist government 

Israel's aggression against the Arab Semitic people of 
Palestine. We should remind the President that the 
Arab people of Palestine and Iraq are Semites 

he implement his law to their benefit 
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to WEF 

labor market issues 

hiring and firing practices and flexibility of wages. 
HIV/Aids and crime are also cited as negatives. Source: 
This Day and Business Report 


21726 

similar center at the Massachusetts Institute of Technology 
to the long-running ICT training arrangement between 
for-profit New York Institute of Technology and Irbid 
tech-focused Yarmouk University. 
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10 

long-term importance 

Jordanian government to the information age. Leading the 
charge in this arena has been the Ministry of ICT 

working 

Jordanian ministries and agencies 

other and to the Internet 

applications to help the ministries and agencies in 
interfacing with the consumers of their services. After an 
initial exploratory phase in which several of these web-based 
applications were developed with USAID help 

opted to concentrate on computerizing and connecting the 
government first 

interfacing to grow more organically from government 
institutions that themselves see the need for such interfaces 
and understand the technology well enough to give these 
concepts their full buy-in. 


11. (SBU) Six GOJ entities have so far been linked together 
with a further four expected to be on the network by the end 
of the year 

of the remaining 108 departments should be facilitated by the 
built-out NBN fiberlink between Jordanian schools 

be completed at relatively low cost by 2009. As part of this 
process 

itself into the National IT Center 

part of the Prime Ministry to coordinate all IT activities of 

all GOJ entities 

USAID funded the creation of the precursor unit to the 
National IT Center 

unbundling. 


12. (SBU) The money put into the GOJ e-government program 
while not attaining the heights reached by JEI 

been enough to attract Jordanian firms 

directed most of its contracts. This has allowed such firms 

to build their businesses in a large niche where Jordanian 
firms have traditionally had a regional competitive edge: the 
provision of software and network solutions based on products 
produced in the developed world. Firms like Eskadenia and 
Estarta are gaining the experience needed to compete with 
South and East Asian and Western companies for large 
contracts being offered especially in the Middle East - 
especially in GCC countries 

their ICT infrastructure while high oil prices make surplus 
government monies available. Still 

whether such firms could thrive without the GOJ as a client; 
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as of 2002 

sector 

services produced by Jordan 


13. (SBU) The e-government program has also given the GOJ 
more scope to bargain with world-class ICT firms - by 
expanding the size of the its ICT use 

itself a more attractive candidate for partnerships like the 
Microsoft licensing agreement and a soon-to-be-launched 
agreement with Bearing Point to train GOJ personnel in 
management techniques. 


14. (SBU) While the sector has made substantial progress over 
the past several years 

Jordan 

Jordan 

is currently under the legal monopoly of Jordan Telecom (JT) 
whose privatization and then strategic partnership with 

France Telecom (FT) over the past five years have brought it 
a long way - but not all the way - towards a competitive 
model. However 

Jordan pledged to work to end its fixed-line monopoly by 
January 1 

Commission (TRC) is doing its best to work out the modalities 
of the opening. 


15. (SBU) Minister of ICT Fawaz Zu 

meeting with Chairman Powell 

upcoming phase of liberalization will be critical to the 

future of the ICT sector. The high international tariffs 
imposed by JT have made some of Jordan 

internationally focused ICT companies uncompetitive 

the slow roll-out and high prices of broadband access and 
other fixed-line services. Zu 

on profit maximization since the conclusion of its strategic 
partnership with JT has not been consonant with GOJ goals. 
He hinted to Powell that rather than expand FT 

JT 

ending their management contract. More broadly 

praised the National Broadband Network (whose building JT had 
resisted) as giving the GOJ leverage against JT and giving 
the TRC space to move against JT if necessary 

regardless of whether FT remains at the driver 

the GOJ would retain a \"golden share." 


16. (SBU) Despite the support of Zu 
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plans to voluntarily depart the MOICT in the upcoming Cabinet 
reshuffle (ref B) 

probability of a nasty battle with JT and other incumbents 

over the opening of the fixed-line sector. The prospect of 
such a fight 

mobile telephony sectors two incumbents over the awarding of 
a third GSM license (ref C) 

support. The visit of Chairman Powell 

backing he gave to the TRC 

invaluable in this respect. 


17. (SBU) The GSM license fight also left the TRC aware of 

its own organizational deficiencies 

Powell 

the areas of dispute resolution and enforcement 

allocation 

stressed the need for the TRC to articulate an overall vision 

of the direction in which the sector should be going 

always be ready to admit when it had made the wrong decision 
and reverse course. FCC agreed to provide further advice and 
support to the TRC in the areas of public relations and 

dispute resolution 

staff and visits by FCC personnel over the upcoming year 
cooperation with a USAID-financed advisor already in 
residence at the TRC. 


18. (SBU) The strong level of GOJ support for Jordan 
nascent ICT sector is the primary reason for the growth that 
the sector has experienced to date. With heavy donor 
assistance 

services that it is turning to the Jordanian private sector 

to supply. It remains to be seen whether Jordan 

sector will be able to stand on its own if and when 
public-directed funding recedes to more \"normal\" levels 
initial signs are good; exports are rising along with the 

more GOJ-driven domestic sales as Jordanian firms develop 
more experience cooperating and competing in an international 
arena. The ongoing improvements to Jordan 

infrastructure and education should only continue to drive 
costs down and create a more fertile arena for domestic ICT 
firms. 


19. (SBU) In its support of Jordanian ICT 

have picked a winner: strong GOJ buy-in and international 
donor and private support has proved to be a multiplier to 
USAID 

wealth-creating industry is springing up where there was none 
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before. The GOJ 

(and primarily US-based) ICT firms should help to further 
strengthen trade ties and over time substantially increase 
traditionally weak U.S. investment in Jordan. And the ICT 
initiatives developed by Jordan 

ICT-based curriculum reform 

model by several regional states for whom curriculum is a USG 
priority. Strong and sustained U.S. support for the TRC over 
the next several months 

liberalization of the fixed-line sector must be formulated 

and approved 

great internal obstacle to the competitiveness of the ICT 
sector: the stranglehold held by JT (septel). 


20. (U) Chairman Powell did not have the opportunity to clear 
this cable prior to its release. 
HALE 
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metropolis.\" Mayor Baydemir said he wants Diyarbakir to become 
the center of the Southeast 

East. Baydemir claimed that his project would prevent migration 

to other big towns. Baydemir 

Erdogan at the \"Local Administrations and EU\" meeting in Ankara 
invited the Prime Minister to Diyarbakir for the opening 
ceremonies of the city's Waste Water Treatment Plant. 


BOLGE/EKSPRES: Eleven Adana HRA members went to the US Consulat 
by bus 

left a black wreath at the Consulate. The group chanted 

\"Everywhere is Palestine; we are all Palestinians; US Out of the 

Middle East.\" The Adana HRA Secretary Ethem Acikalin 

the announcement 

and the US was massacring in Iraq 

and freedoms of the people in those countries were being 

obstructed. 


TERCUMAN: In Malatya 

Security Directorate seized five kilograms of hashish in Ramazan 
G.\'s house in Yesilyur township. 

Ramazan G. has been detained 

intensified. 


EVRENSEL: The Malatya Security Directorate circulated a letter 

to 17 radio stationsand five local TV channels (Gunes-TV 

TV-M 

taken against stations broadcasting in Kurdish and other 
languages. The letter stated that the broadcasts from those 
institutions were observed round-the-clock 

some of them had aired in Kurdish. HRA and Mazlum-Der objected 
to the letter. 
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should be so foolish as to engage in anti-American activities.\" 
Osman Ocalan said that the establishment of his party would be 
completed by the end of October. He said that the U.S. was 
changing dictatorships in the Middle East 

party would establish contacts with U.S. authorities. Osman 
Ocalan said that nobody could deprive him and his supporters of 
the right to return to Turkey. He said Turkey was his country 

and it was his right to live there. Osman Ocalan appeared before 
the press for the first time with his ex-PKK-militant 

wife Kewe Sucai. 


SABAH: DEHAP National Chairman Tuncer Bakirhan announced that he 
would visit Europe from October 25 through November 05 with 

other Kurdish opinion makers 

with the objective of lobbying in favor of Turkey\'s candidacy 

for accession to the EU. 


SABAH: The Van Public Prosecutor requested permission from the 
Justice Ministry to prosecute Van Provincial Security Director 
Tacettin Kurt for negligence in the case of the former Van 

Deputy Mustafa Bayram and his son 

accused of raiding a police station in Van on July 7 and 

assisting in the escape of family member Hamit Bayram 

been allegedly involved in drug trafficking. The Van Criminal 

Peace Court Judge Ismail Gultekin 

Bayram on bail 


EVRENSEL: In Tunceli 

said that he was kidnapped by Jandarma Intelligence Center 
(JITEM) elements on October 12. He claimed he was threatened 
with death and told to leave Tunceli by October 16. Simsek 
claimed that he was blindfolded and beaten in the testicles. 


TURKIYE: In Mus 
they searched S.C.Ys house. S.C. was detained 
investigation is being conducted. 


ULKEDE OZGUR GUNDEM: Twenty-seven Human Shield Initiative (HSI) 
members were arrested in Hakkari by the Provincial Jandarma 
Command yesterday. They had gone to Hakkari from Adana 

up tents at Kato Mountain to stop ongoing military operations 

and to investigate the alleged use of chemicals. In Van 

made up of the Van HSI 

Youth Flank 

Association (TUHAY-DER) 

ready to travel to a mountain in the area with the objective of 
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stopping military operations. 


ULKEDE OZGUR GUNDEM: The Yezidi village of Magara in Idil 
Sirnak province 

be evacuated and turned over to the actual owners. Guards from 
Deskani village had been settled in Magara village and had been 
cultivating the land they had occupied. The Yezidi\'s attorney 
Eren Keskin 

the village belonged to her clients. She petitioned the Interior 
Ministry and Idil Sub-Governor to remove the guards from the 
village 

September 9. The Sirnak Governor\'s office instructed the Idil 
Sub-governor\'s office to remove the guards from the Magara 
village. Although the case concerning the village is still 

pending 

owners with a ceremony. 


ULKEDE OZGUR GUNDEM: The Hakkari Public Prosecutor pressed 
charges against Hakkari HRA President Ismail Akbulut for telling 
reporters that chemical materials had been used in a military 
operation in the Bercelan pasture in Hakkari. The public 

prosecutor brought charges against Dogu Ihlas Haber Ajansi 
(DIHA-Eastern Ihlas News Agency) reporter Siddik Guler and the 
Birgun Newspaper reporter Hakan Tas 

case in the press. 
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PROGRAM FOR 600 GUESTS EARLY 
SERVE SAHUR (LAST MEAL BEFORE FASTING BEGINS) TO INVITEES 


- CONSULATE OFFICERS WILL HOST AND/OR ATTEND IFTARS IN 
ISTANBUL AND ELSEWHERE IN THE CONSULAR DISTRICT WITH A W 
RANGE OF CONTACTS. 


- CONSUL GENERAL WILL HOST IFTAR FOR CONSULATE STAFF. 
ADANA: 


- PRINCIPAL OFFICER WILL HOST IFTAR IN EITHER ADANA OR 
GAZIANTEP FOR RELIGIOUS LEADERS 

AK PARTY OFFICIALS 

LEADER FROM NEARBY INCIRLIK AIR BASE WILL BE INVITED TO GIV 
A PRESENTATION TO THE GUESTS ON THE PRACTICE OF ISLAM IN ' 
UNITED STATES. 


- PRINCIPAL OFFICER WILL ATEND IFTARS WITH BUSINESS LEADER 
AND OTHER CONTACTS IN THE SOUTHEASTERN CITIES OF DIYARB, 
AND MALATYA. 
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- CONSULATE OFFICERS WILL HOST AND/OR ATTEND IFTARS IN AD, 
AND ELSEWHERE IN THE CONSULAR DISTRICT WITH A WIDE RANGI 
CONTACTS. 


- PRINCIPAL OFFICER WILL HOST IFTAR FOR STAFF. 
EDELMAN 
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we cannot count on them to stand in the way of a developing 
consensus that runs counter to U.S. or Dutch national 
positions. With several of the most important presidency 
events -- the EU-China summit 

ministerial -- still to come 

the Dutch will continue to be most useful in providing 
insights into EU decision-making and in conveying accurately 
U.S. views in EU fora. On the economic front 

made a priority of the EUYs Lisbon agenda of reinvigorating 
the European economy 

suggestions -- hosting a major transatlantic conference on 
innovation in November 


Working with the Dutch 


2. (C) With three months of their EU presidency completed on 
October 1 

as August is a \"down month!" for most of Europe 

calendar is heavily skewed toward the second half. So far 
the Dutch presidency has largely lived up to expectations 
(reftel): well-organized 

use the word consistently) 

Certainly working with them is 

accessible 

continue their tradition of transparency. (An exception has 
been their odd reluctance to permit US observers to have 
access to the informal Councils held in the Netherlands; they 
have willingly granted access only to the foreign ministers 

and agriculture ministers Councils.) They listen to US 
arguments. Especially when the US has been timely in its 
demarches (as in at least a week before a GAERC) 
expressed strong appreciation. Even the unexpected illness 
of Prime Minister Balkenende -- which reportedly will keep 
him out of commission until late October -- has been managed 
effectively 

ASEM and Korea Summits) Luxembourg PM Juncker stepping in to 
handle protocol functions while the Dutch MFA manages 
day-to-day affairs. Balkenende\'s illness and other events 
outside Dutch control have 

for a series of successful summits. While the Ukraine and 
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S.Korean summits passed relatively uneventfully 

summit was postponed and appeared in danger of slipping away 
from the Dutch 

beyond the Dutch presidency 

participation at ASEM attracted unwanted controversy for the 
Dutch. The two biggest third party summits -- Russia and 

China -- remain on the horizon 

ministerial and the two European Council summits. 


3. (C) On a few issues 

deregulation campaign and their equally high priority desire 

to introduce better analysis in the EU\'s budget process 

Dutch have exercised decisive leadership. They merit 
considerable praise for their role in moving the EU toward 
more cooperation on Iraq and in coordinating timely responses 
to developments in Sudan. Despite their somewhat compromised 
position as a member of the coalition 

used their presidency to encourage an EU role in Iraq 

through pushing a reportedly reluctant Commission to send its 
\"exploratory missions\" to Baghdad 

project proposals for the EU. On Darfur they have kept the 
pressure on for a responsible EU role 

pretty much in the mainstream of the member states and have 
stayed with the bounds of maximizing \"effective 
multilateralism 

On many issues 

belief that the proper presidency role is to foster consensus 
while remaining \"neutral\" themselves. Thus even when the 
Dutch 

cannot count on them to stand in the way of a developing 
consensus running in the other direction. China (where the 
Dutch are prepared 

favor of lifting the arms embargo) and Iran (where the Dutch 
have made no effort to lead the EU toward supporting referral 
of the nuclear issue to the UNSC) are examples of this 
tendency. Dutch leadership was also ineffective in 

controlling the debate on lifting the arms embargo on Libya 
(although the Dutch made an effort to implement a partial 

lift 

stood alone) and the Palestinian push in New York to endorse 
the ICJ ruling on the Israeli Security Barrier. With regard 

to Burma/ASEM 

working out the \"compromise\" allowing Burma to participate at 
a lower-level 

additional measures on Burma if it fails to live up to 

earlier human-rights commitments (which the EU did at the 
October 11 GAERC). 


4. (C) Even on issues where the Dutch are uncomfortable 
diverging from a developing EU consensus 
generally been transparent with us regarding developments 
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within the EU and in highlighting areas of concern. We 
anticipate that this trend will continue. For the remainder 
ofthe EU presidency 

of what their own problems are in dealing with the member 
states. Though their activism clearly is constrained by 

their adherence to the principle of presidential neutrality 
their sense of responsibility in the presidency means they 
will also continue to accurately communicate the US position 
in the Councils (at least in the corridors) and to ensure 

that that US views are taken into account when possible. The 
Dutch have been and will be a good channel for the US to 
assure that timely arguments achieve resonance in the 
Councils. This is 

issues that the Dutch appear ready to move off their neutral 
presidency stance (but we should not expect that there will 
be very many such instances). 


Heavily loaded calendar for second half 


5.(C) The Dutch agenda (deregulation and other aspects of 
progress on the Lisbon agenda 

\"right\" EU budget decisions 

summits with China 

the big EU events (two Councils at the summit level 

second making the Turkish accession decision) -- just the 
most prominent among many meetings -- mean the Dutch will be 
very busy through December. They will want to have 
measurable progress on their economic priorities at the 
Councils 

in order to judge their presidency a success. The US interest 
in Turkish accession to the EU has been well-served by the 
Dutch presidency thus far. The real test is yetto come 
course 

accession -- including divisions within the governing 
coalition -- the Dutch leadership seems to be ideally suited 
to facilitating a positive EU decision. The Dutch 

believe 

moved (i.e 

and the EU on what has to be done) 

We expect that they will work to see that the Council 
decision is made on that basis. 


Transatlanticism 


6. (C) The Dutch believe relations with the US are important 
and need improving 

improved working relations with the US as a measure of their 
presidency\'s success. They have worked to use JHA contacts 
from the working level to the recent ministerial contacts to 
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improve counter-terrorism cooperation. Dutch support for the 
recent Ridge and Ashcroft visits was a good demonstration of 
their ability to transform good intentions into concrete 

results. They are welcoming the Innovation Conference in 
November as not only a demonstration of transatlanticism 

a contribution to their Lisbon agenda goals as well. Iraq 

and Darfur are areas where they want an EU role complementary 
to US objectives. While perhaps the EU follow-up on some of 
the June Summit agreements (stakeholder consultations comes 
to mind) has not been as rapid as we might have liked 

remain confident that whenever we can point out an area of 
potential for improved US-EU cooperation 

ready to carry the ball. 


Conclusion: 


7. (C) On balance the Dutch presidency has worked to U.S. 
advantage. The Dutch have successfully managed issues of 
concern to both sides 

and have been ready to let the US succeed on others (such as 
the China Arms Embargo) as long as their presidency 
\"neutrality\" can be preserved. We would expect the Dutch to 
continue to communicate effectively U.S. positions and 
concerns to the best of their ability 

avoid conflicts or misunderstandings. We should continue to 
take full advantage of the relative transparency of the Dutch 
presidency to push our agenda 

national sympathy for specific U.S. will remain constrained 

by the perceived obligations of their presidency role. 


SOBEL 
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concern for foreign investors - both existing and potential. 

Guebuza acknowledges the extensive US commitment to helping 
Mozambique overcome the challenges of poverty and HIV/AIDS. He 
comes across as a serious and intelligent candidate. 


6. (SBU) Dhlakama has been President of RENAMO since 1980 and led 
its forces during the civil war against the FRELIMO government. 
Since the signing of the Rome Peace Accords in 1992 

played a crucial role in transforming RENAMO into a viable 
political party and keeping the disparate factions of his party 
from lapsing back into violence. Regarding priorities for the 
country 

judicial reform and fighting corruption 

of developing national economic production 

small-to-medium sized businesses (Ref C). If RENAMO wins the 
elections 
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technically competent people to fill key government positions. 
During Dhlakama\'s September visit to the United States 

attended the Republican National Convention and he met with you 
the State Department 

Dhlakama describes himself as a friend of the U.S. and will seek 
to strengthen the Mozambique-U.S. relationship if elected. 


7. (U) Mozambique\'s recovery from the devastation of civil war 
its macroeconomic reforms 

investment projects have resulted in an average GDP growth rate 
of eight percent from 1992-2003 

time period. Foreign direct investment 

collections have seen notable increases 

continues but has slowed in recent years. GDP growth for 2003 
was approximately seven percent 

economy to continue to expand at a rate between 7-10 percent. 


8. (U) Maintaining this high rate of growth hinges on several 
major foreign investment projects 

the revival of the agriculture 

sectors. This growth is from a low base; per capita GNP for 2002 
was around $200. Inflation for 2003 was 13 percent 

the levels of recent years. 


9. (SBU) The Mozambican business climate remains a work in 
progress. Excellent macroeconomic policies and high-level 
commitment to attracting business mask a bureaucracy that remains 
at times unresponsive to the needs of corporations 
small-to-medium-sized enterprises. Permits are slow; corruption 
is problematic; and the legal system is antiquated. Although 
under revision 

an impediment to foreign investment. Land tenure at present 
relies on a lease system without private ownership. Donors are 
working extensively with the GRM to modernize and improve the 
current commercial code 

process 

is moving in the right direction 

years before significant impediments to investment are removed. 
Infrastructure is poor and was further damaged by severe floods 
in 2000. Important strides have been made to improve the 
situation 


10. (U) Mozambique offers substantial investment and commercial 
opportunities in energy generation (hydropower 
transportation (road construction 
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airport construction 

(natural gas 
agriculture/horticulture (cereals 
vegetables 


11. (U) Mozambique\'s rapid economic growth is enhanced by the 
operation of several mega-projects. These include the MOZAL 
aluminum smelter (Australia) 

pipeline (South Africa) 

heavy sands projects in Gaza and Nampula Provinces (Australia and 
Ireland). The GRM works closely with large investors by creating 
government-investor task forces to address issues and concerns 
large investors confront when working in the Mozambican business 
environment. The GRM is very responsive to these investors and 
has created several \"special economic zones\" and \"export 
processing zones\" which provide incentives to investors involved 

in mass-production and export and those investing in 

traditionally poor and under-developed areas. Mozambique\'s mega- 
projects are said to account for 2-3 percentage points of the 
country\'s seven percent GDP growth and a much larger share of 
export growth. 


12. (SBU) A) Elections: The USG is supporting the electoral 
process through financial assistance to the Carter Center and 
domestic observer groups. As we did during the 2003 municipal 
elections 

throughout the country. 

B) Trade & Investment: Mozambique has yet to take full advantage 
of AGOA 

Currently 

under AGOA 

Foundation 

C) HIV/AIDS: Mozambique is at a critical stage in its efforts to 
stem the HIV/AIDS epidemic. In Southern Africa 

presents both the greatest challenges and possibly the greatest 
opportunity to become the next Uganda-like success in turning 
around the HIV/AIDS threat. Despite occasional criticism from the 
health minister 

the President\'s Emergency Plan For AIDS Relief (PEPFAR) is seen 
as a collaborative approach to addressing the epidemic. 
Mozambique is the only country to be both a focus country under 
the PEPFAR and eligible to submit an MCC proposal in FY04. 


13. (SBU) Mozambican government officials 
and private sector groups are broadly aware of the MCA and 
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Mozambique\'s FY04 eligibility for the program. This will be the 

third MCC team visit to Mozambique since Mozambique was selected 
as part of the group of 16 eligible countries in May. The first 

visit took place June 8-11 and served largely to introduce the 

MCC and meet Mozambican officials leading the proposal process. 
The second visit took place in early September and allowed for 

the MCC\'s familiarization with Mozambique and the draft proposal. 
On October 4 

MCC officials John Hewko 

discussed Mozambique\'s submission of a proposal Although the CTA 
business group and the Mozambique-US Chamber of Commerce have 
circulated the proposal widely 

released it and it has not been covered in the press. We do not 

know whether the government\'s reluctance to release the proposal 
so far is related to electoral concerns. 
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will make it significantly more costly and more difficult for 
employers in Ecuador to use subcontracting as a way of 
thwarting employees in the exercise of their rights. 


4. (SBU) The GoE\'s efforts on child labor this year have 

been even more impressive. We asked for new child labor 
inspectors to be appointed by the end of the year. Given 
Ecuador\'s track record 

on December 31 followed by months of wrangling about 
salaries 

GoE moved very rapidly to appoint and has been working on the 
logistical issues diligently ever since. They are not 

resolved 


The Way Ahead 


5. (SBU) There is no doubt that issuing the decree was 
difficult for this government 

demonstrates the GoE\'s commitment to labor reform. The 
decree comes from a very weak government and in the face of 
staunch opposition from the business community. We know the 
GoE worked hard to come up with a decree which would meet 
U.S. concerns and be acceptable to labor and business here. 
Minister of Labor Izurieta has invested his personal 

credibility in the effort 

his flaws 

a star in this government. Any replacement would be very 
unlikely to be an improvement. Izurieta is now going to pay 

a political price for his efforts 

challenge from the business community. In this context 

is essential to carefully calibrate our reaction to the 

decree to maximize the prospects for labor reform as we go 
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forward. 


6. (SBU) This Embassy defers to and respects the interagency 
process to set policy on ATPDEA labor petitions and FTA labor 
strategy 

consideration. Real labor reform will take time for labor 

and business to develop common ground. We believe the USG 
can best help focus debate by making it clear that labor 

reform is a necessary condition for any FTA with the U.S. 

while being very careful not to convey this message as an 
ultimatum. Concluding the review on last year\'s petitions 
would turn the page on the decree 

toward legislative reforms. Accepting the new ATPDEA 
petitions for review would also help leverage the reform 
process. 
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to review the situation of its minorities before the EU asks 
for reforms in this area. The report advises Ankara to 
permit the use of languages other than Turkish. Non-Muslim 
officials are not employed in state institutions 

the military 

report notes. It also says that closing of Turkish 

political parties had been a violation of democracy. Ankara 
has to reassess its understanding of "nationals\' in order to 
catch up with the civilized world 


"Secret protocol on Iraqi oil sales to Turkey: According 
to the Duelfer Report 

Ankara and Baghdad in early 2000 for the sale of Iraqi oil 
to Turkey 

on for three years. Saddam Hussein has deposited $499 
million earned from this sale in Turkey\'s state-owned 
Halkbank 

Halkbank at the end of the war in Iraq. The US and the 
Iraqi interim government have demanded the money from 
Turkey. Ankara told both countries that the money will be 
used to pay for exports made by Turkish companies to Iraq 
according to reports. 


A new Kurdish party to be founded in Turkey: A new Kurdish 
political party is to be founded in Turkey by Dervis Akgul 

a Turkish Kurd close to the Barzani family in northern Iraq 
report papers. The new party will be opposed to the 
PKK/Kongra Gel and affiliates 


Turkish detainee to be released from Guantanamo: Murat 
Kurnaz 


Column 3 

Guantanamo for alleged ties with the Taliban 

released after the US Presidential elections 

\"Sabah\" in a story based on a Dere Spiegel magazine 
interview with Kurnaz\'s family. Kurnaz 

Bremen 

border in 2002. 


EDITORIAL OPINION: Iran; Iraq 


\"The Focus Shifts Toward Iran\" 

Yasemin Congar observed in the mass appeal Milliyet (10/18): 
\"Iran has become a top agenda item for Washington prior to 
the elections. The Bush administration did not want to take 
up the Iran issue until the U.S. elections were over 

Germany 

The G-8 meeting at the State Department reached agreement 
to propose to Iran a variety of commercial and political 
advantages in exchange of Tehran\'s immediately stopping the 
production of nuclear fuel. In fact 

concluded despite the Bush administration\'s opposition. 
Washington was not convinced about the rationale of the 
terms 

blocked a G-8 initiative..If Iran fully complies with the 

term as well as the spirit of the initiative 

significant benefits. However 

comply 

Security Council in order to pass a resolution that would 

bring the possibility of sanctions against Iran. . Given 

past events 

and sanctions are not easily implemented. Iran might be 
unwilling to cooperate for similar reasons. If that comes 

to pass 

immediate agenda item for Washington 

President Bush or Senator Kerry win the election." 


\"Iraqi Elections" 

Fikret Bila wrote in the mass appeal Milliyet (10/17): 
\"Ankara discussed the Iraqi issue at a summit last week 
security was named as the most important problem. The US 
has not yet provided Iraq with sufficient security and it 
seems it will not take the necessary measures before the US 
elections. Washington is focused on the election and does 
not want anything to have a negative impact on the voting. 
However 

or hold a fair election in Iraq unless security is 

established. How fair will the results of the elections in 
January 2005 be? How will the population census 

take place before the elections 

extent will it be reliable? There will be doubts as to the 
results of both the census and the elections 
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they can be held at all.\" 
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He urged Opel management and works council to begin talks on 
a joint rescue plan 

government support for Opel\'s recovery 

government role in the negotiations. Hesse Economics 

Minister Alois Rhiel (CDU/Christian Democrats) called GM 
Europe\'s announcement \"alarming\" and praised Ruesselsheim\'s 
modern technology 

transportation infrastructure. In media statements 
Minister-President Roland Koch (CDU) called on employees and 
management in Ruesselsheim to agree on wage cuts in order to 
protect jobs. He cautioned Swedish authorities not to 

support the Trollhattan plant with subsidies and said Hesse 
would challenge such a strategy at the European level. While 
affirming Opel\'s strategic importance for the Hesse economy 
and the need to \"save what can be saved 

concrete offer to support operations in Ruesselsheim. 

BODDE 
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transparent.\" Some irregularities were reported but in most 
polling places voting proceeded relatively smoothly. 
Preliminary results confirm that incumbents from the larger 
parties consolidated and strengthened their representation 
at the expense of smaller party candidates. Press 
immediately christened the re-elected mayors of Quito and 
Guayaquil as favorites for the 2006 presidential race. lt 
also appears that President Gutierrez\' Patriotic Society 
Party surpassed the 5% hurdle to stave off extinction. 
Gutierrez continued to stir controversy on election day by 
threatening to overturn through regulation the method 
selected by the Supreme Electoral Tribunal (TSE) to allocate 
council seats to permit some degree of proportional 
representation. Post-electoral controversy will now move to 
the courts and Congress. End Summary. 


Process Smooth Overall 


2. (U) Ecuadorian voters elected 219 mayors 
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prefects 

and 3 

Observation Chief of Mission Edgardo Reis issued a press 
statement on October 18 thanking the GoE for its 
collaboration with the OAS mission and stating that \"the 
electoral process proceeded in a generally calm and ordered 
manner 

provinces of Guayas 

of voters interviewed by OAS observers expressed satisfaction 
with the decision of the TSE to separate voting lines by 
gender. Eighty-five percent of the sample of voters who used 
special electronic voting machines rated their use as easy 
and 82% supported use of the machines more widely. The 
results of the OAS quick count in the race for mayor of Quito 
coincided with official results. The OAS statement also 
praised the work of electoral watchdog NGO Citizen 
Participation and the unprecedented indigenous observation 
effort mounted by the QVellkaj Foundation (both with USAID 
support). It also expressed concern about gaps in the 
election law about campaign financing and allocation of 
council seats. 


3. (U) Although actual voting proceeded without incidents of 
violence 

the shooting death of Pasquale Bustamante 

for town councilor in Los Rios province 

the polls closed. In addition 

and will be re-run in two small municipalities (El Empalme in 
Guayas province and Pajan in Manabi province) 

were reported in the Tarqui area in Guayaquil municipality 

in the municipality of Simon Bolivar in Guayas 

Bolivar province. Citizen Participation reported a variety 

of problems noted by its 3 

stationed in 42% of the voting stations nationwide 

campaign activities within voting areas (28%) 

impeding access by political party or observers to voting 
stations (17%). Citizen Participation director Cesar 
Montufar urged Congress to address gaps in the electoral laws 
to better regulate campaign spending and the allocation of 
council seats. 


Embassy Volunteers Support OAS 


4. (U) Thirty-eight U.S. mission volunteers participated as 
election observers under the OAS Election Observation 
Mission. In addition to Quito and Guayaquil 

Guayaquil volunteers traveled to Babahoyo 

Manta 

Ibarra 

participation contributed to a successful OAS quick count in 
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Quito 
observation. 


Large Parties Advance 


5. (U) As expected 

Quito (ID) 

of Guayaquil. Both were gracious and conciliatory in their 
victory speeches. In Cuenca 

Pachakutik-endorsed mayor and won the Azuay prefect race as 
well. In Machala 

PRE incumbent 

Manabi 

the prefect race 

indigenous party 

strength in its Sierra heartland 

Bolivar. 


6. (U) Overall 

PSC and Pachakutik with five each. The PRE won in three 
prefectures 

coalitions. The Coalition of Popular Forces (CFP) and 
Popular Democratic Movement (MPD) both won in two. The 
National Action Institutional Renewal Party (PRIAN) won just 
one prefecture (Imbabura) and the PSP was part of a coalition 
which won in the Galapagos. (These numbers total more than 
Ecuador\'s 22 provinces because of alliances made in several 
races.) 

7. (U) It appears that President Gutierrez\' PSP cleared the 
5% hurdle required to retain its party registry. The PSP won 
the mayorships of Tena 

and of Pastaza 

Galapagos prefecture. (The 5% rule applies only to 

provincial 

results in these races is still limited.) Despite these 

advances by the PSP 

the PSP\'s relatively poor showing constitutes popular 
rejection of the Gutierrez government\'s performance and 
program. 


Gutierrez: Snatching Defeat from Jaws of Victory 


8. (U) President Gutierrez marked the opening of polls in a 
brief address at the Supreme Electoral Tribunal (TSE) in 
which he called on winners and losers to come together in 
support of unity and national interests. Later 

impromptu press conference at his polling station and in 
post-election interviews 

There he continued his criticism of the method adopted by the 
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TSE to allocate council seats (which likely cost his small 
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party by reducing proportional representation) 

criticized Congress for abdicating its responsibility to 
legislate a better method. Gutierrez said he was holding off 
issuing his own regulations replacing the TSE\'s method until 
greater consensus emerged on the subject in Congress. 


9. (U) Gutierrez also used the opportunity to take a swipe 
at Wa certain desperate ex-President\" for attacking 
Gutierrez" criticism of the judiciary (for supposed 
politicization in favor of the PSC) and his meeting with 
disgraced ex-president Abdala Bucaram in Panama. PSC leader 
and ex-president Leon Febres-Cordero responded in kind 
calling Gutierrez \"corrupt 

Guayaquil mayor Nebot 

threat to issue new post-electoral regulations 

President against any such move 

other parties would \"take to the streets\" to defend what it 
won in the ballot box. 


Implications 


10. (SBU) It appears that President Gutierrez\' efforts on 
behalf of PSP candidates staved off de-certification of his 
party. Regardless 

were modest 

election results constituted a referendum on Gutierrez\' 
performance as President. We find that claim overdrawn 
will monitor closely the effects of the ensuing spin battle. 


11. (SBU) The big ID and PSC wins in their respective 
heartlands immediately fueled speculation that Paco Moncayo 
and Jaime Nebot will likely be competitors in the 2006 
presidential election (in response 

interested in serving their new four-year terms as mayor). 
Pachakutik\'s political stasis in its indigenous heartland 
might make it less anxious to challenge democratic stability 
than had it suffered a major reverse. Alvaro Noboa 

PRIAN presidential runner-up in 2002 and presumptive 
presidential candidate in 2006 

PRIAN\'s middling results (many second and third places 
winners) as a victory placing the PRIAN among the four 
largest parties after only two years in existence. He 
contrasted his party\'s national results with the strong 
regional identification of the PSC and ID. 


12. (SBU) We believe the President\'s election-day threat to 
regulate the allocation of council seats might well have been 
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election-day posturing. The controversy over the allocation 
of seats will continue regardless 

are expected to mount legal challenges to rules adopted by 
the TSE which cut down on proportional representation. Those 
challenges are unlikely to convince the courts 

considered more receptive to the views of the large parties. 
Post-electoral controversy will also play out in the 
Congress 

stalled legislative agenda. 
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adolescents. We plan to visit shortly to learn more about 
its services to TIP victims. 


USAID Launches Grants to Combat TIP and Assist Victims 


3. On September 30 

cooperative agreement establishing a small grants program to 
combat TIP in the areas of prevention 

prosecution. USAID provided $300 

to September 2006 

If successful 

potential 40 

trafficking; education of 10 

and leaders about the dangers of trafficking in their 
communities; job skill training for 1 

psychological and medical treatment for 1 

assistance for 250 victims; and training on combating TIP for 
150 public officials and lawyers. The AID grants are part of 
our strategy to supplement Ecuadorian government and civil 
society\'s existing efforts and lead to the creation of a 
self-sustaining network of integrated victims assistance 
centers throughout the country. 


Getting the Message Out to the Public 


4. On October 4 
editorial that spoke out against TIP. Sixty radio stations in 
Ecuador aired the program. 


Child Pornography Cases Advance in Courts 


5. On September 24 
an Ecuadorian citizen and legal permanent resident in the 
U.S. 
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Cuba and Ecuador 

children 

Rezabala 

years in Guayaquil for corruption of minors. U.S. 

prosecutors said Mariscal made more than 300 videos. Police 
in Guayas province determined that Mariscal\'s child 
pornography network abused more than 80 Ecuadorian children. 
National press play on this case was heavy. 


According to media 

on four charges of raping minor girls and one charge of 
drugging minors. These charges are related to the couple\'s 
well-known child pornography and sexual abuse case where a 
court convicted the couple on three charges and sentenced 
them to 12 


Competing Reforms Before Congress 


6. Several bills to codify TIP and penalize involved parties 
are still pending in Congress. We are reviewing them to 
determine how well they address trafficking 

encourage Congress to move quickly on the most promising 
legislative reforms. Septel will analyze the proposed 
reforms. 

KENNEY 
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pseudonym \"Marciano\" in the very pro-Chavez daily DIARIO 
VEA 

Secretary General Miguel Angel Rodriguez. It described this 


SIPDIS 

as a U.S. coup to maintain control of the OAS. The 

Salvadoran OAS Secretary General candidate and any Peruvian 
candidate are seen as U.S. puppets. It is widely believed 

in Venezuela that \"Marciano\" is actually Venezuela\'s Vice- 
President 


2. DIARIO VEA (pro-government 
10/13 Stumbling Block column headline: \"Coup at the OAS\" 


Quotes: WA coup was mounted against Miguel Angel Rodriguez 
atthe OAS. Why does this columnist say that? Because 
everything is very clear. The U.S. did not like Rodriguez. 

The reasons were not that clear. When Cesar GaviriaWs 
succession was discussed 
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Chilean Insulza 

Flores 

stand out; he was only mentioned symbolically. What 
happened? Chavez involved himself in the process. He 
regarded Rodriguez as a good candidate to beat Flores 
\"...the U.S. maneuvered but could not prevent the formation 
of a Caribbean and Latin American bloc in support of 
Rodriguez. Washington had no choice but to accept and said 
to itself: \I\II get back at you later on!\' 

\"... The coup had been consummated. The U.S. has recovered 
for the moment 

sub-secretary Einaudi 

captive candidates 

Peruvian candidate that might be in line. This story is not 
over...\" 


5. The GoV and the more leftist Chavistas view the OAS with 
suspicion; the GoV had welcomed the election of Rodriguez as 
it perceived he would be a far less interventionist OAS 
Secretary General. In addition 


SIPDIS 
Secretary General candidate 


SIPDIS 

his early recognition of the April 2002 

presidency. The charge that the USG is behind Rodriguez\'s 
departure has little resonance here; its appearance in VEA 
reflects both an instinctive suspicion of the USG as well as 
bald-faced manipulation. End Comment. 


Brownfield 
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MOUVs objectives. A follow-on senior officers\' meeting is 
scheduled for Hanoi in March 2005 to review and refine the 
plan. Plans for a subsequent ministerial level meeting in 
China are underway. 


Background--A Big Tent Over the MOU 


Column 3 

5.(U) UNIAP was formed in 2000 and now brings together 
according to Susu Thathoun 

agencies 

local partners in the anti-trafficking community.\" She said 
the Chinese government has played an important role in the 
formative process 


6. (U) UNIAP draws help from faith-based organizations 
INGOs 

Vision 

important player in Burma. Through an Australian Aid 
project 

Trafficking 

counterparts in anti-trafficking units in Burma (ref A) 
Cambodia 

involved in supporting the MOU. 


7.(SBU) Susu Thathoun cited the drafting in September of a 
Burmese law against trafficking as a major breakthrough in 
the international community\'s relationship on trafficking 
issues with the Burmese regime. After some urging 

latter agreed to allow open discussion about the new law 
among all concerned--Burmese and foreigners--during the 
drafting process. Accepting this arrangement had not been 
\"intuitive\" among the generals and other government 
officials 

in the end. The draft law is now under inter-agency review 
and is expected to be approved by the SPDC in December 2004. 
Susu Thathoun spoke very highly of the work done on the law 
by Burkhard Damon 

of Drug and Crime Control (UNODC) in Vienna. 


8. (SBU) Comment: We are encouraged by the procedural gains 
described above (and we are also impressed with UNIAP\'s Susu 
Thathoun 

and a Ph.d from a Japanese university). However 

impediments to effective control of trafficking of persons in 
Burma are great. No one in the 40-man police 

anti-trafficking unit (currently co-located with their 

Australian trainers in a house on the outskirts of Rangoon) 

has been deployed to the field. Agreement has apparently yet 

to be reached on whether to assign them to existing field 

units or to base them in Rangoon and deploy them on specific 
investigative assignments. Also 

A) 

cases. Domestic abuses will be handled by others. Further 
according to the deputy head of the Australian training unit 

(John Rennie) 

highly antiquated 

century. 

Martinez 
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US issues to raise include IPR 

Account 

for US positions in the WTO. End Summary. 


3. (SBU) As the USG prepares for the upcoming round of Trade 
and Investment Framework Agreement talks 

that it faces a new GSL 

a short-term economic outlook 

compounded by the impending expiration of the Multi-Fiber 
Agreement in January. There is likely to be a bit of 
disappointment on the GSL side regarding the agenda 

they had hoped would be more inclusive and substantive on the 
issue of bilateral trade (despite numerous Embassy efforts to 
tamp down expectations in light of political uncertainties in 

Sri Lanka and the upcoming US elections). 


GSL Players 


4. (C) Commerce Minister Jeyaraj Fernandopulle will lead the 
delegation and will likely be accompanied by Tourism and 
Industries Minister Anura Bandaranaike (President 
Kumaratunga\'s brother) and Board of Investment Chairman 
Saliya Wickramasuriya. Fernandopulle has slowly increased 
his comfort level on international trade matters but is still 
heavily reliant on his Director General 

the WTO 

accompany. Weerasinghe is a thoughtful 

servant who would serve as a good sideline interlocutor 
along with GSL Ambassador Devinda Subasinghe 

side. Bandaranaike has been generally positive on the notion 
of increased trade with the US 

or helpful on commercial matters. BOI Chairman 
Wickramasuriya 

sector 

focused primarily on reorganization of the BOI and its 

internal management 

investment has been a secondary focus so far. 


Economic Situation 


5. (SBU) Economic activity and outlook has been mixed since 
the President\'s decision to take over three ministries last 
November and the ensuing period of political jockeying 
including the April elections and the breakaway of 
LTTE-renegade leader Karuna. A recent poll of businesses 
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showed business confidence at its lowest point in the last 

two years (the lowest since the LTTE attack on the 
international airport in 2001). Nonetheless 

and services sectors continue to peform well 

Province (i.e. Colombo) growth continues. The stock market 
has also shown strong returns 

stocks - whose index values have doubled since December. It 
is currently ranked as the best performing stock market in 
Asia. 


6. (U) On the macroeconomic front 

of 2004 was 5.7% 

Inflation is on the rise with oil price hikes a leading 

factor. Monetary policy remains a bit loose (according to 
members of the Central Bank (CB) monetary board 
allowing money supply to grow in the hopes that the GSL will 
cut price subsidies 

the increased balance of payments deficit (caused by a 
suspension of World Bank and IMF budgetary support) is 
forcing continued depreciation of the rupee. First half 
economic conditions are reported thoroughly in Ref A. 


GSL Issues at TIFA 


7. (SBU) The GSL delegation is coming to Washington with one 
issue on their mind 

meeting to a discussion of all the steps they have taken 

since the last TIFA round in October 2003 

suggestions. These included signing the WTO Information 
Technology Agreement (which is still outstanding - Finance 
Ministry and Cabinet must approve the duty concessions) and 
sponsoring a visit by Sri Lankan apparel manufacturers to the 
Carolinas (which took place last month). While the Embassy 
has made strong efforts to keep expectations in check and 
tamp down any notion that an FTA could be pursued this year 
the impending MFA expiration and pressure 

garment manufacturers 

US-Sri Lanka economic relations. They will also likely raise 
domestic concerns 

agriculture and small and medium enterprise (SME) sectors - 
citing the recent change in government as evidence of a need 
to balance reform 

with the needs of the rural poor. While we should 
acknowledge the importance of addressing the needs of all 
levels of society and seeking broad-based growth 

important that the USG remind Sri Lanka of its position as a 
trade-based nation with strong international ties. The GSL 
should not let the need to address domestic concerns 
overwhelm their policies in the international trade arena and 
thus cause the engine of growth to sputter. 


Column 3 
Suggested Points: 


--We appreciate Sri Lankan Government efforts to take on 
board many of our suggestions from last year\'s TIFA round and 
would be interested to hear about your experience and the 
outcomes of these pursuits. 


--While we note the enhanced focus of your Government on the 
needs of the rural and SME sectors 

that Sri Lanka recognize its strong position as a trading 

nation and the broad success the country has realized through 
economic reform and trade liberalization. 


--AM sure you realize that in the long-term 

in Sri Lanka will not come from subsidies and increased 
government employment 

spur private sector growth. 


--There are many options around the world for investors. Sri 
Lanka needs to make the right decisions and show the right 
investment climate in order to foster additional FDI and 
economic growth. 


USG Issues at TIFA 


8. (U) Post understands the TIFA agenda currently includes 
the following issues: Sri Lankan Economic and Investment 
Policies; the Millennium Challenge Account; IPR; and 
Bilateral Trade Relations (including FTA). 


Sri Lankan Economic and Investment Policies 


9. (SBU) Commercial Disputes and Investment Climate: While 
this topic is discussed comprehensively in Ref B 

discussion gives an excellent opportunity to reinforce our 
views that US companies operating within BOI zones and in the 
growing services sector are having great success and taking 
advantage of the growing Sri Lankan market and access to 
India. The overall investment climate remains mired in 
uncertainty 

mixed signals on its economic policies and fails to employ 
prompt 

process. US businesses recognize potential in Sri Lanka 
particularly in the infrastructure development and services 
sectors 

agricultural sector. The onerous process of working with the 
Government 

expertise. 
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10. (C) Economic Reform: Economic reform remains largely on 
hold with the GSL. Privatization continues to be demonized. 
The most recent casualty stems from a decision to halt 
selection of a party to take over a one-third interest from 

the state-owned oil company in the petroleum retailing 

sector. Twelve state-owned strategic enterprises have been 
lumped under a new entity run out of the President\'s office 
the Strategic Enterprise Management Agency (SEMA) 

Senior Presidential Advisor Mano Tittawella. SEMA\'s role is 
to provide a protective \"buffer\" around these strategic 
enterprises 

allowing the boards to hire professional managers and operate 
more as a private-sector entity 

bottom-line 

Government control of essential services. In theory 

a fine idea 

provide this insulation is unknown. He has been helpful in 
resolving commercial disputes in some sectors in the recent 
past. 


11. (SBU) The previous Government reduced the size and scope 
of the government bureaucracy. Following its election in 

April 

unemployed college graduates to reduce unemployment rolls. 
Further 

increases and enhanced benefits (though during a recent 
conversation with the Ambassador 

assured that in reality 


Suggested Points: 


--We would be interested to hear an update on the economic 
reform process. 


--In particular 

abandoned 

Enterprise Management Agency and its efforts to streamline 
and modernize state institutions. 


--We would also appreciate knowing the status of efforts by 
the National Committee for Economic Development and the new 
Government Procurement Agency. 


--All three organizations seem to have critical roles to play 
in helping push the economy forward. 


IPR 


12. (SBU) After passage of the new IPR Law in November 2003 
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the government of Sri Lanka 

private sector Working Group have worked together to begin 
enforcement. Numerous training sessions were organized by 
the Embassy for Police and Customs with the participation of 
US Customs from New Delhi 

the Phonograhic Industry (IFPI) 

supplemented sessions for Police 

community that were led by the GSL Intellectual Property 
Office Director. With Embassy assistance 

Police a manual on how to investigate IPR violation cases 
and gave Customs handy reference brochures to help identify 
counterfeit goods. 


13. (SBU) The Embassy also sent four lawyers and a Commercial 
High Court Judge to the US on a special International 

Visitors Program on IPR protection. The GSL has incorporated 
IPR Law into the curriculum at the Police Academy 

created special IP task forces within the AG 

Customs. The government has begun enforcement efforts 

a crackdown on counterfeit local music products. A recent 

raid also uncovered a CD and DVC printing plant 

numerous counterfeit CDs 

and software titles. The raid reflected solid police work 

but US company representatives worry that the government may 
not be able to make a strong enough case against the 
defendants. 


Points: 
--Piracy remains a major concern. 


--The recent raid shows that there is domestic production of 
counterfeit goods as well as imports. 


--We are encouraged that the Police have conducted some 
raids 
diligence through the legal proceedings. 


--We hope the GSL ensures that the Police and Customs are 
given the support they need to make seizures and give 
testimony with confidence. 


--The Embassy and the IPR Working Group have offered their 
continued assistance with training sessions 

legitimate product identification and other support as 
requested by the GSL. 


--Many will be watching to see how Sri Lanka handles these 
new cases. 


--We hope to see more raids 
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reduction of counterfeit products in the marketplace. 


--We look to Sri Lanka to be the leader in South Asia in IPR 
protection 
prospective investors. 


Millennium Challenge Account 


14. (C) The GSL has been slow to take up the MCA challenge 
(Note: recently the MCC indicated it had already received 
concept papers or compact proposals from 13 of the 16 
eligible countries. Post only last week received a partial 
draft of the GSL\'s initial concept paper. End note). While 
claiming to be thoroughly consulting with NGOs and private 
sector chambers around the country 

of any significant outreach. The GSL has submitted a partial 
draft concept paper to the Embassy 

their final draft for submission to MCC. Slow going on the 
MCA front is due to several factors: 


--GSL rejection of the former Government\'s Poverty Reduction 
Growth Facility (PRGF) program (Regaining Sri Lanka) and few 
discussions with the World Bank and IMF about developing a 
new plan. 


--Pressure to develop its own budget (the current GSL has 
adopted the previous Government\'s budget through November 
when the new budget submission to parliament is due). There 
is significant pressure on the GSL to differentiate itself 

from the former GovernmentV's policies 

regard to assistance to the agricultural sector 

by the inconvenient reality that the Government coffers are 
virtually empty. 


--The new Finance Secretary has released virtually all 
members of the senior Ministry staff with relevant experience 
(either as a result of personal or policy differences) and is 
relying on the highly bureaucratized national planning office 
to take up the mantle. 


15. (SBU) While it is not too late to take advantage of the 
MCA opportunity 

gate unless significant high-level pressure is applied to 

this initiative soon. In particular 

the opposition parties 

and domestic and international NGOs to build support for its 
initiatives (MCC made very clear that one of the first 
responses to a proposed compact would be to vet it with civil 
society). 
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Suggested Points: 

--MCA program poised to become a key model of delivering 
assistance 

country\'s complete assistance portfolio. 


--We are concerned that Sri Lanka still has not completed its 
concept paper and that little publicity has been given to the 
consultative process. 


--We would appreciate knowing what your timeframe is for 
submission of acompact proposal 

process has gone and what additional efforts are underway to 
build broad-based support for the initiative. 


Bilateral Trade Relations 


16. (U) Trade between the US and Sri Lanka continues to be a 
one-way street 

of Sri Lankan-made garments to the US. In 2003 

exports to the US were US$ 1.8 billion (US$ 1.5 billion of 
which was garments). US exports to Sri Lanka have been in 
decline for several years and in 2003 were US$ 154 million 
(Note: Post continues to look into this figure 

it does not fully capture the strengths of US \"exports\" 
including services 

other countries in the region. End note). 


17. (U) Post has recently received funding from the 

Department to pursue a study on how to use the Indo-Lanka 
Free Trade Agreement to create opportunities for US companies 
to export to the Indian market via Sri Lanka. American goods 
are popular in Sri Lanka and potential for increased exports 
exists. 


18. (SBU) Perhaps the single largest impediment to US exports 
is the Government procurement process. In the past year 
several opportunities have been squandered due to 
non-transparent tender processes 

to bureaucratic inertia. US companies lost out on 

opportunities for upgrading the radar at the international 

airport (despite having technically superior products and 
pointing out that the Italian firm that won could not perform 

the work at the price bid) 

\"third-player\" in the petroleum sector (due to GSL reneging 
on earlier privatization contract obligations) 

to bunker fuel for ships in Colombo port (due to restrictions 
placed on outside bunkering facilities after the 

privatization process had been initiated). Two US power 
companies continue to have payment problems and have been 
forced to suspend operations in this power-starved country 
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(in one case the non-payment has taken place following a GSL 
request for Embassy intervention with the company to restart 
operations after a plant accident. The company acceded to 
the request.). 


19. (SBU) The GSL has touted a newly formed Government 
Procurement Agency as a solution to this problem. To date 
however 

sister agencies the Strategic Enterprise Management Agency 
and the National Council for Economic Development. 


Suggested Points: 


--We are concerned about the declining trend in US exports to 
Sri Lanka 
access to US markets. 


--We appreciate the efforts of the Sri Lankan garment sector 
to visit North Carolina and look for sourcing opportunities 
in the US. We encourage continued efforts on that front. 


--US companies currently have a very difficult time operating 
in Sri Lanka 
poor Government procurement practices. 


--We would appreciate an update on how the Government of Sri 
Lanka intends to rectify its government procurement practices. 


--In particular 

resolution of payment disputes with US companies in the power 
sector and the need to expedite approvals for US companies 
seeking to invest in Sri Lanka. 

WTO 


20. (SBU) Sri Lanka has continued to play a supportive role 
in the WTO and in moving the Doha agenda forward. During our 
discussions 

long-term views are more in line with US policy and that they 
intend to be supportive of progress on the multilateral 

front. During a recent meeting with Econoffs and business 
sector representatives 

noted that support on the multilateral front would also be 
driven by progress on the bilateral front - laying down a 
clear marker that Sri Lanka believes they should get more 
(i.e. an FTA) for their cooperation. 


21. (SBU) It should be noted 

some local criticism for its support for progress in the WTO 
(which is labeled as pandering to the US position) rather 
than showing solidarity with its developing country brethren. 
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The GSL has looked closely at its interests 

appears ready to continue to play the helpful role it has 
adopted. It is important that the USG continue to reinforce 
that we understand Sri Lanka\'s position alongside us in the 
WTO stems from a sophisticated consideration of Sri Lankan 
interests in global trade talks 

\"gimmick\" to garner US support or concessions on other 
fronts. 


Points: 

--USTR and State points on US policy toward the WTO and US-SL 
FTA as appropriate. 
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Defense Policy (a reference to the EU battlegroups 

initiative 

divisions of 1 

deployment to conflict zones). Citing the French-led Artemis 
Operation in the Democratic Republic of Congo in 2003 as a 
model for UN-EU cooperation 

could address crisis situations with speedier deployments and 
more specialized skills than typical UN peace-keepers. He 
cautioned that these strengthened EU capabilities should not 
lead Member States to diminish their troop contributions to 
UN blue-helmet missions 

participation in UN peace-keeping operations. Continuing the 
theme of effective multilateralism 

collective action to address other international challenges 
such as HIV/AIDS 


Irish Comments: Differing Views on 
Neutrality 


3. (U) In remarks introducing UNSYG Annan 

Dermot Ahern emphasized that the UN was the \"ultimate 
guarantor\" of Ireland\'s freedom and safety. He cited 
Ireland\'s view that unilateral action by any country or 
regional group could not resolve challenges facing the 
international community. Ireland thus supported collective 
approaches to security and had made UN-EU cooperation in 
crisis management a central focus of its EU presidency. FM 
Ahern emphasized that joint UN-EU efforts on conflict 
prevention spanned beyond military capabilities to include 
diplomatic 

pointed out that the GOI would not allow Ireland\'s stance of 
military neutrality to be eroded. Rather 

policy would remain: Ireland would only undertake overseas 
military action with UN 
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authorization. Like UNSYG Annan 

effective multilateralism on issues like economic 
development 

Millennium goal of allocating 0.7 percent of GNP to 
development aid. 


4. (U) Immediate reaction from the audience of several 

hundred included comments from opposition party Fine Gael 
leader Enda Kenny that Ireland was not neutral 

unaligned. Kenny commended UNSYG Annan for re-energizing the 
UN 

members. A Fine Gael colleague 

end to Ireland\'s triple-lock policy 

\"nonsense.\" Mitchell recommended that Ireland should instead 
decide to take part in overseas military missions on a 
case-by-case basis. A member of the Sinn Fein party observed 
that the UN should have its own force 

\"outsourcing\" to the EU or the United States would not solve 
the world\'s problems and could make the UN redundant. 


DFA Reaction: An Opportunity for Public Education; 
Government Decision on Battlegroups Not Yet Ready 


5. (C) In a separate conversation with emboff 

welcomed UNSYG Annan\'s speech as an opportunity to educate 
the Irish public on the legitimacy of Irish participation in 

UN-EU crisis management cooperation. According to Julian 
Clare 

Affairs 

might be drifting away from its traditional military 

neutrality 

operations in Bosnia (SFOR) and Kosovo (KFOR). Proposals for 
Ireland to join up with EU battlegroups contributed to the 

sense of drift. UNSYG Annan\'s address 

clear that joint UN-EU crisis management was consistent with 
the collective approach to international security that had 

long characterized Ireland\'s military/foreign policy -- a 

point that Foreign Minister Ahern had stressed in his 

introductory remarks about the maintenance of Ireland\'s 
neutrality. Clare recalled that the synergies involved in 

UN-EU crisis cooperation had featured prominently in a 

January 2004 discussion between UNSYG Annan and then Foreign 
Minister Cowen. He added that the discussion had kicked off 

a concerted Irish effort during its EU presidency to shore up 
modalities for implementing the 2003 UN-EU Declaration on 
Crisis Management. 


6. (C) The issue of Irish participation in battlegroups is 
still under consideration 
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foreign affairs appointed only in late September. DFA 
officials have said privately that they favor Irish 

participation 

overall Irish weight in the EU would be helped by their 

ability to contribute to the EU\'s defense ambitions. 
Meanwhile 

of Irish participation 

forces that could latch onto any battlegroup or to commit 
troops to one specific battlegroup. Officials note that the 

GOI does not view the EUYs November 22 Capabilities 
Commitments Conference as a deadline for making specific 
commitments to the battlegroups 

to bring some indication of their intentions to the table. 

One contact said Ireland does not see UNSYG AnnanWs choice of 
Dublin for a speech on UN-EU crisis management cooperation as 
an attempt to pressure the GOI to contribute personnel to the 
battlegroups. Rather 

the collectivist model for UN-EU cooperation 

long-standing Irish participation in UN-sanctioned 
peace-keeping operations. 
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Summary. 


2. (SBU) Bombing and Follow-up: As reported in reftel 
shortly after midnight on October 7 an unidentified assailant 
threw an explosive device (identified as a hand grenade by 
police after subsequent discovery of a pin) over the back 
wall of the Ecumenical Patriarchate compound. The device 
exploded near the roof of St. George Church 

several windows in the upper clerestory 

window of one apartment in the Patriarchal residential 
building facing the church. There were no injuries. On 
October 13 

review developments and provide security advice. The 
chancellor indicated that he is \"generally satisfied\" with 
police department response and cooperation. He noted that he 
spoke with Istanbul Police Chief Celalettin Cerrah about 
security subsequent to the attack 

undertaken to send someone from the Turkish National Police 
to visit the Patriarchate and make security recommendations. 
(Note: In a subsequent phone conversation 

the Police Chief for Fener 

someone to review security issues. We will follow up this 
week to ensure that this occurs. End Note.) 


3. (SBU) Upgrades: Theoliptos noted that he plans security 
upgrades 

new metal detector 

make it more difficult to throw material over the wall. RSO 
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also recommended installation of shatter resistant window 
film 

support for patrolling of the back wall of the Patriarchate 
which has been the location of most incidents. (Note: 
Currently there is a permanent police presence at the front 
of the compound 

provides a three-man personal protection detail to the 
Patriarch. End Note.) 


4. (SBU) Halki Controversy: On an unrelated subject 
Patriarchate officials 

continue to express concern about a press controversy which 
briefly flared at the beginning of October regarding 
allegations that the U.S. Defense Department provided the 
Patriarchate with 12 million USD to \"bribe\" Turkish officials 
to facilitate the reopening of Halki Seminary. The 

allegation 

Court in Kadikoy by Vasilaki Filoridi 

Patriarchate for alleged misuse of 3.3 million USD that he 
contributed 

(albeit mostly in more marginal 

Patriarchate convoked the Consulate on October 6 to request 
an official USG statement denying the allegation. We 
understand that such a message is being cleared on an 
inter-agency basis in Washington. The Patriarch himself made 
an oblique reference to the issue in his October 10 meeting 
with a delegation from the American Jewish Committee. 


5. (SBU) Comment: The recent spate of security incidents 
surrounding the Patriarchate 

relative quiet 

towards the European Union 

changes that this will require 

sentiments of a small core group of extreme nationalists 
leading not just to the recent terrorist incident 

to a public campaign against reopening of Halki. We will 
continue to closely monitor the situation 

as appropriate 

immediately inform us of further 

Comment. 
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operations. He joked that if the ROYG arrested everyone who 
illegally sold explosives or weapons in Yemen 

\"thousands of Yemenis would be in jail." Ambassador 
disagreed and stressed that the USG had reliable information 
regarding Dulqum\'s al-Qaida affiliations and his involvement 

in plots against U.S. and Saudi interests. 
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4. (S/NF) Legal Issues: Alimi suggested that Legatt provide 
a list of charges and indictment files on al-Banna as soon as 
possible. Once these documents were presented to the 
Attorney General 

credible 

documents had already been provided to the ROYG 
received no response and no action was taken. Alimi claimed 
that the documents did not go to the appropriate authorities 
and requested Legatt re-submit evidence to the MOI and the 
office of the Attorney General. Legatt agreed to translate 
and deliver the documents within one week. As for Hadi 
Dulqum 

a non-starter 

would be tried in Yemen 

evidence to convict him. Alimi also suggested the issue of 
Dulqum be discussed further between ORCA and PSO. 


5. (S/NF) Comment: Alimi repeatedly and unequivocally 
refused to permit rendition of al-Banna to U.S. custody. In 

his view 

to insist on rendition 

closed. Legatt will present (again) details of evidence 

against al-Banna to the Yemeni Attorney General\'s office. We 
have Alimi\'s assurance that the ROYG will not release Dulqum 
in the near future 

is an innocent arms dealer with no ties to AQ is troublesome. 
We have presented the ROYG with substantial information 
linking Dulqum to AQ and will do so again. End Comment. 
KRAJESKI 
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elected ?\" 


The \"International Watch\" column of the pro-status quo 
\"China Times\" said (10/19): 


\"Almost all the countries of the whole world 

Israel 

administration\'s foreign policies and practices. Then 
if Bush gets re-elected 

policies? 


\"There are two entirely different viewpoints. Some 
believe he will readjust his policies in accordance 
with developments in the global situation. Others 
think 

why does Bush need to change them? 


\"Judging from Bush\'s actions during the presidential 
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campaign 

not regret using military force in all places and still 
plans to promote \"U.S.-style freedom and democracy\" 
with military force as one option. He does not show 
any concessions to those countries that oppose U.S. 
attacks in Iraq. There are 

that should not be ignored. One foreign policy advisor 
to Bush\'s father 

to [George W. Bush] that he should follow friendlier 
and more cooperative policies in his second term.\" 


B) “Some Thoughts on the U.S. Election\" 


Commentator Paul Lin noted in the pro-independence 
English-language \"Taipei Times (10/19): 


Y. Both China and Taiwan are paying close attention to 
the U.S. presidential election. Although the Chinese 
government outwardly remains neutral 

clearly on Kerry\'s side because his cross-strait policy 
does not mention the Taiwan Relations Act that so 
displeases China 

tongue 

within China\'s ‘one country 

China therefore has better expectations of Kerry. 


\"Two months ago 

Chinese President Hu Jintao would visit the U.S. this 
month. After the information was leaked 

appeared that U.S. National Security Advisor 
Condoleezza Rice was paving the way for such a visit 
when she visited Beijing. If Hu does visit the U.S. 
this month 

Maybe because Beijing is asking too high a price for 
such a visit 

Instead 

relationship with Beijing 

vote for the Democratic candidate 


\"Although Taiwan remains neutral 

questions concerning Kerry\'s remarks. Presidential 
advisor Koo Kuan-min\'s recent ads in the New York Times 
and the Washington Post requesting that the U.S. review 
its “one China\' policy were quickly rejected by the 

U.S. government in a clear attempt to avoid having 
external factors affect the presidential election 
campaign. The ‘one China\' policy issue 

only an issue when deciding whom to vote for -- it is 

also an issue that the next U.S. president should 
resolve.\" 
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C) \"Arms Deal Does Not Equal Security\" 


C.V. Chen 
commented in the pro-independence 
\"Taipei Times\" (10/19): 


\"U.S. Deputy Assistant Secretary of Defense Richard 
Lawless has said that if Taiwan\'s legislature does not 
pass the arms procurement plan 

Taiwanese democracy has not yet reached a level where 
national security concerns override party politics 

that Taiwan would be seen as a liability 

partner 


VI can sympathize with Lawless\' defense of U.S. and 
Taiwanese interests 

by the Taiwanese taxpayer 

his comments. 


Y. [W]ill the U.S. and "other countries\' doubt Taiwan\'s 
defense promises? | am curious to know what countries 
apart from the U.S. 

security. Lawless\' statement instead highlights the 

fact that a joint defense treaty no longer exists 

between Taiwan and the U.S. 

to international law has no obligation to defend 

Taiwan. 


\"[D]oes opposition to the arms procurement plan mean 
telling Beijing that its threats are effective? On the 
contrary 

procurement plan out of fear is tantamount to telling 
Beijing that threats are effective indeed. If China 
spends one dollar to build missiles 

spend four dollars to buy anti-missile equipment. Is 
there any more efficient threat than that? And Lawless\' 
statement is also intended as a threat 

to pressure Taiwan into buying U.S. arms. 

If the people of Taiwan are not brave enough to say no 
to unreasonable behavior 

increase. 


\". Finally 

billion arms procurement plan will be carried out will 

be symbolic of domestic democratic development and an 
opportunity to transcend the differences between the 
proponents of independence and unification 

of the blue and green camps. It is crucial to whether 

the Taiwanese people will be able to leave behind the 
ideologies that have hijacked our politicians. Let us 

work together and say no to the double threat from 
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Beijing and the U.S.\" 
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SPECIAL 301 


REF: SECSTATE 214134 


1. Econoff delivered ref demarche to the Deputy Director 
General of the Taiwan Intellectual Property Office (TIPO) 
Jack Lu. Lu and his staff had just returned from training in 
Washington with USPTO and had already been extensively 
briefed on the STOP! initiative. Lu expressed Taiwan\'s 
willingness to fully participate in any US initiatives to 
prevent intellectual property piracy and touted Taiwan\'s 
recent gains in protecting IP 

amendments to the copyright law and the November 1 
\"legalization\" of the ad hoc intellectual property special 
task force. He was concerned 

the initiative that called for publishing the names of 
companies and individuals involved in piracy in USTR\'s 
Special 301 report might violate privacy rights. 


2. While in Washington 

Margaret Chen and Bennet Chen 

associations concerned with IPR to lobby for Taiwan\'s removal 
from the Special 301 list. Lu said his meetings with the 
International Intellectual Property Association (IIPA) and 

USTR had been \"very positive and very productive\" 

no one had been willing to commit to completely removing 
Taiwan from the Special 301 list 

Taiwan\'s recent measures to improve the local IPR environment 
would be recognized and rewarded. 
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the bombings which occurred in Taba.\" He added that the 
bombings 

strong condemnation as they constitute vicious acts aimed 
at spreading unrest and instability in the region. He 

also voiced solidarity with Egypt; saying that the 

Egyptian leadership was capable of combatting such 
unwarranted criminal acts. 


2. Several newspapers editorialized that the terrorist 
attacks contributed to misunderstandings of Islam due to 
the emergence of radical ideas and activities. 
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For example 

Oct. 10 wrote 

place in the name of Islam. This time in Egypt 

resort town of Taba 

the detonation of two car bombs. Three groups 
unknown 

Islamic connections. Regrettably 

their religion is one of peace 

westerners point to such events as what happened Friday in 
Taba. That it coincided with the horrifying beheading of 
the British captive Kenneth Bigley 

militants in Iraq claiming to be Muslims 

exacerbates an already sensitive situation for devout 
followers of Islam." 


3. The Abu Dhabi-based Arabic daily \"Al Ittihad\" wrote on 
Oct. 10 

responsibilities and to be honest with itself before being 
honest with the Arab person 

phrases to the situations. What happened in Taba is the 
similar face to what is happening in Iraq and Afghanistan. 
The Arab media should realize the dangers of what it is 
promoting even if not straightforward. Broadcasting the 
tapes that terrorists use to promote themselves on 
satellite channels is a kind of planting of terrorism in 
humane societies." 
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a provocation to the Mainland. On the contrary 

the president made the statement to counter attempts by Lee 
Teng-hui and pro-independence fundamentalists to use the 
upcoming constitutional debate to formally rename the 
\"Republic of ChinaW as Taiwan or to otherwise redefine 
Taiwan\'s sovereign status. Huang emphasized that Chen 
remains committed not to address sovereignty-related 
questions in future rounds of constitutional reform. While 
acknowledging that Beijing is unlikely to fully understand or 
accept the president\'s position 

convey Taipei\'s sincerity in seeking improved relations. The 
Deputy Director reminded Huang that the PRC remains extremely 
skeptical about Chen\'s intentions 

distinguish between what Chen identified as intended for 
domestic constituencies and what he meant for Beijing\'s 
consumption. End Summary. 


Point of Clarification 


2. (C) Presidential Office Deputy Secretary General James 
Huang requested a meeting with the Deputy Director October 19 
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to further clarify President Chen Shui-bian\'s October 10 
National Day Address (Ref A). Huang noted that the Secretary 
of State would soon be traveling to Asia and would likely 
receive a negative message over portions of the president\'s 
speech during his meetings in Beijing (Ref B). Huang said he 
shared with the president concerns raised by the AIT Director 
and Deputy Director on October 16 about Beijing\'s strong 
reaction to Chen\'s assertion that the Republic of China is 
Taiwan. Huang said that the president provided 

response 

that this clarification be conveyed to AIT and Washington. 


3. (C) Huang asserted that the president\'s \"ROC/Taiwan\" 
statement was meant to respond to calls by fundamentalists 
especially former President Lee Teng-hui 

the \"Republic of China\" structure. He emphasized that this 
was in no way was aimed at provoking Beijing. Huang said 
that the president is concerned about growing public support 
for Lee\'s call to abandon the title \"Republic of China\" and 
formally change the national title to \"Taiwan.\" He pointed 
out that Lee has resurrected the traditional term 

\"rectification of names\" (zheng-ming) as his slogan. Huang 
noted that President Chen has offered a series of speeches in 
recent months aimed at \"safeguarding\" the \"Republic of 
China\'s\" existence. Huang said that President Chen reminded 
an audience in Honolulu on August 30 that Dr. Sun Yat-sen had 
come to Hawaii to seek support for his revolution. Chen 
proclaimed to the group that \"the Republic of China does 
exist and it is thriving.\" Huang added that Chen also used a 
press availability in Belize on September 2 to refute the 
suggestion (made in August by Premier Yu Shyi-kun) that the 
national title should be changed to \"Taiwan 

it would remain the \"Republic of China.\" 


4. (C) Huang stated that the president\'s specific reference 
to the \"Republic of China\'s\" territory and population in a 
separate section of the speech was meant only as a 
description of the status quo 

political connotations. Huang added that had the president 
meant to make this a message for Beijing\'s consumption 
would have included it in the portion of the speech on 
cross-Strait relations.\" Huang noted that the president 
reiterated in his October 10 speech that his May 20 inaugural 
promises would be faithfully followed in his term of office. 
A core element of his May 20 pledge 

that the upcoming debate on constitutional reform will not 
touch on the question of national title or definition of the 
\"Republic of China\'s\" territory. 


5. (C) Huang said that \"while we are not so naive to think 
that Beijing would fully accept our clarification 
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that \"our friends in Washington\" would understand the complex 
political pressures the president is under. Huang added his 
appreciation for recent statements by the State Department 
Spokesman on cross-Strait relations. Huang asked the USG to 
convey to Beijing that \"it takes two to tango\" and that some 
sort of clear positive gesture from the other side will be 

critical to restarting communications. Huang added that the 
PRC\'s refusal to accept the \"Republic of China\" nomenclature 
makes the Chen administration\'s attempts to suppress 
fundamentalists calls for a name change even more difficult. 


Beware of PRC Suspicions 


6. (C) The Deputy Director noted in response that Beijing 
remains deeply suspicious of any statement from President 
Chen that relates to Taiwan\'s sovereignty 

lead-up to discussions on constitutional reform. He added 
that the PRC is extremely unlikely to discriminate between 
messages meant for domestic constituencies and those aimed 
across the Taiwan Strait. The Deputy Director added that 
Beijing\'s leadership also faces intense internal political 
pressures to stand firm on Taiwan 

gesture unlikely. That said 

signs that Beijing may be willing to de-link political and 
economic issues in the coming months. For this reason 
Deputy Director urged the Chen administration to tread very 
cautiously during the ongoing Legislative Yuan (LY) election 
campaign 

conciliatory message. 


Comment: Washington Remains Priority Number One 


7. (C) President Chen\'s quick response to our observations 
makes it clear that he remains determined to persuade the 
United States of his commitment to a conciliatory approach to 
the PRC. We are 

audience. He is willing to accept 

term 

however 

message. 
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that tensions within the SPDC are serious and competing 
economic interests and/or corruption may be at the root of 
current internal struggles. 


2.(C) As of COB 
bustled with a normal amount of activity and there appears to 
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be no immediate danger to AmCits or Embassy personnel. We\'ve 
seen several truckloads of troops being mustered in downtown 
Rangoon (a fairly common sight) and have heard of one 
regiment being moved into the capital from an outlying area. 
According to a variety of sources 

officers have been taken in for questioning 

military units have been placed on standby alert. Khin 

Nyunt\'s whereabouts are currently unknown and his office 
shelved a meeting scheduled for October 19 with the dean of 
the diplomatic corps. His abrupt ouster or detention would 

be significant 

change in current SPDC policies that are aimed at 
consolidating power 

the democratic opposition 

regional support. End Summary. 


The Army versus MI? 


3. (C) The long-simmering economic rivalry (refs) between MI 
and the rest of the military apparently came to a head 

October 18 and 19 in Rangoon with numerous senior MI officers 
reportedly being arrested 

questioning by regular army troops. Some relatively light 

troop deployments around Rangoon are about the only outward 
indication of anything amiss 

quite common in the capital and elsewhere in Burma. We have 
heard no reports of violence associated with the rumored 
detentions or of any threat to AmCits or U.S. Embassy 
personnel. 


4. (C) According to Embassy sources 

been placed on stand-by alert and we observed six or eight 
truckloads of soldiers gathering at a muster point in 

downtown Rangoon. According to a reliable diplomatic source 
one regiment of troops has been brought into the capital from 
a base just north of Rangoon. Some contacts tell us that 

cell phone usage was cut for a little over an hour on the 
evening of October 18 

that. 


5. (C) Some government offices 

Home Affairs which oversees the Burmese Police 

routine meetings scheduled with diplomats on October 19. 
However 

and commercial sector all functioned normally. Throughout 
the day 

including markets 

and rush hour commuting. 


PM Khin Nyunt 
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6. (C) Well-placed sources variously claim that Prime 
Minister Khin Nyunt has been detained for questioning 

under house arrest 

October 18 

trip to and from Mandalay (Burma\'s second largest city) and 
was detained or questioned upon his return in the evening. 
According to a senior diplomatic contact with excellent GOB 
access 

7. (C) Khin Nyunt\'s office postponed a meeting previously 
scheduled for the early evening of October 19 with the dean 
of the diplomatic corps (the Singaporean Ambassador 

noted that the PM\'s office was \"ambiguous\" when advising him 
of the postponement). As of COB October 19 

Minister\'s actual whereabouts are unknown. Of note 

Khin Nyunt and other senior SPDC members are rarely seen 
about town 

SPDC meetings 

to subordinate troops or government entities. 


Comment: Opaque and Murky 

8. (C) There are no immediate signs (as of COB Tuesday 
Rangoon time) that a \"coup\" has taken place. By all accounts 
and appearances 

and Development Council (SPDC) 

under the continued leadership of Senior General Than Shwe 
and Vice Senior General Maung Aye. Developments within the 
13-member SPDC 

no reason to doubt that recent tensions within the military 
(reftels) may have 

detention and/or interrogation of senior military officials 

a possible shuffle within the SPDC itself 

and/or ouster of council members. 


9. (C) The preponderance of information suggests that PM Khin 
Nyunt is either detained or out of a job 

verify this with full certainty. Khin Nyunt 

member of the military junta that seized power in 1988 

the SPDC\'s third highest-ranking official and the regime\'s 
primary liaison with the country\'s 17 cease-fire groups as 
well as with important international partners such as China. 
His abrupt ouster or detention would be significant 

we would not expect an immediate change in current SPDC 
policies that are aimed at consolidating power 

national unity 

bolstering legitimacy through regional support. The 
situation may remain murky for the foreseeable future. 
Further clarification could come from the SPDC itself in the 
form of an official statement 
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Nyunt 

the anticipated travel to India of SPDC Chairman Than Shwe 
o/a October 24. End Comment. 
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speculate on when that might be. PolCouns noted the 
importance of opening both offices as planned 

in order that the international community not be seen to be 
intimidated by mob rule 

influence in South Kivu. 


3. (C) Swarbrick went on to say that Monuc has informed both 
Rwanda and the DRC that it will not transport armed JVM team 
members. Since the Monuc milobs who will accompanying the 
teams on their missions will be unarmed (consistent with 
Monuc\'s operational agreement) 

be unarmed. Swarbrick acknowledged there is a risk that 
unarmed JVM teams -- and milobs -- could potentially 
encounter armed and hostile parties in the course of their 
investigations 

have to break off the investigation. As of October 16 

had not received replies to the work plan for the 

verification teams from either Rwanda or the DRC. 


Congolese -- High Hopes 


4. (C) PolCouns spoke October 16 with Ambassador-at-Large 
Antoine Ghonda 

meeting in Kigali. Ghonda confirmed that he had received 
Monuc\'s proposed changes to the work plan and said that in 
principle 

He noted that the purpose of the teams is to investigate 
allegations with the objective of resolving problems 

firing on miscreants. He insisted 

plan must state (as do the terms of reference agreed in New 
York) that the teams will investigate Vall allegations 

only those supplied by official government sources. He added 
that 

of refugees from Burundi 

also assist with the phased return of refugees both by 
generally improving confidence and security 

investigating allegations that non-refugee elements might 
attempt to enter the Congo disguised as refugees. 


5. (C) He confirmed the DRC wants the Rwandan team to stay 
each evening on the Rwandan side of the border. While 
acknowledging the logistical problems this will pose (most 
allegations are received in the early morning hours 

border is officially closed 
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transporting the Rwandan team to the Congolese side 
versa) 

ensure the safety of the Rwandan team. (Comment: A tacit 
admission that the DRC cannot or will not guarantee the 
security of the Rwandan soldiers in Bukavu or Goma. End 
Comment.) Ghonda also said that others 

South Africa 

operations 

countries would wish to be involved \"in some capacity. He 
said he had submitted his recommendations to the President 
for approval 

October 20 

official visit to the East (Kisangani 


Comment 


6. (C) Perhaps not surprisingly 

in agreeing on the operational terms for the verification 
teams 

hopeful 

operational 

the limitations imposed by all the parties -- having to 
transport the Rwandans to and from Congo daily 

of night-vision equipment and boats 

JVM will have a hard time living up to expectations 
particularly if 

will somehow lead to a solution for the long-standing problem 
of the FDLR. 
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synagogues 

committee of Jewish organizations 

Jewish Community of Lithuania 

unrestituted former Jewish communal properties in February 
2004. The list identified over 1000 properties 

research (nearly complete) indicates that about 200 
properties will qualify for restitution under the envisioned 
amendment to the 1995 law. Prime Minister Algirdas 
Brazauskas has made clear his support for Jewish property 
restitution. Despite Jewish community urging that the 
Parliament immediately pass the authorizing legislation 
GOL has consistently held that the Jewish community must 
present a final list for restitution and allow the Government 
to research the property claims before it will move to amend 
the law (ref C). 


Government: End is in Sight 
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3. (C) Despite the internal political flux attendant to 
LithuaniaWs current parliamentary election process 
encouraged Baker to come forward with a visit to Lithuania in 
a coordinated effort to focus Lithuania\'s political 

leadership on moving the restitution process forward. Baker 
met with Prime Minister Algirdas Brazauskas 

Adamkus 

Conservative Party leader Andrius Kubilius. 


4. (C) Prime Minister Brazauskas 

strongest supporters for restituting communal Jewish 
property 

continued support. While Brazauskas said he could not yet 
say who would head Lithuania\'s new government 

that there seemed to be support across the political spectrum 
for resolving the issue 

could come to final agreement on the properties that it 
believes merit restitution. Baker told Brazauskas that the 
Jewish community would be ready to submit its final 

list to the government before the end of November 
expressed hope that the new Parliament would act swiftly to 
pass legislation authorizing restitution for those 

properties. Brazauskas welcomed this commitment 
expressed special interest in obtaining support from the 
international Jewish community for what he said would be the 
difficult process of combing through largely damaged and 
missing archives in verifying claims to the property. 
Brazauskas said he also personally supported forming a 
foundation comprised of international and local Jewish 
representatives to manage restituted assets on behalf of the 
local Jewish community once restitution is finally made. He 
said the government would facilitate the rapid legal 
registration of such a foundation 

immediately to grant it a substantial financial contribution 

to help begin its work. 


Adamkus: Optimistic for Future Success 

5. (U) Baker 

Adamkus October 13. The President confirmed Baker\'s 
speculation that the government failed to deliver on its 
commitment to forward restitution legislation to Parliament 
out of fear that the issue would become a political football 

in the run-up to the parliamentary elections. At the same 
time 

restitution Whas not been retracted.\" While noting that he 
was in no position to provide a \"100 percent guarantee\" for 
the next government 

that the new government would reaffirm the commitment. He 
explained that this confidence was based in large part on his 
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expectation that PM Brazauskas would hold the same post in 
the next government. 


Uspaskich: Would Continue Current GOL Progress 


6. (U) Baker and the DCM met October 14 with Viktor 
Uspaskich 

place in the first round of Parliamentary elections. Baker 
opened by briefing Uspaskich on the issue\'s history 
rationale for focusing on communal restitution 

state of play 

Admitting that his understanding of the issue was 
\"superficial 

principle of restituting private property to its original 

owners. He told Baker proudly about local municipality 
efforts in his adopted hometown of Kedainiai to restore and 
maintain two of the town\'s historical synagogues. On the 
specific matter of nationwide restitution of Jewish communal 
property 

Speaking carefully 

this issue\" and vowed that \"you won\'t have problems with me 
or my party.\" At the same time 

to scrutinize any legislation \"for pros and cons\" and said 
that any restitution \"must be carried out correctly.\" 


Kubilius: Cautiously Supportive 

7. (U) Meeting October 14 with Opposition Conservative Party 
leader Andrius Kubilius 

the initiative to draft a legislative amendment authorizing 
Jewish communal property restitution. He told Kubilius that 
he anticipated the archival work on the list of properties to 

be complete around the end of November and expressed his hope 
that the Seimas would be able to move the legislation along. 
Kubilius said that he had not closely followed this issue 
supported it in principle 

idea that the law would favor one religious group over 

others. Speculating that groups like the Lithuanian Karaites 
(a religious minority of Turkic descent) might have analogous 
claims 

amendment to reference restitution of communal religious 
properties 

Kubilius offered that a general reference might avoid an 
anti-Semitic backlash. Baker said that while other groups 
might have claims to property restitution 

their claims might differ from the Jewish community\'s 

said would hate to see time lost to have to redraft the 
legislative text. We suggested that Kubilius might frame the 
legislative amendment and the Jewish communal property 
restitution program as a model for government action to 
address other communities\' property claims. 


Column 3 


8. (C) Kubilius mentioned that many properties identified for 
restitution might be in poor condition 

occasions in the past the Jewish community declined the 
return of dilapidated properties 

liabilities. Baker told Kubilius about the foundation that 
among other things 

take on responsibility for restoring or maintaining 

properties. (NOTE: Baker privately mentioned to us that 
Citibank had recently discovered a prewar bank account worth 
around $50 

Community. Baker is working with Citibank officials to have 
these funds transferred to the foundation once it is 

created.) Baker agreed with Kubilius that restitution of 
destroyed properties would be highly problematic and remarked 
that a symbolic settlement might be appropriate recognition 
and settlement. 


Comment: A Homerun Visit 

9. (C) The progress on Lithuanian property restitution has 
recently slowed 

parliamentary futures and the Jewish community leaders dealt 
with internecine wrangling (ref B). Baker\'s well-timed and 
productive meetings with the country\'s major political 
players secured commitments from all sides to proceed with 
the restitution of former Jewish communal property once the 
elections end and the work of the new Government begins. 
Brazauskas appears likely to remain on as PM 

a good position to deliver on his commitments. Even the 
issues raised by Kubilius 

obstructionist 

act equitably and a recognition that public perception of 
biased treatment could backfire 

program. The Conservative Kubilius is a strong USG ally 
he will likely entertain creative solutions to successfully 
complete restitution. Following his meetings 

that he feels well-positioned to move forward with the next 
government of Lithuania 

form it. We agree that Lithuania is now heading for the 
homestretch in realizing communal property restitution. To 
that end 

Community on this issue 

goal 

Mull 
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television station because of its managerial 
association with several opposition newspapers 

also because the station produces some of the more 
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balanced television news in Yerevan. It lives in the 
shadow of A1-plus 

that went off the air in 2002. (Note: Human rights 
groups believe A1-plus lost its license largely because 
of its support of the opposition. End Note.) Kentron 
began broadcasting on the same frequency shortly after 
the closure of A1-plus. In the past 

back its on-air personalities 

reporters who became \"too political 

censoring themselves. 


4. (SBU) Whether or not it is justified 

station management believes that the GOAM got rid of A1- 
plus 

effort to stay on the air. One viewer of the RFE/RL 
program praised the station for the show but asked 

\"will they [the authorities] let you go on?\" We will 

never know because Kentron television executives pulled 
the plug themselves. 

GODFREY 


4. (SBU) Gender experts and NGO representatives note 
that the situation with gender discrimination in 

Yerevan labor market was complex and varied by sectors; 
these same experts admit 

considered salary discrepancies as discrimination 

noting that they had focused their attention on the 
availability of jobs. The current labor market is so 

small that professional qualification is the only major 
criteria 

experts maintains. This AEPLAC survey 

demonstrates that gender discrimination exists and is a 
continuing problem in both the public and private 

sector. 

GODFREY 
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suggested that the organizers had not sought permission to 
assemble and were intentionally creating a a provocation to 
trigger a GVN reaction that would in turn lead to an international 
outcry. In general 

particularly after CPC designation 

\"on alert 
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procedures that need to be followed for religious training and all 
gatherings in Vietnam. 


7. (SBU) COMMENT: The Hmong incident is a reminder that even in 
relatively cosmopolitan HCMC 

unauthorized religious groups -- particularly outsiders --to run 

afoul of local authorities and Vietnam\'s strict constraints on 
freedom of assembly. One silver lining is that our local 

colleagues understand that they are being watched closely on how 
they treat religious groups 

assured us that none of the 17 Hmong will be \"detained 
whatsoever.\" Pastor Tin told us on October 18 that he had 
confirmation that at least one of the Hmong deacons had returned 
home 

facing retribution from local authorities. 

END COMMENT. 


WINNICK 
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that he had forwarded for consideration. He promised to 
provide further information required by States Parties 
involved in budget negotiations and suggested that he would 
be willing to make some adjustments to his budget proposals 
in due course. In a later intervention 

factor in the additional costs to the Technical Secretariat 
(TS) necessitated by the implementation of the tenure policy. 
The DG stated that the TS might be required to use the 
Working Capital Fund before the end of the year if the 
organization does not receive assessed contributions (read: 
U.S.) or reimbursements for Article IV and V inspections. 
The DG also highlighted developments in verification 
activities 


5. (U) Twenty-six speakers took part in the general debate. 
Most focused on several recurring themes: the Rabta 
conversion request and associated technical change; support 
for Results Based Budgeting (RBB) but with varying positions 
on the budget itself; support for work on universality of the 
CWC; strong support (amongst NAM countries) for an increase 
in funding of international cooperative assistance (ICA); 
increased destruction activities and meeting destruction 
deadlines; and a proposed increase in inspections of other 
chemical production facilities (WEOG countries supporting and 
the NAM opposing). The Netherlands (speaking for the EU) 
Sudan (speaking for the African Union) 

South Africa all made reference to the problem of late 
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payments by \"certain\" member states. All delegations 
the exception of Russia and initially Pakistan 

favor of the Rabta technical change. 


AGENDA ITEM 5 - Status of Implementation 
of the Convention 


6. (U) The EC noted the supplement to the 2003 Verification 
Implementation Report (VIR). The U.S. took the floor to 

thank the TS for improving the VIR reporting process and 
stated that the U.S. would provide additional comments on the 
supplement. The EC also expressed its concern that only a 
small number of SPs had submitted annual declaration on past 
activities for 2003 on time 

obligations regarding annual declarations in a timely manner. 
The EC also noted the document on the status of requests for 
clarification of declaration-related information for 2003. 

The U.S. obtained the clarifications requested in reftel and 

will provide information separately to Washington. 


7. (U) The EC approved the report on the performance of its 
activities from 28 June 2003 to 2 July 2004. 


AGENDA ITEM 7 - Progress report on 
Implementation of the Article VII Action Plan 


8. (U) The EC noted the second progress report regarding 
activities under the Action Plan for Article VII. The 
facilitator 

consultations 

seminars focusing on national implementing legislation. 
Matthews requested 

review Article VII status directly to the CSP in November. 
The U.S. pressed to have the recommendations of the report 
incorporated into a separate recommendation to the CSP. 
Several other SPs spoke in support of efforts to improve the 
status of implementation of Article VII 

Japan 

Article VII efforts 

achieved thus far and questioned what plans exist to 
determine how to review the status of implementation at the 
tenth CSP. 
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9. (U) The EC noted the progress report on the 
implementation of the action plan for universality. 

Facilitator Hela Lahmar (Tunisia) summarized the informal 
consultations held in July and October 2004. Lahmar noted 
that 15 countries have nominated Points of Contact (POC) 

that she expected the EU to nominate a POC shortly. She also 
stated that the External Relations Division was developing a 
calendar of activities in 2005. The U.S. noted the generally 
poor communications between the TS and SPs to date and 
expressed concern that the TS has not interacted with POCs. 
The U.S. recommended that the TS work on a strategic approach 
to target specific subregions 

POCs and others interested. Japan recommended that the TS 
focus its efforts on smaller sub-regional events in the key 
African and Middle Eastern areas. Japan also recommended 
that the TS invite States not Party to attend CSP-9 as 
observers. 


10. (U) The EC noted the status report on optimization of 
verification. The U.S. stated that it is pleased with the 
report 

reserves the right to return to it at a future date. 


AGENDA ITEM 10 - Report on progress 
in meeting revised deadlines for 
destruction of chemical weapons 


11. (U) Possessor states made brief reports during the EC 
discussion 

destruction informals. As at the informal donors meeting on 
October 11 

more complete and written report of the changes taking place 
with its destruction program. Russia declined 

already providing an abundance of information and not see the 
need to be subject to further reporting requirements. In 
reality 

various occasions during the week were long on pictures and 
short on useful information. 
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AGENDA ITEM 11 - Detailed plans 
for the destruction of chemical weapons 


12. (U) The agreed detailed plan for the verification of 
destruction of CW at Aberdeen was deferred to the next EC 
session. 


AGENDA ITEM TWELVE - Combined plans for 
the destruction or conversion and 
verification of CW production facilities 


13. (U) The Council approved the two Russian combined plans 

for verification of conversion of the DF production facility 

and the facility for preparation for filling of non-chemical 

parts 

Russian experts from Moscow confirmed that the four pieces of 
specialized equipment in question (tanks 115 1-4) had been 
destroyed between September 2001 and March 2002. (Note: The 
TS also confirmed that all demilitarization activities at the 


SIPDIS 

DF facility had been completed.) The TS affirmed that the 
Russian description of the disposition of commercial 
equipment at the former DF facility (now used for storage) is 
correct. Jerry Mazur of the Verification Branch indicated 
that roughly two years ago 

mothball the cypermethrin line with little modification 

that the TS insisted that Russia make significant changes in 
how the commercial equipment is \"stored 

wholescale rearranging of items 

measures previously described by Russia and the TS. 
(Comment: These two documents complete EC consideration and 
approval of Russian combined plans for conversion 

the case of these two facilities 

certifying conversion in the near future. End Comment.) 


14. (U) The EC adopted the U.S. combined plan for destruction 
and verification of the DF production and fill facility at 
Pine Bluff Arsenal. 


15. (U) Atthe request of Russia 

a special EC scheduled for 24 November 2004 

combined plans for destruction and verification of the CWPF 
Rabta Pharmaceutical Factory 1 (phase 1); Rabta 
Pharmaceutical Factory 2 (phase 1); and Tripoli STO-001 
mobile filling units 

The delay was also attributed to ongoing discussions with 
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experts on the margins ofthe EC. Earlier in the week 
TS prepared three corrigenda based on FRG comments to the 


SIPDIS 

three plans. U.S. experts met several times with Libyan CW 
experts and the TS to address and resolve its questions and 
comments to the plans 

corrigenda for each of the documents. The second corrigenda 
which also include Russian comments 

shortly. 


16. (U) The EC noted the DG\'s report on the conduct of annual 
inspection activities by the TS detailing the progress made 
at CWPFs that are still under conversion. 


AGENDA ITEM 13 - Conversion of CWPFs 
for purposes not prohibited under 
the Convention 


17. (U) On the most closely watched issue of the session 
Council succeeded in reaching a consensus decision to 
recommend to all SPs adoption of Libya\'s proposal to make a 
change to Part V of the Verification Annex in order to permit 
Libya and other SPs that join the CWC after 29 April 2003 to 
request conversion of former CWPFs. Close and effective 
cooperation between 

Italian 

the fold the remaining holdouts 

orchestrating widespread voices of support throughout the 
session. 


18. (SBU) During the general debate on October 12 

of the 26 delegations that made statements 

geographic regions 

proposal 

isolate Russia 

negotiations with India and Pakistan on October 12 to resolve 
lingering concerns about the format and content of what 
ultimately evolved into a stand-alone EC draft decision 
document 

(Comment: The Pakistani representative proved to be the most 
obnoxious interlocutor 

he believed this was not truly a technical change but was 
willing to go along for political reasons. Until the end 

worked to water down EC decision text affirming the 
correctness of using the technical change process. End 
comment.) 


19. (SBU) By the time the proposal was formally taken up by 
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the EC on October 13 

pursuing a technical change 

instead take a stand-alone decision to permit Libya to 
convert. Again 

regions 

the Libyan 

coordinator of the Africa Group 

possible vote on the issue if consensus could not be reached 
by the end of the week 

pressure on the Russian del to seek new instructions from 
Moscow. Prompted by the U.S. and UK 

Amb. Onate 

conversion in paragraph 72 of Part V could not be bypassed by 
a separate CSP decision 


20. (SBU) On October 14 

it could join consensus on the proposal with the addition of 
treaty text to the decision document that affirmed the basic 
obligation to destroy CWPFs and that conversions may be 
requested only in exceptional cases of compelling need 
(ironic given Russia\'s past requests to convert 16 of 24 
facilities). Once Russia was on board and revised text was 
circulated to EC members 

the afternoon of October 14 

delegations who feared the possibility of a vote. It is 

worth noting that at no time during the EC was it suggested 
that the actual text of the proposed technical change be 
modified. 


21. (SBU) (Comment: The basis for Russia\'s objections to the 
proposal remains unclear. At no point did the Russian del 
seek a \"deal 

such as the handling of Russian conversions. During frequent 
contact with the U.S. del 

the EC session 

oftentimes contradictory 

clearly giving the impression that the problem was in Moscow. 
It appears probable that Russia\'s position resulted from a 
combination of a lack of higher level political oversight 
stubbornly held views among CWC implementers in capital about 
how the treaty should function 

for Libyan conversion in contrast to perceived U.S. 

obstruction of Russian conversion 

it too easy for future SPs to gain approval to convert. In 

the end 

geographic range 

session 

issue 

alternative approach 

have \"motivated\" officials in Moscow to get out of the way of 
what had become a moving train before it ran over them. End 
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Comment.) 


22. (SBU) Regarding next steps 

the TS 

the ECVs recommendation 

procedure for final adoption of the proposal. The UK and 

U.S. dels suggested to TS officials that additional copies of 
the original Libyan proposal and DG evaluation should be 
sent 

consideration by States Parties. The U.S. 

Tunisian dels agreed that a low-key approach should be taken 
in regards to the silence procedure 

aggressively promoting the proposal could draw unwanted 
attention to the issue. Delegations agreed to recommend to 
capitals that all posts should be notified of the ECVs 
recommendation and be furnished with contingency points in 
case host governments raise any questions. Dels in The Hague 
would keep in contact with regional coordinators to watch out 
for possible troublemakers. Libya indicated it would be a 

little more proactive about seeking support among SPs 

would avoid making the \"hard sell.\" 

23. (SBU) The one exception is Germany 

objections of the U.S. and EU members 

statement following EC approval of the proposal indicating 
that it may have to object during the 90-day period if the 
Bundestag was unable to sign off on the change before it 
recesses in December. Dels agreed to recommend that capitals 
demarche Berlin to make every effort to secure Parliamentary 
approval 

with the Libyans indicating that they will seek to raise this 
issue with Chancellor Schroeder during an upcoming visit to 
Tripoli. 


24. (U) The EC 

Libyan conversion request for the Rabta Pharmaceutical 
Factories 1 and 2 CWPFs until the special EC scheduled for 24 
November. Russia cited the size of the document and lack of 
time provided to the EC to review the document 

stated that the complex document was only available in 

English. Earlier in the week 

CW experts to review the USG questions and comments and to 
revise first draft corrigendum. The changes were reflected 

in a second corrigendum. Discussion with both the UK and FRG 
delegation indicated they were satisfied with the conversion 
request and the two corrigenda. 


25. (U) At Russia\'s request 
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facility agreement for Aberdeen. Late in the week 

del was hopeful a solution had been found that would satisfy 
Russian concerns with regard to the declaration of the TSDF 
as part of the declared destruction facility. On review in 
Washington 

abandoned. Delegation now believes it would be advantageous 
to revert to the simpler mechanism entertained earlier of a 
blanket \"no precedent\" declaration in the decision documents. 
Del will explore this option with Washington during the 

coming weeks. 


26. (U) Following consultations with the U.S. 

issued six corrigenda to their six schedule 2 facility 
agreements before the EC 

introducing their documents 

documents for approval are \"arrangements\" rather than 
\"agreements\" due to internal Italian requirements for their 
legislature to review \"agreements\". The Council approved the 
six Italian Schedule 2 facility arrangements (and noted the 
attached TS report regarding differences between the text of 
the model facility agreement and the arrangements before the 
Council). 


27. (U) The EC approved report language regarding the 
marking of scheduled chemicals in the Handbook on Chemicals 
to assist SPs in making declarations. Specifically 

language requests that the TS 

Handbook 

asterisk in order to distinguish chemicals actually used and 
traded from those included in the chemical list as research 
development or test chemicals not normally associated with 
industrial activities or trade. 


AGENDA ITEM 16 - Lists of new 

validated data for inclusion in the 

OPCW Central Analytical Database 

28. (U) The Council approved the DG\'s note on the lists of 
new validated data. 


AGENDA ITEM 17 - Fostering of 
international cooperation for 
peaceful purposes in the field 

of chemical activities 
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29. (U) The EC Chairman noted that there had been no 
informal consultations on this topic due to lack of a 
facilitator and urged that volunteers come forward urgently. 
India supported this request 

negotiating an action plan for Article XI 

delegations to show flexibility. Iran 

Pakistan 

implementing Article XI. Article XI activities should not be 
limited to workshops and seminars. SPs need to strengthen 
their compliance and enhance their transparency with this 
Article. The Council adopted report language submitted by 
Brazil and Mexico. 


AGENDA ITEM 18 - Assistance 
and protection against chemical weapons 


30. (U) Facilitator Gabrielle Kruger (UK) updated the EC on 
her efforts to reach agreement on a standard format and 
procedures for SPs to make annual submissions of information 
on national programs for protective purposes. She indicated 
that 

close to having an agreed document ready for approval at the 
upcoming CSP. In discussions on the margins ofthe EC 
U.S. and UK dels discussed the current status of negotiations 
and agreed to remain in close contact as this issue moves 
toward a conclusion. The UK agreed to provide the U.S. an 
updated version of the format 

concerns raised about the previous version 

procedures related to the making of annual submissions. 


AGENDA ITEM 19 - Reports of the 
External Auditor 


31. (U) The EC agreed to note the report 

arranged for acceptable report language 

for payment schedules. The U.S. made a comment from the 
floor welcoming the External Auditor\'s report 

appreciation that the report is more in-depth than in recent 
years 

audits in future years. 


AGENDA ITEM 20 - Implementation of 
the recommendations of the External Auditor 
and of the Office of Internal Oversight 
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32. (U) The Council agreed to note the reports. The 
facilitator 

noting that greater detailed information should be provided 

in future status reports and also suggested the inclusion for 

a specific timeline for completion of the recommendations. 
The U.S. expressed regret that these reports provide only 
cursory information on implementation of the External Auditor 
and OIO recommendations and should be improved upon in the 
future. Del also noted with disappointment that the TS made 
no improvements to the type of information provided in these 
status reports. 


AGENDA ITEM 21 - Draft OPCW 
Programme and Budget for 2005 


33. (U) There remain clear disagreements among member states 
regarding the proposed budget for 2005. The issue will be 
raised at the upcoming special EC on November 24 

for agreement there are slim. Instead 

be the starting point for final budget negotiations 

will likely take place on the margins of the upcoming CSP. 
From sidebar conversations and information in opening 
statements 

a reduction in the proposed overall budget increase of 4.8%. 
Other discussions on the proposed budget will be reported 
septel. The Council decided to further consider the Draft 
Medium- Term Plan for 2005-2007 at a meeting prior to CSP-9. 


AGENDA ITEM 22 - Administrative 
and financial issues 


34. (U) The Council noted the DGVs income and expenditure 
reports for the OPCW. The EC also agreed to forward to the 
CSP the DG\'s report on transfer from and replenishment to the 
Working Capital Fund. It also noted the DG\'s information on 

the implementation of recommendations made by the 16th ABAF. 
The Council noted the report of the 17th ABAF 

information from the DG on the implementation of the 
recommendations made by the 17th ABAF. Finally 

the resignations of certain ABAF members and approved the 
appointments of successors. 


35. (U) (Note: the original agenda item twenty-three in the 
notional schedule -- agreements on the privileges and 
immunities of the OPCW -- was dropped from the draft report 
as there was no action on the item. End Note.) 
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AGENDA ITEM 23 - Implementation 
of the Headquarters Agreement 


36. (U) After a heated debate from the floor 

African Group and the Latin American Group indicating support 
for the establishment of a committee on this agenda item and 
most Western countries requesting information from the DG and 
opposing the establishment of a committee 

reached consensus on report language. The EC noted the 
report by the DG on implementation of the Headquarters 
Agreement and requested that the DG provide supplementary 
information. 


37. (U) The Council set the dates for the forty-third 

session of the EC as 5-9 December 2005. The EC also approved 
the DG\'s proposal to increase the number of members of the 
Scientific Advisory Board (SAB) to 25 members. Several 
delegations 

support of increasing the number of representatives on the 

SAB due to increased workload and the need to adequately 
reflect the geographic diversity of SPs relative to the 

increase in SP membership. 


38. (U) There was much discussion (none of which made its 
way into the report) regarding the EU\'s joint action plan on 
challenge inspections. As a result of the July 2004 seminar 
held in Austria regarding challenge inspections 

generated a general agreement calling for consultations on 
administrative and logistical issues associated with 
challenge inspections. This proposal was resoundingly 
rejected by most of the NAM 

leading the charge. There appeared to be a general suspicion 
among opposing SPs that the EU proposal was designed to 
increase the likelihood or direct a challenge inspection. 

The EU proposal was confusing 

consultations already provided for in the ECVs plan of 
activities. Due to this fact 

identify a facilitator to begin discussions. In the end 

after much positioning 
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39. (U) While not discussed as a formal agenda item during 
the Council session 

stockpile of chemical weapons was discussed on two occasions. 
During the informal destruction meeting on October 11 

the Albanian and the U.S. delegation made brief interventions 
to the effect that the two parties were working closely 
together under the auspices of the U.S. CTR program. The 
U.S. further indicated that at this stage of the process 

are awaiting Presidential signature on the certification that 
will permit CTR funding to begin flowing. 


40. (U) On October 12 

to discuss the issue of destruction of Albania\'s stockpile. 
The meeting was attended by the UK 

France 

subject of cooperation with Albania by briefly describing how 
CTR came to be involved in the Albania destruction program. 
The Delegation also expressed 

11 destruction meeting 

expressed by the U.S. 

\"outside\" funding 

better idea of its own involvement and the scope of the 
project 

about possible assistance from 


41. (U) In its capacity as EU President 

intervened that the EU had recently concluded 

response received from Tirana on this issue 

not need any funding other than what the U.S. was providing. 
As part of its recent decision 

lined\" Albania from consideration for receiving funding 

during FY 05 

Albania was to receive such consideration. (Note: The EU has 
allotted approximately 1.8 million Euros to be expended under 
the general heading of \"chemical weapons destruction\". 
Lacking any other object for the expenditure of these funds 
the EU had decided to give all 1.8 million to OPCW. End 
Note.) The Dutch representative stated that if Albania in 

fact wanted to be considered for receipt of FY 05 funds 

EU should receive a letter immediately from Albania stating 
this. The Albanian Ambassador said he would provide such a 
letter the next day. After the meeting 

requested U.S. support in drafting the letter 

delegation provided. The letter was delivered to the EU 
Presidency on October 13 and 

sent to the appropriate working group in Brussels for 
consideration and discussion. 


42. (U) Based on information from Washington 
also cited three general areas in which such assistance might 
be usefully applied: support for destruction activities; 
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offset of inspection costs; and conduct of analyses. 
Delegation highlighted the concern expressed by Albania over 
the daunting prospect of having to pay the 250 

USD that we estimated it would cost for the TS to perform 
inspections over the life cycle of the Albanian destruction 
program. Switzerland made reference to the 60 

had already pledged for inspection costs 

acknowledged 

anticipated costs. 


43. (U) Delegation also cited selected items from the list of 
specific areas in which assistance might be needed to support 
the actual destruction effort 

purchase of fuel for generators and the incinerator. All 
present 

request from most delegations after the meeting was for more 
specific information about areas where assistance might be 
offered. Delegation had stated during the meeting that we 
would have more specific ideas about where help could be 
offered 

offers of assistance into concrete actions 

Presidential certification had taken place and Wspade work" 
could begin in earnest. All present took the point 

reiterated that something in writing from the U.S. that they 

as the EU or as individuals could use for the own 
decision-making process would be highly prized. Delegation 
concluded its substantive remarks by stating that it was 
optimistic that a more fulsome dialogue could be undertaken 
soon 

requesting. 


44. (U) Based on an informal request from Washington 
delegation availed itself of the opportunity to talk to the 
director of the Spiez laboratory in Switzerland 

Cadisch 

of AlbaniaYs CW. In particular 

Spiez had tested for the presence of heavy metals in the 
agent 

question 

further analysis of the agent samples if we would provide 
very specific parameters for the testing. Delegation 
informed him we would respond. 


45. (U) Also on the margins of the meeting 

and employee of Spiez 

delegation at length about Switzerland\'s experiences and 
\"lessons learned\" while working in Albania. Werner offered 
and recommended that initial assessment or technical teams 
going into Albania in preparation for establishing a CW 
destruction operation should stop over in Switzerland. The 
Swiss have a large body of practical experience that would be 
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useful to convey. 


46. (U) This session of the informal donors meeting produced 
little of substance 

noteworthy. First 

virtually no enlightenment with regard to the changes in its 
destruction program and the bureaucracy charged with 
overseeing it. In response 

to Russia for such information and 

point of contact to sign contracts and discuss substance. 
During the meeting and in a subsequent bilateral meeting with 
DATSD (CD&TR) Mr. Patrick Wakefield 

expressed extreme frustration that it had contracts that 

once signed 

destruction program 

sign them. The offices they had dealt with in the past were 
apparently defunct and no one even answered the telephone. 
Magnifying Italy\'s frustration was the fact that the current 
contracts are small compared to the roughly 330 million euros 
Italy has committed to give Russia for CW destruction. If 

the situation did not improve with regard to the small 
contracts 


47. (U) The second issue 

discernable lack of collegiality toward Russia that has 
characterized these meetings in the past. In its own full 
frontal assault 

apparently provided by Ottawa 

with identifying contractors had become an obstacle to the 
provision of assistance by Canada. He also took the Russians 
to task over public assertions by Russian officials that by 
complaining about problems with Russia\'s bureaucracy 
was creating \"pretexts\" for Canada not delivering the 
assistance it had pledged. Delegation also intervened to 
cite U.S. contribution figures to date and anticipated in FY 
05 

with respect to contractors and the issuance of visas to U.S. 
contractors. 


48. (U) Ito sends. 


SOBEL 
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Netherlands indicated that it is pretty satisfied with the 
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overall request 

consultancies. Austria indicated it shared the common 
concerns expressed about the methodology for calculating 
salaries and common staff costs and other issues. Most 
delegations informally thought that an increase of only 3.8 
percent might be acceptable 

agreed with the EU position. 


5. (U) The Council received an oral status report from the 
co-facilitators. Eckersley informed the EC that there were 
three main items outstanding on the draft budget: 

-- the core objectives language 

-- the resources to be agreed upon to complete these 
objectives (e.g. 

-- the terms of the decision at CSP. 


6. (U) The specific terms to be included in the budget 
decision that Eckersley mentioned were: 

-- RBB is an on-going process and the core and subordinate 
objectives and indicators may be adjusted in future budget 
documents 

-- the TS should conduct an analysis of its current 
methodology for certain forecasting in the budget (i.e. 
salaries and staff costs) 

-- the relevance of the staffing levels (e.g. 

ceiling is necessary) 

-- contingencies for unforeseen expenditures. 


7. (U) In comments from the floor 

appreciation for the first budget in an RBB format 

for a possible reduction in the overall requested budget 
increase 

Temporary Assistance (GTA) 

salaries and staff costs. Several delegations 

NAM 

International Cooperative Assistance (ICA) and the equal or 
balanced distribution of the budget among programs. (Note: 
Such statements might have been made to set up the following 
possible budget trade-off: increased ICA would allow the NAM 
to support increased Article VI inspections 

DOC/PSF facilities 

Note.) 


8. (U) The common concerns held by most dels were 

-- salary and staff costs (Note: It may be that if the TS 
revises its estimates on the salary calculations and adjusts 
the time period used to calculate the exchange rate 


Column 3 

resulting savings might be enough to achieve a 1% reduction. 
At this time 

such an outcome. End note.) 

-- General Temporary Assistance/Temporary Assistance 
Contracts 

-- consultancies (termination of the consultant for 
Universality) 

-- the exchange rate used for salary increase calculations. 


9. (U) Most delegations were in favor of converting the 
security guard force to fixed-term posts 

existing 507 personnel ceiling. (Mundell expressed concern 
several times over the fact that eleven of these posts would 
be going from Chapter 1 to Chapter 2 of the budget 

was the only person to voice that concern.) 


10. (U) Pakistan said it would join consensus on the budget 
not indicating any interest in the \"numbers\" included in the 
request 

for the core objectives in a budget using RBB. It was also 
apparent in informal discussions that they did not seem very 
energized on the idea of reaching a consensus early 

most indicating there would probably be \"a lot of activity" 

at the CSP. 


11. (U) In response to the oral report and the comments made 
from the floor 

good notes and would do its best to provide the information 
requested. He indicated that the best budget does not over- 
or under-estimate the resources required to fulfill the 
organizations goals. The DG requested SPs not to cut the 
budget \"too close to the bone\" and then request him to find 
additional savings. He emphasized that the decision by 
member states on the tenure policy was proving to be very 
costly for the organization. 


12. (U) The EC agreed to report language noting that several 
issues needed further work 

implementing RBB 

objectives and further discussion of a small number of other 
specific elements and related resource requirements. The 
report language also requests the TS to review promptly the 
parameters for making key budget estimates to assess the 
scope for effective program implementation at a funding level 
lower than initially requested. The key factors would include 
the current disbursement rate against approved budget 
allocations for 2004 

related staff benefits in the UN Common System 

USD/Euro exchange-rate information 

outlook for local inflation and labor-market conditions. 
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13. (U) (Comment: The co-facilitators do not appear to have 
a solid game-plan on how to move ahead in the run-up to the 
CSP 

the process forward. When asked informally about their plan 
of action for the upcoming weeks 

firm course of action other than holding additional 
consultations. They thought they would have proposed 
language on the core objectives in about three weeks. They 
also indicated they would await the revised budget document 
from the TS 

additional consultations would be needed and when they would 
need to be scheduled. End Comment.) 


14. (U) The Indian 

objections to noting the Medium-Term Plan for 2005-2007 due 
to the fact that the language on the objectives used in the 
2005 draft budget were still open for discussion and both 
documents should contain the same language. The Council 
therefore decided to further consider the Draft Medium-Term 
Plan for 2005-2007 at a meeting prior to CSP-9. 


15. (U) Ito sends. 
SOBEL 
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mandates of all the judges sitting on the ICTY. Even in the 
absence of the agreement 

Judge Meron\'s reelection. 


MONROE 
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enterprises. The Presidency\'s position is that Sun City 

called for a sharing of political (not economic) powers 

that an independent commission should be constituted to 
appoint the directors of the country\'s parastatals -- a 

position likely to be supported by the international 

community. Bemba has also called upon CIAT to decide which 
of the transitional government\'s component groups should have 
responsibility for territorial administration 

intelligence services 

communique 

to resolve the dispute quickly so as not to jeopardize the 
transition and national elections \"expected by the Congolese 
people.\" End summary. 


2. (U) In an October 11 letter addressed to SRSG Swing 
President Jean-Pierre Bemba called upon CIAT to arbitrate and 
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\"settle definitively\" the remaining questions related to the 
division of powers called for in the Global Accord. 
Specifically 

be given overall control of the country\'s parastatals. 
Putting the parastals in his economics and finance portfolio 
would 

the multiplicity of structures\" relating to the management of 
public enterprises. Bemba also asked for CIAT to arbitrate 
the division of powers relating to territorial 

administration 


3. (C) Bemba\'s letter was (comment: not coincidentally) sent 
the day after SRSG Swing left the DRC for a long-planned 
working visit to Europe. The issues raised in his letter 

were therefore added to the agenda of the regular CIAT 
meeting of October 14 presided over by Swing\'s deputy 
Behrouz Sadry. Before the meeting 

Bembal's staffs heavily lobbied CIAT members. Virtually all 
CIAT members were demarched by representatives of the 
government 

called in to meet with Bemba\'s senior advisers. 


4. (U) Bemba\'s letter referred to interventions in April and 
May when CIAT called upon the presidency to end the delays in 
dividing powers among the Transition\'s various component 
groups with the creation of an ad-hoc committee. 
Acknowledging that some issues had been resolved 

noted that a majority of the committee had agreed to assign 
control of the parastals to his portfolio -- a proposal 

rejected by the presidency. In light of the stalemate 

citing Annex Four of the Global Accord as his justification 
Bemba called for CIAT arbitration to resolve all pending 
issues. 


5. (C) Bemba\'s senior staff made it clear they expected a 
decision in Bemba\'s favor. The British Ambassador 
demarched on October 14 

Staff had indicated that MLC supporters would likely 
demonstrate if a favorable decision was not forthcoming. 
Other CIAT chiefs of mission received similar messages about 
potential disturbances by those whose \"patience is running 
out.\" 


6. (C) CIAT members were demarched on October 14 by either 
Chief of Staff Boshab 

Ambassador-at-Large Ghonda. Charge and polcounselor were 
told by Kapanga the presidency strongly opposes 
\"politicization\" of public enterprises. Kapanga said the 
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Global Accord never envisaged transferring control of the 
parastatals to one component group 

called for the division of political powers (\"partage de 
responsabilities\") - not of economic ones such as parastatals 
(where the Accord called only for the appointment of 
managers). He cited Article 198 which 

interpretation 

left as is until after the elections. Moreover 

this was discussed at Sun City and known by all parties. 


7. (C) Kapanga said the presidency proposes to replace all 
current heads of Congolese parastals. A committee would be 
established to select directors for the country\'s parastatals 
on the basis of their \"morality 

and not on the basis of their political affiliation. The 
committee would be composed of representatives of the four 
\"composantes 

international experts including the World Bank 

UNDP 

constitute the patrimony of the Congolese people 

politicizing their management was unacceptable. 


8. (C) On the other areas 

intelligence services issues were already being dealt with 
and that the presidency could compromise on the remaining 
issue related to territorial administration. In that regard 

he suggested that the Minister of Interior (from the 
president\'s component) and the Vice Minister of Plan (from 
the RCD) could work together to appoint local officials. 
(Note: Territorial administration does indeed fall in the 
category of \"political powers 

officials have not been apportioned equitably.) 


9.(C) Control of the parastatals is potentially a lucrative 
proposition for the various factions in the transitional 
government 

pointed out. Though almost all of the parastatals are 
perpetual money-losers 

the unscrupulous. Salaries for senior managers are very 
high 

to share their good fortune with their political patrons. 
With elections on the horizon 

of the parastatals released this month provides clear 
evidence of mismanagement and waste 

Resident Representative spoke out publicly on October 14 
against politicizing the parastatals. 
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CIAT\'s Interim Response 

10. (C) DSRSG Sadry told CIAT members at the October 14 
meeting he had been advised that a separate request for 
arbitration was to be submitted by the RCD. There was 
consensus that any arbitration at the October 14 meeting was 
therefore premature. Instead 

with the various parties with the aim of reaching an 
\"operational consensus...in a climate of mutual trust" The 
communique \"took note\" of Bemba\'s letter 

on its substance. In discussions at the meeting 

was agreed that the division of powers for the police and 
intelligence services were side issues. Members expressed 
their concerns about politicizing the parastatals and their 
resolve not to be rushed into arbitration. 


11. (C) Within the transitional government 

into the communique want they wanted. Bemba\'s faction 
interpreted it to mean that CIAT would arbitrate (and 
presumably had seen merit in Bemba\'s argument) 
polcounselor was told by MONUC that Bemba\'s chief of staff 
has been calling daily to ask about the status of the case. 

For its part 

in the media 

to the government 

should not be put under political control. 


12. (C) Though it would be naive to believe the presidency is 
making its case on the parastatals solely in the interest of 
transparency and good governance 

right side of this issue. The three other component groups 
in the transition government very much want to get \"their 
share\" of the parastatals 

whatever they can out of them while there is still time. 

CIAT will of course soon have to address the issue directly 
and is all too aware of Bemba\'s none-too-veiled threats if he 
doesn\'t get his way. End comment. 

DOUGHERTY 
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they go to the polls.\" 


3. (SBU) Sheikh Hamed then turned his discussion to the 
EU\'s proposal for a EuroMed railway project stretching from 
Morocco to Syria. He noted that he had told German 
Chancellor Gerhard Schroeder that the proposed route made 
little economic sense 

route. He counter-proposed a railway that would stretch 
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from the Indian Ocean up the Arabian Peninsula and to 
Jordan 

network. This route would tie together the Asian and 
European markets. According to Sheikh Hamed 

liked the idea 


4. (SBU) Sheikh Hamed explained that the proposed railway 
would stretch from the port of Fujairah on the Gulf of Oman 
through the Emirate of Abu Dhabi and then through Saudi 
Arabia to Jordan. This route would bypass the vulnerable 
straits of Hormuz. He emphasized that Jordan could benefit 
either as the terminus of the railway or as the 

intersection between two major railway networks. According 
to Sheikh Hamed 

investors were already expressing interest in the project. 

He asked for U.S. support for the project 

economic development program and as a regional integration 
program and suggested that post send a participant to the 
MEED conference in Dubai on railway projects in the region 
for more information. 


5. (SBU) Comment: Sheikh Hamed is an \"up-and-comer\" in the 
ranks of the ruling Al-Nahyan family 

one of Abu Dhabi\'s economic reformers. He has laid out 

his railway proposal 

economic integration and assistance to poorer countries 

(and regions in the UAB). Although we have yet to assess 

the commercial merits of this concept 

Hamed has the confidence of his elder half brother 

Dhabi Deputy Crown Prince Sheikh Mohammed bin Zayed. End 
Comment. 

Sison 
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CONCLUDING CONTRACT ON FUELS FOR OPERATION IRAQI FREED 


REF: A. KUWAIT 3465 


B. KUWAIT 2772 
C. KUWAIT 2747 
D. KUWAIT 0390 


Classified By: Ambassador Richard LeBaron for reasons 1.4 (b) and (d). 


1. (C) Ambassador met on 18 October 2004 with H.E. Shaykh 
Dr. Mohammed Sabah al-Salem al-Sabah to discuss the A/S 
Lincoln Bloomfield and DASD Peter Flory delegation\'s 19-20 
October visit to finalize a contract for KuwaitYs continued 
provision of fuels for Operation Iraqi Freedom. Ambassador 
reiterated USG appreciation for Kuwait\'s continued and 
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considerable fuel support for U.S. Forces\' use. Noting that 
the fuels issue unfortunately had become a bilateral 

irritant 

negotiations in as smooth 

timely a manner as possible. Dr. Mohammed welcomed the 
delegation\'s visit and agreed that the objective of the trip 
was to resolve arrangements for the duration and timing of 
deliveries of fuels to coalition forces. Ambassador noted 
and Dr. Mohammed concurred 

had been settled already 

provided free of charge for now. 


2. (C) Dr. Mohammed said he believed that our governments 
already had a framework agreement in essence and that he saw 
\"no problem!” in finalizing the terms during the delegation\'s 
visit to Kuwait. He said it was important 

a formal framework in place quickly in order to inform the 
National Assembly and to clarify the fuel relationship which 
he said 

explained 

contract.\" He observed that the Defense Cooperation 
Agreement 

in Kuwait but that it did not account for the fuels now used 

in Iraq as well (Ref D). He asked that \"the technicians\" 
work out \"the percentages that go for Kuwait and for lraq 

in preparing the contract on fuels usage. 


3. (C) Dr. Mohammed also said he had heard \"rumors\" that 
other members of the GCC were fully reimbursed for their 
operations and facilities used in support of Operation Iraqi 
Freedom. He said that some members of the National Assembly 
had questioned why \"other GCC partners should be let off the 
hook?\" Ambassador reiterated USG interest in resolving the 
fuels issue with dispatch; Dr. Mohammed repeated his 
observation that he saw \"no problem\" in doing that. 


4. (U) Note: The Bloomfield/Flory delegation started 
meetings on Tuesday with a courtesy call on the Defense 
Minister by DASD Flory. Talks with the Energy and Foreign 
Ministers are scheduled for Wednesday. 


5. (U) Baghdad: minimize considered. 
LeBaron 
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earlier this month that Turkey was interested in buying 

about 250-300 second-hand Leopard Il tanks from Germany. 
Reports last week said the sale of the Leopard Il tanks was 
expected to be pushed through if Turkey was given the green 
light for EU accession talks. 
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PM Erdogan due in France: PM Tayyip Erdogan will arrive in 
France Wednesday for two days of talks with French 

officials 

Johnstone 

the OECD council and hold a press conference before flying 
home on Thursday. Erdogan is to meet Thursday with Pierre 
Lelouche 

friendship group. Erdogan is also expected to address the 
French nation on TV. Allowing Turkey into the EU has raised 
doubts in France 

opposition to Ankara\'s membership. 


EU Greens in Istanbul: The European Parliament\'s Green 
members are meeting in Istanbul for a three-day conference 
to show their support for Turkey\'s EU drive. At the 
gathering “Turkey in EU: A Common Future 

expected to stress the need for opening EU entry talks with 
Turkey. On Wednesday 

deliver a speech at the conference. 


EU rapporteur in Turkey: European Parliament rapporteur 
Camiel Eurlings is in Turkey for meetings in Ankara 

Istanbul 

Diyarbakir and Mardin. On Monday 

shortcomings in implementation of reforms 

had not yet met the Copenhagen Criteria. He advised Ankara 
to recognize the Greek Cypriot Administration 

ties with Yerevan 


Barzani ‘insists\' on Kirkuk: In Syria for talks 

Iraqi Kurdistan Democratic Party (KDP) leader Massoud 
Barzani claimed after the census in Iraq that the majority 

of Kirkuk people would opt to join Kurdistan 

report. Barzani said a clear distinction should be made 
between the terrorists and the legitimate "peshmerge\' forces 
in the region. Barzani also recalled that 25 

been driven out of Kirkuk during Saddam Hussein\'s 
"Arabization\' campaign. Barzani warned against intervention 
by neighbors in IraqVs domestic politics. 


US Colonel Holshouser on Kirkuk: Colonel Kenneth 
Holshouser 

administration of Kirkuk 

conservative/intellectual \"Zaman\" that all ethnic groups in 
Kirkuk will have to learn to live together under democratic 
practices. Holshouser said he will struggle for a peaceful 
coexistence of the Turkmen 

Kirkuk. All groups in the region want to take control of 
the oil-rich northern Iraqi town 

forget that Kirkuk is the future of Iraq 

emphasized. 
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Ankara to end discrimination against non-Muslim foundations: 
Ankara drafted a bill to remove the legal distinction 

between Muslim and non-Muslims foundations as part of its 
reforms to join the EU 

will be allowed to acquire property 

be needed to fire foundation managers. The new bill will 
scrap Ankara\'s authority over the sale of foundations\' 

assets 

Turkey. 


EDITORIAL OPINION: Iraq; Israel/Middle East 


\"It might be too late for Turkey\" 

Haluk Ulman commented in the economic-political Dunya 
(10/19): \"Those who look closely at the events in Iraq agree 
that a civil war seems inevitable and is only a matter of 
time. Such a civil war will lead to the division of Iraq. 

The foreign policy makers in Washington should be well aware 
of this. In the event of a division 

play a vital role for the US 

resources but also due to its strategic importance and 
gateway to Israel...Currently 

in place and working well. Yet it remains to be seen to 

what extent the alliance will continue to be of mutual 

benefit. If Iraq goes through a civil war 

equilibrium will change and the US will particularly find it 
difficult to cope with the situation because by establishing 
an alliance with the Kurds 

Under a scenario of civil war 

Kurds as well as Iraq. That is the worst-case scenario 
because it will be too late for everything and Turkey will 

be one of the countries that must deal with the resulting 
problems.\" 

\"Hearts and Minds\" 

Fehmi Koru argued in the Islamist-opinion maker Yeni Safak 
(10/19): \"Israel is continuing to bomb the Palestinians 

the situation in Iraq is no different in terms of serious 

pain and agony for the people 

month. The occupying force in Iraq does not care at all 
about the sacred month for Muslims. American forces have 
turned Fallujah and environs 

hiding 

is to ensure the re-election of George Bush. The Sunni 
Triangle is constantly under heavy fire 

fasting in this sacred month are leaving their homes for 
shelter. The US 

The policy makers in Washington interpret opposition to 
these actions as justification for the ongoing US war 

against terrorism. This is clearly a vicious cycle. This 

is the period where our hearts and minds are like a burden.\" 
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\"Is a Solution to the Israeli-Palestine Issue possible?\" 

Nuray Basaran commented in the mass appeal-sensational Aksam 
(10/19): \"First Afghanistan 

brought the establishment of stability in the Middle East to 
everyone\'s mind. Hopes for peace in the Middle East have 
always been left for another time. One of the ways to 

address the problem goes through the election process in the 
U.S. During his speech at the UN 

first time 

of a Palestinian state. As a matter of fact 

Palestinian state is one of the reasons for the US supports 
Sharon\'s withdrawal plan. The instability in the Middle 

East 

US have 

on Bush\'s desk until after the elections for a solution. 

Each US contribution to the establishment of a Palestinian 
state will be helpful to the Arab countries in changing 

their negative feelings toward the US.\" 
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Deputy PolMilCouns shared reftel points with MFA Arms Control 
and Disarmament Affairs Department Chief Bulent Meric on 
October 19 and urged Turkey to oppose the UNGA draft New 
Agenda\" resolution when it comes to a vote. Meric said that 
while Turkey had abstained from voting on the 2003 resolution 
because it was not balanced 

significantly improved. The GOT welcomed the shorter length 
and supports both the underlying principle of the resolution 

- a total ban on nuclear weapons - and the substance. Bulent 
noted that the GOT attaches importance to early universality 
of the Comprehensive Nuclear Test Ban Treaty (CTBT) and to 
resumption of negotiations on a Fissile Material Cut-Off 
Treaty. However 

Western and Other Group (WEOG). For that reason 

Turkey could support the resolution 

WEOG deliberations and is prepared to support a consensus 
position. 

EDELMAN 
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polcounselor were told separately on October 14 by 
Ambassador-at-Large Kapangaa that such a letter had been 
sent. Signed by President Kabila 

Vice President Kabila.) 
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4. (SBU) The French Ambassador underscored that $3.6 million 
has been transferred by his government for use by the 
Commission. It has not been released by the Finance 

Ministry 

clarification from Bemba. 


5. (C) Comment: It is unclear why the release of the French 
contribution has been blocked. It seems likely that it has 

to do with a power play on Bemba\'s part at a time when he is 
calling upon CIAT to arbitrate in his favor on the control of 
parastatals. Whatever the reason for the non-release of the 
funds 

slated to take place in a matter of months. End comment. 
DOUGHERTY 
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the Finnish-Russian bilateral relationship remains on track. 
MFA officials also sought U.S. views on a wide range of other 
issues 


The U.S. Landmine Initiative 


2. (C) A/S Rademaker and Special Advisor Janiczek spoke first 
with MoD officials 

ministry\'s second-ranking official 

Resource Policy Eero Lavonen 

Olli-Pekka Jalonen 

Ministry\'s chief civilian expert on landmines. At the MFA 
the visitors met with Under Secretary for Political Affairs 
Jaakko Laajava 

director Pilvi-Sisko Vierros-Villeneuve 
Kansikas-Debraise 

visitors were accompanied by DATT to the first meeting 
by POL chief to both meetings. 


3. (C) In his conversations with both MFA and MoD 
Secretary Rademaker recalled the close cooperation between 


SIPDIS 

the U.S. and Finnish governments on landmines 

that continues today in the CCW in Geneva 

Ambassador Reimaa has been a valued partner. Bearing that 
cooperation in mind 

would be able to support the new U.S. initiative for a global 
ban on the transfer of persistent landmines 

anti-personnel and anti-vehicle mines. 


4. (C) Rademaker said we share the concern over the 
humanitarian effects of landmines that motivated the framers 


Column 3 

of the Ottawa Convention. This is evidenced by our support 
for demining efforts worldwide 

deal more than most Ottawa Convention signatories. The 
Convention is one solution to these humanitarian concerns 
but it is not the best solution 

anti-vehicle mines -- which can have anti-handling devices 
that are equivalent to APLs and which therefore present just 
as great a challenge. The U.S. is now confident enough of 
self-destructing/self-deactivating (SD/SDA) technology that 
we have committed to eliminate all persistent landmines from 
our inventory by 2010. There are several advantages to doing 
so: the obvious humanitarian benefit; elimination of the 
costly need to clear minefields after conflicts; and the fact 
that given the highly mobile nature of modern warfare 

forces might have to pass through areas that we ourselves 
once had mined. 


5. (C) The Assistant Secretary noted that over the years 
persistent landmines have been transferred to Angola 
Afghanistan 

proposes an international treaty prohibiting the sale or 

export of such mines -- although there should be an exception 
for SD/SDA mines 

replace them with the new technology. \"The Ottawa Convention 
missed the point. It\'s not the existence of landmines in 
warehouses that\'s killing people 

persistent. And it\'s their indiscriminate export that is 

the problem.\" 


6. (C) Rademaker said that one issue yet to be decided is 
where to negotiate such a ban. The U.S. knows Ambassador 
Reimaa favors doing so in the CCW 

Conference on Disarmament 

CCW is fundamentally about the law of war 

Second 

subject for some time; this must end if its continued 
existence is to be justified. And finally 

the CCW a proposed ban on the sale/export of anti-personnel 
and anti-vehicle mines 

landmine (AVL) initiative already pending there 

complicate matters that it would likely ensure no progress is 
made on either initiative. 


7. (C) In response 

that the entire issue \"is a real minefield for us -- we don\'t 
want to overstep into things we can\'t control.\" He said the 
GoF would need time to consider the U.S. initiative. 
Nevertheless 

right to me.\" Arms Control chief Vierros-Villeneuve noted 
that in the past 

said that from the substantive point of view the Finns would 
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have no problem with negotiation in the CD framework 

although it would be difficult for Finland to take the lead 

in such negotiations. She said there are strong feelings in 

the EU that the Ottawa Convention should not be undermined by 
other discussions -- but 

initiative would be about more than APLs. In Rademaker\'s MoD 
meeting 

have no problem with anything in the U.S. proposal -- the 
substance of the initiative presents no difficulty for 

Finland. 


8. (C) The Finns asked how the Russians and Chinese have 
responded to the U.S. initiative. A/S Rademaker said the 
Russians told him they are prepared to begin negotiations on 
a transfer ban -- \"which is huge 

worldwide humanitarian problem stems from Soviet-manufactured 
mines. The Russians have not yet agreed to an exception for 
SA/SDA mines 

negotiations. The Russian position on the AVL proposal in 
the CCW is much more negative: they have said they need 
undetectable anti-vehicle mines and will not give them up. 

As for the Chinese 

them only in general terms 

not negative. 


Finland\'s Landmines 


9. (C) Both ministries briefed the Assistant Secretary on 
Finland\'s decision 

\"white paper\" on security and defense policy 

Ottawa Convention in 2012 and destroy its APLs by 2016. At 
the same time 

indefinitely. LGEN Ahola said landmines are a vital part of 
the territorial defense; referring to the two wars fought 

with the Soviet Union in the 1940s 

thousands of veterans alive today thanks to landmines. The 
Finnish public supports their retention Was long as things in 
Russia are uncertain.\" Insofar as the APLs are concerned 
however 

Department of Defense and private U.S. companies in 
determining what systems might be feasible replacements. 
These might include short-range perimeter defense weapons 
improved anti-vehicle mines 

integrated sensor system 

and/or multiple rocket launchers. To procure such systems 
the government has pledged to add 200 million euros to the 
MoD budget over the period 2009-16 

reprogram a further 111 M euros of its current budget. 


10. (C) MFA Under Secretary Laajava said that although the 
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white paper covered a lot of ground 

in its review of the document has concentrated on two 
subjects: a proposal for base closings and the APL decision. 
Although some MPs feel the government\'s timetable is too 
hasty and some not hasty enough 

GoF decision to hold. In the meantime 

Vierros-Villeneuve 

of promoting the Ottawa Convention. Laajava recalled that he 
had been Political Director when the Convention was being 
negotiated. He had been sent to various EU capitals to 
explain the role that APLs play in Finnish defense 

the case for Ottawa-compliant systems. \"I got zero sympathy. 
And when Princess Diana got involved 

process turned into a movement.\" A/S Rademaker agreed that 
support of the Convention has become almost akin to a 
religion. But religious devotion to one treaty should not be 
allowed to stand in the way of doing something meaningful to 
prevent the indiscriminate export of persistent landmines. 


Changes in the Russians 


11. (C) The Assistant Secretary\'s Finnish interlocutors also 
took the opportunity to ask for his views on other issues. 

First and foremost 

developments in Russia. LGEN Ahola said the Finns \"know the 
Russian hierarchy well 

continuing without problems for now 

politicians -- are worried about harder-line trends.\" 

Laajava 

consultations in Moscow 

overall atmosphere there 

The Assistant Secretary said that 

Moscow 

U.S. and Russia had talked about in a businesslike way in the 
past were now more contentious 

visit was heavy and obvious. 


12. (C) Laajava asked if there has been any backtracking from 
previous commitments. Rademaker said no 

Russians are now less diplomatic in their rejections. With 
regard to the Chemical Weapons Convention 

have concerns regarding the Russian declaration. For more 
than a year the USG has attempted to gain copies of certain 
documents the Russian government showed the OPCW. One year 
ago the Russian side agreed to share these documents with the 
U.S. 

been destroyed. The Assistant Secretary said that in the 

past 

such concerns 

Russian side seems less willing to cooperate. He noted that 
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the Russians need to be responsive: Congress will not 

find such behavior acceptable 

USG spends on assisting the GoR in eliminating its chemical 
stockpiles. 


Non-strategic Nuclear Weapons 


13. (C) A/S Rademaker\'s MFA interlocutors also sought his 
views on a wide range of other topics 

tactical nuclear weapons. Rademaker said that the U.S. is 
concerned that Russia has not complied fully with Yeltsin\'s 
undertakings of 1991-92. NATO 

tactical nuclear weapons in accordance with the Presidential 
Nuclear Initiatives 

U.S. tactical nuclear weapons nevertheless have not been 
withdrawn totally from Europe. The Assistant Secretary 
agreed 

for the cohesion of the alliance as out of military 

necessity. He added that there appears to be an argument 
about them within some NATO governments; in Germany 
example 

see all tactical weapons go 

guarantee a U.S. nuclear umbrella. 


NPT 


14. (C) Under Secretary Laajava asked how the USG assesses 
the state of the Non-Proliferation Treaty. A/S Rademaker 

said a lot will depend on how the next Rev Con goes. The NPT 
is facing a crisis of compliance. Are there other nations 

out there that were trading with the A.Q. Khan network 
otherwise pursuing nuclear weapons in violation of the NPT? 

In a serious Rev Con 


CTBT 


15. (C) Under Secretary Laajava said that Finns consider the 
Comprehensive Test Ban Treaty one of the cornerstones of 
their foreign policy. He had always thought the U.S. would 
be able to find some technical solution that would allow 
ratification of the treaty. Is that hope now lost? The 

treaty\'s credibility needs to be preserved 

\"tremendous tasks that lie ahead. A/S Rademaker said that 
treaties require the votes of 2/3 of the Senate 

they must enjoy bipartisan support. The CTBT does not and 
will not 

the U.S. continues to respect the testing moratorium. He 
noted rumors that the \"robust nuclear earth penetrator\" will 
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require testing 

an existing weapon placed in an even harder case than the 
Clinton Administration\'s \"nuclear earth penetrator 

also was deployed without nuclear testing. Moreover 
bringing the Nevada test center back online would be very 
expensive. Nevertheless 

device lasts forever. We can envision circumstances 
developing in the future in which it would be very useful to 
us to test. This ties into the problem of verifying the 

CTBT 

the CTBT might be an acceptable bargain if we were assured no 
one else was violating it 

below the seismologists\' ability to detect. The CTBT clearly 
is not a good bargain for us if we adhere to it and others do 
not. 


BWC 


16. (C) Laajava asked about U.S. plans for the next BWC Rev 
Con 

in the second half of 2006. A/S Rademaker said we have only 
started to think about this 

halfway through the work program adopted in 2002. Overall 
we are satisfied with the work program 

dissatisfied with the approach represented by the BWC 
Protocol. Verification arrangements under the Protocol could 
not be expected to detect cheating 

expected to create problems for the biotechnology industry 

in which patents are hard to achieve and based on very 
sensitive proprietary information. Here 

like the Ottawa Convention 

the world no favors by letting a negotiation get to the final 
stages and then pulling away. We know that many believe the 
Bush Administration walked away from the Protocol just as it 
was about to be signed 

Vierros-Villeneuve assured Rademaker that Finland is aware of 
this 

untrue. Vierros-Villeneuve said the EU agrees the Protocol 

is now part of the past 

Laajava said 

because of the terrorist threat. Rademaker agreed that 
advances in biotechnology pose BW risks 

industry overall has produced great benefits. 


17. (U) Assistant Secretary Rademaker has cleared this cable. 
MACK 
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internal working party meeting. End Summary. 


2. (C) Poloff delivered ref message to Venezuela desk officer 
Dimitri Vogelaar on October 18. Vogelaar replied that the 
Dutch and EU remain concerned about the situation in 
Venezuela 

the referendum. Vogelaar noted that Chavez appears to have 
waited until after the referendum to \"go after\" the 

opposition. Vogelaar added that the Dutch would add a fourth 
concern to reftel list: the politicization of the Tribunal 

Suprema de Justicia 

Venezuela 

Chavista justices. 


EU to Strategize November 16 


3. (C) Vogelaar said that EU Heads of Mission in Caracas are 
scheduled to provide the EU internal COLAT meeting on 
November 16 with their analyses of the post-referendum 
situation and recommendations for the path forward. Vogelaar 
did not expect any significant EU action prior to that 

meeting. After Poloff pressed that November 16 was too late 
for the decision on Sumate leaders 

that separate coordinated statements before November were 
\"always a possibility" While Venezuela is not on the agenda 
for the October 19 EU COLAT meeting 

could always be raised under \"other business." Vogelaar 
promised to discuss the situation with the Dutch Ambassador 
in Venezuela and others. 


Dutch Ready to Respond 


4. (C) Vogelaar emphasized that the EU would certainly 
\"respond\" to a decision to arrest Sumate leaders 

agreed \"would be a a disaster\" for Venezuelan democracy and 
human rights. Vogelaar appeared particularly concerned about 
reftel information regarding a potential draft law 

criminalizing all foreign support for human rights and 

political expression 

\"there absolutely would be action.\" Regarding the draft 

media law 

repeatedly criticizing the draft media law 

issue of concern even before the referendum. 

SOBEL 
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Brooks 

asserting that their oil exploration activities were limited 

to Moroccan waters. And remember that there is nothing in 
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customary international law to stop the Powell from sailing 
in Spanish EEZ waters. If there is something to the 
speculation 

took samples in EEZ waters claimed by Spain. 


4. (C) Part of the problem has been some confusion on all 
sides (including the USG) regarding whether the Powell needed 
a formal clearance to enter Spanish ports. The U.S. has 
claimed it did not given its commercial vice scientific 
mission. The Spanish authorities 

question and thus hold all the cards 

the Powell does require such permits 

classification as a research vessel. In other words 
vessel\'s classification and not its mission is the key point 
for Spain. In the end 

several occasions the Embassy interceded with Spanish 
authorities to get the Powell the port calls it desired. 
Notwithstanding the above 

both the Spanish and Embassy authorities involved that the 
Powell has consistently played \"fast and loose\" in trying to 
get itself into port. 


5. (C) The story has not yet grown beyond the Canary Island 
and Madrid economic press (Expansion! article of October 16 
- informal embassy translation emailed/faxed to OES/OA - Liz 
Tirpak and EUR/WE - Morgan Hall). Nonetheless 

recent tensions in the U.S.-Spanish bilateral relationship 

we could easily see this story gaining traction and turning 

into a \"U.S. Government helping Morocco poach Spanish oil\" 
type of story line. However it goes 

the stern of the Powell 

than friendly in their interactions with Embassy officials 

and who have shown a unique ability to generate controversy 
wherever they sail. 

ARGYROS 
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(lowering payments to long-term unemployed) will lead to 
needed expanded employment in the low-wage sector in 2005. 
Bundesbank data already show more flexibility in labor 
markets. He noted what other German economic analysts have 
suggested: that the long-term unemployed are going to have to 
move from the east to the western part of the country where 
there are better employment possibilities. The tendency in 
German wages remains slightly downwards. Friedmann voiced 
support for agreements reached within companies to expand 
working hours -- frequently with little or no pay increase -- 

and for the opposition\'s proposal to limit the rules 

protecting employees! jobs (Kundigungsschutz). These factors 
should boost Germany\'s international competitiveness 
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especially if there is further growth in the German low wage 
sector. Unfortunately 

tax reform is not on the horizon and Germany\'s main political 
parties still tend to espouse differing proposals (the right 

would lessen the burden on companies and investors 

left has proposed to shift more of the tax burden onto 

wealthier Germans). Pressure from outsourcing is becoming 
more intense: a German Chamber of Industry and Trade (DIHK) 
study shows that even medium-sized companies are considering 
moving production out of Germany. Friedmann said German 
companies are raising money for their foreign investments 
outside Germany and that this explains why German statistics 
do not show large outflows of investment funds. 


4. (C) Asked about the potential impact of higher energy 
prices 

dollars per barrel\" or even $50/barrel -- with only a limited 
impact on the country's economic outlook -- as long as supply 
is assured and demand forces are what pushes up energy 
prices. Germany is now less dependent on oil than during 
previous price spikes 

economist. The current deceleration of world growth should 
ease demand pressure 

risk premiums and prices should fall. Since low oil prices 

are probably a thing of the past 

other oil-consuming countries will have to absorb a permanent 
negative shift in terms-of-trade. 


5. (C) Despite rising energy prices 

significant inflationary pressures (meaning core inflation of 
0.5-1.0% excluding administrative price increases). 

Importantly 

industry has seen modest nominal wage increases this year and 
negative wage drift overall 

enjoy a modest boost in competitiveness relative to other 
Euro-zone countries. 

BODDE 
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USD 360 million that was invested in rail in 2003 and the 
USD 285 million spent during the first half of 2004 
originated from the private sector. By improving rail 
lines from their inland plants to the northern port of 
Itaqui (near Sao Luis in Maranhao state) 

to cut their transport costs significantly. CVRD also has 
been responsible for the rehabilitation of the rail line 
connecting the Center-West and Minas Gerais with the 
burgeoning Port of Vitoria in Espirito Santo; the rail line 
is considered the cheapest 

productive rail line and carries products such as steel 
coal 
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sector road construction and maintenance in Brazil have 
largely been successful over the past 5 to 6 years 
bringing significant improvements in road quality to the 
South and Southeast. 


6. (SBU) Much the same story is true for the urgent USD 
207 million project to widen and pave BR-163 

kilometer highway linking Cuiaba in Mato Grosso state to 
the Amazon river port of Santarem. Paving the current dirt 
(or when it rains 

allow soybean producers to export their 15.0 million ton 
crop north to the coast via the Amazon - as opposed to 
south via the Sao Paulo state port of Santos or the Parana 
port of Paranagua. Estimates are that this northern route 
will cut USD 12 per ton in freight costs 

amount for a high-volume 

(By way of comparison 

spend about USD 34 a ton on freight costs from many inland 
areas - about twice the amount spent by Argentine and U.S. 
producers.) Miranda noted that the private sector (i.e. 

soy farmers) was the primary moving force behind 
implementation of this project 

they would make and partly because concerns about damaging 
the Amazon environment made it an issue difficult for the 
GOB to tackle. The GOB is looking at the issue of 
sustainable development and its impact on the rate of 
deforestation along the proposed road very closely. 


7.(SBU) Miranda saw PPPs as key where the private sector 
return on a project did not match the public sector 

benefits 

as a whole were not considered. Once the Senate passed the 
PPP legislation currently pending in Congress (and the 
Chamber of Deputies signed on to the Senate\'s changes) 
PPP process would be ready to go. Three projects that the 
Ministry thought would bring the most bang for the buck 
were queued up for quick approval 

million in rail/road improvements to speed entry to the 

Port of Santos 

to the Port of Sepetieba in Rio State 

million in rail construction to complement ongoing efforts 

on the feeder routes into Itaqui (along with the expansion 

of the Itaqui port itself 

million). The GOB envisioned 50 to 60 percent private 
sector participation in these projects 

of the work to be done by the GOB itself. More projects 
were on the drawing board 

have to wait for a second wave. 


8. (SBU) Miranda optimistically predicted that the PPP bill 
would be finalized soon after the second round of the 
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municipal elections (October 31) 

hearings on the draft legislation were set to resume the 
week of October 11. However 

Advisor Damian Fiocca noted that given the need to issue 
regulations and set up an agency to run the PPP program 
once the legislation was approved it would be six months - 
at a minimum - before the first project could move forward. 


9. (U) Currently 

in the Senate 

payments made by the GOB to concession operators in the 
out-years. This issue is key given the potential for state 
guarantees to PPP projects to become large unaccounted 
liabilities. According to the IMF Resident Representative 
(ResRep) 

Fiscal Responsibility Law gives it the authority to enforce 
appropriate accounting of the government\'s liabilities at 
both the state and the federal level. Unfortunately 
satisfactory standard to account for these PPP risks 

exists. In the absence of an agreed standard 

proposed 

state budgets explicitly list all expected fiscal flows 

related to PPPs and the expected value of guarantees given 
to PPPs. This would be an interim measure until such time 
as an accounting standard could be agreed to. To date 
however 

on the accounting issue. 


10. (SBU) Ministry of Planning officials note that in the 

end the bill will reflect a compromise between those in the 
GOB who would prefer that the government be responsible for 
investment in transportation infrastructure and those who 

see the need for a large private sector role. Assuming 

that the bill passes 

ongoing one as the two poles seek to have their point of 

view reflected in the make-up of the PPP agency 

eventual implementing regulations 

follow-on projects. 


11. (SBU) Comment. Whether the final version of the PPP 
program will offer interested private sector investors 
sufficient guarantees is an open question. Given 
congressional opposition to providing PPP investors 
precedence over existing debt obligations 

to resort to a guarantee fund to reassure participants that 
sufficient funds will be forthcoming for out-year payments. 
Some economic analysts here question whether all the 
internal to and fro on this issue within the Lula 
Administration and the governing coalition will prove to be 
worth the effort 

political capital devoted to this could have been spent 
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more wisely encouraging investment through the existing 
concession/licitation process. Greater GOB attention to 
the basics - like reducing bureaucratic red tape 
increasing the reliability of the judicial system 

better defining the regulatory rules of the road - likely 
would do the most 

greater investment. 


Danilovich 
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remain close to the U.S. as well as their European 
counterparts. 


Leon Offers to Publicly Stress U.S.-Spain Cooperation 


5. (C) What we object to 

the \"political football Spain uses as it seeks to reinforce 

its European policy. \"Anti-Americanism is not a foreign 
policy 

would be helpful if he would draft a public statement (or 
op/ed) highlighting the importance of U.S.-Spanish 
cooperation. Manzanares said that would be very helpful and 
would welcome the idea of such a piece by the Spanish 
government. 


U.S. Has Been Patient 


6. (C) Reviewing relations since the March 14 elections 
Manzanares underscored that the US had been very patient and 
mature these last few months. The U.S. has refrained from 
responding to aggressive anti-US rhetoric as we looked for 

the new government to settle in 

as we ourselves focused on our longer-term interests in 

Spain. Continued anti-U.S. rhetoric from high GOS levels 
however 

respond more aggressively. Leon said he understood and hoped 
that this would not be necessary. Returning to the theme of 
Zapatero\'s comments 

ago 

opportunity to retract his statements after Secretary Powell 

had spoken to FM Moratinos. Leon said that Zapatero had not 
intended the remarks the way they were taken and pointed to 
comments Zapatero had made in Bilbao the following day as 
being pro-American. Manzanares pointed out that we had not 
seen these comments in Bilbao and they were not highlighted 

in the press here. 


Other issues: 
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6. (C) Cuba: Leon said the GOS did not want a wholesale 
change in the EU policy toward Cuba 

somewhat to allow EU Ambassadors and diplomats access to 
Castro and other Cuban officials in order to press home the 
need for reform. Leon underscored there were no personal 
relations with Castro among members of the Socialist 
government in the way that existed during the previous 
Socialist government under Felipe Gonzalez. Leon said if the 
other Europeans did not agree with Spain on the Cuba issue 
Spain would not adopt a unilateral policy. 


7. (C) Western Sahara: Leon noted the excellent meeting he 
had had with A/S Burns several weeks ago in which they 
discussed Western Sahara. He said that Spanish and U.S. 
positions were relatively the same 

position -- embodied by Chirac himself -- as being the 
problem in finding a way forward. Leon characterized 
Chirac\'s position in support of Rabat as \"stronger than that 
of the King of Morocco." He pledged to continue to work with 
the USG on the issue. 

ARGYROS 
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force reciprocity 

Ceuster stated the EU Council has begun discussing 
\"retaliatory\" options other than visa reciprocity to pressure 

the USG (he did not clarify further). Senior USG policy 

makers from DHS and DoS reviewed the technical qualifications 
for VWP status. The reaction from the ten EU \"have nots\" was 
low-key. Suggestions included: reducing the subjectivity of 
visa decisions 

the visa refusal rates public 

EU Membership when deciding on VWP status. In a subsequent 
media roundtable 

\"solidarity mechanism!" and the effect it would have on 
transatlantic travel 


2. (U) Following up on an offer made by DHS Secretary Ridge 
during aa recent meeting in The Hague 

advisors from the Departments of Homeland Security and State 
met in Brussels on October 18 with the ten EU Member States 
not in the VWP to review the parameters of the program. The 
meeting was co-hosted by the EC and the Dutch Presidency. 
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The ten interested Member States were represented by 
Brussels-based diplomats (with the Czech Republic 
Latvia 

from capitals). 


3. (C) During a pre-meeting briefing 

External Relations Lotte Knudsen thanked the U.S. for being 
responsive to the internal dynamics on VWP by agreeing to 
meet with the ten \"aggrieved\" members as a group. DG JHA 
Head of Unit for Visas and Borders Jan de Ceuster opened the 
meeting by declaring it to be a historic gathering. 


4. (C) De Ceuster quickly shifted gears 

a combative tone on visa reciprocity. He reviewed the 
context of the meeting 

fulfilled their Schengen obligations of adopting the EU\'s 
common visa waiver list without benefiting fully in return. 
He contrasted the U.S. defense of its \"status quo\" after 
enlargement with more positive initiatives from other 
countries regarding visas. De Ceuster said that New Zealand 
will extend visa waiver status to all 25; Australia will 
initiate online applications with visas being issued \"quite 
automatically\"; and 

status of new states with regard to visa waiver. 


5. (C) Characterizing the ten as \"victims of non-reciprocity\" 
vis-a-vis the U.S. 

countries could invoke the \"solidarity mechanism\" which would 
result in an automatic visa requirement for U.S. citizens in 

thirty days (reftel). Only a qualified majority vote in the 

Council could suspend this action. De Ceuster then turned 

his fire on the ten 

mechanism would be counterproductive. He characterized it as 
a \"draconian\" instrument. 


6. (C) De Ceuster said the EC has put forward a proposal to 
\"do away with the dangerous automatic nature\" of the 
mechanism. He also stated the Council has begun discussing 
\"retaliatory\" options other than visa reciprocity to pressure 
the USG (without clarifying further). 


7. (C) (Note: PRMOff was told by Norwegian permrep staff 
qualify for insider status on Schengen issues 

discussion last week in COREPER was an initiative of the 
Dutch Presidency. The retaliatory measures could come from a 
full range of sectors -- trade 

although no specifics were discussed in COREPER. This line 
of thinking was developed after it became evident that the 

ten \"aggrieved\" members responded unenthusiastically to the 
Commission\'s proposal to take the teeth out of the solidarity 
mechanism. End Note.) 
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8. (SBU) DHS Director for International Enforcement Daniel E. 
Sullivan said the U.S. was looking for positive approaches in 
its dialogue with the EU. He reviewed the history of the VWP 
and described current travel flows at U.S. ports of entry. 

Of the estimated 330 million foreigners who enter the U.S. 
annually each year 

million for pleasure and 1.97 for work). He said that 
legislation enacted since 9/11 provided for a tightening of 

the criteria for VWP (including requirements for machine 
readable and biometric passports). Sullivan also highlighted 
the increasing focus on national security related provision 

of VWP status 


9. (C) The response from the Member States was surprisingly 
mild. Specific comments and questions were as follows: 


-- Malta: Asked for clarification about the procedure to 

follow if the government felt like it qualified for VWP 

status. (Sullivan recommended the Maltese government contact 
the U.S. Embassy to formally initiate a request for 
consideration and described the subsequent steps.) 

-- Hungary: Complained about the subjective nature of visa 
decisions. (Senior Advisor for Consular Affairs Susan Jacobs 
noted that over time issuance rates have remained relatively 
stable 

-- Estonia: Wondered whether having been part of the Soviet 
Union counted against it and noted it could not enter into a 
bilateral agreement with the U.S. on visas because EU 
membership prohibited this. (Jacobs stressed that membership 
in regional groupings did not affect VWP status. She used 
APEC as an example of a regional association where several 
members enjoy VWP status while others do not.) 

-- The Czech Republic: Suggested the visa refusal rate be 
made public and that EU Membership be considered when 
deciding on VWP status. Also stated that visa fees were too 
high. (Jacobs noted that consular operations were conducted 
on the basis of \"fee for service.\") 

-- Poland: Asked for a clarification of what was more 
important 

national security. (Sullivan responded that the former was a 
primary consideration when the program was first established 
in 1986 
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national security.) 


10. (SBU) Poland thanked the U.S. for its willingness to meet 
to discuss visa policy and recommended that periodic 
discussions on VWP and other issues of mutual interest take 
place. All the participants seemed to appreciate the U.S. 
initiative 

VWP was similar to what they have heard on a bilateral basis. 
Jacobs said that the U.S. had engaged in bilateral 
discussions with Poland 

welcomed others to initiate similar dialogues. PRMOff also 
noted the on-going migration dialogues -- such as CIREFI and 
SCIFA -- where a full range of border management issues arediscussed wii 
Member States. 


11. (SBU) De Ceuster said that a readout of the meeting would 

be presented to the Policy Dialogue on Borders 

Transportation and Security at its next meeting in Washington 

on November 22. PRMOff recommended that the EC also provide 
a readout on where its proposal to modify the \"solidarity 
mechanism\" stands 

new initiative to identify other \"retaliatory\" measures 

should the U.S. not expand VWP. 


12. (SBU) In a subsequent media roundtable 

the international wire services focused on the U.S. reaction 
to the \"solidarity mechanism\" and the effect it would have on 
transatlantic travel 

the new member states were more interested in efforts their 
own countries might make to attain VWP status. 


13. (U) The following communique 
was distributed to the press regarding the meeting: 


Begin Text 


United States officials met with members of the European 
Union in Brussels on October 18 to discuss participation in 

the Visa Waiver Program (VWP). They noted that U.S. visa 
policies and procedures are established in accordance with 
specific laws and legislatively mandated requirements. 
Legislation for the VWP requires the U.S. to review each 
country individually for purposes of determining compliance 
with requirements of the VWP. This should not be viewed as a 
reflection of the overall bilateral relationship with the 

U.S.; many countries not in the program are among the closest 
friends and partners of the United States. 


Column 3 


The statutory requirements to qualify for the VWP are set 
forth in Section 217 ofthe Immigration and Nationality Act 
and cannot be waived. Countries must first meet a threshold 
requirement of an average non-immigrant visitor refusal rate 
of less than 3%. Once that threshold is met 

criteria come into play: 


Issue a machine-readable passport that 
26 
standards; 

Offer visa free travel to American citizens; 

Certify that they report the loss or theft of blank 
passports to the U.S. Government; 

Have a low rate of immigration violations and refused 
admissions. 


The Secretary of the Department of Homeland Security 
consultation with the Secretary of State 

positive determination regarding the impact the country 
potential VWP participation would have on U.S. national 
security and law enforcement interests. In the ongoing review 
of current VWP participants the factors considered include: 


Terrorist and criminal threats in the country and 
efforts to address them; 

Existence of formal and informal cooperation 
extradition; treaties 
partners 

Effective border security controls 
citizenship and passport issuance procedures. 


The Secretary of Homeland Security is required to submit to 
Congress a report on a country 

designation as a VWP country 

favorable determination. 


While Greece and none of the new EU member nations meet all 
the criteria at this time (with the exception of Slovenia 

who joined the VWP prior to EU accession) 

said that they would continue to review the situation in each 
country and make nominations for participation in the VWP if 
and when a country becomes eligible. This is similar to the 
approach used by most EU member states in defining which 
third countries qualify for visa waiver\" status according to 
the Schengen Agreement. U.S. officials reiterated the 
commitment of the U.S. Government to facilitate legitimate 
travel and trade between EU members and the United States 
and look forward to the day when all EU member states meet 
the criteria to enter the VWP 
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End Text 


14. (C) The hard line taken by the EC in public was obviously 
for domestic politics" -- to convince the ten members not on 
VWP that Brussels is going to bat for them. The EC\'s 
over-arching goal is to keep any of the \"aggrieved\" members 
from invoking the solidarity mechanism. In this sense 

October 18 meeting was instrumental in demonstrating USG 
willingness to engage in a dialogue and to leave the door to 
VWP cracked open. The worrisome new development of possible 
\"retaliatory\" measures in unrelated sectors also demonstrates 
the EC\'s political desire to attain uniform treatment from 

the U.S. for all 25 Member States. The EU certainly does not 
want to bring transatlantic travel to a grinding halt. At 

the same time 

appropriate ways to demonstrate the importance they attach to 
visa waiver. 


(USDEL did not have a chance to clear on this message.) 
SCHNABEL 
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illegal immigrant Algerian known as \"Mehdi 

Mchmacha (Moroccan). Also arrested were: Ali Omar (AKA 
\"Jelloul\")(nationality uncertain) in Valencia 

(Algerian) in Malaga 

Spanish enclave of Ceuta) in Madrid. An eighth suspect was 
subsequently arrested in Pamplona and a ninth 

the leader of the cell -- whose name has not yet been 
released -- has been in detention in Switzerland for the last 
month. One suspect 

authorities as a drug informant for the National Intelligence 
Center (CNI) 

several of the others had served prison sentences for a 
variety of crimes. There are no indications thus far of a 
connection between the 10/18 detainees and the group that 
carried out the 3/11 train bombing. 


3. (U) According to press reports citing police sources 

of the information leading to the arrests was provided by an 
imam who is a double-agent for the Moroccan intelligence 
service and who has reported reliably in the past 

on the perpetrators of the March 11 train bombings in Madrid. 
The information provided by this source led judicial 

officials to order wiretaps on the phones of the suspects 
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which allowed police to detect early planning for a terrorist 
operation. After four months of collecting information 

police carried out the coordinated arrests of the nine 

suspects. During the detentions 

carrying out \"martyrdom operations\" and other documentation 
related to the activities of the group. 


//PLANNING FOR VMAJOR ATTACKS\" - AN ETA CONNECTION// 


4. (C) Police sources tell the press that the nine men were 
seeking 1 

truck bomb attack against the High Court 

that leads GOS counterterrorism prosecutions 

unspecified attacks. Police indicated to Legatt considerable 
concern that the group would carry out suicide attacks with a 
portion of the explosives. Apparently 

in part on information developed through wiretaps indicating 
that the nine suspects were attempting to identify Muslim 
common prisoners who might be willing to undertake \"martyrdom 
attacks.\" The discovery of the manual on suicide attacks 
also seems to justify such concerns. 


5. (U) Of particular note is the alleged effort on the part 

of the Maghrebi group to obtain the dynamite through 
convicted ETA terrorist Juan Jose Rego Vidal 

prison for a 1995 attempt to assasinate King Juan Carlos. 
According to press reports 

other ETA members from spending time in prison on 
non-terrorist charges. The Maghrebis hoped Rego could either 
provide a direct source for the dynamite or could direct them 

to another person who could help them. 

//THE U.S. CONNECTION// 


6. (C) In the weeks leading up to the arrests 

National Police requested the assistance of Legatt Madrid 
with respect to correspondence between the suspects in Spain 
and Muslim extremists in U.S. prisons. The GOS evidently 
requested similar assistance from authorities in Australia 
and other countries. Legatt coordinated U.S. assistance and 
was able to provide information useful to the Spanish 
investigators (sensitive law enforcement information reported 
via Legatt channels). However 

Legatt does not appear related to the operational planning 
aspects of the Spanish cell 

by the cell in the U.S. 


//¡COMMENT// 
7. (C) These arrests have the makings of a significant 


counterterrorism success for both the GOS and Judge Garzon. 
(NOTE: Garzon has been handling the case of suspected 
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al-QaVida financier and cell leader Barakat Yarkas 

in Spain in November 2001 

Olmo 

security agencies have been stung by recent revelations that 
police informants had warned police of planning for the 3/11 
train bombing 

context 

bombings 

the cell with the full knowledge that they may have 
insufficient evidence to successfully try the suspects. 
Garzon is a particularly aggressive judge who enjoys the 
limelight. He may have determined that the arrests were 
justified by the need to derail any plans for terrorist 

attacks (and his own need for press attention) 

convictions would be difficult. The discovery of this cell 

and the ETA connection in particular 

conviction among some Spaniards that they are safe from 
terrorists now that the GOS has withdrawn troops from Iraq. 
Unfortunately 

front for the extemists in the war on terror. 

ARGYROS 
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FTA.\" 


5. (C) Emboffs discussed with Santos the full set of 
talking points (reftel) and again stressed 

the urgency of the measure. The agreement with the Dominican 
Republic is only one part 

of a much wider trade strategy for the United States; further 
delay could well lead to a 

situation in which the advantage of the \"demonstration 
effect\" to other trade partners of dropping the country 

for manifest inability to deliver on its commitments could 
outweigh the diminishing interest 

in keeping the Dominican Republic. 


6. (C) Santos concluded that the committee has less time to 
act than members had thought. Some 

had suggested waiting until after the U.S. elections 
commented -- a notion that emboffs 

dismissed as dangerous and counterproductive. Santos will 
suggest that Senate president Andres 

Bautista invite the Ambassador to meet soon with the full 
Senate of 32 members 

in Bautista\'s office. He believes that the most effective 
approach would be to focus on the 

advantages to the country of the FTA 


7. (SBU) Santos inquired whether he might release to the 
press the text of USTR Amb. Zoellick\'s 
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letter of October 4 to U.S. congressional leaders 

transmitting CAFTA texts and recommending against 
inclusion of the Dominican Republic if the tax is retained. 
Emboffs encouraged him to do so 

the story ran prominently in all major newspapers on October 
19 

journalists about the \"need to save the FTA.\" 


HERTELL 
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are making a big impact on the people 

has control of many institutions now 

next two years those who oppose him will lose more and more 
of their resources. Arias said he foresaw Chavez being 
re-elected in 2006 

years. There are no alternatives that opposition parties can 
offer 

Mendoza 

and will likely be defeated again. Arias also asserted that 
Manuel Rosales 

reelection against Arias 

political figure since he is likely to be convicted of 

treason for the April 2002 events regardless of whether he 
wins or loses the regional election. 


5. (C) Arias said kidnapping and paying \"protection money!" to 
criminals and guerrillas is common in Zulia State. He said 
drugs and drug trafficking were a problem 

no way to identify how extensive the problem was because 
there were no satellite images or inspections by the armed 
forces. The people are afraid to confront the Colombian 
problem directly 

national governments compete rather than cooperate 
addressed border problems or crime. 


6. (C) Francisco Arias Cardenas\' insight into Chavez\'s 
mentality was interesting given their past connection in the 
military service and the 1992 coup attempt. Arias 
governor of Zulia state who lost to Manuel Rosales 
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reasonable predictions about the political outlook 
course 

regards to his rival Rosales. 
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Heraldo\" on 10/12 

about the negative consequences of CAFTA made by the World 
Bank and the turn this issue may take if Bush loses the 
November elections should be a matter of concern and of 
immediate action for the governments of the region 

particularly for Honduras.\" 


\"Although the toughest opponents of CAFTA 

whole globalization process have been the so-called 
“globophobics\' 

conservatives and hard-line nationalists 

they\'ve now been joined by other moderate sectors that have 
found flaws in these agreements 

producers that would be the most affected 

acknowledged by the WB.\" 


\"As a matter of fact 

presidency 

he\'ll push for a renegotiation 

Congressmen Dennis Kucinich and Hilda Solis last week.\" 


\"The Honduran government needs to create a framework to 
improve production 

assist those who would be affected 

eventual renegotiation that would correct the mistakes of 
the current agreement 

costs and benefits.\" 


Pierce 
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on an annual basis. This essentially eliminated the 
severance payment\'s function as a de facto unemployment 


benefit. 


4. (C) Orlando Chirino 


pro-Chavez National Workers Union (UNT) 
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confederation is fighting to restore the old severance 

system 

interest). Venezuelan labor analyst Rolando Diaz told poloff 
such rhetoric is disingenuous 

astronomical for employers 

pointed out that even the Chavez administration has not paid 
the arrears owed to public workers 

financially impossible. (The GOV also owes severance pay to 
the 18 

works under the 1997 severance system. Pro-Chavez Deputy 
Ismael Garcia told poloff October 11 that retroactivity is 
probably not feasible. As an alternative 

Podemos party would soon propose a bill to allow workers to 
convert severance packages into credits for housing loans. 


5. (C) Though workers contribute to Venezuela\'s health care 
system 

receive medical attention at specialized or private clinics. 
Arismendi said the GOV decided in 1992 to open IVSS services 
to all patients regardless of ability to pay. This resulted 

in a precipitous decline in the quality of IVSS care to the 
point that most government agencies (including IVSS) 
established their own clinics for their workers. Large 

private companies began to offer medical insurance policies 
for attention at private clinics. Employers also opted for 
private alternatives in pensions and housing loans 

cash reserves for pensions were routinely raided by GOV 
administrations. Unions complained that by 2000 

were being asked to shoulder the costs of the decrepit IVSS 
system while still contributing to other medical and pension 
plans. 


6. (C) The 2002 Organic Social Security Law sought to bring 
the patchwork of separate health/pension/housing plans under 
a re-constituted IVSS. Article 86 of the Constitution 

however 

comprehensive 

by direct or indirect contributions of the participants. 

Article 86 effectively prohibits private health care 

companies from participating in the medical system 

left the door open with regard to pensions. A bill proposed 

in March 2001 by then-Vice President Isaias Rodriguez had 
tried to create a state-run medical system with a mixed 
pension plan. Rodriguez\'s plan was denounced 

Chavez hard-liners as a \"privatization\" plan. Arismendi 
predicted that the GOV\'s refusal to negotiate with the CTV 
and Fedecamaras (both anti-Chavez entities) would impede any 
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new efforts at reform. 


7.(C) Venezuela\'s debate over worker benefits is taking 
place in the midst of a decline in the formal employment 
sector. A National Assembly report on labor said the 
formal-informal employment ratio had nearly reversed 

from 58%-42% in 1990 to 45%-55% in 2002. Leon estimates 
taking out unemployment 

million workers) receive some kind of formal benefit package. 

Froilan Barrios 
of the Constitution\'s labor provisions 
outstanding debt with the workers to achieve real reform and 
to restore their living conditions to those of previous eras. 

He said the Chavez administration has become comfortable 
with stopgap measures to alleviate social problems (the 
\"missions 
The result 
Venezuelan history 
paradise.\" 


8. (C) Chavez came into office promising to reverse 
neo-liberal reforms that workers rightly or wrongly blamed 
for their shrinking benefits. After five years of Chavez 


rule 

wither and unemployment remains high. Serious labor reform 
seems unlikely given the constitutional straitjacket against 
private sector participation and Chavez\'s autocratic style of 
governance. With oil prices and state revenues up 

can probably afford to neglect the labor market in the 
short-term. In the medium term 

find practical solutions for the working class or risk 

spurning a significant constituency. 
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Classified By: cda stephen g. mcfarland FOR REASON 1.4 (d) 


1. (U) Venezuelan prosecutor Danilo Anderson took testimony 
from three media executives at the beginning of October as 
part of his investigation into the events of April 12-13 

2002. Anderson announced on September 17 that he was 
reopening the investigation of persons who had supported the 
interim government of Pedro Carmona. Anderson announced the 
investigation would involve some 400 people associated with 
the \"Carmona Decree 

In addition to those that signed the decree 

targeting persons known to be present in Miraflores Palace at 
the time 

Sumate\'s Maria Corina Machado and Zulia Governor Manuel 
Rosales are perhaps the most prominent persons on the list. 
End Summary. 


2. (U) On September 17 prosecutor Danilo Anderson announced 
that Attorney General Isaias Rodriguez had ordered him to 
reopen the investigation into the events of April 12 

surrounding the installation of the Carmona government. He 

told reporters he would investigate those people named as 
ministers in Carmona\'s government 

\"Carmona Decree\" and those who were present at Miraflores 
during Carmona\'s swearing in. 


3. (C) On April 11 

President Chavez\' resignation on national television. 
Hundreds of Chavez opponents had marched to the Presidential 
Palace and occupied it when military officers took the 
President into custody. Pedro Carmona 

business federation FEDECAMARAS 

president. This act broke the constitutional chain. Amidst 

the celebrating and negotiating 

not clear who wrote it 

Anderson\'s investigation. The Carmona Decree 

known 

Court 

office. The decree was signed publicly by the representatives 
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of several institutions 

decree 

is generally credited with sparking the reaction of loyal 
elements of the military 

April 13. In 2002 the Supreme Court 

Chamber 

constitute a coup 

resignation. The decision halted attempts to try the military 
participants in the April events. 


3. (U) On September 30 Anderson announced that he expected 
to call 400 persons to testify 

the course of two months. He said he intended to investigate 
Carmona\'s ministers first 

publicly 

sworn in 

during Carmona\'s swearing in ceremony as president. For this 
last group 

Anderson told the press that the investigation was beginning 
from the assumption that the crime committed was civil 
rebellion. Depending on the level of complicity 

might be charged as author 

accomplice. Anderson said he would not call Gen. Lucas 
Rincon 

President at the time 


4. (U) Globovision Director General Alberto Ravell testified 
before prosecutor Danilo Anderson on October 4 

alleged meeting on April 13 

Pedro Carmona and media executives 

interim government\'s communication policy. Anderson told 
reporters that he had learned of the meeting from testimony 
by Rafael Arreaza 

summoned Globovision President Guillermo Zuloaga on October 
5 

Venevision owner Gustavo Cisneros on October 8. The media 
executives told reporters that the meeting with Carmona was 
public 

communication policy 

decree. Some noted that the allegation did not make sense 
because as independent media their role is not to advise a 
government on a communication strategy. 
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5. (C) On October 5 PolOff spoke with Juan Martin 

Echevarria 

said he knew many people who were scared 

follow Rafael Arreaza\'s step of coming forward and 
cooperating with Anderson to avoid being charged. Martin 
suggested that these testimonies could be manipulated by 
Anderson to implicate whoever he wanted in whatever crime he 
wanted. Martin suggested that the appointment of Anderson as 
prosecutor sent a powerful message 

that he sent Baruta Mayor Henrique Capriles to jail for 120 
days. Martin said the case was an attack against the 
opposition rear-guard 

financing and other support for opposition leaders by 

bringing the real threat of prison close to home. 


6. (C) Most of those alleged to have signed apparently 

signed blank pieces of paper 

were left out for people to sign their adherence to the 

decree. Maria Corina Machado 

on lists that have appeared in the press 

signed only a visitors book 

PolOff she physically signed a blank piece of paper. Martin 
confirmed that Machado\'s mother also signed a piece of paper 
in Miraflores 


7. (C) Several people signed the decree publicly in the name 

of various social and political groups 

Velasco in the name of the Catholic Church; Carlos Fernandez 
in the name of FEDECAMARAS; Zulia Governor Manuel Rosales 
the name of the regional governments. MVR Deputy Saul Ortega 
told PolOff on October 6 that it would probably be impossible 

to convict those who signed the blank pieces of paper 

those who were physically present. The ministers 

who signed publicly 

should be convicted 

Leopoldo Martinez 

PolCouns he did not believe Anderson would pursue a case 
against him because of his parliamentary immunity. Anderson 

he asserted 

than in ever taking the investigation to fruition. 


9. (C) Capitalizing on winning the referendum 
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turning to ensure that opponents understand there is a cost 
to participation in politics against the government. It is 

also important for Chavistas that April 11 be legally defined 
as a coup 

coupsters. The prosecutor\'s office is being used to convey 
this message. The beginning of the parade of persons 
answering Anderson\'s summons appeared to be fairly innocuous. 
The list is long 

flare-ups 

Corina Machado is called. That moment 

Anderson\'s discretion 

moment for the GOV and an inopportune moment for its 
opponents. Still unknown is how far the prosecutions are 
likely to proceed through the judiciary. 
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and others as \"inappropriate\". Our approach is to engage 
with countries which violate human rights rather than seek to 
exclude them. Indeed in this regard we support universal 
membership of the Commission. 


| can assure you that New Zealand 

Observer status on the Commission 

demonstrate our concerns about human rights abuses by active 
involvement in negotiations on the texts of resolutions and 
where appropriate 

continue to press for reforms in the way the CHR operates 

for example 

to avoid unnecessary annual repetition. 


Yours sincerely 


(signature) 
Hon Phil Goff 
Minister of Foreign Affairs and Trade 


End text. 
Burnett 
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to age 40 
CAMPBELL 
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and certificates of these fishing crews.\" Regarding other 
vessels operating in the same area during the April to 
October time frame 

eight \"squid-jigging fishing vessels\" to operate between 
N42-43 and E170-175 during that time frame. 

PAAL 
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--Fernandopulle will also likely ask for expedited US 
approval of the revised visa reciprocity schedule. The GSL 
cabinet recently approved a change in fee structure and 
validity 

entry visas for US$100 (current schedule is a one-year visa 
at a total cost of US$ 195). Post requested approval to 
reciprocate in ref A. CA has forwarded the proposal to DHS 
which has the responsibility for final approval. 


A more thorough discussion of overall issues surrounding TIFA 
talks are in ref B. 


2. (SBU) Action Requests: 1) Post requests that Department 
and Commerce work with Ambassador Subasinghe in Washington to 
arrange meetings with poultry and grain export 

representatives or associations for Fernandopulle. US wheat 
imports comprised 35% of the market last year. One US firm 
Commercial Lynks is already a major exporter in pulses to Sri 
Lanka. The US Poultry and Egg Association has also expressed 
keen interest in the Sri Lanka market. 2) Also 

be made to note to DHS the high-level interest and trade 
benefits of the visa reciprocity issue in Sri Lanka. 

LUNSTEAD 
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MONTHS LONG 

YEARS. AS HIJAZI HAS ALREADY SERVED FOUR CALENDAR YEARS 
HE HAS 11 CALENDAR YEARS OF IMPRISONMENT REMAINING 
ABSENT ANY POSSIBLE PARDON DURING THAT TIME. TAQSH 
AFFIRMED THAT THIS COURT PROCEEDING IS FINAL 

MORE APPEALS FROM HIWAZI WILL BE HEARD. 


HALE 
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Oct. 11-12 visit to Ankara 
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met PM Erdogan 

senior MFA 

generally familiar themes on other key issues 

and the second border crossing. Barzani told the Turks that 
the PKK is the KDP\'s enemy as well 

added that the issue of where to place the second border 
crossing was one for the IIG and the GOT to solve. 


3. (C) MFA 

agreed that Kirkuk was the main bone of contention during 
Barzani\'s visit. The tone for had been thus set in late 
September 

that the Kurds are ready to fight for Kirkuk if the city is 

not included in Kurdistan. In Turkey 

DCM 

that he will not accept any abrogation of the Kurds\' right of 
return. Barzani told the Turks that the Arabs in Kirkuk will 
be resettled elsewhere 

where Kirkuk\'s residents could (read: will) decide that 
Kirkuk will be a \"part of Kurdistan.\" The KDP\'s local 
representative 

so annoyed at the working lunch by persistent Turkish 
questioning on Kirkuk that he refused to discuss the subject 
further in that venue (though he did discuss the issue 
extensively in his bilats). Burcuoglu noted that Barzani was 
noticeably less confrontational in his meeting with PM 
Erdogan; Burcuoglu said with a laugh that Erdogan\'s 
aggressive body language influenced Barzani\'s deportment. 


4. (C) Barzani told the Turks that he did not seek ethnic 
conflict 

Turkey but at elements in Iraq who would resist the idea of a 
Kurdish Kirkuk. If the new central government in Baghdad is 
like Saddam 

local PUK representative 

should read Barzani\'s public remarks through the prism of 
Kurdish politics: The PUK 

than the KDP 

nationalist votes by claiming Kirkuk for the Kurds. 


5. (C) Comment: While the Turks claim to be concerned about 
the Turkmen minority there 

is that Kurdish nationalists will seek to use control of 

Kirkuk and its natural resources as a basis for a viable 
Kurdish state. Although we argue with the Turks that we and 
the IIG are working for an orderly process of returns to 

Kirkuk as laid out in the TAL 

asserts undermines our arguments as well as Turkish/KDP 
relations. His visit did nothing to improve the situation. 


6. (U) Baghdad minimize considered. 
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pages of the government-run media. 


4. (C) Comment: Seen in the context of economic competition 
between MI and the regular military (described in ref B) 
stripping Military Intelligence of its media appendages will 
deprive MI of some income 

However 

regular military to separate MI from the business operations 
that provide its budget. End comment. 

Martinez 


21820 

in Rangoon on October 19 have apparently been chosen 
primarily for their loyalty to Senior General Than Shwe and 
their willingness to subordinate themselves to him. They 
have also shown themselves to be ruthless 

operators. Biographic information on the promoted officials 
follows. End Summary. 


2. (C) Lieutenant-General Soe Win 

replacement as Prime Minister of Burma 

career and reputation as a capable 

Burmese strongman 

State Peace and Development Council (SPDC). Cunning and 
ambitious 

the Senior General and those closest to him. There are 
credible reports that he directed the May 2003 attack in 
Depayin on Aung San Suu Kyi and her supporters. 


3. (C) After joining the SPDC in 1997 

to Secretary Two\" and rapidly advanced to Secretary One\" in 
August 2003. He has consolidated his power base as a 
\"patron\" of the Union Solidarity Development Association 
(USDA) 

a pet project of General Than Shwe). He is said to now 
control the entire USDA organization. Unlike the deposed 
Khin Nyunt 

subordinates in the now bruised military intelligence (MI) 

wing of the armed forces 

his primary power base among civilians in the USDA. He had 
previously demonstrated ability to deal effectively with 
civilians while serving as the military commander in Monywa. 
He has also shown a flair for the dramatic 

out from a pile of troops who had been killed--while under 

his command--in a battle with communist forces in the \'80s. 
This earned him the nickname 


4. (C) Born in the Shan State on May 10 
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appointed Prime Minister graduated from the Defense Services 
Academy in 1970. While holding the rank of Major in 1988 
commanded Light Infantry Division (LID)-22 under Lt. General 
Tin Hla (Deputy Prime Minister for Military Affairs 

2000-2001). LID-22 played an important role in the crackdown 
on the 1988 uprising for democracy. Unconfirmed reports 
suggest that then Major Soe Win issued the order to fire the 
first shots at City Hall on August 8 


5. (C) The new Prime Minister was quoted by the Democratic 
Voice of Burma (DVB) in January 2003 as saying the SPDC would 
\"never negotiate with Aung San Suu Kyi and the NLD.\" This 
comment was reportedly made at a meeting of the USDA with 
local authorities and civil servants in mid-January 2003 

well before the May 2003 attack. He has also reportedly said 

that Burma can rely on China to protect it against the United 
States. 


6. (U) Lt. General Soe Win is married to Than Than Hwe 
little else is known about his personal life. He has 
delivered public addresses in understandable English 
said to have limited ability to speak the language 
extemporaneously. 


Lieutenant-General Thein Sein--Another Loyal Follower of the 
Senior General 


7.(C) Lieutenant-General Thein Sein has been chosen to move 
up from \"Secretary Two\" to replace Soe Win as \"Secretary One\" 
inthe SPDC. By all accounts a quiet personality who shuns 

the spotlight 

Irrawaddy Division. In 1988 

commander of Light Infantry Division (LID)-55 

elite organizations loyal to the Burmese Socialist Program 

Party (BSPP). In that capacity 

did Soe Win 

support of democracy. 


7. (SBU) In late 1996 

of Brigadier General and assigned to the then newly formed 
Triangle Region Command in Kengtung. He became a member of 
the SPDC in 1997. In 2001 

General 

post of Adjutant General. In this capacity 

responsible for the MoD\'s business interests. He was 
appointed \"Secretary Two\" of the SPDC on August 25 

are Prime Minister Soe Win and other members of the SPDC 
Thein Sein is a \"patron\" of the USDA (note: The 
organization\'s \"patrons\" form 

body). He is also Chairman of the National Convention 
Commission 
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War Veterans 

Recruitment of Child Soldiers 

Reform Committee. He is slated to accompany Senior General 
Than Shwe to India on October 24. 


8. (U) The new \"Secretary One\" is married to Khin Khin Win 
who is not known to have any important political connections. 
He is thought to have limited English ability and little 

any 

Martinez 
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RBDF officer unofficially told the embassy that there was an 
outbreak of tuberculosis (TB) at the center. 


3. (C) The Deputy Director of Immigration told the embassy 
on October 19 that confusion had occurred when a Cuban 
migrant manifested tuberculosis-like symptoms. He was taken 
to the government-run hospital and diagnosed to have AIDS 
however 

Superintendent confirmed that a medical team had been 
dispatched to the center for follow-up 

TB were found. 


4. (U) On October 18 

report alleging that Haitian and Cuban detainees had been 
beaten and mistreated at the detention center. According to 
the report 

Jorge Luis Conde 

then subjected to a mock execution. The Cuban detainees are 
reportedly members of the \"Partido Democratico 30 de 
Noviembre!" who left Cuba to escape police harassment. 
Amnesty also alleged that several Haitians were seriously 
injured and denied medical treatment on October 9-11 after 
being beaten in retaliation for an escape of Haitians on 
October 9. 


5. (C) Bahamian officials confirm that six or seven Haitians 
did recently escape and are currently being sought by law 


enforcement officials. All of the other Haitians interdicted 
at the end of September have been repatriated back to Haiti. 


6. (C) On October 18 
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Coast Guard Liaison Officer and the Political Officer 

visited a female American citizen being held at the detention 
center for vagrancy. The Consular Officer confirmed her 
citizenship and arranged for her departure on the evening of 
October 19 to Miami. 


7. (C) Embassy personnel spoke only to the American citizen 
and detention center officials. Upon casual observation 
approximately 100 detainees remain at the center. They 
appear to be mainly Cubans. The detainees showed no obvious 
injuries and seemed to be in generally good health. 


8. (C) The asylum-seeking process for Cubans in The Bahamas 
is a long and arduous one. Bahamian immigration officials 
interview detainees and make recommendations to the UN High 
Commissioner for Refugees 

recommendations to the Bahamian cabinet for final decision. 
Only six refugees were recommended for asylum in 2003; the 
rest were designated for repatriation to Cuba. 


9. (C) To repatriate Cuban nationals to Cuba 

Bahamian government must receive permission from the 
Government of Cuba on a case-by-case basis. The Cuban 
government supposedly does an in depth investigation into the 
individual\'s background and situation 

takes months if not a year 

detention center at Bahamian expense. Similarly 

Cuban government decides to accept a Cuban migrant 
Bahamian government must bear the financial burden of 
repatriating them. Speeding up the repatriation process is 
reportedly one of the reasons why The Bahamas recently agreed 
to open an embassy in Havana. 


ROOD 
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REF: USUN NEW YORK 2328 


Classified By: CDA A.F. Godfrey for reasons 1.4 (b) and (d). 


1. (C) The Armenian General Benevolent Union (AGBU) is 
increasing its efforts to support ongoing Armenian 
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government-sponsored repopulation programs in 
Nagrono-Karabakh (N-K) through its \"Centennial Project.\" The 
AGBU 

worldwide 

and a new elementary school in the N-K village of Norashen to 
the N-K authorities with plans to expand the program to 

include eight more villages around Stepanakert in the 

upcoming year. AGBU sources told us October 18 that their 
recent Worldwide Congress (a bi-annual Board of Trustees 
meeting) produced so much excitement for the project that 
local chapters in Europe and South America have removed 
themselves from the AGBU\'s central financing in order to 
dedicate more resources (upwards of USD 5 million per country 
in some cases) to the project. End Summary. 


2. (SBU) The Armenian General Benevolent Union is increasing 
its efforts to support ongoing Armenian government-sponsored 
repopulation programs in Nagorno-Karabakh through its 
\"Centennial Project.\" The project includes a large-scale 
rebuilding program (single-family homes 

community centers) in villages surrounding Stepanakert. The 
project is being coordinated closely with local N-K 

authorities and GOAM representatives as part of the ongoing 
incentive program to attract Armenians to re-settle portions 

of Nagorno-Karbakh. According to AGBU sources 

villages are part of a list of \"artificially Azeri-populated\" 

areas within N-K with relatively small populations. 

According to the AGBU 

these villages as \"liabilities\" in proving their case that 

N-K is a wholly Armenian territory. While the Embassy cannot 
confirm the reports 

are no plans to fund re-building projects in the occupied 
territories outside of N-K. The Centennial Project chose the 
village of Norashen (east of Stepanakert) as the pilot site 

for the re-building program. The next phase of the project 

will include building programs in the Hadrut and Martakert 
regions of N-K. 


3. (C) AGBU sources told us October 18 that their recent 
worldwide Congress (a bi-annual Board of Trustees meeting 
held this year in Yerevan and N-K) produced considerable 
excitement for the project. N-K \"President\" Arkady Ghukasian 
praised the initiative during his keynote address to over 300 
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AGBU corference participants during a widely-publicized 
inaugural event in Yerevan. Local chapters in Europe and 
South America 

project 

financing for the upcoming year in order to dedicate their 
operating budgets to the Centennial Project. This 

contribution could mean a USD 5 million increase in the cases 
of larger chapters in Brazil 

French-Armenian Leon Kabandjian conceived the project in 2002 
as a way to systematically mobilize support for N-K in the 

wake of \"dying interest\" on the part of Diaspora Groups. His 
efforts in France garnered sizable donations from AGBU donors 
in Paris and 

spurred a funding race between chapters in France and 
England. Donations from the London chapter will serve as the 
basis for the next tranche of Centennial Project funding. 


4. (C) The excitement surrounding the Centennial Project is 
the first big news about Diaspora initiatives in N-K to 

circulate in Yerevan over the past year. The news coincides 
with the new level of political interest in N-K resettlement 
issues resulting from ongoing discussions in at UNGA (ref). 
Perhaps more important than the AGBU\'s decision to move from 
traditional humanitarian response into infrastructure 
development is the accompanying discussion of re-invigorating 
Diaspora involvement in N-K. We will be paying close 
attention to comments coming out of Yerevan and Stepanakert 
as the next phase of the Centennial Project gets underway. 
GODFREY 
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Tibet and Han-Uighur \"cooperation\" in Xinjiang. Beijing 
sponsors cultural and educational programs throughout the 
country and has invested heavily in subsidizing Mandarin 
training centers. Thai journalists are regular beneficiaries 

of Beijing-funded junkets to China. A recent trip to Tibet 

for ten Thai journalists resulted in a number of glowing 
stories in Thai papers about the benevolence of Chinese rule 
in Lhasa. Chinese and Thai diplomats express solidarity 
openly. 


CHINA\'S RISE IS INEVITABLE 


4. (C) Thai military 

analysts at the National Intelligence Agency (NIA) 

Defense Studies Institute (NDSI) and MFA tend to view China\'s 
growing influence in Southeast Asia as inevitable. This 
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attitude was probably best described by Thongchai Chasiawath 
Counselor for the MFA\'s Third Asian Division 

said \"everyone is scared of the China threat 

can\'t fight it 

Build ties with that threat so that if they ever do hit you 

they hit their own interests.\" Rudiwan Kateluxana of the NIA 
said \"we have no other option but to accept China\'s offer for 
closer economic links -- the opportunity is too great. 
Nonetheless 

competitor. Our challenge during the next few years as we 
use our Free Trade Agreement with China to export our 
agricultural goods 

other areas.\" CAPT Nopadon Suwanapong of the military\'s 
Strategic Research Institute (SRI) 

the \'China Threat\' in traditional strategic terms is gone 

be replaced by the concept of China as trading partner and 
economic engine.\" Several contacts hope that risks to 
Thailand posed by a rising China can be offset by continuing 
strong links with the United States and 

with India. 


WINNING GOODWILL BY GOOD BEHAVIOR 


5. (C) Most Thai experts acknowledge the deft diplomacy 
China recently has used to help reassure ASEAN countries in 
general and Thailand in particular that China is a peaceful 
neighbor. They cite China signing the ASEAN Treaty of Amity 
and Cooperation (TAC) 

China Sea 

Korea 

China-ASEAN Joint Declaration on Non-Traditional Threats as 
evidence of China\'s growing trustworthiness. Thongchai at 
MFA believes that Hu Jintao and the other fourth generation 
leaders in the PRC are much more adept at building regional 
ties than Jiang Zemin was. \"Hu is building bridges to the EU 
and to ASEAN in a way Jiang never did; Jiang was much more 
concerned with having strong ties with the United States 

said. CAPT Arna Charanyananda 

Joint Staff College 

in the South China Sea as an example of Beijing putting its 
desire to win influence in the region ahead of its short-term 
national interest -- a view echoed by Rudiwan at the NIA. 
\"Ten years ago 

the Spratleys 

the use of force.\" SRIVs Nopadon thinks that 

to regional security protocols 

that China will act more responsibly. 


ECONOMIC LINKS ARE SEDUCTIVE 


6. (C) In addition to China making effective diplomatic 
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moves 

message agree that the desire to have access to China\'s 
market is the major driving factor in Thailand\'s growing 

links with the PRC. According to the Customs Department of 
Thailand 

billion dollars) of goods to China 

over 2002. Also in 2003 

(4.95 billion dollars) worth of goods from the PRC 

of 4 percent from 2002. The October 2003 Sino-Thai Free 
Trade Agreement (FTA) and the 2002 Sino-ASEAN FTA have many 
Thai companies eager to sell their wares in China. Rudiwan 
believes that growing economic competition between China and 
the United States is good for medium-sized economies like 
Thailand\'s. Suvapan Tamyuwattana 

One 

Thailand 

for China is good for the rest of Asia.\" MFA\'s Thongchai 
pointed out that PM Thaksin agrees with the maxim that \"a 

rich China will lead to a prosperous Asia\" and claims that 
Chinese leaders who promote economic links with Thailand are 
\"knocking on an open door.\" Thongchai sees Thailand as 
uniquely situated to serve as a bridge between China and the 
rest of ASEAN. He is optimistic that China will expand road 
links to Thailand 

the two countries. 


7. (SBU) Public perceptions of the impact of the FTA 
affecting agricultural goods are quite different than the 
optimistic view Thai analysts tend to hold. 87 percent of 

the items covered by the Sino-Thai FTA are fruits and 
vegetables. According to the Customs Department of Thailand 
from October 2003 until September 2004 the value of Thai 
fruit exported to China under the FTA was 3.43 billion baht 
(83 million dollars) 

12 months. For the same period 

fruit to Thailand were worth 1.28 billion baht (31 million 
dollars) an increase of 125 percent over the previous 12 
months. For the same period 

exported to China was 8.13 billion baht (198 million dollars) 

a 73 percent increase over the previous year while Chinese 
exports of vegetables to Thailand were worth 3.06 billion 

baht (76 million dollars) a 120 percent increase. Press 
reports and public comments on the FTA Early Harvest pact 
have focused on its impact on Thai farmers in the north of 

the country who have reportedly been overwhelmed by cheaper 
and better Chinese agricultural products such as garlic and 
onions. Experts complain that the RTG 

quickly conclude the agreement by PM Thaksin 

seriously study the impact of the agreement nor draw up plans 
to help those negatively affected by it. In addition 

critics complain that Thai negotiators did not understand or 
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anticipate the difficulties faced by intra-provincial trade 

in China 

requirements and other non-tariff barrier would have on Thai 
products going into China. Ministry of Commerce officials 
admit this lapse and say that it has been a good learning 
experience. Interestingly 

the RTG for rushing into the agreement rather than the 
Chinese for benefiting from it. 


MILITARY TO MILITARY LINKS WITH CHINA 


8. (C) Thailand continues to have good relations with the 
Chinese military. The Chinese military attache in Bangkok is 
a Brigadier General. Chinese defense sales delegations visit 
Bangkok frequently. Many Thai military officers are 
appreciative of China\'s assistance in supplying small arms 
tanks and artillery shells during conflicts involving Laos 

and Cambodia and every year a number of Thai officers receive 
military training in China. Nonetheless 

acknowledge a vast disparity between Thailand\'s military 
links with the United States and links with the PRC. \"Most 
of the equipment we received from China was not of good 
quality when we received it and it is all outdated now 

General Ronachuck Swasdikiat 

the National Defense Studies Institute 

notes the growing number of security seminars and dialogues 
Thailand and ASEAN countries have with China and expects 
these to continue to increase. However 

military officers are quick to emphasize that China\'s 
influence on the Thai military is minuscule compared to that 
of the United States. \"For every one officer we send to 
Beijing for training 

explained. 


DIPLOMATIC PRESENCE IN BANGKOK 


9. (C) PRC diplomats in Bangkok have told U.S. Embassy 
officials that they view the Chinese Embassy in Bangkok as 
Beijing\'s leading diplomatic presence in ASEAN. Chinese 
Ambassador Zhang Jiuhuan is a polished professional -- a 
veteran of two previous tours to Bangkok and one in Singapore 
-- who speaks excellent Thai and English. Mid-level Chinese 
Embassy staff tend to be much more professional than their 
predecessors. The PRC Embassy in Bangkok has done a 
masterful job of reaching out to Sino-Thais. While attending 

a large PRC-hosted function that included several hundred 
ethnic-Chinese Thai nationals 

proudly claimed that \"ten years ago this would have been 
Taiwan\'s crowd." Thai military and government officials 
attended PRC National Day on October 1 in large numbers and 
at senior levels. 
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CHINA AND THAKSIN 


10. (C) Allegations that Prime Minister Thaksin Shinawatra 

is under Beijing\'s spell are rife in Bangkok. Outspoken 
Thaksin critic Kavi Chongkittavorn of the Nation calls 

Thaksin \"China\'s deputy sheriff.\" Professor Thitinan 
Pongsudhirak of Chulalongkorn University claims that 
Thaksin\'s decision to single out and expel Falun Gong 
adherents from Bangkok in preparation for 2003\'s APEC Leaders 
Summit was directly due to pressure from Chinese leaders 
(NOTE: Falun Gong adherents also were not tolerated under 
the previous Thai administration). Thitinan and Kavi both 
claim Thaksin has been receptive to overtures from Beijing in 
order to win contracts for Thaksin\'s family multinational 
company 

license deal involving Shin\'s IPStar broadband satellite 
system and the China Satellite Communications Corporation 
(Chinasat) as an example of how China has rewarded Thaksin 
for his support of closer business links. 


CHINA\'S RISE COMING AT WHOSE EXPENSE? 


11. (C) Many Thai analysts believe that both Japan and 
Taiwan are losing influence to a rising China. Rudiwan notes 
that China\'s growing influence in the region comes at a time 
when Japan is declining in power and the United States is 
preoccupied in the Middle East and with the War on Terror. 
She suggests that ASEAN countries are improving ties with 
China to take into account China\'s rise and to hedge bets in 
case the United States remains occupied elsewhere. Rudiwan 
also points out that China\'s effective use of Free Trade 
Agreements with ASEAN countries make those countries more 
linked to China and cut Taiwan out. In 2003 

the Customs Department of Thailand 

were worth 108 billion baht (2.63 billion dollars) 

percent of exports to the PRC. In 2001 

Taiwan were worth 85 billion baht (2.07 billion dollars) or 

67 percent of the value of exports to the Mainland. In 2001 
more Taiwanese than mainland tourists visited Thailand but 
those numbers have reversed since then. Nopadon sees 
participation in regional meetings as an effective bellwether 

of influence. He notes the growing number of Chinese scholars 
at conferences outlining the future of Southeast Asia and 

sees fewer and fewer Japanese scholars attending. Kavi 
Chonkittavorn claims that contacts between senior Thai and 
Chinese leaders are much more frequent than they were in the 
past and seem to be coming at the expense of meetings between 
Thai and Japanese leaders. 
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12. (C) Political Minister Hasegawa Susumu and First 
Secretary Hajime Kishimori of the Japanese Embassy in Bangkok 


SIPDIS 

are also convinced that ChinaYs growing role in Southeast 
Asia is coming at Japan\'s expense. They privately lament 
that Tokyo does not seem to have a coherent strategy to 
reengage with the region. MFA\'s Thongchai also believes 
China\'s growing role is coming at a time when Japan\'s 
influence is declining. He thinks that it would be good for 
U.S. interests if Washington were to urge Japan to take a 
more active leadership role in fora affecting Thailand. 


CHINA TAKING OVER ASEAN? 


13. (C) Many analysts suspect China\'s participation in the 
ASEAN region is an attempt to further expand its influence 
perhaps at the expense of the United States. Arna of the 

Joint Staff College describes China\'s \"partnership strategy 
as the means by which China hopes to emerge as a long-term 
counterweight to the United States in the region. Under this 
\"partnership strategy\" China stresses the need for 

multilateral approaches in ASEAN and ARF as the best means to 
solve regional problems. China is also not hesitant to play 

up its role as a member of the UNSC P-5. While Arna believes 
China wishes to use only economic influence in the near-term 
he is convinced that China\'s ultimate aim is to replace the 
United States as the strongest power in the region. Rudiwan 
at NIA claims that every country in ASEAN remains quietly 
suspicious of China\'s real agenda in the region and is 
concerned about its influence in ASEAN. Nonetheless 

notes 

with China\'s good behavior in North Korea and the Spratleys 
has more than offset that suspicion. MFA\'s Thongchai also 
believes that China wants ASEAN to be \"China-centric\" and is 
convinced of China\'s long-term goal to supplant the United 
States in the region. However 

China will be able to exercise power on a par with the United 
States for decades. On the other hand 

China\'s growing role in ASEAN will not allow the organization 
to act contrary to China\'s wishes ten years from now. 


UNITED STATES REMAINS THE PREEMINENT POWER 


14. (C) General Ronachuck observed that Thailand is not 
about to replace the United States with China as its 
strategic partner; \"we are cordial with China 

with the United States 

said. NIAYs Suvapan goes further by saying \"We recognize 
that China is trying to use growing economic ties to create 
an atmosphere of political and security dependence 
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issue is quite sensitive among Thai senior officials who 
intend to rely on the United States as the prime guarantor of 
security in the region for the foreseeable future.\" MFA\'s 
Thongchai thinks that 

Thailand will need to rely more strongly on the bilateral 
relationship with the United States. He does not see this as 
a zero sum game 

States can continue to improve relations with each other 
they could work jointly in the region to promote stability. 


PEACEFUL COEXISTENCE -- ARE THAIS NAIVE? 


15. (C) Most of the analysts interviewed seem convinced 
that China\'s impressive economic growth will continue for the 
next several years uninterrupted. None seem willing to 
seriously entertain the notion that China\'s huge unemployment 
figure 

population or underdeveloped interior might upset the 
economic juggernaut. As a result 

to consider moves a struggling China might make that could 
jeopardize regional security. COL Thavin Akaramathayut 
Staff officer at the Joint Staff College 

must continue to maintain a high level of economic growth in 
order to modernize and believes that China will be unwilling 
to jeopardize Southeast Asia\'s peaceful environment for the 
foreseeable future. Nopadon is also generally optimistic 
about China\'s emerging role in Southeast Asia and seemed 
unwilling to consider alternative scenarios where internal 
problems cause China to act aggressively to divert domestic 
attention. Thongchai at MFA is convinced that Chinese 
leaders will not make any aggressive moves in the region for 
the foreseeable future; \"their number one concern is to 
maintain Party control and they will do nothing to jeopardize 
the economic growth that allows the Party to remain in 
power. He added 

would kill economic growth. Rudiwan agreed by saying 
are not sure that China would use force against Taiwan; in 
the near term we think China wishes not to jeopardize its 
economic development. In the future 

sure what China\'s long range strategy is.\" She added 
believe the United States will continue to successfully use 
influence over Taiwan to prevent Taipei from declaring 
independence.\" 


OVERLY ROSY PICTURE? 


16. (C) General (ret.) Teerawat Putamanonda 

thinker on a number of security issues 

Thai leaders have too rosy an opinion of future relations 
with China. \"I think they are not considering our potential 
points of conflict carefully enough 
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is especially concerned that China\'s growing influence in 
Burma will undermine Thailand\'s interests there and hurt 
efforts to stop the drug trade between Thailand and Burma. 
Doctor Panitan Wattanayagorn of Chulalongkorn University said 
that 

benefits of closer ties with the PRC 

best interests to think about less sanguine possibilities. 

Panitan thinks that Thai analysts covering China could gain 
much by having more regular meetings with U.S. counterparts. 


SOME AREAS OF DISAGREEMENT STARTING TO APPEAR 
17. (C) While noting the generally good relationship 

between China and ASEAN countries 

the number of contentious issues will grow as China becomes 
stronger. Thongchai noted how forcefully Beijing responded 

to Singapore PM Lee Hsian Loong\'s recent trip to Taipei and 
expressed concern over how abjectly Singapore apologized and 
made amends for the \"offense.\" Kavi of the Nation finds it 
significant that ASEAN resisted Chinese overtures to accede 
to the protocol of the Southeast Asian Nuclear Weapons Free 
Zone but is skeptical that the effort may have served as a 
wake up call to ASEAN leaders that they need to stand up to 
Beijing more frequently. Joe Horn 

with offices in Bangkok and Beijing believes that trade 

friction between Thailand and China will only increase. 

\"It\'s fairly easy to avoid the political hotbuttons with 

Beijing -- Tibet 

Thai consumer companies are undercut by cheap Chinese 
imports 

industry 

Teerawat believe that Burma will become an increasingly large 
irritant between China and Thailand. Thongchai believes that 
Chinese efforts to reach the Andaman Sea through Burma are at 
odds with Thailand\'s interests in having Chinese goods bound 
for ASEAN pass through Thailand. 


18. (C) General Ronachuck believes that China\'s planned 
dams along the upper Mekong River will give it a great deal 

of influence over countries downriver. SRIVs Nopadon 
foresees Mekong subregional development and the drive to find 
new sources of fossil fuels as the two issues most likely to 
cause bilateral problems between China and Thailand. He sees 
energy security as second only to Taiwan as a potential cause 
for China to use force in the region. Nopadon described 
Beijing\'s attitude towards Taiwan as \"irrational\" and 

looking at Chinese spectators\' behavior during the recent 
Asian Games 

the PRC. LTG Tanongsuk Tuvinun 

National Defense College 

avoid economic disagreements with China; \"China says it does 
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not want to be a superpower 

that way by acquiring better defense technology 

its space program and modernizing its military. Every 

country looks at China as a potential export market 

around at how many companies import far more from China than 
they export there.\" 


WHEN COULD CHINA POSE A SECURITY THREAT? 


19. (C) NIAYs Rudiwan concludes that China will continue to 
try to use its economic clout to influence ASEAN countries in 
the political and security fields. Nonetheless 

see China as an outright security threat for several years. 
Thongchai predicts it will be 2020 at the earliest before 

China will have the potential to pose a military threat to 
Thailand. If present economic trends continue and China can 
maintain 7 percent annual growth 

could have the means to possess three or four aircraft 
carriers by 2020. 


COMMENT 


20. (C) While Thailand\'s desire to see China emerge in the 
future as a responsible member of the international community 
are in line with our objectives 

ramifications of China\'s growing influence seems inadequate 
and overly optimistic. RTG economic officials seem unable to 
gauge the impact of many of Thailand\'s recent trade deals 
with China 

about the effect China\'s rise will have on the security 
situation in the region. Thailand\'s close ties with the PRC 
give Thai sinologists some insights that might be beneficial 

to American experts. A regular exchange of views between 
Thai and U.S. sinologists could improve our insights into 
Chinese policies and practices in this region while helping 

the Thais to improve their analysis. End Comment. 
JOHNSON 
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accords with the USG approach 

much caution in the face of Venezuelan sovereignty concerns. 
Fernandez\'s moderation 

party with the GOV. End summary. 


2. (C) Christian Democratic Party (COPEI) president Eduardo 
\"EI Tigre\" Fernandez told the Ambassador during a courtesy 
call October 14 that the Embassy\'s job in Venezuela was to 
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procure the best possible relationship with both the GOV and 
the Venezuelan people. He submitted that tne Embassy had 
influence in supporting Venezuelan democracy 

and government institutions. The USG 

in defense of principles--such as democratic and press 
freedoms--with \"pugnacity.\" 


3. (U) According to Fernandez 

its image by respecting Venezuelan sovereignty and by not 
becoming a \"political actor\" or an opposition party. 
Fernandez recommended couching US discourse in terms of an 
esteem for Venezuelan political experience and a refusal to 
intervene in its internal processes. In a later aside 

mentioned having told every US ambassador he had met that 
baseball was a \"secret weapon\" that the US could use to 
influence Venezuelan public opinion. Calling himself a 
\"fanatic of dialog 

bipartisan exchange effort of Venezuelan and US legislators. 


4. (C) Fernandez said improving the bilateral relationship 

would be complicated because the GOV\'s words and actions were 
often different. The GOV 

image 

energy supplier. He added that investors in the petroleum 

sector have had no complaints. Prompted by the Ambassador 
Fernandez conceded that the GOV decision on October 10 to 
increase royalty payments on heavy crude projects (REFTEL) 

was an exception. 


5. (U) Fernandez warned that many radical opposition 
elements wanted Chavez overthrown 

Chavez was elected by majority vote. He acknowledged that 
his party could not disavow the referendum after the OAS and 
the Carter Center had legitimized it. According to 

Fernandez 

problem 

obligated both Washington and the Venezuelan public to accept 
the results. 


6. (U) Turning to criticism 

Chavez\'s administration had roots in military culture rather 
than in democratic 

National Assembly and the judiciary were controlled by a 
government accustomed to issuing orders rather than engaging 
in dialog. Referring to the proposed Media Law 

that the judicial system was in dangerous straits. 
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7. (C) Although Fernandez resists Chavez-bashing 
moderation will not save COPEI from drawing fire from the 
GOV 

revolution. Accordingly 

such parties will afford Chavez anti-US fodder. True to his 
non-confrontational nature 

innocuous suggestions for packaging US policy. His counsel 
about honoring Venezuelan sovereignty is prudent 

would not translate respect for sovereignty into silence and 
inaction on controversial issues. Otherwise 

\"advice\" sounds much like the USG\'s current operating 
strategy. End Comment. 


8.(U) Bio Note: Fernandez spoke fondly of American culture 
and his two years at Georgetown University 

a master\'s degree in political science 

official COPEI website. He jokingly mentioned having trouble 
receiving a US visa for 20 years after he wrote to advise 
former President Nixon against visiting Venezuela because of 
political instability. He said US Immigration had mistakenly 
identified him as a communist. 


McFarland 
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further\" and report back to capitals before the next COLAT on 
November 16. Bruck said there was no discussion of the 
urgency of issuing a joint EU statement in time to have a 
positive impact 

the EU to decide on a course of action before November 16. 


3. (C) ACTION RECOMMENDATION: EU HOMs in Caracas could help 
if they share our sense of urgency. Department may want to 

consider approaching them directly to urge them to 

communicate to their capitals the need for quick action. END 

ACTION RECOMMENDATION. 


SCHNABEL 
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UAE. IT STRESSED A/S BLOOMFIELD\'S COMMENTS THAT RELATION 
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FRIENDLY AT BOTH THE GRASSROOTS AND GOVERNMENT LEVELS 
CONFIDENCE THAT RELATIONS BETWEEN THE TWO COUNTRIES W 
CONTINUE TO GROW. \"COOPERATION ON VARIOUS FIELDS 
MILITARY SPHERE WOULD ALSO PROSPER.\" 


5. GULF TODAY (CIRCULATION 15 

TIES\" THEME AND ALSO COMMENTS WITH RESPECT TO DIALOGUE 
IRAN AND THE EUROPEAN UNION AND THE INTERNATIONAL ATOMI( 
AGENCY 

IT IS NECESSARY FOR IRAN TO DEMONSTRATE TO THE WORLD ITS 
INTENTIONS.\" 


6. KHALEEJ TIMES (CIRCULATION 70 

\"UAE CONSTRUCTIVE ROLE IN AFGHANISTAN AND IRAQ WINS STA] 
OFFICIAL\'S PRAISE. THEY QUOTED 

THE PEOPLE OF IRAQ AND AFGHANISTAN AND PLAYED A VITAL ROL 
HELPING BRING STABILITY IN THE REGION 

SUSPECT MORE AND MORE PEOPLE IN IRAQ REALIZE THAT THE U.£ 
TO BRING SECURITY AND STABILITY TO THEIR COUNTRY." 


7. AL BAYAN (CIRCULATION 40 

INTENTION TO IMPOSE SANCTIONS ON IRAN AND HIS STATEMENT 1 
UAE PLAYS AN IMPORTANT ROLE IN MAINTAINING PEACE IN THE RE 
THE ARTICLE ALSO MENTIONS US CONTINUED SUPPORT FOR THE | 
ROADMAP. \". PRESIDENT BUSH WAS THE FIRST PRESIDENT WHO F 
DECLARED HIS SUPPORT FOR A PALESTINIAN STATE. THE ROAD M 
THE MOST PROMISING PATH FORWARD.\" HE ALSO POINTED OUT 1 
EXTREMISM WILL LEAD NOWHERE AND THAT PALESTINIAN AND ISF 
SHOULD WORK TOGETHER FOR PEACE. 


ALBRIGHT 
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EDITORIALIZED 10/19: (ARABIC DAILY 
ORIENTED 


\"SOME MIGHT THINK THAT THE CURRENT AMERICAN POLICY MIGH 
FOR THE SAKE OF INTERNATIONAL SECURITY AND PEACE 

THAT THE POLICY IRRITATES THE WORLD MIGHT DECREASE IF PRE 
BUSH LOST THE ELECTIONS. THESE THINK THAT PRESIDENTIAL C/ 
KERRY WILL SEEK TO STRAIGHTEN OUT THE CURRENT U.S. POLICA 
ACCORDING TO KERRY\'S STATEMENTS THERE MIGHT BE MORE IRI 
ESPECIALLY WHEN IT COMES TO ARAB AND MUSLIM ISSUES. WHAT 
IS A U.S. POLICY THAT DEFENDS JUSTICE AND INTERNATIONAL 
LEGITIMACY. WITHOUT THIS POLICY 

OR PEACE 

ALBRIGHT 
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proposed by President Gayoom 

about four or five complete proposed drafts 

authored by the Human Rights Commission 

of partial drafts. Shaheed emphasized that the Special 
Majlis is under no obligation to accept Gayoom\'s draft as its 
model. 


3. (SBU) The Special Majlis will remain in continuous 
session until its task of endorsing proposed reforms to the 
Constitution is completed. Since half of the MPs in the 
Special Majlis are Members of the People\'s Majlis as well 
upcoming elections to the People\'s Majlis scheduled for the 
end of December will temporarily interrupt the sessions 
Shaheed cautioned 

elections in December until the first sitting of the People\'s 
Majlis in February. Nominations are already being accepted 
by the Elections Commission 

campaigning expected to begin in mid-November. 


4. (C) UNDP Resident Representative Moez Doraid told poloff 
that Shaheen Hameed 

of the People\'s Majlis (Ref A) 

the Law Society in Maldives. According to Doraid 

a young guy with \"somewhat of a reform track record." Doraid 
added that Shaheen was involved in drafting the Law Society\'s 
Constitutional Reform report -- a UN-sponsored project that 
included international technical experts -- that was 

submitted to President Gayoom in June. Although Shaheen is 
Gayoom\'s nephew 

experience could be helpful as the Special MajlisW work moves 
forward. 


5. (C) Shaheed confirmed that as of October 17 

seven Special Majlis MPs who remain in detention have already 
had at least one meeting with their respective attorneys. 

(The exception is former Attorney General Mohamed Munavvar 
who initially declined his right to counsel. He has since 
changed his mind 

with his lawyer soon.) Following the Ambassador\'s 
recommendations (Ref B) 

improve conditions for the detainees 

opportunities for exercise 

access to reading and writing materials. Attorney General 

Dr. Hassan Saeed confirmed to us on October 20 that reading 
materials have been provided and that he had directed prison 
officials to Waccelerate family visits." 

6. (C) The Attorney General told us that as of October 20 
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about 43 individuals 

in detention in connection with the events of August 12-13. 
He expects that 13 or 14 detainees will either be released or 
transferred to house arrest by October 21. The remaining 
detainees will be either released or transferred to house 
arrest \"in a matter of a week.\" Charges \"along the lines of 
unlawful assembly" have been filed against three former 
detainees (none of whom are Special Majlis MPs) 

reported; he anticipates charges against other detainees 
including some Special Majlis MPs 

Nonetheless 

crime but released from prison can attend the Special Majlis 
sessions. 


7. (SBU) According to both Shaheed and the Attorney 
General 

detained Special Majlis MPs are apparently likely to be) may 
still run in the People\'s Majlis elections scheduled for 
December. (Those convicted of a crime cannot.) Those that 
may be held under house arrest can appeal to the detaining 
authority 

permission to campaign and/or attend parliamentary sessions. 
(The Attorney General seemed to indicate that attendance of 
parliamentary meetings would be allowed.) In the event that 
such permission is not granted 

still run for office 

obviously be limited. 


8. (C) In an October 20 conversation with poloff 

Nasheed 

Democratic Party (MDP) 

on three major issues 

Secondly 

debate in the Special Majlis on the rules of procedure. 
Nasheed said that the MDP wants the rules to specify that the 
Special Majlis will meet regularly -- not at the whim of the 
government -- and therefore create a timeframe for any 
proposed amendment. Last 

continuing public fora and peaceful rallies on the subject of 
political reform. Nasheed said he wants the government to 
set clear guidelines for demonstrations so that groups can 
operate within them. For example 

in recent days for gathering at a rally point 
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Nasheed. Separately 

Mohamed Latheef (an Embassy contact who lives in Colombo) had 
had a heart attack and is now in a Colombo hospital. Two of 
Latheef\'s children will reportedly be allowed to come from 
Maldives to visit him. (One of his daughters remains in 

detention in Maldives.) 


9. (C) Inthe wake of the Ambassador\'s October 6-7 visit 

the Maldivian government finally seems to be moving 
expeditiously to charge and/or release the remaining 
detainees. If true 

that some 

including Presidential rival Ibrahim Gasim 

somewhat more serious than \"unlawful assembly.\" While the 
filing of charges may not automatically disqualify a 

candidate from competing in the upcoming election 
psychological and physical conditions of some of President 
Gayoom\'s more prominent political foes 

Majlis MPs Gasim and Ibhrahim Zaki 

in solitary confinement will surely affect their fitness to 
campaign. While we have had no chance to review the cases 
the government says it has compiled against these suspects 
we have cautioned the Government at the very highest levels 
(Ref B) that the credibility of \"evidence\" obtained under a 
state of emergency will likely be questioned by both the 
international community and average Maldivians. However much 
the Government may wish to return to the status quo before 
August 12-13 

popular skepticism of Government intentions (Ref A)--may be 
growing too strong for the Government to control. 
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meeting on October 25 

Kesteren. Other issues on the agenda include a discussion of 
regional groupings 

the SIDS conference 

at paragraph four. END SUMMARY. 


2. (C) Ina meeting with Poloff on October 19 
Kesteren 
Organization Affairs and current chair of the EU\'s UN Working 
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Group (CONUN) 
25 CONUN meeting. Items to be discussed include: 


3. (C) The 2005 Major Event: The EU is discussing how best 
to implement the so-called millennium development goals and 
the Millennium Declaration. During the Dutch presidency of 
the EU 

the Dutch mission in New York will be the main focal point 

for coordinating EU guidance on this event. 


4. (C) Security/Safety of UN Staff: Van Kesteren referred 
to the SYG\'s report and said the sticking point is money and 
who will pay the expected USD 100 million bill. He asked for 
clarification of the USG preferences for financing security 
operations for UN staff 

financial administration for all UN security operations 

b) control at the level of the operation where costs are 
shared among those member states involved? (Post would 
appreciate guidance on how to respond to these questions.) 


5. (C) Financing of the multilateral system: Van Kesteren 
said he added this point to the agenda to encourage 
reflection and discussion on \"the chaotic state of UN 
financing 

voluntary contributions across all agencies. The objective 
he said 

added that the CONUN should explore how the UN can free 
itself from the excessive influence of earmarked donations 
supporting member states favorite causes 

these do not appear rational in the context of the UNVs 
larger picture. 


6. (C) Heads of UN Organizations 
Kesteren said the EU still had no new names for a successor 
to UNRWA\'s Hansen and he will raise the issue again. 


7. (C) Discussion of regional groups: Van Kesteren said 

this topic is the initiative of the EU Commission 

wants to discuss the problems that arise from the fact that 

some EU member states are WEOG members and others are Eastern 
European Group members 

groups are used 

to coordinate substantive positions. 


8. (SBU) Other Issues: Van Kesteren expected cursory 
review of the remaining agenda items 

of the report on the social dimension of globalization 
SIDS Conference 

SOBEL 
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we might expect the response to come. 
SOBEL 
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shootout. Area residents have threatened to kill any 
policemen seen in the neighborhood. Police and 
Nigerian Army units have strengthened security 
measures 

movement. 


2. (SBU) Residents said that they noticed a police 

truck arriving at the Muslim cemetery in the early 

morning hours 

unearthed the grave. BBC interviewed a man who claimed 
to be the father of one of the victims. The man said 

he had carried food to his son 

strike 

discovery of the grave where his son\'s body was found. 


3. (SBU) Kaduna State Governor Makarfi appealed for 
calm 

investigate the incident 

a 12-year-old boy during the strike. After initially 
denying any knowledge 

Commissioner repeated the \"armed robbers\" story but 
denied any police involvement at all with the grave: 
\"Police do not engage in the burial of dead robbers. 
This is the sole responsibility of mortuary/local 
government personnel. 


4. (SBU) Police often claim those they kill were 

\"armed robbers. While armed robbery is indeed a 
problem in Nigeria 

to scrutiny. Makarfi\'s prior announcement that the 
bodies were of \"armed robbers\" may make the panel\'s 
investigation perfunctory. 
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thing that ever happened\" for the Western Sahara negotiations 
and made a pitch for the proposal of another U.S. figure as 

the UNSYG\'s special envoy. The Socialist government still 
seems to be feeling its way on Western Morocco 

some confusion regarding GOS positions on the issue. For 
now 

process alive. End Summary. 


Column 3 
//GOS AGREES WITH USG ON POLISARIO THREATS TO RESUME COI 


2. (SBU) Poloff met with MFA Maghreb Office Director Carlos 
Fernandez Arias on 10/18 to convey ref A points requesting 
Spain approach the Madrid Polisario representative to express 
concern regarding recent Polisario threats to resume armed 
conflict in Western Sahara. Fernandez said the USG points 
tracked with Spain\'s views 

Minister Bernardino Leon had warned Polisario leaders in 
August against continuing to employ aggressive rhetoric. 
Fernandez plans to meet with local Polisario representative 
Brahim Gali in the next few days and promised to relay 
another cautionary message on behalf ofthe GOS. He said 
Polisario leaders are well aware that talk of renewing the 
armed struggle is unrealistic 

Algeria\'s interests to allow the conflict to resume. 


SPANISH OBJECTIVES IN WESTERN SAHARA// 


3. (C) Poloff noted that there was some confusion within the 
USG concerning Spain\'s views on next steps on Western Sahara 
and on the mandate of the SGSR Alvaro de Soto. Fernandez 
said he was aware that Spain\'s positions required some 
clarification and said that the Spanish DCM in Washington had 
recently discussed the issue with NEA DAS Philo Dibble. He 
said that the GOS continued to improve ties to Morocco in 
hopes that better relations would help nudge Rabat (and 

Paris) towards a more conciliatory posture on the Baker Plan. 
Fernandez acknowledged that neither Morocco nor France has 
reciprocated thus far. He described resolution of the 

Western Sahara issue as the linchpin to broader GOS 
objectives in the region 

and political integration of Maghreb states in order to 

stabilize Spain\'s shaky southern flank. 


4. (C) Fernandez described Polisario\'s current attitude as 
\"extremely tough 

Polisario had faith in Baker as an interlocutor with 

sufficient gravitas to honor commitments made to the parties. 
They view de Soto as a mere UN functionary and associate him 
with his former boss 

who led the organization during the worst period in 
UN-Polisario relations. Fernandez said Spain agreed with USG 
views on the importance of PolisarioWs release of the 

remaining Moroccan POW\'s 

probably not disposed to trade away one of their few 

remaining points of leverage. 


SPANISH SUGGESTIONS FOR A UN RESOLUTION// 
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5. (C) Fernandez said the GOS will soon share with the USG 
France 

Sahara 


-- Explicit support for the Baker Plan as the \"optimal 
political solution." 


-- An expression of support for UNSYG Annan and for his envoy 
Alvaro de Soto. 


-- A one-year mandate for the MINURSO mission (though 
Fernandez said six months would be acceptable to the GOS). 


-- Language that would give de Soto room for maneuver to get 
beyond Morocco\'s rejection of the Baker plan 

call for de Soto to simply implement the plan without any 
possibility of modification. 


-- Retention of current funding levels for MINURSO. 
(Fernandez said he knew we had a different view on this 
issue 

creates pressure on both sides 

engaged in the peace process.) 


{IA PITCH FOR A U.S. ENVOY TO REPLACE BAKER// 


6. (C) Fernandez said that in his view and the view of many 
others in the MFA 

thing that ever happened" for the Western Sahara peace 
process. He said Baker\'s genius was in keeping the parties 
pointed in the right direction and in generating momentum for 
an otherwise stalled process. Fernandez fears that with 
Baker\'s departure 

interest will stall (especially in the case of Morocco) and 

both parties may simply retrench. This would leave a 
festering and destabilizing wound in Moroccan-Algerian 
relations 

and prosperous Maghreb. Fernandez said the best solution 
would be for another high-profile U.S. figure to take Baker\'s 
place as the UNSYGVs personal envoy. He asked that poloff 
inquire with the Department whether this would be possible. 
Poloff agreed to forward the inquiry 

of any consideration of another U.S. candidate for the 
position. 


//¡COMMENT// 


7. (C) We believe the main reason for the mixed signals 
regarding GOS positions on Western Sahara is that the GOS 
itself is still working out its approach on the issue. 

Whereas Maghreb expert Fernandez has stressed continuity in 
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GOS policy 

signals towards Morocco and France in hopes that those 
governments would reciprocate and show greater flexibility 
towards the Baker Plan. This strategy has not succeeded and 
the GOS now seems to be tacking towards less ambitious 
objectives. Spain\'s fundamental objective is to keep the 
peace process alive and both parties at the table. Anything 
short of a mutually-agreed solution is seen as a lasting 

threat to Spanish interests in the Maghreb. 
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newspaper 

Trust International (ABWTI) announced that the body of a 
five-year-old Pakistani boy who was killed from injuries 
sustained while working as a camel jockey would be returned 
to Pakistan on October 15. The child 

fell off a camel during training in Al Ain on September 15. 
The camel trampled him 

injuries that caused a coma and ultimately his death on 
September 28. 


3. (SBU) Poloff\'s contact at the Ministry of Interior would 
not comment on specifics of the case 

this particular case was a \"wake-up call\" and had motivated 
the UAEG to conduct a full investigation on all aspects of 
the case. The MOI islooking for a \"sustainable solution to 
this problem" 

children as camel jockeys 

and the United States. 


4. (C) Poloff met with Pakistan Embassy Consular Officer 
Imran Haider (PLEASE PROTECT) on October 13 to verify the 
details of the report and received a substantive assessment 
of Pakistan Embassy view and their perspective on the road 
ahead to combat this trafficking-in-persons issue. Haider 

has been working on the camel jockey issue for the last 

three years. He claimed that his work has been responsible 
for the safe return of 158 underage child camel jockeys to 
date 

When asked by Poloff if his embassy was satisfied with UAEG 
cooperation on this issue 

progress 

recognized that while President Sheikh Zayed and other 
leaders were firm in their desire to outlaw exploitation of 
children in camel races 

laws and regulations was difficult. He stated further that 
problems continue due to some shortfalls in his own 
government\'s processes. 
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PROBLEMS IN PAKISTAN CONTRIBUTE TO TRAFFICKING CRISIS 


5. (C) Haider explained that while the official Pakistani 
government stance is to enforce the law against the 
exploitation of children 

his country that have significant influence and turn a 
blind eye to the practice of exploiting and trafficking of 
their native children. This makes for a complicated 
political environment 

officials receive bribes in exchange for issuing improper 
travel and identification documents that allow children who 
are accompanied by parents (or those posing as their 
parents) to enter the UAE illegally. 


6. (U) The desperate poverty in Pakistan is a fertile 
environment for the violations of these laws 

noting that many children are bought from their parents for 
25 

to work in palaces. They are sold to the smugglers at a 
very young age for 250 

the UAE. According to Haider 

camel jockey 

huge awards for camel owners who win races. However 
children are often abused and underfed in order to keep 
their weight down. While a jockey\'s age should not be less 
than 15 years 

banning the use of foreign children as camel jockeys 
Haider stated that children as young as 2 years old are 
brought into the country illegally. 


7. (C) Haider believes that there are significant holes in 

the Pakistani immigration process that contribute to the 

problem of human trafficking. In a separate conversation on 
October 16 

confirmed this assessment. The Pakistani Ambassador stated he 
had become aware of the issuance of false passports to 
underage boys at the Pakistani consulate in Dubai. As a 

result 

investigate his Consulate General in Dubai 

procedures 


THE HEARTBREAKING TALE CONTINUES 


8. (U) When asked why it took so long to get the boy\'s 
body back to Pakistan 

quietly negotiating with the UAE government. He stated 
that he could not take the body back until the owner of the 
camel stable released custody of the deceased boy\'s 
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brother 

resistance 

high visibility in the Pakistani media. Haider then 

brought in the brother to introduce to Poloff. The brother 
looked to be a small 

stated he was 17 years old 

birth date. The young boy was staying in the embassy while 
waiting to return to Pakistan 

He did not know who his real parents were. 


ALBRIGHT 


21838 

asked for a letter from the Ambassador saying that coalition 
forces are doing their best to ensure security for the 

drivers. He said that he needed that commitment in writing 
Vio prove that I\'ve dealt with their concerns.\" (Text at 

para 5.) He added that the GOK might also have the drivers 
sign disclaimer letter saying that they were not coerced into 
driving into Iraq by the trucking companies. 


3. (C) The Foreign Minister\'s Chief of Protocol called DCM 
on October 20 to say he met October 19 with the Indian 
Filipino and Pakistani Ambassadors to tell them Kuwait would 
not enforce any driver bans 

disseminated within the GOK. The Chief of Protocol asked 
that the U.S. military take particular care to ensure that 
drivers working for subcontractors have proper Kuwaiti work 
visas. He said that Post should meet with the various 
embassies to advise them of \"what they should do 
promised we would remain in touch with driver embassies to 
answer any questions. 


4. (SBU) As of October 20 

stopped at the border 

Johnson. Also on October 20 

supply of coalition forces 

given a message that the MFA had instructed the MOI that all 
restrictions had been lifted on any nationalities going to 

Iraq. PWC confirmed this by successfully sending Filipino 
Indian and Nepalese drivers into Iraq on October 19 and 20. 


5. (SBU) Per the FM\'s request 
developed with CFLCC and sent by the Ambassador: 


Text of October 19 Letter 


Your Excellency: 


| am writing in follow up to our meeting yesterday in which 
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we discussed the measures the U.S. Government has taken to 
provide for the safety and security of all foreign personnel 
working in our common mission of support for Operation Iraqi 
Freedom. 


As part of the U.S. Embassy\'s continuing efforts to address 
concerns about the safety and well-being of foreign nationals 
working for U.S. military contractors 

provide you the enclosed list of measures that the U.S. 

military has taken to protect all foreign nationals employed 

by our contractors. This list was provided to me by Major 

General Gary D. Speer 

Forces Land Component Command. This list has previously been 
provided to a number of diplomatic missions in Kuwait whose 
nationals have been involved in transport into Iraq. 


These actions are intended to rectify shortcomings that some 
countries have identified in meetings with the U.S. Embassy 
and military. You will note that we require that U.S. 

military contractors in Kuwait extend applicability of 

Kuwaiti labor protections to their employees while in Iraq. 


In addition to the established compensation benefits and 
employee identification measures outlined by General Speer 
our military has undertaken several new convoy security 
measures. For example 

military escort vehicle for every ten civilian convoy 

vehicles with additional escorts if the threat analysis 
dictates. All civilian drivers receive the same level of 
security protection 

convoy rest facilities that are provided to U.S. military 
escorts and drivers accompanying the convoys. 


As we also discussed yesterday 

border memorandum of understanding now under discussion 
between our governments would facilitate the collection of 
affidavits from foreign national drivers attesting to their 
understanding of the risks involved in their service and the 
benefits outlined in the enclosed list of measures. 


We would like to note that since April 

security procedures were upgraded to ensure that foreign 
national drivers travel only with armed escorts 

nationals employed by U.S. military contractors have been 
kidnapped in Iraq while part of a U.S. military convoy. 
Brigadier General William Johnson 

the parent unit for enforcement of these security and safety 
procedures 

staff and any other concerned authorities at a time of your 
convenience regarding his operations. 
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| trust this information will be helpful to you. | am at 
your disposal for any additional information or 
clarifications you may require. 


Sincerely 
Richard LeBaron 
Ambassador 


End text of letter. 
LeBaron 
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government. Calvetta said Rome preferred to deal with this 
issue in a broader EU context and noted there would be a 
November 16 COLAT meeting where the issue would likely be 
addressed. When pressed 

on press freedom and human rights could affect 
Italian-Venezuelans as well 

issue to the DG for Political and Multinational Affairs. 
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by the former (southern) Peoples Democratic Republic of Yemen. 
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else it is very close. | think it is too late 

adding that he hoped he was wrong 

nation possessing nuclear weapons would actually use them as 
anything more than a deterrent force. Pol/Econ Chief 
responded that Iran is a state sponsor of terrorists groups 

on which deterrence has no effect. 

KRAJESKI 
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Erdogan Starts Campaign against ‘Referendum Proposal for 
Turkey" - Milliyet 


OPINION MAKERS 

The Greens Say Special Negotiation Process is Needed for 
Turkey - Radikal 

Minority Report Stirs Controversy at the Prime Ministry - 
Radikal 

Increase in Number of US and British Planes Landing in 
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Trabzon - Cumhuriyet 

The Greens are against Referendum for Turkey - Cumhuriyet 
FM Gul Rejects Special Status Offer - Zaman 


BRIEFING 


Increased US/British Plane Landings in Trabzon: 
\"Cumhuriyet\" reports that lately there is a big increase in 
the number of US and British planes landing in Trabzon to 
refuel. Trabzon is one of the international airports used 

by the ISAF in Afghanistan. ISAF supporting countries use 
Trabzon airport for refueling during the shipment of 
personnel and military equipment to Afghanistan. However 
in the last two weeks 

number of military cargo planes in Trabzon. Supposedly 
US and British military planes are carrying military 
personnel and equipment to Afghanistan. Various anonymous 
sources are reported as saying that lately one or two planes 
land in Trabzon daily. The sources say that Afghanistan is 
not the only destination of the planes. Allegedly 

the planes go to Basra and to other parts of Iraq. 
\"Cumhuriyet\" wonders whether the Turkish Government has made 
a secret deal with the US for the use of the airport in 
Trabzon. Turkish officials in Ankara say that there was 
nothing extraordinary in the air traffic in Trabzon 

that the planes landing in Trabzon to refuel were carrying 
logistic materials for Afghanistan. 


Foreign Minister Gul Rejects Special Status Offer: 

\"Hurriyet\" reports that during his meetings in Berlin 

Turkish FM Gul stressed that the goal of Turkey is full 
membership in the EU. Commenting on the proposal of the 
German Christian Democratic Union (CDU) for granting Turkey 
‘privileged partnership 

already been granted privileges in the Customs Union and 
doesn\'t want any other privileges. \"Sabah\" reports that Gul 
had failed to convince CDU Chairman Merkel to give up her 
demands for giving special status to Turkey. 


Prime Minister Erdogan Goes to France to Campaign against 
Referendum Proposal: \"Milliyet\" says that PM Erdogan today 
will meet French Economy Minister Nicolas Sarkozi 

author of the proposal for holding a referendum on Turkey\'s 
EU accession. Erdogan will try to convince Sarkozy not to 
block Turkey\'s EU entry and will focus on the hazards of a 
possible referendum about Turkey\'s EU entry. 


Austrian FM Says Talks with Turkey Can Be Suspended at Any 
Time: \"Cumhuriyet\" reports that 

entry bid 

the EU could push the button to suspend talks with Turkey at 
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any time 
without a stop button.\' 


Pope Makes Good-Will Gesture for Fener Patriarch: 
\"Milliyet\" reports that a historical good-will gesture was 
made by the Vatican for the Fener Patriarchate in Istanbul. 
Pope John Paul II has sent a letter to Fener Patriarch 
Bartholomew inviting him to take back the remains of two 
patriarchs carried to the Vatican during the occupation of 
Istanbul by crusaders in 1204-1261. \"Milliyet\" notes that 

in his letter the Pope addressed Bartholomew as the 
“Archbishop of Constantinople and Ecumenical Patriarch\'. 
Bartholomew is expected to go to the Vatican at the end of 
November. WSabahW adds that Turkish State Minister Basir 
Atalay was disturbed by the use of the title “ecumenical 
patriarch\' for Bartholomew. The Minister said that this was 
a violation of the Lausanne Treaty and the Ambassador of the 
Vatican should be summoned immediately to the Foreign 
Ministry to receive the necessary warnings. 


EDITORIAL OPINION: EU-Turkey 


\"Chirac is Punished over Turkey\" 

Mehmet Ali Birand in the sensational-mass appeal Posta 
(19/20): \"Turkey getting a date to start the negotiations on 
December 17 is not a certainty. The domestic confusion in 
France is placing great pressure on President Chirac. All 
his opponents aim to damage Chirac as much as possible. 
Some are trying to punish Chirac for saying ‘yes\' to Turkey. 
One will see that as the pressure on Chirac gets more 
intense 

against Turkey\'s membership will increase. Even today the 
affect of French opposition upon some EU members is felt. . 
There is a significant tension in France about Turkey. We 
hear different suggestions every day. One day groups in 
France ask for the negotiations to start in December 2005 
while the next they suggest 2006 as the appropriate date. 
They have yet to agree on the matter. Most probably they 
will fail to reach any agreement until the last minute. 

They may produce a last-minute formula based on the latest 
domestic political considerations. It appears that December 
17 will be a very exciting day.\" 
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smugglers\" 

existence of organized transit trafficking activity or 
trafficking networks operating on the Turkish territory. 
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- On the other hand 

destination country for nationals of transitional 
democracies 

and job opportunities abroad. 


- Nationals of the countries of origin may enter Turkey by a 
visa obtained at border gates and may stay in Turkey for up 
to two months. Their purpose is twofold. Mostly 

travel to Turkey for \"suitcase trading\". Secondly 

to Turkey in search of job opportunities 

available for them only in illegal labour markets until 
recently. 


- While their presence in Turkey is generally voluntary 

their illegal work and resident status 

them vulnerable to exploitation. Some of them obtain legal 
residency through arranged marriages. Some others end up in 
small workshops 

private households 

security 

safeguards. According to statistics 

are employed in the construction sector and females in 
domestic services. 


- As for the international obligations 

to UN Convention against Transnational Organized Crime and to 
its two additional Protocols including the \"Protocol to 

Prevent 

and children" 


- In this connection 

accordingly starting with; the Penal Code (defines in terms 
of Palermo Protocols \"trafficking in human beings\" and 
prescribes heavy penalties for traffickers 

years of imprisonment) 

Criminal Organizations (criminalizes establishing 

leading or participating in benefit-oriented criminal 
organizations with a view to carrying out organized crime 
activities) 

Turkish citizenship through marriage a probation period of 3 
years. Law on Working Permits for Foreigners (Employment of 
foreigners in domestic services is made possible. The 
Ministry of Labour and Social Security is authorized to issue 
all forms of work permits for foreigners to ensure better 
management and control over the process. The law aims at 
providing legal protection for foreigners against 

exploitation in labour markets and extending legal and 
administrative safeguards to private services.) Highway 
Transportation Law (which states that the transportation 
permit will be canceled for 3 years if the charged person is 
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sentenced according to certain crimes including human 
trafficking and migrant smuggling.) 


- In Turkey 

national coordination of issues related to trafficking in 

human beings. The Ministry chairs the National Task Force on 
Combating Trafficking in Human Beings 

experts from concerned ministries and NGOs such as the Human 
Rights Presidency of the Prime Minister\'s Office 

Foundation for the Development of Human Resources (IKGV) 
Ministry of Foreign Affairs 

Ministry of Justice 

Security and the Directorate General of the Status and 
Problems of Woman. 


- The National Task Force was convened for the time in 
October 2002 and had five more meetings 

February 2004. The National Action Plan 

Force is already under implementation. 


- In the context of international cooperation 

Turkish experts are participating to the ongoing meetings of 
the ad-hoc committee (CAHTEH) 

a Convention Against Trafficking in Human Beings in the 
Council of Europe. 


Further co-operation possibilities are considered 
particularly with the IOM on a project basis in areas of 
awareness raising 

protection 


In this framework 

Establishment of the Network of and Joint Training for 
Operational Law Enforcement Officers 

Organizations in Fighting Human Trafficking into the EU 
Member States from EU Accession Countries and Countries 
Bordering the EU after Enlargement which is implemented by 
IOM 

European Parliament (EP) 

as the Candidate Countries and Third Countries bordering the 
enlarged European Union under the European Commission 
Directorate General Justice and Home Affairs 

2003. 


Turkey has proposed bilateral co-operation and a draft 
protocol on cooperation in combating trafficking in human 
beings to the main countries of origin 

target Turkey in search of better standards of living and may 
become vulnerable to exploitation. So far 

responses of Belarus 

been received. In this respect 
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Belarus Interior Ministers signed a Memorandum of 
Understanding to enhance cooperation and show their 
determination in combating trafficking in human beings. In 
source countries 

activities in order to cooperate within the framework of the 
said protocols. 


A Twinning Project on \"strengthening Institutions in the 

Fight against Trafficking in Human Beings\" has been developed 
under the European Union 2003 Pre-accession Financial 
Assistance Programme. 


On the other hand 

to prevent fake certificates of good services issued by some 
companies in the countries of origin to be used in the 
entertainment sector 

respect 

applicants. 


- As a major step in the field of victim protection 

Ministry of Interior signed a protocol on 4 September 2003 
with the Foundation for the Development of Human Resources 
(IKGV) 

that actively involved in projects aimed at improving social 

and health conditions and assists to victims of trafficking 

in human beings. 


- The Turkish Government 

provides 

including psychiatric services 

funds. The Ministry of Health has made the necessary 
arrangements in order to provide medical treatment free of 
charge to victims of trafficking in human beings. 


- The Ministry of Interior is developing an improved 
screening method in order to identify victims of trafficking 
and to address their specific needs. Moreover 

granted extended courtesy residence permits. 


- To address the specific needs of the children 

Department for Children Affairs has been established within 
the Ministry of Interior. Accordingly Children Protection 
Units have been designated in 81 cities. 


- As regards awareness raising/media coverage 

is sensitive to criminal and humanitarian aspects of 
trafficking in human beings. Trafficking cases and 
international developments are reported widely in the media. 


- Awareness raising activities are focused on official 
targets such as law enforcement authorities. In additional to 
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training programs 
awareness and interest on the issue. 


- Anti-trafficking training has become an integral part of 

the general professional training in the Turkish 

International Academy against Drugs and Organized Crimes. 
Participants include police officers as well as other 

national and regional law enforcement officials. 


- Trafficking in human beings has also been included in the 
curricula of the Police Academy for final year students 
starting from this academic year. Around one thousand 
students will benefit from this lesion. Additionally 

Turkish Gendarmerie has included as form October 2003 the 
subject of trafficking in human beings in its education 
curriculum. 


- Finally 

Justice are organizing special seminars/training programs to 
address different aspects of trafficking. Turkish experts 

take part also in comprehensive training programs organized 
by the Stability Pact Task Force 


- Most recent developments in this regard is the 
establishment of a shelter in Istanbul in July 2004 provided 
for the victims of trafficking. 


Thank you for listening. 
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response 

findings 

opportunity to thoroughly reflect on the several 
recommendations. Rather than spend time with each 
individual recommendation 

the report in its next session and called on the 
Secretariat to provide for that discussion a response that 


SIPDIS 

detailed in which areas management disagreed with findings 
and recommendations 

implementation plan. 
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12.During the May 2004 Finance Committee meeting 
Committee requested that World Food Programme (WFP) agenda 
items be labeled \"for information 

if Committee members had questions or comments on the 
submitted documents. For this session 

failed to follow this request and included two WFP items 
\"for discussion.\" When USDel asked about this during the 
discussion on the agenda 

litany over FAO oversight of WFP\'s finances. USDel noted 
that WFP financial issues are discussed in detail at the 
ABACQ in New York and at WFP Executive Board meetings 
d 

argued that the Finance Committee could meet any statutory 
responsibilities by including the items on the Committee\'s 
agenda 

to budge 

fig-leaf of control over WFP. 


13.Comment: Finance Committee review of WFP finance- 
policy items is in our view redundant 

expensive. Over the past year there have been several FAO 
Finance Committee sessions devoted to WFP items. 
Interpretation costs 

substantive points arose from the FAO review process that 
were not later discussed in much greater detail in WFP\'s 
Executive Board meetings. We strongly recommend that the 
US maintain pressure on FAO to remove this inefficient use 
of funds for what appears to be simply a case of 

superficial turf preservation. End Comment. 


14.The Secretariat returned to a question 

USDel in the May 2004 Finance Committee session 
whether a private sector entity could compete for 
appointment as external auditor. The Secretariat\'s paper 
indicated that throughout the UN system the auditor must be 
chosen from among auditors general of member states. 
Several G77 members were troubled by this discussion 
apparently for political reasons 

requested the Director-General refer the issue to the UN 
System Chief Executives Board for Coordination for 
additional information about UN practices. 


15.This is a broader issue that might merit Department 
attention. There could well be economies to be achieved 
from opening the audit function to private sector 


Column 3 
competition. 


16.Many of the issues considered in Committee will return 
for discussion in the November FAO Council 

provide via septel further background and thinking prior to 
the Council. However 

deserve continued US attention: 


Arrears The top four countries in arrears owe nearly $53 
million. There are financial issues surrounding Argentina 
and Brazil 

Yugoslavia. We may wish to consider whether the US 
can/should use any possible leverage for dealing with the 
arrears problem from these countries. 


Medium-Term Plan (general) It appears that the 
organization has cut spending close to the bone 

further cuts will be exceptionally painful. However 

has been done thus far within existing organizational 
parameters inside the box. Whereas in one sense the MTP 
projects a needed increase in real revenue levels 

another sense the lack of imagination and creativity 

ity 

inherent in the current formulation essentially guts its 
usefulness by failing to take into consideration relevant 
scenarios. For example 

spend your money if next time you had less than (or the 
same as) now?\" is a reasonable point of departure for a 
serious program planning discussion. At issue is not 
necessarily whether the organization will have more or less 
funding in the future 

to better react to today\'s world 

box. 


Independent External Evaluation The proposed external 
evaluation of FAO was discussed on the margins 

within the Committee meetings themselves. However 
about everything discussed 

crisis 

need for a basic re-look at the organization and how it 
does business. Most countries present picked up on this 
logic that the status quo is not sustainable over the 

long term. 


WFP We need to be working to get WFP off the FAO Finance 
Committee agenda. The current arrangement is a waste of 
funds and time. 
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After Service Medical Charges We made it clear in the 
discussions that we are in no mood to rubber stamp the 
increase necessary to cover ASMC 

per biennium. While the Secretariat is now tasked to 
provide an options paper for the June 2005 Council 
logic for covering this liability is still as valid as it 

was in December 2003. It will need to be covered within 
the structure of any sound financial approach to the 
organization. 


HALL 
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ADDRESS LIBYA ARMS CONCERNS 


REF: 221188 


Classified By: POL MINISTER-COUNSELOR TOM COUNTRYMAN. REA? 
). 


1. (C) MFA Office Director for North Africa Pasquale 

D 

concerns as the U.S. (reftel) regarding Libya 

differences in approach. Rome therefore won\'t take any 
\"imprudent\" actions towards Tripoli in terms of providing 
arms 

efforts to control borders and to keep out terrorists. He 
noted that Libya also has been a victim of terrorism and that 
the situation in Libya today is much different than it was in 
the 1980s. 


2.(C) D 

discussing the \"toolbox\" in Brussels 

consultative mechanism to let each member state know what the 
other is doing in terms of arms sales. Since each member 
states 

toolbox will help ensure that EU policies respond to US 
concerns. DVAvino added that there probably will be 

different types of procedures for different types of arms. 


3. (C) EU CFSP Office Director Luigi Mattiolo confirmed that 
at the October 15 COARM 

that the Code of Conduct should be strengthened and a 
\"toolbox\" developed to answer concerns 

from third countries 
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subject to an embargo 

EU 

has a strong interest in providing Libya with only the arms 

it needs to secure its borders. Further 

will in no way temper EU pressure on Libya to continue to 
make progress on human rights issues 

of the Bulgarian medical worker detainees high on the agenda 
during any meetings between EU and Libyan officials. 


SEMBLER 
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7. (C) Comment: Whatever the true motives behind Asari\'s 
actions and rhetoric 

tiger of Ijaw nationalism 

a captive. He must move carefully. If he tarries too long in 
negotiations in Abuja 

sell-out or ineffectual. However 

flexibility 

likely. The adulation has probably caused him to start 
believing much of his own propaganda. He will try to use 
this climb in his popularity to secure a position as the 
single most important ljaw leader. However 

leaders -- militant and mainstream -- are not likely to cede 
easily to him. End Comment. 


8. (C) As most recently demonstrated by Asari 

groups in the Delta have the capacity to disrupt normal 
business operations in the energy sector. Even without the 
direct threats of kidnappings 

quickly manufacture such an environment of instability that 
certain areas become \"no-go\" zones for companies 
necessary repairs and maintenance work 

precipitate eventual production losses. More to the point 
regarding the threat posed to Nigeria\'s national security 
there are some tracts within the Delta that are ungovernable 
from Abuja because of the weak 

government and its security apparatus. 


9. (C) While any diminution in production could hurt Nigeria 
and rattle international markets 
disruption is limited by a range of factors 
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facility distance from shore 

oil facilities 

militias to conduct operations over a large distance. The 
independent research institution Menas of the United Kingdom 
assessed in its September 30 report that at most 

supplies of 150 

from Asari out of the 2.4 million bpd produced by Nigeria. 


10. (C) Extension of militia activity into Delta State 
Bayelsa State 

are a significant portion of the population could cast a 
shadow over more of Nigeria\'s oil production. However 
quick expansion of this threat is unlikely for several 
reasons. Primarily 

influence has spread to these areas. For now 

sense that other competing local militia leaders are willing 
to subordinate their ambition to Asari\'s just yet. 


GON Willingness To Talk - Good Political 
Strategy If Nothing Else 


11. (C) Inthe meantime 

with NDPVF leader Asari in recent weeks. A contact with ties 
to the GON told us Obasanjo sees the recent flare-up as 
essentially a localized political spat that just happened to 

take place in the oil patch. Obasanjo\'s aim is to talk Asari 
down to size and to hopefully revive the more moderate 

ljaw leadership with whom he feels more comfortable and able 
to control. 


12. (C) The level of distrust between the GON and Asari is 
palpable. Ijaw community leader Patterson Ogon told us Asari 
felt President Obasanjo would stop short of addressing the 
fundamental Ijaw demands. Patterson maintained that Asari\'s 
signature of the September 29 cease-fire document was thus 
\"tactical 


Lots Of Aggrieved 
Punch Of Those In The Oil Patch 


13. (C) While Asari has not gotten what he wants from Abuja. 
Just by meeting with Obasanjo 

Asari\'s pilgrimage to Abuja and triumphal return home has 
sparked a lot of criticism 

political opponents of the Obasanjo regime. They have cried 
that the reward received for trying to work nonviolently 

within the system has been Obasanjo\'s silence. Conversely 


Column 3 
by brandishing weapons 
attention. 


14. (C) The possibility of other groups taking a page from 
Asari\'s playbook cannot be discounted. Noting the success of 
Asari\'s tactics in gaining the president\'s attention 

groups murmur they should take up arms as well. However 
other groups would find it difficult to approximate Asari\'s 
impact. First 

therefore lack the same strategic leverage. Second 

guerrilla fighters from outside the delta region do not enjoy 

the same topographical advantages afforded by the Delta\'s 
murky swamps and creeks. Militia groups from non-delta areas 
would likely find it more difficult to combat government 

forces. Last 

have the present capacity or funding to mount any significant 
tactical military operations. 


Calls for National Conference Ever Present - 
But Will it Happen Or Matter? 


15. (C) Agitation for a sovereign national conference is 
increasing in Nigeria. At the forefront of this effort are 
regionally or ethnically-based groups such as the Yoruba 
Afenifere 

Movement 

these groups have formed an umbrella organization 
Nationalist Forum 

support for a national conference. President Obasanjo has 
consistently resisted a national conference 

would become a venue for secessionist demands as well as to 
wrest power away from him. Against this backdrop came the 
successful August 2004 stay-at-home strike organized by the 
Movement for the Actualization of the Sovereign State of 
Biafra (MASSOB) in the Southeast. Given the tragedy of the 
attempted Biafra secession 

to take notice. 


16. (C) In an attempt to dampen agitation for a conference 
presidential political advisor Jerry Gana publicly raised in 

early October the possibility of a \"national dialogue.\" This 

trial balloon was also a chunk of bait. The GON is 

attempting to see how many pro-national conference supporters 
it can co-opt. Even if the government earnestly supported a 
conference 

would be militant agitation at such a conference 

attendees would likely be carefully vetted to ensure the vast 
majority opposed any form of secession. Even among the 
southern groups who endorse a conference and oppose Obasanjo 
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support for secession is not strong. However 

groups there are varying degrees of support for reducing 
presidential power within the national government 

power from federal to state institutions 

resource allocation between the different tiers of government 
and reviewing the federal and presidential system of 
governance in favor of a parliamentary system. 


17. (C) The outbreak of violence in the Delta region is 

rooted in economic stagnation 

flawed electoral process 

nationalism 

Because this agitation comes from within Nigeria\'s oil patch 
it represents a significant 

government. This problem will not go away soon. GON 
willingness to talk appears to have been a good tactical move 
in the short run. It might also have been the only true 

avenue open. The attempt at dialogue has ushered in a moment 
of relative quiet. 


18. (C) However unless substantive progress is made 
expectations will metastasize into renewed frustration and 
possibly violence. In the end 

much as possible and concede little. The militants will want 
more 

exercise a degree of statesmanship to which each is 
unaccustomed. Given the level of distrust and gamesmanship 
we suspect the new rounds of talks to yield little progress. 


19. (C) Groups in other regions of Southern Nigeria will be 
closely watching how these talks unfold. However 

predict that these other groups will imitate Asari\'s 
confrontational tactics. Agitation for a national conference 
will likely be more of a political force in most of the south 
than will be armed aggression. While political frictions 
exist throughout the southern tier of the country 

contacts do not see the continued viability of the Nigerian 
state as under imminent threat. 


20. (U) This message has been cleared by Embassy Abuja. 
BROWNE 
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above cost\" and should be regulated 

said. The decision was welcome news to AT&T and other U.S. 
carriers 

fees when they pass calls onto New Zealand. The 
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Commission\'s final recommendation 

may or may not be the same as the draft decision. The 
Communications Minister will ultimately make the final 
decision later in the year. End summary. 


2. The Commission 

termination rates in May (ref A) 

operators had been able to set unreasonably high rates 
because of limited competition in the market. Telecom and 
Vodafone charge about US 19 cents (NZ 28 cents) per minute 
to terminate calls to each other\'s mobile networks. The fee 
they charge overseas carriers has been almost 6 cents higher 
and was expected to increase. The Commission said a 
reasonable 

cents) per minute. 


3. The Commission -- New Zealand\'s anti-monopoly watchdog -- 
predicted that regulated reduction in the rates would likely 
increase competition in the fixed-to-mobile market 

would result in lowering of the retail price for fixed-to- 

mobile calls and higher numbers of such calls. The 

Commission concluded that regulation would produce 
substantial benefits for consumers and businesses. 


4. It did not support regulating future high-speed 
generation mobile telephone networks 

probably would increase the risk of delay or of limited 
investment in the new technology. That technology allows 
transfer of both voice and non-voice data. 


5. The Commission stressed that the draft report reflects 

its preliminary view. It will accept written submissions on 

the report until November 16. It will hold a conference on 

the mobile termination rate issue in late November and then 
send its final recommendation to the Communications Minister 
in early 2005. The minister could accept the Commission\'s 
recommendations 

consideration. 


6. Telecom 

and second-largest mobile phone service provider after 
Vodafone 

highly competitive and did not need regulation. Bruce 
Parkes 

relations 

their investment in New Zealand. Vodafone asserted that 
even if rates were regulated 

necessarily be passed to the consumer but would be pocketed 
by Telecom and TelstraClear 

pounced on. Meanwhile 

Vodafone\'s mobile phone services but is developing its own 


Column 3 
mobile phone network 
decision. 


7. A copy of the Commission\'s 126-page decision can found on 
its website 


8. Comment: We expect the Commerce Commission\'s final 
decision to be consistent with its draft report. However 

we must note that the Commission is fully capable of 
reversing course 

December against unbundling the local loop -- a turnabout 
from its earlier draft position (ref c). The Communications 
Minister affirmed that recommendation in May (ref b). 


BURNETT 
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and an alternative to U.S. power (with India and China) 
interest in political engagement between the two countries is 
high. 


3. (C) Russian Deputy Prime Minister Alexander Zhukov told 
reporters Russian companies were interested in greater 
cooperation with Venezuela 

that could act as engines to drive bilateral relations. 

Zhukov cited the Russian Aluminum Company (RusAl) intention 
to invest approximately $1 billion in the construction of an 
aluminum refining plant in Venezuela. Babich confirmed that 
RusAl intended to invest at least $500 million in the 

refining plant as RusAl president and owner 

told reporters. Zhukov also asserted that Russian companies 
want to establish hydroelectric energy plants in Venezuela to 
increase cooperation. 


4. (C) Babich said that during the meetings 

officials and Russian representatives discussed oil and gas 
cooperation. LUKOIL and Gazprom were two companies 
specifically mentioned. LUKOIL first vice-president 
Maganov 

Venezuelan oil company 

on the basis of a memorandum of understanding signed by 
LUKOIL and PDVSA in December 2003. According to press 
reports 

into the World Trade Organization (WTO) 

is a member. 
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5.(C) Rangel and Secretary of the Russian Security Council 
Igor Ivanov discussed cooperation in military-technology and 
combating international terrorism 

reports. DAO reported nine Venezuelan officers representing 
all the services traveled to Moscow to attend CIAN from 
October 1-10 (reftel). A DAO source said 

surprise if Venezuela comes out of this intergovernmental 
commission with more equipment purchases in all services of 


the armed forces.\" In the agreement signed on October 5 
mention of military cooperation was limited to \"develop and 
strengthen cooperation\" based on the May 2001 convention 
between the two countries. 


6. (C) Rangel and the Venezuelan ambassador to Russia 
Mendoza 

helicopters; the first 10 of which are to be delivered to 
Venezuela before the end of 2004 rather than by mid-2005 as 
previously reported. In statements to the press 

the helicopter purchase for MI-17 

underway already and that at no time was the purpose of his 
trip to Moscow to sign arms contracts because 

military is the Defense Ministry\'s responsibility.\" Babich 
could not confirm if the helicopter contract had already been 
signed 

going to happen.\" Babich said he had no information about a 
contract for Russian fighter aircraft. 


7.(C) A note from the Vice-President\'s office indicated 

that President Hugo Chavez would travel to Russia on November 
25-26 to sign the Cooperation Accord between the two 

countries in regards to energy 

military-technical and aerospace cooperation. Babich 

confirmed the possibility of a Presidential visit and said 

that Russia would use the opportunity to agree on more 

specific cooperation goals rather than signing a general 
agreement as they did in the October joint declaration. 


8. (C) Now that the recall referendum is water under the 

bridge for the GoV 

relations beyond the confines of the Western Hemisphere. The 
first major foray was Foreign Minister Jesus Perez\'s trip to 
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Iran 

Rangel\'s visit to Russia. Talks between Russia and Venezuela 
languished during the nearly two years of pre-referendum 
political turmoil with the exception of a brief stop-over by 

then Foreign Minister Ivanov in December 2003 followed by an 
equally brief visit by Vice-President Vladimir Yakovlev in 
January 2004. Although there appear to be a number of big 
ticket economic items on the agenda 

garnered the most public attention 

broader military-to-military relationship between the 

countries. The Rangel vist--and the inclusion of three 
Venezuelan Air Force generals in the delegation--will 

with the helo deal fuel speculation about Venezuela\'s 
procurement from Russia of advanced fighter aircraft. For 

the time being only the helicopter purchase appears to be a 
reality. 

McFarland 
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he had recused himself because of his known connections to 
Callejas. However 

decision to have the cases dismissed. 


4. (C) The dismissal of cases against Callejas and his 
associates continues an unimpressive record at the PM in 
fighting corruption. Post notes that in ten years of 
existence 

corruption cases (refs A and B). In the past 

claimed that lack of resources 

logistical constraints have hindered effective action on 
corruption cases. It should be noted that the Public 
Ministry 

organization 

controversial decisions. However 

if any 

to effectively pursue meaningful cases. 


5. (C) On October 14 
ex-Executive Director of the now defunct National 
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Anti-Corruption Council (ref A). Espinal reiterated his 
frustration in working with the GOH on corruption issues 
noting that in almost every area 

unwilling to make meaningful progress. Espinal said he still 
believed many individuals within the GOH wanted to \"do the 
right thing\" but they do not out of fear of losing their 

jobs 


6. (SBU) Also on October 14 

head of the PM\'s Organized Crime Unit. Aguilar expressed 
some exasperation in working with high-level GOH officials 
particularly the Honduran judiciary 

However 

other prosecutors 

the latest corruption decisions 

dropping of corruption charges against Callejas and his 
associates should not be reversed. 


7. (U) In an effort to improve anti-corruption efforts 
anti-corruption assistance in Honduras seeks to build more 
responsive 

legal system 

regional strategic objective for ruling justly 

programs seek more responsive and transparent governance 
include the strengthened rule of law and respect for human 
rights 

government. These programs seek to lay the groundwork for 
greater respect for the rule of law and improved functioning 
of the judicial system 

governance. 


8. (U) Other Embassy programs sponsored through POL/INL 
ECON 

promote better law enforcement techniques. Of particular 
interest 

contract on improving transparency and anti-corruption 
activities to Honduras. PAS is also sponsoring an 
anti-corruption speaker 

apart from delivering remarks at an upcoming civil society 
forum 


9. (C) Comment: While the GOH remains rhetorically committed 
to fighting corruption 


Column 3 

unfortunately 

neighbors are moving forward 

corruption charges against high-level individuals 
increasingly risks being portrayed as out of step. Without 
doubt 

active push by the Public Ministry to demonstrate a 
commitment to the rule of law and greater accountability. 
The time has come for the GOH 

concrete about the pervasive corruption that permeates 
Honduras 

high-level corruption. The place to start would be to work 
to reverse the PM\'s recent decision to dismiss corruption 
cases against Callejas and his associates. End Comment. 
Palmer 
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least two candidates to head the party 

committee on October 19 decided to limit a November 28 
convention of delegates to revising the party statutes and 
postpone an \"ordinary convention\" (national balloting to 

elect party officers) until February. 


(U) On paper the PRD dominates Congress 

senators and 72 of 150 representatives. But party discipline 
has virtually disappeared 

opposition rudderless. 


Senators Refuse to Be Whipped 


(U) On September 21 and 23 

Vicente Sanchez Baret pressed senators to exclude from tax 
reform legislation an anti-trade protectionist tax favoring 

sugar interests 

signed with the United States and Central American countries 
just six weeks before. Sanchez Baret 

dissidents from the party angered PRD senators and was taken 
as a challenge to the leadership of Senate President Andres 
Bautista (PRD). On a first reading 

Sanchez Baret; on the second 


(C) Apprised the previous day of the threat to the bilateral 
trade agreement 

few days of work he could counter it. He then he left town. 
That same evening the senators approved the tax package 
complete with the offending tax. 


What Must Be Done? 
(U) The PRD political committee met October 6 to begin 


organizing a party referendum and convention. As 
vice-president of the party Mejia made his first public 
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appearance since leaving office 

former president Salvador Jorge Blanco. He blustered in 
jocular fashion with the press 

for the party 

in seeking the party presidency. 


(U) Other PRD figures have called for \"renovation\" or 
\"restructuring\" of the PRD 

under Mejia 

administration moves smartly to investigate charges of 
malfeasance 

party as a whole is on the defensive 

new administration has failed to respect Mejia appointments 
to permanent positions 

decisions be respected 

contributing to the perceived \"crime wave\" across the 
country. 


(C) Without Mejia 

longer has any coherence. Acting PRD president Tony Raful on 
September 28 expressed doubt to poloff the party could hold 
its balloting for party officers (\"ordinary convention\") in 
November as scheduled. On October 20 

Committee announced a decision 

the party election until February 27; as an innovation 
registered party members -- not just local and provincial 
leaders -- will be able to vote. A convention of delegates 
November 28 will be limited to revising the party statutes. 
PRD vice president Tirso Mejia-Ricart 

committee 

November convention to elect new electoral precinct 
committees 


(U) There is no clear path to reunification. Former VP 
Ortiz-Bosch reminded the press that the PRD has bounced back 
before 

between Jose Francisco Pena Gomez and Jacobo Majluta. But 
many 

reach out to Hatuey De Camps and his followers 

expelled in May for openly campaigning alongside the PLD 
against Mejia 

future 

chairs a committee to organize the convention and modernize 
the party -- directed that a 40-question referendum of PRD 
members be held nationwide starting October 16-17 
undertaking that she characterized as a 
\"consultation-self-criticism\" on the party\'s errors and what 

is to be done. 


The Tired 


Column 3 

(C) New faces are needed. Senior leaders are familiar 
spent 

Ortiz-Bosch was indecisive and then half-hearted in 
campaigning for Mejia. PRD secretary-general Rafael \"Fello\" 
Subervi has a reputation for sleaze 

belated acceptance of the VP slot on Mejia 

October 15 

position as a party officer.\" Former labor minister Milton 
Ray Guevara 

scholar and smooth operator 

the ILO annual general meeting in June. But he lacks a wide 
or deep following in the party. 


(C) Other rivals last year for the presidential nomination 
are regional barons or simply pretenders. These include 
Senator Ramon Alburquerque of Monte Plata 

Abinader 

candidacy for party president -- evidence that perpetual 
optimism overlooks hard facts. 


(SBU) PRD congressional leaders have good reputations within 
and outside the PRD. Senate president Andres Bautista showed 
in the tax reform standoff that he will insist on respect 

however many years he has supported Mejia and the PPH. 
Chamber of Deputies president Alfredo Pacheco won re-election 
without opposition this past August 

effectiveness across party lines. Both will have a voice in 

the party 

elective office. 

(C) That leaves the devil they all know -- Hatuey De Camps 

still recognized by his clique as party president. Hatuey 

met last week with a small faction of friendly PRD senators 

who think that 

\"olive branch 

capable of winning back the presidency in 2008. 

Mejia-Ricart 

commented privately that Hatuey is no more likely than Mejia 

to unify or modernize the PRD. 


(U) Hatuey assembled his faction on October 9 to announce to 
the public a plan for PRD reunification. He has strength 

within provincial party commands across the country. He 
speaks of holding his own \"convention 

structures of the mainline PRD. 


A New Generation 


(SBU) Eventually the PRD will have to hand off to a new 
generation 


- - (SBU) Orlando Jorge Mera 
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(1982-86) 

Telecommunications Agency (INDOTEL) and coordinator of the 
Commission on Intellectual Property Rights. He is young 
smooth 

the role of competent technocrat to that of politician. His 

recent op-ed piece on \"challenges to the PRD\" lapsed into 
platitudes. 


- - (C) Miguel Vargas Maldonado 
works 
innocent\" of graft to skeptical Dominican voters. 


- - (SBU) Julio Cury 

attorney 

shows 

new administration to \"save the party system of democracy\" by 
vigorously prosecuting Mejia administration officials. His 

may not be a strategy for short-term victory 

country tired of corruption he may be building a reputation 

for the future. 


- - (SBU) Senator Alejandro Santos 

trade 

influence. He also chairs the special committee to examine 
Fernandez 

fructose drinks. Santos was briefly on the Foreign Ministry 

staff before serving as appointed governor of rural Salcedo 

province 


The Short Haul 


(SBU) Modernizing the PRD 

be a way to rebuild its strength 

traditional 30 percent of the electorate with a formal 
membership of 1.2 million. Ortiz-BoschYs committee is 
discussing a proposal to select party officers by direct vote 

of members 

\"caudillo\" like Mejia or the late Jose Francisco Pena Gomez. 
Another proposal would be to restructure so that PRD local 
committees coincide with electoral precincts. 


(SBU) The party expects to lose some and perhaps many of its 
Congressional seats in the 2006 legislative elections. Its 
comeback strategy will target the next presidential contest 

in 2008. The longer the PRD takes to reconstruct itself 

more likely it is to stay out of power - - the last time the 
electorate voted out a PRD presidential candidate 

remained in opposition for 14 years. 


Life without Effective Opposition 
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(SBU) Meanwhile 

division. Ongoing national crises exert great pressures on 
society and demand a constructive 

PRD must prove itself capable of negotiating with the 
Fernandez administration and finding consensus on approaches 
to reform 

institutions. But since losing the election 

been less than the sum of its increasingly self-interested 
members. 


2. (U) Drafted by Bainbridge Cowell 


3. (U) This piece and others in our series can be consulted 
on our classified SIPRNET site 
http://www.state.sgov.gov/p/wha/santodomingo/ along with 
extensive other material. 

HERTELL 
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handle international allegations on human rights issues. 
During the meeting 

land issues by farmers took place outside the NA office 
building. End Summary 


2. (U) Receiving the Ambassador for a courtesy call on 
October 20 

2000 visit to Washington and said he had \"warm feelings\" 
towards the United States. While acknowledging that 
relations with Congress are a major issue for his committee 
he admitted that he has largely delegated this to Committee 
Vice-Chairwoman Madam Ton Nu Thi Ninh to take advantage of 
her excellent English skills. Chairman Mao described 
Congress\' knowledge of Vietnam as \"very limited 

he will encourage visits to Vietnam by members of Congress 
adding that this invitation is open equally to \"those who 

have goodwill toward Vietnam 

goodwill." Mao told the Ambassador that he had \"criticized\" 
Vietnamese Ambassador to Washington Nguyen Tam Chien for 
spending \"insufficient time on Congressional relations 
acknowledged that the Foreign Relations Committee is still 
seeking to place a representative in Vietnam\'s Washington 
Embassy (Ref A) 

two years. Mao also hopes to arrange a visit to Washington 
for NA Chairman Nguyen Van An in 2005 or 2006. While he 
would prefer to receive a formal invitation from Congress 

for such a visit 

one 


3. (U) The Ambassador agreed that placing aNA 
representative in the Embassy in Washington would be a good 
idea 
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is 

Vietnamese Embassy in Washington has. He encouraged 
Chairman Mao to be proactive in reaching out to Congress and 
suggested that the Foreign Relations Committee encourage a 
visit to Vietnam by the newly formed Congressional Vietnam 
Caucus. The Ambassador added that 

and Speaker Hastert\'s inability to participate 

Congress are likely to attend the Asia-Pacific Parliamentary 
Forum 

and C). 


4. (U) In response to the Ambassador\'s inquiry 

confirmed that the GVN had established the \"Steering 
Committee on Human Rights Issues\" (SCHRI) 

by Deputy Prime Minister Vu Khoan and included 
representatives from different ministries and the National 
Assembly. Madam Ninh serves as the NA\'s representative on 
the committee. The SCHRI advises the Party and Government 
on human rights issues; determines whether Vietnam\'s 
policies and principles regarding human rights are being 
upheld in reality; and collects ideas and criticisms from 

abroad either to correct the \"shortcomings\" in the 
Vietnamese system that they identify 

foreign claims if they are inaccurate. (Note: This 

committee was apparently set up after NA complaints that 
actions by other GVN ministries 

Public Security 

human rights image abroad. Ref A. End note.) 


5. (U) During the Ambassador\'s visit 

of farmers upset about land rights took place outside the 
National Assembly building. The demonstration 
coincidental 

of rural families sitting on the sidewalk across from the 
parliamentary offices and a small number of policemen 
watching but leaving tnem undisturbed. (Note: 
Demonstrations such as these are illegal and still 
relatively rare in Vietnam. End note.) 


6. (U) Comment: The establishment of an inter-agency group 
within the GVN to address human rights issues is welcome 
news. It likely exists more to address Vietnam\'s image 
abroad rather than the substance of human right issues 
domestically 

more conservative-minded ministries to factor in human 
rights must be considered a positive 

the right direction. End Comment. 
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burst of growth common after the initial introduction of 
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broad based liberalization (similar 

situation in Southeast Asia in the early to mid-1990s) 

it will need to do much more to make high growth rates 
sustainable. He noted that average tariff rates are still 
quite high 

While some technocrats recognize that further liberalization 
is necessary 

further reforms difficult. Dominique Dwor-Frecaut of 
Barclay 

advocating freer markets or more incentives to attract 
foreign direct investment 

sensitivities. While liberalization will continue 

remains a very slow process 

Chief Economist and Strategist 

Dwor-Frecaut\'s sentiments when comparing China\'s and India\'s 
respective economic performance. He noted that 

with a choice 

political institutions (and by extension their \"more 
democratic way of life\") than to \"sacrifice\" these in pursuit 
of more rapid and consistent economic growth (as in the case 
of China). 


3. Dwor-Frecaut noted that the rapid rise in importance of 
India\'s services sector is not due only to the competitive 
advantage of its skilled workforce and English language 
ability 

quickly for bureaucrats to stifle it through over-regulation 

as they did with manufacturing. She identified the country\'s 
labor laws in particular as a critical area for reform in 

order to attract FDI in a broader range of sectors. Jha said 
that India will need to develop its manufacturing sector to 
create needed jobs 

dominate services and leave manufacturing to China is wrong. 
China will become increasingly competitive with India on 
services 

to improve 

many of the managerial and technical skills that are 
increasingly scarce in China. 


The Financial System 


4. All of our interlocutors agreed that the financial sector 

will constrain future growth. State-owned commercial banks 
prefer to invest in government debt or government-owned 
corporations rather than lend to domestic businesses. 

Sailesh Jha argued that so far 

investment has not been a serious problem as domestic firms 
do have access to external capital sources 

could change if global demand for emerging market debt dries 
up. Dwor-Frecaut noted 
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have the option to seek external financing 

not. As a result of this lack of access to credit and 

stifling government regulations 

being forced into the large informal sector. She argued that 
the GOI will not be able to make needed reforms and privatize 
the state-owned commercial banks until the government is less 
dependent on the banks to finance its deficit. 


5. Van Anantha-Nageswaran of the Libran Fund was more 
upbeat. He argued that while balance sheets are currently 

too \"healthy\" for the public sector banks to be shaken out of 
their complacency and encouraged to undertake risk-base 
lending to the private sector 

gain some market share and are doing some risk-based lending 
to domestic business themselves. While he said the 
government could be doing more to promote the emergence of 
private banks 

bit more competition into the financial system. This trend 

is still nascent 

public banks to rethink their way of operating. 


The Fiscal Deficit 


6. None of the analysts were particularly alarmed about the 
budget deficit 

for the Indian economy in the medium term. Jha said that in 
the short term (12-18 months) it is \"irrelevant 

is not impinging on the liquidity of the financial system or 
pushing up interest rates. Both Jna and Anantha-Nageswaran 
noted that because the mix of government debt is changing -- 
the GOI relies increasingly on domestically-issued debt and 
continues to be able to refinance at low interest rates -- 

there is little chance of an external crisis. Jha and 
Anantha-Nageswaran also said that the government 
expectations of a shrinking deficit were somewhat 

unrealistic. Jha said that Delhi 

base in the services sector would be difficult to implement 
and Anantha-Nageswaran argued that there had been little 
improvement in the government 

tax collection 

administrative efficiencies rather than policy changes. 


7. Jha said that the deficit becomes more worrying over the 
medium term; if inflation continues to pick up and there is 

no monetary tightening by the government 

pose arisk to growth. He argued 

government can always spend its considerable reserves ina 
cash crunch. Anantha-Nageswaran emphasized that the quality 
rather than the quantity of the deficit is worrisome; if the 

GOI was spending on infrastructure and education 
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would be less worrisome because it would contribute to growth 
and hopefully a virtuous cycle which would allow India to 
grow out of the deficit. Instead 

famously poor 

infrastructure and other capital investments 

administrative costs of maintaining a large bureaucracy. 
P.K. Basu 

similarly lamented the inadequate level of investment in 
infrastructure 

brightest stars -- the software industry centered around 
Bangalore -- has been so successful in part because it has 
limited infrastructure investment needs beyond office space 
electricity and optical fiber. Other industries 

stressed 


Comment 


8. Although they recognize the many challenges for India\'s 
economic development 

that India will continue to deliver a high growth story. 

Their enthusiasm is shared by the Singaporean business 
community and the government 

India\'s growth and expanding ties to East Asia. India has 
become Singapore\'s fastest growing trading partner 
two-way trade increasing by 54 percent in the first half of 
the year. In typical Singaporean fashion 

little to chance 

with India 

the U.S. and China. The GOS hopes to complete negotiations 
of the Singapore-India Comprehensive Economic Cooperation 
Agreement by next year 

holding company (run by Ho Ching 

Hsien Loong) 

equity investors 

Indian economy in less than a year and opening its first 
office outside Singapore in Mumbai 

reports. Not content to be a silent partner 

offers the GOI plenty of advice. Singapore\'s Trade and 
Industry Minister 

week to attend the India ASEAN Business Summit 

on October 20 urging India to conclude FTAs with ASEAN 
countries to quicken its integration with Southeast Asia 

said that the GOI needs to remove non-tariff barriers 
mutual recognition of standards and investment guarantee 
pacts 

order to encourage investment. 


LAVIN 
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drew a \"record number\" of clergy. The dedication was timed 
to take place immediately after the end of the annual 
Episcopal Council meeting in Hanoi. 


3. (U) The dedication of the new cathedral helps mark the 
end of a long and difficult period in relations between the 
diocese and local authorities. When current Bishop Ngo 
Quang Kiet took over the diocese in 1999 

consisted of one priest and a nun in her late 90s. (Note: 
Bishop Kiet 

of Hanoi on behalf of the elderly Archbishop 

significant and rising figure in the Vietnamese Catholic 
church. He is rumored as a likely successor to the 
Archbishop of Hanoi. End Note.) His predecessor 

Pham Van Du 

the first bishop for Lang Son in 1960 

by authorities to reside in the Bishop\'s Office in Lang Son 
City since 1990. 


4. (U) After taking over as bishop 

temporarily transfer some priests from Vinh Long Province in 
Southern Vietnam to Lang Son. In 2002 

priests who had graduated from Hanoi Seminary in 2001. 
Bishop Kiet also managed to get consent from local 
authorities to bring nuns of the Dominican Order back for 
charity and religious work on an ad hoc basis. (Note: 
Historically 

Order in Vietnam 

of nuns from Lang Son Diocese left for the South in 1954. 
End Note.) 


5. (U) Construction of the new cathedral in Lang Son City 
started in 2002 

from local donations as well as Vietnamese Catholics in the 
United States and elsewhere 

reportedly had undertaken long negotiations with local 
authorities over the rebuilding of the cathedral 

destroyed in 1969 during American bombings. 


6. (U) Thuy said Bishop Kiet faced no major difficulties in 
getting permission to conduct the dedication ceremony as 
well as to facilitate large clerical participation in the 

event. The Church had gone through normal procedures in 
seeking approval to organize the dedication ceremony 

was considered an \"irregular activity" requiring special 
political approval as it was not on the diocese\'s approved 
calendar of annual events. According to Thuy 

provincial officials are \"no longer so difficult to deal 

with" He implicitly attributed this change to Bishop 
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Kiet\'s tendency to \"favor conciliatory approaches\" 
concerning operations of the Catholic Church in Lang Son. 


7. (U) Despite the improved relations 

the ceremony told PolFSN that the GVN has not relaxed its 
influence over Church operations 

as compared with Protestant churches. They confirmed 
however 

it comes to disagreements with Hanoi. The GVN cannot really 
\"control\" the Church where there are strong Catholic 
communities 


8. (U) Comment: The experience of Bishop Kietin Lang Son 
is an excellent microcosm for the overall situation of 
Catholics in Vietnam. While clergy still chafe under 
Government restrictions 

twenty years have been dramatic. Credit can be given to 
both sides -- the Church has been patient but determined 
favoring pressure without sustained confrontation -- and the 
GVN and Party have lessened their reflexive hostility to 
organized religious groups. These advances are 

not evenly distributed across Vietnam 

in the mountainous 

progress is perhaps a hopeful sign for other troubled 
minority areas. As always 

required. End Comment. 
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of three disadvantageous terms that China accepted for its 
WTO entry.\" 


ECONOMIC ISSUES -- INCLUDING VIETNAM-CHINA WTO TALKS 


3. (SBU) Dr. Do Tien Sam 

Institute for Chinese Studies 

Prime Minister Khai had a long discussion about measures to 
improve the bilateral economic relationship in order to 

bring it up to the level of the political one. The two 

sides also sought to expand further bilateral relations to 
\"balance\" them with each country\'s \"other bilateral 
relations.\" According to Nguyen Vinh Quang 

General of the Department of Northeast Asia of the Communist 
Party\'s External Affairs Commission 

\"frustrated\" by the unfavorable comparison of Vietnam-China 
economic interaction with that of Vietnam and Taiwan. For 

its part 

economic relations with China to continue to increase. 
However 

\"implement market economies 
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of the market 


4. (SBU) During their meeting 

agreed to aim for \"free trade by 2010 

Institute\'s Dr. Sam told us. However 

progress both sides have made to expand their economic 
relationship 

failure to open its market fully 

even when China grants flexibility on terms of trade 

still requires substantial concessions in response. China 
also blocks Vietnamese imports using non-tariff barriers 
such as phytosanitary restrictions on produce and local 
tariffs on foreign commodities 


5. (SBU) On the question of Vietnam\'s WTO accession 

said that PM Wen relayed China\'s support for Vietnam\'s bid. 
However 

arduous conditions. Vietnam \"knows that it will be 

difficult to work with China.\" Vietnam\'s Minister of Trade 
Truong Dinh Tuyen told his Chinese counterpart that China\'s 
requirements are higher than those of the EU and the United 
States. Ultimately 

bilateral negotiations with the United States and EU to 
convince China to compromise 


6. (SBU) PRC Embassy Economic Counselor Zhang Chixin 
confirmed that 

Vietnam\'s WTO accession 

to use three WTO provisions against China once it had 
entered the WTO. These provisions are anti-dumping 
subsidy and safeguards on textile imports from China. 
TERRITORIAL AND BORDER ISSUES 


7. (SBU) According to Zhou Wenrui 

Political Counselor 

Vietnam\'s \"one-China\" policy and \"opposition\" to Taiwan\'s 
independence. PM Wen and PM Khai also \"briefly discussed\" 
territorial and border issues. Although the land and sea 
border disputes between China and Vietnam have been 
Vresolved 

June border agreement 

such as placing border markers. Zhou expressed confidence 
that this issue would continue to be a \"positive area of 
cooperation between the two sides. The China Institute\'s 
Dr. Sam was less sanguine 

and residents close to the frontier continue to cause 
difficulties 

in territory Vietnam considers to be on its side of the 

border. WVietnam has tried to complete the demarcation 
project 
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progress 

Quang 

been placed 

least five more years. 


8. (SBU) The dispute surrounding the Spratly Islands remains 
the most contentious territorial issue 

and Chinese interlocutors agreed. According to the PRC 
Embassy\'s Zhou 

about the issue 

recent agreement with the Philippines to explore jointly a 
disputed area. During his Hanoi visit 

his country\'s desire to have Vietnam join the two countries 

in this endeavor 


9. (SBU) Vietnamese Vice Foreign Minister Nguyen Phu Binh 
related to the Ambassador that Prime Minister Khai had told 
PM Wen that China\'s actions were in violation of the South 
China Sea Declaration of Conduct and ran contrary to a 
separate PRC-Vietnam agreement on the issue. PM Khai called 
on his counterpart not to implement the deal with the 
Philippines. PM Wen had responded that China\'s joint 
exploration agreement with the Philippines did not 

contravene the Declaration of Conduct and \"does not affect 
the national interests of Vietnam 

invited Vietnam to join the China-Philippines project 

PM Khai responded that Vietnam does not share China\'s view. 
Vietnam believes that any and all agreements related to the 
disputed territory have to involve all the claimants and not 

just a select few 

would send the message to the region that Vietnam sought to 
cut its own deals. Ultimately 

\"maintain good relationsW with China and does not want to 
\"add to bilateral tensions 


VISIT EXCEEDS EXPECTATIONS; VIETNAM INVITES HU JINTAO 


10. (SBU) Apparently 

concerns shared with us by our EU and Japanese colleagues 
knew no ideological bounds. According to the PRC Embassy\'s 
Zhou 

Embassy was \"very worried\" about whether Vietnam would be 
able to pull off a successful visit. However 

there were some \"minor\" problems 

the overall ASEM summit went off without a hitch 

As for future high-level visits to Hanoi 

Secretary Nong Duc Manh extended an invitation to PRC 


SIPDIS 
President Hu Jintao to visit Hanoi 
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dates on the horizon 


COMMENT 


11. (SBU) Although Taiwan came up only briefly during Wen\'s 
visit 

desire to raise the level of the economic relationship to 

that of the political one. Vietnam\'s trade and investment 

ties with Taiwan are booming 

here that economic relations with Taiwan -- especially 
Taiwanese investment -- are among the most advantageous that 
Vietnam enjoys. In contrast 

feeling here that 

it is doing much less for Vietnam than it could. That 

feeling contrasts uncomfortably with Vietnam\'s close 

political and ideological ties with Beijing. 


12. (SBU) Comment 

robust economic relationship with Taiwan and the political 
rejection of Taipei that are a sine qua non of the 
relationship with Beijing are troubling to Vietnam\'s 
leadership. Both Beijing and Hanoi recognize that the best 
way to change this dynamic is to improve bilateral economic 
relations 

barriers to trade. In spite of these efforts 

neither China nor Vietnam intends to roll over on the 
sensitive issues related to Vietnam\'s WTO bid 

expect continued heated discussions as the deadline 
approaches. 


13. (SBU) Comment 

Wen visit refer to an agreement in which Vietnam pledges not 
to use three WTO provisions 

declined to confirm this or provide a copy of the document. 
We find it surprising that the GVN would have signed a 
binding agreement at this point unless the bilateral 
negotiations between Vietnam and China had closed out 

our Chinese and Vietnamese interlocutors confirm that 
negotiations are ongoing. We should know more after the WTO 
United States-Vietnam market access accession negotiations 
in Washington the week of October 25. End Comment. 
MARINE 
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County Government Information Bureau Director Hung Po-Lin. 
In the last election three seats went to Pan-Blue candidates 
two to Pan-Green 

the DPP. Both sides have nominated four candidates 

to gain territory in the LY 
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and independent candidates may complicate the election. 


DPP: A Team of Three 


3. (C) The DPP has nominated three candidates. Lin Kuo-Hua 
an incumbent 

considered a safe bet for reelection. The other two 

candidates 

Yunlin County Council member Chen Hsien-Chung do not enjoy 
the same level of name recognition. Chen is considered by 
many observers to be a particularly weak candidate. (Note: 
The DPP\'s other incumbent 

reelection 

Magistrate next year. End note.) The DPP\'s strategy 
therefore is to have the three campaign as a team 

DPP Yunlin County Chairman Wang Kao-Hsing 

Kuo-Hua can lend his support to the others. Campaign posters 
display the three candidates standing together with Lin 
Kuo-Hua prominently featured in the middle. Furthermore 
DPP plans to conduct periodic internal polls to determine 
which candidates the campaign should focus on. If necessary 
they will implement a \"peipiao\" strategy in the final days of 

the campaign 

candidates by directing voters 

the last digit of their national ID number 

particular candidates. 


TSU: The Activist Councilwoman 


SIPDIS 


4. (C) The TSU has nominated one candidate 

Council member Yin Ling-Ying. She enjoys a reputation as an 
environmental activist 

land development project that would have destroyed the 
habitat of an endangered bird species. Most recently 
exposed a major bribery scandal involving the County 
Magistrate 

in popularity because of the attention she has received in 

the Chang scandal. However 

who is also the brother of one of Yin\'s TSU colleagues on the 
County Council 

dependent on the scandal. Should the scandal fade from 
memory 

better-known independent candidates 

the Taiwan Independence Party (TAIP). Yunlin County 
Information Bureau Director Hung Po-Lin 

was even more skeptical of her chances 

support is \"in the air.\" He further suggested that her 
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activism has gone too far 

accepting bribes to underreport government corruption 

has alienated her most important ally: the press. DPP Deputy 
SecGen Lee Ying-yuan 

different assessment. Yin 


KMT: Three Candidates 


5. (C) The KMT has nominated three candidates: Hsu Shu-Po 
incumbent; Hou Hui-Hsien 

legislator from 1999-2001 

in 2001; and Chang Shuo-wen 

Chang Jung-Wei. The biggest threat to their chances comes 
from several other candidates who have decided to run 
independently after failing to secure KMT nominations. Among 
these is an incumbent 

most KMT votes in the last election. KMT Yunlin County 
Chairman Cheng Ching-Chen claimed she wasn\'t nominated 
because she lost a primary election within the party. 

However 

because her brother is a well-known gangster and the KMT 
fears another scandal. Another former KMT lawmaker with 
gangster ties 

Solidarity Union (NSU) banner. The fugitive Magistrate\'s 
sister 

could collect the sympathy vote from those who believe her 
brother\'s plight is the result of a DPP vendetta. Former KMT 
legislator Liao Fu-Pen 

(Hong-Bao) Pen because of his flagrant vote-buying 

running. KMT Chairman Cheng was dismissive of these 
mavericks 

network of local campaign offices they don\'t stand a chance 
against his nominees. Local attorney Lee offered a similar 
assessment 

should be able to generate enough votes to support its three 
candidates. 


PFP: An Uphill Battle 


6. (C) The PFP has renominated its incumbent 

Chien-Song. PFP County Director Wu Chih-Chou admitted that 
Chen faces an uphill battle. Their campaign has little money 
and almost no support from the central party. Chen 

engineer with his base of support in his hometown of Shuilin 
plans to run on his record of service. When asked what 

Chen\'s strategy for the campaign would be 

example that \"Chen attends many funerals in his district to 
grieve with his constituents.\" Wu lamented 

the PFP was being marginalized because many locals assume it 
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is just a party for ethnic Mainlanders. 


All Quiet on the Nantou Front 


7. (C) Nantou County (pop. 539 

mountainous district located in Taiwan\'s geographic center 

is represented in the LY with four seats. Eleven candidates 
registered for this year\'s election. However 

neighboring Yunlin County 

rather predictable. In the last election the DPP took two 

seats and the KMT and PFP each took one. With three of the 
four incumbents running for reelection this time 

changes are expected. 


Pan-Blue: On the Defensive 


8. (C) The Pan-Blue in Nantou has taken a defensive posture 
nominating only their two incumbents 

and nationally recognized politician Wu Dun-Yi (KMT) and Chen 
Chih-pin (PFP). The decision not to attempt to gain 

territory in Nantou was the result of an agreement between 

the KMT and PFP 

Tseng Ching-chen. Had the KMT nominated two candidates 


SIPDIS 

explained Tseng 

chance of winning because of Wu\'s extreme popularity 
might squeeze out the PFP candidate by siphoning off some of 
his votes. Now the KMT can instead encourage some of its 
voters to support the PFP\'s Chen if polls indicate he is in 
danger of losing to a Green candidate 

Po-wen 

predictably upset. He camped in front of KMT headquarters 
protesting this decision until the October 12 deadline 

which point he registered as an independent. Tseng was 
dismissive of Lin\'s chances 

party primary 

got 91%. 


Pan-Green: Hoping for a PFP Split 


9. (C) The DPP nominated one of their incumbents 
Huo-Sheng and a newcomer 

Magistrate\'s son). The other DPP incumbent 

decided not to run for reelection because he is planning to 
run for Magistrate next year. The TSU has once again 
nominated Chen Tse-Chi 

With the three incumbentsY seats widely considered 
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unassailable 

seat will go to the DPP\'s Lin or the TSU\'s Chen. DPP County 
Chairwoman Lai Yen-Hsueh was more optimistic than outside 
observers about the Pan-Green\'s chances in Nantou 

that former PFP Legislator and James Soong spokesperson Chen 
Chen-Sheng 

Union (NSU) nomination 

PFP\'s Chen Chih-Pin to make it possible for allthree Green 
candidates to win. 


Comment: Issues Take a Back Seat to Tactics 


10. (C) Predictions at this point are difficult to make. As 

PFP Yunlin Director Wu explained 

because vote-buying becomes rampant in the last few weeks of 
the campaign. Although this region is notorious for having 
the most flagrant vote-buying in Taiwan 

much of a factor this will be in December. However some 
things do seem clear. Because of the Pan-Blue\'s defensive 
nomination strategy in Nantou 

current 2:2 split will change. The situation in Yunlin is 

far more complex due to the Magistrate\'s disappearance in a 
bribery scandal 

and the number of independents taking part in the election. 
However 

so many serious mavericks challenging its nominees 

face a great disadvantage. Provided the more disciplined 
Pan-Green makes no big mistakes 

problem maintaining the 3:3 split 

a seat in Yunlin 

majority in the LY this December. 


11. (C) As the very different election situations in these 

two counties illustrate 

role in this December\'s LY election. Factors like the number 
of nominees and the presence of mavericks on either side 
largely determine the nature of the contest. Rather than 
national policy issues 

personalities 

like \"peipiao\" vote-distribution will likely decide the 

outcome. DPP Yunlin County Chairman Wang\'s answer to AIT\'s 
questions about campaign issues was atypical only in its 
succinctness: \"Issues?!\" he growled 

three candidates!\" 

PAAL 
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Reverses Gli-3-Repressor Junction to Promote Digit Formation 
Downstream of Shh.\" 
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2. Embassy understands that no assistance is necessary. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival in Spain. 


4. THREAT ASSESSMENT: 


In general 

other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 

opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart 

the event you are victimized by crime 

security-related incident 

Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 

the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (http://www.state.gov) and the U.S. Embassy\'s 
website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas 

threat information through its Consular Information Program 
documents 

http://travel/state.gov. In addition to information on the 

Internet 

calling the Department of State in Washington 

202-647-5225 from their touch-tone telephone 

information by automated telefax by dialing 202-647-3000 from 
their fax machine. 

ARGYROS 
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Hong noted that the DPP is running a large number of 
first-time candidates who lack name recognition. Without a 
peipiao system in place 

candidates will lose.\" DPP Deputy Secretary General Lee 
Ying-yuan commented that discussions for candidate 
coordination were just getting under way 

candidates have been eager to participate 


Column 3 
the DPP edge in opinion polls into the seats needed for an LY 
majority. 


TSU: Modest Expectations 


SIPDIS 


5.(C) Early expectations for major gains by the TSU appear 
to have fizzled 

party predicting only modest gains over 2001. TSU Policy 
Chief Lee Shangren told AIT that the party has revised its 
internal goal to 20 seats 

would be hard to achieve. DPP Taipei County Magistrate Lin 
Hsi-yao asserted that the TSU could break its current malaise 
if it were to exploit popular sentiment against the 
government\'s support of direct transportation links with the 
PRC. \"During the presidential campaign 

the depth of anti-Three Links sentiment among many voters 
outside of major urban centers 


6. (C) However 

the opportunity to attack the Three Links and continue to 

focus on politics rather than trade. \"We are under intense 
pressure from our business supporters not to campaign against 
the Three Links 

choice between the common people and the business community 
-- we\'d rather have the money than the votes.\" While the 
TSU\'s decision to hold off on attacking the Three Links has 


SIPDIS 

relieved some pressure on the DPP 

concern that recent attacks by former President Lee Teng-hui 
on the government\'s post-May 20 cross-Strait policy line may 
provoke President Chen Shui-bian to revert to the sort of 
China-baiting that featured prominently in the presidential 
election campaign. 


Pan-Blue Challenge: Keeping PFP Votes in the Family 


7. (C) The Pan-Blue camp will have an even tougher time of 
coordinating campaign strategy due to ongoing tensions 

between the KMT and PFP and the presence of a large number of 
renegade Pan-Blue candidates. PFP Legislator (Taichung City) 
Daniel Hwang (Yi-jiao) told AIT that \"we will talk big about 

peipiao 

let alone together with the KMT.\" KMT Legislator (Taipei 

City South) Apollo Chen (Shei-sheng) offered a similar 
assessment. \"For the Pan-Blue 

themselves 
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Yung-chuan told AIT that the KMT does not necessarily need a 
peipiao system because its candidates will be boosted by 
flagging public support for the PFP. \"Sure 

lose seats this time 

more votes for KMT candidates.\" 


Independents May Hold Balance 


8. (C) However 

not automatically shift their support to the KMT. Institute 

for National Policy Research Executive Director (INPR) Lo 
Chih-cheng told AIT that one factor to watch for is whether 
educated Pan-Blue voters 

post-March 20 behavior but unwilling to vote for an 
unreformed KMT 

outlet for their protest votes. Samuel Wu 

advisor to KMT Taipei City Mayor Ma Ying-jeou 

the Pan-Blue should worry more about independents than the 
Pan-Green. \"Our supporters are different from the DPP\'s 
asserted 

without official nomination 

likely to vote for a non-partisan as for a candidate with 

party backing. This factor may be especially important in 
Taipei City 

Pan-Blue candidates as there are registered ones. Among the 
candidates considered as potential threats to the Pan-Blue 
camp are two former DPP Chairmen -- Shih Ming-te and Hsu 
Hsin-liang -- both of whom are polling strongly among 
Pan-Blue (but not DPP) voters. 


9. (C) Officials in both camps suggest that the Non-Partisan 
Solidarity Union (NSU) 

independents (most of whom were expelled by major parties on 
ethical or loyalty grounds) 

determining the election\'s outcome. This election marks the 
first time the NSU has registered as a political party 

making it eligible to receive proportional seats if it gains 

more than 5 percent of the island-wide vote. The DPP\'s Hong 
asserted that such an outcome would impact negatively on both 
the DPP and KMT 

hold the balance of power in the next LY. How this would 
influence the DPP\'s ability to govern is subject to debate. 
Taipei County Magistrate Lin asserted that as long as the 
Pan-Green is within five seats of a majority 

to easily entice non-partisan candidates into its coalition. 

The KMT\'s Tseng 

ideologically closer to the Pan-Blue 

on major policy issues. The DPP\'s Hong assessed that the 
wider the margin between the Pan-Green and an outright 
majority 
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demand from the government in terms of political pork. 


The 2004 Primary for the 2008 Election? 


10. (C) Officials in both camps say this election may also 
serve as an early primary for the 2008 presidential contest. 
President Chen has intentionally given the four competitors 
for future DPP leadership their own independent campaign 
staffs for the LY election (Reftel). Similarly 

contenders for future KMT leadership -- LY President Wang 
Jin-pyng 

using the campaign to build support for their own 

candidacies. Ma advisor Wu told AIT that the Taipei Mayor 
will only campaign for those Pan-Blue candidates (including 
independents) whom he believes will help him rebuild a new 
more moderate KMT. Wang has been less discriminatory 
because his prospects for future leadership depend heavily on 
support from within the LY. Soong is also stumping for 
candidates from across the Pan-Blue spectrum. However 
members of his own party are discounting his potential for 
future political office (Septel). In one very public 

example 

denounced Taipei Mayor Ma October 10 for refusing to help her 
re-election campaign and threatened to retaliate by 
supporting LY Speaker Wang (not Soong) for KMT Chairman after 
the election. 


Comment: No Major Sea-Change 


11. (C) The upcoming election is unlikely to see a major 

shift in seats between the two camps because Taiwan\'s 
multi-member districting system encourages competition within 
partisan camps rather than between them. Nevertheless 
modest Pan-Green majority 

independents 

DPPYs advantage in resources 

Perhaps more significant than the final outcome will be how 
votes divide within the Pan-Blue camp. PFP poll numbers 
continue to slide and there is growing fear within the party 

of a looming collapse. While the PFP is unlikely to 

disappear the way the New Party did in 2001 

could have major implications for future political 

realignment within the Blue camp. A greatly weakened PFP 
will not be in a position to place unpalatable ideological or 
personnel conditions for of a post-election Pan-Blue merger. 
This may help create a \"soft-landing\" for the Pan-Blue 
allowing for the emergence of a more stable and moderate KMT 
leadership capable of playing an effective 

balancing role in opposition. 
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to which all member states must adhere. However 

in Europol does not automatically follow from EU membership 
but rather requires adoption of the Europol Convention. On 
September 1 

members of Europol: Hungary 

Slovenia 

Malta are expected to join by the end of the year. 


18. (SBU) Support for Europol is not uniform among EU law 
enforcement agencies. Many are highly skeptical about the 
value Europol provides. However 

Europol has widespread support and is often cited as being a 
critical aspect of EU integration. Some Member States 

by Germany 

Bureau of Investigation 

itto become fully operational. The agency\'s annual report 
says that 4 

compared to 3 

growing awareness for our services 

in the Member States appreciate the added value given from 
our analysts in the fight against organized crime and 
terrorism 

Mariano Simancas. The European Parliament is considering 
changes to Europol\'s status. The chairman of the Citizens\' 
Freedoms and Rights Committee 

European Parliament\'s Opinion on the Tampere IN" Program on 
Justice and Home Affairs 

rather than an inter-governmental organization and to make it 
subject to the control of the European Court of Justice. 


Search for a new Director 


19. (SBU) Jurgen Storbeck\'s five-year contract as Europol 
Director expired June 30. The organization is being run in 
the interim by Spanish Deputy Director Mariano Simancas. 
The appointment requires a consensus decision. Within the 
next two weeks the Europol Governing Board is expected to 
develop a short list from the nominations submitted by member 
governments. This list will then go to the JHA Council for 
its consideration. The deputy director of Europol thinks it 

is unlikely a director will be appointed for another 
four-to-five months. The major players in the appointment 
are France and Germany. Failure to decide on the Europol 
Directorship before the expiration of Storbeck\'s term was 
seen as most unfortunate 

envisioned in the EUVs counter terrorism efforts. 


Column 3 
Comment 


20. (U) The U.S. believes that Europol has the potential for 
evolving into a major organizational law enforcement 
institution both within the EU as well as in international 

law enforcement fora. As such 

the legal basis for exchanging all forms of law enforcement 
data 

have much with which to reciprocate. End comment. 


Schnabel 


21869 
are taking place above board. 


6. (SBU) The acting head of research at the Ghana Cocoa Board 
(COCOBOD) said his unit does not capture information on cocoa 
imports from Cote D\'Ilvoire 

importation of cocoa beans. The GoG therefore records all 
cocoa beans that it purchases in Ghana as Ghanaian. Although 
he acknowledged that some cocoa is entering from Cote 
D\'Ivoire to take advantage of Ghana\'s current price 

advantage 

are too high. He declined 

crossing the border. 


7. (SBU) Market analysts at the Ghana offices of Nestle and 

Kilian tell Post they suspect that official data on cocoa 

crops from the Ghana/Cote D\'Ivoire border region have been 
altered to conceal origin. They also suspect that the buying 
period was extended by 2 months from April to June 2004 to 
accommodate the movement of beans from Cote D\'Ivoire. (Note: 
there are generally two buying periods in a season. The 

largest crop comes in between October and April 

second 

End Note) 


8. (SBU) Possibly the best indication of wide-scale 
cross-border movement of cocoa is that the premium Ghanaian 
cocoa traditionally commands on world markets has fallen from 
USD 80 to USD 20 per metric ton. Local market analysts say 
this is mainly a result of mixing high-quality Ghanaian beans 
with lower-quality Ivorian beans 

the overall crop. 


Cocoa - Major Contributor to Lower Exports to U.S. 


9. (SBU) Ghana\'s exports to the U.S. in 2003 were USD 82 
million 
116 million in 2002 and USD 187 million in 2001. (Note: the 
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U.S. exported USD 210 million to Ghana in 2003. End Note) 
Lower cocoa and aluminum exports were the main contributors 
to the decline. The closure of Kaiser\'s Valco smelter 

reduced aluminum exports from USD 14.6 million in 2002 to USD 
0.9 million in 2003. Cocoa exports to the U.S. fell from 

almost USD 25 million in 2002 to USD 7.3 million in 2003. 
Despite Ghana\'s increasing cocoa production 

going to the U.S. market because of competition from Asian 
sources. Kilian\'s CEO argues that the decline reflects U.S. 
buyers\' strong preference for cheaper product from Indonesia. 


GoG Secures USD 850 Million Loan to Purchase Cocoa 

10. (U) COCOBOD signed an agreement with a group of 32 
offshore and four local banks for a loan of USD 850 million 

to purchase cocoa from farmers in the 2004/2005 season. 
Ghana has borrowed from offshore banks to finance the 
purchase of beans from farmers since 1994. In the 2003/2004 
season 

increase anticipates significantly higher volume in the 

coming season. 


Comment 

11. (SBU) The current stability of Ghana\'s economy hinges on 
the unprecedented cocoa harvest and the relatively stable 
world cocoa price. Foreign exchange earnings from cocoa 
increased gross reserves to 1.4 billion 

imports. Ghana\'s 5.2 percent real GDP growth rate in 2003 
was achieved in large part because of the 16.4 growth in the 
cocoa sector during the 2002/2003 season. The even larger 
increase for the 2003/2004 season provides strong support to 
the GoG\'s goal for 2004 of a second consecutive year of plus 
five percent growth 

from Cote D\'Ivoire. Nevertheless 

cocoa crop leaves Ghana even more exposed to external shocks 
due to falling commodity prices. End Comment. 


YATES 


21870 

politics is local 

qualifications and community connections. Soochow University 
Political Science Professor and informal KMT advisor Emile 
Sheng asserted that a coordinated island-wide campaign would 
only move the vote by three percentage points in any case. 
KMT Organizational Development Deputy Chairman Elton Liou 
told AIT that since June he has been visiting local KMT 
organizations to assess the strengths and weaknesses of each 
LY candidate and found most candidates uninterested in help 
from Taipei HQ. Liou asserted that this was natural 
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most KMT LY members rely on their own relationships and 
connections to secure re-election. Compared to a 
presidential or magistrate election 

central organization has less of a role to play in LY 
campaigns. 


3. (C) Nevertheless 

Taiwan\'s multi-member district system 

play a number of critical roles. Perhaps none is more 
important than ensuring the nomination of a correct number of 
candidates. While the PFP remained conservative in its 
nomination numbers 

than the number of its incumbents. Moreover 

members who did not win party nomination have launched 
independent campaigns. Elton Liou said that little could be 
done about the problem. \"This is the KMT 

tradition 

between the DPP and KMT is that \"KMT members always think 
they do not derive their power from the party." KMT 

officials are equally pessimistic over their ability to 

enforce a coordinated voting distribution strategy (peipiao). 
Ho Szu-yin told AIT that psychologically it is very 

difficult to ask voters not to cast a vote for the candidate 

of their choice 

whole. Former Organizational Development Chairman Ting 
Shou-chung said that \"peipiao\" might work in northern urban 
areas but local factions in central and southern Taiwan have 
their own ideas on who they want to support. 


Three Issue That Could Undo the Blue 


4. (C) Despite the emphasis on local campaigns 

KMT say there are national issues that could affect the 
Pan-Blue\'s election prospects. KMT Legislator (Taipei South) 
Apollo Chen (Shei-sheng) told AIT that 

meeting with KMT Chairman Lien Chan 

that the party must handle successfully in order to remain 
competitive in the year-end election -- the KMT-PFP merger 
the November 4 court decision on the presidential election 
challenge 

Incident (marking the anniversary of the KMT government\'s 
1979 crackdown on an opposition magazine run by senior 
members of the current administration). Since Chen\'s 
warning 

first issue. A very public KMT attempt in the final days of 

the registration period to bully the PFP into accepting a 
merger has only increased animosity between the two parties 
and further hindered cooperation (Ref A). While both sides 
have tried to bury the hatchet 

fester. Despite a renewed call for immediate merger last 
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week by PFP legislators from central and southern Taiwan 
observers believe that a merger can be realized before the 
election. 


5.(C) The courts are not expected to rule on the first of 

the two March 20 election-related cases until November 4 

the KMT is already showing signs of fumbling that issue in 

the form of its \"Truth Investigation Commission\" created by 
Pan-Blue legislators in August. KMT moderates complain that 
the leadership\'s continued focus on the last election has 
distracted the party from adequately planning for the next 

one and alienated centrist voters who likely regard the 
Pan-Blue protest as \"sour grapes.\" KMT Taipei City Councilor 
Chen Yu-mei bemoaned to AIT that during a recent meeting with 
Lien Chan 

March 20 

election. Lien and other top KMT officials continue to see 

all politics through the lens of March 20 

to political realities. When asked by AIT in early October 

what the Pan-Blue election strategy would be 

President Wang Jin-Pyng replied \"the Truth Investigation 
Commission. When pressed to elaborate on how exactly this 
would help the KMTYs LY prospects 

said 


6. (C) Apollo Chen\'s third issue 

represents a more generalized fear that the Pan-Blue will 
fall into the same nationalism trap the Pan-Green set for 
them during the last election (Ref B). Chen told AIT that he 
specifically warned Lien not to let the PFP trick him into 
making sour and sarcastic remarks before the December 10 
anniversary of the incident. Chen asserted that this would 
only alienate the majority of ethnic Taiwanese KMT supporters 
and boost the PFP among the minority ethnic Mainlanders. 
Confident that the current leadership can not win on the 
issue 

avoid anything related to Taiwan nationalism. The KMT\'s 
Ting 

will simply focus on non-sensitive issues like the economy 
volunteer army 

such as PFP Legislators Lin Yu-fang and Sheu Yuan-kuo 
actively campaigning against issues like the USD 18 billion 
defense procurement budget as part of their appeal to deep 
Blue voters in Taipei City. As with the Formosa Incident 
KMT moderates fear that the PFP\'s posturing on the defense 
budget will leave the entire Pan-Blue camp vulnerable to 
charges of selling out to Beijing. 


Herding Cats 
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7. (C) KMT\'s Elton Liou told AIT that there is a recognition 
that the Pan-Blue needs to at least respond to DPP attacks 
during the campaign 

consensus on how. Liou noted that the party has identified 

the Truth Commission 

passive-aggressive stance on the special defense procurement 
budget as key vulnerabilities 

made it impossible to craft a coherent response. After 

arguing for hours on the problem 

the KMT could agree upon was to adopt the ambiguous slogan 
\"Make things right" Personality clashes and personnel 
reshuffles are compounding the KMT\'s woes. Su Chi 
influential Lien advisor 

after being denied a \"safe\" seat on the KMT\'s proportional 
candidate list. On October 18 

discussion 

summarily fired over a still obscure spat with a scion of the 
Chiang dynasty. 


Comment: Incompetence is Relative 


8. (C) If we needed proof that the KMT has changed over the 
last four years 

has abandoned the centralized bureaucratic organization that 
was key to past electoral victories. The KMT created the 
peipiao voter allocation system. Now the KMT says it cannot 
enforce this system among its supporters. Second 

that build the ROC military and took considerable pride in 
cultivating an image of defenders of freedom now campaigns 
against funding defense. 


9. (C) This is the situation that many KMT legislators feared 
in the aftermath of March 20 when the party leadership 
diverted all their attention and resources to fighting the 
presidential election outcome. Despite the chaos in the 
central headquarters 

Individual candidates in both northern and southern Taiwan 
are polling well in their districts 

own victory. This stems in large part from the fact that 
compared to the PFP (Septel) 

and unity. Most KMT candidates are optimistic that their 
individual strengths 

the KMT as a party to come out of the election at least as 
strong as it started. 

PAAL 


21871 

border dispute would be resolved \"very soon.\" Lufti further 
stated that a ministerial-level meeting was being planned 
following Ramadan (which ends on/about November 13) to 
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discuss the border and other issues of \"mutual cooperation.\" 


3. (S) FM Muasher told A/S Burns and Charge October 18 that 
the joint Syrian-Jordanian border committee had met recently 
(with more meetings to come) 

complete. According to Muasher 

on a recently raised concern about an estimated 1 

nationals living in Syrian-occupied Jordanian territory. 
Jordanian officials see this concern as either an effort to 

throw another obstacle in the path of agreement or as an 
unwarranted bid for Jordanian compensation. However 

said 

include 2.5 square kilometers of Syrian territory occupied by 
Jordan 

disputed region. Muasher said the King wanted to move quickly 
to resolve the issue 

international pressure. DAO septel will report a more 
pessimistic read-out on the joint talks from Jordanian 

military participants. 


4. (U) Baghdad minimize considered. 


Visit Embassy Amman\'s classified web site at 
http://www.state.sgov.gov/p/nea/amman or access the site 
through the State Department\'s SIPRNET home page. 
HALE 
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placing a priority on economic and security goals and on 
balancing China\'s influence 

regime delighted that yet another neighboring country is 
willing to leave democracy and human rights off ofthe 
bilateral agenda. As the Indian Ambassador recently told the 
COM and other diplomats: \"India\'s overriding concern is a 
good relationship with this (Burmese) government; 
democracy... is secondary." End Comment. 
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committed to ensuring the safety and security not only of 
USG facilities and personnel 

traveling to Vietnam. He noted that when in Vietnam both 
foreign visitors and Vietnamese employees of the U.S. 
Embassy in Hanoi and Consulate General in Ho Chi Minh City 
are obligated to follow the laws and regulations of Vietnam 
and bear responsibility for violations. Minister Anh agreed 
that timely consular notification in cases of arrest or 
detention of American citizens is an important issue and 
proposed a \"working session" between relevant sections of 
MPS and the Embassy. Referring to incidents involving 
harassment of FSN employees 
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cases in which \"things happen that are unexpected or 
undesirable.\" On the subject of law enforcement and 
counterterrorism cooperation 

appreciated\" the information the United States had provided 
to Vietnam on terrorism and narcotics. He reaffirmed the 
right of Montagnard residents of the Central Highlands to 
join their relatives in the United States under legal 
immigration programs and asked for a list of cases in which 
we believed there had been problems obtaining documents. 
End Summary. 


2. (SBU) The Ambassador called on Minister of Public 
Security Le Hong Anh October 20 

and the acting DEA Country Attache. Anh brought only his 
administrative chief of staff and the Director of the 
Department of International Cooperation; no one from the 
security side or the General Department of Police was 
present at the meeting. 


CONSULAR NOTIFICATION 


3. (SBU) The Ambassador stressed the seriousness with which 
he takes his responsibility for the welfare of American 

citizens in Vietnam and emphasized that the Embassy and 
Consulate General must have timely information about arrests 
and detentions of American citizens as well as the ability 

to hold frank and private conversations with American 
detainees. While taking care to emphasize the importance of 
foreign visitors\' adhering to Vietnamese law 

acknowledged Vietnam\'s obligation to provide security for 
American citizens in Vietnam and to notify the U.S. Embassy 
or Consulate in the event of the arrest or detention of an 
American citizen. The issue of notification 

\"ought to be dealt with in a working session between 

relevant sections of the Ministry and the Embassy." (Note: 
Post will follow up on this offer next week. End Note.) 


HARASSMENT OF FSNs 


4. (SBU) The Ambassador noted to Minister Anh that some 
employees of the U.S. Embassy in Hanoi and Consulate General 
in Ho Chi Minh City had been detained and interrogated by 
security personnel despite the fact that they were carrying 

out their regular and official duties. In the future 

Ambassador suggested 

of a USG employee 

Embassy or Consulate General. For MPS to pursue these 
concerns directly with the employees is \"very disturbing 

the Ambassador said. Anh responded that 
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unfamiliar with the cases the Ambassador referred to 

could think of no reason why USG locally hired employees are 
not free to act \"if they are not violating regulations or 

rules.\" If there is some reason for an employee to do 
something \"suspicious 

should inform MPS about which employee would be carrying out 
which task. \"As the hosts of your diplomatic mission 
continued 

the execution of bilateral relations. If some things happen 
that are unexpected or undesirable 


MONTAGNARD FOLLOW-TO-JOIN APPLICANTS: NO PROBLEMS EXIS 
WE\LL INVESTIGATE 


5. (SBU) The Ambassador raised the issue of over 250 
Montagnard Visas 93 follow-to-join applicants from the 
Central Highlands whom we believed had encountered problems 
applying for passports and other necessary documents to 
complete their applications for permission to come to the 
United States. Minister Anh provided a lengthy explanation 
of Vietnam\'s ethnic harmony and (referring to the April 2004 
protests in the Central Highlands) noted that \"some people 
in some countries ignorant of the true situation in the 
Central Highlands\" had distorted the situation created after 
the \"recent excitement induced by undesirable people trying 
to undermine Vietnam.\" The Minister said that 

\"eligible\" applicants from the Central Highlands 

should be no difficulty in procuring documents and noted 
that Vietnam has extensive experience in cooperating with 
the United States on immigration 

Humanitarian Resettlement Program. To facilitate a GVN 
inquiry 

people who had had difficulty in applying for documents. 
(Note: Post will work with ConGen Ho Chi Minh City to 
compile a list. End Note.) 


COUNTERTERRORISM: APPRECIATE ASSISTANCE 


6. (SBU) The Minister stated that 

counterterrorism 

that MPS greatly appreciates the information the USG 
provides on terrorism (and on narcotics cases) and said he 
hopes in the future to have \"cooperation 

assistance from the USG in dealing with terrorism.\" 
Minister Anh added that the sandbag-filled shipping 
containers the U.S. Embassy uses to provide setback space 
from the Chancery \"have psychological effects only and are 
not effective in preventing terrorist attacks.\" The 
Ambassador replied that the value of additional setback in 
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limiting damage from vehicle bomb attacks is well 
established. In response 

committed to providing absolute security for American 
facilities and personnel." He offered to consult with the 
City of Hanoi regarding the possibility of switching to more 
attractive and unobtrusive barriers to replace the Embassy\'s 
containers 

due to \"planning obstacles\" or if the barriers are 
considered inconsistent with Hanoi\'s role as the cultural 
economic and political capital of Vietnam 

be nothing MPS could do. 


7. (SBU) The Ambassador stressed that in addition to the 
United States providing training and assistance to MPS on 
counterterrorism and counternarcotics 

be working closely at the operational level. The ability of 
law enforcement officers to work directly with each other - 
currently prohibited by MPS - is essential to the successful 
effort to combat terrorism and transnational crime. \"Current 
bilateral counternarcotics and counterterrorism activities 
are commendable 

should do better" to achieve more effective cooperation. 
Minister Anh pointedly chose not to respond to this point. 


8. (SBU) Comment: Minister Anh spoke softly in a southern 
accent and looked considerably older than his 55 years. 
There is a tendency to minimize Anh\'s power and influence 
and exaggerate the clout of two of his more outgoing 
deputies 

Tiem (on the police side). This tendency is exacerbated by 
the fact that Minister Anh meets foreigners rarely - this 
meeting was his first with any American interlocutor in more 
than two years. We may 

Anh has made it to the top of a tough organization and has 
been an influential member of the Communist Party Central 
Committee for eight years. 


9. (SBU) Comment 

comments were within expectations 

(notably greater operational-level law enforcement 
cooperation 

to satisfy ourselves with the fact that our concerns have 
now been heard at the top. In other areas 

offer to review the list of Central Highlands Montagnards 
who have had trouble with local security forces and the 
suggestion of a working-level session on consular 
notification procedures 

was gratifying. The challenge 

translating policy-level promises into working-level action. 
End Comment. 

MARINE 
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that 

had been able to be reunited with their families. In a 

separate conversation 

the 13 with an official in Ho Chi Minh CityYs External 

Relations Office. At the time 

substantive response but noted that 

into Vietnam \"illegally 

Earlier 

chose to return voluntarily would not/not be punished. 


3. (SBU) Comment: We will attempt to confirm MFA\'s 
assertion that the 13 have returned home safely 

often easier said than done. Our experience has been that 
getting any information at all from central government and 
provincial authorities on Central Highlands migration 
questions has been difficult. Previous inquiries related to 
this issue have been studiously ignored 

the GVN considers the Central Highlands a matter of 
\"national security.\" End Comment. 
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which companies can file for patents on products not yet 
on the market but which are past the usual period for 
filing). Two ministers assured the Ambassador that one 
or both pieces of legislation would be on the 
government\'s agenda before the end of September. In 
several government sessions held since then 

the issue was not considered. 


3. (SBU) Government and industry contacts report that 
the local generics industry and the Minister of Health 

(and Deputy Prime Minister for Economy) Andrija Hebrang 
oppose the MOU. Hebrang is wrestling with an enormous 
budget gap in the public health system 

industry believes he extracted large pricing concessions 
from local generics manufacturers in partial exchange 

for delaying the introduction of data exclusivity. In 

the meantime 

of marketing requests for locally-produced generics 

which rely on U.S. test data for registration 

approved and the copied drugs are being put on the drug 
reimbursement list. 


EC Innocent... Sort Of 


4. (SBU) In late September 
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occasionally accurate weekly) published a titillatingly 

titled article 

Viagra. The article claimed that the European 
Commission had written to PM Sanader opposing the MOU. 
The EC Delegation confirmed that no such letter existed. 

In fact 

European Integration of the need to get cracking on data 
exclusivity 

periods. However 

Vwas not overjoyed with the prospect of the MOU.Y She did 
not provide an explanation other than exasperation that 
Croatia did not discuss or share the MOU with the 
Commission before it was ratified.\" 


5. (SBU) The MFA has confirmed that the EC Delegation 
had recently made informal remarks in meetings with GOC 
officials indicating \"serious questions\" about the MOU. 
Head of the North America Desk at the MFA -- a supporter 
ofthe MOU -- said 

harder. Some clarity would be appreciated.\" 


6. (SBU) Econoff met with visiting EC staffers on 
October 18 

Internal Market DG. The officials said that they had no 
objections to the two pieces of legislation as long as 

they were non-discriminatory and did not prevent Croatia 
meeting its obligations under the Interim Agreement. We 
shared frustration that the Ministry of Health was 

telling each of us that the other was an obstacle to 
devising data exclusivity language. 


7. (SBU) Deckers did note that Croatia would have to 


\"denounce\" some parts of the MOU upon EU entry 
procedural rather than substantive reasons. Other parts 
ofthe MOU 

conform to EU Directives 

details. The Commission\'s Croatia Desk Officer went 
further 

want to do anything to complicate Croatia\'s accession and 
implying that the MOU could cause problems. Econoff 
asserted that bringing the MOU into effect was not 
negotiable and noted that the mixed signals being sent 
about the MOU were being used by those who wanted to 
block data exclusivity and pipeline protection 

hurts us both. 


DELAWIE 
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Spanish National Police broke up 70 criminal networks and 
made 200 arrests during 2003. In 2004 

pace to arrest greater numbers of human traffickers according 
to press reporting. The ABC report provides further possible 
insights into human trafficking issues 

investigate with GOS authorities in our discussions on TIP. 
ARGYROS 
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crucial topics to explain clearly to donors 

UNHCR staff for getting the message across well over the last 
several months. 


4. (SBU) Mr. Morjane said 

UNHCR to continue its \"roving missions\" to Karen and Mon 
States and Tanintharyi Division to provide some basic 
assistance and prepare a more in-depth assessment of the 
region should the political conditions for return improve 
suddenly. He indicated that UNHCR\'s NGO implementing 
partners 

agency to continue its activities in Rakhine State and in the 
eastern border area. 


Worrisome Changes? 


5. (SBU) Mr. Morjane did express some concern regarding the 
recent power shift in the SPDC 

former Prime Minister General Khin Nyunt (ref A). Because 

the UNHCR\'s access to the Thai border regions is based on an 
accord signed with Khin Nyunt 

whether the agreement will outlive his prime ministership. 

Mr. Morjane said UNHCR intended to lie low for the moment and 
not press the issue. 

Martinez 
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me 

(Vincho) when questioned by a reporter in 2000 about his 
reputation for controversy. It was a good 
self-characterization then and remains true today. Vincho 
well known attorney who heads a family law firm that is one 
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of the oldest in the Dominican Republic 

public spotlight at age 73. He is currently defense counsel 
for Ramon Baez Figueroa (\"Ramoncito\") 

various fraudulent acts in conjunction with the failure of 
Banco Intercontinental (Baninter) in 2003. Vincho is not 
keeping quiet on the high profile case. Whether you 
characterize him as a defender of crooks or a zealous 
advocate for his clients 

Dominican legal circles and in politics. 


2. (SBU) Vincho Castillo began practicing law in 1954 

the Trujillo dictatorship. He has been a constant on the 
political scene almost since that time. Over the past 50 
years he has served as the President of the National Council 
on Drugs (1996-2000) 

political party he founded (the Progressive National Force 
Party) (1986) 

countering accusations of widespread election fraud (1978) 
successfully prosecuted former President Jorge Blanco on 
corruption charges (1986-87) 

Congress (1961) 

Dominican media as a radio and TV talk show host and guest. 
He prominently supported the 2004 presidential effort of 
Leonel Fernandez 

cooking that would favor Baez. Over the past six months it 
seems that Vincho has been in the media almost daily. 


3. (U) During Castillos stint as President of the drug 
council 

outspoken opposition to narcotrafficking and all associated 
activities. He was credited with keeping counternarcotics 
efforts near the center of Dominican political debates during 
President Fernandez\'s first term and with helping the USG 
secure implementation of a 1910 bilateral extradition treaty 
that had lain dormant for over 80 years. 


4. (C) In a meeting in February 2000 with then U.S. 
Ambassador Charles Manatt 

activities in the Dominican Republic were broader than most 
people realized. He maintained that there were no longer any 
borders between narcotics trafficking 

terrorism. In that same conversation 

discussions of extradition and money laundering by saying 
\"Extradition of street killers is one thing 

Dominican Republic will really make progress when it 
extradites a corrupt banker.\" (reftel A). 


5. (C) His 2000 views seem to us to be right on the mark - 
he is now defending a banker who may have broken not only 
Dominican laws 

the failure of Baninter is well documented 
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not yet reached the trial stage in the Dominican courts 
(reftel B). An ongoing investigation in the Southern 
District of Florida may provide the basis for a criminal case 
against Baez there. If that should occur 

little doubt that Castillo would provide the most zealous 
defense possible to oppose any attempt by the USG to 
extradite Baez to stand trial in the United States. 


6. (C) Castillo defended Baez not only in the courtroom but 

also in the court of public opinion. At every opportunity 

Vincho claims that Baez is not guilty and that the true 

culprits in the Baninter failure are former Central Bank 

Governor Lois Malkum and former Superintendent of Banks Julio 
Cross. Vincho made headlines in recent weeks with totally 
unfounded charges that the U.S. and Canadian ambassadors were 
pressuring the courts for conviction of Baez. Vincho 

blustered that he was thinking of suing both diplomats; 

Supreme Court Chief Justice Jorge Subero Isa told reporters 
that the judiciary was not under pressure and would not heed 
any such efforts to influence it. 


7. (C) Vincho has said that should the case progress 
against Baez 

former officials who held office under President Mejia. Last 
week he called formally on the local office of the 
Organization of American States to assert that the legal team 
will be filing a brief with the InterAmerican Court of Human 
Rights because interrogations have begun without the delivery 
to the defense of the full 40 

the investigating magistrate. Vincho\'s long memory 

in prior endeavors 

political fodder 

attention of a government led by a President who may have 
known during his first term of Baninter\'s penchant for 
questionable dealings. 


8. (C) During the transition period before President 
Fernandez took office for the second time 

name was rumored by numerous Embassy sources to be in the 
running for Attorney General or Legal Advisor to the 

President. He was not named to either post. We have been 
told that Vincho had no desire to take on a government job at 
this time as it would deprive him of the substantial fees he 

is earning from the Baez family. 


9. (SBU) Although 73 

on the Dominican legal field. Two of his sons are following 

in his footsteps. Pelegrin Castillo Seman is a 

representative in the Dominican Congress and Vinicio Castillo 
Seman is an attorney in the family firm. Vincho has one 
other son and a daughter. 
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10. (C) Vincho shows no signs of slowing down. With force 
and craft he continues a ferocious defense of Baez that many 
think will keep that crook safe 

Vincho\'s success 

grounds 

reinforcing the rule of law in the Dominican Republic. 


11. (U) Drafted by Angela Kerwin. 


12. (U) This piece and others can be found at our SIPRNET 
site 

http://www .state.sgov.gov/p/wha/santodomingo/ along with 
extensive other material. 
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compromises as parties in coalition with his own Democratic 
Party put forward candidates. He described half the new 
cabinet as non-political people whom he chose freely. 


5. (C) At the first Cabinet meeting to be held on Oct. 22 
SBY said that he will establish the roadmap for the new 
government and lay down the rules of the game for all the 
ministers. He will want all of them on board with his 
leadership and said they will journey together based on 
common views. While he made concessions in his choices 
SBY said he would not allow anyone to highjack his freedom 
and that he made his own decisions. He will appoint a new 
military commander and police chief at a later stage. 


6. (C) He acknowledged that the strength of his popular 
mandate would help him deal with \"conflicts of interest" 

and would help him move his policies and strategies 

forward. Smiling at a comment by the Ambassador expressing 
surprise that the People\'s Consultative Assembly (MPR) did 
not permit SBY to speak at the swearing in ceremony (ref. 

A) 

MPR Chairman Hidayat Nur Wahid encouraging him to be open 
to establishing new traditions. 


Encouraging Foreign Investors 


7. (C) The Ambassador reaffirmed our hope that SBY would 
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if the CFU follows the advice of the 


but one worth urging along. 


however 
we estimate that the GOZ continues to expropriate 


but suggests the CFU may run 
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(3) ZANU-PF is combating 
(4) ZANU-PF is invincible 


for example 


including SADC 


he urged the USG to use 


s campaign to legitimize 


Y which 


but maintained that the partisan 


s disingenuousness. He expected the delimitation 
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Taylor-Freeme 
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and (5) the MDC is 


signaled their conclusion 


to keep the pressure on the GOZ and 


Column 4 


s experience in running the majority of 
s cities in the face of relentless ZANU-PF 


the best realistic scenario the 


including regional players. This 


especially in 


although he had initially had 
he now joined in the remarkably united 
s decision 


s credibility with civil society. Nonetheless 
s ability to 


Coltart expressed gratitude for USG 


including the UK. He urged the 

singling out 

the Zimbabwe Lawyers for Human Rights 
Crisis in Zimbabwe Coalition 


Column 5 


the 
and 
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Coltart has been hardened by years of human 


s public posture but makes little allowance for the 


Gandhi Mudzingwa (ref A). Indeed the 


s mixed bag of projected electoral reforms - more 
sharing of voter rolls 
high-level public speaking against partisan 


the opposition leadership will feel obliged to 
even as it tries to 


Coltart\'s role will 
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we are determined to prevent and control corruption 
internal and external auditing and investigation 


Baiden promised to follow through with the 


which could enable 


a bilateral agreement between 


virtually 


the officers were better 
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the US Embassy donated forty patrol bicycles 


established with 
has so far only operated in 


the GPS plans to expand the community 


the Chief 
Mr. Edwin Barnes 


as 


and enhance efforts at community policing. 
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the Prime Minister determines 


\" the lowest in 
revealing state secrets to foreign sources 


which carries the death penalty or life in 


Column 4 

Prime Minister Phan Van Khai issued a new 
replacing a list issued in 

defense plans 


documents on \"important 


state budget figures 


the GVN classified 


as well as reports and 


along with some of the journal\'s studies on 


the Minister of Public Security classified 


along with public essays 


the Prime Minister released a list of 


some biographical 


national defense and external affairs documents 


Column 5 


national reserves and movements of 
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editor-in-chief of the Legislative Affairs 
opined 


in the past Government officials had declined to 


deputy chief of the Hanoi office of 
said the 


which might favor \"cautious 


it is difficult to assess whether 


and the GVN still maintains rigid control over the 
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Rangoon-based liaison for UN Special Envoy 
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Razali has made 


but the regime has declined \"because they have 


ina 

\" including 

September 30 asa 

de 

Razali plans to consult at the Department 

EAP A/S Kelly and others as 


although he plans to limit his 


de Riedmatten said the session will be difficult 


might decline the 


\" said de Riedmatten \"which Razali can 
from his and Razali\'s perspective the outcome of the 
\" de Riedmatten said \"but 


and added that the SPDC is 
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with 
as Foreign Minister 


a tighter international consensus would 


criticizing the National Convention process 


9/24/2004 10:30 


General Khin Nyunt\'s primary 


Khin Nyunt also conducted 
which included bilateral meetings with 
Prime Minister Lee 


said de Cruz 


\" 


including a threat \"to do something 
\" were an 


Minister Goh replied that Singapore would like to 


but observed that 


down from about 400 four years ago 


Column 5 


can 
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and Senior Minister 


delivering a rote explanation of the 


and new 


Column 4 Column 5 


but urged the regime to develop a timeline and to be 
particularly by ensuring ASSK and NLD 

in order for the international community 

to view the results 

particularly Special 


high-profile 
highlighting 


or even in a subsequent 


Khin Nyunt and the SPDC view the trip as another 


in the 
would not share 


9/24/2004 10:30 04TEGUCIGALPA2722 

9/24/2004 10:31 04ABUJA1655 

if not to be used.\" The issue if 

he said might be the volume of crude to be 


which he deemed too high. 


prices above $40 a barrel are \"outrageously 
OPEC ministers 
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which brings Nigeria\'s OPEC quota in line 


but temporary capacity output. 
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but highlighted continued administrative 


dividing the proverbial 


however still appeared on the 


well-connected businessmen with ties to 
were relatively unknown in 


both of whom have made veiled 


both at the ballot box 
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nor the President\'s 
denied rumors that an early September meeting between 


Kocharian\'s office confirmed that the 


Chairman of Armenia\'s Helsinki 
told DCM on September 22 that the election was 


Kocharian reportedly avoided a 


BUT PROBLEMS REMAIN 


but noted continued administrative glitches and 


although these observations were not part 


it appears 


the withdrawal of the Procurator 
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and despite the rumored 


Baghdasaryan emerges as the real winner of this 


but merely the absence of a close 
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MFA Director for Turkey/Cyprus 


recent moves to include criminalizing adultery in 


no matter how much 


\" he lamented. The only rational explanation Ricci 
such as those dealing with 


military participation in government and Kurdish 


and the more fundamentalist members of the 


said Ricci. 
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without sentimental rhetoric or references to 


\" and 
and predicted a 


with many 


\" and a \"yes\" in December but not unconditional. He 


low profile\" manner. Public statements by 


not help Turkey\'s 
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is sometimes used freely by 


and fueled by criminal 
while described as 
is more properly attributed to the 


and occurs primarily within the ljaw 


and who also 


leader 
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only a couple of days before that first 
a source close to Asari reported that the 


Rivers State Governor Peter Odili and 


and reportedly says he will 


but a member of Asari\'s 


sea and air" and that the battle has not gone well for 


our SSS source could only confirm 


V he said \"and every effort is being made to keep it 


perhaps as many as 


I will 


many reporters in Port Harcourt have 
slapped and \"threatened directly" with bodily 


but tear gas is plentiful in Nigeria. 
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Obasanjo has been seeking dialog in order to halt the 


Obasanjo reportedly asked 


some of the disputes in the eastern 
\" the Australian 


there is a ceasefire between 


and militants from 


delays in 


the center is boiling. Recent military 

s Australian consultant the center 
in Rivers and Bayelsa states is 

Asari claims that the clashes in and 


Ateke Tom and another militia called the 
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and supposedly would welcome \"external 


ASARI AND TOM 


Odili reportedly 
Ateke Tom to ensure the 


but not involved in hiring 


Asari was having second 
and said he 


Bayelsa and Akwa Ibom elections in favor of the PDP 


he has 


by all 

grave. At least hundreds have died perhaps 
mostly innocent 

s knowledge of the area and his 

the fighting is 
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reactions of our interlocutors were either extremely 


only one locally-produced 


and that came from the Cong An Daily (Police) a paper 


to date only one HCMC paper Nguoi Lao Dong 
has carried a similar interview. 


a trade mission led by Washington 
positive front-page 


the Communist Party\'s official 


when the only comment on CPC 


the bilateral 


the CG provided numerous openings yet absolutely 
as PAO met with various 
the subject was never 


their focus 
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asthe GVN 
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joined by Zulia state Governor Manuel Rosales and 
a former 


said the major opposition 


MAS) the latter of whom is embroiled in a high 


which will focus on documenting the fraud 
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left the Coordinadora prior to the signature appeals 
depending 


it is reasonable that the opposition governors and 


at least will spell the 
however in beating the well organized and 
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which included addressing 
bringing US-EU Mutual Legal 
and 


Amb. Sobel DHS Assistant Secretary Susan 


Interior Minister Remkes and Immigration 


representing the EU Presidency Luxembourg 
representing the incoming 
EU JHA Commissioner Vitorino his DG Jonathon 


representing the 
and de Kerchove of the EU Council Secretariat. 
transport security 


Column 4 
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such as this meeting 


would be continued through 


from the US-EU 
for the Dutch presidency: 


attack cash couriers) 


e.g. getting PNR 


the 


but there was still much to do. He 
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Sec. 


Donner noted information 

but a balance needed to be struck between data 
find 

proportionality and necessity of 


as well as keeping the public trust. The 
saying we needed to make sure we had good 


especially as the EU develops its own Schengen 
which will 


hardening 
improving reporting of 


ferries) 
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noting this 


noting they would 
he announced New Zealand and 


staff 


co-hosted by DHS and the 
which would promote such an 


anew EU agency dealing 


Sec. Ridge Donner and 
primarily from around Europe. Allthree 
the Secretary emphasized 


in our view and 
is 


Column 4 
you can avoid the 


Donner told the Secretary 


CSI 


a Dutch-Swiss software program to 
as a good 


noting the Dutch 
had helped drive 


it would be 


Column 5 


radiological 


by being the first 
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the Secretary met with a 


biometrics the terror risk rating 


\"the Secretary said most 
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and protect and promote human rights (as a 
HMA chair 
spelling out HMA 


government 
or members of the media and HMA authorities 


but also emphasized that a lack of financial 


Mutinga noted that the HMA 
but also to respect professional standards. 


Mutinga noted that the HMA is currently 
including some 


and in response to the Ambassador S 


s plenary conference. 


SRSG William 
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as well as a 
s office 


Mutinga 


the HMA officers 


including the issue of 


with the Independent Electoral Commission 
pending their availability. The New 
satisfying 

and paving 
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Istanbul 
Izmir 
Aksaz-Karaagac and Agalar. The opposition 


and asking whether the US 


the CHP charged. 


the Foreign Ministry Spokesman clarified that the 


near Ankara. The 
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Izmir 
Iskenderun 
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but was subsequently turned over to 


) 


and 7 Turkmen police were killed by US forces 


the doctors claim that 
including dozens of new- 


they claim had taken increasingly repressive 


in New 


activities of 
and the lack of security 


the EU the 
UN Security 
and Iraq\'s neighbors. On Thursday FM Gul 


\"Hurriyet\" reports. 
an assembly of Iraq\'s Sunni scholars denounced 
and 
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will be the first 
becoming a local 


Cargill is the "nightmare" of Turkish sugar 
the paper stresses. Cargill has been 


\"Radikal\" reports. The government-in-exile formed 
convened in the US Congress on 


and arrested and executed tens of 


Turkey tried to decipher what 


the problem was apparently resolved with 


PM Erdogan\'s strategy may have prevented the EU 


PM Erdogan\'s reliability in the eyes 


the 
and it is 


which was confirmed by Verheugen when 


Column 4 


we have managed to overcome problems on the path to the 


we understand the close US interest in the matter. 


or when 
Ankara 
this 


the US 


the fact is that we live in a world controlled by a 
the EU depends on the US 


the US could 


we can see 


all of these arguments prove 
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Garcia said GOB priorities in South 


and 


import substitution programs to increase Brazilian 
and expansion of the 
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notably Petrobras. 


and for 


noting that its central importance was in refocusing 
with new 
which is being 


Garcia said the GOB believes Brazil 


and he regretted media commentary that 


but given the 
Brazil\'s 


and (5) continuing to expand 


Column 4 


Column 5 
his academic pedigree from years of teaching and 


speculation earlier in 


drafts the president\'s international speeches 


it is not at all apparent that his positions on 
we intend to maintain this 
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domestic consumption. 


the 


reflecting the start of large-scale 


increasing by 16.4 percent from 


however as imports accelerated by 17 percent 


raising their forecasts to levels above 
however 
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Column 4 
and a front-loaded negotiation schedule -- to 


but July 2005 and January 2006 are 


Dutch Prime Minister 
told Ambassador 


however 


others involved in the drafting of 


\" Swartbol 


the Council\'s decision would also contain three 


religious 
and minority rights as examples; 2) a \"handbrake\" 


he said 


he added 

he said 

so expectations of exactly equal treatment are 
he stressed that he is 


Column 5 


that the report was not the last 


the decision would probably have to 


understand perfectly well that 
they are proud of 


Column 4 


Swartbol 

he said 

2005 -- since it fell between 
and January 2006. 


the EU would try not to tip 


he added 


however 


Swartbol suggested that the U.S. could best help 


the anti-accession movements 
and would seek to 


it would not be helpful for the U.S. to suggest 


statements recognizing that the report provided a good 
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U.S. officials have helped their Italian 
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none of the states having referenda on the 


but the GAERC prior to the 


that the October 1 
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in an era of budget 
programs that lack sufficient technology 


regardless of their overall contribution 


center-left 


U.S. competition with European suppliers can 


Italy has purchased or leased some USD 4 billion 
making it one of the 


HARM JADMs 


and has a 17 percent stake in the 


the Chief of 
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Admiral Giampaolo Di Paola is a forceful 


including as Chief of Staff to a Defense 


and is likely to remain in the CHOD position until 


whose chief doubles 
has worked 


where they learned our tactics and strategies and were 


begun under previous center-left governments have 


however. 
who moved into the NAD post this 
has so far played a 


we expect him to be open-minded but 


particularly the U.S. 


longstanding commercial ties between Finmeccanica 


Column 4 
has been a program partner since the 


Italy is expected to make a 
up to 150 planes) when the 


the Euro 


means the overall 


third generation 
and the Multiple Launch Rocket System are 


especially with 
has been steep as 


industry\'s main advocate within the government 


and the fact that 


and 


we may be slowly turning a corner in the 


Column 5 
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the NAD\'s Acquisition Chief General 
reported positively to Parliament on July 28 that 


and technology--a matter that Italian officials in 


e.g. the signing of a production and 


however. 


the program is now 


Adm. Di Paola\'s 


a multi-function fire control radar) was 


programs that lack 


regardless of their overall contribution to 


the MoD 


the production contract 


the Defense Ministry wants Italy to have a 
such as 


Italy will 


Column 4 
as a minimum 


Column 5 
assurances that its voice will be heard 


which has to fund a 


has an incentive to get behind the program 


who backs the idea of a 
and Minister Martino will nevertheless have 


it is 


and the GWOT 
\" they argue with varying degrees 
they have complained to 


you should trust us to protect 


such as France and Germany. 
Italy\'s participation in the Five Power 


the U.S. France 


has fueled expectations of more technology sharing. 


over the past year some important steps have been 
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which Italy now recognizes means not only having 
but also establishing robust 


but we do not think it would 


Finmeccanica and its subsidiaries are moving 


helicopter maker Agusta (which recently bought 


which the Italian 


a Finmeccanica-BAE defense electronics 


the MPA keeps a watchful 


e.g. Lockheed Martin\'s decision (as prime 


in a tradeoff relationship with the MoD absorbs funding 
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with the MPA taking 


if frustration in the Ministry with what is viewed 


notwithstanding its close defense 
supports increased European 


such as the 1998 Letter of Intent and OCCAR 


which 


Italy has worked hard to steer European Security and 


Italy wants European arms cooperation to develop in a 


Italy is unlikely to foreclose on its tranche 


both bilaterally and 
participates in several additional 


Spain France 
the PAAMS anti-aircraft missile system 
the U212 submarine (with Germany) 


a senior Alenia executive 


which has 


may invest in the French firm Dassault\'s 
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deployable and smarter 


however 


Italy would 


who would be likely to fill 


all believe that Italian 


a future center-left 


the center-left sharply criticized Defense 


one of Italy\'s top specialists on defense 


has argued that the Berlusconi 


competition 
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and when 
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for 


Milliyet reported that RTUK had solicited the views of 


via the relevant 
reportedly confirmed that the language and 
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he believed it would be for 


they had just received notice 


the Board gave 


against the unity of the state and against the 


human rights and the media. Symposium 


and local government officials as well as at 


others on the panel who 

but he believes the 

Gun\'s representative 

other media sources had announced Gun was being 


\" he 
but the attitudes of some other media outlets made Gun 


it will mark another step forward in implementation of 
and an 


if not more for the approval process 


while the other orders a one-month shutdown. 
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and raised public awareness by generating 


the U.S. Patent and 


37 Turkish judges drawn from 


participated actively in 


who delivered 
Attorney-Advisor United 


Trial 
United States Department of Justice; and Dr. 
Director General for EU Affairs 


the Ambassador highlighted 


stressing that this was 


and these themes were further elaborated in a 


criminal and judicial issues; 


along 


Column 4 
gave industry useful opportunities to 


and based on discussions that took place 
the Ministry has developed a plan 


the 
the Customs 
and the Police and Justice Academies. 


commercial secrecy and know-how; 


as 


which would minimize the risk of a custodian 


on 
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but has generated limited revenue 


which the business sector argues are a 
but SENIAT officials assert 


the GOV introduced a program to increase 
called \"Plan Zero Evasion.\" Jorge Molina 


told econoff on September 15 that Plan Zero Evasion 


V Le. 


to verify fulfillment of formal 
and to perform complete audits 


SENIAT auditors 
visit several businesses of the same 


which Molina did not clarify further. 


perhaps following 


when students were sent into local 


a tax attorney at the Caracas office of 
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to put people Von alert" and 


accompanied by 
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which began in May 2004. SENIAT auditors appeared 
along with cameras 


expecting to download all data from the firm\'s 


a compromise was reached that four 


during which the firm had to rent hotel space to 
SENIAT assessed 
not for tax evasion but rather for 


along with 


but all public contact was prohibited. The computer 


which was denied because the closure was 


VERY LITTLE MONEY 


and that about 70% of 


but only about 50% nationally. He 


and that the main problem was not having 


which he used to explain why the closure 


which is less than .03% of total SENIAT collections 


and that the total of fees collected since the Plan 
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Evans 


it is the only law firm (and 
the only business) that has protested the 


that it is 
and that it 


but seem to consider the fines not worth the trouble 
or prefer to keep things as quiet as possible. He 
once commenting on 

pointing out that they were 


though not overt Evans considered threatening. He 
where Vielma declares \"there is a 


in a letter dated July 6 that he provided to post 


harmed the rule of law 


Vielma Mora in an August 4 meeting with 
promised to 
however told econoff that 


as some that 


as 


claiming that the process was 
and was much more 


the fact that the audits continue without 
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a former military officer and 
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she suggested 
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\"they ain\'t seen nothing yet.\" (Note: Pollman-Zall 


then \"they don\'t understand EU reality. Just wait 
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for 


may still not 
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Pollman-Zall predicted internal EU discussions 
and possibly beyond 

she said 


and even with a positive Commission 
countries like France 


Y she said 


however 


at the end of the day 


but admitted that she was 


Pollman-Zall offered two suggestions: 


institutionally 
she said. Turkey has to find an elegant 


she 
which puts Turkey in the corner regarding the 


Y she said 


then it has no choice but to accommodate to EU 
Turkey has to accept that the EU has rules that 


Y she said. 


according to Pollman-Zall 
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the 


then it is quite possible that a 


Austria 


it would be \"willing to sidle up to 
Cyprus 


the Council would 


cannot exclude Cyprus 


adding 


is blocking the 
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but 


she said. (Note: Pollman-Zall 


however 

Y which could mean all Turkish 

native and immigrant. This is impossible for the 
according to Pollman-Zall. End 


literally refers to 


Pollman-Zall asked for an update on the 
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UNICEF statistics show that the number of 


there were 86 reports of 
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many of these incidents of 


i.e. LTTE cadres beating 


the only 
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the head of UNICEF\'s Child 
believes that while the Action Plan may 
it has not had 


the LTTE signed the Action Plan to enhance its 


Nylund believes that pressure from the international 


Nylund 
because the Tigers rely on indoctrination 
to cultivate the unquestioning 


he added 


seem to be those not wanted by the LTTE 
those who showed little promise as recruits because of 


but not badly enough 
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and the Spanish government is doing a \"quick 


Zapatero said the situation 


de la Vega was rather controlled saying 
and was announced 


Grapa and al Qaeda. We will 


Rafael Estrella 
telling the press \"what 


because the withdrawal of Spanish troops 
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50 supporters of Al Khawaja 


Bahrain\'s authority over clubs 


the GOYS stated that the Al Aruba Club had been 


MFA Minister of State Mohammed 
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Al 


but had returned to Iraq a 


he crossed the line of 


the Al Aruba 


which is not registered as a political society crossed 


and was therefore punished. The 


the Minister seemed uninformed about 


the Minister clarified that 


the King said he closed the Aruba Club 


and did not want 
saying 
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previously understood red lines have become 

and many civil society activists are anxious to push 
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would not be tolerated. 


business 
regional officials and international experts 
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education agricultural projects and other 
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he claimed. 


if elected Mills said he would stand 

sincerity and modesty\". There would be 

with strong support 

the UN EU and United States. He would make a 


it has the potential to 
which could 
Mills 
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which has 


he said he 


he would set up anew bipartisan commission to give 


stronghold of the 


than in traditional NDC areas they claimed. 


NDC reps witnessed shortages of election 


some EC officials may arrive late or abandon 


so far with little corrective action. 
he saw 


as requested by the NDC. Mills acknowledged that 


Mills said he could not judge 
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he 


adding that he would nonetheless remain on guard 
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when the Central Bank 


allowing the Central Bank to limit the 


Lula took to 
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according to some analyses down 4.6 points 
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last year\'s revisions to COFINS a social tax 


have brought in additional percentage 
according to the IMF ResRep; 


it would have had to obtain 
however would put the GoB in the 
which the Executive 


were in 


the Central Bank 


published on September 23 that the 
without a 
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lower than had been anticipated. 


which allowed the GoB to increase the 


for a total placement of Euro 1 billion. With this 
the GoB has completed its borrowing program for the 
though some speculate the GoB 


spreads were down markedly from the GoB\'s June and 
which were launched strategically after May and 


the same level 


investment 
will not bring on- 
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with the PPP law (slated for a 
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items on which it will 
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she argued unless the 
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the PG Industries CEO joked that he and other 
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had told ConGen 


two critical years with respect to 


he said is jeopardizing its conclusion 
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Caulier was informed on 


the result being that 


Column 4 
its international partners 


too 
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NNPC Managing 
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\" following their recovery in Germany had 


Mills also wondered whether Obasanjo 


Halliburton should work to improve 


the firm replied that it would do 


Halliburton clearly mishandled 


Halliburton has 


though not the key 
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and the Director General of the 
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and Schoenfelder pointed to the EU 
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led by the Crown Prince himself. At the 


s poor and unemployed. One well known 


it is not surprising that the Bahrain Monetary 


but that figure does not differentiate 


a rate that does 
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s Report Becomes Baseline 


s report estimates Bahraini unemployment at 12 to 
a fall in average real wages of 19 percent over 
widespread under-employment 


000 new workers they expect in tne market during the 


cites the need for a 
sees the private sector as the engine 
and says the first step is to make Bahraini labor 


saying that barring expatriate 
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s plan would put quotas on the 
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particularly in light of 


as he was leaving the Turkish General Staff (TGS) 


although he complained of hearing that 
the price went up. He and the 


the Ambassador confirmed that the USMC\'s AH-1Z 
despite rumors to the contrary. 
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price 


Turkey plans on applying the 
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goodwill 
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which he thought would be late for forces to 
Buyukanit said that the GOT 


\" he said. 
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and whether a nuclear-armed 
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rather than surrounded 
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although slow in getting 
should work transparently and on a sound legal 


he added. 


as he had been during 


suggesting future difficulty in canceling 


Kirkuk (the only Iraq issue he raised) is clearly 


a realistic view of the regime 
both 
unusual in Ankara. 


its intentions and 
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saying \"it 

a phase long awaited by 
who is the third highest 
further compared 

where he underwent medical 


to Kuwait would signal the beginning of high-level 


was printed in all major dailies 
for the first time 


and rumors suggested that 


to include the Amir and Crown Prince. 


Prime Minister Shaykh Sabah 


after current Crown 


the Amir would step down and Shaykh 
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however was expected to include in any new 
from the Al-Hamad branch to maintain balance 
out of respect for the Amir his brother 


local daily Al-Seyassah 


there is nothing that warrants any changes in the 


it 
third most senior in the 
would allow himself to be quoted in a 
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there are serious debates occurring within the ruling 


a wholesale 
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the wealthiest and most populous of the UAE\'s 
but also for the federation. Khalifa also 


Chairman 
which formulates oil 


and Chairman of the Abu Dhabi Investment Authority 


Khalifa is the Deputy 


and has carefully 
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something that does not hold true for the 


Mohammed Bin Zayed 


widely regarded as a 
already has made his mark in the 
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France 
meeting with senior Administration officials 


including Iraqi Prime Minister lyad Allawi in July 
savvy 
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long-pending construction projects 


are moving 

and Abu Dhabi\'s stagnant bureaucracy is being 
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chief engineer at the Abu Dhabi 
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Y one contact said. \"He has been waiting in the 
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said the other. 
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one of the most capable is Deputy Prime Minister 


he concluded an 


and chairs the Red Crescent Authority 


Iraq and the Palestinians. 


Crown Prince Khalifa 


but there is also speculation that the 
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the State Security Director is very 
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and also chairs the Abu Dhabi 
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particularly Sheikh Mohammed Bin 


but has ceded all control of the armed 
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Sheikh Hamdan Bin 
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a somewhat regular GON effort every few months for more than 
the NLC has pushed back (sometimes with help 


not reaching the original level each time but did not 
distracted by fighting in the Niger Delta oilfields 


but that may instead provoke a harsher GON 


the 


and claimed that this did not contravene a 


a top official at the NLC Headquarters told 


Justice Ukeje delivered her judgment on the 
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there would have been no reaction from the 


Ukpa thundered: \"the same court was aware 
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including a top aide 
told us that the GON is \"withdrawing its subsidy 


adding that the increase in gasoline 


and perhaps in the 
does away with the subsidy on gasoline. 


with higher prices further afield. This system is not of 
a free market but it is far closer than ever before. 
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they claimed unidentified gunmen fired on 


\"Hurriyet\" reports. 
\"Cumhuriyet\" cites international wire services 


the already strained ethnic relations in the area 


reports the Islamist-oriented \"Yeni Safak.\" USAID 


which was aimed at determining the 


according to a statement by the US Embassy in 


and will harm efforts for a 
\' a Greek diplomat in Ankara told \"Cumhuriyet.\" 


papers report. The truckers were 


Column 4 Column 5 


PM 


an AKP deputy from 
warned that the party could split if the views of 
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and from terrorism to anti-Semitism. Given 
the 


President Bush said that ‘although lives were lost 
we were able to bring democracy to 


but we shouldn\'t see it that way. It is certain that 


a democracy of the west European or 
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President Saleh told visiting A/S 

and we don\'t need\" MANPADS. ROYG 
sparked its struggle with the al-Houthi 

that Yemeni illicit weapons threaten internal 
could result in ROYG willingness to be a more 
removal 

435 of these dangerous weapons 

is a significant tactical CT success. 
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an idea which is expected to come 


Poland and the 
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Interior Minister Schily is now 


which has been faced with waves of migrants 
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Libya\'s promise to help prevent 


but argued it did not 


Chad and other parts of Africa through its territory. 
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is ambivalent about the proposal for 


042 illegal immigrants. Officials rescued 171 illegal 
while fifty-three persons drowned and 35 


the new government has sought to take a softer 


his re-emplacement has jumped into the fray and 
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they are put-off by 
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UNHCR has again criticized the 
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contracted CAPEL 
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which he admitted were \"politically 
\" but asserted he had received assurances from 
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as he did with the TSJ law 
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had been misunderstood and that he 


who is the person charged with finally 
past experiences in the Duke Energy and 


Borja now appears to be on the defensive. This 


whom they now believe is coming to 


to enlist Oxy in 


he would take his time to fully 


independent commission to help 

stating that he would receive no help from 
whether or 

his review of the matter would 


reducing the possibility that the Oxy case could 


he too welcomed the commission 
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prosecutors had not been able to produce 


they are rarely complied with. 


\" they said and has submitted a motion to 


we would be pleased to ask our 


saying that the case is now with the court and the 


we found a more cooperative attitude than with the 
but similarly discouraging results. Judge 


custody of evidence and with securing 


Lalayan said that it was unlawful for him to 


and allowed us to make notes. He also read key 
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s agenda 


the U.S. side explained that the U.S. 


preferring to negotiate on the basis of the 
and that the EU had to 
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but that EU member states agreed that the 
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it also is highly unlikely that a 
the U.S. has been 


s CD session would end on 
the debate generated by the two U.S. proposals 


and suggested that \"packaging\" might be the only 
from 


s perspective would unravel the possibility of 


and that efforts to link them constitute a formula 


and asked for a brief readout of U.S. 
which had focused on 
but were only the start of along process. The 


but would maintain that the FMCT unlike 
was not verifiable. If Canada 


the U.S. would not be able to support it if its text 
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and the U.S. sees meaningful 


but appear to have only vague ideas 


it was well under way to fulfilling its mandate. 
and the EU hoped 

and that the EU 
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has discussed this issue with the OPCW. They were 


etc); supporting national 
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and hoped that all States Parties would be able to 


but an Annual Meeting document drafted by Chairman 
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regarding mines other 
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the cancellation of the property rights law meant that 


he claimed that almost 50 thousand 
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not 
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but said he saw nothing to suggest that 
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Chiru explained that the MFA 


the decision to dedicate 


by opening investigations against former Nicaraguan 
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power 
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meeting with five presidents in six 
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Musharraf was first to raise the 


and that he is 


and that an organization that he himself chairs is 


and specifically 
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had gone far toward 


addressed the \"realities of Pakistan\" 
Canel said 


he also expressed his 


he seemed to be afraid that even after these decisions 
the processes would not necessarily continue 


Musharraf emphasized 


Musharraf said \"we are doing what 


however that 
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lack of a solution could provide a situation 
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but that 
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in his view 


\" it would not meet the requirements set forth in 
he said 
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Khanh opined 
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Khanh 
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Slovenia 
distrustful encounters of just a few years 


however. Regional and donor 


such criticism often draws on long existing 


rebuilding and restoring the 


where results have been less than expected or 


Economic Objectives to the Fore 


against the backdrop of substantial but declining 


Romania as well as 


the Pact is joining 


understanding and political will they need to 
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and the so- 
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with the US Deputy 


border 
against trafficking in persons (graduating the 


against organized crime and corruption and 


the World Bank and other donors 


base 
defense plant conversion 


expressing support for the undertaking while 
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there 


the Sava River Commission -- involving four 


the Croatian 


doing 


including NATO. There are other examples. The 


led most recently by 
the SP 


incorporating South Eastern 
to Zagreb with its 


now loosely associated 


highlighted by a forthcoming positive EU 


could be doing more 


SC 
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spearheaded by the SP international 

will generate 

now and in the future to strengthen the 


Bosnia-Herzegovina 


the next two years will be 
particularly in Serbia/Montenegro 
where pressure for a 


while stepping 
the EU delivered a tough 


the Stability Pact\'s consistent role of 


the Stability Pact is assessing 
with initial soundings are 


supportive 
but clear to ensure that it plays a 


On Message in Advancing the Reform 
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the image of the L:TTE around the world was 


and that the group should be prepared to 
the violence was 
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but Brattskar told 


since they had to preserve openness with 


he made the point that what he had said 


Helsinki 
Dublin 


and repeated for group 


Douglas 
is a leading Tamil opponent of the LTTE 


EPDP members staged an 


placing the coffin of the most recent EPDP victim in 
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in which he accused Norway and 


Y and concluding that Norway and the SLMM \"must give 
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he said that he 
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stating that Devananda was under severe pressure 


and that implied threats to 


and said that the Government was trying to put 
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claiming 

if factitious mantra of the LTTE 

including the violence in the East will 

they claimed. While not 

the MPs 

they claimed castigated LTTE violence while turning a 


including the U.S. 
they concluded. 
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both in its public statements and in its private 
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the LTTE has not done enough to dispel the popular 


she is politically hobbled by her 


he noted. Realizing that 


he said. 


the Ambassador 


as well as their ability to run any administration 
he warned. \"How can we accept the Tigers 


he emphasized 


he reiterated. Only once they renounce violence in 
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Tittawella commented 
get the JVP on board and all 
and then have the LTTE decide it\'s not ready. She 
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saying that experience there is what has led him to 


he said 
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he expressed the view that public 
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Moldova 


is very different from 
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informal manner. 
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000 election observers to Ukraine under 
and the Slovak MFA was 


while providing 


but 


but the 


but has to be certain Ukraine will pay its 
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so 
but so far Russia had not 
Slovakia was 

and agreed with the Deputy 


Russia\'s lack of preparation and 


was assisting Croatia on the road to EU 
and was closely following Serbia and Montenegro 


but probably as an international protectorate. 
because 
war would break out. The 


and 


and 


former Slovak Ambassador to 
asked about Ariel Sharon\'s strength. The Deputy 
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but that Slovakia was sympathetic to Turkey\'s 
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more opportunities be made available for 
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adding that most new 


the 


Column 4 Column 5 


cooperation with 


Iraq and Afghanistan; whether the war in 
9/30/2004 9:29 04MADRID3779 
9/30/2004 9:29 04MADRID3780 
9/30/2004 9:30 04BRUSSELS4183 
the EU 
Belarus Ukraine 
with Russia openly declaring that region to be of 
the 


the EU bottom line was that all forms of 


Head of Delegation Security Policy 
MFA Hague 


Senior Policy Office OSCE MFA Hague 


Column 4 


Ambassador to the Council of Europe 
Deputy Permanent Representative to the OSCE 
Attache 


Head of Unit for OSCE and Council of Europe 


OSCE Desk 
Adviser 
EC Delegation to the internal organizations 


Moldova Desk 
Kazakhstan Desk 
Caucasus and Central Asia Unit 


Administrator 


Moldova/Belarus Desk Officer 


Ambassador to the OSCE 
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another type of international 

with instability in the region even 
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the Ambassador of Luxembourg to the 
reported that Moldova discussions at a 
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confirmed that Russian resistance to EU 


after 
de 
but that the border first had to be demarcated. 
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given the risk that Russia would reject the 
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said the EU expected Kazakhstan to 
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are convinced that they hold the U.S. and EU hostage 


not the other way around. Van Beuningen 
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but cautioned 
but the 
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on their breeding grounds and on populations off 


could such a project 


too that Atlantic Shrimpers 
a Nigerian fishing firm that had participated in 


had recently 
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the French del rep told us that in 


Column 4 


as opposed to 


such as legal matters 


and the TS has made every effort to be as 


and began with the TS announcing that it 


for example 


000 euros in 2004 to 11 


new inspectors would now 


U.S. 
with the U.S. 
but that SPs had to also realize that an 


Brazil 
opposed the increase in OCPF inspections 


Column 5 


that the cost of an 


000 euros in 2005. The TS has 


Canada 
UK 


and to a lesser degree China and 
with 


Column 4 Column 5 


del reps met with Gabrielle Kruger 


and also provided responses to 
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the French del rep told us that in 


as opposed to 
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such as legal matters 


and the TS has made every effort to be as 


and began with the TS announcing that it 


for example that the cost of an 


000 euros in 2004 to 11 000 euros in 2005. The TS has 


new inspectors would now 


U.S. Canada 
with the U.S. UK 


but that SPs had to also realize that an 


Brazil and to a lesser degree China and 
opposed the increase in OCPF inspections with 


del reps met with Gabrielle Kruger 


Column 4 


and also provided responses to 


9/30/2004 12:08 

the 

s few weeks in a small patch of 
published reports by 


Kay sought a postponement in the case. He 


and (2) that 

so that 

s examination in chief. 

pointing out that 

s health was the reason for the imposition of 


s health Wbreaks down.\" Kay 
arguing Milosevic 
he was concerned 
s reasonable request 
s nonparticipation. End comment. 
the court 
20 had already refused to appear. The court then 
dismissing 


s objection that it would ultimately require hundreds of 
told Kay to begin the process so that he could 


Column 5 


04THEHAGUE2494 


s right to conduct his 


the trial court further 


Column 4 Column 5 


reading from letters from former 


wrote that \"I . . . still believe 
\" but that because 


again according to 
wrote that \"the proceedings have taken on all of 


facing a crumbling to 
finally ruled that the trial would 


barring any further interruptions. 


s decision to not only impose counsel on 


s recurrent health problems it did so by 


s absence. A more 


it will also be 


few may care as Milosevic 


s saga has become 
s news and both his supporters and detractors 


Column 4 Column 5 
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noting a report from other MOFA sources 


asked Pavilionis to ensure that other Lithuanian 


new to the assignment of Political 

was keen to convey pro-U.S. sentiments. He remarked 
if forced to choose between the United States and China 
Lithuania\'s support for the U.S. position was 
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Rodriguez asserted 


claiming that Coordinadora representatives were 


if necessary. Rodriguez 


the CoordindaoraWs fraud report author Tulio 
and professors Ricardo Hausmann and Roberto Rigobon 


such as the use of Cuban 


who led the team of 44 people who 


Column 4 
told reporters on 


in 


confirmed two allegations: that some areas of 


Ezequiel 
to resign. Alvarez said he plans 


pro-opposition CNE Vice President 


saying it had led to a loss of the CNE\'s 


who 


but he now discounts that possibility. 
pro-opposition CNE Director Sobella Mejias 


a National Assembly Deputy and leader of 
called Zamora\'s 


which 


which he said had acted democratically and 


Column 5 


Lara added 


Column 4 Column 5 


who is running for 


then Zamora was party 
he claimed of the 


the CNE should have 
but the latter 
the TSu\'s 


according to press 
but 


Miriam Kornblith and Carolina 
are outspoken critics of the CNE\'s pro-GOV majority. 


the transmission of voting machine results to 


as the opposition alleges the voting 


as 


Column 4 


Column 5 

finished off by an obstinate Rodriguez 

was probably designed to irritate opposition 

as demonstrated by its approval 
9/30/2004 12:56 04THEHAGUE2495 
as one of the EU 25 to 
the Dutch EU Presidency forwarded the invitation to 
the Dutch resent it to all 25. Now the Turks insist on 


she said. \"The Turks are not 


\" she complained noting that it would have 


the Turks claim that 


but said she 
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Column 4 


who knows EU internal 
added that 


Viktor 

to meet with her to discuss the issue. Atthe 
however 

and noted her 
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regarding the connection of his name with 


refused to accept the 


Evans evaded 
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she doubted that the next government 


04YEREVAN2154 
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paying special attention to the 


Armenia- 
and the development of democracy in 


and he was 
at least at first 


i.e. saying everything he specified nothing. 


though carefulness could fully be 


Column 4 Column 5 


Y noted 
humbly not mentioning that in 1988 the 
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S 


by contrast began only in 1996. Re-launching 


as well as 


a reminder of how 


dating to 1985 and originally intended to cover 


s non-performing loans allowed JCB 


JCB has received a new loan of JD 21 million 


anchored 

s Social Security Corporation (SSC) but also 
s original investors 

has strengthened 


Column 4 Column 5 


which has 


a former Minister of Planning who 


have 


s stock price has risen to match this new confidence 


which now holds 25 
s board of directors views the 80% return on its 


whose resigned in August 2003 as head of the 


s investment decisions might 
s assessment. If so however 


increasing 
and is looking 
and will connect 


Hadid believes that on current 
JCB will double the modest JD 2.8 million (US $4 


S 


s strengths and areas of 
and has outsourced both its internal audit (the first 


Hadid 


s situation differs somewhat from JCB. Though 
more financially sound 
it quickly found 


GOJ s early candidate 


were \"ridiculous \" according to 


Column 4 


Column 5 
and the potential for success within JCB was great 
it could and did 
on the other hand is so bad 


leaving its hopes over the past year 


s terms are good enough 
such as Hadid 
both CBJ Governor 


and private sector bankers 
are not 


and PIB s stock price has risen dramatically over 


considerable uncertainty remains. It 
and it would be hard to 

s. Hadid says that the 
s JD 


with a 
which it hopes will in turn 


recent statements to Emboffs about planning a 


the fates of the two banks 
s bank regulators and 


where almost thirty small banks 


the CBJ raised the minimum capital requirement to 


Column 4 Column 5 


and no banks have merged as 


a PIB bailout 


it cannot let any bank fail. 


the impetus for banks to consolidate increase 
and improve their business models will be 
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EU 

technical steps Iran must take regarding the 

the EU-3 are 

she said is designed to 


Solana is proposing to re-start the stalled 
should it suspend uranium enrichment. Betts said the 


even restarted negotiations would likely 
but it is the only carrot the EU can offer at this 


Betts shared is not completely 
but feels compelled to 


Y said Betts. However the 


Column 4 Column 5 
\"What 


has the EU considered putting Tehran on notice that 


serious consideration of sanctions could only 


perhaps even a 


EU 
before the G8 will 


which wants to take a tougher line 
and the EU which wants to be a bit softer. 


she said. She welcomed next week\'s US-EU-Canada 
and encouraged the US 
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uncovering an unidisclosed 


given the news of a cease-fire. Chevron continues to 


Column 4 


which prohibits movement of any Chevron 


the dailies have not 


\" quoting related statements 
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though Jordanians are catching on. The 


but is seeking to gain from FTA tariff 


following are data 
which benefits 


Column 5 
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389** 217 290** 

329 000 5 
among those individuals 
May Aug 


crude but consistent 


which 
Lee Levi\'s 
Walmart Nordstrom\'s 


by 


Column 4 
compiling data on total employees 
based on interviews. The MOIT\'s QIZ labor 


243 28 


not averages. We cannot 


we interviewed personnel managers at 59 
asking a series of questions about 


we asked for those 


as well. Regarding machine operating line 
we also asked the number of employees who reported 


297 
223 


390 
332 
722 
220 
722 line employees 


yielding an absenteeism rate of 11 percent. 


who intermittently go off to take care of 


Column 5 


639 31 


only 36 
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356 QIZ workers (both direct and subcontract factories) of 
581 are Jordanian. According to a textile union 

there are an additional 10 000-15 
some in factories 
Jordan could have 
000 to 60 


but most in small 


000 apparel workers. 


the GOJ has focused strong resources on 


000 


000. These are ambitious goals fueled by the 


with experience in meeting 


it is expected that growth will continue. Much 
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especially regarding freedom to deploy 


a renegotiated BIA would 


Italian Defense 

stating that \"no one could 

he said trying to manage 
he 

the Italians would 

with understanding derived from 


Italy and the U.S. could accomplish anything 


Director of NATO Affairs at the MFA 


would have difficulty with a U.S. request for 
which to Italy sounded like a 


Column 4 Column 5 


which 


one week prior to the next Joint 


Italy permits 


the Italians will insist on 


but are willing to consider 


though the process has not always been 


however that the U.S. delegation avoid using the 
Y which the Italians may interpret as 


9/30/2004 15:32 04SANTODOMINGO5425 
\" their proponents are orchestrating journalistic 
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and they 


s tax on fructose beverages as proof 
since 
t been ratified by either side. These commentators 


similar to that asked and granted for 8 sensitive 


truly would sink the Dominican 


on 


September 27 after a two-hour session 
congressional leaders Danilo Medina 


the Ambassador left through the 


s not just the search for nave drama that has 


that paper has taken a sharp anti-U.S. turn 


t allow Leonel even 10% of what it 


s exposing itself to 


\"Dominicans are hopingfor a relation of mutual 

not a model based in the 

bare-faced and unilateral pressure and 

across the board and everywhere that appears 


\" on September 29 the paper 


Column 4 Column 5 
surrounded by 


as well as the leading television 
continuing his series of press 
cordial discussion he 


prosperous Dominican Republic as a partner in the 


emphatically stressing that the United 


including copies of Article Ill of the GATT which 


to assure that the sugar 
at 


\" a term rapidly becoming a code for figuring out 


Column 4 Column 5 
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but the judicial system here (Dominican 


but was not the 


Tew 
and the U.S. Attorney for the Southern District of 


he expressed surprise 


\"has many more resources and says it 


despite 
he 


perhaps more for his own benefit than anyone 


he said he was 


Pichardo attempted to refocus the spotlight 


more than once that Alvarez Renta has 


Column 4 Column 5 


no collateral necessary 


then 
made a US $15 million 


the Tricom stock not yet 
was listed as collateral. Pichardo said the move 


Julio Cross called on us shortly 


saying that Moby Dick was 


various embassy sources have 


Tricom and 


Alvarez Renta had a hand in receiving unsecured 


the Listin Diario tells its own story 


Column 4 Column 5 


in late 2003 the Dominican government confiscated the 


one of 


2004. However it 


but did not rule 
the Central Bank can challenge the 
Vwe are 


but 


not only in the pages of its own 
but in all Dominican news outlets. When the 
it took over publication 


at times failing even to 


it may be 


the Baez family has two 


father of 
not the subject of a criminal action therefore 
and 2) the due process rights of 


Column 4 Column 5 


the larger case against the principals has 


two different sources 


we can expect the case to be back on 


the Miami 

especially 

Pichardo 

in part to meet and present the GODR case to the U.t 
coordination among the Central Bank legal team the 


as evidenced by the fiasco in filing and then 


Column 4 Column 5 


the coordination and cooperation 


S.A. incorporated in and under the laws of the 
9/30/2004 15:55 04DUBLIN1466 

moreover that lifting the ban could 

but not 


particularly with the UK\'s lack of 
Brady could not 
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given the news of a cease-fire. Chevron continues to 


which prohibits movement of any Chevron 


the dailies have not 


Y quoting related statements 
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what will be the prevailing market 


contributors to the schemes might receive 


as indicated above. End comment.) 


2005. The Act 


but most banks already have over 


some 
action that could improve the 


Yusuf said. Such a 
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water it down and 
likely to 


science and infrastructure to improve 
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t identified its approach to \"comparable 
\" though it has an offer of a syndicated $100 


international financial 

s team 

as required by the 

and they ve found funds with which 


although at times only by a matter of 


s Hugo Chavez to sell him 

with 

this might be a 

it could provide a point of 

s regional political agenda (note 

that Fernandez has shown absolutely no sympathy for 
s views). The administration is seeking to limit the 


Column 4 Column 5 


s efforts to set things right: 
efforts to renew the IMF 


which Fernandez declared on September 30 is 


and 

Ss 

9/30/2004 20:38 04QUITO2642 
developed by UNICEF focused on eliminating 


educational 


Column 4 Column 5 


petroleum 
health and municipal workers is 


the Court ruled the 


059 


better work stability and overtime pay. If no 
health workers have 


the 19-day strike of 250 


a demand of the 


000 for wage increases. 


Immigration officials detained 118 


according to press reports. The Peruvian 
seven days 


Column 4 


according to the Ministry of 
in 2003 
193 employees as mandatory 15% profit-sharing as required 


10% of a companys profits must be 


616 and eight 


51 


according to the Central 
unemployment in Ecuador has risen from 9.3% 


15 
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but it is 


in Colombo on 
was advised of CHALKY\'s identity on 


we 
although Americans have 
the LTTE has continued a trend 


estimated to total around 330 during this period. 


Column 5 


861 women received $25.1 million 


04COLOMBO1643 
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taking his campaign 


we need to investigate this information further. 


and a wide range of other USG interests and we want 
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Y the DMR now maintains 


and 


there was a 25 
compared with data 
the DMR has developed 


assisting the 


the Foreign Liaison of the 
provided us with the 


pimping). Out of 
5 cases involving 12 people have already 
2 cases involving 2 


Trafficking in Humans one case 


Column 4 


and 


in fact 


000) 
detention (maximum 2 months) 


trafficking in minors 

and in case of death of the 

from 5-8 years. Article 262 on the 
000) 


prison terms can range from 2- 
if the victim is a minor 


STILL A LONG WAY TO GO 


and the first 


as well as society as a whole 


official media reporting on 


however 
and to develop 


10/1/2004 7:26 
barber shops 
\" 


Column 5 


trafficking. 


corrective 


corrective labor (maximum 2 years) 


the terms range from 


crucial step of getting 


now 


to improve and 


04TAIPEI3043 
and karaoke clubs) 


Column 4 


over 90 percent of the HIV infections 


however 


the percentage of total infections 


12 new cases were determined 
intravenous drug use 


Taiwan has stepped up its 
Taiwan\'s Department 


in 2001 


and 


DOE designated the first week of December as 


which involved distributing red ribbons to raise 


Be 


Column 5 


transmission as 


DOE established an \"AIDS 


Column 4 Column 5 


that are working towards 
striving for basic human rights and 


the Department of Education cooperates 


DOE helps fund the NGO 
which jointly with Taipei 


over 4 500 teachers in Taiwan have 


according to 


few women who work in the entertainment industry are 
while 


because of their connections with organized crime 
are often impossible to 


major education NGOs take markedly 


the approach taken by each school depends entirely 


Column 4 Column 5 


Taiwan has 


expectant mothers foreign 


and inductees for military service are tested on a 


the 


Taiwan\'s Department of Health worked with Taoyuan 


000) to test all pregnant women. DOH is hoping to 


in early 2004 DOH initiated a Sentinel 
which requires all doctors to screen 


most anonymous tests are performed on-site by 


several NGOS offer antibody 


and clients call the NGO to receive the 


which differ from the more rigorous 


in terms of meeting the clients\' 


TCDC is concerned that 


Taiwan\'s commitment to tackling the disease is 


Column 4 
with rising rates of 
the efforts to educate its 


itis a program 
Taiwan will need to remain 
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Melinda Cooke 


Vietnam. Vietnam Government\'s 


as well as military 


Column 5 


which simply needs more time to 


04HANOI2711 


visited Pleiku City 23-24 


public security and other 


Column 4 Column 5 


especially the members from the Provincial Military 
showed great interest in the remaining cases and 


the Provincial MIA Team 


they stated would be the logical 


but 


Column 4 Column 5 
a life support investigator and a linguist to 


the U.S. working 


when the US team met with the 
the team leader started this working 


the 
and to determine which cases would be worked 


the Provincial MIA Team made available three 


they did 


Column 4 
however 


however 
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Tuyen acknowledged that bilats with the 


he said 


the GVN hopes the United States will 


it cannot press Vietnam.\" 


PDAS Donnelly urged the GVN 


Lockheed Martin 
U.S. information technology companies and others 


but the United States and Vietnam do not yet have a 
he 


Column 5 
more coordinated 


itis 


O4HANOI2714 


\"GVN policies can 


U.S. insurance 


Column 4 Column 5 


the GVN needs to move forward on 


noting that 


U.S. investment in 


telecommunications petroleum and cement; 


such 
that are interested in Vietnam and he knows the 


PDAS Donnelly emphasized 


Director of 
assured PDAS Donnelly that he knew 


Column 4 Column 5 


rather than domestic production of 


most 

this 

for the first time the GVN hosted a national 
although it is not perfect Vietnam 

Vietnam has investigated over 5 000 cases of IPR 

he conceded given that most of the 

it is usually 


however that 


Column 4 


Column 5 
\" particularly with 
training and 
he 
cooperation sometimes breaks down and on occasion 
linked at 
NA CEBA Vice Chairman told PDAS Donnelly the 
the NA has established a 
antidumping measures and 
a 
and a comprehensive IPR law before the end 
Thanh explained that 
including J.C. Penney Mast 


frequently call him to ask for more quota for their 
but that he has none to give them. 


Column 4 Column 5 


the request amounts to about 
000 dozen T-shirts and will prevent Vietnamese shipments 


representatives of 


Ford American International 
Citibank General Electric 
raising 


addressing the issue of nonperforming 
eliminating the 


to broaden the range of GVN officials with whom we 


Column 4 
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Ltd\" (registration 


and to closely monitor the machine tools 


2004 letter 


Ltd\" has been involved in exporting machine tools to 


Mr. Lee 


and he would ask 


and importer addresses. 
the Industrial Technology 


s December 31 
Special SHTC Categories and Exporting 
\" North Korea is one of the SHTC export 


which includes machine tools among controlled 
the circular states that commodities 
but which could possibly be used to 


Column 5 
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2003 circular entitled 
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Iraq 


2004. 


and 
will only allow these exports 


all customs bureaus shall tighten 
Iraq 
China 


636; in 2003 was 8090; in the first quarter of 2004 was 


Column 5 


Libya 


acting 


Libya 
Cuba 
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Ltd. and Yeong Chin Machinery 
Ltd.). The purpose of these visits is to 


as well as for information on Ching Hwee\'s exports of 
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and on October 1 the news weekly \"Iravunk\" 
while 

only one of 


Artashes Geghamian 


and none of 


and while some newspapers 


their coverage has become less shrill and 
on occasions balanced. 


Defense Minister 


then Armenia must shoulder an equal 


Column 4 


the 
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Mejias said PJ would open the 
led by 


might join with PJ. (Velasquez and Alianza Bravo 


Column 5 
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the secretaries general of opposition 


saying there is no political will to consolidate 
opposition governors and mayors 


a diverse team of experts 
will continue to work with 


composed of parties and NGOs has ceased 


Daniel Thiman (an aide to 
and Amado Dounia (an 
Fernandez expressed 


whom he described as \"an old man\" who 


who has been attending assemblies 
said 


financed indirectly by the GOV to contend with 
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for now from the scene. 
however to shed its yuppie 
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he stressed that the GON would not 


while appealing to Delta 


and peace stability and 


to endeavour to be seen 


Obasanjo likely offered this explanation in an 
not only to reassure the public but to respond to 
he was 


signally that his government was using a 


Column 4 
the GON sent a not so subtle 
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Ahern said he 
health 


which he pledged to move 
alongside the UK. Five of the Ministers are former 


Dick Roche 
and Seamus Brennan.Comment: The cabinet shuffle 


they suggest 
he joined the PM in meeting the Rev. 
and will then prepare for the 


defense 


Fianna Fail 


Marine and Natural Resources. He is 
having 

a border county 

since 1987. On his first day in office 


Column 5 
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and 


Dermot Ahern 


not by 


and economic policy 


in the Dil (Irish 
he will 


Column 4 


Column 5 
s first political visit to the Republic. Ahern 


Fianna Fail 


s move to Finance from Foreign Affairs was the least 
having been rumored since 


s 
and this 


he served as Minister of 
Minister of Health 


and Minister for Transport 
and Communications. He became Foreign Affairs 


including his role in negotiations 
a projected year-end 


s bid to fashion a more compassionate 


Alan Gray and is positioning himself to become a 


Fianna Fail 


Dea 


from Limerick 
Equality & Law Reform with special 


Dea has virtually no experience in 
he is a popular politician. 
not his 


Trade and 
Fianna Fail 


a former Minister of Education served as Health 


though Ahern 


Column 4 Column 5 
s first country-wide ban on smoking in 

including pubs and restaurants in 

he introduced a national strategy to 

but the health care system 

a bloated 

and inadequate insurance 


Trade 


Deputy 
Progressive Democrats 


but moves to the Health Department from her 
Trade and 


Harney\'s Progressive Democrats 
her move from an economic 


s move to Health as a serious political gamble. She 


Fianna Fail can let her 
she will have to share 


s disabled 
having 


she left Fianna Fil and helped to set 
the Progressive 
she led the PDs into the first of 


a surprise appointment given the traditionally 


Heritage 


Fianna Fail 


where he had served as Minister since 2002. He 


Column 4 


but returned to the 

before switching to Fianna Fil in 1993. 
s failed attempt 

a misstep that 

s report 


as was likely the case in 


when he publicly asked for U.S. assurances 


privatization 


representing 
a wealthy Dublin suburb. In 2002 


she was effective in maintaining 
former 


Fianna Fail 

a Wicklow TD and former university lecturer 
where he earned high 

along with Foreign 

led the Nice treaty referendum campaign in 
Ss 

having managed Ahern 

s. At the Department of the Environment 

s decision in September 

a move publicly 

and the UK is likewise pleased with this 


Marine and 
Fianna Fail 


where he pressed unsuccessfully to 
a politically unpopular 


Column 5 


and for 


she was top 


moves up 


s first 


he may face 


Column 4 


Fianna Fail 


where he served since 2002. He reportedly desired 


but 


that he 


PM Ahern 


s brash dealings with the Irish police and with Aer 


the airport union. He was elected to the Dil in 


Education 


Donoghue: Minister of Arts 
Cuiv: Community Rural and Gaeltacht Affairs 


Equality 
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ABU DHABI-BASED 
000) 


discussing whether it is good to 
liver and hearts seriously 


Feyssal Al Qassem 


with sickening insistence 


Column 5 


a consensus-builder 


and Commerce. 


Sports 
Fianna 


and Law Reform 
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SEMI-OFFICIAL 


on 


the infamous anchorman of 


the beheading of 


Column 4 


regardless of whether the captives 
are military personnel 

aid workers 

the Egyptian man screamed 

he who has no 


and Al Qassem 
the young before the old 
or edict 


in addition to 


whose program is already known as vile 
descended further into ignominious behavior. 

Al Qassem 

watched and blessed a so-called Egyptian political 


and more important 


slash 
including innocent journalists 
and United Nations officials 


an Iraqi 
was ata 


mainly the government of Qatar 
tell him he is fired 


Al Jazeera has a huge following of Arabic- 
its bosses and sponsors 


persons and 


Yusuf Al Qardawi who issued 


the Emirates Arabic daily 
denounced him as an Wignorant manWW misleading 


Column 5 


or spies. 
as Al Qassem 


think they are taking their 
when they put on 
for murder 


loud 


to teach 


hate 


both men and women who 


should pull the plug 
and then apologize to Arabs 


to 


Column 4 Column 5 
the manager of the competing 
also to his credit also took him on 


the highest authority in 
condemned as a crime the kidnappings and beheadings 


or that Arabs 


what are children supposed to be? A 


a medical professional wrote me the other day an email 
\"We do not need nation building. We need 

big issue\'\'. 

we 
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unsuccessfully | might add that counterfeit 


they in 
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discussed copyright and trademark 
and described the economic harm of 


criminal case examples and case study 
10/1/2004 13:40 04HELSINKI1288 
10/1/2004 13:41 04ANKARA5660 


US Colonel Christopher 


through a private 
provides helicopter surveillance of Turkish 


near Mosul 3 security vehicles are provided 
the number 


Column 4 


Column 5 
Ankara 
and Turkey will change 
the study claims. The report also 
but relatively small. However it 


\' the study 


size 


and economic security and military 


Turkey could play a bridging role on reform and 


writes \"Yeni Safak.\" Several 
and a church in the southern coastal town Alanya is 


Ankara has resolved the problems faced by the 


\"Yeni Safak\" claims. 


Director of the American Center for the Victims of 


Column 4 Column 5 
said Thursday at the symposium on "New Tactics in 


Afghanistan and other places. 
\' 
Johnson was a consultant to 


Y Johnson 
adding `l hope Turkey will help our government and 


the American 


the war lobby achieved its 
using the Soviet threat as a pretext. .After the Iraq 
the Washington administration seems to have a very 


but also from the 


and it is not going to stop there. . 
but the US 


it is becoming very likely that the US and 


and might soon face a civil uprising or 


it is a fact that Turkey 


| believe just the opposite. Everything that 


getting closely involved in 
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and all policies are still 


Turkey still fears that the 


it is unthinkable 
a 


we 


the Turks and Kurds will be 


only Turkey can protect the Kurds. A change in policy 


but we should never forget that strategic 
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which the MFA 


the GoC notes in all 
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which was initialed by 


which was never published but 


caused a 


protests at border crossings and most recently the 


the GoC cites the opinion 
a group of legal experts 


in the absence of agreement otherwise the 


the GoC 


as 


on an equal land swap basis with Slovenia. Slovenian 


it was not sufficient to appease 
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just before 
s Fishing and Environmental Protection Zone (FEPZ) 


the Zone will not 


the FEPZ will give Croatia 


Slovenian 


this is a long-festering dispute 


EU accession will not solve the 


s EU entry but anything other than 
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20 percent of industrial 
21 percent of the manufacturing labor 
and 37 percent of Turkey\'s total exports. 


Column 4 


Turkey\'s textile and apparel exports to 
or 3.6 percent of total 


which publishes the sector\'s trade data monthly 
with a 1.8 percent share 


with 2.9 percent share. 


with a market share of 11.6 
and the fifth-largest textile supplier to the 
with an eight percent market share. The EU\'s share 


whereas 


with 


and had received the support of 
including 


while the GOT 


it has not officially endorsed a delay in 


post usually 


Column 5 


and the 10th-largest 


Column 4 


itis 


there is a 
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he stressed that the GON would not 


while appealing to Delta 


and peace 


| 
to endeavour to be seen 
Obasanjo likely offered this explanation in an 


not only to reassure the public 
he was 


Column 5 
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stability and 


but to respond to 


Column 4 


signally that his government was using a 
the GON sent a not so subtle 
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disruptive market correction 


several analysts have mentioned factors that 
or at least would limit the 


Director of Foreign Economic 
and Mehmet Simsek of 
told econoffs that they believe the 


this category of 


intermediate goods imports have 
Akcay\'s point is 


if less specific 
IMF resrep told Econoffs that the IMF\'s GOT 


perhaps for the reason espoused by Akcay. 


Column 5 
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Column 4 
but are considerably less sanguine. 


motor vehicle and vehicle 
increasing by $3.8 billion 


and due to expire by 

Akcay went on 

a more independent analyst 
made a similar point 


and consumers rarely buy 

such that 

Auto Association 

with monthly domestic auto 

domestic retail car sales fell 7.2% 
released by the State Statistical Institute 
seem to confirm the trend 

though 


however 


foreign investors did not try to 


Column 5 


the auto sales growth should slow 


noting that much of the 


with vehicle and 


that another scenario cannot 


Column 4 Column 5 


particuarly with GDP growth now 


and remain strong in 2005. 


drew econoffs\' attention to the surge 


this would 


then it is 


some economists see a danger that 


and possibly 

leads to a surge in short-term 
essentially the \"convergence playW on 
this increased flow would 


Column 4 
causing even more 
and leading to an even more dramatic 


the correction 


Ozturk doubted 
and he 


nor any other local analyst post is aware of 
they do not 


give 
in that foreign emerging 


unless 


10/1/2004 15:11 
neither the US nor the EU found 


that there is a need for a 

the 

while the EU 

the US desire to vest final Dayton 


with EU assurances 


Column 5 


when it comes 
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and reiterated the US pledge 


but pointed to hopeful signs of a 


and called for intensified pressure on the 
including the 


and said that there was a need for realistic 


and said it 


Peter Feith -- recently returned from a 
logistics and funding. In planning 
such as headquarters 


but called for monitors to reach out to 


believing that a police 


Feith cited a need for lift 


the EU Commission observed that the EU cannot simply 


must be 


Column 4 Column 5 

Director General for Common Foreign and 

Robert Cooper told Bradtke that the EU 
but he did not expect 


noting 


and 


and Police training. PDAS Bradtke outlined 


given that the Sudanese 


which he 


monitor 
and train local police under an AU or UN umbrella. 


but could do nothing to stop them. Feith responded by 


itwas a 


Column 4 Column 5 
but that the 


but it would depend upon a specific requestfor assistance. EU 
and that additional 


Robert Cooper 


Robert Serry. 


they have found it difficult to gain entrance to 
\" 


Hamer warned against holding 
Hamer noted that only a single ammunition 


but there 


since they are not likely to find 


the Russians did not divide us. The joint 


we must stick 


noting that 


however that 


Column 4 Column 5 
Bradtke said that Russian FM Lavrov had expressed 


but said the US is keeping a close eye on 


with some \"real Soviet stuff\" 


which has now become 


and they were not prepared to 


with a strengthened mandate and access to 


the US 


Column 4 


there have 
of whom 40 percent 


including finding the 


narcotics remain a significant threat 


development 


Hamer cited the need for intel 
since EUFOR would be intelligence driven 


Mostar 
but said that NATO must so 


Hamer confirmed that all 


pointing out that the US will fill 44 of 150 


proving the naysayers 
telling Bradtke that Berlin Plus 
but it would be up to the new 


Column 5 


and reconstruction remain at the 


based ona 


Column 4 Column 5 


have also behaved \"unspeakably.\") 


there is a need to vest that final authority in 


or ifthe 


and that authority cannot be 

\"full 

but that we did not accept that COMEUFOR 
where \"we 

but a legal issue raised by 


where we 


leaving COMEUFOR\'s credibility 


Column 4 


Robert Cooper voiced 


and that we are committed to staying in KFOR. 


(C) Ambassador Hamer told the US delegation that the EU 


with Full Operational Capability by 


thereby giving 


both in 


and cited the positive discussions within the 


asking about the creation of the 


the US priorities in Iraq revolve 
including support 


Azerbaijan 


Column 5 


Romania and Georgia 
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Police Training and Civil administration. 


where he asked US assistance in 


and said he would check to see ifthere would 


but cannot pay 


Deputy Political Director replied 


PDAS Bradtke 


although Qaddaffi has come a long way he still had 


stating only that 


especially in 


Column 4 Column 5 
and being taken into consideration 
no one anticipates a flood of 


while there may 
China does not belong in 
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\"Spiegel\" (the leading national news weekly 


anonymous customs employees produced internal 


claiming that customs management put revenue 


alcohol etc.) and 


under the motto \"customs officials are 


has primary responsibility for border control 


namely the German Customs and 
which 


which wants 


while police at the airport have 


making way for a new start in the organization. 
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ZDF TV 


a hangar and other airfield 


arguing that reporters falsely claimed to have 


someone had apparently lodged open a door the 
suggesting a set-up. 


as someone with a vested interest in claiming 


including a report 


including oversight of the 
000 security passes issued so far -- many to 


Fraport brought 


one of Europe\'s leading security 


Column 4 Column 5 


but has incorporated media reports into 


Frankfurt DHS-ICE notes that customs personnel at 


the 
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the Ambassador urged the Holy See 


whose 


set the stage for the discussion by sketching 


particularly in India and 
Prakash noted that 800 million people go to be 


he emphasized could food needs be met. And 
was biotechnology 

develop greater 

reduce pesticide use 


Column 4 


Dr. Peter Raven 


and Dr. C.S. Prakash. Bishop Marcelo Sanchez 
Chancellor of the Pontifical Academy for Sciences 


he asserted that 


pointing out that his academy was specifically 


he insisted 
akey 


received more 


there is not enough food being produced 


noting that there is not one recorded case of harm or 


for the benefit of the European purists intent on 
that virtually all of the 


Raven argued 


low-yield 


Column 5 


a member of the Pontifical 


was totally consistent 


and modern 


traditional methods of agriculture 


Column 4 
with precisely 


noting that millions 


oil seed rape 
there 


20 million liters of diesel 
000 metric tons of carbon dioxide going into the 
he said. 


reduced use of 
nutritional increases and greater product 


salt water 


particularly in potatoes 


Prakash pointed out 


constraints imposed by national 
poor public perception of GMO benefits 


limiting what should be a powerful instrument 


Column 5 


sugar beet and cotton raised in 


and the prevention 


and pests -- which had great impact 


as 
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and 


with his profits up 
he was able to buy a refrigerator 


he said including the rumor that a person 


the use of GM seed by farmers was spreading 


educational institutes and farmers 


with 25 percent of the crop coming from traditional 


most of them women GM maize meant greater 


Khoza 
and its use 


but added that the investment 


but said she was more concerned with food 
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from Rutgers University\'s 
who 


insisted that anti-GMO 


where it makes up 60 


he explained. They 


costs were 
thus 


according to Miranda was an ethical 


he said that this power is supposed to be used 


science had to determine and assess risks. 
should be ethically assessed on a case-by-case 
Miranda made clear 

it \"would be a moral duty of 


\"to block GMOs a priori because of purely 


Column 4 
Miranda affirmed the Church\'s 


but that both should be at the service of 


describing the extensive testing 


he explained. 


carefully debunked some of the classic 


\" Morandini said that science does not 


according to 
was essentially pagan where nature was 


where a majority of 
imports GM maize and 


Column 5 


Column 4 Column 5 
as well as meat fed witn GMO 


Morandini pointed out that preserving 
but doesn\'t address the fact 


the third in an Embassy series of 
garnered extensive 


a national 
headlined its in-depth article: 


underlining the 


emphasizing that \"the Church does not 


which boasts an international audience of tens of 
particularly on the 


Catholic News Service and the Voice of 
highlighted that \"despite existing prejudice and 
Vatican 


the fourth outreach event on 
was 


Column 4 Column 5 


and reflects the 


who had 


offered only muted criticism at 


the Department of Health and 
and the Acton Institute. 
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to enhance confidence building in the AO. 


Ivoire border 
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the projection 


000. 


Sudan. The Commission asked the British 


schemes to resolve youth 
and actions aimed at resolving the dispute at 


General Obeng stressed the 


Liberia and Cote d\'Ilvoire. Given the 
Obeng saw the possibility 


US 
told 


although he thought it unlikely ECOWAS would 
given the lack of available officer 
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he 


he believed that this 


whereas Winn at least has a diplomatic background. 


Verwaal 


as 
we were informed by 


and that the 


and asked whether the 


that \"you never know in politics but this is the 
10/1/2004 15:45 04MADRID3829 
(2) 

(3) the 


including accession to 
and (4) increased trade and economic 
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Libya must settle with the EU 
the EU must firmly 


the normalization 
would be connected to the resolution 


Mora Benavente added that the Syrian government is 


he said that according to Spanish information 


Mora 


but he reiterated 
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while other nations including many Nordic countries 
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UNRWA ComGen did permit Deputy ComGen 


as well as the AdComm\'s 


debate focused 


however expressed strong appreciation for the 


and called on 


3EFORM 


France Japan 
as observer) held its annual meeting in 


this 


particularly given strong PLO and Syrian 


GOJ Department of Palestinian 
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including the need for possible changes in AdComm 
this session was 

at ComGen 

after UNRWA determined that Hansen would be 


including 


expressed unease on the margins of the 


DPA advisor Mona Darwaza revealed to 


he agreed to allow 


as 


the AdComm letter (Para 6) had been 


in their own statements 


Syria and the 


Column 4 Column 5 


according to the ComGen\'s 


INS 


and that it had added a session 


CHAIR\'S PRESS RELEASE AND USG STATEMENT 


on 30 September 2004 the Advisory 


which is to be 


economic and social situation 


including the 


deteriorating health conditions the displacement of 


Column 4 

you report that a total 

rendering over 9 

during the period under review. In 

recent reports estimate unemployment in the 
even excluding unpaid family 


who are often among the poorest and most vulnerable 
and have required additional 


internal and external closures 


in keeping with international law and 


with particular concern 
asa 


as a result of Israeli military operations 
during which the lives of no less 
with 


thereby severely disrupting the 


as these are implemented by the Agency\'s Gaza 
which remained fully staffed. 


Column 5 


416 


that you were 


Column 4 


inthe case of area 

without receiving the hazard pay they deserve 
to overcome obstacles 

and 


particularly in the case of 


as stated in Security Council resolution 1502 


up to the 
donors had contributed $323.1 million in 


for the 


in that as of mid-September 2004 only 


the Commission 


and its analysis of its 
and to explore further options to widen the 
to fulfill the Agency\'s 


and the ensuing high number of refugee 


and that the Agency\'s 


including through the Operational Coordination 


Column 5 


as is 


Column 4 
and the Agency\'s close relationship with the 


Column 5 


resulting 


for the 
contributions amounting to $323.4 million had been 


which is indispensable if the Agency is 


recognizing the important 


in accordance with 


in accordance with the instructions of United 


Column 4 Column 5 


and their articulation within the 
as well as the way 


and underlined the need 


inter alia the Jenin 
Khan Danoun Khan Eshie and Khan Younis camps 


in accordance with relevant United Nations 


Mr. Abdul Karim Abu el-Haija on 30 


Column 4 Column 5 


which is chaired by Jordan the 


the Chairman of the 


the Commission expressed its deep concern over the 
economic and 


unemployment deteriorating health and education 


internal and external closures and 


which prevented the 


the Commission includes Syria 
Egypt USA 
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Mr. Chairperson Distinguished 
Ladies and Gentlemen: 


generous support to the Palestinian 


the Advisory Commission can and should 
and over the coming months 


which we believe could strengthen its 


the tragic events of the last year 


often at great risk to provide 
food assistance and other forms of 


and hope that the security situation will improve so 


the United States calls upon the international 


Column 4 Column 5 


which is about 40% of 


priorities and 
with a view to both addressing true emergency needs 


we urged UNRWA to 


we urge other donors to join us in 
as the Agency begins formulating 


leaving a shortfall 

which is 

the needs arising from the effects of the 

and in anticipation of possible needs in Gaza 


since the June conference in Geneva to expand its 


medium term plan. We look forward to 


especially 

priorities budgeting 

debate and make known 

health 

other infrastructure and housing is clear from the 


and 


Column 4 


its mission 


it 


this includes ensuring that 


and appreciate the seriousness with which UNRWA 


when Palestinian militants entered UNRWA premises 


| would like to reiterate President Bush\'s 
comprehensive 


and to 
Israel and Palestine 


and 
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and its installations 


the 


and lasting 
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however that 


prominent Bahamian businessman and Perry 


arranged by the Deputy Chief of Mission was 


Rodney Smith. 


calling him the United States\' \"best friend\" inside 


Wilson declared that back in the early 
many of the region\'s first post-independence leaders 


in reality \"only a half-step from being 


insisted Wilson quietly and 

argued Wilson was equally true today. 
continued Wilson needed to 

Y Wilson declared several times and should 

not 


Britain\'s membership in the EU and that the EUVs 


Column 4 


STILL CLAIMING NOT TO BE UPSET 


Wilson 
yet again 
Prime Minister Christie 


Wilson did 


argued Wilson 


or the White House 


noted -- again -- that Caricom was not an 
and that given 
it 


and reflecting 


in his speech to the UN General Assembly September 
Foreign Minister Fred Mitchell similarly claimed that \"No 


but it filled the entire Caribbean with 


Ambassador 


long-standing 


Column 5 


a long-time 


the United 


advising him \"when 


and 


Column 4 Column 5 


shortly before flying to 
Christie feigned surprise and dismay \"at the topic 


Sir Lynden Pindling ina 


Sharon is president of 


and to receive 


that 


are as 
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but they raise concerns in several 
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the GOT will face a challenge 


Diplomats Discuss Law 


an Istanbul University professor of 
and Orhan Eraslan a 


discussed the TPC 


for example: rape 
rather than a crime 


lesser if the victim were single 


and demanded that Denmark oppose the 


the sentence will be 3-12 years imprisonment. Under 
the maximum sentence for torture was eight 
and most convicts sentenced to jail terms 


for aggravated torture involving 


or 18 months in cases where the 


or up to three years if the guilty 
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and punishment of torture. As the Council of 
the legal structure to combat torture is 
but the GOT must follow through on 


very few 


the climate of impunity will remain intact. 


and perpetrators will be 


toa 
for murders related to \"blood feuds \" 


Kurdish families in the 
or among migrants from the southeast living in 


and the law amended if it proves ineffective. 
he said it will take years of improved education 


they are 


a case must be 
including all appeals before the 
or else the trial ends 


a common defense strategy is to delay 


such as: fines; 
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partly in order to relieve the 


or change his religious 
or philosophical belief or who prevents another 
will face 


this law should 


such as handing out bibles or 
local officials are 


the State or its institutions and symbols. 


but often not until after months of 


but could not persuade MPs. 


but the \"reasoning\" attached to it. In the 
propaganda aimed at promoting the withdrawal of 
or in support of claims that a 


Column 4 


are cited as examples of acts that could violate this 


incorrectly reporting that these 


but provides guidance to judges on how to 


language 
color 
or economic and social status. 


though it is not 
the diplomat said the EU will 


though it will not affect the decision in December 


but AKP deputies removed it. 


or deceit -- with a juvenile who has completed 15 


given the age 


reputation 


including the defamation of public 
the sentence will not be less than one year 


priests 
and other spiritual leaders will face prison terms of 


Column 5 


religious faith 
gender 


or 


Column 4 


the penalty will be a jail term of three 


who shook his head 
told us later that 
\"There is no freedom of speech for religious 


the ruling AK 


the GOT has added to the list of 
on paper 
elements of the bureaucracy 


and are 
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as a consequence 


to EU 
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persuasion and 


eventual congressional ratification of the free 
an international instrument would override 


take this message to your government: in whatever 
we will pass DR-CAFTA.\" 


considering that 


which recently were granted tax exonerations to boost 


the draft law sets 


USTR and the Treasury. 
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National District 
2004 


so that we may comply with 


in respect of our oblgiations in the 
2004 with the United 

| am submitting 

enclosed 


as approved by Law 288-04 cited above 
in the understanding that the subject will be 


with the spirit of maintaining commercial 
regional 


Country and Liberty 


Column 4 
begun on August 5 


along with Central 
signed on August 5 
the principal trading 

in which was obtained 


as concers the basic tariff; 


the Dominican Republic is 


including those 


Central America and the Dominican 


using the 


when 


via 


including sugar; 


among 


and not as a mechanism to respond to 


categorized in Customs 
extracted from agricultural 
will be 


Column 5 
2003; 


2004 a Free Trade 
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regional and bilateral levels especially 


1995 ratifying the legal texts of the WTO: 


Central America and the 
signed on August 5 2004; 
promulgated on September 28 2004 


dated September 
2004 aproving the tax reform so that the 25 percent 


along with 
to seek alternative solutions with the 
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Phillips said 


it might be 


how strong a 
how front-loaded what pre-conditions). 
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adding that not 


depending on the USG 


the agreement would need to be written into the 


Ilkin continued that the 


according to Ilkin it was not 
the GoT was not inclined to grant 


we would need to work through issues of the duration 


he promised to pursue the issue after the European 
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and whether UN Security Council 


including the need to 


which could be difficult. 


slowing the process. 


some of the 
such as night flying didn\'t fit 


U.S. forces would need 


the Ambassador pointed out that this request 
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MFA Deputy Director General for 


particularly after the end of hostilities werea 
the U.S. misconstrued Turkey as being 

but that was only 

the GoT believed 


and neighborhood involvement increasing. In 
each successful insurgency action against 


working from a common understanding we 


drawing the Sunni Arabs into the process the 


which Turkey had not viewed as a 


which he noted 
Turkey had pressed the 


he thought there would be 
despite being the only U.S. 


the GoT had felt in the past year as if 


the 
Syria Egypt 


and 


DASD emphasized that the U.S. 
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saying such a view underestimates the progress 
including the high level of interest among Iraqis in 


with territorial 
whose citizens think of themselves first as 


Turkish Senior Advisor on Iraq Koraturk 


the Ambassador asked 


he gave 
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\" 


Iraq can currently absorb some 
but commitment to true democratic ideals could 


and others were looking 


Column 4 
but it could find itself marginalized if 


saying that Iran was 


resulting ultimately 


but in his view the two groups have a shared 
the only difference is in their tactics. Abizaid 


it might find itself dealing with a 


and could serve as a model for other Gulf 


the King replies that 


but Bahrain had good deeds. 


the Crown 


Column 5 
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though the Bahrain National Security Agency and the 


the maximum penalty 
and the 


he said he felt confident 


Abizaid suggested 


perhaps in simulator training. Defense Minister 


and the Minister stated that 


its range combined with Iran\'s 
was disturbing. He said Iran is 


and there needed to be 


the King said that the 
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the Saudis would return to their country and 
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the law states that a 


though Ismail stressed that the prison 


sometimes 


but 


HIV/AIDS 


10/3/2004 10:27 04DJIBOUTI1277 
he offered the view 


but no one enforces them. \"When 
Chehem added there was at least 


Column 4 

lack of money is not a problem in 
we have 

they are mismanaged 

itis the government that 


but services decreased. Chehem was adamant that 


in the 


and double that for the full 


which adds another 40 billion DF 
according to Chehem. (Note: Chehem 


Chehem was extremely negative. He stated that 


its profits go to three 
President Guelleh and 


but that this particular venture was a monopoly. 


Chehem 


and 


Djibouti felt compelled to also join. He 


but there is no 


but in order to promote it 


Column 5 


they go into the pockets 


Column 4 


the 


during his time as Finance 
he tried to govern by the book and to accomplish 


but he lacks an explanation on how he would 


10/3/2004 11:13 
or the district commissioners in the instance of 


and the lack of funds 

000. 

000 DF (roughly 11 

000 DF (56 USD). The cost of even the 


whose average GDP per capita is measured at only 
200 USD annually. (Note: This figure does not take into 


getting a job 


Column 5 
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personnel and training 


and collecting 
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the Service de 


Director of the Service de 


though simple does not work well 


which at the time had not been 
would facilitate working through the caseload by 
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director of the 


police \"invited\" 
Amman-5th 


Azzam 
Amman-1st Dist.) told Al-Ghad that 


both 


the Jordan News Agency (Petra) quoted 


Column 4 Column 5 
but not attacks on \"the nation\'s 


\" Fayez told 


Fayez stressed that the Islamist 


but rather 
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members continue to 


know this fact and continue to focus their 


and so drop out of the convoy system for that reason 


but especially those at the end of the 
vulnerable to attack. Truckers would prefer that the 


noting that terrorist surveillance and 


however 
as adequate insurance coverage is 
and when it is (allegedly only one Turkish 


they suggested far exceeds what is 
and thereby eats 


they added insurance rates might fall. 


Column 4 


which will offer Turkish truckers the option 


though at the 
since it is less lucrative to drop off 


and stressed that their goal is 


given both the drop in income 


but that it is 


\" he stressed. 


with problems now reaching 
\"you will no longer see any Turkish truckers in 


or whether 


and UND 


the expense again cuts into operating 


and means that few companies take advantage of this 


asan 


including high charges and further bureaucratic 
senior 


into the 


which is of serious concern. UND also complained 


who it 


Column 5 


Column 4 


as reflected 
000 Turkish trucks that are on the road on 
but that the rising risks and expense 


on October 1 Soysal 


threatening any 
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had publicly misspoken themselves in the 
and as a consequence 


a decision which prompted 
however 


or even as his \"Rwandan 
his star within the party seems on 


and many of his previously disregarded statements 


including: 


which 
installing 
there is no interest 


but 


Column 5 
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Ruberwa had sent a letter 


Karaha and others have 


Column 4 


given all the hidden agendas 


namely that the current deployment of government 


exacerbating general instability 
and generally making more difficult any 
since the current 


and will lead different elements to 


and indeed of 
including 


But Necessary 


the Ambassador noted that no one had 


and much remains to be done. Flawed 
however 

fair 

and to protect and advance the 


and that is the 


in this area there also is positive movement 


and 
the DRC. 


there are other avenues as well to address 


Column 5 


the lack of 


prohibiting the 


the transition remains the best and 
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as for the problem of the Interahamwe 
the actions of (RCD) renegade commander Nkunda and 


pre-Nkunda had successfully 
000 FDLR and their families back to Rwanda. 
the number of voluntary repatriations has fallen 


to put an end to the menace of the 
and to support disarmament and relocation 


out of earshot of 
Karaha noted to the Ambassador that he had applied 


a security advisory 


but 
procedures standardized at all 


in part have come to hear for himself 


Ruberwa may have encouraged Karaha to 


in hopes that he will modify his stance. 
however would be a vain hope 


and widely perceived to be a close Kigali ally. 

however make painfully clear how very 
particularly since 

he 

at least in the 

to Karaha\'s and other hard-line factional 
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PKK/Kongra Gel founded an organization 


Column 4 Column 5 


Iraq. Aiming 
the 


members of the Yuregir Jandarma Command 


exploded at 9:00 p.m. on September 29 causing material 


along with 14 Siirt HSI members. HSI aims to bring the 


Yakup Kadri Karaboga said the group\'s demands were 
a general political amnesty removal 

compensation of war 

returns to evacuated villages an end to military 


exploded right after a minibus carrying 


Siirt province 
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ATAS 
and for \"being detrimental to environment and 


which was put 


and sheep and cattle in those quarters were given 
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and that steps should be taken to bring peace and 


not for war 


Eruh Sub-governor Ozan 
Eruh District Jandarma Commander 


Turkey\'s Director of Religious Affairs 
Mardin\'s Syriac Metropolitan Saliba 


Prof Bardakoglu said \"We are grateful to our Prophet 
and all saints for having created this unity.\" 


the Cukurova University 
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Petrol Ofisi 
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Y marched in the 


and soldiers allegedly 


Column 4 
but the decision was 


but some teachers did not allow students wearing 


former 
Hamit Bayram 


where he denied accusations at the court 


but he said that he was addicted to drugs. Bayram 


based on an MOU signed between the company and the 


the Second Cukurova Industry 
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massive 


abuses by remaining 
despite 


but has run 
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was arrested in 


and claimed 
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currently in 


peeling walls and broken fixtures are 
once 


looted and overgrown by tall grass. The Coca Cola 
which ceased production in 1999 lay idle 


although goods flown from Kinshasa cost two to 


manioc corn 

although 

however were actually in good condition and a 
a rusting 

to our surprise had survived the procedure. The 
their 


NGO\'s and local officials 


Column 4 


000 soldiers deployed in the area prior to 

only 600-800 remained. Local NGO\'s said that MLC 
stealing harvests and destroying agricultural 

as farmers did not want to 


Vice-President Jean 
but did not meet 


the 


five 


the People\'s 
and the 


the demobilized child 


however 


the 


Column 5 


come 


Column 4 


but they said they did not have the funds to 


this willbe an 


insecurity resulting from 
and lack of 


like other parts of Equateur Province 
has received less attention from international NGO\'s 
whose primary focus remains the East. The 


it will be important for the 


before it 
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International Affairs Director of the 
said in an op-ed in the centrist 


this NovemberYs U.S. presidential 


V and the "China Hand! faction 
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and security 
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but its source can also be traced back 


however refers to former U.S. 


he will face an Asian 


it has become a key issue as to 


it will 
which 


in turn lose a powerful bargaining chip when 
as a result 


for either the "Pan Asia\' faction or the “China 
it is very important [for the United 


re-identifying [the United States\'] 


pro-unification \"United Daily News\" 
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as was shown 


the democratic rules of 


from accepting 


[we hope] Taiwan . could also 


pro-unification English-language 


the exchange 


since we already have strong 


as thy are still in the early stages of 


we hope 
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Washington is only interested in 
the 


as 


the United States\' 


Beijing has put its focus while 


it could still reach the goal of 


Director of the Graduate Institute of 
said in an op- 
English-language \"Taipei 
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Keyser who was in 


will now certainly not be taking up that 


revelations of a ‘national security\' leak will 


the official counterpart of Taiwan\'s National 


the matter is 


it is possible that 


in the short term at least the morale of 


and their freedom of action may also be more 


Taiwan may be 


cooperates 
rewards and fairly punishes those 


it is a political case. Its 


we should look at the big picture and 


in meeting the US demand that Taiwan not 
we must do what we say and not 


Column 4 
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we should 
implementing policies that 
but also meet our own interests. 
seek security assurances from the US and at 
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and will include concrete assurances 


but officials promise to keep AIT abreast of 


Chen said that his government remains committed to 


Chen announced that in seven days 
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Chen also made reference to 


he stated that Taiwan\'s defense modernization was 


not provoking a cross-Strait arms race. 


\" Lin remarked. Lin added that Chen is willing 


even if it means losing votes to the 


the text 


but added that there is still an 


which 


but he is pushing 


but 
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Chen continued 


which was prepared in the span 


Uncertain Follow-Through 


we will watch carefully how he follows 
many of 
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would be for the president to signal 
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s territorial waters without 
both Ministers of Interior 


s flagged vessels provided police 
the GoS informed Croatia in early 2004 that it 


as fisheries is an exclusive EU 


local press has routinely reported 


irking both sides 
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requires ivate companies 


it has not been very effective to 
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neither they nor the Iraqis seem to feel any 
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the NLD CEC suspended three 


including 
believes \"party discipline must be enforced--otherwise 
the 


aimed at squeezing 
are 


help in freeing Aung San Suu Kyi and political 
and other NLD positions. The march took place 


NLD leaders on September 29 suspended at 


the NLD Central Executive Committee 


which characterized the contents of the letter as 


the letter reportedly 
Van 


local level party 

was made by all nine members 

Y signifying that ASSK and Vice Chairman U Tin Oo 
used back channels to weigh in on 

\" said the 

\"and the CEC believes that strict party 


believed by many observers to be at 
is clearly suffering 


the 


Column 4 Column 5 
the status 


the recent party 


aimed at squeezing 
are 
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nations 


and were confident the few 


while urging concrete next steps. SecGen 


the agenda being constrained by the Cyprus-Turkey 


Turkey and Bulgaria supported by the U.S. and 
appealed for quick resolution on their status 


speaking on behalf of the Presidency 


during the UK\'s 


Column 4 
including 
where an initial Finnish 


and de Hoop Scheffer noted that NATO and EU staffs were 


which is called for under 
and indicated that once the EU formally requests 
NATO\'s reply would be in the form of the 


and proposed that 


Turkey and Italy 
and Solana noted that he and De Hoop 


respectively 
and cited Bosnia as evidence of the need to speed up 


Ambassador Burns welcomed 
single-issue discussion of coherence and 


non-duplication and the 


and urged (supported by 
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SHAPE and the EU Military 
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however that even with the \"best will in the 


there was no mechanism!" in Spain to block financing 
unless one could also show that said 


clearly an 
but somebody the Iraqui government might want to 
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\" Foreign Minister Vartan Oskanian called for 


followed immediately by the 


muted chatter when he 
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THOUGH NOT FULLY SCRIPTED 


coming 

highlighted 

noting that they had been discussed in 
and that the Minister intended his remarks 


it is unlikely that Oskanian expected 


but officially confirmed that \"In his 
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190 persons were 
a 5.2 percent 
311 new infections reported in 2002. 


401 new infections 

however that 
which 

000 new 

the Ministry 
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Spain\'s 
told a press conference that her 


given that it is a complicated 


but 


the same 


at least for now. 


a five-fold 


within 
only the United Kingdom (18 percent) has a higher 
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\"Hamali said the GCC 
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GCC Defense Ministers met on October 4th 
reportedly 


known as Peninsula Shield to Kuwait during OIF (Ref. 


when it agreed to enter into an 
but failed to specify a deadline (Ref. B). 
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who leads the DRC\'s Economic and Financial Commission 


scheduled for June 2005 and also for military 
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and indicated that a 


funds are being included for the elections although 


both in a group debriefing and bilaterally. Team 
open and receptive. Their 
and represents a welcome change 


the GDRC\'s desire to 
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but only if SEPI\'s 


000 shipbuilder positions. Labor 


a formerly Communist-aligned 
represents the largest 


guaranteeing a broad base of support for the 


500 layoffs out of the total of 11 000 Izar direct-hires 
000 workers 


but that they reflected the 


Column 4 


lamenting the fact that 


Doz also noted that Korean firms were quicker to 


but SEPI and the unions are far from 


whose key policy foreign policy 


saying Spanish workers should 


including the PSOE 


but on 9/21 all parties except 
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knew the PP 
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Column 5 
who is mindful of the 
wanted to 
Zapatero\'s administration 
appears to have 
10/4/2004 14:09 04ANKARA5689 


weekend papers report. The MFA said that the 


and that Ankara would continue its 


\" Iraqi Patriotic 


\'he 
\' Talabani added. He also said 
Talabani said such a 


encircled by 
Syria and Turkey - that oppose 


Column 4 
Y Talabani said. 
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a Turkish Red Crescent employee severely wounded in 
died in Ankara on Saturday. 


and was evacuated to Ankara six days 


yet there will be no fundamental 


the US will be seriously engaged in the fight against 
and 


economic 
it addresses the 


and social 


so 


it seems that a Kerry administration 


the war on terror will remain 


especially Germany and 
there are historical prejudices against Turkey. The 


\" Alain Grosrichard proves through 


the Muslim minority 


and extreme 


it is impossible 
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including the new ones 
and create significant doubt 


together with the important 


while ignoring anti-Turkish statements made by 
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in particular Pakistan 


primarily questioning the legal basis for the proposal. 


it 


at the prompting of the EC Chairman and 
informal consultations 


were held to discuss the Libyan 


Legal Advisor 
and Director of the Policy-Making Organs. 


the conclusions of which were \"unequivocal.\" 
\" in that it does not alter the basic principles or 


and approving the proposal was 
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oppose the French 
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but also Russia 


chaired by the 


Director of 
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taking a more 

noted that the CWC does not 

and that it was left to and the 
the EC to determine the \"viability\" of the 


does it satisfy the criteria for a technical 
para 4). Nevertheless Onate 


and thus 


and that the proposal 


from a broad geographic 
made statements offering clear support for the 
specifically: Algeria 


Morocco (co-sponsor) Sudan (co-sponsor and 
Tunisia (co-sponsor) Japan 

South Korea Czech Republic 
non-EC) Argentina 

Netherlands Norway 


WEOG coordinator) Turkey (co-sponsor 


Column 4 Column 5 
and the U.S. (co-sponsor). 


Amb. Vogelaar of the Netherlands made an 


but more importantly raised 


the Dutch current President of the 
did not make an expected statement about EU support for 
though Vogelaar offered that he is in 


ranging from vague to outright hostile. 


there are a 


he questioned whether \"conversion\" was even 


Italian 
will be driven by altruistic purposes not profit 


the Pakistani delegate insisted that 


and so raised the possibility (without 


Column 4 Column 5 
he offered no specifics. 

and any future States Parties to convert 
but their \"initial analysis\" raised the 

as well as 

paras 65-66). Clearly not 

the Russians recommended 

including the possibility 

along with the recent DG 

who was 


previewed the Russian position in a 


with some division 


but then proceeded to make a series of unhelpful 
\" and asked for clearer 

as well as the thinking behind the 

but nevertheless took almost two years to 


and that the CSP 


all/all 

if made sends the issue to be taken up by the CSP.) 
namely 

para 13 and Part V 


para 72. 
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but they supported its 
and viewed the paper with a \"positive eye.\" 


the visiting official from Berlin (Peter 


Beerwerth said that they did not 


and appeared unaware of 


\"the Legal Advisor could see no 


namely either a formal 


he 


but made no comments: 
Nigeria 

Malaysia 

Romania (non-EC) 
Finland (non-EC) 


the consultations went about as expected 
and usefully flushing 
Y though all of the 


Italian 


without specific guidance from capital 


UK and Italy demarche 
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South Africa (co-sponsor) 
UAE (non-EC) 

Cuba 

New Zealand 


UK and U.S. dels agreed that 


as has 


Column 4 
while Libya will raise the issue with the 


but not definitive 
UK and Italy demarche 
while the U.S. del will continue to follow-up with 


the Indian del has been 

unable to give this issue much attention. 

UK and Italy demarche New 

while the U.S. del will continue to follow-up with the 
emphasizing the need for a clear position 


and will continue to do so in the coming week. 
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though he opined that 


and that Trade Commissioner Lamy 


during the Euro-Med summit 
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instructions from capital. 


and will likely 
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as well as in 
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the GOT may not be 


which could drag on until close to the GOT 


the GOT is not eager to address the issue. 
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who promised to 
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PolOff Reason 1.4 B/D 
however on when 


Head of Unit for Serbia and 
tried to explain 
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the impetus for the \"twin 


the EC had proposed the EU drop its 


the EC had insisted an IMAP 
the EC was reconciled to the need to 
however that the EU Foreign 


in endorsing the EC\'s proposal were still keen to 


and eventually negotiate a single SAA 
protocols or annexes as necessary for the two 


although she acknowledged that this was \"maybe not 
Belgrade sees 
Podgorica sees progress toward 


and which with the respective republic 
the EU 
such as WTO membership. 


and the EU will then 
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which Sobieski 
the shortest conceivable calendar for SaM\'s 


and the study might be finished in February 


as the contrasting examples of Macedonia (six 


and key among these was 


the \"twin track\" will actually help focus Belgrade and 


even some EU 


the key issue is that negotiation 


nonetheless a point we will 
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the UAE Embassy provided the Department with a chart 
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he said Kuwait advised India of 


Dr. 


constitutional 
there is no legal 


a situation that exposes the GOK to 


the GOK 
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duration of GOK fuel supply to coalition forces and 
not financial and that 


and said a delegation would visit as soon as 


the Ambassador asked Dr. Mohammed for 
Nepali and Filipino drivers. The Ambassador said 


yet this decision had not apparently 


and India intended to begin annotating passports 


for example to enforce selective travel bans on 


the FM said he 


Indian families would suffer from the lack of 
he told the 

Sri 

and Africans took all the jobs currently held by 


Column 4 Column 5 


explaining that other countries looked 
as GCC chair and the first country to invite Iraq 
for guidance. He wanted to be on 


agreeing that it offered advantages to 


as had been previously agreed and mentioned 


including some 
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though establishment of the latter is 


the day of your visit 


the Council of Representatives 
the Consultative Council 


the government and four 


the GOB arrested human rights 


the government closed the Bahrain 
which organized the forum 


marking a new level of commitment 


and joins 


openness 


banking 


Column 5 


and it is 


while 
is appointed by 


accusing 


and transparency in the region 


business services 
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Bahrainis 
in 
but he cannot do 


independent Palestinian state but he has asked that 
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700 (from an initial management proposal 
000) but otherwise made significant concessions on 


with 


possibly in 
the 
including a shrinking 


Ground Services 


the GOI and most of Alitalia\'s unions are 


Alitalia will 


in early 2005 Alitalia\'s core flight operations 
\" which will 


\"AzService.\" Alitalia/AzFly will initially 
while the remaining 49 percent 
a holding-company 100 


which is expected in June 2005. 
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AzFly\'s recapitalization and 


plans to remain the 


the privatization will likely be limited to 
at least until 


Cassa Depositi and Prestiti 


a government-controlled joint-stock company 
is a possible 


Limit Layoffs 


CSIL and UIL) which negotiated both new labor 
expressed satisfaction if 

over the deal. On September 18 the 

eight 


000 Alitalia workers 


remains unhappy with both the lack of employment 
but it is unlikely 


they had mixed success in meeting these 

Giancarlo Cimoli initially 

000 workers. 

3 679 workers will lose their jobs 


Column 4 
Milan and some 


Alitalia pilots will have to fly more hours to 


For Now 


unions were 


a public-owned company 

Fintecna likely will restructure 

another state-owned 

but one that is due to be privatized shortly. The 


but Cimoli has stated that he wants to 
an outcome which the 

a charge the company denies. The deal 
when EU 


\"the arrangement and agreement are a good sign." 


700 Laid-off Workers 


company 


the September agreement provides no such 
UIL 


unions expect their rank and file to accept some job 


who tend to be less dogmatic than CGIL or 
expect that many of Alitalia\'s skilled 


the unions are concerned that 


Column 5 


will acquire 49% of 
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Director of 
the airline was able to 
unlike in the past 


a format that has 


which led to the collapse of talks an 


and the resignation of Managing 


more Italian political leaders realized that 


"a 


Jankovec 
the rescue plan has a greater chance of succeeding 


a coalition partner that has traditionally opposed 
which the League views as a typically 


he 

is due to the financial difficulties of another Italian 

Volare which is based in the League stronghold of 
Jankovec explained will probably need to 


and any plan given to Alitalia 


which 


Column 4 
is the most 


a practice long 


a system which 
000 free seats per year to 


Alitalia will need to work with local 


Jankovec remarked 


yetit may 


700 in staff cuts is significant 
000 layoffs some outside observers believe will be 


Jankovec believes that this \"Italian 


the Alitalia deal is a blow to Italian 
which for the last 30 years provided their members 


Column 5 


Alitalia\'s ultimate goal remains 


but is far shy 


Column 4 Column 5 


the fact 


the Berlusconi government is pleased with the 


which while hardly freeing the government of its 
opens the way for further 


10/4/2004 15:51 04KINSHASA1850 
10/4/2004 16:39 04KINSHASA1851 


Vice Presidents and 


all four Vice Presidents the leaders of 
and the heads of five 


High Media Authority Truth and 


Ethics and Anti-Corruption 
Human Rights Commission). A meeting of this 


however it 
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and the legislative 


to the GDRC members expected to participate in the 


and a copy of that document 


it was decided that it would be better for now 


reportedly 
regarding an institutional 


with the four Vice Presidents for 
deeply mistrustful of each other and largely of 


however is 
with a Consultative Group 

a francophonie summit 

and an IMF review mission during 
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split 70/30 as operating 
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targeting three types of 
mainly other airlines; 2) 


and only about USD 70 million is owed 


including most of its 
and its goal is to operate Ghana Air\'s routes with 


its assets are 


hire employees 
Europe 
GIA will approach 


which bid on the deal but dropped 
argues that the Transport Ministry did not specify that 


Philip Owusu 
who are the true force behind this deal. 
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train pilots 
and regional 


alleges that GIA has \"secret\" 


Column 4 


especially in the media 


and lobbied President Kufuor to oppose the GIA 


and has lobbied the GoG to drop the 


rather than signing an 


an approved agreement would provide more security to 


and have created obstacles to investors who 


and is keeping its intentions (and 
Ghana Air is 
and as 


bureaucrats and private parties are 
and GIAYs many opponents may be 


which could 


Column 5 


argue 
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badly trailed Joao Henrique (PDT) at 


in Pernambuco 
handily winning a first-round reelection 


capital of Ceara 
or many voters changed their minds in the 


will go to a second-round runoff. 
respectively 


and communist Inacio Arruda 
finished 


in Maranhao 
but the family split this year 


capital of Alagoas 
who got 27%. 


000 


in Sergipe 


Deda should now have a 


capital of Paraiba 


in Rio Grande do Norte 


versus challenger Luiz Almir 


capital of impoverished Piaui 


Column 5 
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incumbent Joao Paulo (PT) separated 


was 


is headquarters to the Sarney family 
allowing 


Cicero Almeida (PDT) won with 


Maceio will not have a 


delivered the champion vote-getter this 


Ricardo Coutinho (PSB) 


will see a second-round runoff 


gave physician 
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supported by the outgoing 
is favored in the second round against Adalgisa 


capital of Goias (the state that surrounds 
PMDB dinosaur Iris Rezende (PMDB) won 47% and is 


who won 23% after his candidacy was nearly canceled 


Mato Grosso state long-shot PT candidate 
whose 

capital of Mato Grosso do Sul as expected 

by 55-23%. 

in Rondonia will see a second-round runoff 


and Mauro Nazif (PSB) at 30%. Nazif will be 


Acre state Raimundo Angelim (PT) came from 
000 so there is no 
capital of Amazonas will see a second-run runoff 


whose 43% beat out PSB 
at 28%. The PT supported communist 
who won 13%. Former-Governor 


in Roraima reelected incumbent Teresa Juca (PPS) 
in Amapa as expected 

000 so there will be no second-round.) 
capital of Para favorite Duciomar Costa (PTB) won 


who got 33%. 
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capital of Tocantins longshot Raul Filho (PT) 


by 64-32%. 


Marta Suplicy 
Jose 
and the eight-point margin suggests she is unlikely 


winning six of 26 
with a chance to win eight more in 


563 mayors nationwide the PT won 381 mayoralties yesterday 
the PT still trails amorphous giant PMDB (1 014) 
the PFL with 


and the center-right PTB with 403. Only the PT and PTB 


the PT defended its 
as well 
Amapa Sergipe and 


the PSDB had fewer pieces at play in 
as its strength is not concentrated in there. 


Cuiaba Curitiba and Espirito Santo. However 
Aecio Neves 
got crushed by a PT incumbent and its 


s first round reelection in Rio de 
but the party did 


picking up two capitals each. 

as it 

without any 

failed to win any big cities. The 

with reverses ranging from 

s poor showing in Sao Paulo to losses in 

Manaus and Boa Vista. The PCdoB (Communist 
and the 
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Luciana Santos in Olinda 


another Recife 
Joao Lemos won and became the PCdoB\'s second 


one of the election\'s oddities was the 


in Para 
State Deputy Eulina Rabelo had established a 


and therefore could not 
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revenues of 


MPS and UNODC sources 


Hoanh was arrested at Lao Bao border crossing for 


Hai also set 

which sits between Ho Chi Minh City and the 
according to 

the syndicate brought in 800 to 900 


20 of whom are still at large. 
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Deputy Director of the MPS General 
acknowledged \"negative developments\" 


he noted the 
000 hotspots throughout Vietnam 
and opened 5 600 cases and seized 180 


which saw an increase over the year before. See 


the more it learns 
the drug 


the government could 
however GVN anti-drug 


it has either provided strangely inaccurate 


General Duc\'s 


it appears that the assistance we 


and through UNODC to cover the main drug 
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and provide for a mandated election 


though 


the issue never gained real 
2004 


equality 
and reconciliation. During her first 
McAleese attempted to \"build bridges\" through increased 


creating quality social programs for the disabled 


she is the first president from 
after serving as the Director of 


McAleese became the 


a well-known accountant and 
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given McAleese\'s popularity and the limited 


social inclusion 
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Spain is safe. However 


alert and aware of their surroundings. In 
or experience any 
please contact the Embassy\'s 


it shares credible 
available on the Internet at 


U.S. travelers can hear recorded information by 
D.C. at 
or receive 
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\"Molecular Pathogenesis of Human Liver 

\" atthe Department of Biochemistry and Molecular 
Complutense University in Madrid. 


Spain is safe. However 
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Madrid 
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alert and aware of their surroundings. In 
or experience any 
please contact the Embassy\'s 


it shares credible 
available on the Internet at 


U.S. travelers can hear recorded information by 
D.C. at 
or receive 
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who spent at least several months in 
is wanted in connection 


as well as the cooperation and 


but is evidently content to let Albizu be tried in 
despite calls from some in Spain to demand his 
after 

the GOS may be near to 

the GOS 
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ETA\'s leader for at least the 
and his partner Iparragirre one of ETA\'s most 


since they only rarely 


who was born 


a truck driver accused of 


military and logistical leaders in Bidart 


an event 


speaker after speaker congratulated the GOS 


the ETA front group Batasuna which the USG and 
remained silent on the 
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who would 


claiming he is ultimately responsible for the 


and perhaps ultimately in his extradition. 


is heading towards a showdown 


at which point it may be defeated by 


the PNV will use Plan Ibarretxe as its 
which would likely lead 


increase the likelihood of a subsequent 


GOS officials are wise to caution against 


ETA was in crisis due 


but very public 


police have yet to corral other important 
such as Josu Ternero 
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bombing 


a particularly violent 
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so dangerous ETA attacks remain a 
even ifthe 10/3 attacks truly mark the 
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and a USG-sponsored 


the U.S. delegation 

rule of law 

increased 

and HIV/AIDS prevention in solving problems 


at FAO Headquarters in Rome. The CFS is a forum 


Under 
Nutrition and Consumer Services 


and Ambassador Tony P. 


USDA; and Robert Harris 


State Department. 


and by representatives and 


Minister of 


Column 5 
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U.S. 
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Mr. Yahya Al Araimy (Oman) Mr. Anton 
and Mr. Alvaro Aguilar Prado 


Ambassador Hall encouraged FAO and 


actions taken resources spent 


the rule of law and 
or where conflict 


the Ambassador noted is nota 


such as U.S. 


programs to increase agricultural productivity 
and the Presidents 


U/S Bost and other U.S. 


increasing productivity 
providing 


fostering economic growth and ensuring 


ites welcomed FQ 
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including: reducrequency of reporting; avoication of 


the Secretariat should prepare a revised format 


at the suggestion of the 
made the recommendation that FAO 


including the United States 


in 2006 
a Special Forum within the 


within 
a multi-stakeholder dialogue during 


international 
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to continue to use all means 


including National Alliances in their 
to fight hunger 
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but cautioned against 


the U.S. delegation 
we were able 


language on 


and language on the 


but submitted a written statement 


the United States does not 


Column 4 


the U.S. delegation was 


although this was not formally on the 


D). 


the role of biotechnology in further 
and the importance of 


Column 5 
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Political and Moral Force to End Hunger\" 


which met concurrently with CFS on 20-21 
food-deficit countries by 


public participation 
social equity sustainability and 


and recommended dropping the 


and called for stronger linkages with research 


and creation of \"productive 
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but also the influence of 


US Trade Representative Zoellick wrote a letter 
laying out in detail our bilateral 


including resumption of discussions 
if 
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agriculture 
Taiwan has made significant 


including significant improvements in the 


liberalization 
and moving to create data 


has moved with heretofore unseen purpose 


and as a political 


while the number of infringing goods and equipment 


Taiwan officials 


broke up two major counterfeit 


leading to an increase in arrests. 


raid 
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pharmaceuticals 


working in 


and closure of a major OD counterfeiting 
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Taiwan\'s legislature passed revisions 


adding to amendments from 2003 that made sale of 


the legislature also passed a bill 


first over the number and composition of 
and more recently over unrelated broadcast 


Premier Yu and the Minister 


the Department of Health has 
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and M) 


Column 4 Column 5 


the Board of Food 


the LY passed legislation 


and sellers of counterfeit pharmaceutical 
F 


son Track 


Thailand and Egypt on specific 


Taiwan\'s COA has also recently evidenced a 


COA has 


but understand that TIFA must 
before any possibility of discussing an FTA can 


we can reinforce Taiwan\'s 
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including dismantling non-tariff 


pharmaceuticals 
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who read from the same script. 


Bangladesh 


the 


including the training of 


on how to improve the system of governance 


and inquired about the 


she 


including the Alternate Dispute Resolution 
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rice and telecoms. Failure 
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etc. 


the 
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born December 1955 


Abu Dhabi Emirate UAE. Bachelor of Law 
1982. Deputy Director of the Military Judiciary of the 
1982-1992. UAE Attorney General 1992-1997. 


Minister of Justice and Islamic Affairs (Awgaf). 
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he asked what more the EU could do there. Setting 


Cloos 
including in Afghanistan and 
if so what are they prepared to do 


that the US-led coalition had 
and that Iraq and Afghanistan were different. 


represented by two UN 


including offering protection to the 


Column 4 Column 5 
then 


he said. On Iraq Cloos 
particularly 

will want to do anything new on Iraq -- 

but even after November 2. 


as this linkage does 


\" \"fragile\" or \"failing\" states. On Iraq the US 


Madrid 


t 


the difference seems to be that Europe is 


that the US is ready to accept the EU -- with all 
he argued that 
the current situation is so \"out-of-hand\" that 


there is no support 
he said. Perhaps if European public 


Column 4 Column 5 


European public opinionremained \"very difficult\" 


just the current style of leadership. 


an issue that undercuts the US claim to offer 


many in the EU didn\'t even want to 
not style were at the heart of 


the EU was still upset about the 


not just for the 
but also for the transatlantic relationship. He said 


this is false. The 
as 
can\'t be ignored. Cloos also expressed 
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reinforcing the President s message that the G-8 Sea 
multilateral diplomatic 


10 years old and an object of pride 


is in need of revitalization he admitted. 
through BMENA 


private investment and local 


which 
orEC might explore how their projects might be fitted 
in education where the EU tends to 


Heusgen said that it was not great for the EU to 
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whatever the EU or the US does these efforts do not 


where the 
we had only a limited universe 


he noted. 


the Iranians have not stopped 


the US Russia 


Reiss noted 


then we will have 


he asked if there is a way that we can 


rather the EU would have to show 


they are now in a \"cul-du-sac;\" and 


after November 2. 
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Jim 
was even blunter in his September 21 conversation than 


we would need to start 
Cloos said the 


the number one foreign policy problem 


no one in the EU opposes US 


Cloos listed 
political links that the US does not have some 


financial assistance to key countries 
and trade and cooperation 


focusing 
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Iran 

s presentation covered the 
Gaza 


and US views on a nuclear free zone in the mid-east 


s nuclear program). While 
the 


Ambassador Hamer 
said 


that discussions on debt 
that the EU is considering election 


one PSC Ambassador said that the current EU 


while arguing that it was 


a number of PSC Ambassadors said that the US is 


think 
EU officials 
one sponsored by the German 


the tone was often sharper. 


despite recent efforts at Summits 


Column 5 
BMENA 


the Dutch 


European Parliamentarians at two 
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rather Europe felt slighted by 


from a 
is that the bad side is winning. This 


there will be a major 


a journalist suggested that if Europe is 


Europe will choose an Iran with nukes. Ifthe US 
this will be the nail in the coffin of the 


despite the difficult state of transatlantic relations 


Europe\'s commitment to 
and fighting terrorism and nuclear 


task us for any help on Iraq8 
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Director Reiss and Dep. Dir. 


and not just the security of the United States 
then the EU is in 
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the U.S. 


Socialist Republic of Vietnam 


particularly at a time when the bilateral 
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strongly protests 
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it fails 


prepared on the basis 


outrageously distorts the religious policies and 


in the name of religious freedom 


to follow or not to follow 
no 
it is 


there is no arrest for 


for reasons of social security and 
the government had to handle some 


Congressmen 

diplomatic missions 

United Nations and Vietnam-based 

who have visited the Central Highlands 
religious representatives 

could have found no evidence to prove that 


to improve material and 
including religious 


Vietnam is 


Column 5 


of 


international 
representatives of 
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Column 5 

including faith and religion. With the 

the Viet Nam Standing Committee of the National 

2004 the Ordinance on Belief 

thus creating a legal basis to guarantee the 

the fact that has been 
we would like to reaffirm that we are 
we would like to urge the U.S. Department of 
in the long-term 
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Mattiolo confirmed that Italy was 
and still would if it 


underlined Mattiolo propose such a measure 


and said that Italy would 


the issue 


for 
Tripoli\'s agreement to accept the return of the 
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Pol/Econ Chief also briefed 


but said that he was unsure precisely who his 


Shaikh Abdul 
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they are 
Ahmed Salman Al 


the father assured Shaikh 
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only his third encounter as FM with a 
Nyan Win is a 


marginalize the democratic opposition 
and prolong 


but we have no expectation that 


the COM called on Burma\'s new Foreign 


U Nyan Win. The FM one of only a few cabinet 
was joined by new Deputy 

Deputy DG Phae Thann Oo and 

on October 5 with the 


the Foreign Minister was scheduled to meet with 


Column 4 Column 5 
dean of the diplomatic corps. 


where he said he had the opportunity to meet UNSYG 


he added the GOB has 
V he said \"we will reach our goals 
he said that 
but the 
he said had freed ASSK in 
\" she said \"but 


but for the Burmese people as well.\" 


\" she said \"then how can 


2003--not the aggressor as 


was the message the COM exhorted the FM to 
she 


and pointed to EU sanctions and the UNSYG\'s August 
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Maung Myint 
according to his junior colleagues will be in charge 
the unimpressive Kyaw Thu will assume the role of 


Nyan Win is a caretaker foreign 
the 
Minister of Labor and 


has carried the regime\'s 
including in his role 


marginalize the democratic 
consolidate full control over Burmese territory 


and the 


but have no expectation that 
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they say the final version stated instead that those 
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and who advocated successfully 


see this law as a potentially important 


Diyarbakir contacts told poloff that 


however 


nor had any provincial commissions as specified 


but they were quick 
as well. The Bingol HRA 


but that his suggestions were not considered. He said that 


but that psychological 


where the evacuations of the previous decade had 


920 families for a total of 


113 residents. He had suggested the law offer a variety of 


he added 


he argued 
including schools 
livestock pens 
he said 


Y he said 


and in the absence of 
many 


and in some cases 

as they prepare their claims for eventual 
HRA-Siirt 

and 
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they stated that the regulations had not yet 


there were 15 years of lost income to take 
entire village 

mosques 

silos and sheds. Some people can 

but there is no way to live in 


\"We could have contributed to people seeing 


local Bar 
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\" said one human rights activist 
said our Mardin 
only about 5 percent of those filling out the survey 


he said were evacuated by the government. 
such as materials for housing but 
cement and 


perhaps from the European Union. 


especially given the renewed violence in 


contacts in the southeast have been talking about 
and are waiting to see if 


in the way the law is written seems to 


thus painting a more clear 


however the law\'s potential impact is difficult to 


Column 4 Column 5 
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director of the orphanage. Dao 


they were moved to a nearby boarding school for 
on a tour of the orphanage Conoff directly 


including four infants under two months old; and one 


she changed her statement and said there were actually 


then 


international adoptions were the last option. 
Dao stated that she only worked 
despite the fact that Amcits had 


Canadian and French 
but they refused to provide annual follow-up 

which the Americans had agreed to do. 

she had ended her relationship with other agencies and 


an American adoption agency. When 
\" she stated 


000 USD) to the orphanage this year. They had 
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000 000 to 470 


the orphanage 


Dao had identified nine 


and they regularly send 


2003 Post has 


she readily 


she was 


the Consul General met with Mr. 


former USAID officer and current Director of the East 
Vietnam. Conroy 


Conroy is 
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the 30 


the latter figure being about twice the annual 


500 USD to process international adoptions for Canadian 
roughly 500 USD was spent obtaining 


if identified. Conroy emphasized that 
000 to 30 
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this has fueled rumors that the GOV plans to 
despite 

the international reserves 

leading to 

or 


MORE MONEY - FOREIGN EXCHANGE EARNINGS 


Trino 
the Banking Superintendent (who reports to 
criticized the BCV\'s accounting. 


but soon increased that to 2.5 trillion 
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000 USD given to the Danang People\'s Comm 


000 USD total 
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since 
issues which 


which could 


BCV Director Domingo Maza Zavala 
which would 


as well as statistics 


and retirement 


National Assembly Finance 
stated that 
which circulated 


BCV researcher Reinier Schliesser told 
in 
real. He noted that letters notifying employees of 


who has only been at the BCV a few months. 


those to dismiss eventually 
and dismissed employees 
plus a box 


which included USD 706 million in the Macroeconomic 
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would be 


and those to definitely 
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this is essentially the 


it estimates that only about USD 45 million is being 


it 


or that oil production has 


so the diversion of funds is the likely 


and will simply 


this year 


as President Chavez and PDVSA chairman Ali 


when money is spent 
making it an unlimited source 


or loaning the funds (through BANDES 


President of the National Economic 


but which has not formally met 
told 


saying that the institution 


think that \"my responsibilities 
so | won\'t get myself involved in working on other 


Column 5 


diverted at least USD 3.5 billion into 


more money 


the GOV-owned 
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with no regard to negative consequences 
but also to 


as well as 

is up in early 2005. The 

according to 

are Finance Minister Nobrega (Schliesser termed 
Guillermo Ortega (a 

Banking Superintendent 

PDVSA Vice President Jose Rojas 

FDIC equivalent) President 

the GOWs need for funds is 

given strong oil prices and the openness 


the GOV may 
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and 
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\" which sank off the Galician coast 
000 tons of crude oil aboard 
de la Vega said the 


\" which had handled the cleanup 


the Government 


however 
a 
the company that 


which date from the 1970s through 
were generally adopted to bring international 


that its civil 


KEY 


on 

a Saint Vincent-flagged 

Spain to a 

sank off the coast of 

500 metric tons of Spanish origin 
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was 


and would replace it 


Turkish-owned vessel 
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the ash was found 

saying it now belonged to Larfarge. The vessel thus 

where local authorities refused to let it 

at least 

it sank reportedly with only 2 


300 metric tons of ash were 


Spain\'s Environment Ministry dispatched two 


000 tons of toxic waste into the Ebro River. 
noting that its discharges 


the Flix reservoir had 
18 tons of mercury 


and 60 tons 


noting that the crux of 


without 
since 1996. 


JUNDED 
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but 
environmental watchdog group charged with 


with the first report expected by March of 2005. The 

NGO 

scientists university representatives 
and members of local and regional governments. 

but it is 


otherwise known as \"the Green Patrol \" reported that 


which has 89 members noted that the total number of 
attributing 


254 persons in 2003 for driving 


hot on the heels of 


which emphasizes coastal desalinization 
also 


in part to finance the new 
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should help 


or at least lower its rate of increase. 
according to Narbona 


noting that the PP\'s now defunct river 
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who were harassed and prevented by 
set off for the same location 

who gathered in front of the 

saw them off with \"Long Live 


a \"Human Shield Initiative\" member from Istanbul said 


and seizing the license 


\" initiated in February 2004 


Mardin province 


but the company that 


200 students. 


one 


Diyarbakir province. Five persons 
were arrested for having 
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water prices will reflect the 
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was also supported by the 


are unable to attend 
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Hatay province border gate with Syria increased 


as a result of a fight that 


both former Mayor Unlu 
and two others were 
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which still 


the trafficking of human 


maintains an article that could be used to 


2005 barring a few 
which will come into force earlier or 
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2004 by the Turkish language 


as well as greater 


crimes against humanity and 


pedophiles 
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2004 by Swissinfo 


Europol assists 


drug trafficking 

to perform operational and strategic 
and to provide expertise and technical 
based in The Hague in the 


is vast. 


while a second system 


Switzerland and Turkey. 


the federal officer 
the Europol Convention 


\" he 


| can state that the data protection 
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Francoise 
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a political scientist and expert on 
is far from convinced. 


Europol is a real danger 


but 
\" he added. 


the citizen 
for instance 
but in 


which in turn has to ask all the other Europol 


Y he 


there are also 


insisting it is a \"support 


talk of a European FBI 
Y said Walter. \"It is true that 
but the structures are 


the FBI is an organisation belonging to 
while Europol is a multilateral body 


Column 5 


\" he told 
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however 


the agreement governing Swiss participation 
still has to be ratified by 


fearing the loss of Swiss 


\" explained 


in our opinion 


though 
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were handed 


who started working as a 
said his enslavers owe 


Ali Sag and 
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four villagers in Imamoglu and Kozan 
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the only EU information 


is bound to help improve 


is quite a different matter.\" 
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one from Ayvali and one 


they have been receiving 


2004 by the Athens 


\"\"formation and 
\" and \"repeated forgery\" ship- 


who according to the 
are the \"brains\" of an 


for 
000 illegal immigrants.\" 
Anastasios 


receiving 


200-2 000 and upon the immigrants\' disembarkation 


the Italian authorities claim that possibly 


in addition to the two Greeks who appear to be 
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the Pireaivs Attorney General\'s office is 


the Port Security officers 


since 2002. END 
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Afghan Indian 
Iraqi and Palestinian origins who entered 


and work was under way to deport the 


2004 by the Turkish language 
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and gave the 


Bosnia- 
Bulgaria 
Russian Federation 


France 
Greece and Spain 


not members of COE: Afghanistan 
Bangladesh 
Egypt and Morocco 


Azerbaijan and Georgia. 


universities 


which is located in a region with a high flow 


has earlier offered to host the 5th 
sources added. END 


Column 5 


Hungary 
Slovakia and Ukraine 


Germany 


China 


nongovernmental 
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sources said 


police launched an operation in 


2004 by the Turkish language 


sources said on Wednesday. 


Egyptian and Sudanese origin who 
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Turkey Sept 16 (Reuters) - The 


but they are pinning their hopes of a 


her hands 
16-year-old Zahide says she is old before 
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\" she says 


and 


gender inequality in Turkey is a concern 


since it is a question of mentality and 


access to education and the right to 


university rectors and 


especially in conservative cities 
often means girls as young as 12 are 


000 fewer 


a 
has enacted 


which include a number 
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toiling from sunrise 


yi 
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are being debated in parliament this week and 
including rape 


and for so-called honour killings - 


which 
would 
but it enraged women\'s groups and 


\" said 
a lawyer and head of a local women\'s 


girls like Zahide working in the country\'s 


2004 by the Washington 


Ankara decided to shelve a proposed 


since Turkey\'s admission is central to 


sexual assault 
torture and pedophilia. The 


and will make it easier to 
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the package also 


the European Commission 


therefore is broadly significant to the 


long a force for moderation in the Muslim 
would rise in prominence - a welcome prospect. 


however widespread apprehension in Europe 
however are clearly cultural. 

even when it 

with 


in particular charges it would lead to so- 
Ankara was wise to 
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sources said on Thursday. 


acting on a tip-off raided 
and 
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there were Pakistanis 


Afghans and 
the sources noted. 


adding that the 


2004 by the Anatolian News 


have 


000 traffickers have also been rounded during 


Aksu said. 


many from Asia 
either by 
which spans Asia and Europe. 


all hoping to reach Greece. 
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but neither 
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Church leaders are relatively 


PolOff met with Pastor Nguyen The 

Head of the Danang Southern Evangelical Conference of 

and Father Tran Quoc Viet a senior priest in the office 
to review the status 


head of the Southern Evangelical 


000-strong SECV community routinely gathers 

the local chapter of the SECV also 

000 

including ethnic minorities. According to the pastor 


but merely had to \"register\" the activity 


the Danang SECV notifies local 


there is a pending agreement between the 


Danang will 


Tran Ngoc Du of the SECV National Board in 
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Danang province would receive 15 


the CRA has not yet 
because the 
local authorities have not yet received 


however that without uniform instructions 
perpetuating 
as far as he was aware these worshipers gather in 


a senior representative of the 


000 Catholic believers was 


particularly among police and especially in areas 


Column 4 Column 5 


after two years of 


he was able to win their acquiescence. The 
he said 


was that the police were reassured that the Ch 


which he defined as the pre-1975 status where the 


other dioceses 


have made more progress toward recovering or 


the Catholic Church is a known commodity and 
Danang church 
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a top priority is key as an additional 
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secular democratic 


mistakes which 


EU membership thus becomes a 


length of 
and his casting 


almost offhand reference to the U.S. in his 


not AKP. Thus the two criticisms 


with Russia (\"of great importance\" especially in 


in north or south Caucasus or Putin\'s 

and with Iran (only a very 

vague and indirect reference to the need for Iran 

i.e. on nukes). He expressed 


Sezer made preservation of the Ataturkist 
mainly secularism -- as defined in the Turkish way -- 


a way of implying that he expects the judiciary to 


i.e. the electorate. To repeated applause from 
and in the context of expressing 
he forcefully rejected 
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he called for adequate support for the military\'s 


grounded way than the 

Sezer criticized 

especially in the area of job 

and noted the need for reform of social security 
and foreign direct investment. 

he called for serious efforts 


Sezer also signaled that U.S. 


contd.: In greater part a ritual defense of 


in lesser part a cogent criticism of AKP\'s 
Sezer\'s address would have had more 


Sezer threw down 
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were arrested by the 


damaging others\' property disobeying officials\' 
openly instigating hatred and animosity among people 
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Philip Kaplan and James Sopp arrived in 
Mr. Kaplan said they 

and had been visiting Van as a part of that trip. 


mayors NGO 
and public prosecutors in the towns they 


an alleged PKK/Kongra Gel militant who died in clashes 
started in Adana. Three policemen charged with 


police supervisor D.O. 


000 Turkish trucks have been \"stranded\" 


Northern Iraq because of unjust 


an increase of $25 over 
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so the money was 


the GoG imposed an 


and that no specific 
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however 
in Westel\'s opinion 


effectively locking Westel out 
Westel felt its operation 

but the GoG 

WWI will not 

thus abandoning the 


such as Newmont Gold 


Westel\'s service and 


regardless of price. 


however 


Westel also has some respnsibility for the current 


which is 


Post will watch to ensure the GoG lives 
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upright metal detectors 
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the GoG granted formal 


hold hope 
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handheld metal 
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and police. This gate also handles traffic that 


the ATNS gate used by Air Traffic and Navigation 
an unused freight gate with airside access. This 

but has now been welded shut. 

an unused construction gate with airside access. 


but has now been 


private airline hangars. A controlled access point 


SAA Technical a subsidiary of South African 
maintains repairs 


terminals can be used to access airport runways and 


armed robbers by-passed 


pass a police post go up to the 
rob the restaurant return and drive the one- 


criminals broke into the 


Swissport. 


police confronted a suspicious individual 


five of his associates 
wounding a police 


Column 4 
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thieves accessed the runway and 


but 


airside construction gate 


a journalist from The Star newspaper 


he saw unattended vehicles parked at the terminal; 


simply waving at the security guard posted 
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the SAPS Commander at JIA also told 


the incidents come just weeks after 

South AfricaWs 

announced that it had installed 

200 surveillance cameras and spent nearly R53 million 


baggage-management systems biometric and 


off-the-shelf systems in use at 


responsible for all 
and the Crime Combating Unit 


the official said that 600 new 
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700 new police officers will replace the three sub- 


and at the terminals. 


but said they 
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Spanish 

members of the press and government officials 
the 


the Director of the Islamic 
on September 30. Alzaid appreciated the 


informally 


an organization dedicated to reaching out and 


including Charge accompanied 
to his meeting with Mercedes Rico Carabias Director 


particularly after the March 11 massacre in 
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although the Catholic church has 


and Jewish communities. She hopes that in the future 


including the leaders of the \"M30 Mosque\". 
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Prime Minister Mikulas Dzurinda voiced the 


GOS members were non-committal regarding Turkey\'s 
but were not overtly 


in a press conference at SDKU headquarters 
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as long as the result does not lead to an 


then Croatia and other Baltic states then 


and not only SDKU but all of Slovakia 


economic and human rights areas. 


long before Slovakia was amember. 


and wants this work to continue. 


it willbegin a 


Hrusovsky said 


an 
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the Slovak cabinet should present its official 


and not a government 
the KDH\'s and SDKU\'s statements thus far 
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and no target 


PM Erdogan will go to Strasbourg to address the 


\"Vatan\" reports. The Pentagon sent 
2001. However 


Awadh Obaid al-Yamani 


but claimed that the Patriarch had used 


\"Yeni Safak\" reports. 


and urged the OSCE to consult with NATO 
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the money ‘disappeared\' after being 


who is in charge of the 


the UN 
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and recalled that a group of Turkish 
the 
was buried in a ceremony in 


Justice Minister Cicek 


based on his conversation with an 
American 


the 

was due to the precariousness of his medical 
CHP lawmaker Zulfi Livanelli said 

he may well be alive today. 


Yilmaz Dabca 


Ayad Enver Vali 
then men\'s captors claimed that the two hostages 


who had been shot and killed 


and will present 


the Parliamentary Assembly of 


Column 5 


and 


was shot and killed by his 


was also killed. Before the 


could not be 


Column 4 Column 5 
\"Radikal\" reports. The “Anatolian Eagle\' military 


Italy the 
and Germany. Diplomatic sources say the 


the Patriotic Act has become a 


and other communication without a court 


where people are 


the US is on the verge of 


or whether it will turn to 
including the election results and 
the American people might start to think about where 


but the resistance 
even though 


President 
he continued to defend his Iraq policy. Since 


but still insists that 


Bush insists that the world became much 


Column 4 Column 5 
Bush can\'t stop talking about how the occupation 


even while there are no signs of 


Bush 


for the first time 


Paris in panic\" 


France cannot turn around and reject that 


the most important 


it will be 


it will not be applied only on Turkey. It 


| believe the 
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SPs should have the right to provide Article X 


intending to make it 


but on the margins Russia informed the Del 


the Iranian 
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the TS 


though the U.S. was never mentioned by name to make 


the TS may be forced to curtail certain 


despite 


well below 


Horst Reeps noted in his 


Canada) then 


as well as their overall assessments may 


the Verification Division 
then 
and as a last resort reduce the 


Director for Administration said that 
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as no SPs presented 


as well as several delegations expressed some 


some markers were laid down. 


stressed that the need for cost-saving 
exchange rate and salary 


Column 4 Column 5 


most 
certain administrative costs and the 
we are 


but believed there were still some areas in 


but added that they 


as close 
be used for 


the inflation index used by the TS and the salary 


Column 4 Column 5 


they generally support it. However they do 


he stressed that it was essential that 


it was not 
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the 
etc. but that it would be better to address 


but there were a few key 
such as the ABAF exchange rate 
that needed to be addressed 


the 
Gordon Eckersley suggested that 


there 
etc. The proposal to have report 


appears to have consensus 
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1969 


2004 
THE EXAMINING JUDGE ORDERED 


WHO WAS SUBSEQUENTLY RELEASED. 
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but assert that BOTAS has resolved problems 


BOTAS (Turkey\'s 


which requires a gas spur for provision 
but insist that there is suitable contingency 


followed by testing and three months to fill the 


where a work-stoppage 


although technically it does 


GOT officials now express 
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BILBAO 


INDICATE THAT DURING 


04ANKARA5719 
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in effect the GOT has not been able to 


so the permit process remains stuck in the Council of 


USG has 


appearing to favor 


GOT officials have spoken in 


voiced USG objections to the GOT on 


the USG objected to 


Hakki Akil will be 
so it is not clear what 


but have not officially included them yet. BP has 
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which is a positive sign 


experiencing first-hand the 


given one-way 
the mariner offers a number of suggestions to 


including the shut-down of a Caspian 


Turkey faces a significant surplus 


noting that earlier demand 


without success to gain a comparable 


some by 
and some gaining Russian interest; and 


Column 4 Column 5 
in combination 


in the 


Turkmenistan Iraq 


Turkey has said that its near-term priority remains the 
but longer term Turkey cannot impede big demand 


entirely resistant to budging on their 
and wholly focused on securing a 


the Iranian 

TAV had 

Iranian 

citing national security reasons have put the 

Turkmenistan and Iraq to provision European 


GOT\'s attempt to privatize the 
which gained a viable tender 
is now tied up in the 


while not ceding control to monopolistic 


Column 4 


and to avoid Iran and over reliance on 
coordinated and reinforcing engagement with 
Kazakhstan 

close dialogue and engagement between all 
we will work with companies and the GOT to 


GOT does 


continued attention is required 
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which 


he raised the recent New Agenda Coalition 


Y as the Netherlands 


but he 


Jochems acknowledged a connection with the 
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it would help with China. Jochems favored 


PDAS Record said A/S Rademaker 


while MOD was more focused on their current budget 


the UK and Germany had stood firm on this 
and that the EU agreement with Syria was now up for 
Jochems warned that this effort 


Jochems observed that 


the Dutch remain 
by 


and that it was not credible to endlessly continue 


as well as the U.S. Fissile 
will need to be 


\" and might reverse the process of the CD losing 


and said it was politically 


but 
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noting they are not 
and the U.S. proposal gets to 
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Y on Sept. 21 in the margins of the Food 
an FAO Assistant Director 
members from African partnership organizations and 


panel members 


USUN Rome set out not 


we chose to focus on a targeted group of commitments 


awareness and buy-in 


visiting delegates from capitals 
Rome- 


World Bank and African-based non-governmental 


Column 4 
like NEPAD 


a G8 personal 
described the historical 


Canada 


Agricultural Advisor to NEPAD 


outside 


Director of the Addis Ababa- 


an arm of the International Food Policy Research 
said African nations are themselves 


whereas African countries spend only 0.6 percent 


and develop an encouraging environment for current 


000 African students were in U.S. graduate and PhD 
but now there are only 1 
the same kind of trend is discernable in the EU. 


it has proven very 
once trained 


the 
and class sizes are unwieldy 


Column 5 
to help steer 


200 such students. 


to return and 


making 
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ideally research 


Simmons mentioned that Monty Jones 


one of the 15 international 


FAOVs Assistant Director General for 
discussed the agency\'s key 


to address 
and to strengthen 


where FAO 
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the TSE approved the \"Imperial\" 


the TSE filled a vacuum in the 

which had artificially 

was challenged and 

ID and Pachakutik) and by 


and hope to muster 


\" has also challenged the constitutionality of 


Guayaquil/Guayas Esmeraldas 


provincial electoral councils conducted 
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300 volunteer electoral observers simulated observation 


Recovery Emergencies 


which eliminated 


which plans to field 
100 domestic volunteer observers on elections day. 


some candidates 


and for 

including Jimmy Jairala (PRE) Rodrigo 

and Federico Perez (DP) respectively. 
and by the national government ($536 633) to 
President 


to witness Ecuador\'s 


Rodrigo Paz the challenger for 
filed a complaint with authorities claiming 


who was subsequently taken 
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reportedly shot twice in the air 
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the Spanish are concerned the 


the MFAVs director general for the 
Middle East and Africa told Allegrone and 


not imposed \" 


the UN Security Council would 


Iranzo said \"No plan makes sense without 
but atthe same time 


the international community will ignore the problem 


Iranzo later 


Column 4 


\" and that would only happen if France 


\" explained Iranzo. The 


Madrid would be looking to Washington for further 


however 
France and others seeking a solution. 


but you can\'t make it drink 


more pragmatic approach 


it remains to be seen whether Spain can exercise any 


such as Western Sahara. 


Column 5 


Iranzo admitted the serious 


Y Iranzo said 


Column 4 
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and has provisions for additional time 
the law has languished in the 


but 
Kaufman 


Cassadore reiterated the GOV\'s interest in being 


using 


but CICPC is 


five women were also trafficked to Spain 
the GOV 


so far there 


Column 5 
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and Cassadore all asserted 
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as is the current CICPC effort. While they will 
the TIP sanctions have motivated the GOV to 
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authorities in neither country have taken concrete 


Director of Government Affairs and 


Legal Counsel for Tabacalera Nacional the local 
Director of 

the local subsidiary of 

and Carmen Martinez Executive 


17 percent of the Venezuelan 


Consul Lucky Strike 


primary concern was about the 

they advised 

one of the largest Colombia tobacco 
and the Universal trademark in 


the Universal cigarettes that find their way the 
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which is a 
the contraband product sells for 


with the difference largely arising from 


contraband 
but 


they have seen 


the 


no doubt due in part to 


they stated that the Venezuelan authorities do 


of course. 


s customs authority either through 


Column 4 Column 5 
lack of resources or corruption is making 


the GOV had given some 


where it imposed detailed country-of-origin 

interest in this issue has 

especially as the GOV has become ever more solicitous 
who form the 


or a knock-off designer shirt he can also pick 
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2004 


coordinator of 


taking a more positive tone than the 
announced that he disagreed with 
\" 


\" Prime Minister Christie said. 


Column 4 


Column 5 
without realizing that the entire economies of 
struggling nations especially in the Eastern 
hang in the balance. Simply cutting a check or 


there simply has to be a 


and more specifically because the U.S. government 


peace 


helplessly at times 


as that beleaguered national 


Christie cited 


parts of his country are still 
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Christie 


Christie did admit that 


and he used his speech at the conference to 


Grenada and Haiti the Prime 


Ambassador 


Foreign 


he is equally pleased that 
Miami Herald publisher has invited him 


Column 4 

his 

with him on his Miami trip. 

Christie did receive additional relief 


10/5/2004 21:24 
entitled \"Debate and reality.\" \"Although 


his victory was far from 
who also lost 


the discussions were 


Bush didn\'t change his position 
of Kerry\'s 
or his inability to get a real 


the truth is that the White 


entitled \"First round." \"Less than a month 
the first presidential debate between 


Iraq and terrorism 


it\'s just a matter of perspective." 


and he didn\'t address the real causes of 


Kerry\'s victory in the debate hasn\'t improved his 
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long a mainstay of 


is looking for the same sorts of direct 


who is under house arrest for money 


Taipei\'s options are 
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the main focus of the visit will be on 


but the PRC Embassy believes that 


following Vietnamese 


Column 4 Column 5 
electrical power development rail 


China and Vietnam will sign an MOU on forming two 


Director of the Government-run 
told Pol/C October 4 that the 


Sam noted that although bilateral trade 
Vietnam still ran a deficit with 

China ranks only fifteenth among 

but most of this investment 

not technologically advanced and had only 

he added. On the subject of 

Pham Cao Phong a China expert at 


told Pol/C that Vietnam would 


the signing of an agreement between China and the 


China had not done so prior to inking its 
Phong noted. According to 
Vietnam was now concerned 


Malaysia and Brunei (the three other claimants to 
not counting Taiwan) and that this would put 
the GVN believed 


but China\'s attempts to \"drive a wedge\" among them 
Sam said. 


another bilateral issue on the 


Column 4 


the 


the GVN hoped 


Sam said that 
now that 


he 
Sam concluded. 


Attache at the Chinese 
Wen\'s visit will be nothing special.\" Li 


both sides 


as 
Y and Vietnam would \"lower 


if tariff and quota restrictions were lifted 


Y Li said 


Li said the two sides need to discuss the border 


Li noted 


Column 5 


Column 4 Column 5 
Li added. 


but without specific implementation plans 


France 
Belgium and Korea will have official visits before 
the issues and 


signing an agreement on \"economic corridors\" 


so let's make it a 


but the issues raised on the Vietnamese side danced 
the relationship between 


and 


China\'s investment in 


since Vietnam includes Hong Kong 


Vietnam is staunchly pro-China. At this 
however the relationship with Taiwan is far more 
and the key aspects of 
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according to 
the GoT questioned whether Turkish population centers 
and felt very vulnerable to what 


which he had 


Brzezinski looked forward to Turkey\'s 


Sensoy said that the choice of forum was 


which was more efficient than the 


Sensoy said 

and he 

if this request 

the GoT would want to see how the sensor placement 


a danger. DASD pointed out that 
it also enhanced a country\'s ability to 


Sensoy 


Column 5 


while a sensor 


Column 4 


which he 
suggesting the PfP 


Turkey was meeting 


PfP policies and programs had to be tailored to each 
with the understanding that 


Cooperative Best Effort 2004 


he 


sympathy for the Chechens 


with 70 pct. popular support. His 


when Russia\'s help was needed elsewhere 
there was a reluctance to press this issue. Sensoy 
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such as 
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but Sensoy said further Provincial 


but the offer was not 


adding that a success story in Afghanistan would have 


Turkey had tried its best to bring 
for example had been invited into the Core Group 
Turkey would 


and underscored 


given its 


Sensoy wondered why Turkey had not been 


Column 4 


Sensoy said Turkey 


Turkey had a valuable role to play. 


Sensoy said the GoT had been very 
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virtually always above the 


before releasing the funds. The Z$5600:$US 


we wondered how much was getting through - and 


Column 5 
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CZI Vice- 


First Bank Executive 
500 per family member for 


Y the maximum the RBZ allows. The RBZ 
000 of the 2 


500 in cash (the rest in 
most of which - according to Chitambo 


another one pops open. The GOZ has yet to 
there\'s a way; as 


its resourceful citizens will identify 
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EU 


with a view to preempting controversies that 


having seen 
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Council and Parliament on U.S. policy. He 


however about the degree to which 
noting that the 


which the European public had inaccurately 


he observed. 
Bruton said that the overall goal of his 


including the State 
in particular that 


noting that trans-Atlantic trade relations were the 


many of whom had 


the Ambassador cited the 
fueled by the Microsoft case that EU authorities 


given the 


while appearing 
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adding that he could not predict the final decision 


particularly France have substantial interests at 
while others have no interests at all. 


however they have concerns that DHS may not be 


or because the Administration is simply not 


notwithstanding opposition to gun control in 
easy access to small arms 


particularly the fight against 
could be a positive experience upon which to build 
like the 


Column 4 
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the Irish Times carried an 
saying that the vessels had 


the RTE 1 and RTE 2 television networks 


appointed Minister of the Environment and Local 


and short of asking the vessels to come 
| don\'t see 


Embassy did not give the 


... but we 


the only other Irish 
in which 
the 


Joe Mooney (who received Embassy\'s ref B 


Air Corps 


to monitor the 
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and Coastguard 
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as borne out by continuing media 


Stewart 


told emboffs during a recent lunch that Sellafield had 
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Qirbi added 


particularly 


ref A. Highlighting progress in 


human rights and democracy Ambassador said the 
Ambassador continued some smaller issues that have 
Ambassador said President Saleh MoD 


and Minister of Interior Alimi all 
USG proposed U-2 mission to gather 


s General Gassemi. Such a response Ambassador said 


\" Qirbi promised to look into the matter further 


Ambassador requested more coordination to ensure that 


Column 4 Column 5 


but added that 


they will not take action. Ambassador closed by 
s assets. 
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Turkey September 21-24 


to maintain regional 


C-130 and KC-135 aircraft to the 


including courses that are eligible for 


AGM-158). 
the US Embassy will provide an 


2004. 
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as EU President 


they did not send one to the 


the Turks 


\" which Turkey 


but 


OIC contacts told the Dutch 


Refusing Compromise 


the UK also warned 


but that the other side 


including the French 


orto 


Dutch DCM Bekkers attributed the incident to 


not just the Greek Cypriots and 


the Dutch told the Turks 


but the Turks remain unconvinced. The truth may be 


Column 5 
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participated in the briefing but then 


backed that approach 


Column 4 
some countries went along with the Greek Cypriots not 
but to preserve EU solidarity. 


like the controversy 
this 


\"he added. Bekkers and other EU diplomats we have 


the MFA and the Dutch are trying to play 


both saying the affair has strained the 


Ankaral's frustration with the 
including EU failure to deliver on steps to end the TCs\' 
trumped what should have been its better judgment. 


the name plate was (as 
the GOT\'s stance cuts against its 


the poor 


Column 5 
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the 


including on embryos placed into storage after 
2003. 


President Zapatero 


Zapatero said the increased funding would 


space 
biotechnology 
Spain officially 
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clean energy technologies 
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NS 


in particular Parkinson\'s and Alzheimer\'s 


hepatology. Over 300 scientists will work on 22 


Francisco Errasti said he hoped that many 


Jesus Prieto ruled out any research with 
saying his team would use only adult 


which 


was scrapped in September before even meeting for 
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and 


under the provisions of the EU-NATO 


Not Reunification 


not against reunification. He said that 
with residents of 


but said that Cyprus as a whole should not be 


perhaps even by December in order to be 


saying that Nicosia was open to any possibility. 
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Cyprus already adheres 
which was itself designed to 


is that this blockage is shutting 


and Ankara is not winning any friends within the EU 
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the son the Vice Minister 
Hai (who 


000) in mid-2003 as part of a 1.5 billion VND bribe 
000) paid by a textile company in 


it demanded its money back. 


Mai Van Dau 
including for Vietnam\'s 
VM Dau has not returned to work at 


although he has not officially resigned from his 


the VM denied any knowledge of his son\'s \"business\" 
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has been Vice Minister of 
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but there is concern the scandal 
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he 


it is also telling the Taiwanese that they 
their own constitution 
or even a flag of their own 


if the Taiwanese people cannot 
for whom are they 


the same article pointed out that the 


Column 4 


pro-status 


to 


under which Taiwan has 


under the TRA 


they are vital to 


Column 5 


enjoys the right of being 
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the price tag offered by Washington for the 


and it is 


English-language \"Taipei Times" 


he must clearly and definitely declare Taiwan 
Chen needs to reiterate his determination to 
some people - 


Chen should make it clear that cross-strait 


the people here cannot but ask the government 


Chen should make clear to Beijing and the 
as of the end of last year 


making it that country\'s largest foreign 


there is no reason why China 
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Florida thought 


Kaohsiung 


the show was 


the local staff in 
logistic support (i.g. Copying 
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some with 
meaning a total of 550 visitors 


they empathized with AIT/K staff over the 


direct faxes were sent 
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CS 


Kaohsiung and 


AIT/K takes great care in the 


this focused approach is 


Lin Yun-chien Deputy Mayor 
Greg Loose SCO of CS Taiwan 
Chief of the American Institute of Taiwan 

Director of Taiwan 


SCO Loose and 


staff of 
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Commercial 


via the 


Louisiana and Montana 


attractive and informative posters catalogs 


one 


\"Opening ceremony was very nice. Short 


and garnered mention on local 


CS 


CS 


with most 
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utilize and support catalog shows if DOC 


some of them expressed 


raw industrial materials such as steel 


CS 
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as it claims they have in past elections (Ref A). 


including the ban on publishing of opinion polls between 
the 


and that polling station staff are to be 


as regulated by Law 
is conducted on an annual basis. Voter registration 
record transfers 


nearly double the 
000 predicted by Technical Secretariat for Electoral 


5719 

028 19 
665 33 
863 31 
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091 18 
251 25 
908 69 
577 71 
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832 11 
280 13 
248 21 
063 18 
834 23 
281 18 
260 16 


925 217 


STAE calculates the total 


the Carter Center stated it found 

there were reports of some stations being forced to halt 
sometimes for several days 

RENAMO stated that 100 people had been 

Nampula province 


the Carter Center also cited some reports of 


Zimbabwe 
Tanzania and Kenya in Africa and Portugal and Germany in 


is now in question due to the unexpectedly low 
000 Mozambicans registered 


well under STAE\'s 
000 Mozambicans of voting age residing in the nine 


as is expected due to the low registration numbers 


CNE announced the breakdown of the 250 


the 
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860 14 
291 17 
956 34 
741 12 
141 23 
025 18 
502 26 


343 330 


when materials ran out. 


due 


Zambia 
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current chairman of 

failed to be elected in his 

as did senior party member and current 
speaking to the Mozambican 

brushed aside this apparent lack of popularity 


both leading Frelimo 
also 


individuals who hold 


an individual may 
if elected the party will select 


the names of party candidates for 


neither FRELIMO nor RENAMO have submitted their delegate 
leaving open the possibility for last minute changes. 
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Carlos Reis\' National Union of Mozambique (UNAMO) withdrew 
replaced by the Ecological Party of Mozambique 


arguing that these minor parties simply take advantage 


including ruling party FRELIMO candidate 


presenting more than 50 000 signatures supporting his 


000 supporting signatures. Others to deliver 
000 


FRELIMO\'s Guebuza has been active in the run up to the 
making trips to all 11 provinces as well as visits to 


South Africa and the United States (Ref D). During 
Guebuza met with numerous 


both have 


Unreliable Presidential Poll Says Guebuza Ahead 


one of Mozambique\'s 

FRELIMO holds an overwhelming lead in this 

the validity of the opinion 

taken over a 5-day period with asample of 9 000 voters from 
the northern province of Nampula and the central 
has come under fire due to its 


nearly a third of the 
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thus skewing results towards the party affiliation of 


RENAMO 
have reported acts of intimidation and political 


both have taken steps to mobilize old war 
an act that could perpetuate 
both Guebuza and 


and have committed publicly to 


10/6/2004 10:06 04HARARE1664 


Taylor-Freeme can take 


about 3 800 white farmers lost all or most of 


the CFU president\'s options 


even if the acquisition pace remains just 


but it more likely reflects growing 


the interests of all Zimbabwe\'s farmers - 
white commercial 
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reasons 1.4 b/d 


told Ambassador Schnabel that the European 


concern 
and 


where EU heads of 


Enlargement Commissioner Verheugen 


as well as his historic achievements on EU 


particularly over recent 
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Turkey goes to 


Verheugen expressed particular concern with France 


Verheugen was in a very positive mood. 


the 


Y because the use of such a brake 


whose rights can be suspended in 


Verheugen 


and that accession talks would 


Column 5 
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China (across the bay from North 


there was no legal basis to 


BOFT reported that on September 30 


Liaoning Province 

s complaints over this action 

and for use in arms production. BOFT explained 
s export control &catch-all8 


although the machine tools are not on any 
the possibility 


s Ching Hwee and North Korea 


according to BOFT 
but is only a trading company. 
Ching Hwee has a total capitalization of 


who also serve as company executives. If true 


s exports and 


North Korea. According to 
shipping documents 
s machine tool 
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Taiwan Customs had 


China (a 


s Ryonha 


s investigation 


the Ryonha Company is 


Column 4 
strangely 


and machining center machine tools 
the Ryonha Company exhibits its 


which have been certified by the International 
atan 


the same 


this information would be 


but needed support from the United States in the 


BOFT repeated its request for information on 
South Korea 
that would be a strong argument in persuading Taiwan 


BOFT mentioned the 


s Environmental Protection had refused to dispose of 


but not as forthcoming. 


s &catch-all8 provisions provided a 
NSC officials said even with the products send 
there was no proof the machines were procured 


Column 5 
the Ryonha Company website 


Italy 
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with BOFT and Customs 
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337. Textile employment is usually 70-80% of total 


the textiles and apparel sector is important. 
most of which are SMEs. However 


there are 8-10 


measuring informal sector 
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several big 
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speaking for both the 


most importantly with experience in 


s hope that the U.S. team 


Meeting 


encouraged by President Bush s mention of 


has been spreading the word about 


meeting at 


Cantini said the key 


Column 4 


and particularly the 


are not yet accomplished. 


if Italian Sherpa Giovanni 
he would be 


s budget concerns 


we need to decide 
or alternates 
though not exclusive 


it is indeed hard to see 


at a minimum 
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GCPP leader Dan Lartey 


most observers are skeptical 
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Cantini said 


on 


focus on 


reassurance that 
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President Kufuor announced that he 
most prominently by Victor Newman 
Mahama was 

as a northern Muslim 

the opposition NDC officially 


as a running mate for its 
John Atta Mills. Mumuni\'s selection 


14). 


some incumbent Members of 
including two Ministers of 


MP for Sunyani East 


in a few instances in Greater Accra 


the NDC launched its manifesto for the 


the manifesto 


former 
states that \"President Kufuor and 
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he 


NPP mobs 
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Atta Mills 


mistrust and marginalization of anyone who is 
the NDC acknowledges that global institutions such 


but it clearly urges Ghanaians to be 


foreign and regional policies 


the NPP launched its own manifesto 
So Very Good". The macroeconomic 


the NPP trumpets its successes with 


\"President Kufuor 


the \'mop up\' was extended until 


although there could be scattered incidents of 
including a prayer meeting 


the NPP 
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the selection of two northern Muslim 


the 2002 murder of the Ya-Na 


which encompasses 


who support the NDC continue to accuse 
who support the NPP deny the allegations. According 
on October 3 NPP youth in Yendi (the 


resulting in some 


hosted by Charge several NGO contacts voiced 


they believe the NPP is using its 


General Secretary of the 


underscored the need for 
which 


000 


not only for polling day but for the 
also for a period during the pre-election 


000 people were reportedly unable to register to vote 


particularly 
Canadians and Danish officials are concerned 


Column 4 Column 5 


Ghana is relatively calm and the electoral 


and the NPP has been effective at 


unhappy with the 


who has been active on the NDC 


55 is a Muslim Dagomba 
an 


Mumuni won his first parliamentary seat in 1996 


Ghana\'s current Vice President 


was active in 
and quietly supported the NPP 
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Mahama has earned a 
although his 
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and a USG-sponsored 


the U.S. delegation 

rule of law 

increased 

and HIV/AIDS prevention in solving problems 


at FAO Headquarters in Rome The CFS is a forum 


Under 
Nutrition an Consumer Services U.S. 


and Ambassador Tony P. 


The session was attend5 out of 


the rule of law and 
or where conflict 


Column 4 Column 5 


the Ambassador noted is not a 


such as U.S. 
programs to increase agricultural productivity 


and the President\'s 


U/S Bost and other U.S. 


increasing productivity 
providing 


fostering economic growth and ensuring 


and recommended 


including for monitoring progress toward the 


including: reducing 
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the Secretariat should prepare a revised format 


at the suggestion of the 
made the recommendation that FAO 


including the United States 


in 2006 
a Special Forum within the 


within 
a multi-stakeholder dialogue during 


international 


to continue to use all means 
including National Alliances in their 


to fight hunger but cautioned against 


Column 4 Column 5 


the U.S. delegation 
we were able 


language on 


and language on the 


but submitted a written statement 


the United States does not 


Column 4 Column 5 


the U.S. delegation was 


although this was not formally on the 


D). 


the role of biotechnology in further 
and the importance of 


Political and Moral Force to End Hunger" 


Column 4 


which met concurrently with CFS on 0-21 


Qood-deficit countries by 
public participation 
social equity 


and recomeilot phase in newly apel 


and calledfor stronger linkages with research 


and creation of \"prductive 
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Charge and Poloff hosted a lunch for 
presidential candidate from the 

CPP National Chairman Edmond 

and CPP General Secretary Nii Noi Dowuona 


fishermen 


four prominent CPP leaders (\"the Gang of 


Column 5 


sustainability and 


04ACCRA1986 


to discuss 


and the villages. It 


Column 4 


the CPP 


who doubt his leadership abilities. 


businesses should locate outside Accra to 


they said 


Aggudey highlighted the 


\"you are wasting money on 


he argued. 


he proclaimed 
out of control.\" (Note: 


he contended 


noting that for the 


Column 5 


recalling proudly 


concluding that \"The NPP has 


Column 4 Column 5 


Aggudey quipped \"What 
\" since any possible manipulation would likely 


he said arguing that donor money would 


if antiquated and 

on the other 

was incoherent with little grasp of issues. He is 
which has hampered the 


except perhaps 
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DCM POL/ECON 
SOC YEMEN AND LEGAT and IMO. End summary. 


who was killed in 
as well as the handing down of severe sentences to 


RSO advised the EAC of one incident 
whereby the Surveillance Detection Team 


Column 4 Column 5 


2004. 


reftel Sanaa 2475 resulting from 
s unilateral removal of ram resistant barriers. RSO 


receiving assurances that ROYG 


s residence and agreed that the 


EMR and MSG have excellent 


Yemen city planning officials have threatened 


s 
September 30 


al-Qa\'eda\'s 
called on Muslims to organize resistance 


Column 4 


British 
South Korean 
Yemen and Algeria before we resist 


the DCM led a 


10/6/2004 11:41 
the PP\'s most visible advocate of a tilt towards 
stated flatly that the PP \"must have 


saying the PP would \"look to the future 


who 


but his powerful appeal to the PP base will 


BUT NOT ITS MESSAGE// 


dropping its staid 
most 


such as the party plank 


there was only a cautious airing of differences 


Column 5 


French 
Hungarian or Polish forces enter Egypt 
\" 


04MADRID3907 


in a fiery speech near the close of the Congres 


conservative blue banners in 


as 


Column 4 


who 


broke the trend and made 


but said the PP 

such as the inclusion 

to determine whether such 
bucking the 


favors legalizing homosexual 
moves 


but GallardonYs comments received 


by contrast 


a video 


Aznar began by congratulating the Spanish security 


as long as the party remained \"coherent 


Column 5 


was greeted as a conquering hero 
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without a deficit and with fewer terrorists on the 


Aznar said his administration would be remembered 


unlike Zapatero he 


especially by renewing discussion of constitutional 
opening the possibility of greater devolution of 


Aznar said the PP had a \"patriotic 


the new PP President took the stand to 

which he said underpinned the 

free and unified.\" 
Rajoy pulled them in with a humorous review of the 


but said he would not 


saying that like 
the two parties should agree on core strategic 


Column 4 


especially during Aznar\'s speech. 


Y proclaimed Aznar. Aznar scorned an editorial 
saying 
nor by the accusation 


Y again alluding to PSOE\'s involvement in the 


but emphasized the importance of the 


but the Congress was AznarYs show. It is clear 


Rajoy is focused on honing the PPYs message 
Gallardon 


remains on the margins of party leadership. He 
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for 
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and the sole trader 

South Africa produced 75% of world platinum 

Angloplats (2.3 million ounces) Impala 

and Lonplats (900 000 ounces) accounted 


South African mines produce 35% and 


respectively of global palladium and rhodium. Other 
such as iridium ruthenium 


during the week of wage negotiations 

reflecting a move out of the 

lower than expected 

existing inventories and the price having 
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youth-heavy country into a model of prosperity 


Column 4 
Abdallah publicly chastised 


saying he would have preferred 


the team\'s behavior may have reflected an 
when in doubt 


Jordanians almost 
but despite impressive growth 


many ordinary people say there has not yet been 


deputy chairman of Jordan\'s 
says the government is well aware of 


focusing more 


gripes about the slow pace of political and social 
Western-minded king has not 
a bloated bureaucracy 


director of polling at the University of 
noted that 


start their own businesses 


not better. Many Embassy contacts point to 


and 
familial 
rather than their qualifications. 


Column 5 


such displays. 


and corruption (ref C). 


or 


Column 4 Column 5 


analysts say there is a 


his accent remains 


leading some to joke that the 


the lack of interaction with locals shows that the 


which in 


the regime\'s 


and considered safe in a country where rumor 


as well as policy implementation makes 


gossip about Abdallah\'s personal life is 


and 


and only at times of acute economic 
such as in the late 1980s did they become 
but 


it contrasts with the reformist stance of 


Column 4 Column 5 


Abdallah took power at atime of relative calm 


leading to tighter 


Abdallah carefully 


however proved even more 


prompting the security 


public criticism of GOJ 
including those linked to the King has continued 


the King has come under fire from Palestinian 


in the King\'s mind to maintaining 
so his active support will continue. The 


and his instinct is to silence 


critical popular attitudes toward his stance 
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Iraq or even 
by 1999 have seemed 


Abdallah made it 


enabling him to cultivate good relations with most of 


however there are 


as well as in the military and 


Islamist leaders have 


Hamzah Mansour IAF Secretary General 


Column 4 


although Jordan remains one of the more open Arab 


regulating public gatherings 


and that Jordanians are 


83 percent of respondents in a 2003 


70 percent of respondents reported such 


both because Jordan and the Hashemites 


no other 


group or ideology emerges that could 
the leadership of 


however 


we do not 
as evidenced by the terrorist plots disrupted in 


the regime has 


Column 5 


or getting a job. This 


appears to have 


Column 4 Column 5 


pushing reform 
it is the 


the military and security services and the 


public freedoms are 


and corruption contained. Because the King has 
a lack of 


and the certainty that opening 
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the situation \"is not tragic--but will 


Column 4 


Column 5 
which will add about 10 percent to 
but to no avail. The Russian government 
while expressing sympathy for 
has offered no timeline to 
Sergey Mironov Chairman of 


stated that the 


and nearly all imports 


but now the border is completely 


adding thirty percent 


Column 4 


Column 5 
the GOAM has accepted Russia\'s explanation 
the long-term effects will be slight 
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stability and security. The paper also 
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as he has no contact with pro-CAFTA 
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particularly 
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Almis Haid have expressed disappointment 
at what they describe as Embassy 


in his opinion toa 


unresponsive and prone to 
a USG sponsored counter-terrorism 


the 


Djiboutian police officers 


Botswana. Although ILEA 
it 
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\" the Interior Ministry has been working on a draft law 
400 guards currently on the payroll and 
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967 voluntary ones. According to the draft law the village 

an annuity and health coverage. Village guards 
arms smuggling drug 

abducting girls and rape and are seen as the 

which 

Selam Derer and Hadi Yildiz who live 

Hakkari 

took home a landmine they found in a field. The mine 

Hadi Yildiz (10) and Bahrem Aslan 


and three others were wounded. 


Osmaniye province where two persons were killed and 


three more persons were wounded in 


and the resulting 


and that people were prevented 


around 200 persons 
\"Peace is the essence of 
and we are going to become the voice of peace.\" The 


Column 4 Column 5 
\"No to War\" and \"May Hands 


Hakkari 
is continuing. It is claimed that chemicals were used 
and that many cattle were 


where ten families had returned have been 


“al 
accompanied by Kurdish PEN authorities 


000 classrooms in Diyarbakir province 


and 


000 students and 
000 teachers in Diyarbakir province. 
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US Iraq: Osman Ocalan 
told \"Yeni Safak\" 


\ Ocalan said. “However \' he continued 
and advise them 


and 


Column 4 Column 5 
but 
Y Ocalan noted. He emphasized that the PKK 


\' he said. 


and on jetfighters by 2009. A 


causing unendurable pain and a burning 


papers report. 


Sabah Jameil 
on Tuesday. Umran told the press after the meeting 


\"Radikal\" reports. 


severely damaged in a fundamentalist suicide 
will be officially re-opened 
Turkish Chief Rabbi said on Tuesday. Senior 


the current 
has the backing of Prime Minister Erdogan and the 


AKP Izmir deputy Serpil Yildiz announced that she 
led by Istanbul 


who are opposed to Arinc. The 
which has not nominated a candidate is 
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Izmir and Adana. 


guards over age 45 and with 10 years of 
and those under 45 


000. 


but also will 


the real leaders of Europe are 


but a 'no\' will definitely be 


a member of NATO for the last 52 years 


Turkey\'s stand becomes 
asa 


Column 4 
has 


and if it manages to implement 
Turkey\'s 
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four lower house members 


and harangued A/DCM over the alleged 


demonstrators clashed with Jordanian security forces in 


planned at least one day in 
involved between 100 to 500 young men who gathered 


who 
three persons were 


including one policeman. Six demonstrators were 
there have been no other Gaza 


\"Americans Veto 


out of character 


Column 5 
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delved into 
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but we can expect extreme criticism in the days 
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000) 
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ABU DHABI-BASED 
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Y he said \"the meetings went well.\" 


Farah told Ambassador that 


Column 4 Column 5 
Cuba has places and three years ago gave twenty 


as well as 


to 28 - down from 70. Responding to 
Farah said he was optimistic on the 


Farah said \"we\'ll have to see.\" Farah said 
but 


\"we will discuss it.\" 
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some of whom are expressing concern about their 


though 


introspective and sometimes reclusive 
he is a savvy 
often representing the interests of more 


results-oriented individual who is 


Column 4 
confederal structure of 


we will hold roundtable discussions with 
your delegation 

you will 

Executive 

Customs 

will join you for this briefing. At Dubai 


you will have a roundtable meeting with 10 


Cisco 


we propose a press roundtable with print and 


just behind Saudi 

Qatar and Kuwait combined) 

000. Oil accounts for about 40 percent 
and major non-oil industries include 
wholesale and retail trade (10 
government services (9.6 percent) 


and the U.S. trade 


it can be a growth market for U.S. exports in 


information technology 


giving the UAE a trade surplus 


Column 5 


and Free Zone 


Microsoft 


with per capita 


and 


and oil 


Column 4 


with major trading partners including Japan 
and the U.S. Japan buys about 65% of UAE oil exports 


and about 30% from the EU. 
which 


the UAE\'s exports 


modified and then re- 


which is slowly beginning to 


which owns 90% 

is the richest 

Abu Dhabi\'s share of total GDP was about 
the commercial capital 

followed by Sharjah at just under 

have 

and fewer economic opportunities. They 


different emirates have encouraged 


which owns the 


however 


Column 5 


the EU 


produced the next 


the UAE never fully 


Column 4 Column 5 
BP and Total all own \"upstream\" oil 


which are about now 33% privately 


the SOEs in the UAE generally are profitable. 
they are traditionally given 

and then forced to compete freely in 

the 


because he \"loved the airline but he loved Dubai 


the stock of inward FDI in 
whereas the UAE is estimated to 


but require a local distributor if they sell 


they allow 100% foreign ownership and 
allow full repatriation of 

free zones offer a one-stop 

providing assistance with 


firms in free zones can import and 
free zones 


Column 4 Column 5 
internet access cargo 


and so on. Finally the free zones have the 


such as Dubai Healthcare City and Dubai Internet 


there are two main downsides to free zones. 
it 


so must be at 


paying the 5% 
all the perks of the 


000 


and the Dubai International Financial Center (which 

six of 

Dubai\'s Jebel Ali was 
200 companies 

the UAE has 


one of the locations you will 
houses a total of 560 companies 80 of which are 


the right of association or 
in June the UAE Cabinet 


but that the 
with 


engineers 


Column 4 Column 5 
two laws are being 
anda 


but the UAE 


and the UAEG is concerned about balancing their 


and the Minister of Labor 


U.S. companies have 


and we believe the UAEG has the political 


and in some instances officials at the Ministry 


and they are fully engaged 


many 
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but he acknowledged that vocal lobbies are working 
just as they do anywhere. He 


thus 


UAE officials noted that an 


the UAE would end up with even 


which limits foreign ownership of commercial entities 


such 
providing a 
and guarantying to the UAEG that it will 


Y but senior UAEG officials have made 
regardless of GCC 
would \"bog down!" negotiations 


the GCC/EU FTA negotiations are an example of 


and as a result the GCC/EU 


Column 4 Column 5 
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as 

concentrating on 

history politics and diplomacy. 
she had established the Abu Dhabi 

and by 1975 while still in her 20s 
the 


Sheikh Zayed and Sheikha Fatima had 


Tahnoun (b. 1969) Mansour (b. 1971) 
and sisters Shamma (b. 1967) and llyazi 


or sons of Fatima. They effectively control the 

including defense 

information and foreign affairs. Mohammed 
is second in line behind half-brother Khalifa the 

to succeed their 

whose health is increasingly 


and is the only wife referred to in the press. 


she has worked successfully behind the scenes to 
who 


Zayed appointed 
a move Sheikha Fatima 
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member of the Abu Dhabi Supreme Petroleum 
board member of Abu Dhabi Investment Authority 
and President 


he was named 


program and plans among the 


Hamdan has been 
Hamdan is the USG\'s 


Hamdan was appointed Deputy Prime Minister 
most observers 


the Bani Fatima will engineer the process so that 


President 
Deputy Chairman of the Environmental 
and Director of 


HazaVa 


HazaVa is very close to 


as he did last year HazaVa is 
CIA FBI 
Mansour and 

who control Zayed\'s private fortune access 


which looks after Sheikh Zayed\'s personal 
making him the son with the most 


the 

controls 

WAM and is Chairman of Emirates 
which owns Abu Dhabi TV and the main 

Al Ittinad. 


Sheikha Fatima 
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and has natural dignity and charming 
Sheikha Fatima\'s popularity 
and some say from 


\"a local 


what becomes of Sheikha Fatima\'s 


with Mohammed seemingly 


Crown 

may try to rejigger some 

we think 

too will be behind the scenes 
Mohammed\'s wife as 


including their inclusion as members of the 


which is responsible for 


\" she said in an 


where they can continue to play a 
Y she added. 


and to eliminate 
57 percent of 


there 

683 women employed in various jobs according to 
it 

144 women. Illiteracy which once 


has now been almost 
88 percent of Emirati 
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Sheikha Fatima is a public figure. However she 


the college had 
and Sheikha Fatima\'s security 


Sheikha Fatima sat and 


and applaud her contributions to 

people refer to her 

foreign 

and information. Some critics do not like that 
one 


and often Sheikha Fatima has always been 


including giving women a greater role in 


Column 4 Column 5 
\" and 


lamented one of our regular contacts. From 
we can 


but she reportedly rejected the 


and returned to her teaching job. Some of 
she effectively gives up her personal 

Va 

why is it that 


there isn\'t a single woman 
our contacts ask. (Note: The FNCVs 40 


which could take place simultaneously 
our contact said. Although a 


Sheikh Zayed was deeply 


Crown Prince Khalifa assumes 
Khalifa\'s 

who is Sheikha Fatima\'s 

will have a difficult 
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Sensoy added Turkey 


he asked what is the legal status 
and what can we expect of you there? 


and added 
especially given the 


and that TGS has just agreed to renew this arrangement. 


an offer which Turkey in fact turned down. He noted our 


and that the Iraqis have responded 


he requested that we press 


\" Sensoy said but he expressed concern that the GOT may 


Column 4 Column 5 
and added that we will keep at it. 


and while the Turks are willing to work with the IIG 


and they 
Turkish policymakers 


Sensoy made it clear that 


or even unilateral 
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the Arab world and Iraq. He said 


but noone should equate the war against terror 


Schroeder said: \"In Iraq the security and 


the 


though an important one -- but 


Column 4 


we are training Iraqi police and 


but spoke primarily on 
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integration 


as well as 


such as 


the four Vice Presidents 


implementation of the national 
demobilization 


Column 5 


04KINSHASA1867 


and disarmament/demobilization; 


and other 


and reintegration.\" 


Column 4 


for 


include among other items the adoption of a national 


elaboration of an integration plan 
formation of the Ituri integrated military 


and an integrated police brigade in Bunia (Ituri). 


and the voluntary repatriation of 5 


and the elaboration of the electoral registration 
among others 

deployment of the 

and the nomination of an Ituri 


not surprisingly 
these are divided into separate 
DDR 


one item identifies 


with the High Defense Council listed as the 


2003 and completion of the JVM accords between 
2004; 


2004 as a target date. 


allocation of funds for the CEI 
etc.); 


Chapter 


diplomatic 
implementation of a system to ensure 


Column 5 


launch of the 


000 


the installation of 


Police 


parastatal 
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notably including South Africa and 
for military integration. The various plans and 


there 
and 


as well as serving a secondary 


the achievement of a largely common 
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albeit without Vice President Bemba 
military integration and election 


and an initiative to 


and some of the Congolese comments 


and to consider the establishment of 

as well as future full Espace Presidentiel 

it was a useful precedent-setting 

even with a few sour notes. End summary. 


Column 4 Column 5 
three of the 
and the 


never previously successfully 


Y military 

election preparations and modalities for 
laying out CIAT 

disarmament of foreign armed 


elections and extension of state authority 


President Kabila 
and observed that 


although he reported the latter to be far 


October 8 meeting of the Council of 
Kabila arranged to 


SRSG Bill Swing expressed CIAT 
noted the need for similar 
and the desire to have 


the French Ambassador opened the 


including successful steps taken to date 


however that there has been a 


as well as for general security. He 


Column 4 Column 5 
and 


and it 
the proposed brigade 
associated in part with a very confused and often 


it would be fashioned to take on the task of 


although the specific sourcing for 
international 
GDRC receipts). He expressed optimism that European 


and the potential impact on 


the U.K. Ambassador 
proposing to establish three 


and election planning. He 


welcoming the CIAT road map and 


Ruberwa focused on legal concerns about 


vice full census given constraints of time and 
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emphasized that Sun 


and expressed general support for the road 
albeit with the caveat that such plans need to be 


Zahidi expressed concerns that international funding 


made some opening observations about the 


Y and that the \"Loch Ness monster\" of the transition 


President Kabila endorsed 
and specifically 


October 9 to address issues raised. SRSG Swing 


but also observed that other elements (e.g. 
based 


even if theoretically 
is simply not feasible within the constraints of 


it was a useful precedent-setting exercise with 


but very much consistent with long-established 


however because unlike past periods 
they cannot afford to 


of 
continue to push strongly for rapid election 


Column 4 
if for no other reason 


the current target date. 
however 


the spotlight must remain 
and not on the international community 
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heavy debt and severe crime -- but stressed the 


he said 


sports 


Dirceu said that the U.S. and Brazil share 


\" and Brazil plans to continue 


Dirceu expressed optimism about prospects 
even as he recognized \"grave problems and 


Column 5 
to get 


that it is imperative to 
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know how to separate out points of 


culture and other areas 
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Dirceu noted that the GOB had succeeded in reducing 

with efforts underway to bring 

Dirceu added. 

indeed inan 


with the GOB\'s fiscal policies applauded 
and Brazil\'s regional and 


citing taxes excessive 


including North American investment. Dirceu 


diminishing long-term capital investment costs 


Dirceu said where 


with focus on 


railroads and highways. 


reference recent highly-publicized incidents on 


Dirceu agreed and said the GOB is addressing public 


Dirceu claimed already resulted in 40 to 50 percent 


especially in the 


Column 4 
and striving to enhance its 


in which patrol and investigative functions are 


needs reform and the GOB is taking the lead 


Dirceu 


which is a first in Brazil\'s history 


and there is no suspicion that Brazil\'s nuclear 


have been 


and Dirceu opined that he felt the IAEA 


candid and thoughtful in 
and clearly interested in maintaining 


talk to investors and firms with presence in Brazil 


Dirceu was quite energetically engaged in 


and extremely alert and reactive in 


Column 5 
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at which Quebec 


Quebec\'s 


Benoit Pelletier claimed to be surprised at the 
and sought to downplay its significance. But the 


as well as hopes for improved 


he said although it is a Quebec Liberal Party 
a 


told us that in 2000 he chaired a PLQ 


147 page 
Autonomy and 


Atlantic Canada has been receiving more money from 
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Quebec\'s approach to federal-provincial 


or cultural issues - Quebec believes it should have 

including at the international level to treat these 
which has found favor with both PQ and PLQ 

has emboldened Quebec to push much further than 


in his view is way ahead of other 


and that conversations are already underway regarding 


declared recently at a UNESCO 


and Martin\'s Quebec lieutenant Jean Lapierre and federal 


\" they said \"must speak in one 


\"then this really would be asymmetric 


he will be pushing much harder on the role of Quebec 


especially at UNESCO. Pelletier expects 


said Pelletier also would love 


this notion that 


Column 4 
is no more than \"a la carte 


the health deal was generally 


and published last weekend in Le 
Pelletier presented the concept 


succeeding where others have failed 


just 2 points over its August numbers. PM 


where the federal Liberals lost 16 seats in 
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and that both the scope and term of the UNCOE 


especially following the Indonesian 


and a growing feeling that Iraq is a sovereign 


Column 5 


in effect 


by 


04WELLINGTON844 
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however over President Karzai\'s ability 
pointing to the 


in response to Kelly\'s query noted that the 


but the 


but 


including an ASEAN ) Australia/New Zealand FTA 


Column 4 Column 5 


FM\'s Office 

Director Pacific Division 
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New City 


but a local movement which has allied with 


Ledesma pointed 


campaign manager of the ID in Cuenca 


politicians are not 


such as new roads he said. Albornoz 


Susana Gonzalez a former President of Congress (of 


a former mayor 
stood out as the clear favorite in 


Column 4 Column 5 


education and tourism. Granda also felt these 


a practice 


with no 


prefect candidate Munoz had been 


with 12 724 eligible voters 
lent to the GoE by the 


President of the Provincial 
as of September 30 7 


additional training sessions will be offered. Voters 


minor parties such as New City and 
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putting the votes of approximately 5% of Azuay 


a Cabrera 
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Wellington and Auckland have 
but 


Once very rare are 


and visitors should be 
such as scams and 


especially at night to 


New Zealand does not play a 


Heroin and Cocaine 


at night visitors 


which are available via the Internet at 


visitors to New Zealand must exercise 
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24 hours/day). 
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and visitors should be 
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at night visitors 
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there are signs that the 
this has been no 


MAPT has 

000 tons of rice the GOB 
000 tons have been 

with another 30 


MAPT has been quietly brought off 


poor record keeping 
who sold 
have left MAPT about 65 


as government 


MAPT staff has been 
000 to 3 
storage 


the Ministry of Agriculture\'s export promotion 


the Myanmar 


is reportedly being downgraded from a 
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000-40 


000 tons 


000 employees (not enough to run a 
and export operation). 
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and recent flooding in agricultural areas 
see reftel) have been nudging up prices. However 


also in place since January on exports of corn and 


but we see three possible outcomes. 
the SPDC could allow the private sector to resume its 


the SPDC could re-open partially the 

allowing such military-controlled \"private\" 
Ltd. to take the lead. 

the SPDC could decide the situation is still too 
and keep things at 


exporters and foreign exchange reserves. End 
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for which consumers will 


“ICIENT 


there will not 
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Cambridge and Oxford 
Huang told AIT that he 
Huang said most 
equally 
\"With that sort of data how does 


he did offer personal views on cross-Strait 


\" thus the integration 
at least they would have opened the 


Huang assessed. Huang added that he believes 


he has observed \"hometown 


serving two terms as a non-partisan Changhwa 


however suffered a bruising in 
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however 


reportedly Lee\'s long-time mistress -- 


preferring to focus on 
the 


she is currently running an independent 
the family\'s 


Huang\'s 


the fact 


even 
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\" he stated. In the 
he requested assistance to borrow a small 


but 


a 
stressed that Vietnamese 
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and Vietnam has a good environment 

China is not the only 

so it will be either 


if Vietnam does not have 
MAST would quickly 


the industry 
Ms. Tran said. There are 38 
but not all of these 


Vietnam could remain 


and production 


echoed these concerns. Mr. Paul's company works 


and he agreed with a request for a more 


and would allow U.S. businesses 
as Vietnam is the best alternative 


but he stressed that Vietnam 


with the reps 


the garment industry is a matter of economic 
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Bang 

usually took place about a month before the actual 
so if PM Khai\'s visit were planned for early in the 
his visit to Texas could double as 


including the U.S.-proposed Bilateral Assistance 
a maritime transportation agreement and a 


but should be concluded when they 


he added. VFM Bang 
noting that things should be done \"step by step.\" 


such as 
although it had not been 


the preparation for that visit had had a positive 


Column 5 
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AUTO PROBLEMS 


the Ambassador noted and 


he 


and this is something the GVN needs to address. The 


the Ambassador confirmed but that process would 


in the course of that debate 


and noted 


he said. The Ambassador urged Bang to bring 


adding that Vin practice 


which is not possible." 


Column 4 Column 5 
especially those with family members already 


the United States is moving 


and 


and said that the GVN was \"very worried\" 


along with the designation of Vietnam as a Country 
would be \"very damaging\" and 


such as allowing new church registrations and 


however.\" If honoring religious freedom 
the Ambassador said then the GVN should 
take concrete actions to demonstrate it 


but 
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Bang felt it would be necessary for him to meet 


possibly with some Vietnamese officials 


the Ambassador said but was 
the 
Prostitution and 


because the GVN is almost certainly aware that the 


or counting on 
the MFA is looking for 
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McHale cautioned that Vietnam had to show 


in McHale\'s meeting 
a member of the Committee for 


Technology and Environment 


McHale 


McHale observed that much work remains to be done 
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and they anticipate receiving the initial 


and that they 


approximately .007 USD) 


per the WTO reference paper to produce and make 


2004 The GVN put into effect Decree 160 describing 


but did not reply to the public 
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BRINGING 
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IS TOO SMALL TO ACCOMMODATE A 


LITTLE OR NO PERSONAL ENTERTAINMENT OUTLETS 
SUCH AS LIVE THEATER OR CINEMAS FEATURING FIRST- 


AMERICAN OFFICERS 


ARE 


DUE TO LACK OF CONSTRUCTION 
EXPANDING THE POST\'S 


AS POST GROWS INTO ITS NEW EMBASSY 


HUMAN WASTE 
¿TO 


THE CITY LANDSCAPE IS LITTERED WITH SOLID 
E 


POST 
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RE 


(A 
WITH THE RMO RESIDENT IN SANAA 


POST MUST RELY ON AN \"AS AVAILABLE\" 


E 
DIARRHEA HEPATITIS 
DENGUE FEVER TUBERCULOSIS 


POST OFFERS PARTICULAR CHALLENGES AND 
RISK OF 
DISPLACED PERSONS FROM 

4E 


THE POOR STATE OF 


AIR 
COMPARE FAVORABLY TO OTHER CARRIER AIR 
OR 


COST OF 
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and disputes between political parties are 


we urge opposition party leaders to go 


pro-status quo \"China Times\" 


he is trying to remind Taiwan 


but some others 
there willbe a 


pro- 
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and on the other hand 


the arms procurements 


they will misinterpret the U.S. policy. . 


believing firmly that it represents an overall 
and start to promote it 


the United States is a country that 
[so] it should not ‘make any 


printing it out as a position paper 
[in 
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urge Taipei to engage 


it might be false 


and 
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King Sihanouk 


he 


blaming him for King Sihanouk\'s actions. 


but that he did not feel personally threatened. The 


although a senior FUNCINPEC leader suggested that 


but always coming back for an encore 


King 


but noted that ultimately it is up 


as he was 


Opposition leader Sam Rainsy asked to 


suggesting that he was 


a reliable source had informed Rainsy that 
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we are somewhat 


Column 4 Column 5 
a senior 


\" although he did not say who would carry out this 
except to suggest that it could consolidate power in 


but that the situation could 


although so far 


an influential FUNCINPEC leader told the Ambassador 

but that he 

Ranariddh\'s 

Thep Ngorn commented to us that the best course of 


as he has done in the past. 

if the King\'s decision holds 

the procedures 

PM Hun Sen would hold 

including Ranariddh 

who is a member based on his Presidency of the 


as did 
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which extend back decades we regard these most 
many 

or 
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as they do with many of the EU\'s 


the Dutch also secured political agreement from all 


they 

which 
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in her view China missed 


the Chinese failed even to respond to 
Willems reported mixed results 


and the opposite with regard to death 
freedom of speech freedom of religion 


not just 
from the human rights dialogue process. The current 
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and the setting of dates (November 


\" she added 


but would not comment on the status of this 
in its 
the Netherlands \"shares the USG concerns 


with other governments 
and public opinion. 


Willems volunteered 


\" 

that the Chinese had been willing to discuss other 
\" although she did not 

as EU 

believe they have an obligation to gather as much 
create an inventory of the state of 

and present this neutrally to ministers for 


\" she said 


human rights 
and regional stability. In that context 


Jaap Werner 
provided a different slant on 


he told POLOFFS that 
and the EU-China Human Rights Dialogue in general 


he predicted that the GAERC would most likely decide 


although he stressed -- 
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\"but I cannot 


noting that the arms 


relations with non-EU 
she 


Director of the MFA\'s 


on the whole 
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business leaders are more willing than 


recently-exited President Anthony 
GOZ officials are more receptive 


civil society or any 
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Y organized by 


started today at the 


minister Aksu 


Aksu said that they noticed that 


he noted that they expected security forces to 


religion race or border. Fight against 


Column 4 


\" he stressed. 


noting that they 


Aksu said that Turkey shared 


noting 


Armenia 
Bulgaria 
Kyrgyzstan 
Turkey 
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a step the 


delayed amid a fight between lawmakers over a 
means the commission can 


because 
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Germany 
Pakistan 
Turkmenistan 
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\\' Justice Minister Cemil Cicek told parliament 
whose population of 70 million is almost 100 


says the start of membership talks will 


equivalent to about 70 percent of its 


a measure the EU said 


W a feudal 


including the criticism of state institutions. 


increases jail terms for child molesting and 


saying 
history and geography. 


which borders Iraq Iran and Syria 
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which it says is under-funded and 


including measures restricting 


critics say. 


barring a 


expanded cultural 


which is struggling with the costs of admitting 
any one country could 

Turkey would end up 

ahead 


a leader of the conservative group in 
said this week. 


a 
the Eurobarometer survey a 


said in May. 
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Calls On Nations To Do More 


Sept 24 (AFP) - An OSCE-sponsored 


but there is not one country that could not 
\" said Christian Strohal 


hundreds of thousands of 
most of them women and girls 


Y said Madeleine Rees 


which was hosted by the Finnish 
concluded on Friday with a list of 


we need the 
and law enforcement agencies have 


\" Strohal told AFP in an interview. 


representatives of governments and 
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director of the 


are trafficked in 


Head of the UN High 
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gender equality and the fight against 


countries need to create a social safety net 
as well as witness protection programs 


Strohal said. 


they strengthen each other 


director of human rights affairs atthe 


Baerbel Uhl 


which gathered 150 international 
was part of an 
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Albania - Western Balkan countries 


customs 


the 
said there was broad agreement that 


Bosnia 


Greece 
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Y said Johanna 


an OSCE expert on the issue 


Serbia 


Austria 
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the Council of 


including adoption of laws on the 


improvement of prison conditions and 
the resolution said. 


head of the Delegation of the European 
said the conference was another 


but their overall social and economic 


he said the western 


weapons and drug trafficking 
porous borders and a lack 
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but 


the clear 
has greatly 


when the formal party nomination process 


Column 5 


04TAIPEI3139 
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they say that President Chen is unlikely to 


if a clear front-runner for future leadership emerges 
he will find himself a lame duck early in his 


Chen continues to encourage Yu and Lu to maintain 


his control 


who have longed dismissed the 


\" the NSC\'s Chen 
\"lap and Lin are simply using him as their 


Column 5 


Column 4 
adding that the 


\"and 


a group created by 


a close 


Lai warned that 


noting that Taiwan\'s ultimate goal 


DPP 


including MAC Chair Joseph Wu 

Foreign Minister Mark Chen 

Tokyo Representative Ko 

and Deputy TECRO Washington Rep. Joanna Chang. NSC 


with Lu prevailing on 


Lu herself has remained relatively quiet (her allies 


reportedly 
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NSC 
MOFA 
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For Now 


according to associates of the 


especially when 


in part 


\" Lin asserted 


Su\'s future would be in jeopardy.\" 
for this reason 


\"but he knows that if Su\'s real views 


AIT should view anything Su 


not his own (Note: Before assuming his current 


Su was extremely candid with AIT in his assessment of 
he has been much 


even in private. End 


but he 
or 


who will get Yu\'s job. Like Su 


\" he assessed adding that such amove would end 


a 


told AIT that it looked like the four-way 
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2008 \" Chang 
\"no one is worrying about the real 


because their positions 


policy is the result of a 
\" Chen 
Hakka Affairs Council (HAC) Minister (and 


the 
despite their mutual 
may push policy towards the 


\" he added \"we lose.\" Luo said 
but to do so 
he will need to exert leadership now not simply 


President Chen is trying hard to 


and that has apparently made him eager to encourage 


however has acknowledged that he understands 


and he and the DPP have shown in the past that they 


and perhaps more charitable is that he 


he is 
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and more troubling 
Mark Chen and 


we 
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000. That\'s how much they asked for me. Once they 
we would not go back. They sold us 


a petite 23-year-old 


she says 


they would beat 


they kept me locked up for a week and beat me.\" 


we were locked on the third floor of a 


which had guards and a 
so we could not get out. There 
Y Alina said. 


she contacted the wrong kind of people 
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is that he 
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was born in a village in 


she 
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via 
she says she was beaten by Moldovan 


and | 
\"If you don\'t work 


and | went with them. From 9 a.m. to 3 
we had to work in a disco. All day long we were 


they would beat us up and lock us up until 9. 
they kept me locked up for 


and | tried to 

\" 

but his driver did. 

and | was trying to make him understand 

\"Please | cannot. Understand me. | cannot work.\" 
and he hit me. He wouldn\'t pay 

[telling us ] \"Move 

\" and that was it \" Alina said. 


a nongovernmental 


through employment agencies. 


they are 
and one of them is publicly beaten up in 


\" Vizdoga said. 
the 


especially 
Russia Romania 
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300 women repatriated 
and that 


but also to 


the Gulf states and the Balkans. 


if any 


but instead 


we were sent to 


\"Italy is 


Gostivar [regions] ... 


he is in prison now. 


she says the 

both 

such as ltalians Germans 
but they 


who settled the 
or 100 euros for a longer 
\" Mariana said. 
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Angela 


thanks 


Bosnia and Herzegovina 
the Czech Republic 


a La Strada activist 
which was opened 


the women and 
where they get medical 
and psychological assistance 


La Strada offered repatriation and post- 
out of whom 

and also assisted more than 250 

such as children 

Y Rusu 


we created 
a department for migration 


with human trafficking 
which are causing obvious 
but also 


Y Tarlev said. 
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and Mariana -- were 


Macedonia 


says the program 


as well as 


since 25 percent of 


which 


with 
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which includes government 


however question how effective the new 
Angela and Mariana 
step by step although it is a painful 


they are studying so 


\" 
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Fernando a Sri Lankan 
here on Wednesday. 


his associates in the city are absconding. 
who were staying 


hoping to get visas to 
were rounded up and deported to Colombo 


senior Immigration officials here said 


during 
all of them Sri Lankans to Europe. 


he went about 
like those testifying to 
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a printing firm on 

and fake rubber stamps of various 

Sha Travels and Tours 

Dehiwala Sri Lanka did the 


and invariably 


they would return to Colombo via 
using the Turkish visa they would fly 


the gateway to Europe to escape to other 
where jobs could be available 
it is pointed out. Fernando 


and when Fernando landed in Chennai last 
the Immigration officials did not commit any 


seals and printers 


here. 
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14 Iranians were captured in Istanbul\'s 


they were 
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but has become less 


according to a major new 


says the study which was 


Bosnia & Herzegovina Kosovo 


and more women 
according to the 
which was funded by the Swedish International 


suggesting that 


greater use of legal travel documents to 
the emergence of organ 
and 


according to the study which looks at 
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mainly for prostitution 
where IOM has 


law 
NGOs and international 


Romania 


with a minority of victims from other 


Asia 
mainly via 
to different 


please contact 
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125 


125 
Culture and Tourism 


the Ministry announced that the 


to reach 13 


Russia and Britain were the first three 


the Ministry noted 
Bulgaria 
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is along 


Ukraine and 


the Middle East and 


083 Foreign Tourists In 


083 foreign 


936 


adding 
Iran 
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France 
Switzerland and Ukraine also visited Turkey in 
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when she was 13 years old 


bundled her into a 
blindfolded 


\" 
\"until they took me to a flat where 


they said they knew my family 
| was 


so | started to work - they forced me 
with violence." 


confined to a flat 


obliged to meet a monetary quota entailing some 20 


\"she 


\"they usually found a reason to beat me when the 


back in Albania 

trying to recover. Her expression is 
dead-pan. Outside the sun shines 
and her story. 


until \"the police started 


\"there 


Column 5 
Greece 


bound and gagged her; she was then 


from 8pm until 


to which she has 


but the room 


Column 4 
also 


well hidden 
Majlinda handed over the 


upon which Vall three would violate me at the 


000 [685] they 
they always found an excuse." 


and had a number of houses 


Y she says. 

or beat me 

so | had to work harder to earn it 

she says 

or the best clothes." 

Majlinda was moved by car to 

she says 

but completely alone. | could speak to no 
the traffickers 

a \"good client" from Afghanistan \"told me not 
and encouraged me to escape with him. | 
| trusted him 


\" she says 


and he also beat me all the 
and when that happened 


and at her hands 


but they didn\'t even want to see me 


Column 5 


but would not 


would \"compete 


WI was surrounded 


and became pregnant by him.\" For a 


her 


as she speaks. 


they were 


Column 4 
you are dead.\" Thus rejected 


but she was obliged to leave her child at a 
and move on alone 


\" she says of the second 


WI don\'t know what to say. All | know now is 


and to work. 
Y says Majlinda 
that | should be dead. 


otherwise | cannot get 


one of 


trafficking is believed 


finding them easier to 


a woman can be sold and resold over and over 


000 and 800 


an inestimable but high proportion are 
children - under 18 years of 


and therefore entitled to special protection under 


with 
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Majlinda and 


after 


now 17 


000 people are trafficked across 
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crucially 


distinct from people 
with which it is often 


in search of work or 


a trafficked person does not sign 


or other forms of coercion\" such as 
fraud or deception or 


V says Steve Ashby 


V says Ashby Vis invariably ahead of 


\" says Giovanna Barberis Unicef\'s 


the countries in which 


Albania Ukraine and Romania 


where large sections of the economy are 


for cash to buy champagne and luxury cars 
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\" says Ashby 
if 


forgers of documents 


too 
ever more 
are drafted from the vulnerable and 


from rugged mountains 


fierce patriotism 
olive groves and vines 


to which its youth 


and thence across Europe. The same syndicates 
after a clampdown on the 
through Serbia and the former 


\" says a report commissioned by 
\"that over the past 10 years 


\" says a report by Save the 
they are afraid 
who runs a day centre for trafficked 


\" says the report 
and murder is not uncommon.\" 


Column 5 


safe houses 


but the vast 


into Russia 


from 


100 


\" warns 


\"has a reputation 


Column 4 
her father returned home to find the 


others are lured by 

\" says Vera Lesko 

in the 

work in shops 

they have been enticed by promises of 
when they come to me 

physically and 

tell them that their suffering is past 


on what they 
to teach them 


says Lesko 


says Lesko 


there is collusion between 


they 
and that is when all this work seems 
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once shattered. She is staying 


but will 
she hopes. 


Katalina - who had grown 


Balti. There 


Column 5 


who 


serving in bars and 


\"The majority are 


hang around police stations 


Katalina was offered a future in 


Column 4 


with an option to work as a house painter or 


where Katalina met 
who told her what was 
\" said the 


for which her 
else the clients would not want 


and | would be beaten to pieces 
she says 


| 

all of them taking drugs. 
they insisted | smoke 
too. When I refused 


who said 


until Katalina\'s pregnancy 
their sensibilities 

would beat and insult her 
too 


when it came\". 


to prevent the 


and the other 
made a run for it. 


Column 5 


\" recalls Katalina. 
\"kept me for a number of days 


they became violent 


\"You are just a dirty whore 


demanding their 


Column 4 Column 5 


\" she says. 


we took a trolleybus 

thinking this is where the train to 
two escaped 

asking 


they were picked up 
says Unicef\'s 


Giovanna Barberis \"one of the 
if not the main source country for the 


life has become a daily struggle to satisfy 
Moldova\'s care-worn 
is a monument to the nation\'s reaction to its 


after a census in 1989 but 
\"the reality is probably nearer 3.5m. 


to find work 
in the West.\" Every week fleets 
Italy Spain and Portugal. 


thousands of children are left abandoned 
becoming prey to the trafficker\'s 


Moldova with its fertile black soil 
and its industry was 


Column 4 


\" says 
Wand among that 1m 


friend 
babysitters or cooks. They are invariably 
given the fact that unemployment is extremely 


given the fact that access to health care and 
given the fact that 


says Daniela Popescu 


she 
have also been victims of domestic violence. 


\" 
or beating his woman is a man\'s divine right.\" 


have low self-esteem and 
not to denounce 


and can handle hard work abroad. 
\" she continues 

will make promises such as 

and get good money?\"\" 


an hour north of the capital 


and are thus vulnerable to 
aged 13 


Column 5 


a great many have left 


or friend of a friend. There are 


who 


\"and 
\"You are 


just about manages 


Column 4 


leaving her 


there is a quiet 


the traffickers will not have it 


devoted almost entirely to raising 
or where adults do not care. Every 
as a result 

about a 

\" says Veronica 


and wondered 


but both girls talk with disarming 
the film and its message. 
\" says Aksenia 

however 

adds Veronica. 

where discarded 

and in all 


000 children 
too 


a group of 14-year-olds has also 


ys 
\"even if they have HIV and Aids.\" 


\" says Barberis 


not only is 


but there is no effort to re-integrate 
to rescue them from their non-future.\" 


Column 5 


seen a film called 


aged 16. \"We talked 
what would we do?\" 


\"it is a matter of having 


wants to leave the 


they hold some 
any one of whom could be said to be 
Unicef 


\"that this issue 
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a child of 17 from southern Moldova cannot 
she says to go to music 
\"to learn to sing 


to 

with a promise of work. When she arrived at the 
she \"was told to put on some 

\" 


\" she 
\"they said | would have to do this thing if 


Wd never been 
and that night they 
Viorica stops 


Ana Chirsanov tells 


with those 11 men \" 
spitting 

but they thought it was 

VI 

and they just laughed at her 


when they return says Dr 
\"speak of their desire to die. We had a case 


after six surgical operations." 

or any trafficked woman or girl 

since the word can imply a degree of 

there is absolutely no meaningful 

\" says Sian Jones co-ordinator for the 
that is rape." 

\" 

who runs the Poppy Project in 


Britain\'s only shelter for trafficked 


so far as | am concerned that is 30 
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there is 


\" laments one entry \"the girl was a robot - felt 


from where money 

in 1999 attempting to 
\" says Nina 

East Europe area manager for Sida. 

that means it is not illegal for a woman to 

but it is illegal for a man to buy it. It\"s 

introduced as something we 


the measure has cut by 


with 754 convictions from 1999 
and fines imposed. 


but until countries 


we cannot begin to address the 
\" says Steve Ashby. \"Prosecution 


\" says Lesko. \"It targets the 
but 


Column 4 


\" says Giovanna Barberis 


there 


however 
and are wary of the political liability in 


there are conflicting interests 
which put a priority on 


and law 
which requires willing witnesses and 


Amnesty 


support 
a minimum period during which women 


now 
is conditional on agreeing 


with a 90-day allowance for 


and now suggests a six-month reflection 
resident permits - temporary or 


which has proven effective not only in 
but also in prosecuting 


London 


\" says Vera Lesko. \"Since that year 
14 of whom have 


Column 5 


confusing the issue with smuggling and 


shelter and 


I've 
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he says 


because 


it means that the trafficked person is more 


\" says Denise Marshallat the 
Vis that governments - not just the UK - 


then trafficked 


not 18 88 - on Christmas Day 2002. She is 


and | think Britain has a 


from southern Albania fell in love with the man 
promising a wedding. But on 

her fiance demanded that Eva work for him as a 

he said he would kill my 


taking up to 20 clients a night to meet her 
and if lucky 
would end with her being violated and beaten 


\" she 
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supposedly agreeing on: 


Column 4 Column 5 


sources near him report but was unable to see 
Asari refused to meet Obasanjo 


armed with side arms and 
were not allowed into the meeting. The 


but Asari demanded a 


Special Advisor to the President on Domestic 


other observers 
Ledum 
told PolOff that this first Asari agreement was 


and complained that if 


Igbo leader Chukwuemeka Ojukwu compared 


while negotiating with militia leaders like Asari 


Column 4 


\" Ojukwu mused 


the disaster of GON environmental 
and the 


it could well encourage 


it runs the risk 


as well as 
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and encourages faithfulness through slogans 
one life.\" In April 


helping to 


wider HIV testing is encouraged through 
mobile outreach to rural 

counseling and testing in antenatal clinics 
and the promotion of 

over 170 

an 


USG support for the expansion of Zimbabwe\'s 


Column 5 


04HARARE1688 


the 


000 


Column 4 
with USAID providing 
logistics management 


and DHHS/CDC providing technical 
informatics 


some 300 Zimbabweans with AIDS are expected to 
with more added in 2005. 


the USG supports improvements in supply 
condoms 


and other HIV-related supplies. 
the USG assists and participates in 


with most of those 


particularly in the areas of orphan care 
leadership and advocacy 


the antiretroviral program--with Howard 


brought together to identify and 


Column 5 


and training 


and 


Column 4 
4 out of 10 ofthese hospitals provide 


similarly 


mobilize for VCT and PPTCT 


as well as to the impact of HIV and 
Zimbabwe\'s 
soaring inflation has reduced the 


expansion of several successful 


stigma continues 


candid discussion 
services 


cooperation with 


although 
is still stronger 


the USG has been 


the program could quickly expand 


and orphan support to reach 


Column 5 


are key USG 


and 


and the 
and 


Column 4 


the USG HIV and AIDS 


the program is making a significant 


program results 
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Danang is waiting to reap the benefits. Minh noted 


e.g. wood processing. He also highlighted Danang\'s plans 
pointing to Danang\'s beaches and its 


Vice Director Nguyen Xuan Dung 
Tien Sa 


capable of handling ships up 
000 deadweight tons (DWT). Currently the relatively low 


Vice 


reducing costs. Dung also cited the location\'s 


000-passenger Star Cruises ship calls annually in 
and the USS Curtis Wilbur\'s visit in July was the first 


Column 5 


04HOCHIMINHCITY1270 
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Nguyen Cuong 


but 


but had no ideas or programs to 


which calls for the development of approximately 24km of 


adapting a former U.S. military airstrip 


but did not 


an American financial services firm based in 
and Alfonso DeMatteis of Delta Equipment and 
a U.S. construction management company based 


Delta 


near Hoi An. The partnership is selling elegant 3- 


Thailand. DeMatteis told us that although all beachfront 


the ConGen team met 


000 students many studying engineering and 
most students stay in Danang 


Column 4 Column 5 
which means the city is developing a skilled 


ConOff gave a briefing on 


who 


as well as 
hospitals and medical clinics 
face little political pressure and have the 


East Meets West has been allowed 
to provide 


an increasingly educated workforce and a 


Danang no matter how beautiful 
city leaders seem not to understand the need to be more 
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but wants to assemble 


even on the eve of the IAEA Board 
EU member states will likely oppose referral to the 


Column 4 Column 5 


but are unsure at this point 


and the 


NEA DAS Dibble and NP A/DAS 
accompanied by NEA/ARPI Waller and S/CT Miller 


and shared their 

support 

and opposition to a negotiated Middle East 
their 

the EU was 


and its efforts to master tne complex 


once passed would give Iran a dangerous 


only after it had passed these 


unless Iran turned over the UF6 and centrifuges. 


however expressed the 


and avoid sending the issue to the UNSC 


most EU 


by 

Japan and Russia 
should a G8 initiative 

moving the issue to the UNSC would then in 


Column 4 


they argued 
accelerate its 
or both. One official asked rhetorically 


noting that having Iran pursue 


but would not lead immediately or 


provide a legal basis for \"requiring\" Iran to 
and also put Iran\'s program in a broader 


undercut support for Iran among the 
and further isolate Iran in 


Iran would have to abrogate an 


what then? 


but were short of the admittedly difficult 


the cost 


which in any case 


Column 5 


\"What 


Column 4 Column 5 


or give Iran much 
before the November IAEA Board 
especially given 


but rather for 


as was the case with Libya agree to 
the UNSC 
how 


Solana\'s 
avoided details on how such a 
but envisaged a combination of 


with nothing given to Iran in advance. One idea 


for example 
EU officials did not 


no deadlines or triggers) - 


Column 4 
but moving beyond it 
given Iran\'s defiance of its 


terrorism 


Solana\'s Foreign Policy Advisor: \"The U.S. 


even on the eve of the November Board meeting 


Solana\'s Non-Proliferation Advisor: 


Deputy DG for Middle East and CIS: \"The EU 


as this could become a transatlantic issue 
when new 


Head of Middle East Department: \"There 
and resort to 


and from Dutch IAEA 


Column 5 


and 


EU 


Column 4 Column 5 
who said he expected Iran do 


if Iran does not agree to full suspension. He 
who is now 


is planning a series of dinners in 


and its referral to the UNSC would not in any way 


including possible incentives from 


the onus will be on the G8 to include sufficient 
and they will want to err on 


in EU eyes 


will be having a substantial U.S. carrot in 
preferably in the form of some kind of security 


too 
visa/travel bans will be 
etc. But their clear concern is not to \"miss\" 


e.g. if Iran does not cooperate 


Column 4 Column 5 


the 


these are mutually exclusive approaches and U.S. 


or due to Iran\'s rejection 


or is viewed as being unwilling to offer a carrot 


absent an 


what U.S. 
and (b) how the G8 initiative is 
whether the 


once in the UNSC our ability 
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Head of MFA\'s South Asia Division. Mohr said he 


calling the situation \"bleak\" and 


and that \"nobody sees an 


and the need for 


Column 4 


the Dutch have 


economic and 


in which he 


and said that nearly 
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for 
provided 7 


Alytus voters may 


foreign and domestic 


a sizable portion of the population will likely 


opposition to Labor may coalesce 
and the Labor Party may fare less well in 
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000 Litai (approximately $2 


04VILNIUS1239 


Column 4 
a friend of Prime 
overshadowed the town\'s mayor 


and exports 


most 
and those in 


alcoholism 


the Labor Party is also 
although many locals 


although one 


whom she 


although willing to discuss 
appeared largely apathetic. 


the head of the townYs community center 


Column 5 


and rural poverty 


Column 4 Column 5 


Y she said. Peasants Party candidate Zenonas 


many of whom had come into town from surrounding 


his own campaign volunteers 


especially demands for a better pension 

are critical for the average Lithuanian voter in 
Lithuania\'s left-wing 

but in this election 


multiple political corruption scandals 


at least politicians will 
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10/8/2004 10:55 04FRANKFURT8717 


which is consumed by 


consistent and comprehensive reforms could help 


but the discord 


Column 4 


Column 5 
export 
raising employment 
up from 9.6% in 2000 to 11% in 2004. Consumer 
employment declining unemployment 
current consumer behavior 
which accounts for 50% of all investment will not 


barely 


which does not register in the available 
is financed by capital German firms are raising 


not supply. With 
it is true that share of imported 


\" with industrial production hollowed out as 


does not necessarily mean a decline in overall 
unless workers cannot find new jobs in 


Column 4 


Column 5 
equally or higher productive jobs such as in the 
that seems to be the case 


the German 
for each dollar of outsourcing 


bank profitability is going up (suggesting a 


the merger of 


as 


more than spitting distance from the 


Column 4 Column 5 
rosy revenue scenarios have not panned out as 


Bundesbank profit (only 248 million 


despite current 
as no administrative 


000 recipients of social welfare will have 


000. 


a prominent feature of this 
deserves a bit of a closer look. Recent wage 


425 euros. 


095 euros or 


Column 4 Column 5 
a remarkable achievement in its 
has dropped the top income tax rate from 53% to 42% 


according to 


as noted above. 


central administration) with the 


which account for 17% of GDP are highly 
often broken into small contracts administered at 


according to an OECD analysis. 


\" 


and reforms feed into this lack of confidence. 


2000 the business community was optimistic 
only to 


consumers\' and 
and have 


improved if they 


Column 4 Column 5 


consistence 


Treasury Representative e-mail 

fax 49-(69)- 
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Gondwe said is to 


then is to achieve a track record. That will 


Column 4 
Gondwe\'s budget would 
or about 40 percent of 


against revenues of MK77.2 billion ($721 million). On 
MK52 billion is domestic revenue and MK25 


ADDS SPENDING FOR AIDS 


adding an extra week 


and in part to the central place the Mutharika 


which have been withheld for nonperformance 
though 
health (MK9.1 billion) 


which will be offset by a Global Fund 


it is mostly satisfied with the 


which have traditionally been treated as 


including an MK800 
expenses for 
refurbishment of 

and a civil service wage 
the budget makes 


Column 5 


the 


and agriculture (MK7 
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it 
which was 


the budget does not appear to be designed to 


the possibility of new IMF aid 


Mutharika has positioned fiscal 


making it virtually 

as his predecessor did time after time. 
when 

and foreign 

a currency devaluation 


the government will have to 


disciplined and lucky. 
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he felt that South Africa 


which offered opportunities for growth through 
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mature industry; 2) 


other sub-Saharan markets had not yet 

the Southern African Customs Union 

Botswana 

Lesotho and Swaziland) account for more than 70% of 


Twine thought that an economic slow-down in either 


where production costs 


it was still a minor player with most decisions made 


if BEE policies were to require 
those 


however there is no BEE charter for the motor 
but it is in the works. Another sensitive point 


even after having incurred most of the 


based as it is on union 


DTI is 


Column 4 
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but these 
says the director of the 


eight candidates representing major political 


former citizen of Rietavas 
Jonas Jagminas 


to television journalist 
Vitas Klimas 


Audrius Klisonis. According to a local member of 
Zigmas Dargevicius 


rallies 


now Labor Party leaders 
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who is rumored 


Conservative 
to current MP and Liberal 


the Labor 


and other local events. Enormous 


tell 


Column 4 Column 5 


the Labor Party while 
has kindled nostalgia for 
\" and at least one third of farmers plan to 


personality not party 
will win the votes of the local intelligentsia 


he said. 


but 
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economic and demographic 


and 


but said Barosso is 
Wallstrom and 


and urged 


Column 4 Column 5 


Patten was 


only he and Enlargement Commissioner Verheugen 


and that Europeans 


Patten said that Turkish membership 


and also 


and the contribution that Turkey\'s large population 


and encouraged US 


But It Actually Works 


\"pieced together with rubber bands chewing gum 


but said 


and Europe\'s long-term competitiveness vis-a-vis 


noting that -- in contrast 


the EU will \"continue to lumber along 


nor the Europe managed by 


Column 4 


the Franco-German engine can no longer 
Patten said 


and countries 


and Patten worried that 


suggesting that it may fail to gain 


cautious politician.\" He starts his tenure with 


he is extremely articulate in 
he has been selected without 


which he had used decisively in forming his 
Barosso does not face any European 


Patten 


Patten suggested Barosso was mistaken if he 


and then 


Verheugen 
Wallstrom 


however 


but not American values -- but posited that even 


Column 5 


and he was especially concerned 


and Wallstrom. As it now stands 
and incoming UK 


that 


Column 4 Column 5 
every European now has a horror story about US 

who traditionally 

are increasingly 

Europeans simply don\'t understand American 


Athens Ohio is now more foreign than 
Greece. And yes Patten admitted 


Patten remains convinced that the EU will need 


Patten suggested the US should tell the 


will there be 


he suggested the US should ask Europe 
of course\") to ante up. Iran he suggested 


but also needed sticks. 
and Patten 


10/8/2004 13:11 04BRUSSELS4347 
W based both on current EU-Cuba tensions 
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Head of MFA\'s South Asia Division. Mohr 


but that 

in partnership with the 

would be able to convince them in the end. He 
which could be 


in what he viewed as an uncharacteristic 
the Indian officials had also welcomed a \"united 


who has the lead on EU designation 
and 
Senior Policy Advisor responsible for 


Mohr said the Dutch EU 


Vas 
Y or as \"the good guy 
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\" according to Mohr. 


04VILNIUS1245 
04BRUSSELS4352 
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the 


but have not responded to the Eide report\'s 


Deputy Head of the 
described the EU\'s 


but the process had become caught in 


and implementation 


the EU would be pressuring Montenegro to rejoin 


Commission SAM Unit Head Therese Sobieski 
despite Montenegrin 


but the Commission has not 


Column 4 


but that the GoSAM 


both sides 
leading up 


the EU 


Sobieski indicated the EU 


but the Kosovar Ministry 


High Rep Solana\'s Balkan 


Lehne commented that this would be 


he thought security issues were more 


Column 5 
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Commission President 
and the next day the GoC produced 


and 


to provide a tough 


the Republika Srpska remained 

as 

the GoBH had met all the other conditions of the 
the EU would be confronted with 


although for legal reasons it could not be applied 


Stefan Lehne told English 


and then look for 

then OK; but if it was cooperate on the 

but refuse to deliver the big fish then we 
but 


then the Kosovo status problem was much more 


of the Commission\'s Bosnia unit reported 


although 


Column 4 


and we remained 

and would \"keep under 
but made no 

in his meeting 

particularly what should be 
perhaps by 


that he was concerned about ideas floating that the 


or even in Kosovo. 
\" he said 


representing the 
said the November 7 


whatever the result. In the best of 
and it 


the EU would 


which is 


a necessary step on Macedonia\'s path toward the EU. 


for his part 


Column 5 


said that the OHR transition 


\"but we can\'t do 


saw the US and EU messages to 


Column 4 Column 5 
as elaborated by Wolzfeld was \"clear to anyone who can 


and at that point the EU and US could 


\"If you 
get a looser EU visa regime) then stay 


Albanian 


and assume that trumps 


meanwhile has 

for technical reasons the next round of SAA 
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including Rome to 

among other issues will 


but \"there is no 
and no way the Ministers will decide on October 111" to 


but is not out in 
lifting the embargo and US concerns on 


Italy will push for a review of the 
and to include the US in discussions on how it can be 


Embassy Office of 


Column 4 Column 5 


German (EU Staff) Swedish 
10/8/2004 14:04 O4ANKARA5777 
including torture the 

civilian- 


and long-awaited reforms for Turkey\'s 


Turkish papers report. “At this 
| have no gift to offer the Greek Cypriots V 


John 
told the conservative/intellectual Turkish daily 


Y contrary to some 


| will continue US support for 


Column 4 Column 5 
V Kerry added. 


\"Cumhuriyet\" 


brother of jailed 
was kidnapped in Mosul and later 


\"Yeni Safak\" reports. Truckers 


causing slight damage to the nearby 


current 


and 


and the first half has ended with Ankara 


again in Brussels. The opposing side will have 


because many of the 


Column 4 Column 5 


but there is still a chance -- albeit 


it appears 


France\'s attitude may 
Wednesday was an historic day for 
but much more remains to be done.\" 
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the South 
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while issuing strong Explanations 


as discussed in the September 
the U.S. and EU 
but differ in how to achieve 


which he described as purely a trade issue. He 


but which reserved the right 


and indicated 


Groenemeijer referred to the recent 


Column 4 Column 5 


which he continued to argue (despite 


10/8/2004 14:48 04PRETORIA4529 
Business Day October 7 Endnote 
Nigeria and 


which includes 

because of the high cost 

but 

and technological integration 


October 7 Endnote 


electricity paraffin 
freight telephone calls 


one limited to prices actually 


Column 4 


equity objectives and long-run 


October 7 Endnote 


retail sales grew by 15.5 
showing the underlying strength in consumer 


retail sales increased by 
in addition to an 
the 


allowing the Reserve Bank to 


Taking Stock 
October 8 Endnote 
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detailed plans for action and implementation 
although the 


agriculture/forestry 
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October 7; Business 
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biodiversity and human 


Column 4 


ithasa 
and its rate of growth 
so that in 15 years 


such as transport 


to finalize air quality legislation 


and to develop 
animal and marine biodiversity. 


Agriculture 


Transportation 


which was 
Deputy 


including: improving energy supply 


Crompton noted South Africa\'s 


Vice 


Column 5 


coal mining 


to put into 


Trade & Industry 


Column 4 Column 5 


representing the Climate Change Action 
a group of non-governmental organizations (NGOs) 


as the strategy was 


by stimulating new economic sectors and 


Deputy Minister of Environmental 


\" DEAT Deputy Director General Joanne Yawitch 
will help advance 


South Africa needs 
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a lack of access to finance 
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which includes ICT Charter provisions on the 


but 


which has yet to be formed. He said that 


Column 4 Column 5 


Y politically 


a bid 
000 (about 
000) is judged 90 percent on its price and just 10 


(sub)contracting with 
promoting 
promoting exports to create jobs 


uplifting 
etc.). Bids for government tenders valued at 


000 are judged 80 percent on price and 20 


80/20 
placing a stronger emphasis on a 


which will be followed by an amendment 
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Column 4 Column 5 
and he noted Turkey\'s position that the 
his 


Rashid expressed his desire for 


but did not 


when we pressed on 
Rende said that there remains a fundamental 


Rende said leaders in Syria and Iraq must express a 


supported by Iraq and 
in which Turkey is portrayed as 


but has not offered to provide information in 
Rende cited an 


Column 4 Column 5 
and recently that has included progress on water 


Rende said Syria acknowledged that Turkey\'s 


included Israel-Jordan Water cooperation and asked 


\"but Turkey 


including training Iraqi officials 


which describe the 


he suggested projects on efficient 


Libya and Cyprus 


but Israel seems reluctant to move forward. Rende 


and Turkey hopes to build a fresh water 


Column 4 Column 5 


Rende has portrayed 


his idea on water 


is developing a series of agricultural innovations 


soil erosion and salinization. REO will 
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Nigerian 


protesting company-wide downsizing. Shell\'s oil 


the 


the Nigerian National Petroleum 
and the Nigeria Employer\'s Consultative 


Column 4 Column 5 


the federal Senate Committee on Employment Labour and 
the 


a source in the 


both politicians and businessmen. The source 


At Least Rhetorically 


Trade Union Congress (TUC) and Center for Free 


student and professional organizations 


holding \"warm-up\" 
for example 
due to one such pre-strike. 


it remains to be seen 


we expect most public 


with some opening at night for those 


but banks may not fully 
due to concern about possible violence. 


Column 4 Column 5 


the NLC has 
the NLC began distributing T-shirts 


leaflets and handbills to communities in the Lagos 


hurt by Senate approval of a new 


Lagos and other flashpoints 


aviation 


Air Force personnel and FAAN security personnel 
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the Mission is also taking 


Nigerian employees of 


oil union 
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who is seen as the Banyamulenges\' sponsor and 


000 refugees from 


Column 4 


000 Congolese refugees in CAR who live outside camps and 


although the GDRC also signed a 
repatriation of 


000 Congolese refugees in 
most of whom will return to northern 


the security 
especially 


however 


the other seeks 


most 


however 


regarding 


the agency 
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the strike will put most export-import firms 


Column 5 


has changed 


is to safeguard the physical 


04KINSHASA1875 


Column 4 


one export-import source reports that ONATRA (the 
i.e. port authority) is 


they now believe that it will take at least until 
Oct 11 


most basic consumer products 
and all 


the loss of tax and 


serious 


it will be 


000 


and if other services under the Ministry of 
the efffects could put a damper on the 


Column 5 


for the GDRC and the unions to reach a 


Column 4 Column 5 
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there is an increasing awareness within the EU of 


South Asia officer within the 


and that the EU is \"close to doing it.\" 


he assured us an 
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Ondo State chairman for the AD party met 
Poloff and Polspecialist on the eve of the 


merely because they want to be on a 
lji claimed. He commented that with AD 
the governing People\'s 


the pan-Yoruba 
continued to hobble 


Column 4 Column 5 
wanted to keep an iron grip on the party and pick 


leader of Afenifere 

and Adanke - are all septuagenarians. It\'s time 

he concluded vowing that 
\"with or without Afenifere.\" 


Deputy Chief of Staff to 
told Polchief ina 


it 


he said would therefore 
since PDP/Afenifere machinations 


saying \"the only thing 

Folarin-Coker replied \"money.\" \"These 

we will regain our 

legislative and gubernatorial seats.\" Folarin-Coker 


and in return AD could provide him a vehicle to 
should he fail to win the PDP ticket. 


should President Obasanjo fail to endorse Atiku 


Folarin-Coker acknowledged the lack of \"perfect 
he insisted that as 


Column 4 Column 5 


Dance and More Music; 


as traditional musicians and singers ushered 


as did 


however was the Independent 
whose presence was seen 


conclusive national convention. 


Afenifere leaders denounced 


Afenifere declared 


one could buy Afenifere shares at 


but it confirmed Lagos Governor Tinubu as 


and 


Column 4 


we think Atiku would be 
if 
would sink him in the PDP. 


the AD may emerge from the convention as a 


shorn of 


not so wedded to pan-Yoruba ideals 
because of 

they will have less to 

the AD is safe 


the PDP stands 
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given the GOT\'s 


Ugdul said 


which in the end will prove meaningless. 


political 
agreed 


a minority of whom oppose 
and related 
continued up to the last minute. 


Column 5 


may be more 


04ANKARA5781 


advised GOT interlocutors not to dwell 


and said 
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Ugdul said the GOT is concerned about several 


FM Gul and other top GOT leaders have focused their 
in 
unconstructive criticism of the 


Some Pundits Grow Critical 


however have become more 

or even hostile after reading the report in 
an MP from the opposition Republican 

told us the report is \"below our 


Column 4 


such as the inclusion of Kurdish language 


and emphasized the need to protect 


said during 


writing in the October 8 edition of the Islamist 
\" opined that the Commission is laying the 


also of Yeni Safak 


writing in the nationalist daily WCumhuriyet 
arguing that the Commission\'s references to 


the term \"minority\" has a legal meaning 


Armenian Orthodox Christians 


EU 


to improve 


Column 5 


accused the Commission of 


Y made 


and Jews. 


Column 4 Column 5 


or supporting allegations that the Ottoman 
could 


headed by 
and recommend that the language be removed; and 


but its author claims it would enhance the ability of 


Turkish officials have publicly and privately 
don\'t gloat 

point out in private the few things 

we can expect a certain 


while at the same time convincing the EU Turkey 


GOT leaders have said all along they intend to implement 


10/8/2004 21:07 04QUITO2723 
10/8/2004 21:20 04QUITO2724 


Column 4 


the previous draft version of the decree 
Art. 3 stated that if 

subcontracted workers would be 

since the 


Art. 21 of the signed decree states 


the main company will take over 
with all the 


workers must receive the national minimum 
the decree said subcontracted 
benefits and conditions 


and was added after a 


President of the Congressional Labor 
told LabOff on October 7 that there are currently 


he said 


currently planned for October 12. While the news 
the text is not yet available 


Column 5 


including guarantees of indemnization and 


Column 4 Column 5 
and are attempting to confirm this. 
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\"The Duelfer report makes clear 
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enhanced trade 


and a reduction of military tensions were tempered 


Chen 


Part Il 


including 
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Chen invited the 


when both sides in 


including direct cross-Strait passenger 


Chen stated that if 


Chen 


Chen also warned his people about 


Column 4 


per se 


he urged others 


Chen\'s warning about the growing PRC military threat 


Chen\'s appeals to Taiwan pride and 
while his focus on the \"ROC\" and ethnic unity aimed at 


Chen\'s 1992 formula should offer 
if and when it 
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\ he said. \"I am 


dated Sept. 4 


and whatever the future may 
history will remember your 


Column 5 


any such professed 
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2003 
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and to the UAE Embassy 


for your generous and kindness for us during the training 


Iraqi 
Babil.\" 


Adil Hameed.\" 


focused cost-effective 


and that bringing them to the UAE is 


has a mobile and international corps of 
and has successfully 
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Turkish and European 


Straw assured 


because that would violate a core 
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before 


Gul said Turkey already has a market 


and he said he wants PM Erdogan to write to the EU 


and will be passed in November. 
trade will be adopted 


Gul added. Gul complained that PKK leader Osman 


Column 4 Column 5 


including on a political track through 


election 


FCO PolDir Sawers met 


Tuygan amplified Gul\'s points. 
Sawers noted local leaders\' tradition of 


Turkey will have to 


Caucasus 


go to 


Turkey is 


Tuygan said citing stalled commercial deals. 


Tuygan worried about Tbilisi\'s 


he said noting a recent Georgian TV program showed 


but 
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and civil society as well as the oil and gas and 


Oshiomhole will lead the labor team and 


we do not knw ifthe 32-person committee 


with incidents of violence in a 


Column 4 


NUPENG and PENGASSAN 
except for 


except 


around the capital Yenogoa. 


etc.) are operating. Schools are closed. 


Column 5 


Column 4 


while police officers on patrol are removing fires 
but no reports have 


10/12/2004 6:28 


to examine the fuel price issue 


Oshiomhole alleges he was \"manhandled\" by the 


ranging 


Column 5 


04LAGOS2072 


which led 


Column 4 
the 


who depend on public transportation 
even if they so desired. Most 


Column 5 


the strike will 


executives tell us that oil production has not been 


though there were unconfirmed reports of 


and civil society 


as well as the oil and gas and 


Oshiomhole will lead the labor team and 


we do not knw if the 32-person committee 


Column 4 Column 5 


with incidents of violence in a 


NUPENG and PENGASSAN 
except for 


except 


around the capital Yenogoa. 


Column 4 Column 5 


etc.) are operating. Schools are closed. 


while police officers on patrol are removing fires 
but no reports have 


10/12/2004 6:29 04LAGOS2073 
10/12/2004 8:19 04ROME3933 
the more 
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had been active in the NATO debate and in 
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but was puzzled by the large size of 


Massolo said Italy wanted it to concentrate on a 
including support for the political calendar. 


somewhat like the Contact Group for 
be formed to prepare the conference along such lines 


at the level of Ambassador or high official. 


he said there 
and support for the presence was increasing in 


he said. Massolo said \"I can offer a 


Column 4 Column 5 


10/12/2004 8:32 04LAGOS2077 
10/12/2004 8:36 04RANGOON1343 
s efforts in Burma \" and C) seek USG support for 


one of three or four people who can 
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noting 


Aung San Suu Kyi sent her profound thanks for 
the contact said. Aung San 
he added. 


ASSK sent a warning not further amplified 


see sensitive reporting in other channels.) 


she asked for USG support for NLD social 


medicines support for the elderly 


we discussed potential delivery mechanisms should 


d discuss this 


even if not addressed directly to us for security s 
would be desirable prior to the start of any such 


s verbal message was likely in 
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often through 


they have asked all large-scale ICFU-affiliated 


they evinced a willingness to work 


000 farmers. They admitted their 


without putting any mechanism in 


according 


Column 4 Column 5 


by for example 


since the GOZ 


and even a merger with the CFU. Tapping into the 


ICFU members we talked to 


technical expertise training and 
Y snapped Wilson 

one of Zimbabwe\'s largest tobacco farmers. At 

merging with the predominantly black ICFU 


our contacts with 


it is impossible to restore output to pre- 
absent a 


however coordination among the various farming 


such 
based on shared 
would cut across partisan lines and 
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with a 


Berri also lamented what he described 


Berri is more likely to be motivated by what is 


technocratic 


national unity government 
Berri will have Amal ministers who potentially can 
giving the Shia leader more 


whether the cabinet 
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the people have never 


and particularly about Saudi 


although they are improving. 


such as the Bahrainis who stand 
Allawi and Musharraf are leaders in this respect. 


we can bring you down. Although in Bahrain he 
the clerics are not that tough. 
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police yesterday shot and 


shattering his skull and killing him instantly. 
mostly 
were denouncing the recent fuel 


but NLC 


Anambra State October 11 for allegedly 


and clashed with Ibadan Polytechnic 


a prominent labor activist and 


was shot dead early this morning by 
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or neither event. 


though volume was expected to 


though most remained 


with no indication that air traffic 


but domestic flights 


fearing people who 


and clashes with 


though workers remained in their offices. 


however 
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schools public hospitals 
but 

however have not been 
firms in the 


if the situation goes into an 
production issues may arise. 


the NLC leadership nevertheless 


especially workers and students have 


\"tacitly 


describing it as \"diversionary and insulting to 


the Committee would \"collate harmonize and 
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others -- 
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there were no strong statements of 


that more work remained to be done to 


Poland 
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\" but stressed that the Netherlands would not stand 


although he told Ambassador Sobel 


citing his statements at the 


some of the strongest arguments for going 
who 


and Commissioner Chris Patten 


Bot suggested that the EU 


the EU has suggested several specific steps the 


for example). According to 
FM Bot\'s private secretary 


then 


Paul van den 


shared elements of the internal Dutch report on 
the Dutch 


V 3) there is still a need 
and 4) 


Dutch Deputy POLDIR 


they are quietly looking 
including as late as December 21 (after the 
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all six municipalities in the Montes de Maria 


which illegal armed groups use for drug 
are closed after 6:00 


especially by tourists driving 
has increased. During the trip 
Cordoba 

to Sincelejo. 


the police seized a 700 kilogram shipment of 


Column 5 


suggested that Beijing may want 


04THEHAGUE2606 
04ANKARA5789 
04VILNIUS1261 
04BOGOTA10484 


as the 


Embassy 


Column 4 

there have been no reported illegal 

by 

there were five roadblocks and 43 kidnappings 
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the department\'s security situation 
and paramilitary and FARC presence is a 


and guerrilla attacks on rural 
nine 


struggling with guerrillas over 
and intimidating the public. The departmental 


as well as the Roman Catholic Bishop of Sincelejo 


with about 200 
operate in rural areas of Montes de Maria and 
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it is still a major 


all six mayors govern from 
although FARC death threats and attacks on 


Sucre is in dire straits. 
Sucre has one of the highest 


000 and 90 


most of whom have 
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both he and the governor expressed 
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Y including North 


which recently has identified with Sub-Saharan 
in her view was to implement AU 


the basic assumption for the 


plans for creation of an African standby 


but the goal she said 


and encourage 
the Upper Nile and other deprived 


she stated. Major goals include: disarmament and 


NEPAD\'s status will be regularized as a 


long-term investment. She 
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Belgium Dutch and Nordic countries and contact with 


which he 


supported by a 45-person Secretariat in Midrand 


particularly on trade 
and public administration and governance 


not funding. He said 23 countries have 
a voluntary peer pressure process under 


market access corruption 
developing an early 


Kenya 

Lesotho and Zambia. Outside SA 
according to 

along with other partners (OECD ADB 


etc.). There is an advisor on 


the Executive Director of the 


a Hewlett-Packard IT specialist who is a 
and the President of 
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sectoral focus 


contending that it facilitates sustainable efforts to 


observing that an effective NEPAD is also good for 


stating that it was not for 


much published intellectuals 


Institute for Strategic Studies University of 
and South African Institute of International 


corporate responsibility 
and coordinated approach to development via 


Somalia Sierra Leone and the 


asking what happens 


don\'t break ranks. 


HSGIC Ministerial Council 
and proposed courts were positive developments. An 

replacing the 

anti-apartheid focus of yesteryear. The new 

human rights 


security democracy and good 
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and 
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what does Africa get for airing 
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the SAG is moving away from SADC to a more continent- 


but donors should not devise aNEPAD 
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assistance 


human rights and peace in 
using the slogan 
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why expend billions of dollars for one conflict but 
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because the USG has angered the entire 
far beyond the Muslim community. The US \"needs 
Mbeki 


according to the 


stating that strong 


fostering an existing degree of 


because Africa seems to 


particularly since Africa 


the Middle East and 
he said the US was not the real 


changing tone and style 
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brisk debt relief would win the 
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and broad economic reforms 

and growing sensitivity to legal rights 


Pellegrom and Willems predicted that the development 


Vas 
legal 


they said. 


which were 


the Chinese averred that Chinese 
\"within 


Pellegrom said 


in a break from 
the Dutch agenda led with a discussion of 


\" with the Chinese 
for example 


a Chinese MFA rep passed him a note asking 
the Chinese MFA said 
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they noted 


and 


Chinese interlocutors 


named names 
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as demonstrated by new 


forces the EU to rely on press and NGO reports and 


the Dutch said that the Chinese realize they 


China continues to work 


something the EU continually presses them to do. 


however because there is no way the Chinese can 


but because they 


the 


the presence or pending arrival of 


Hungary 
Norway and Switzerland. (Note: A Japanese Embassy 


but provided no details about the 
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the King 


he will lead 
the process of talks between the GOB 


Minister of Labor and Social Affairs Majid Al 


but he will report to 


\"there is no substitute or source for 


the sons and 


and not by 


citing his 


\"We believe that it takes courage when a 


and we stress to the Crown Prince the 
as part of his 


the second line of young leaders who will assume the 
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and guides legal 


V the 


hours after the speech to parliament 
\" that women and 


and law 


president of the Al Minbar political 


a relatively moderate Sunni organization 


who feared that the law would 


\"the King had paved the way for development of a 


saying it was recognition of the 


the King stated 


constructive cooperation with its 


and openness towards the international community. 
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Venezuela Maicao 
Argentina and Paraguay. These 


an issue that the Embassy has focused on in the past 
the Embassy recently created an inter-agency 


law-enforcement and 
had it been so inclined. In 
the strongest deterrent to crime--particularly 


the CFZ administration has 


despite counting on just a small 
with only one dedicated full-time to 


which must control 12 
they have 
in collaboration 


inthe 1999 

a CFZ jewelry merchant pled guilty to 
forfeited $16 million in 

and opened the door to dozens of arrests in 
including the seizure of seven 


000 cartons valued at $5 
counterfeit 
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and could 
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particularly Hong Kong (23.8%) 
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as the duty-free 
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a general lowering of 


CFZ Administrator Jorge Fernandez began 
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and an 


the GOP drafted a 
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and more than two years later the case is no 


resources and help with police 


the Embassy\'s recently 
interagency financial task force is focused on 


but its future is uncertain. The CFZ 


most of CFZ\'s multi-billion 
but the temptations are great 
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as the zone recognizes that without transparency 


s anti-corruption 
and naming of highly respected Colon activist Nilda 
the 
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Rozas appealed to the electoral council 


he 


both formerly of 
reported to Poloff that he was not optimistic about 


who are not capable of sharing the 


the new party leadership has a year to work out 


such as the 1930 military 


to 


or remain a divided minor party. 
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a family member of imprisoned activist 
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the longer the process takes 


the better he 
businesspeople are not concerned 


short-term money and currency 
which had priced-in a positive EC recommendation 
did not react to the October 6 news. 
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told us he expected an increase of 
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a date would not 
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but thought that the 
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transposing into legislation and 
000 pages of EU \"acquis\" willbe an 


the AK 
especially that of 


coercive approach to regulation (see 
businesspeople fear 
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noting that Zhang 
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asserting that the PRC should understand that Taiwan 
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not a local government.\" Chen 
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MAC Senior Vice Chairman Chiu Tai-san told 


and reiterated an October 
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papers quote a German government source on Monday. 
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the Ambassador said 
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traffic and safety. More than 10 
Minister Tuyen 


he noted 


Column 5 


it would be easier to persuade other 


the GVN is confused over how to find 
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the AMWOZ 
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AND ASIAN INFLUENCE 


and 


000 employees since 2000. 


the 
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fail to pay minimum wages and 


2004 the Zimbabwean 


who were striking over the 


which it perceives as sympathetic to 
the GOZ also created an alternative 
the Zimbabwe Federation of Trade Unions 


has combined with intense competition from Asian 


at the time that 
the 
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and urged the U.S. to 
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PolOff heard frank 
while clearly meant to influence USG thinking 


recently conferred on Kuwait to mean very little 


and do not meet with Kuwaitis. He further 
they 
where U.S. officials arrive 


according to the interlocutor 


he believes that the U.S. 
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should they take place in 

will be a failure. Characterizing the elections as 
\" he argued that once this effort at 

the U.S. will lose its credibility as a 


at the very least a source of superficial 


a fertile recruiting ground for violent jinadis. A 
2004 Washington Post article noted that Khalid 


which regulates almost every educational 
does not regulate the camps or even monitor them. He 


he mentioned that Abdallah 


despite 


Afghanistan and Russia during the past two decades. 


he 
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PolOff was informed that if 
it is assumed 
the first 


the current Deputy Chairman of Kuwait\'s National 


of 
one is from the Jaber Branch and the 


it might not be 


however dispelled this 


is in relatively good health. 


the Shaykh commented that it would be bad for Kuwait. 

the Islamists would benefit the most thus 
even among some proponents of women\'s 

that the wives--in some cases multiple wives--of 


therefore increasing 


Column 4 Column 5 


on the other hand 
who have openly 


\" that the 


he opined that this was being done only to appease 


including 


Westernized and 
he does have a measure of influence with PM 


it was unclear where the PM\'s opinion ended 
what was made clear is 


the Shaykh relayed his opinion that the U.S. 
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MFA issued an announcement on this subject 


2004 PRESS RELEASE 


and on the Community 


Estonia 
Slovakia 


as far as 
the countries to 


the Greek Cypriot administration is 


the Greek Cypriot administration 


and its obligations 
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which 


Hungary 
Slovenia) to the EU on 1 May 2004 
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the EU is yet to fulfil its 


the Member 


which has demonstrated 
restrictions it does not in 
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including one medevac from 
Iraq. 


where 
is underdeveloped 
and 


medical care 
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offered both a guarded welcome and a warning to 


Jose Vincente Rangel. END SUMMARY. 


circ. 25 


a 
where he was 
but restless. 


some years ago 
he 


for now 


he gave a signal when he submitted copies of 
willing 


yn 
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000) 


the main thing about Brownfield? The 


prepared and eager to explore the 
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not 

if the new 

that of respect for 

there won\'t be any trouble because 


who has many reservations about the Bush 


leaves the door open to 
which will not be working 
and with 


Mr. Brownfield! And I hope | 
Unwelcome Mr. Brownfield!\" 


but remains firm in the GoV\'s stated principles 
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he 


the Turks would want that 
the 


who worked at 

said that 

the only way to guarantee such 
or to write an 


he 
some UNSC members (i.e. 


and that he had not yet discussed 


he believes there is a \"good chance\" 
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the GOK is loath to allow significant 


and suggested the USG actively engage Iran in an 


Sayed 
told Poloff that he was disappointed 


following al-Mohri\'s demands that 


in which Shaykh Sabah 
al-Mohri 
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Russia) will claim an 


04KUWAIT3546 
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he said was Kuwait\'s tolerance for a 
anti-U.S. cleric Hamad 
which he claimed taught people to make bombs. (Note: 


the Prime Minister has yet to do so 


\"dangerous 


and had even gone so far as to condone 


although the U.S. orchesterated 


whom he said has a large 


al-Mohri said knowing that 


even 


the year saw the establishment of a 


al-Mohri said that Yaser 
a Shiite who had been accused of \'sedition\' for 
had 
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whose 


up to and including 


particularly in Iraq 


the situation in Iraq was unlikely to stabilize without 
Iran Syria and Saudi 


especially in light 


al-Mohri said that even Iran\'s most conservative 
and they are 


his claim that he is the voice of Grand 
in his capacity as 


slowly forcing it 


Column 4 Column 5 


10/13/2004 14:46 04KUWAIT3547 
10/13/2004 14:46 04KUWAIT3548 


intimating that some of the 


who brought up the topic of how to 


Kuwaiti and 
Iranian access to the Khor Abd Allah waterway near 
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it is clear that the majority of 


and presumably a similar share of 
there 


value added or 
it is not possible to provide 
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we have provided 
with an explanation 


according to the Central Bank. 


as such. According to the Central Bank 


or 56 percent of the country\'s total industrial 
the Central Bank considers the maquila 


but does 


which uses a different methodology than 
and as a result is almost always higher 


as it 


the AHMVs figures are more 
and even 


USD million 
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at times 


Column 4 


Column 5 

maquila 

and 
742 3 758 4 
511 2 571 2 
317 in September 
and 381 160 in September 2003 was 385 
which is the GOH 


with the textile and apparel sector included in 


INE plans to disaggregate its data further to 


Y defined as those companies which are 


maquila sector" employment statistics 


figures from the Central Bank and 
as follows. 
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416 110 000 
556 107 000 
237 123 000 


value added by the maquila sector accounted for 
711 million). Long 
such as coffee and 


the Honduran economy now earns more than twice as 


most maquila activity 
though there have been 


assembly of wire harnesses 
other automotive parts or electrical 


the move is increasingly toward 


taking care of the knitting dyeing 
and printing processes in country. 


i.e. 
quarterly annually? 


what is Post\'s 


which gathers its data by means of an annual survey 
but at the moment has 


whether Honduran or American view the 
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is having 

and does not know if he will 

it is hoped the 
with a nervous eye on Asian competition 


textile and 


especially for more complicated orders 


as key to 
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peace abroad. Speculating that Turkey would use 
Onder provided a copy of 
2003 statement which states: 
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s request of information dated July 
2004 we wish to inform you that subject system has 


under construction 


our General 
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and harassing motorists in the Aja area. 
but domestic 


following a 


following the shooting 


but more vehicles are 


but production operations 


Column 4 Column 5 


people are moving freely and 
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and praised its role ensuring 


security concerns and new emerging threats. He 


ensuring other tools such as diplomacy and 
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while important should not be the 


the Crown Prince focused 


\" the Arab-Israeli conflict. He added that this 
allowing the 


efforts to root out extremism would continue to 


but rather part of one set of common and 


the Crown Prince noted the King\'s comment to 


not the U.S. 
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which lies on the Colombian border 


growing public perceptions of instability along the 
public concern regarding the recent 
and the ongoing 


President of the provincial office of the Supreme 
said scheduled training sessions 


easing the preparation process. Piedad Ortiz 


both 


Citizen\'s 


Ortiz 
the 


000 
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Estacio 


while the limits for 
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most of the attention 

the first Afro- 

has 

and more importantly well-functioning 


including former PSC congressman 
report that Estupinan\'s efforts have generated 


with 41% to 15% 


provided by 
revealed an 8% 


the race for provincial prefect (US- 


an official with the TSE candidly noted that without 
Sosa would 
election officials and 


they believe that the MPD\'s 


while the general perception was of a political 
seasoned 
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rather an ideological following for his 


at least in the 
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assuming 


suggesting that Italy would 


Acting Asia DG Cristina Ravaglia 


assuming that a review of China\'s human rights 


\" currently 
address concerns underlined by 


Mattiolo 
Russia 


and for Asia 


and 


and acknowledged that 
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EU CFSP 


Israel and US coordinate on 


Paolo Dionisi 
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you know we are with you on political 


he brought up 


but more importantly 
the US Congress would very 


such as the 
very difficult. 


while the more positive remarks from 


key Italian officials 
but are only likely to be moved 


Giovanni 
putting the priority of this issue in the 
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re-casting them as pursuits towards a common 


prevention of terrorism US cooperation with 
and a brief discussion of the Hague 
Donner proposed 


CT intelligence and 


for example border 
especially the sharing of 
should comprise a 


the AG 
in particular 
convene for discussions under 


the AG agreed with the U/S it would be appropriate 


he warned against \"stovepiping\" and the creation 


not set in 


unnecessary access to it must be 


like with PNR and biometrics and Europe 
since the EU shared the same CT 
however that it was 
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\" Vitorino admitted 


and ameans 


Vitorino broached the subject of 
suggesting it could be 


it was being vetted through the interagency 


F THE 


Donner re-iterated his theme from the previous 
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intelligence and borders security; 


the AG highlighted corruption as a 


he stressed the 


he pledged the U.S. would not turn people away 


GERMAN POLISH AND ROMANIAN MEETINGS 


Column 4 
the AG addressed law enforcement 
including organized crime and Poland\'s inability to 


but 
noting Poland 


suggesting that might 


the AG met with Donner 


especially those aimed at 


but urged the Dutch to consider all 


stating the Netherlands was concluding the first 
and Dutch 


however 


stating the Dutch would like to 


Column 5 


the U.S. must 
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as well as the 


highlighting the distinction between its ad hoc 


noting that U.S. led 


despite the best efforts of 
remained outstanding. Deputy Prosecutor 


Phoenix and North Carolina. 


with Assistant AG Hewitt Pate 


when she had defended 
like a soccer 


her knowledge of the business world would make her 
though nonetheless impartial 


with the AG saying those who sought protection 


Column 5 


had a 30- 


arbiter of 
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Mario 


the U/S held bilateral meetings with 
he 


EU and 


high tech 
the U/S 
immigration 


a program 
Dutch Immigration Services and 


including Tjibbe Joustra the 
and discussed 


a 24/7 operations center for 
the U/S met with 


emphasizing the AGYs comments about working 
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reinforcing the story 


which 
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which is remembered for having 


including 


it becomes more difficult to check for 


the question is environmental and they 
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after riling the press and causing a firestorm 
he has backed down. 


at the presentation to the media of his new 
Ivan Oa (the 


President Gutirrez 

including leading newspapers 

major television channels 

which accused the 

Oa appeared on Oquendo\'s morning interview program 


and said that the only intent was 


President Gutirrez sent a letter to the 


highly 
a longtime critic of Gutierrez has used his 
which in general 


has rallied behind Oquendo. The president 
has unsuccessfully tried to calm the debate by 
but was 
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Teleamazonas one of four major national 
began a series of programs on the bank 


the largest Ecuadorian 
a 


as well as CN3 a cable news station. 


but he declined and the 


former head of the Agency of Security Deposits 


which 
Davila accused the Bank of 
Social Christian Party 


a congressional deputy former 
and Isaas ally initiated a legal process to 


Teleamazonas and Banco del 


and TCTV 


Teleamazonas promised to cease coverage of the 
and he in turn agreed to desist 
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however that this \"soap 


Gutirrez has often been at odds with 
however have 
and served only to create an outcry by 


there was scant coverage or analysis of 


but not a fugitive banker and his 
reveals much about where the 
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especially on transnational 
such as gangs. DAS Fisk 
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Minister of the Presidency 
Minister of Commerce and Industries Alejandro 
and Minister of Government and Justice Aleman touched 


form a 
found a maritime 
and establish an International Law 


Colombia 


Canal expansion 


FM Lewis told DAS Fisk that the GOP 


for fear that it would attract 


President Torrijos 


trade (Alejandro Ferrer) 
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and Venezuela; 


and 


and the presidency 


Column 4 Column 5 
noted that his government plans to pursue an 


which will in turn generate employment and reduce 


a central component of his government\'s 
which serve as critical regional hubs. 
Torrijos and his ministers 

which would likely be funded 


new user fees for major shipping companies and 


pointing to our 
Trade 


ideally by early December. He noted 


observing that a restive 


Torrijos added that while Canal expansion would 
it 


Torrijos said Panama is 
including the issue 


which he averred had been 
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Security Free Trade 


DAS Fisk told 


the USG seeks PanamaWs cooperation in 


Torrijos 


Torrijos 


could help re-focus other Central 


Fisk noted that President Bush 


including the conclusion of an FTAA. 


Fisk stressed the importance that the 
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who is wanted by U.S. 


FM Lewis told 


the GOP plans to ask voters to approve a 


Lewis noted. 


Lewis 
but currently lacks the means to train them. 


such as drugs and undocumented 


Fisk 
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Column 5 
confident that each country\'s 
Fisk said. 
\" Lewis said promising 
customs 
electricity transmission and security. Panama will 
Lewis said adding that 


which would accord with Fisk\'s 


000 Colombians living in Panama 
Lewis said Panama was interested 
such as helping to organize 

using resources of Panama\'s highly 


Minister of Government and Justice Aleman told DAS 


the 


Afro-Panamanians 


and indigenous 
Aleman explained. Aleman said the GOP is giving 
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as well as to interdict flows of 
narcotics and undocumented aliens. Increasing 
Peruvians and Chinese 


instead of an understaffed National Maritime Service 
Aleman said. The National 


illegal flights in 

Aleman said. 

the Panamanian National 

the Ambassador said and got the 


crowding out the SMN and SAN. DAS 
apparently incorrectly 


Aleman outlined an 


Aleman continued. Even so MOGJ has identified 
we\'ll be in 


for example. 
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MOP 


Real 


not to use publicly funded cars telephones 
the government 


the GOP must be careful to 


Real said but 
Real said adding that he welcomed constructive 
so that the 


DAS Fisk reviewed regional problems and USG 
especially regarding free trade (CAFTA) and 
U.S. policy has had major 

he 

but inequality of opportunity remains a problem. 


Panama included will 


as many Panamanians who 
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Presidet Hugo Chavez continued to 


the CTV and UNT hve competed for 
and it 


most 
and 


federations and individual unions affiliated with 
which expire at the end 
unions have three months to hold 


some CTV leaders 


with workers more likely to vote for local 
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dissident CTV 

naming 

Podemos and 
such as to the Socialist League or Trotskyites. Some 


a Trotskyite former regional CTV 
told poloff September 8 the concept 


however said Marcela Maspero 


dwindling down into factions. Maspero said the time 
which UNT 


if electoral rules 


Iglesias\' support is crucial for 
and unions with ties 


Maspero responded. 


leader of the union at the GOV-owned steel plant 
in Bolivar State. Machuca was a founder of UNT and 


Machuca\'s interest in UNT 
Machuca lead a successful strike 
Muchaca is likely to 


who leads the large pro-Chavez 
and Francisco Torrealba the former 
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who clashed publicly with the metro union in 


if motivated by the elections could field serious 
which was 

which 

which routinely cows to GOV interests will give 


whose 2001 elections the CNE 


who are united more by their disgust for the CTV 


creating some potential 


which 


labor politics will at least present a major 
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as would 


without exception. But 


the Labor Committee of the 


the presidency of the Supreme Court 


allowing President 


say Torrijos\' opponents 
but she also is a 
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one of 


Alma Montenegro de Fletcher 
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elected as 

has 

Presidential Goals Secretary Ebrahim Asvat already 


thus there can 
but clarified that the 


the WLey Faundes\" (Law 61 of 


who had a 
left 
not in compliance with the law. Marine 


Jr. on the Supreme 


revising the \"Ley Faundes\" as Legislator Rubio has 
leaving Magistrate 


Winston Spadafora and Alberto 
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to boost the 
President 


as he shows every 
Magistrate Arturo Hoyos\' December 2004 


the 
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could add credence to the theory that turf 
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he said. Some of the MPs who 


while others said if they did walk out 
Shaheed said 

he noted 

which will be taken up during the October 14 


Shaheed said 


adding that he expects 
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they 


describing the July 


one of whom rose to 


the 
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he said 
Y the more positive tone adopted during the 


the continued detention 


once considered a prime 
is clearly out of the 
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given public hostility toward 
and be misinterpreted as United States 


such as those 
appear likely to be of use in 


and potentially make 


they are far less likely to provide 


working through the Permanent Bureau 
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whose approach set the Government on its 


04TAIPEI3198 
04AMMAN8509 
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provided it does not 


open-to-all program would complement the 
IV and other programs aimed at 


NDI should ensure that 


and that all participants are supported 
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with none advocating the USG 


circ. 359 738: 


and the upcoming US 


circ. 552 114: 
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which the Commission 


circ. 408 
the Bush administration has 
cotton and other agricultural 


along with importation penalties. 


it appeared that the GOS 
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000-member 


she urged discretion and keeping the 


Turkey\'s bid to join 


of course 
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471: 
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urges Turkey to open its border 
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however that Turkey always cites 


one whose 


your decision to begin accession talks with Turkey 
from our perspective already bend the rules. Turkey 


recent press coverage of Turkey\'s penal code focused 
and completely ignored the explicit 


free open 

Article 306 of 

and 

as the EU recommendations do that \'As regards freedom 


the situation has improved significantly\' is 


given that Turkey\'s borders with Armenia remain 
we do not believe that \'Turkish foreign policy is 


particularly as it 
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when it 


on the one hand 
but on the other hand i 


IS 


unacceptable policy. 
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pro-unification \"United Daily News\" 


the statements issued by 


it would be meaningless to discuss any future 
including the three 


direct charter flights and other interactions 


the three direct links and charter flights are 
and the "one China\' has 
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pro- 


in response to China\'s Taiwan 
said ‘the United States has 


pro-status quo \"China Times\" (10/14): 


it seems that 


now is the best chance for us to work out a 


it still has indicative 


except 
there are other options like 
confederation commonwealth 


Mainland on a Collision Course\" 


pro-unification English-language 
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Y which implies that both 
was the 


tend to support the independence campaign. 


including the use of 
to thwart the movement of Taiwan toward 


China has made it very clear that only by 


identify with Taiwan and accept democracy 
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and that the CHP 
Bilman said the MFA 


Director General for EU Affairs at 


told Econoff and Econ 


Damlaci implied that 


Customs Director 
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schools 
airports 
combined with its small (350 


made it extremely costly for the government to 


let alone adequate 


000 square miles of ocean. Even the 


the 


commenting that the opening of a new Four 


remote 
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health 
and roads) be duplicated or triplicated. 
000 inhabitants) 
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Column 5 
the demands for 
and the rapidly deteriorating situation in 
key committee members and 


Mr. Deveaux-Isaacs added that any reduction 


Ambassador observed that it was particularly 


particularly those living in settlements in Marsh 
Abaco 


called \"The Mud\" and \"Pidgeon Pea.\" Minist 


but rather to eventually enter the 


\" she recalled that during her election 


Column 4 Column 5 


the Deputy Prime Minister continued the country 


as well as with the British embassy (as the 


including working on revitalizing 
expanding training opportunities for 


10/14/2004 11:03 04COLOMBO1705 


but added that in her experience 


Column 4 


of course 


however 


religious and civil society--and hold 


and hoped 
if he wished to do so. She said that the exchanges 


and that she would try to keep it that way. | 


Kumaratunga said 
when she said that 


but would require a commitment from the LTTE 


Tamilchelvan had indicated the 


| asked the President? Could she 


the JVP are beginning to realize the need for 


Column 5 


disappointed that the Tamil 


that there was considerable feeling in UNP 
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and that we 


and the rest of the 
had always been clear that any 


| said because it 


waking up at 2 or 3 in the morning and was 


while 


we will continue to talk to the UNP and urge 


overseas funding is a 
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human resource 

and indirect empowerment 
which typically measures 
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CSI) 
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most American businesses in South Africa already 


ChevronTexaco\'s CaltexSA 


several American ICT companies in South Africa 


which are 


foreign and black business 
and civic groups. Charter working groups frequently 


American ICT companies provide valuable feedback to 


the financial services sector is committed to 


an accountant for an American ICT firm in South 


business 


Column 5 


government 
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however due to 


although the Europeans 


is creating controversy with black economic 


ANC Secretary General Kgalema 


Cyril Ramaphosa Saki Macozoma 
Fani Titiand Patrice Motsepe. 
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reports 


the only American Congressman who has 
against rising anti-Semitism in Europe 
says \"Cumhuriyet.\" 


in a major 
papers report. The sale of 
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000 tanks to Turkey 
fearing that the tanks might be used against the 
brought the deal to 


Barzani said on his way home that 


Y said the KDP leader. 


and criticized the press for reporting the 


and the whole international community knows 
\ Tan said 


recognize the Republic of Cyprus 


Zana praised the Turkish government for 
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but opposition from the Green 


referring to a failed April referendum to 


and 
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slated to take the 
will deploy 1800 


former Turkish lawmaker Hikmet Cetin\'s 


the pictures were no 


yet alone the `burka.` The US helped develop 
which led Afghanistan to a 


do not have such a vision. Their main concern 


Turkey\'s image in Europe is not good. The 


we should even think of 


Column 4 
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and claimed that the Committee did not cross- 


but said that the overall number of deaths was 


but he was out 


total casualties nationwide since 


000. The new figure from this 


and the prospect of suspended Governor 


that is responsible for Nigeria\'s security 
the military 
and others. 
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however 


EU advisors in Addis are helping the 
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and the State 
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cautioned that too much pressure 
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Snyder gave readouts 


Director for Horn East and Southern 
said that EU Foreign Ministers would 


the less money would be available. Already 10 


the Great Lakes). The EC also 


to sign a 


including Darfur; to accelerate the pace of reforms; 
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Deputy Director General of DG RELEX spoke of the 


big and 


recently espoused by the U.S. 


equipment and 


000 


the U.S. 


000 


and noted that 
an EU advisor in Addis was helping the AU 


right after the AU\'s Peace 


Joaquim 
the Commission is prepared to fund up to 50 
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in order to improve the security 


as decided 


Valenzuela noted that the EU had 


Valenzuela said 


with a mandate that includes investigating 


the EU 
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they noted 


they 


and deserve equal attention by the international 


particularly as 


it still is considered an important 
the EU is well aware of 
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which he thought would probably not entail any 
he said he did not 


\" but once the initial excitement of the 


the GOH agreed 
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Jorge Ramon Hernandez Alcerro the 
as Minister Hernandez 


and faxed him a copy of the biographic data for 16 
as well as the bio data for a 17th Cuban 


but that he did not know the substance of 


Post was still 
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healthy and South African owned. 
FirstRand Nedcor 


Y but had to admit that \"nothing remains 


Old Mutual moved its primary stock 


Barclays\' takeover of ABSA 


How much?\" Given that two of the 
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or leave the door open? Industry insiders do not 


but this may depend on how and why 


and to bring more 


but Industry is Supportive 


but most banking industry 
stock prices in 


South African banks derive about 
far more than in more 


as it encourages more foreign investment. 


this may not be the 


but neither of these events 
Steve 
stated publicly that the deal was \"about growth and 


Column 4 
not retrenchment\" or capital leaving the country. 


Tanzania 

noting that the acquisition was more a 
Barclays has 

making the 


Barclays disinvested from South Africa 
now 


focusing on corporate and investment 

and on wealth management. Barclays now has 400 
compared to 6 

no one knows whether Barclays will 

where it is well known 

with Afrikaner roots 

employing 32 


as it has Mbeki\'s blessing and 
high profile foreign investment for 


but is not 


the government 
both for 


and how the government might modify its 
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and Zimbabwe. A Banking Council official 


900 in all of 


is the 
000. 
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a certain level of detail is required 


with 
rationalizing pricing and customs 
in the case of Honduras MCC is considering 


while also decreasing the threat of 


on ano-year basis to 


the MCC will act only after being convinced that: 


the funds should be used to resolve a 


and the choice of activities 


rather than 
MCC 


Column 4 


or 


but 


on the Pacific 


respectively) to their largest export hubs 


and would ease labor 


without promoting uncontrolled urbanization 


move into higher value-added crops 


in 


crossing sectoral boundaries 
and over a prolonged (five 


as drafting of the Compact 
additional programs 


therefore 


Column 5 


just across the 


and 


by 


and 


was aimed at tightening the focus of the 


Column 4 Column 5 


USAID and MCC 
Post gradually succeeded in convincing the 


private sector and civil society 
this 
maintenance and expansion of the secondary 


MCC would pay up to $80 


and loans 


and to developing local capacity for appropriate 


however to how the qualifying roads would be 


facilitating a 


access roads 


covering 
320 kilometers of road is currently budgeted at $22.5 


Column 4 


allowing households to 


education 


MCC is interested in 


given the centrality of 


to fill any unexpected gaps and add 


this portion of the program was 
it will likely be scaled down. 


on-farm drip irrigation 


if implemented in conjunction with technical 


pest management 
market analysis 
and other key aspects 


Column 5 


or starting a 


crop 
business management 


Column 4 


to control flood 


and is 


such as palm oil or sugar 


these chains (as 


pre-school 
small and medium enterprise development funds 


both 
and to keep the 


MCC does not plan to fund the 


this proposal should be funded primarily 
such a project could 


linked to a foundation created by the President 


Column 5 


and 


Column 4 Column 5 


sewers drainage systems 


to provide additional attractions to attempt to 


currently budgeted at $7.5 million. 


MCC Needs to Focus on Logistics 


it is increasingly urgent that 


part-time administrative assistant 
with 
would not only facilitate overall 


it would also lay the foundation for the 
which would then be ready for the MCC 


Column 4 
office 
housing with MCC. End Comment. 
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sustained improvement in copyright protection in 


which will 


given the inadequate performance of 


but the CPI has brought it front and center 
with six seats at 
private sector participation in the Council should 


the situation 
the 


suggest the 


including 


it is unlikely the commercial impact on Brazil 


we have a rare opportunity to make 


Column 5 
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Post recommends Washington agencies 


as warranted to help the GoB advance 
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the crowd asserted that he was a Rwandan 


military and church 
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throwing rocks and demanding 


but he happened to have facial 


including many students and the threats 


MONUC staff tried to reach FARDC\'s 10th military 
whose office was located 


MONUC 
Mabe 


it would have been unlikely 
whose office window faces the street where the 
would not have seen or heard the large 


according to MONUC sources FARDC soldiers actually 
albeit not serious ones as a result of 

but it 

\"La Reference Plus" published 


but Rwandan Tutsi 


Column 4 


politicians 


portraying members of this ethnic 
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the GOT has agreed to establish an 
though the BRSA would be 


the technical work itself should 


rather than a 
and there is no immediate financing need 


Column 5 


the military 
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Fund staff 
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he was hopeful they could wrap things up 


the Deputy 
the Fund staff may want to be sure the 
the Fund might be reluctant to let the board 


or to be perceived as overly skeptical of 
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\" and will carefully study what EUROCORPS gets. 

Coskun said (adding Please don\'t tell TGS Nm 

Turkey is prepared to pay whatever is 


he read would make 
it would also have to take into 


but that it would 


and was skeptical that we would be able to 


we asked whether Turkey was contemplating 


and was concerned 


including a course in November in Ankara. PolMilOff 


had sought) this mission and that it had presumably 


Column 4 Column 5 
but appreciated hearing it from us. 
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but is pleased with cooperation 


NEA DAS Philo Dibble outlined current status 


noting outstanding concerns that 


but added that the issue of illegal 


in doing so would note 


EU Ministers approved the lift 


but both -- in particular Morocco -- have 


but sees the Western Sahara as primarily a bilateral 


Council Secretariat Policy Planning chief for the 


Column 4 Column 5 


an integrated approach to regional development. 


den Hoon said earlier this year when senior U.S. 
they asked \"What is Barcelona?\" Since the Sea 
den Hoon said there has been more 


den Hoon said. NEA 
noting that our efforts must respond to 


where he noted there remained 


and an obstacle 


which it sees as 
was not on the Forum 


Den Hoon said the EU 


despite Saudi foot-dragging. The 


raising issues such as human 
but discussion has usually been stilted. The EU also 
with a 


Column 4 Column 5 
den Hoond said 


and said 


there is no sign on Mishal in the UAE. 


the Saudi government has 
and the Dutch 


but concerns remain about private 
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King 


with participants 


as well as the presence of Western 
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American) forces in Iraq. Media reports of the number 
000. 


3 000 people demonstrated. A PSD 


rather than 


although 


IAF MP Azzam Al-Hunaidi (West Banker Amman - 


and to refrain from stopping \"volunteers\" from 


King Abdullah met October 12 with Secretary General 


respect of 
and justice as major characteristics of the 


and 

as the only 
continues its strategy 
voicing discontent 


Column 4 
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Solana said 


perhaps a coalition government 


Solana said 


\" Solana concluded 


all 


if Israel intends to disengage only from 
it can\'t count on continued EU support. Gaza must be 


and a credible Electoral Commission. The EU 


Column 5 


04BRUSSELS4419 


is also politically unstable. 


and elections 


Vrecent Israeli political declarations\" 


Column 4 Column 5 
\" Solana said 

he 

the EU wanted the Quartet to speed up 

no one has defined the borders 


but their basic outline was 


but this 


and \"get beyond 


despite press reporting that 
in fact there would 


either out of anger over Weisglass\'s 


in 
\"There\'s 


orispartofa 
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which 


blamed the GOV on 30 September for supporting 
secretary of the 


Column 4 Column 5 
although he stopped short of indicating that 


adding that the 


meanwhile has sent acommunique to 
meanwhile has cited local 

indigenous people and clergy who fault the 

Diario Vea and the government. Striking a less 


ranching association FEDENAGA during a 


according to FEDENAGA.) 


he said 


the attack is representative 
Y which is 


however the attacks have become a 


ignoring border violence and damaging 


Column 4 Column 5 
serving as a convenient reminder to the 


Plan Colombia and ill-defined \"neoliberal\" plotting. 


the soldiers likely were in the 
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para 3). 


arguing that the 


that there was nothing planned about the foreign 
he responded to a question from 


and in a way consistent with longstanding 
the day after Ahern\'s statement the 


and private 


long way to go.\" 
the 
some 


predictably are making hay out of the 


Dermot 
October 12 


if the question of IRA weapons 
definitively if the DUP are asked to 


Column 4 Column 5 


what does that say about Fianna Fail\'s attitude 


the view 


it is only a matter of time 


there cannot be two armies. That the 


circumstances will change. There will 


| envisage where Sinn Fein will be in 
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000-2 000 to 

he believed 


Moscato emphasized that the 


perhaps 


ultimately 


according 
was a new system of immigration quotas for both 


he believed 
discourage organized 


he was not optimistic that the EU would adopt a 


Column 4 


Italy was waiting for Germany to resolve an internal 
Pisanu in 


which 
\" and that 


Pisanu also noted 


but he 


Italy had to \"act alone\" to protect its own 


Laborcouns met with IOM Director for the 
Peter Schatzer 


this could include support for IOM 


they face 


beginning with Libya. Faced with UN 
the 


Column 5 


who said that he would travel 


NGO and 
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but that he informed his 


and the 85-man unit was airborne with all 


including attack dogs by 1600 hours. While the 
a federal prosecutor issued a warrant 


moved on the Piqueteros at or around 0200 
the riot 
and three ambulances in case of injury. 


water hoses or teargas. He 


s stick. Malaver also 


but asserted that the provincial 


thereby suggesting two 


Column 4 
but Malaver was quick to point out that 


Column 5 


which he claimed was 


and 


as opposed to federal and provincial 


often resulting in a general melee 


train year round solely for this sort of 


s departure POLOFF continued the 
the Gendarmeria General in 


who explained that the Interior 
000 more 


especially in the 


000 of the 2 


000 recruits authorized for 
and it was clear he did not like 


this had not been the 
the site of repeated labor strife. It 


Column 4 
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fair 


small 


two 

from the PRIAN 

were absent for the vote. As a result 
known as 

will remain in effect. 


most observers expect the Constitutional 


not the TSE 
Montufar believes the courts will reject any 


and 


Esmeraldas) the provincial 
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and transparent elections." 


the system 


should have resolved the 
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he 
Citizens Participation plans several 


and will conduct a quick count for 
Guayaquil and Cuenca. Results 


including the murders of two other PRIAN party 


especially young voters by raising public awareness 


when campaign activity must 
as of October 
two of the four mayoral candidates for Quito have 


incumbent mayor of 


\" contracted 
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the 
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1373 and 1390 it would not enable our going 
given that it is not clear that those targeted by 


through its freezing of 
and through its 
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\" but their attitude had to be 


Binh said that Beijing needed to discuss territorial 


but the most obvious model 

and WTO accession would help to speed 
the support and \"sympathy\" of the 

and attempting to pressure 


for example would be counter-productive. 
it 


accompanied by PAO and Pol/C hosted 


who is also head of the MFA\'s Committee for 
will depart October 15 for a six-day 


Column 4 
D.C. 


community groups and individuals of 


Director of the Committee\'s Department for General 


and Dang Tran Phong 


which became part ofthe MFA in 1996 
was primarily responsible 


\" after many years 
Vietnam 
\" 


after 30 years 
Y the Vice Foreign Minister said. \"Asians attach 


and Vietnam\'s primary 
Y he continued. Returning to Vietnam to \"make 


Binh asserted. 


voices in the 


was important to bridge the 
the Ambassador said. 


while in the United States 


\" however 


Column 5 
New Orleans and 


Editor-in-chief of 


there is no reason to remain 


or anyone else who does not wish to 


Column 4 
while the latter\'s 


what was more important was 
broad-based way\" to improve 


although treated as foreigners in 
nonetheless had \"special privileges 


as the number of Vietnamese- 


they are aware of the sometimes special rules that 


for example 


Vietnam is always ready to welcome any ethnic 
\" they could still help to build 
particularly if 


there would be no discussions with extremists 
and it might take 


only 8 
000 per year and rising. 


but they are welcome nonetheless 


changing gears 


Column 5 


\" such as being 


and 


Binh 


000 Vietnamese-Americans returned to Vietnar 


Binh 


Binh discussed briefly PRC Prime 


Column 4 
Binh opined that China\'s aim 


but 
all the parties involved 


he stressed. Separate discussions 


Vietnam would not join China and others in a 


Binh emphasized. 
Binh said that 


in reality this is possible 


although it 


it did not encourage them 
the issue appeared to have faded away 


he added. For historic reasons 


Vietnam opposes Paracels 


it has to discuss it with the other concerned parties 


Vietnam shares with every other 
Binh 

Vietnam is no different from China. 
Vietnam has endeavored to 

such as 

Thailand and Malaysia. Of course 


the United States is its number one market 


Japan and China -- 


Column 5 


because this 


either. 
Binh said. 


Vietnam had a 


China\'s 


but 
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Vietnam hopes that ASEAN could be a solid 
but some members -- such as Indonesia -- are 


the better \" Binh continued. Vietnam is 
particularly as some 


and Vietnam hopes for continued U.S. economic 
such as in bilateral WTO negotiations. 


and Vietnam hopes to persuade China 


Binh said. 


Binh noted. As a result 
while generally positive 

and Vietnam hopes that the 
and 


Binh argued. 


the Vietnam Caucus on the Hill is a positive 


the USG by failing to 


only created an unfavorable image of the 


Column 4 Column 5 


whom many Vietnamese believe the United States supports 


and is accused by the GVN of 


in areas 


improving cooperation and diminishing the mistrust 


and some 
Binh continued and only 
Vietnam like other Asian 


believes that the group is more important than 
and that efforts to improve the lot of the 


Binh continued Vietnam would 


the Ambassador responded human rights 


and our two countries must work together to 


increased contacts between Vietnam and 

but 

Binh continued. Vietnam is 

and pressure from a large country like the United 


Column 4 Column 5 
if the United 


then Vietnam would be ready to work with the 


resolutions by certain 


the MFA would 


the Ambassador urged. Binh concluded by 


then there will be no \"difficulties.\" 


his apparent open- 
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and is co-hosted by one of the speakers at our 
Michelle Gillen of CBS News (Miami). 
Director of the Office to Monitor 


St Thomas 
CBS WFOR Miami and the National Italian 
Michelle Gillen has extended an offer 


and lodging in Miami. The same travel / lodging 


the Ambassador will travel to 


\" the patron saint of 


Column 4 
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which the 


with press 


the source of the 
an apparent 


the key enticement 


the group can only hold onto the shares by paying 1 


which once made Mehmet Karamehmet(who controls 
is the group\'s 
and with a leading position in Turkey and 


albeit one now 
Turkcell 


most brokerages hailed the deal this summer. One 


from HC Istanbul 


this endorsement came with the important caveat that 


however 
the payment deadline was first moved 
and ultimately to 


Column 5 
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characterized the outcome 


no payments have been 


Column 4 
but that 


however 


which has less at stake 


together with interest 
however 


that would enable Yapi Kredi to sell the Turkcell 


including 
the company\'s minority Finnish partner 


but already there is speculation 


some note that the fund providers 


something explicitly prohibited by the early 
since their eligibility to run a bank in 


as though this somehow absolved it of 


despite the market concerns 


he opined that some groups such as Koc 


a concern similar to that voiced by BRSA 


as BRSA 
Yapi Kredi is one of 


Column 5 


as the 


has 


and maintain the revised 
have 


which 


Yapi Kredi 


Sabanci or 


Column 4 
and problems at Yapi Kredi have 


solicitous touch with 


this 


the Cukurova arrangement 


if the source of the funding is not 
it would raise doubts about possible tax evasion or 
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Screening and Processing: Intake 


but do not 
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screening and 
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however 


any anti- 
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it 


Post has been able to assist 


an online lottery service 
ranging from specious court cases by competitors 


rather than for political reasons 


Column 5 


no trends have been identified at post. 
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experienced numerous 


helped these 
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which the Embassy addressed with the GSL. 


including a letter from Ambassador 


which threatened to shut the factory for good. Energizer 


a US firm successfully utilizing the Indo-Lanka 
had problems when 


the 

along 

led to this decision being overturned and allowed the 
but 


particularly in important infrastructure 
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and that the recommendations focused squarely 


000 (of a total 4 311) petitioners. President Kufuor noted 


but will leave them to their 
and that \"destiny has its own way of 


including USAID for its assistance to 


the National Democratic 
has publicly criticized the NRCVs proceedings 
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Movement for the 
has publicly complained 


alleged \"up till now 


the pipeline has been 
as Shell brought 


and 


while he and two MOSOP colleagues were at the site 


but that the company does not view 


Column 4 Column 5 
it could 
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Movement for the 
has publicly complained 


alleged \"up till now 


the pipeline has been 
as Shell brought 


and 


while he and two MOSOP colleagues were at the site 


but that the company does not view 
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it could 
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pro-status quo \"China Times!" said in an 


U.S. carrier battle groups will arrive in the 


which 


there are B-52 heavy bombers stationed in 
too 


the United States 


if Taiwan plays with fire. The United States 
and it requires U.S. 


the answer would be very 


Column 5 
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which could fly to the Taiwan Strait in a 


without a doubt 


Column 4 


nor should it be used in exchange for an 


English-language \"Taipei Times\" 


it is clear 


of course 


one cannot help but wonder: 


pro-unification 


he often used cross-strait relations as a tool 
manipulating various 


Chen\'s cross-strait policy 


the 
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not the first time that 


English-language 
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Column 5 
Minister Phuc said that among GVN 
arguments 
however that the GVN needs to \"reconsider the 
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though the Saudis might" 


but 


Burcuoglu insisted third countries will not 


but are unwilling to go on the record with these 
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Spain is safe. However Madrid 


alert and aware of their surroundings. In 
or experience any 
please contact the Embassy\'s 


it shares credible 
available on the Internet at 


U.S. travelers can hear recorded information by 


D.C. at 

or receive 
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remain skeptical of 


preferring instead to resettle in the 


trash removal education 


Ref 


Column 4 


an ambience of 


000 residents hail originally from 
they had higher levels of 


a Ghanaian 


evaluated in terms of the seven traditional 
is doing relatively well. 


000 small shelters at the camp with an 
although a few structures 


the structures do provide basic shelter 
three have 


refugees rent homes from their 
refugees live rent-free with 


with an 


despite 


Column 5 


told Ref Coord that Budumburam is 


Column 4 Column 5 


there is 
versus the Sphere standard of one 


5-gallon drums; 
despite hopes of closing the camp by the end of 2006 UNHCR 


e.g. grossly underweight children or distended 
a sizeable minority of the refugees was 

the UN\'s World Food Program began a 

the 

single mothers the chronically ill 


having fallen from four cases 
domestic violence remains problematic. 


| 
following a two-year lapse it has trained 350 volunteer 


these measures appear 


some neighborhood watchers complained to us 


000 school-age children. Still about 20 percent of primary 
with an even higher 


but 


carpenters shoe repairmen 
and general laborers either at the camp or in Accra. A 


Column 4 Column 5 
000 per month with a similar 
Ref Coord learned of one young man who simply pockets his 

rather than studying or working. That 


rather than confining refugees 
is certainly a prime factor in accounting for 


Resettlement or Local Integration? 


including 
focused on the UNHCR-assisted repatriation program to Liberia. 
but several expressed a clear preference for resettlement 


if given the 
for example arrived in Budumburam in 1990 


a modest outflow from Budumburam will likely 
although some refugees seem determined to remain in Ghana 
we expect that 


whereas the economic impact of the 


however not sustainable 
a member of 


told Ref Coord privately that about two-thirds of 
who many 


it is little wonder that UNHCR 


in the hopes of reducing the total refugee 
000 to 6 000. Despite the desire of 


Column 4 Column 5 
legislation to grant 
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needed a rallying issue. The government by 


may have given it to them. Unions 


membership in the public service workers\' union 


for example has enjoyed a tenfold increase in 
with 5 000 new members. 

the 

parliamentary leader of the PvdA said he 


said it would make no further concessions. On 
it rejected union demands for a referendum on the 


CDA (center-right senior 


if 


of the Liberal Party (VVD the free 
conservative member of the three-party coalition) 

has said 

nota 

implying that VVD ministers see no need for 


Column 4 
Zalm approved of van der Knaap\'s 


even as PvdA leader Bos calls 


000 signatures by year\'s end. 


public transport 
and municipal public service sectors. 


the two other main trade union federations 
oppose \"political strikes 


Wijffels predicted labor unrest 

arguing 

the early retirement and pre-pensions plans 
employers will have to pay for them 


one restricted 


would succeed only if the coalition 


changes its position against 


management 
therefore 


where conflicts are resolved via consensus. The 


insurers and economic forecasters that in the 


Column 5 


metal 


the CNV 
\" arguing they victimize 


Vif 


and 


however 


and Finance 


and the coalition 
may fall back on the Dutch \"polder\" 
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Prime Minister Balkenende\'s coalition 


the cabinet 
OECD- and IMF-endorsed changes to early retirement 


it hopes taking these 
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and said a civilian/military planning cell 


EU ON SIMILAR TRACKS BUT EU HAMPERED 


he said an EU Foreign 
military and foreign-aid clout\" )- 
the Council Secretariat was working on crisis 


with a military staff of about 150 and a police 
but without an 


Column 4 Column 5 


the EU 
\" but 


Deputy Director of 


specified the constraints the EU Council 


thus delaying the EU response to crisis 


the Council Secretariat has virtually no 


on the other hand outlined for us the 


it does not have 


the Commission often outsources its 


until Council and Commission 


Leigh noted that RELEX focuses more on 
while crises are more likely to be 


Column 4 Column 5 


and to be up and running by 
though that the amount of money that 


but that does not appear in the 


EU Council Secretariat Director 
said S/CRS activities and 


civil administration and civil 


the Council was revising targets upward regarding 


but also for the 


the 
and the ESDP rule-of-law 


which is the strategic 


D). 
our EU contacts said the EU would 


Column 4 
as described by 
that included close cooperation with the UN. EU 


given that the U.S. and the EU 
regular exercises to identify 


Council 


Human Rights and 


is in charge of implementation of 
s appeal 


Heusgen said Cloos should be 
¡ht be 


the CMPC should be set up by the end of this 
with about 60 staff preparing action plans for crisis 


he hoped 


Cooper envisaged the CMPC 


however 


CONTINUE CONSULTS 


this visit to introduce S/CRS struck a 


Column 5 


it could manage Disarmament 


the cell 


Column 4 
but the EU is working hard to 


but also encourage a pragmatic and positive 
\" as opposed to the 
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and to questions about his role within the 
Wang was as guarded as ever. As usual 
and 


giving his side about 


Wang\'s numbers assume 


given the almost total lack of a Pan-Blue 
a subject we will address septel. 
since Wang\'s own political future hinges on the 


it is not surprising that he would see the cup more 
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now that the 
although banks 


chaired by Deputy Senate President Ibrahim 
is already drawing criticism from the NLC and 
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he attacked Chen 


04ABUJA1761 


schools and some 


Column 4 


although the committee\'s 


but was especially 


for example 


however 


or a court -- stepped out on 


however. 


better or worse forthe NLC and 
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control 

when 

000 hectares were sprayed. Diouf stated that 
what was a $9 million 


FAO has received $20 million in 

with another $9.5 million pledged. U.S. 
while mindful of the lag 

pointed also to deficiencies in 

but they also recognized recent progress 


the Ambassador 


Column 5 


and we were able to 


04ROME3979 


due to 


Column 4 
U.S. Mission 


but we will 


\" and 
Mauritania 


as well as Burkina 


Morocco 
and could possibly move southward into the Gambia 


control activities 

a 

000 ha have been sprayed. Of this 

000 ha were sprayed in September alone. The 
while reducing 


Mauritania 


and the result is that a $9 million 


FAO has received $20 million 
and donors 


and much 
spoken by 


Column 5 


Mali and 


Algeria 


Niger 
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do not correspond exactly with the figures U.S. 


and should be taken only as a rough 
according to Diouf are: (1) the shortage of 


(2) the time it takes to gear up pesticide 
(3) the fact that some pesticides have not 


and stressed the 


for instance permit 
we need 


and the 


but 


he said; it takes 


but reiterated our disappointment with FAO\'s 
delays in 


) 

) 

) lack of quick 

) absence of a comprehensive 


Column 4 
and the Emergency Operations Division\'s 
and precisely where and when 


but said that an after-action 


and USAID/FFP\'s readiness to contribute 
if needed. 


more 
and more accountability so that the 


using inflections and 


and that had 


and difficult to give much advance 


so n a less contentious nNG WITH DIOUF 


wersatversation the AmbassadQtions 


budgetary 


we do not at present 


Column 5 


in response 
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if it is set at all. 


MDC 


which is close to the party 
reported that armed police moved in quickly to 


emboffs monitoring the streets of 
with 


Journalists 


including one 


Column 4 


poloff was granted 
by which time most other diplomats 


but some who know him stressed to 


but it was unclear whether they stemmed from 


or 


including a CNN correspondent 


it can be expected to exploit the acquittal as a 
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and 
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which had been 
and make it punishable with either a 


Turkey\'s leadership backed down. Voting 


including members from the ruling 


\" Erdogan clarified in 
Commissioner Verheugen 


thus indicating the drift of 


\" 
and added that \"there are no further 


economic and legal criteria for E.U. 


the Constitution and the civil 
the treatment of minorities and the military\'s 


just when 
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the Prime Minister would 


its founder intended to 


the AKP can be said to have 


Refah which was in power for a year 
who was forced by the military 


which includes the 
the Prime Minister and five senior Generals. 


which affected 
and was in 


but the 1990s had a moderating influence on 


a close associate of Erdogan describes 
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taking nearly 43 per cent of the votes. 

it was the only party to have registered a 
it 

namely 


for instance 


thus effectively becoming the 


with their roots in 
have become bolder in recent years and wear 


a ban dating back to the founding of the modern 


some women leaders of 


as had happened during the recent debate over 
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no countries in the world has achieved 
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and reservations by 


according to the committee. Many 


divorce property inheritance and access 
some countries 


or access to loans and credits. 


preventing women from passing on 


with 


remains a 


the Committee statement 


it remains pervasive in all societies and is 


yet women remain underrepresented or even 
from legislative or executive bodies in many 


including acceptance of 
forced or early marriage maltreatment of 
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which advocates equality between women 


was adopted by the United Nations General 


some 20 States parties -- among them 


Iceland Lesotho and Mauritius -- have 


and 


which examines reports from State 


which came into 
enables individual women or groups of 


including recently: 


gender studies centres in higher 


there are now educational scholarship 
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two women judges have been appointed 


the first female High Court 


UN 
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visit 


and concluding comments of the Committee 


2004 by the Reuters: 


but\' to Turkey talks 


a watershed decision after 40 years of on- 
off-again talks. 


including the possibility 


its response as regards compliance with the 


and it recommends opening 
\" Commission President Romano Prodi told 


it is a qualified yes that is accompanied by 


and some specific 
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he said. 


notably of the 
which 


the 
leaving 


Mehmet Dulger head of the parliamentary 
said: \"We\'re very pleased 


giving the EU 
Iraq and Iran is controversial 


poor and mainly Muslim nation of 70 


whose country is 
said he expected talks 


notably in the fight against torture 
and 
trade unions and minorities. 


democracy respect 


\" it said. EU ministers would then 


Prodi played down the 


saying it had been implicit in earlier 
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notably with the 10 ex-communist 


saying the EU would have 


it said 
size 
security and military potential. 


because of the combined impact 
geographical location 


it would offer important opportunities for 


size 
security and 


democracy respect for human 


accounting for half of Turkey\'s territory 
will be eligible for 
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NPP contacts are privately more cautious. A 


14 percentage points 


we do not expect the NPP or GOG to put any 
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Sihanouk at 
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it now 
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a new King 
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Sihanouk\'s 
would be the logical choice for King. However 


most important Sihanouk is devoted to Queen 
and therefore 
Norodom Sihamoni. The selection of Sihamoni no 


Prince 
earlier this year. 


who is likely an attractive choice for 

Sihamoni is widely assumed to have no 

the selection of 

a key competitor of Hun Sen ina 
limiting Ranariddh\'s political options 


the National Assembly quickly 


thus ensuring that Ranariddh -- a member of the 


to 
\"anyone who tells you he 


possibly by starting his own political party. 


Column 4 Column 5 
Sihanouk abdicated the 


there is ongoing speculation in Phnom 


one cannot rule out a tense period 
and the rumor mill in Phnom Penh is already 


possibly upon Sihamoni\'s eventual 


there is no indication of any 


which bodes well for stability in Cambodia. At 
we know little of Sihamoni\'s political views. 
U.S. relations 


we have an opportunity to open 
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but for Sigonella he 
a bottom-up approach was not feasible. lts sensitivity 
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he said 


as both the U.S. and Italy 
and 


even if not atthe outset (such as Iraq and 


and 


he said 


but was told 


and especially for SOF 


Castagnetti was 
but said that so far he was unaware of any 


but operated under strict constitutional and political 
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Italy 


understood the need to 
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due to political sensitivity and a shortage of 


and would be a \"great investment 


a position with strong Congressional support. 


he stressed does not 
it would not be a problem. He said that once the 


the U.S would have his full support and that of 


sometimes without the 

and decisive operations before threats could grow 

not a technical issue and a system was needed to 
there was a 


\" he said 


with total number of forces going down 


like 
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had a free ride on the shoulders of the 
and saved 


the answer is not defense as such it is security 


we could talk about how to 


asking at what level the discussion should take 
but that it was not yet 


he said 


including on behalf of the Foreign Minister. Italy 


he said would help secure 


\" the issues there could be handled 
and public reaction would not be 


but first Massolo said 


he said needed to be answered before the 


without publicity to clarify from a military 
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as we were attacked asymmetrically by 
Ss 
saying that any leader 


even outside the nation s 


he needed a procedural hook 
he said allow a just and 


the rest will be relatively simple \"Not all 
but the 


but asked that U.S. 


would provide more detail on SOF 
and would form a U.S. 
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aimed at informing the private sector as to the 


along with Honduran 
press coverage was positive and overall 


and 


whose 


is funded by the 
and being carried out in Central 


FUNPADEM is partnering with the private sector 


the September events were focused on 


but rather personnel officers and people closely 


a lawyer for COHEP who explained the labor 
and by EconOffs who explained the 
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these two 


EconOffs emphasized that CAFTA-DR requires 
labor rights which are contained 
and can assess 


other speakers included 
President 
and Honduran Minster of Labor 


by pointing out that under Honduran law 


but rather become incorporated into the 
Leitzelar also emphasized 


and that 


not because of CAFTA-DR rather 


to ensure that the benefits of economic growth are 
he concluded 
with 


and Minister Leitzelar 
leaving significant time for audience 


but exposed a number of private sector 
and were 

audience members 

in 


the fact that any 
and the fact 
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supporting stable 
not in somehow 


EconChief reiterated that CAFTA-DR imposes 
but only the requirement that Honduras enforce 


and can likely be counted on to continue 
EconChief noted 

not to point fingers. 

one audience 


in effect asking them how they will fight 


and called the business community to action in 
heads throughout the 


and 
providing an additional 


the level of knowledge 
not to mention the general 


regarding the agreement remains very low. (EconOff 


the event was obviously the 


will be 


as the GOH 
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said Osman Ocalan brother of the PKK\'s 


and is working for a resolution to the 


the Patriotic Democrat Party (PWD) will 
Ocalan said and noted that the 


and Kurds cannot be deprived of their right 
he stressed. 


says \"Cumhuriyet.\" AKP plans to reserve 100 


\"Cumhuriyet\" speculates. 


abducted in Iraq: An Al-Qaeda-linked 
Army of Ansar al-Sunna on Thursday posted a video on 


saying efforts to improve human rights to meet EU 
in an address 


urged Ankara to be more serious about 


Y she said. Bans on Kurdish 


but Turkey has not liberalized enough 
Zana 


wanted on charges of 
was extradited from Austria to 


two months after he fled 
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which resulted in the 


his alleged ties with the judiciary and 


yet to 


democratic institution or a culture 


it would be too much 


Afghanistan or Saudi Arabia. The 
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and the fact 


and that the delegation had been satisfied with 


he 
the meetings had been mostly \"boring\" as everything 


Milders told POLCOUNS that 


however the 


MFA Asia Department officer Bernard 


which was \"followed on\" 
Sweden 
Czech Republic Latvia 


called for the 


the 


but had chosen not to 


during the same trip\'s 
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a decision that Judge Robinson said 
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Judge Robinson 
pointing out that it is 


October 14 
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s hand-wringing over the difficulty of 
complaints by the accused 

tough responses by the 

and an outstanding appeal. At this rate 


for instance 


giving Milosevic more 
one could expect many witnesses to 


and 
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\"so far 
Y Makhofola said. The 


as well as finding the best 
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saying there 
and noncompliance with the 
particularly the Division of Revenue Act. Fakie said 


or 


in 

transfers were still 

under spending of conditional grants 
\" he said. On-site monitoring of the 


Free State 
North West and Limpopo. The Health Department 


hospital revitalization integrated nutrition and 
among other things. Fakie also said 
or even that there 
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the Macronutrient 
the United Nations Children\'s Fund the Global 
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it is estimated 


000 children are born each year with 


investing $11 
hoping to save the lives of 


33% of children under the age of six have 


where over 65 percent of the 


where 28 percent of pregnant 
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with 28 
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Oostenberg (16 percent) 


although infections were high along the N2 


the 
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000 children under the age of six die each year 


Helderberg 
and the Knysna- 
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Gerrit 
conceded that the department had failed to properly 


but said remedial steps had been 


which became public when its annual 


and said the department\'s staff 


he said 
the meeting of the health 


Muller said it was 
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Free State 
and North West provinces. Out of 595 
an estimated 15.7 percent of health workers in 


and the fact 


leading to lower morale and burnout. The study used 
drawn from 5% of health 
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using forums such as the provincial chief 
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nation-wide sample of medical professionals 
with a sub-sample 


the HIV prevalence rates were even 
aged between 18 and 35 


while 13.7 percent 


because the figures among the other race groups 


October 13. 


in which more than 3 
highlighted continuing South African risky 


58 percent are having unprotected sex with 


21 percent have never received any formal sex 
000 people 
October 12. 
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Zapatero consistently 


as 


according to Rivera 


(3) use 


the holder of the Government\'s purse 
was strongly behind the effort. Rivera did stress 
that Government\'s efforts could not succeed without 
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thus facilitating 


particularly in electricity generation. This could 


while quite friendly and open is 


we believe that Zapatero will endeavor to prevent 
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the SMN sees counter-drug operations as an assault on a 


but one which for 
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U.S. military experts provide frequent 
NAS or DHS (CG/ICE). This 


s high level of 
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real control of the 


particularly Equateur (ex-MLC). 


they doubt that Rwanda 


and thus expect another Nkunda-like crisis 


the city will again fall into 
probably by military 


now that many 


and that they 


they noted 


it is now unclear in many 
as to whom property really belongs. This 
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and 


000 civilians since May of 


Interahamwe 
rape and other violence recently caused 


and continues to be a problem in Mwenga 


with repatriation 


the Interahamwe are less 
and experience 


however when local populations are 


Interahamwe elements enjoy 
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rape and murder 


the IDPs reported hearing sustained heavy 


the 


with the rank-and-file being largely 


as well as a single 
others have not yet been 
and there are still no mechanisms in place to 


since the IDPs had no alternative but to 


but the proximity of the latrines to 
necessitated by the steep inclines 


IRC pumps water from the lake into bladders 
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the nearest health facility is several hours 


they did not appear to be starving. It 


however 


USAID Reps 


which 


expatriate staff 
and as ofthe end of August 


which 
plans to reopen their support to health 


another OFDA 
before the events of May-June 


to have no access at all to areas north of 
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considering that the 


was 
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an attorney for the quasi-governmental 
told PolOff October 


and 2) prison management did not follow through with 
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PSD court proceedings are generally open to the 


and Rababa claimed he knew of no 


the three-judge panel and the prosecutor all work 
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including Magistrate Chang. 


led by DPP Legislative Yuan (LY) Member Su 
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Chang 

held a press conference shortly after his 
the prosecutor in 

had close ties to DPP Legislator Su. 
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a local lawyer and brother of TSU 
said Chang\'s claims of 


Su 
who has never made a secret of his underworld 


the prominence 
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\" according to a 


the PAP has also 
which would 
in a small city state 


few people are willing to trade the able and 


what makes someone join the 


such 
find something intrinsically wrong with the 


though. Most 


to 


which carefully 
frustrates opposition figures. 


but these are few and far between. (Comment: The 


but the media just doesn\'t cover it. Due to this 
the Workers\' Party sends its 
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the opposition is divided and 
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during the 2001 election opposition figure Dr. 


the death penalty 


even ifthe ideas come from the 
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the 
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however if it 


PM Lee has publicly been 
government officials express their disdain for the 
PM Lee has said the government will not subsidize 


while the government 
Temasek continues to use its 


wife of PM 


the opposition lacks dynamic figures adept at 


the opposition makes careless mistakes with the 
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Thaksin promised to 
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Thaksin admitted to a tendency to lose 
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designed to 
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Thaksin 
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alcohol and 


he reassuringly added). 
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casually dressed in his TRT party jacket 
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after 
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Thaksin is talking more 
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Thaksin told the 


Thaksin 
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President Chen went so far as to say that 
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which also led to the Koo-Wang meetings in 
respectively. . Such a move shows that 
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what 


or embarrassment at being made fun of 
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President Chen earned domestic and 


thanks to its rising 


Chen 


the key priority for Taiwan\'s 
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the Ministry of 
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headed 
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life-or-death struggle atmosphere that 
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since the constitutional amendment to halve the 


as it 


10/18/2004 8:45 04TAIPEI3235 


2002 & 


10/18/2004 9:25 04JAKARTA10111 


Column 4 Column 5 


\" currently aligned with 


PDI-P the 
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Yudhoyono and his allies 

the same pro-Yudhoyono 

at least partly because of a split in the 
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and the National Coalition devoted 
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the People\'s Coalition represents a collection 
officials from two Islamist parties the Prosperous 
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and a portion of the world\'s 
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participant list 


5 donors representing 4 donor agencies 
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Algeria: Head 

UAE: News Center Director 

USA: International Center for Journalists 


Column 5 
04ABUDHABI3689 


media development 


directors from media development NGOs 


and drafted the 


Al-Jazeera Media 


MENA 

Al-Watan 

Al-Rai Al-Aam 
Yemen Times (via 


Al Emra\'a magazine 
AUC-Journalism Dept. 


Algerian National Radio 
Abu Dhabi TV 


Column 4 
Syria: Correspondent Al-Rai al-Aam 
Morocco: Centre for Media Freedom - Middle 


Denmark 
USA: Media Advisor 


USA: MEP I Political Officer 
Egypt: Journalist 

Saudi Arabia: Special Media Advisor to the 
Al-Watan 

USA: Senior Media Advisor 
West Bank: Director 

France: Director 

UAE: Deputy Director General 
Regional Expert 

British Embassy Bahrain 
Hungary: Media Program 


USA: Director 
Jordan: Publisher 


media as a 
and media law in the region. Participants with 


exchange of experiences 


suggesting that local Arab organizations could 


Column 5 


International Media Support 


US Agency for 
US Department of 


Al Ahram Weekly 


US Agency for 
Institute of Modern 
Training and Education 


Al-Arabiyah/MBC 
Engaging with the Arab 


Open Society 


Media Development 
Al Shargiat Group 


and several 


Column 4 


media as a business 
and media support organizations 
syndicates 


progress in media development 


members of the workshop toured studios and the 


Abdul 
Business Manager Khan 


providing local stations international news from 
as well as providing training for regional 


meeting with Samer Hamzeh 
a state-owned broadcaster 


a situation that is not standard 


which 


editor 
which also is responsible for producing 


Column 5 


media 
including 
unions 


and Director of News 


News Center Director. 
reflects the ability of 


discussed the 


Column 4 Column 5 
a CNN International program. Faraj 


editors and other media 


training support will prove more effective if 


training should be conducted in 
Arabic trainers. International and U.S. 
but their work should 


and 


including long-term coaching 
and 


following a course on 

participants might be offered a 

such as a web publication where their latest 
editors should 

so that they understand and better 


in 
is important. 


beginning 
or advanced). 


Column 4 


training 
certificate programs 
marketing 


that media managers be trained in its use 
and that 


ifthey 
they will need sound management 


business training 
and research into Arabic. 


institutes 


domination and controls over the media 
Arab government 


and other donor government 


jurists 


alliance building 


Column 5 


and management schools. 


general strategic management 


that 


and in- 


and other 


and lobbying are also needed. 


Column 4 Column 5 


greater visibility is needed to stress the key 


government officials jurists 


although many of 
business and 


participants recommended more training on 


but Internet 


participants expressed general need for the 

interactive tools etc. 
and therefore unable to defend the professional 

participants 


or support for the creation of new more 


although many of the needs were 
business and media law 


community radio 


neither the satellite nor state 
leaving an information 


news 
and human-interest series on radio and 


Column 4 


issues-bases reporting 
social reporting 


without specific agreement 


e.g. 


emphasizing the United States\' willingness 
economic 
however underscoring that reform must come from 


000). He reiterated the goals of the workshop as stated 
and extensively quoted from President 


he interviewed workshop participants Rafia Taleih 
describing their 


\"We need media reform 


\"We shouldn\'t be close-minded 


Column 5 


coverage of 


etc. 


as in 


and social 


because it is 


Column 4 Column 5 


most of which 
one must pay special attention to 


late substitutions should be avoided to the 


participants were 


rather than the 
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Y he said. While not a 
\" Sheikh Hamdan told Bloomfield that co- 


Sunnis can prosper in the 
and have many neighbors who support them. Sheikh 


Sunni and Kurds of 
\" he 


he added. He cautioned that 


Column 4 Column 5 
lran\'s 
in which Sadr told him of 


and that there is recent evidence in lraq of such 
Sheikh Hamdan opined that 


we will face a stronger 


and must cooperate with 


and said it was 


Sheikh Hamdan 


Bloomfield reminded Sheikh Hamdan 


Column 4 Column 5 


Abu Dhabi Deputy Crown Prince and Chief of Staff 
Sheikh Mohammed Bin Zayed 


and 
but he assured Bloomfield that the SCUDS 


he said and would 


contributing to our efforts to cut 


but thanked us 
which he said 


would be effective for UAE\'s homeland security 


10/18/2004 12:01 04BRUSSELS4474 


there is no committed opposition 


be lifted. FM Straw\'s post-GAERC 


but it has got to be done in a proper 


time will still be 


Column 4 


but not insurmountable. We were told by an 
for example 


not 
but not likely 


however 


whether genuine or not 


even though the EU does 
it might 


and Heads 
we should expect those pushing for a 
especially after Chirac\'s performance in China last 


the China embargo will be a theme in 


our goal should be 


Column 5 


that the Code of 


that the EU will 


would be for the 


on human rights 


Column 4 Column 5 


NGOs and 


the influential Financial 
“Washington is on solid ground on 


and that was in a low circulation weekly that 


however is public political debate in EU member 


our public diplomacy efforts 


the presence of Amnesty International\'s EU 


10/18/2004 12:01 04COLOMBO1726 
\" crowed the 


\" proclaimed the state-owned Daily News October 


with the notable exception of the pro-LTTE 


had refuted the Sri Lankan press reports to the BBC 


however the 


Director General of the Peace Secretariat told 


Column 4 


he described press 


Dhanapala said 
short of supremo Prabhakaran himself 
Dhanapala expressed hope that the 


abducted by the LTTE 
was no reason for optimism 
since the GSL had to release ten LTTE 


as a matter of principle 
the situation in 


he commented. 


when 


he detected no evidence of a changed position. 


Ponnambalam noted that the LTTE 
as long 


the Buddhist 


as \"very positive and encouraging.\" (Note: 


the Buddhist cleric had told the 


he realized that the Tiger proposal \"must be 


these latest reports of an imminent LTTE change of 


the TigersV less 


Column 5 


since it is never clear who in the 
speaks 


in exchanging 


Column 4 Column 5 


as always is how the Tigers 
unfortunately we see little 
10/18/2004 12:02 04BRUSSELS4475 


and since Libya was making good 
there was no longer any reason 


as would the 
once 


he hoped we would use 


Luxembourg Commission and 
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Kalkavan informed 


and 


10/18/2004 12:55 04ADANA139 
which would consider 


and that 


and that Turkey should be accepted as a member of the 


two soldiers were wounded and some military 


Column 4 


Tunceli 
nine persons allegedly trying to plan bomb 


and 20 electrical 


2004. 


who 

the Nusaybin and 
Mardin province 
Goruntepe 


aiming to stop likely military operations in 


10/18/2004 13:10 
10/18/2004 13:11 
10/18/2004 13:17 


the United States 


will be keeping 


and will be setting a list of actions 


which is only paralleled by the 


Column 5 


and 


launched a joint 
Cali 


04AMMAN8591 
04AMMAN8592 
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which is fighting two 


Column 4 Column 5 

the United States officially and openly 
and particularly against the Palestinians. 

apart from the 

will be considered on the 

supporting 


or calling for it or 
instigating it or promoting 


influential Arabic daily Al-Rai 
United 


as 


because it has to do with what is 


enabling it to use this would-be 


and we stand against antagonizing 


we stand against the idea 


particularly 
killing the 
an action 


and most 


the law conveys 


Column 4 


through demonstrations protesting 
all the way to 


the rise of solidarity 


who seek to portray the Israeli aggression 
or even 


and thus rendering void the 


resisting this law is of great 
particularly outside the United States." 


mass-appeal Arabic daily Al-Arab Al-Yawm 
even incomprehensible 
who claims to wage war against 


is the same person who aids Sharon and his 


and gives all support for 


so will 
too A" 


10/18/2004 13:58 
South Africa\'s competitive disadvantages include 
such as ease of hiring foreign labor 


I-Net Bridge October 14. 


10/18/2004 14:00 
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04PRETORIA4621 


04AMMAN8596 


Column 4 


(U) Slower to develop 
has been the introduction of the 


which is 
in close association with USAID 


to connect them to each 
and to develop web-based 


the GOJ has 


allowing the government-to-citizen 


and a total of eighteen by June. The connection 
and should 


the Ministry of ICT is working to hive off a part of 
which will operate as 


including JEI and the e-government program. 


and is now working to help with its 


has still 
to which the GOJ has 


which are racing to upgrade 


it remains to be seen 


Column 5 


but probably of equivalent 


to computerize 


Column 4 

the most recent figures available for the ICT 

the GOJ consumed over a quarter of all goods and 
s IT companies. 


the GOJ has made 


more complete exploitation of 
s domestic IT capabilities may await the opening of 
s fixed-line infrastructure. This sector has been and 


as part of Jordan 


2005 


bi 
expressed his belief that the 


s more 

as has 

bi believes that FT 
s control of 


as FT is requesting 
Zu 


and said that 
s seat of JT 


Column 5 


s WTO accession process 


and Jordan 


in his Sep. 26 


s stress 


he would be looking seriously at 
bi 


who in any case 


Column 4 Column 5 


the TRC is contemplating the strong 


the sequel of a battle between the TRC and the 
has leftthe TRC scrambling for 


and the rhetorical 
s upcoming project were 


and during Chairman 


s visit TRC CEO Muna Nijem asked for his advice in 
spectrum 


and especially public relations. Chairman Powell 


but to 


in a series of videoconferences with TRC 
in 


the GOJ is creating a voracious demand for ICT 
s ICT 


but 


s ICT 


USAID appears to 


s relatively modest initial expenditures anda 


Column 4 
s pursuit of partnerships with high-profile 


especially in terms of 
are already being viewed as a 


during which its program for the 


will however be critical to removing the last 


10/18/2004 14:14 
and a metropolis in the Middle 


who met with Prime Minister 


e 


read an anti-American and anti-Israeli announcement 


who read 
said that Israel was massacring in Palestine 
and that the right to life 


acting on a tip 


and the investigation has 


Er-TV 
Ufuk-TV 


and claimed that 


Column 5 


04ADANA140 


and 


police from the Malatya 


and CNM-TV) saying that legal action would be 


Column 4 
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and added that his 


lranian 


NGO representatives 


Hecer Bayram. They had been 
who had 


who had released Mustafa 
has been transferred to Trabzon. 


the Dayilar village headman Hakki Simsek 


police found 2.350 kilograms of hashish when 
and an 


and set 


a group 

the Migrants Association (GOCDER) 

and the Prisoners\' and Inmates\' Families Assistance 
announced that they were also getting 


Column 5 


04ADANA141 


and mayors 


DEHAP 


Column 4 


that village guards had invaded in 1993 


documented with deeds from the land registrar that 


but soldiers prevented her from visiting the village on 


the village will be turned over today to the former 


as well 


10/18/2004 14:31 
AT 0500 HOURS 


IDE 


LOCAL GOVERNMENT OFFICIALS 

AND OTHER CONTACTS. A U.S. MUSLIM LAY 
E 
THE 


S 
AKIR 


Column 5 


will 


for reporting the 


04ANKARA5902 
IN ORDER TO 


Column 4 Column 5 


ANA 

EOF 

10/18/2004 14:33 04THEHAGUE2691 
two EU Councils U.S.-EU 


our experience suggests that 


the Dutch have 
while remaining open to US ideas and 


for example. End summary. 


the Dutch have reached a half-way point of sorts; 
the EU 


\"realistic\" ambitions (the Dutch 
and stringently neutral. 


in the main easy: they are 
considering the demands of the presidency and 
they have 


with Deputy PM Zalm or (as in the case of the 


however complicated Dutch plans 


Column 4 Column 5 
the India 


the planned Canada summit was postponed 
and the question of Burmese 


as well as the U.S.-EU 


such as their high priority 


the 


they have actively 
partly 


and to develop specific 


though here they are 


V Le. waiting for decisions in New York. 
though the Dutch are very attentive to their 
as the Dutch express sympathy for US positions 
reluctantly not to break a consensus in 


they did not break consensus when it became clear they 


the Dutch appear to have been critical both in 


and in pushing the EU to commit to imposing 


the Dutch have 


Column 4 Column 5 


we should expect the Dutch to inform us 


of course especially true on those few 


laying the foundation for the 

accomplishing \"successful\" 

India and the ASEM countries etc.) 
with the 


and a good (meaning defensible) decision on Turkey 


of 
but despite strong domestic sentiment against Turkish 


we 
are not just saying the goal posts should not be 
that there is an implied contract between Turkey 
but really believe it. 


and without saying so will include 


Column 4 Column 5 


but 


we 


the Dutch will be 


such as the budding EU role in Iraq 


and to work with us to 


while understanding that Dutch 


10/18/2004 15:05 04MAPUTO1376 


Dhlakama has 


he has stressed the need for greater progress on 
as well the importance 
particularly in 


one of the party\'s major challenges will be to find 


Column 4 Column 5 
he 


and the National Security Council (NSC). 


and its success in attracting large 
the highest in Africa over this 
exports and revenue 


and privatization 


and the government expects the 


continued economic reform and 
transportation and tourism 
in line with 

especially 


the labor law is extremely pro-worker and remains 


labor law business registration 
tax system and land ownership policy. Although reform 
it is expected to take several 


most notably in road infrastructure. 


coal and gas) 
rail and port services 


Column 4 


Column 5 
and air transport) resource extraction 
minerals timber 
cashews cotton 
flowers 


and citrus; light industry) 


the newly inaugurated SASOL gas 
and soon-to-be operational mining and 


post will send observers to key municipalities 


and US trade and investment in Mozambique remains small. 


only one apparel company in Mozambique is exporting 
with a second company 


owned by the Aga Khan 
expected to begin operations shortly. 


Mozambique 


we have made considerable efforts to ensure that 


civil society leaders 


Column 4 Column 5 


Prime Minister Luisa Diogo met in Washington with 
Thomas Briggs and Stephen Gaull and 


the government has not yet 


10/18/2004 15:10 04QUITO2769 


one might have expected appointment 


transportation and other facilities. Instead 


but they may be by the end of the year. 


and we believe the effort 


as has the President. With all 
we believe Izurieta is an ally of labor reform and 


with the constitutional 
it 


Column 4 Column 5 


and offers the following points for your 


and allow the GoE to move 


10/18/2004 15:26 04MADRID4039 

10/18/2004 15:45 04ANKARA5908 

including 

MFA police and the intelligence service 


the document stresses. 


a secret protocol was signed between 


says Saturday \"Milliyet.\" The illegal trade went 


claims the report. $157 million remained in 


said its founders. 


a Turkish-German dual national being detained at 


Column 4 Column 5 
may be 
reports Sunday 


who lives in 
Germany was apprehended at the Afghanistan-Pakistan 


but 
France and the UK have pushed it onto the agenda. 


the agreement was 
but it did not want to be labeled as the one who 
it would enjoy 


if Tehran declines to 
the Europeans will take the issue to the U.N. 


a UNSC resolution could be a long procedure 
a military operation against Iran could be an 


regardless of whether 


and 


it is not possible to conduct a population census 


which must 
be conducted and to what 


if they indeed 


Column 4 Column 5 
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but he ruled out any direct federal 
including an active 


highly qualified workforce and optimal 
Hesse 


Y M-P Koch made no 


10/18/2004 16:26 04AMMAN8601 
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Rough in Places 


22 provincial 


Column 4 Column 5 


91 provincial councilors 893 municipal councilors 
970 rural council representatives. OAS Election 


with the exception of some incidents reported in the 
Bolivar and Los Rios.\" Ninety percent 


media reported and police sources have confirmed 
a PSP candidate 

in the evening after 

the elections were suspended 


and incidents 
and in 


100 young volunteer observers 
including 
and police 


Embassy and CG 

Los Rios province; 

Manabi province; Esmeraldas; Cuenca Azuay province; 
Imbabura province; and Tena Napo province. Embassy 


Column 4 Column 5 
and provided over half of the OAS\' qualitative 


PSP Fate Uncertain 

Paco Moncayo the incumbent mayor of 

was re-elected as was Jaime Nebot (PSC) as mayor 
the ID defeated the incumbent 

Los Rios the PSC candidate defeated the 
although the PRE retained the prefecture. In 

the PSC mayor of Manta was re-elected and the PSC won 

also at the expense of the PRE. The 

Pachakutik appears to have preserved its 

but lost the prefecture of 


the ID won six prefectures followed by the 


as did the Popular Democracy Party (DP) some in 


in Gutierrez\' home province of Napo; 
Morona Santiago province; in addition to the 


municipal and rural council seats 


opposition opinion makers are claiming 


in an 


Gutierrez was less statemanlike 
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and 


incapable and an ignoramus.\" 
goaded by press to react to Gutierrez\' 

warned the 

saying the PSC and possibly 


it is clear today that the PSP\'s gains 
at best. Opposition press are claiming the 


but 


both claimed only to be 


the 


did his best to paint the 
few 


Column 4 


since small party losers 


which are 


which could distract it from returning to its 


10/18/2004 20:14 
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USAID and NGO Geneva Global signed a 


rehabilitation 

000 

the grant should fund 12 to 16 projects. 
the grants would provide: education of 
000 potential victims about the risks of 
000 community members 


500 victims; 
000 victims; legal 


PAS distributed a Voice of America 


a U.S. judge sentenced Angel Mariscal 


to 100 years on 7 charges of child pornography. In 


Column 5 


04CARACAS3203 
04QUITO2773 


and 
and from November 2004 


teachers 


Column 4 


Column 5 
he filmed pornography videos involving 150 


some of whom were less than 12 years old. Jesenia 
Mariscal\'s ex-girlfriend 


was sentenced to three 


a court will try the Burdet Cedeno couple 


16 


and 20 years. (Ref B) 


and will 


10/18/2004 21:15 


04CARACAS3213 
bitterly attacked the resignation of Costa Rican 
Jose Vincente Rangel. END SUMMARY. 
circ. 25 000) 


the possible options were: the 


Column 4 
Lagos\' candidate 
Washington\'s favorite candidate. Rodriguez did not 


Column 5 
and the Salvadoran 


control of the OAS through the gringo (sic) 
and the possibility of proposing 
such as the Salvadoran Flores or any 


the Salvadoran OAS 


Flores had provoked GoV ire by 


short-lived Carmona 


10/18/2004 21:43 04SANTODOMINGO5718 
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\"six governments twelve U.N. 

eight international NGOs and a wide variety of 

and was instrumental in launching the MOU. 

U.N. agencies and the Australian Government. World 
with support from the Department has been an 


\"Asia Regional Cooperation to Prevent People 
\" Australian police officers are training 


Laos and Thailand 


the 


who nevertheless recognized the value of doing so 


an official with the United Nations Office 


a Burmese citizen with Mon-Arakanese antecedents 
the 


as reported previously (Ref 
they are to work solely on international trafficking 


police procedures related to trafficking are 
with related laws dating to the 19th 


Column 4 
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10/19/2004 1:51 

10/19/2004 5:27 

the Millennium Challenge 

investment climate/commercial issues 


it should take note 
with a less disciplined approach and 
a situation which is 


which 


former GSL Rep to 
Ambassador K.J. Weerasinghe 
focused public 

for the US 


but not particularly engaged 


a recruit from the international private 
is smart 


however 


Column 5 
04WELLINGTON877 
04DJIBOUTI1336 
04COLOMBO1727 


and support 


who will also 


non-political and engaging. He has been 


and actually soliciting 


Column 4 


the industrial 
as Western 


buoyed by tourism-related 


growth for the first half 


down from the same period last year. 


the CB is 


thus sopping up excess liquidity) and 


a US-SL FTA. They will try to steer the 


in response to US 


particularly from 
keeps the issue at the forefront of 
focusing primarily on the needs of the 


liberalization and globalization trends 


itis 


Column 5 
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we think it is important 


reducing poverty 


but from creating an environment to 


the TIFA 


however as the Government continues to send 


clear decisionmaking in the investment approval 


and could offer significant assistance in the 


however is crowding out potential investors and 


Column 4 


headed by 


insulating them from political influence and 
with focus on the 

productivity and profit 

this is 

but whether Tittawella has the political heft to 


however 
there have been promises of up to 70% salary 


the Finance Minister 
the raises would be much lower). 


since privatization has largely been 
we would like to know the status of the Strategic 


Column 5 


while still maintaining 


the current GSL decided to hire 27 


Column 4 
the Embassy 


the International Federation of 
and BSA Microsoft. These 
Customs and the business 


IFPI gave the 


and has 
Police and 
with 


with 
many of which were US music 


and hope that the GSL follows these cases with 


information on 


leading to prosecutions 


Column 5 
and the Embassy-led 


movie 


anda 


Column 4 Column 5 


with a concurrent rise in confidence by 


there is little evidence 


but we continue to await 


particularly with 
accompanied 


the GSL risks being the last one out of the 


the GSL needs to engage 
donor community business community 


Column 4 Column 5 


can be used as a framework for looking at a 


how the consultative 


three-quarters of which involves the export 
Sri Lankan 


as we believe 


education and items re-exported from 


or interminable delays due 


opportunities to be part of the 


opportunities 


Column 4 Column 5 


this entity has not made the same headway as its new 


particularly as Sri Lanka continues to improve its 


due to political intrusion into the market and 


we would like to stress the need for 


they continue to acknowledge that their 


however Commerce DG Weerasinghe 


however that the GSL does face 


Column 4 Column 5 
however and 


rather than some sort of 
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whereby Member States would establish 10 
500 troops within three years for rapid 


UNSYG Annan noted that the EU 


and he lauded Ireland\'s decades-long 


UNSYG Annan urged 


economic development and the Darfur crisis. 


Foreign Minister 


economic and humanitarian instruments. He 


the \"triple-lock\" 


Cabinet and Dail (Parliament) 


Column 4 Column 5 
Ahern also called for 


and he promised that Ireland would meet its 


but merely 


and he urged Annan to build a collective will among UNSC 
Gay Mitchell called for an 
which he described as 


adding that 


the GOI 


Department of Foreign Affairs First Secretary for UN 
Irish citizens are confused as to whether Ireland 


having recently participated in NATO-led 


said Clare made 


with new ministers for defense and 


Column 4 


both on the merits and because they believe 


Irish Defense Forces are exploring the modalities 


including whether to contribute niche 


but recognize that they need 


the Dublin venue helps to emphasize 
as embodied in 


10/19/2004 7:33 


shattering 
as well as the 


Istanbul RSO met with Chancellor Theoliptos to 


and that the chief had 


Cerrah\'s deputy 
confirmed that he will send 


including a new perimeter security camera system 
and installation of new fencing that will 


Column 5 


04ISTANBUL1575 


Column 4 Column 5 


creation of safehavens and solicitation of police 


but not at the rear. In addition the TNP 


including His All Holiness himself 


made in documents submitted to the 6th District 
who is suing the 


received wide press coverage in early October 
nationalist papers). The 


coming after several years of 

are a matter for concern. Turkey\'s progress 
and understanding of the sorts of 

appears to have inflamed the 


but also 
and provide advice 


and have encouraged the Patriarchate to 
similar developments. End 
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then 
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and if the ROYG deemed the evidence to be 
then they would try al-Banna. Legatt replied such 
but the USG 


Alimi said that rendition to the U.S. or the KSA was 
adding that Dulqum was a Yemeni citizen and 
but only ifthe USG provides enough 


the only option is trial in Yemen. We can continue 
but it is our opinion that door is 


however his continued claim that Dulqum 
10/19/2004 8:47 04TAIPEI3242 

10/19/2004 8:49 04TAIPEI3251 
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except 


are not satisfied with the Bush 


will he change his foreign 


since U.S. voters do not oppose the policies 


Column 4 


there seem to be no signs of change. He does 


however 


. Brent Scowcroft 


public opinion is 


and because once 
he supported a solution of the Taiwan issue 
two systems\' framework. 


there was some information saying that 


itthen 


it will be interpreted as support for Bush. 


it now seems it will not take place. 
the 80/20 Committee 
is urging ethnic Chinese to 


there must be 


however 


Column 5 


other messages 


recently suggested 


in a slip of the 


which enjoys a good 


is not 


Column 4 
a senior partner at the law firm Lee and Li 


English-language 


it will only prove that 


and 
nota 
by its friends in the international community. 


but as the bill will be picked up 


we need to further consider 


are concerned about Taiwan\'s 


and that the US according 


| feel that defending the NT$600 billion arms 


Taiwan has to 


using Beijing 


then such threats will only 


the question of whether or not the NT$600 


and members 


Column 5 


Column 4 
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including the passage of 


however 


Lu 
met with USTR and trade 


and while 


he was optimistic that 


10/19/2004 10:11 
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which caused loss of life and property 
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that the provision in 


accompanied by Section Chiefs 


04YEREVAN2319 
04YEREVAN2320 
04ABUDHABI3709 


deserve 


Column 4 Column 5 

the Dubai-based English daily \"Gulf News\" on 

\"Yet another suicide bombing has taken 

atthe 

where death and destruction followed 

previously 

claimed responsibility each professing to have 
when Muslims claim 

a large proportion of 


incarcerated by 


merely 


\"We request our Arab media to be up to its 


and give the right names and 
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Huang said 


he urged Washington to 


and is unlikely to 
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in 
a lengthy explanation of his thinking and asked 


that Taiwan abandon 


ROC \" insisting 


and denied that there were any 


\"he 


Huang continued was 


\" he hoped 


Column 4 Column 5 


especially in the 


making a public positive 
he noted that there are some 


the 


and to consistently reiterate the president\'s 


as many here have noted his primary 
at least in the short 

a more chilly response from Beijing. It is not clear 

that he accepts the need to be consistent in his 
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the streets and sidewalks of Rangoon 


Column 4 


numerous senior MI 
and police and 


although we would not expect an immediate 


achieving national unity 
and bolstering legitimacy through 


detained 


although such movements are 


soldiers and police have 


but we cannot independently verify 

including the Ministry of 

canceled 

the Rangoon international airport 

Rangoon bustled with a routine amount of activity 


schools 


s Fate? 


Column 5 


suppressing 


and/or taken in for 


official media 


offices 


Column 4 Column 5 


placed 
sacked and/or outright arrested. On 
the Prime Minister reportedly made an official 


the Prime Minister \"is no longer in his position.\" 


who 


the Prime 
however 


other than via daily official media coverage of 
inspections and \"delivering of instructions!" 


the Burmese military junta the State Peace 

remains firmly in control and 

however are typically more opaque. We have 
over the past 36 hours led to the 


or even the arrest 


although we cannot 
an original 
is 


although 


achieving 
suppressing the democratic opposition and 


a public appearance by Khin 


Column 4 
or the undertaking of planned SPDC activities 


10/19/2004 11:20 
10/19/2004 11:28 


particularly 


which would further undercut Monuc\'s 


the JVM members likewise must 


but said in that case 
Monuc 


the DRC\'s senior representative at the JVM 


Congo has no objections to unarmed team members. 


not 
however 


Y not 


in light of the recent tensions surrounding the return 


the DRC hopes the JVM teams can 


and by 


when the 
which would prohibit Monuc\'s 


Column 5 
such as 


04ZAGREB1824 
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the teams would simply 


that the work 


Column 4 
or vice 
he said that the DRC is insisting on this measure to 


such as Nigeria and 
should be briefed on the JVM and its 
speculating that perhaps in the future these two 


but did not expect to receive a response before 
given that the President is making his first 
reported septel). 


there already is some delay 


and an attendant lag in opening the offices. Monuc is 
however 
in one form or another. Increasingly 


Monuc\'s lack 
etc -- suggest that the 


as Swarbrick suggests 
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schools 

in coordination with the 
submitted a list of 


and archival 


the 


Column 5 


that by early November the JVM will be 
however 


Monuc hopes the JVM 


0O4ANKARA5918 
04VILNIUS1292 
and hospitals.) An international 


Column 4 


we 


President Valdas 
Labor Party leader Viktor Uspaskich 


who has been one of the 
assured Baker and the Ambassador October 15 of his 
he affirmed 


provided that the Jewish community 


verified 
and 


but 


and be ready almost 


accompanied by tne DCM 


he said that the GOL\'s commitment to seek communal 


he pronounced himself \"very optimistic\" 


Column 5 


and 


visited President 


Column 4 


the leader of the Labor Party 

the 

the current 

and the relatively modest sums involved. 


\" Uspaskich expressed support for the general 


Uspaskich was positive 
he declared \"support for continuity on 


he said that he would want 


Baker provided a brief history of 


but was uncomfortable with the 


he suggested it would be more practical for the 


generally 


he suspected that 
and he 


Column 5 


which took first 


but kept his options open. 


rather than single out the Jews. 


Column 4 Column 5 


and noted that on 
which remained public 


would raise funds internationally and 


000 that had belonged to the Lithuanian Jewish 


as Lithuanian leaders addressed their 


putting him in 


which to others might appear 
reflect a genuine concern that the government 


derailing the restitution 
and 


Baker noted 
regardless of which parties actually 
we will remain engaged with the GOL and Jewish 


an important and long-term Embassy 
to capitalize on this highly successful visit. 
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and 
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an opposition television station 


Kentron has held 
sometimes replacing 
\" effectively 


Kentron 


and Kentron is willing to self-censor in an 


10/19/2004 12:11 
10/19/2004 12:13 


however 


and gender is irrelevant 
however 
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Hmong issues were very sensitive 
all Vietnamese officials were 
Y An added. . An urged that Americans better understand 
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that they had never 


one of the local 


04HOCHIMINHCITY1308 


but 
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it is still all too easy for 


recognized or not. In that regard An 


and he believed that the rest also had returned and were not 
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he urged SPs to 


industry inspections and universality efforts. 


Japan Iran 


Column 4 Column 5 
with 
spoke in 


and urged all SPs to meet their 


Mark Matthews (UK) reviewed the status of 
bilateral efforts of SPs and TS workshops and 


and the EC approved authorization to 


including Russia 
and Iran. India in particular 
but voiced disappointment over progress 


Column 4 Column 5 


and 


which should be shared with 


but added that due to its late publication the U.S. 


drawing on the points made at the October 11 
some delegations requested that Russia provide a 


saying it was 


and as usual the briefings offered by Russia on 


Column 4 


both at Volgograd. Regarding the DF facility 


Russia originally intended to 
but 


\" including 
in addition to those 


and 
should lead to the TS 


the Council deferred 
the three Libyan 


citing the short time frame for review. 


Column 5 


until 


Column 4 
the 


which resulted in a second draft 


will be published 


the 


inter alia 
and Tunisian delegations succeeded in bringing into 
most notably Russia 


nearly all 

covering all 

offered strong support for the Libyan 

with only Russia objecting. In order to fully 
the U.S. 


officially presented to the EC by Tunisia. 
continuing to insist privately that 


he 


Column 5 


the U.S. 


and 


UK 


Column 4 Column 5 
only Russia continued to object to 
arguing that the CSP should 


roughly 20 delegations covering all 
spoke up in support of the proposal. Prompted by 
Tunisian and UK delegations 


raised the prospect of a 
in order to further increase the 


the TS Legal Advisor 
expressed his view to the EC that the deadline on 


as proposed by the Russians. 


Russia informed the U.S. del that 


the proposal was quickly adopted on 
much to the relief of many 


\" by asking for concessions on other issues 


both in the run-up to and during 
the Russian del offered numerous and 
arguments to support its position 


resentment at U.S. support 
and concerns about making 


the combination of entrenched support among a wide 
Russia\'s early isolation during the 

the absence of any direct Russian equity in the 

the evisceration of the legal basis for Russia\'s 

and the threat of a vote appears to 


Column 4 Column 5 


the EC Chairman supported by 
is responsible for notifying all States Parties of 
thereby starting the 90-day silence 


together with the EC recommendation to facilitate 
UK Italian and 


based on the view that 


but 


which despite the 
made an unhelpful 


and therefore avoid having to raise an objection 


at the request of Russia deferred the 


and further 


U.S. experts met with Libyan 


the Council again deferred the 


Column 4 


Column 5 
the U.S. 


the text was determined to be untenable and was 


the Italians 


incorporating U.S. comments. In 
the Italians noted that the 


the 
in its next version of the 
mark chemicals which have been declared with an 


Column 4 Column 5 


noting the importance of 

and asked 

supported by 

noted the importance of fully and effectively 


with the latest version recently circulated they were 


the 


taking into consideration 
as well as draft 


and the U.S. 
fending off calls 


expressing 


and urging an increased emphasis on \"value-for-money\" 


Column 4 Column 5 


Chiho Komuro (Japan) provided an oral report 


but chances 
the special EC will 
which 


all delegations except the U.S. 


as well as the 


the EC noted 


Column 4 Column 5 


with the 

the Council 

including France Germany and the UK 
the EU 

with India Brazil 


given that it called for 
the EU needs only to offer or 


the EU agreed to withdraw the text. 


Column 4 Column 5 
the question of destruction of Albania\'s 


both 


we 


the Swiss delegation hosted a luncheon 
U.S. Albania 
Netherlands and Germany. The U.S. introduced the 


as it had during the October 

that the hesitation previously 

through the Albanians to receive 
had passed. Now that the U.S. has a 


we believed it was possible to begin a dialogue 
for example the EU. 


the Netherlands 

based on the 

that Albania did 

the EU had essentially \"red 


an action that would have to be reversed if 


the 
the Albanian 
which the 


delegation was informed was 


delegation 


Column 4 Column 5 


000-500 000 


000 euros it 
which Albania 
but also reckoned would not fully cover 


including road improvement and 


particularly the Swiss took copious notes. The 
costs timelines 

once the 

but 


including information along the lines they were 


Dr. Marc 
about the analysis Spiez performed on some samples 
the delegation asked whether 


and was informed it had not. In answer to a follow-up 
Cadisch indicated he would be happy to conduct 


Swiss delegate 
Dominique Werner spoke to the 


Column 4 Column 5 


though politically two things seem 
to universal annoyance Russia provided 


Italy made an impassioned appeal 
in particular a reliable 


the Italian delegation 


would permit funds to begin flowing to Russia\'s 
but they could not find a Russian to 


the much larger sum might be jeopardized. 


related to the first was the 


the Canadian delegation drawing on points 


also stated that difficulties 


Canada 


and to also complain about difficulties created by Russia 
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Column 4 
but has concerns over long-term 


and Russia indicated that it 


which might be adjusted 


the overall budget level) 


ifthe 507 
and 


most SPs expressed 
called 


indicated concerns about the TS increase in General 
the use of consultants 

including the 

continue their drumbeat for an increase for 


specifically 
sought in the DG\'s proposed program. End 


the 


Column 5 


and 


and 


Column 4 Column 5 


it appears most SPs would be satisfied with 


and 


but within the 


though he 


but expressing serious concerns over the language 


with 


DG Pfirter responded that the TS had taken 


in particular in the context of 
the further consideration of the OPCW\'s 


recent decisions on salary levels and 
updated 
and the latest available 


Column 4 Column 5 


and the delegation will continue to press them to move 


neither facilitator had a 


which would give them direction on how many 


Pakistani and Iranian dels made 
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Bahrain would vote in favor of 
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and 


the 
and the police. In an October 14 
CIAT called for \"consultations\" among the parties 


Vice 


Column 4 Column 5 


he asked CIAT to decide which component should 


Bemba wrote \"lead to economic reunification\" and \"end 
the intelligence services and the police. 
however both Kabila\'s and 


and most CIAT members (but not the U.S.) were 


Bemba also 


and 


who was 
told Charge that Bemba\'s Chief of 


Ambassador-at-Large Kapanga or 


Column 4 


and that Sun City only 


in the presidency\'s 
stipulates that the parastatals are to be 
he claimed 


competence 


\" the three \"entities 
the E.U. 


and the IMF. Kapanga underscored that the parastatals 
and that 


Kapanga said the police and 


\" and appointments of local 


as the president\'s advisers have repeatedly 

they are also useful cash cows for 

and those appointed to such positions would be expected 
the stakes are high. An audit 


and the World Bank 


Column 5 


and experience 


\" and national and 
the 


Column 4 Column 5 


CIAT agreed to consultations 


but did not comment 
however it 


both sides read 


and 


the presidency has been surprisingly successful 
where newspapers that usually are not friendly 
have editorialized that the parastals 


it nevertheless is on the 


with the objective of milking 


10/19/2004 13:12 04ABUDHABI3718 


because goods didn\'t flow over that 


Column 4 Column 5 
where it could connect with a EuroMed railway 


Schroeder 
but was unable to get EU support. 


Chinese Indians 


both for as an 


and is regarded as 
in 
an ambitious vision for regional 


it is clear that 


Abu 
10/19/2004 13:14 04MANAMA1595 
10/19/2004 13:36 04KUWAIT3578 


OM 


Column 4 Column 5 
Ambassador emphasized the need to conclude 


cooperative trouble-free and 


that the immediate issue of cost 
that the fuel would continue to be 


however to have 
\"is not budgeted.\" To \"cover the commitment \" he 
Wwe must have a persuasive argument; we need a 


dated 19 September 1991 still covered fuel used 


NU 
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businessmen and OECD Secretary General Donald 
papers report. He will meet Johnstone address 


a member of the French Parliament\'s France-Turkey 


where opinion polls show strong public 


Y participants are 


former DEP lawmaker Leyla Zana will 


and the country\'s southeastern provinces 
Eurlings described 
and said Turkey 


and improve 
papers report. 


northern 


Turkish papers 


000 Kurds had 


the US officer responsible for civilian 
told Turkey\'s 


Arabs Kurds and Assyrians in 


he noted. Nobody should 
Colonel Holshouser 
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papers report. Minority foundations 
and court decision will 


say reports. There are 161 minority foundations in 


northern Iraq will 
not only because of its oil 


the U.S.-Kurdish alliance is 


the whole 


it has already taken sides. 
the US will have to leave the 


and 

particularly during a sacred 

where they believe Zarkawi is 

into a hell. The real intention of this operation 
and people who are 


as the sole superpower is acting insanely. 
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and then the Iraq operations 


President Bush for the 

stressed that the US supports the establishment 

the goal of a 

the war in Iraq and the increasing rejection of the 
along with the Israel-Palestine issue been waiting 
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this years resolution had been 


the GOT supports solidarity within the 
while 
the GOT is watching the 
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it was sent directly to 
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however and CIAT is therefore requesting 


it is significantly slowing preparations for elections 
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including the CTBT NPT 
including LGEN (ret) Matti Ahola the 


Director General for 
Deputy DG for Defense Policy 
and Senior Advisor Taina Susiluota the 


Political Director Markus Lyra Arms Control 
and Laura 

who has the landmine portfolio. The 

and 


Assistant 


cooperation 
where Finnish 


the Assistant Secretary hoped the GoF 


covering both 


Column 4 Column 5 


in which we invest a great 


since it does not cover 


U.S. 


Cambodia and many other nations. The U.S. 


to allow countries with persistent mines to 


it\'s the fact that they're 


but we prefer the 

for several reasons. First the 
not arms control. 

the CD has not been engaged in productive work on any 
introducing into 


in addition to the anti-vehicle 
would so 


MFA Under Secretary Laajava said ruefully 


PolDir Markus Lyra said \"Your ideas sound all 


the GoF had supported use ofthe CD. She 


Column 4 Column 5 


she acknowledged the U.S. 


Jalonen and Susiluota said that their ministry would 


\" since much of the 


saying this can be addressed in the 


the U.S. has discussed the concept with 
but their initial reaction was 


made in the context of the nation\'s new 
to sign the 


anti-vehicle mines will be retained 


he said there are tens of 


the MoD has been cooperating with the U.S. 


\"intelligent charges with an 


\"\"smart ammunition\" for artillery 


and the MoD will 


Column 4 Column 5 
the Finnish parliament 


both MoD and MFA expect the 
said 
the government is bound by the EU policy 


and make 


an orderly negotiation 


they sought his assessment of political 


\" and bilateral conversations are 
\"but we -- including our 


noting that Rademaker was returning from 

asked for Rademaker\'s sense of the 

because \"we\'re not quite sure." 

compared to past trips to 

he had found a new atmosphere at the MFA: things the 


and surveillance during his 


although the 


for example we 


but now they claim that the documents in question have 


the U.S. and Russia could have a civilized dialogue on 
and work together to resolve them but now the 


Column 4 


given the amount of money the 


beginning with that of 


for its part 


and even lower. PolDir Lyra noted that 


but said the remaining weapons are in Europe as much 


for 
the arms control community probably would like to 
but the German MoD feels they 


or 


that would be the focus. 


given the 
which means 


no matter who wins the U.S. election. That said 


Column 5 


has reduced its 


Column 4 Column 5 
but said that in fact this is planned to be 


\" which 


the reality is that no man-made 


which is of central concern to the Senate. Arguably 


but nuclear testing can take place 


which will take place during the Finnish EU presidency 
since member states are only 


but we continue to be 


but they could be 


as in other areas 
the Clinton Administration did 


but this is not true. 
and Laajava added that he himself had seen it was 


\"just rhetoric.\" Nevertheless 
\"the issue itself is tremendous -- even more so 


although the 
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which he agreed appears to be deteriorating after 


the highest legislative body in 
to which he said Chavez has appointed several 


Vogelaar acknowledged 


he added the issue 


which he 


and said that if this is the case 


Vogelaar said the Dutch and EU had spoken out 
which had been an 
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the owners of the vessel are quoted in the press 
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it may come down to whether the Powell actually 


who own the ports in 
have consistently said 
given its 

the 


the U.S. side acquiesced and on 


it has become readily clear to 


given the 


we will be happy to see 
whose representatives have been less 
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reform momentum is stalling. Further 


while the 


Friedmann predicted \"Germany can live with $40 


according to the Bundesbank\'s chief 
and barring a true supply interruption 


Friedmann said Germany and 


the Bundesbank sees no 


the risk of deflation has also subsided. German 


meaning that Germany will likely 
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CVRD and CSN hope 


most modern and most 


and iron ore. Meanwhile concessions for private- 


Column 4 Column 5 


the 1 760 
mud) sections of that highway will 
a significant 


low margin crop like soybeans. 
on average Brazil\'s soy farmers 


partly because of the gains 


i.e. - the positive externalities for the country 


the 


he said: a) USD 170 

b) USD 33 million in similar improvements 
and c) USD 160 

costing approximately USD 55 

with the remainder 


Miranda said but these would 


Column 4 Column 5 
and indeed Senate 


Ministry of Planning Economic 


negotiations are proceeding on the bill 
principally regarding how to account for any 


the Ministry of Finance is convinced that the 


no 


the IMF has 
according to the ResRep that the federal and 


Ministry of Finance has not yet ruled definitively 


this struggle could prove to be an 


the 
and the design of the 


the GOB may have 


noting that perhaps the time and 


Column 4 


and 


in the least amount of time 
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Manzanares continued 


\" Manzanares said. Leon agreed 


become more experienced and 


was forcing us to reconsider this restraint and 


such as those in Tunis several weeks 
Manzanares asked Leon why Zapatero had not taken the 


Column 5 


to promote 


04MADRID4063 


is being 


and asked if it 


Column 4 Column 5 


but rather to modify it 


and pointed to the French 
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calling it a Wdraconian measure. De 


lowering the visa application fees making 
and taking into consideration 


questions focused on USG reaction to the 


ifinvoked. End Summary. 


senior policy 


Column 4 


Cyprus 


Lithuania and Poland also sending senior personnel 


DG JHA Head of Unit for 


however 


noting that the ten new EU states 


Canada will proactively re-evaluate the 


de Ceuster explained that any of these 


warning that use of the solidarity 


who 
that the 


education 


Column 5 


and adopted 


science -- 


Column 4 


13.5 million benefit from VWP (11.6 


once the 3% visa refusal threshold is met. 


despite the frequent turn-over in consular staff.) 


combating illegal immigration or enhancing 


but that current concerns stress the importance of 


Column 5 


Column 4 Column 5 


even ifthe basic message regarding parameters of 


the Czech Republic and Slovakia and 


th the 


as well as additional information on the 


questions from 


ifinvoked. Radio and print media from 


drafted by the Department 


Column 4 Column 5 


the following 


after October 


2005 is biometrically enhanced according to ICAO 


in 
must make a 
s 


including 

with the U.S. and international 
such as Interpol; and 
including 


s qualification for 
including an explanation of a 


U.S. officials 


and enjoy visa-free travel. 
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the 


the EC and Member States are searching for 
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Y and Magid 


Djamel Merabet 
and Ahmed Mohamed Ahmed (from the 


reported to be 


Latrech was previously known to the 
the main Spanish intelligence service while 
much 


including 
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police located a manual for 


000 kilograms of dynamite with which to carry out a 


the judicial body 
and other 


these fears are based 


who is in 


the nine suspects knew Rego and 


Spanish 


the information developed by 


nor does it point to activities 


Column 4 Column 5 
arrested 

while another judge Juan del 
has led the 3/11 investigation. END NOTE.) GOS 


but officials did not follow up. Given this 
together with lingering fears spawned by the 3/11 
it is possible the Spanish police acted to disrupt 


even if 


may shake the apparent 


it is clear that Spain will remain an active 
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he 


in closed session 


avoiding polemics. 
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and 


along with Santos\' comment to 
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Arias said. Chavez 

Arias noted and in the 


thus maintaining power for the next eight 


Arias asserted. Miranda State Governor Enrique 
he said suffered a big defeat with the referendum 


the current Zulia state governor running for 
would not be a possible leading 


but now there was 


Arias said and the local 
so no one 


a former 
had 


Column 4 
but of 
he is not completely unbiased 


10/19/2004 20:21 
10/19/2004 21:11 
10/19/2004 21:28 
entitled Towards CAFTA.\" \"The warning 


the FTAA and the 


a diverse mixture of Orthodox Marxists 
the truth is that 


as well as agricultural 
as has been 


the Democratic candidate for the U.S. 
John Kerry 
as was confirmed by 


to take advantage of open markets 
and to get ready for an 


which would improve our balance of 
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a national coordinator of the 


said his labor 


Column 5 


particularly with 


04TEGUCIGALPA2321 
04PANAMA2589 
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has warned that if he\'s elected 


to 


04CARACAS3216 


Column 4 Column 5 


free of caps with retroactivity back to 1997 (with 


as such payments would be 
especially the public sector. He 


which Diaz called 


000 ex-workers of PDVSA.) The GOV in fact 


Garcia said his 


the Venezuelan Social Security Institute (IVSS) most 


as IVSS\' 


workers 


gave all Venezuelans the right to universal 
and public health care that could be financed 


though it 


however by 


Column 4 


going 
by 
that only 30% of workers (about 3.6 


a former Chavez supporter and lead drafter 
said the GOV has an 


\" decrees prohibiting firing of workers 
he concluded 
which he said had created a \"neo-liberal 


however 


Chavez 


however 
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Column 5 


etc.). 
are the lowest labor costs in 


the formal employment sector continues to 


he will need to 
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\" which dissolved the GOV in April 2002. 
Anderson is 


having \"signed in\" or been caught on videotape. 


2002 


those who signed the 


2002 Gen. Lucas Rincon announced 


then president of the 
swore himself in as 


a decree was written. It is 

though that is likely to be part of 

as it is now 

dissolved the GOV the National Assembly 
and the Citizen Power including the prosecutor\'s 


Column 4 
and publicly proclaimed. This 
and the political attacks against Chavista officials 


which led to Chavez! restitution on 
sitting in Plenary 


ruled that the events of April 11 
but rather a power vacuum 


possibly as suspects 


then those who signed the decree 


then those who signed privately after Carmona was 


and finally those who were present at Miraflores 
Anderson plans to use videos to identify people. 
suspects 
co-author 


who announced Chavez! resignation 
Diosdado Cabello 


about an 

2002 

allegedly to design the 

Carmona\'s Health Minister. Anderson also 
Venevision President Victor Ferrer on October 7 


that they had not met to design Carmona\'s 
and that they had not signed the 


Column 5 


2002 
given Chavez\' 


over 


participant or 


or the Vice 
to testify. 


between interim president 


and 


Column 4 


who represents some of the potential suspects. 


and that some would 


since people remembered 


designed to shut down sources of 


which press reports have said 


of SUMATE 
alleges that she 
though her lawyer 


and would probably be called to testify. 


including: Cardinal 


in 


or 
and those 

however 

Ortega said. Construyendo Pais deputy 
whom Carmona named Finance Minister 


Column 5 


He 


listed as a signer 


Martin 


were guilty of treason and 


told 


was more intent on intimidating Chavez opponents 


the GOV is 
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and those who supported the Carmona government as 


however 


for example when SUMATE representative Maria 
while solely at 


will likely occur at an advantageous 


and there are bound to be 
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which currently has 
will continue to 


co-sponsorship of them. We shall also 


by advocating the rationalisation of resolutions 
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and are generally male. End Note. 
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TFA indicated that it only permitted 
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now allowing US travelers to get 5-year multiple 


that efforts 
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SO HIJAZI'S SENTENCE AMOUNTS TO 15 CALENDAR 


AND THAT NO 

10/20/2004 8:38 04YEREVAN2331 
10/20/2004 8:39 04MANAMA1603 
10/20/2004 9:22 04ANKARA5952 


his first in two years. Barzani 
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FonMin Gul and had a working lunch with 


military and intelligence officials. He recited 
namely the PKK 


not just the TurksY. He 


the local KDP rep and the Turkish press all 


when the Turkish press quoted Barzani as saying 
Burcuoglu told the 


Barzani stated firmly that Kirkuk is a Kurdish city and 


and then there would be a referendum 


Omar Merani told PolMilOff that Barzani was 


and that his harsh words were not directed at 


Barzani asserted the Kurds will fight. The 
Bahros Galali told us that we 
he claimed is stronger in Kirkuk 


so Barzani was making a play for Kurdish 


their real concern we believe 


the ardent stand Barzani 


Column 4 


10/20/2004 9:52 


though not a large amount. 
this could be part of a broader move ordered by the 
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opportunistic 


General Khin Nyunt\'s 

has advanced his 

loyal supporter of the 
Senior General Than Shwe 


he has shown willingness to go the extra mile for 


Soe Win was promoted 


the regime\'s mass organization and political arm (and 


who had a strong following among his former 


the new Prime Minister has formed 


pulling himself 


\"Strong Life.\" 


1949 


Column 5 
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Chairman of the 


the newly 
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he 


1988. 


but 


but is 


he was born on April 20 1945 in Pathein 
then Major Thein Sein served as 

one of the 

he distinguished himself as 

in the crackdown against the 1988 uprising in 


Thein Sein was promoted to the rank 


after being promoted to Major 
he was transferred to Rangoon and assigned to the 
he was 


2003. As 


in effect its policy making 


Chairman of the Central Organizing Committee for 


Column 4 Column 5 
Chairman of the Committee on Prevention of 
and Chairman of the Police 


if 
experience in the West. 
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not tuberculosis. The detention center\'s Chief 


but that no cases of 


Amnesty International released a 


two Cuban asylum-seekers Rene Mendoza Banos and 
were beaten with batons on October 1 and 


Consular Officer accompanied by the 
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which in turns makes 


however the 


a process which can 

while the migrants remain at the 
once the 

the 
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the Armenian Diaspora NGO with the largest membership 
has reportedly already transferred forty new homes 


SS\" 


schools and 


the initial 


some within the N-K leadership view 


GOAM and AGBU sources claim that there 


Column 4 


Column 5 
upon seeing the initial results of the 
offered to remove themselves from the AGBU\'s central 
France and the United Kingdom. 
according to rumors within the AGBU\'s ranks 
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intelligence and foreign policy 
National 


Column 4 Column 5 


who recently 
but if you 
you must accept it and become its friend. 


we have to be cognizant that China is also a 


is to improve our competitiveness in 


said that \"the concept of 
to 


to a lesser extent 


ASEAN Code of Conduct in the South 
China\'s leadership role in the Six-Party Talks on 
the China-ASEAN Strategic partnership and the 


\" he 
J-2 staff officer at the 
sees China\'s signing the Code of Conduct 


China repeatedly threatened to use force over 

\" Rudiwan explained; \"today it has renounced 
by tying China 

ASEAN is helping to ensure 


Column 4 Column 5 
all of the Thai China watchers interviewed for this 


in 2003 Thailand exported 235 billion baht (5.73 
a 54 percent increase 

Thailand imported 203 billion baht 

a decline 


Director of NIA\'s Division 


noted that many ASEAN leaders including some in 
now subscribe to the Chinese maxim \"what is good 
passing through Laos and Burma linking 


a 37 percent increase from the previous 
however Chinese exports of 


the value of Thai vegetables 


which was urged to 
did not 


Column 4 


or the effect that excise taxes 


the Thai public seems to blame 


Thai officers 


\" 
former Commanding General of 
said. NIAYs Suvapan 


a number of Thai 


we send 400 to the United States 


one senior Chinese official 


Column 5 


documentation 


\" one 


Column 4 Column 5 


Shin Corporation. They point to a recent telecom 


according to 

Thai exports to Taiwan 
or 46 

Thai exports to 


Column 4 Column 5 


she 
so far the attractiveness of the China market coupled 


he discounts concerns that 


Nopadon believes that 


we are allies 
and that\'s not about to change\" he 


but this 


Column 4 


to counter the risk of a rising China 


however 


overheated financial sector 
Thai analysts seem unable 


J-3 
realizes that China 


\"China can\'t afford a war over Taiwan 
\"We 


however 
\"We 


an influential 
is concerned that 


\"he cautioned. Teerawat 
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noting that if China and the United 


insolvent banks 


we are not 


Column 4 Column 5 


while Thailand should not overlook the possible 
it is in Thailand\'s 


some analysts predict that 


an Anglo-Thai businessman 


Falun Gong Taiwan -- but as more and more 
there will be a growing call to protect Thai 
\"he predicted. Thongchai at MFA and General 


expressed concern about rising nationalism in 
Superintendent of the 


is also skeptical that Thailand can 


Column 4 


but it seems to be moving in 
improving 


yet look 


she doesn\'t 


Thongchai believes China 


Thai analysis of the 


and Thai strategic thinkers seem overly sanguine 
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although he urged perhaps too 


nonetheless 
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will not ingratiate his 
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human rights 
he said should speak 


the Embassy could bolster 


he 
\" Fernandez valued the Boston Group a 
he said presented a bellicose 


but it had been an exemplary debtor and a trustworthy 


but he recognized that 


the outcome of the referendum was his party\'s 
not that of the United States; multilateral accords 


Fernandez said President Hugo 


juridical tradition. He noted that the 


he lamented 
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his 


which brands opposition groups as traitors to the 
any high-profile US encounters with 


Fernandez had relatively 
but we 


Fernandez\'s 


where he received 
according to the 
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and he opined that it would be difficult for 
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VS WERE 
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AND HIS 

OULD 

INCLUDING THE 


000) ALSO HIGHLIGHTED THE \"VIBRANT 

BETWEEN 
> ENERGY 

\"THESE TALKS ARE EXTREMELY IMPORTANT DISCUSSIONS BECAUSE 
PEACEFUL 


000) SUBTITLED THEIR ARTICLE 

TE 

\"THE UAE HAS BEEN SUPPORTIVE TO 

-E IN 

\"HE SAID. AND ON IRAQ VI 
5. WANTS 


000) STRESSED THAT THE US HAS NO 
THAT THE 


THAT 
2AELIS 
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DUBAI-BASED BUSINESS- 
CIRCULATION 40 000) 


T CHANGE 

OR THE DEGREE 
=SIDENT 
ANDIDATE 

f. 

RITABILITY 

“WE WANT 


THE WORLD WILL NOT KNOW SECURITY 
IF THE DOMINANT WORD IS POWER.\" 
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Shaheed said. In addition to the draft Constitution 
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the Special Majlis has received 
including one 
and an equal number 


imposing Wan enforced recess\" from the 


Shaheed reported 


elected on October 14 as Deputy Speaker 
is a lawyer and member of 
Shaheen is 


Doraid feels that the Deputy Speaker\'s 


six ofthe 


Shaheed indicated 


President Gayoom issued orders to 
including increased 
less restricted family visits and 


Column 5 


with 


and is expected to meet 


Column 4 
including 7 Special Majlis MPs 


the AG 


will be filed soon. 
he added 


individuals charged with a crime (as some of the 


the candidate technically can 
although his ability to campaign will 


Mohamed 

a Colombo-based member of the opposition Maldivian 
said that the opposition is focusing 

starting with the release of the MPs. 

the group is intent on influencing the upcoming 


the MDP is committeed to 


two people were arrested 
according to 


Column 5 
remain 


any Special Majlis MP charged with a 


the newly created police force 


Column 4 
Nasheed confirmed that MDP leader 


thatis good news. That said 
if not all 
to face charges 


the 


including Special 
after prolonged periods 


the pervasive desire for change--and increasing 


10/20/2004 12:29 
10/20/2004 12:34 
according to its chair 


the social dimension of globalization 


and WSIS. Please see guidance request 


Karel van 
head of the Dutch MFA\'s Department of International 


Column 5 


we expect 
of the MPs who remain in detention 
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04THEHAGUE2712 
Karel van 


Column 4 Column 5 
briefly discussed the agenda for the October 


according to van Kesteren the economic counselor at 
i.e. would we prefer a) centralized 
or 


\" looking at the nexus between assessed and 


is to find ways to make funding \"more rational.\" He 


especially when 


candidatures: Van 


which 


notably in cases where regional 
e.g. in the area of environmental treaties 


which include reception 
the 
and WSIS. 
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but have not imposed any curfew or restricted 


and then (after the police left) 


arrested during the 


at the police station the day prior to the 


announcing that he would set up a panel to 
together with the killing of 


the Kaduna State Police 


such claims often do not stand up 
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generating 


Spain\'s primary objective is simply to keep the peace 


Column 4 Column 5 


MBAT// 


noting that GOS Deputy Foreign 


especially since it is not in 


including the progressive economic 


\" especially with respect to Alvaro de Soto. 


UN Secretary General Perez de Cuellar 


but noted that the Sahrawis are 
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and the UK proposed ideas for a resolution on Western 
to include five key components: 


as opposed to a 


but said Spain\'s view is that MINURSO\'s presence 
especially Morocco to remain 


Former Secretary Baker had been the \"best 


the dynamic created by high-level USG 


blocking European plans to foment a more stable 


but said he was unaware 


Column 4 
his superiors in the MFA have sent positive 
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human rights organization Ansar Burney Welfare 


Mohammed Kaleem 


causing serious head and body 


but he emphasized that 


and is researching alternatives to using 
based on models used in Australia 


and that he is in the process of returning 86 more. 


he said that the UAEG was making 
although it still had a long way to go. He 


he realized that upholding the 


Column 5 
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there are powerful interests in 


he said. Pakistani immigration 


Haider added 

000 rupees (427USD) with the promise of being trained 
000 rupees (4 270USD) and brought to 

once a child is trained as a 

he becomes priceless since his work can earn 

these 


per the September 2002 presidential decree 


Ambassador met with the Pakistani Ambassador and 


Islamabad is sending an inspection team to the UAE to 
their immigration 
and the possibility of corruption. 


Haider told Poloff that he had been 


Column 4 


also a fully trained camel jockey. After much 
the stable owner acquiesced. This case had very 


Column 5 


underfed 8 year old. His passport 
confirming a forgery of his 


destined for foster care. 
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and that the decision has been 


and DCM 


no Pakistani drivers had been 
according to CFLCC Brigadier General 
the prime vendor contractor for 


PWC reported that it had been 


the following letter was 
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| would like to 


Deputy Commanding General Coalition 


we now require a minimum of one armed 


access to medical support and use of 


an early agreement on the 


when military convoy 


no foreign 


Commander 143rd TRANSCOM 


informs me that he is prepared to brief you your 


Column 4 


Column 5 
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he agreed that the proposed curbs 
and he promised to take the 
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\"he said 
but that in any case no 
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a big increase was reported in the 
the 


some of 


insist 


Y Gul stressed that Turkey had 


the 


commenting on Turkey\'s EU 
designated Austrian FM Ursula Plassnik said that 


Column 4 Column 5 
and added that ‘this is not a production line 


the number of those countries that are openly 
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no particular link has been discovered as to the 


Column 4 Column 5 
in recent years Turkey has become a 


who are in search of better living conditions 


they 
they come 
which were 


nevertheless make 


in tourism and entertainment sector or in 
working illegally without any job 
insurance or administrative and judicial 
majority of male workers 


Turkey became a party 


Suppress and Punish Trafficking especially women 
along with other conventions on this issue. 

Turkey amended all its domestic laws 

including 5 to 10 


the law on Combating Benefit-Oriented 
promoting 


Citizenship Law (stipulates before acquiring 


Column 4 


Ministry of Foreign Affairs is responsible for 


which is composed of 
the 
the 


the Ministry of Interior 
the Ministry of Labour and Social 


last being on 18 
prepared by the Task 


which is entrusted to prepare 


national referral mechanisms 
and voluntary return and reintegration assistance. 


Turkey is co-funding the project on 


NGOs and International 


in cooperation with the European Commission (EC) 
selected EU Member States 


AGIS Programme 


whose nationals 


the positive 
Ukraine 
on 28 July 2004 


Column 5 


vietim 


as well 


Azerbaijan and Georgia have 
Turkish and 


Column 4 Column 5 


Turkish missions have expanded their 


visa application measures are set in order 


such as in casinos or hotels. In this 
an informative questionnaire is prepared for visa 


the 


as well-established non-governmental organization 


with its limited resources 
if necessary accommodation and emergency services 
out of national budget and 


victims are 


a new 


Turkish media 


Column 4 


Column 5 
various events were organized to raise 
the 
the Ministry of Interior and the Ministry of 
ICMPD and IOM. 
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V the Secretariat said it welcomed the report\'s 
but claimed that it had not yet had an 


the Committee agreed to revisit 


and that provided a time-bound 


Column 4 Column 5 
the 


\" and be discussed only 


the Secretariat 


the Secretariat countered with a 


and 


to be discussed if needed. The Secretariat refused 
clearly trying to maintain the organization\'s 


anachronistic and 


alone run about $10 


raised by the 
about 


but the committee 
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and we will 


there were several points that 


and political considerations for Iraq and 


the question \"How would you 


but how can it re-structure itself 


i.e. to get outside the 
but not 

just 

such as the MTP the budget 


and the decentralization report underlined the 
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from $14.1 to $30 million 


the 
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Avino told Poloff that Italy shares the same goals and 
with slight 


but at the same time wants to help the Libyans in their 


Avino acknowledged that EU member states are 
describing it as a 


policies are subject to criticism by the others 


member state representatives agreed 


within the EU and 
over rearming countries recently 


Column 4 
such as Libya. He reiterated that the 
and Italy in particular given its geographical proximity 


Column 5 


lifting the embargo 


with the specific case 
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he is now riding the undisciplined 
which makes him both a leader and 


people will begin to see him as a 


if he does not show 
further confrontation with the GON military is 


rival ljaw 


militia 


and sabotage militants can 


hindering 
which might 


short arms of the central 


the extent of the potential 
including 


Column 4 Column 5 
security measures in place at 
and the heretofore unproven capability of the 


crude 
000 - 200 000 bpd of supplies are at risk 


and other areas of Rivers State where ljaws 


the 


it would imply a copycat or that Asari\'s 


we do not 


senior-level GON officials have met 


older 


\" designed to test how far Obasanjo would go. 


But Few Carry The 


he has gotten more than most. 


particularly by mainstream 


Column 4 
Asari has gotten Abuja\'s undivided 


some 


most do not operate in the oil-rich Delta and 


would-be 


many of the grumbling organizations do not 


the Ohaneze Ndigbo (Igbo) 

and Middle Belt Progressive Movement. Members of 
the Ethnic 

for the primary purpose of garnering 


concerned it 


this strike caused the government 


the planning would take months. While there 
the 


Column 5 


Southern Minorities 
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among these 


devolving 
reassessing 


fighting over the spoils of a 
rising criminality Ijaw 
and the breakdown of traditional structures. 


highly visible challenge for the 


raised 


Obasanjo will temporize as 


fast. For talks to work both sides will have to 
we do not 

most 
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the Commerce Commission 


which had complained of paying ever-increasing 


Column 4 
expected in early 2005 


which began its investigation of mobile 
said mobile network 


cost-based charge would be US 11 cents (NZ 16 


which 


third- 
saying regulation 


reject them or refer them back for further 


the country\'s largest fixed-line phone company 


contended that the mobile market was already 


Telecom\'s general manager of government and industry 


said regulation might lead companies to reduce 
the savings would not 


a claim that local news reports 
TelstraClear 


Column 5 


which resells 


Column 4 
endorsed the Commission\'s draft 


www.comcom.govt.nz. 


having done so in its recommendation in 
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so 


and that various projects existed 


Oleg Deripaska 


Venezuelan 


Ravil 
told reporters he discussed a joint venture with the 
PDVSA 


Venezuela and Russia also discussed Russia\'s entry 
of which Venezuela 
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with the Venezuelan delegation 
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according to press 


\"It will be no 


the 


Carlos 


both confirmed that Venezuela bought Russian 


Rangel said 


MI-26 and MI-35 had been 


\"Arming the 


but noted that a contract for 40-50 helicopters \"was 


petroleum education 


it is turning its attention to external 


Column 4 Column 5 
India and China now followed by Vice-President 


the helicopter deal has 
and paves the way for a 


along 
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it appears certain he was behind the 


the PM has only effectively prosecuted fifteen 


the PM has 
personnel and other 
while part of the GOH is an independent 


a fact the GOH often cites when the PM makes 
it is clear that little 


political will exists at higher levels within the GOH 


PolOff met with German Espinal 
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the GOH is either unable or 


or worse. 

PolOff met with Doris Aguilar 

in moving cases forward. 

in a surprise move Aguilar 


publicly supported the PM leadership on 
arguing that the PM\'s 


U.S. 

effective and professional institutions in the 
including the Public Ministry. Through USAID\'s 

Embassy 

to 


and the greater transparency and accountability of 
both essential elements of democratic 

DEA 

and PAS seek to expand anti-corruption training and 


USAID is in the process of finalizing a 4.5 year 


Dr. Edmundo Orellana Mercado who 


will also be meeting with various GOH officials. 


its record in prosecuting corruption 


Column 4 

remains undistinguished. At a time when its 
however painfully 

Honduras 
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on 


a vast majority of Hondurans would support a more 


if it wants to do something 


to demonstrate acommitment to prosecuting 
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but the political 


with 29 of 32 


leaving the PRD as legislative 


party leaders Tony Raful and 


directly counter to the free trade agreement 


s talk of expelling 


14 senators defied 
19 did so. 


Mejia had told the Ambassador that with a 


Column 4 
sitting alongside aging 


as usual 
s disorganization. He disclaimed any interest 


and some acknowledge mistakes 
s leadership. But as the Fernandez 


many in the PRD are feeling vulnerable. The 
complaining that the 


insisting that last-minute pension 
and denying that PRD rowdies are 


s rough charisma 


the PRD Political 
to be confirmed 
all 


on the organizing 


told poloff October 14 that he favored using the 


from equally divisive confrontations in the 1980s 


including Senate vice-president Cesar Matias 
who were 


s re-election. To develop options for the 


former vice president Milagros Ortiz-Bosch -- who 


an 


The Discredited 


Column 5 


but offered no cure 


his \"PPH\" faction no 


to postpone 


refuse to 


and The Contentious 


Column 4 


Column 5 
or beyond stump politics. 
not offset at all by his 
sticket. On 
Subervi told the press he \"does not aspire to a 
amending the party statutes is a fine legal 


praised for his chairmanship of 


Jose Rafael 


and Emmanuel Esquea who has just announced his 


demonstrating his 


s revival; neither shows ambition for higher 


with his handsome tiger face and offer of an 
\" he can be sold as a figure of principle 


another aspirant to be party president 


Y in disregard of the 


but to whom? 


son of President Jorge Blanco 


Column 4 Column 5 
served as director of the Dominican 


and English-speaking. But he has yet to leap from 


former minister of public 


is a possibility but will have to \"prove himself 


a young and well-spoken hatueycista 
has been prominent recently on television talk 
expressing indignation about corruption and urging the 


butin a 


chairman of the industry 
and free zones committee could be positioned for 


s proposed revocation of the protectionist tax on 


2001-2002. 


s organization and procedures may 
currently stuck at the 


a sharp turn away from the custom of following a 


the 


the party 


Column 4 


Column 5 
the country as a whole suffers from PRD 
coherent opposition. The 
trade rule of law 
the PRD has 
Michael Meigs. 
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but unrelated to it a small protest of 


Chairman Vu Mao reminisced fondly of his October 


Y and said 
and those who do not have 
\" and 


hopefully during his term which ends in 


the NA could undertake the trip without 
Mao declared. 


and said that maintaining good relations with Congress 


Column 4 Column 5 
in his view one of the most important tasks that the 


despite Senator Frist\'s 
Members of 


scheduled to take place in Vietnam in January (Refs B 


Chairman Mao 


which was chaired 


or to refute the 


especially the Ministry of 
were damaging efforts to improve Vietnam\'s 


a small demonstration 


apparently 
was entirely peaceful and consisted largely 


but any measure that forces some of Vietnam\'s 


albeit small step in 
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he said 

but 

as is government involvement in the economy. 
politics make adoption and implementation of 
s Capital said that no one in India is actively 
because of political 

it 

she said. Arjuna Mahendran 


Credit Suisse 


if faced 
Indians would prefer to maintain their current 


but also because the services sector developed too 


and argued that the idea that India can 


he said 
and India can compete on manufacturing: it has 


this crowding out of domestic 
although this 


however 


Column 5 
to the 


echoed 


as English language skills there continue 


that while larger firms 


Column 4 Column 5 
smaller firms do 


small domestic investors are 


private banks are starting to 


it is happening slowly on its own injecting a 


he said but it could ultimately force 


although they do consider it a vulnerability 


\" because it 


S 


s hope of widening the tax 


s political will to increase 
with most gains in revenue coming from 


the deficit could 
however that the 


the deficit 


Column 4 


India 

and the government is spending not on 
but on the 

Managing Director 


noting that one of the Indian economy\'s 


he 
are not so lucky. 


all of the analysts we spoke to believe 


who hope to capitalize on 
with 


the GOS is leaving 
and is actively promoting economic links 
in part to balance out its reliance on ties to 


and Temasek 

wife of Prime Minister Lee 

has become one of India\'s largest private 
funneling close to $1 billion into the 


according to recent press 
Singapore also 


for example 
made a speech 


and 
adopt 


and streamline new business registration procedures in 


Column 5 


s infrastructure is 


Robust Economic Analysis 


the GOS\'s investment 


who is in New Delhi this 


Column 4 Column 5 
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he found it 


who also runs operations of the Archbishopric 
isa 


Bishop 
had passed away in 1998. Bishop Du who became 
had only been allowed 


Kiet managed to 


he ordained two new 


there have been five branches of the Dominican 
including one in Lang Son Province. Most 


with most of the financing needed coming 
said Thuy. Bishop Kiet 


which was 


which 


Lang Son 
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Catholic clergy at 
especially -- they said -- 


that the Church tends to keep a long-term view when 


opined Thuy. 


the improvements over the last 


of course 
but that Lang Son -- 
ethnic minority north -- has made such 


though a long-term view is 
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Director of the Government-run 
told us that Premier Wen and 


Director 


China has been 


Vietnam hopes to \"create the conditions\" for 


Vietnam and China as two countries attempting to 
\" would have to obey the rules 


Column 4 Column 5 
Quang said. 


Prime Ministers Wen and Khai 

\" the China 

in spite of the 

Vietnam still has problems with China\'s 


he said. For example 
it 


Sam said. 
Dr. Sam 


Chinese support is conditioned on Vietnam\'s meeting 


Vietnam is counting on its successful 
Sam explained. 

in exchange for China\'s support for 
Vietnam had signed an agreement not 


anti- 


the PRC Embassy\'s 
PM Khai reiterated in familiar terms 


\" both sides exchanged views on implementing the 
which includes demarcation issues 


however. Local Chinese officials 


such as by cultivating land and moving graves 


but some Chinese \'acts\' continue to frustrate 


Column 4 

\" Sam said. According to the Communist Party\'s 
only five to ten percent of the border markers have 
and Vietnam expects the process to take at 


Column 5 


both our Vietnamese 


China acknowledges Vietnam\'s \"concerns\" 
in particular those related to China\'s 


PM Wen had expressed 


but Vietnam had refused Zhou said. 


\" Binh said. China 
but 


Binh continued. Were Vietnam to join it 


however Vietnam wants to 


\" Binh concluded. 


pre-ASEM logistical and administrative 


who was control officer for the Wen visit the PRC 


although 

Wen\'s bilateral visit and 
Zhou said. 

Party General 


but there are no firm 


Column 4 
Zhou said. 


the island looms large in China\'s and Vietnam\'s 


and there is the perception 
there is also increasingly the 


in spite of China\'s proximity and size 


continued: The contradiction between the 


and this is driving the efforts to break down 
however 


and we can 


continued: While press accounts of the 


our GVN counterparts have 


and 
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and one to an independent who later joined 
hoping 
but a large number of maverick 
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has a strong base of support and is widely 


former National Assembly member Lin Shu-Shan and 


Su Chih-Fen decided not to run for 
reportedly because she intends to run for County 


explained 


so that Lin 


the 


in which the DPP vote will be split among the 
based on their birthday or 
to vote for 


Yunlin County 

having successfully stopped a 1999 

she 

Chang Jung-Wei (Reftel). Yin is enjoying a boost 
local attorney Lee Chien-Chung 

said he worries that her support is too 


her voters might instead support one of the 
such as Kao Chin-Lang of 


a Chang appointee 
saying that her 
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and that by accusing reporters of 
she 


a Yunlin native 
he said 
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an 
who previously served as a 


but lost her reelection campaign 
secretary to fugitive Magistrate 


Tseng Tsai Mei-Tso 


local attorney Lee said she might have been dropped 


Lin Ming-Yi 


Chang Li-Shan 


also known as \"Red Envelope\" 
is also 


saying that without access to the KMT\'s extensive 


noting that the well-oiled KMT election machinery 


Chen 


a former 


Wu offered the 


however 
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offered a completely 
Vis a shoe-in.\" 


who received the 


is running under the Nonpartisan 


is also running 


that 
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721) 


in contrast to 
Nantou\'s election looks to be 


no major 


former Kaohsiung Mayor 


according to KMT Nantou County Section Chief 


the second candidate would not stand a good 
and 


Tseng added. Lin 
who would have been the KMT\'s second candidate 


at 


explaining that in the internal 
Lin only received 4% of the votes 


Tang 
Lin Yun-Sheng (the current 
Tsai Huang-lan 


who lost in the previous election. 
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a land-locked 


was 


while Wu 
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the only question seems to be whether the last 


saying 


who is running on the Nonpartisan Solidarity 
might steal enough votes from the 


Personalities 


early polls are unreliable 


it is unclear how 


it is very unlikely that the 


the aggressive nominations on both sides 


most observers agree that because the Pan-Blue has 
it will 


they should have little 
and could very likely gain 
bringing them closer to their goal of a 


issues may play at best a secondary 


factors like connections 
media attention money and tactical decisions 


\"The issue is we have 
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Spain is safe. However Madrid 


alert and aware of their surroundings. In 
or experience any 
please contact the Embassy\'s 


it shares credible 
available on the Internet at 


U.S. travelers can hear recorded information by 


D.C. at 

or receive 
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\" Hong commented many of these 
but so far 


hoping to convert 
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with observers inside and outside of the 


but admitted that even this figure 


we were disturbed by 
\" Lin said. 


the TSUVs Lee said his party would pass up 


\" Lee explained 


party officials express 


but we couldn\'t do this even among PFP candidates 


it will be everyone for 
\" Chen concluded. KMT Policy Chief Tseng 
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\"so it comes down to a 
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the PFP will 
\" Tseng assessed \"but that just means 


many observers caution that PFP voters may 


disenchanted with the PFP over its 

might look to independent candidates as an 
a political 

told AIT that 

\" he 


\"DPP voters will never cast ballots for someone 
but Pan-Blue voters are just as 


where there are almost as many independent 


a loose grouping of political 


may play a key role in 


making it more likely that independents will 


it will be able 


however asserted that the NSU is 
thus will back the KMT 


the higher the price non-partisans will be able to 
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the three 


Taipei Mayor Ma and PFP Chairman Soong -- are 


likely 


even 


PFP legislator (Taipei North) Chin Huei-chu loudly 


a 

with or without the help of 

seems to be the likeliest outcome given the 

organization and morale. 


a large setback 


and responsible 


Column 4 


10/21/2004 8:59 
membership 


seven of the ten new EU accession states became 
the Czech Republic 
Lithuania 


at the Ministerial level 

led 

envision Europol evolving into a EU Federal 
while others are reluctant to allow 

700 cases were processed by Europol in 2003 


400 cases the year before. \"The report shows a 
and that our colleagues 


\" according to the acting Director of Europol 


responsible for drafting the 


wants Europol to be made an EU body 


given the enhanced role of Europol 
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Slovakia 
Latvia and Cyprus. Poland 
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we have attempted to forge 


while recognizing that at the moment Europol may not 
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since the GoG forbids the 


he thinks the figures quoted in the local press 
however to estimate the amount 


anda 
smaller crop comes in around August and September. 


thus eroding the quality of 


the lowest in more than a decade and down from USD 
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less of it is 


COCOBOD borrowed USD 650 million for purchases. The 


or 4 months of 


even taking into account large imports 
greater reliance on the 
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\" and individuals rely on their personal 


since 
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he continued the 


political observers emphasize that in 
party headquarters do 


the KMT nominated about 40 percent more 


many party 


this is our 
Y he sighed. Liou said the biggest difference 


even if it is for the good of the party as a 


some in the 


in a September 


he outlined three issues 


and the December 10 commemoration of the Formosa 


the Pan-Blue has already dropped the ball on the 


the issue continues to 
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few 


but 


the Chairman took a full hour complaining about 
but did not make even a single mention of the LY 


without reference 

KMTLY 

Wang thought about it and 
\"actually it really is a DPP issue.\" 


\"the Formosa Incident \" 


many light Blue candidates are themselves trying to 


who is running in Taipei\'s North District told AIT he 
a 
and stability. However other candidates 


are 
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but they have not yet reached a 
party assets 

but internal divisions have 

Liou said the only thing 

an 

angrily quit the party\'s think tank 


another key player in the 
KMT Legislator and party Spokesman Alex Tsai 


this campaign provides it. First 


the party 


the KMT is not expecting a train wreck. 
and confident of their 
the KMT is a model of cohesion 


and the PFP\'s weaknesses 
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will allow 
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but that negotiations were not 
the focus of negotiations is 
000 Syrian 


Muasher 
the committee is considering possible land swaps to 


to help prevent displacement of inhabitants in the 


while Syria is feeling U.S. and 
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is warmly welcomed by a Burmese 
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but also of Americans 


Anh urged more discussion in 
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Anh said MPS \"highly 


accompanied by Poloff 


Anh 


he said 


the 
if MPS has concerns about the activity 
MPS should raise it directly with the 


\" 
while personally 
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he 


\"the Embassy or Consulate General 


\" Anh 
\"the government must create good conditions for 


we should discuss it.\" 


BUT 


for 
there 


such as in the 


he asked the Ambassador to provide the names of 


Won the issue of 
MPS is committed to the fight." He noted 


support and 
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Minister Anh said that MPS is 


but warned that if the City\'s objections are 


then there would 


the two sides should 


\" the Ambassador said \"but we can and 


Nguyen Van Huong (on the security side) and Le The 


however be underestimating him: 


continued: Anh\'s cautious and diplomatic 
and in some areas 


which he did not address at all) we will have 


such as the 


Anh\'s solution-oriented response 
as always with MPS will be 
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thanks to the assistance of local authorities the 13 


ConGen HCMC DPO raised the return of 


the official had no 

if the 13 had crossed 

\" they would be in \"big trouble.\" 

GVN officials had announced that Montagnards that 


but this is 


we believe because 
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however 


and the U.S. 


our industry informs us that a bumper crop 


are being 


Globus (a sensationalist but 
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\"Barroso and Sanader in Conflict Over 


the EC had recently reminded the Minister of 


and complaining of long drug registration 
our EC counterpart told us that the EC 


\"Frankly these comments make our job 


including Alain Deckers from the Commission\'s 


for 


notably in the copyright area might not 
but he was not able to give 


saying that he was sure that the U.S. would not 


which 
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the police are on 


which we will 
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and lauded local 


however that it was important for 


after a \"frank exchange of views \" urged the UN 


which saw the ouster of 


there is some uncertainty 
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hate me a lot \" declared Marino Vinicio Castillo 
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remains in the 


one of six accused of 


he remains front and center in 


during 


run for President on the ticket of a 


counseled former President Joaquin Balaguer on 


served in the Dominican 
and been an on-and-off-again presence in the 


prompting speculation that there was a deal 


a cabinet-level position he was known for his 


Vincho said that off-shore banking 


money laundering and 
Vincho linked 


but the 


but U.S. laws. Ramon Baez\'s involvement in 
but his case has 
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there can be 


he will file counter-suits against numerous 


000 pages of evidence held by 
success 


and the potential of files filled with 
make his public threats ones that merit the 


Vincho Castillo\'s 


Vincho remains a much-feared player 
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sound and out of jail. 
however merited it would be on technical 
would be a discredit and setback for prospects of 
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SBY replied that he had a very good conversation with 
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